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fabricated. (Note: Various Filipino politicians and others 
have publicly floated the idea of the USG\'s examining the 
tapes in order to determine their authenticity. The GRP has 
made no formal request to the FBI 

no plans to accede to such a request if one is made. End 
Note.) 


5. (C) In other legislative news 

Chairman of the House Constitutional Amendments Committee 
announced on August 16 that the House plans to convene a 
constituent assembly to amend the Constitution in order to 
shift the current structure to a parliamentary system. 

Jaraula averred that such a move would be possible with a 
vote of three-quarters of the members of both houses 

195 votes by any of the 236 representatives plus 23 senators. 
Senate President Franklin Drilon reacted angrily to the 
proposal 

He insisted that the House and Senate must vote separately 
asserting that a 3/4 majority in both bodies would be 
necessary in order to convene a constituent assembly. Drilon 
has publicly stated that he is not against the idea of 
establishing a parliamentary system 

that any debate on the matter take place via a Constitutional 
convention 

election. 


6. (C) Senators of all stripes are lining up behind Drilon. 

In an August 16 meeting 

pro-Arroyo 

the water\" in the Senate. In an August 17 meeting 

Maria Anna Consuelo \"Jamby\" Madrigal 

told Acting Pol/C that there was no way that the Senate would 
support the House\'s current model for Constitutional change. 
Arroyo and Madrigal both made clear that senators are not 
inclined to support Constitutional change proposals that 
basically seek to dissolve the Senate and turn the system 
into a unicameral one. 


7. (C) At this point 

seems to be in serious trouble. To achieve a referral to the 
Senate 

members of the 236-member house (or one-third of the total). 
So far 
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supporters (ref b) 

the past couple of weeks. At the same time 
OppositionVs best efforts 

to care much about the proceedings. People are not glued to 
their TV sets or talking and creating a buzz about what is 
transpiring. Re the Constitutional change proposal 

little doubt that this perennial issue is going to generate 
increased attention as House members press the matter 
forward 

House 

it mildly. 


Visit Embassy Manila\'s Classified SIPRNET website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website: 
http://www.state.sgov.gov/ 
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Will try our best to identify the parents and rehabilitate 

them in their homes." Until the parents are located 

however 

Lawyers Association (BNWLA) shelter in Dhaka. Local media 
reported that Babar gave the Ministry of Social Welfare 
responsibility for the boys whose parents could not be 
identified. 


3. (SBU) BNWLA Director Salma Ali told us that a cell 
comprising representatives from UNICEF 

the BDG will monitor the use of the $1 

government is giving the BDG for rehabilitation of the 
children. According to Ali 

return to Dhaka shortly. 

CHAMMAS 
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hopping mad!) 

giving it to the Sunday papers 
that the U.S. not share the letter. 


4. (C) Brattskar said that Balasingham had promised 
Petersen and Helgesen he would translate and transmit the 
letter to Kilinochchi immediately. Balasingham had 
expressed concern over recent LTTE actions in the North and 
East but had danced around the question of responsibility 

for KadirgamarVs assassination (and disavowed any prior 
knowledge). Balasingham 

at the prospect of receiving the Norwegian FM and at the 
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idea of more direct Norwegian contact with Prabhakaran 
(although Balasingham said he would want to be present at 
any such meetings as he usually has in the past - Brattskar 
said the Norwegians have only met Prabhakaran once when 
Balasingham was not present). Balasingham did not discuss 
travel plans to Sri Lanka but Brattskar noted that when he 
had seen Balasingham in London in July 

theoretician had said he was thinking about travel to 
Kilinochchi in October. 


5. (C) Brattskar undertook to advise Charge\' as soon as the 
Norwegians had some reaction to the Prabhakaran letter. He 
noted that as far as he knew a Petersen/Rice conversation 
was still scheduled to take place this week. The 

Norwegians 

of a September co-chairs meeting in New York although 
given Japanese sensitivities about their standing 

invitation to host the next meeting in October 

York meeting should perhaps be billed as something like a 
preparatory meeting. 


6. (C) On a related topic 

August 18 that the GSL had just convoked her High 
Commissioner (as holder of the EU Presidency in Colombo) 
and the EC Charge to ask that the European Union list the 
LTTE as a terrorist organization (apparently there is a 
mechanism through which the EU can designate terrorist 
organizations on a union-wide basis in addition to whatever 
procedures individual EU members states may have). The EU 
missions in Colombo plan to endorse the idea strongly to 
Brussels. The British DCM said she is familiarizing 

herself on the details of the procedure and the potential 
timeline for such listing. 


7. (C) Text of Norwegian letter (please protect closely) to 
Prabhakaran follows: 


Begin text 


Letter from Royal Ministry of Foreign Affairs 
Minister of Foreign Affairs 


To 

Mr. Velupillai Prabhakaran 
Leader 

Liberation Tigers of Tamil Eelam 
Oslo 


Dear Mr. Prabhakaran 


Column 3 

As | am sure you realize 

critical situation. The killings and counter-killings over 

the last few months have been watched with mounting concern 
by Norway and the international community. Along with the 
continued recruitment of children to the LTTE 

created distrust about the LTTEVs intentions as regards the 
peace process. 


The assassination of Foreign Minister Lakshman Kadirgamar 
has exacerbated the situation. It is not up to Norway to 

draw conclusions about the criminal investigations now 
under way in Colombo 

relation with the killings. However 

both in Sri Lanka and internationally is thatthe LTTE is 
responsible. This public perception is a political 

reality. The LTTE needs to respond to this situation in a 

way that demonstrates continued commitment to the peace 
process. 


| see it as my obligation to make clear to you the 

political choice now facing the LTTE. If the LTTE does not 
take a positive step forward at this critical juncture 
international reaction could be severe. 


Against this backdrop | would ask you urgently to consider 
the following steps: 

1. To accept the Norwegian Governments invitation to 
participate in a review of the implementation of the 
Ceasefire Agreement in order to find practical ways of 
ensuring full compliance by both parties. 

2. To establish direct communications between the LTTE and 
the Sri Lankan Army in the east 

security. 

3. To accept without delay the Sri Lanka Monitoring 
Mission proposal for transportation of LTTE cadres. 

4. To collaborate in a practical way with government 
initiatives to speed up reconstruction in the north and 
east. The LTTEVs continued commitment to the P-TOMS 
agreement is vital in this regard. 

5. To take effective steps to halt killings and to cease 

the recruitment of underage combatants. 


| trust that you appreciate the gravity of the present 
situation and will take steps to demonstrate to the 
international community that the LTTE is committed to the 
peace process. 


Yours sincerely 


Jan Petersen 


Column 3 
End Text 
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at this stage. 


5. (C) Mission recommends that the US propose to the GOI 
that negotiation of a SOFA be a topic of discussion at the 
Defense Policy Group this fall (date still to be determined). 

To the extent possible 

to brief the Indians on the number of SOFA\'s we have in place 
with partners around the world 

agreements 

agreement. 


6. (SBU) Begin text of DATT letter: 
16 August 2005 
Dear Dr Jaishankar 


| have been asked by my government to seek verbal assurances 
from the Indian Government that US military and civilian 
personnel present in India for mutually agreed upon exercises 
and activities will continue to have Status of Forces 
Agreement (SOFA) - like protections 

SOFA has not been signed between our two governments. In 
September 2001 

verbal assurances that the US could count on SOFA legal 
coverage even without a formal agreement. What we seek at 
this time 

DoD personnel deploying to India for purposes of exercises 
are still afforded diplomatic protections equivalent to the 
administrative and technical staff of the U.S. Embassy. 


We fully realize that effecting any legal agreement such as a 
SOFA 

issues concerning US and Indian military personnel exercising 
on each other 

probably not come in time for the slate of upcoming 
exercises 

and Yudh Abhyas 05-2. However 

in scope and complexity such as Malabar (Oct) 

(Nov) 

legal status implications in case of accidents 

unfortunate incidents. 


The Defense Attach Office of the Embassy of the United 
States of America avails itself of this opportunity to renew 
the assurances of its highest consideration. End text. 
MULFORD 
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the electronic media reported that a soldier refused 
orders and was arrested. 


All media reported that on Wednesday afternoon 
Weissgan 

Shvut Rahel 

he worked and wounded two others 

seriously 

reported that PM Sharon condemned the killings 

them a \"grave terrorist act.\" HaVaretz reported that 
top Sharon aide Dov Weisglass called PA Chairman 
[President] Mahmoud AbbasVs senior advisor Rafiq 
Husseini to express Israel\'s regret over the incident. 
Leading media reported that Hamas and Islamic Jihad 
have vowed revenge. Major media reported that Abbas 
issued a statement in which he called on \"the 
Palestinian public not to respond to provocations and 
not to provide any pretexts or excuses to those wishing 
to halt the Israeli withdrawal from Gaza.\" Leading 
media reported that U.S. State Department Spokesman 
Sean McCormack condemned the attack and called on the 
sides to show restraint. 


Israel Radio quoted Secretary of State Condoleezza Rice 
as saying in an interview with The New York Times that 
\"something very dramatic is changing in the Middle 

East 

building steps. Secretary Rice was also quoted as 
saying she expected the PA to take responsibility for 
disarming Hamas. Jerusalem Post reported that the U.S. 
administration will not present any new demands to 

Israel and the Palestinians before the disengagement 
process is complete. The newspaper quoted diplomatic 
sources in Washington as saying that the sole interest 
ofthe U.S. at this time is to see the withdrawal go 
through in a peaceful manner and that it will leave the 
Vday after" issues to be dealt with when the process is 
over. Jerusalem Post reported that Members of Congress 
have begun to circulate a letter to the administration 
demanding that the U.S. not supply arms to the PA 
forces in Gaza. The letter 

Ros-Lehtinen (R-FL) and Elliot Engel (D-NY) calls on 
Secretary Rice not to provide the PA with weapons 


SIPDIS 
because it has not yet proven its commitment to fight 
terrorism. 
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Israel Radio reported that two mortar shells fell last 
night on the Gush Katif settlement of Gadid. All media 
reported that security forces thwarted a terrorist 

attack by Islamic Jihad in Gush Katif. The would-be 
suicide-bomber and his dispatcher were arrested. 


Citing AP 

U.S. 

engaged in a massive buildup of manpower and weapons 
and that the PA must dismantle it. Leading media 
quoted Hamas political leader Khaled Mashal as saying 
in Beirut Wednesday that Israel\'s withdrawal from Gaza 
is an important achievement 

to Hamas\'s disarmament. Jerusalem Post highlighted 
Mashal\'s comment that the pullout is the beginning of 
the end for Israel. 


HaVaretz reported that the Interior Ministry is 
preparing to evacuate hundreds of foreign workers 
employed by Gush Katif settlers 

evacuation began on Wednesday. 


HaVaretz reported that the Conference of Presidents of 
Major American Jewish Organizations issued a statement 
on Tuesday supporting the disengagement. The newspaper 
notes that the stance comes amid a long and sometimes 
heated debate among U.S. Jewish organizations in the 
U.S. regarding taking a stance on GOI policy. 

Jerusalem Post reported that the International 

Committee of the Red Cross resumed its field activities 

in the Gaza Strip on Tuesday 

regarding its operations were issued by the PA and 
others. 


Maariv cited the results of a Teleseker poll: 

-\"How will the disengagement affect the Israeli 
economy?V' Positively: 43.2 percent; negatively: 27.2 
percent; it will not affect the economy: 17.2 percent; 
12.4 percent were undecided. 


Liberal contributor Prof. Tanya Reinhart wrote in mass- 
circulation 

continues to lose in Iraq 

Bank 
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Veteran columnist Yaron London wrote in the lead 
editorial of Yediot Aharonot: \"The greater force [of 
the army and police] 

the explanation for the sudden humility of the 
SettlersY Council leaders and their rabbis.\" 


Columnist Evelyn Gordon wrote in conservative 
independent Jerusalem Post: \"The UN 

U.S. have all said openly in recent weeks that 
following the withdrawal 

rapidly to realize the road map\'s plan.... None of the 
three has conditioned this demand on positive 
developments in Gaza following the pullout.\" 


Senior Editor Nehemia Strassler wrote in independent 
left-leaning HaVaretz: V'The disengagement should be 
exploited to send a message of conciliation 

behavior. The British did not demolish 

did the Turks. Sharon should therefore stop the 
bulldozer today.\" 


Nationalist 

not have the slightest doubt that the worst person on 
the Left would have acted this way with the evacuated 
Gush Кан residents. V 


Block Quotes: 


|. \"This Is How Israel Left Gaza \" 


Liberal contributor Prof. Tanya Reinhart wrote in mass- 
circulation 

“Bush won't give up Iraq so quickly. But he doesn't 
need the headache called Palestine that much. Early 
this year 

first 

lobby in the United States.... lt later froze military 

aid to Israel under the shadow of the crisis over 
weapons sales to China.... The declared date of the 
pullout from Gaza was approaching. Following 
preparations in Israel for a military operation 

U.S. administration became increasingly concerned that 
Sharon wouldn\'t implement the settlements\' evacuation. 
According to an August 7 item in the New York Times 
the Bush administration acted to prevent the [military] 
operation and to impose on Sharon the implementation of 
the withdrawal from the settlements.... Over time 

got used to viewing VAmerican pressure as toothless 
declarations. But the phrase suddenly has a new 
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meaning. When the U.S. truly pressures 

leader can even dream to oppose it (not even 
Netanyahu). This is how we left Gaza. If the U.S. 
continues to lose in Iraq 

Bank 


II. WDisengagement -- Temporary End" 


Veteran columnist Yaron London wrote in the lead 
editorial of Yediot Aharonot (August 18): “А... 
dangerous error that could take root in the [Israeli] 
public consciousness is that from the outset 

Settlers\' Council did not plan to forcibly thwart the 
decision of the elected institutions. Due to the 
passion for national reconciliation and the admiration 
for the lack of bloodshed 

this interpretation of recent history.... The Settlers\' 
Council [actually] called for an uprising against the 
government 

talents and all its troops for this purpose 

hour of truth it saw that the security forces were 
obedient to the government 

persisting in the face of their overwhelming force. 
The greater force [of the army and police] 
unconditional love 

humility of the Settlers\' Council leaders and their 
rabbis. Imagine what would happen if the government 
had been seized by panic by their demonstrations and 
incitement 

with wondrous skill. We have no doubt that in such a 
case 

led to the collapse of the republic." 


ІШ. VFrom Beirut to Gush Katif\" 


Columnist Evelyn Gordon wrote in conservative 
independent Jerusalem Post (August 18): \"If there is 
one thing that the Lebanese pullout conclusively 
proved 

forthcoming.... The UN 

said openly in recent weeks that following the 
withdrawal 

realize the road map\'s plan for a Palestinian state in 
all of the West Bank 

of the three has conditioned this demand on positive 
developments in Gaza following the pullout. Moreover 
pursuant to that goal 

specific concessions that they expect Israel to make 
immediately after the pullout. All of them potentially 
devastating to Israel\'s security. Yet even the U.S. 
traditionally both the most sympathetic to Israel\'s 
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security concerns and the toughest on Palestinian 
terror 

concessions even if the Palestinian Authority has not 
yet started taking action against the terrorist 
organizations.... Far from showing greater 
understanding for Israel\'s security needs following 
disengagement 

has been to demand that Israel concede all the 
safeguards most essential to its post-pullout security. 
But given the Lebanon precedent 

surprising. The only surprising part is that Sharon 

or anyone lese 


IV. \"You Have to Read Sharon\'s Speech" 


Senior Editor Nehemia Strassler wrote in independent 
left-leaning HaVaretz (August 18): \"In his dry and 
declamatory way 

reality on its head this week. In the speech that he 
delivered to the nation 

settlers (the truth is that they should be apologizing 

to the citizens of Israel 

monetarily and in human terms -- for the expensive 
adventure in Gaza). He spoke words of truth that no 
prime minister before him ever dared to say. For the 
first time 

position: demography. It is demography that forced the 
evacuation of Gaza on anyone wishing to live in a state 
with a Jewish majority and who is not prepared to rely 
on the messiah.... Sharon\'s speech indicates that he 
has very belatedly reached the obvious conclusion that 
the immense gap between the villas and the tin shacks 
would end with a huge explosion 

is what he wishes to prevent.... He [also] opened the 
door to the continuation of the process [in the West 
Bank].... At this point 

stop the demolition of the 2 

settlements. Why destroy a means of production that 
can slightly reduce the poverty and suffering?.... The 
disengagement should be exploited to send a message of 
conciliation 

demolish 

therefore stop the bulldozer today." 


V. VSickly Lack of Sensitivity" 


Nationalist 

18): VThe Guinness Book of World Records will chronicle 
Sharon as a person and a Jew who demonstrated the 
greatest lack of sensitivity toward good and honest 
citizens who have been stricken by a terrible 
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personal/family tragedy -- the Gush Katif residents.... 
We do not have the slightest doubt that the worst 
person on the Left would have acted this way with the 
evacuated Gush Katif residents.... Intoxicated by fate 
people armed with pens are instilling poison against 
the salt of the earth.... Their gaping eyes and alcohol- 
impregnated brains haven\'t even started to count the 
VOslo AccordW dead. They are the false messiahs of 
illusory peace 

terrible catastrophe. V 
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clarificationA" On Monday 

quoted in the press as saying the deal had been cancelled 
outright 

company. 


3. (U) The suspension has caused a stir in the diplomatic 
community 

World Bank programs with a total value of $78 million. The 
negotiations for MTLYs sale have been under way since 2000 
and the MTL board has consistently opposed the sale. As 
might be expected 

politicians 


4. (C) In recent conversations with the CEO of the main 

buyer 

Commission 

the deal was suspended personally by President Bingu wa 
Mutharika for political reasons. Specifically 

fears that Press Corporation is sympathetic to former 
President Bakili Muluzi\'s United Democratic Front (UDF) party 
and will use the outstanding debts of the Malawi Broadcasting 
Corporation and Television Malawi as an excuse to unplug the 
state-controlled media and hobble the government\'s 
communications. Most informed observers find the political 
fear irrational 

utility into private hands is more widely shared. 


5. (C) Finance Minister Goodall Gondwe is negotiating with 
Press Corporation to accommodate the Presidents concerns 
and he has proposed diluting the Press participation from 52 
to less than 50 percent. He believes this can be done 

quickly 
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possibility is to pay the media outlets\' debts with proceeds 

of the sale and offer the GOM a \"golden share" veto over 
disconnections of state news media. As for the Information 
Minister\'s remarks 

looking for a face-saving way to retract them. Meanwhile 

has indicated that World Bank and donor pressure on the issue 
would help to ensure speedy resolution. 


6. (C) Embassy has expressed our deep concerns over the delay 
in meetings with Gondwe and with the resident World Bank 
country manager. We recommend continued pressure on the 
World Bank 

that the GOM does everything it can to move the deal along. 
This will certainly be of value to those within the GOM 
including Gondwe 

extent that the USG can reinforce Gondwe\'s representation to 
Mutharika that the world is expecting a transparent and 
rational process 

similar issues in the future. 


EASTHAM 
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had terrorized Greece for 25 years 

Vcritical threat" post for the USG. In 2003 

EU Presidency at the onset of Operation Iraqi Freedom 
kept the U.S.-EU relationship intact despite deep splits 
within Europe on relations with the U.S. In 2004 
hosted the Summer Olympics 

incident. Also in 2004 

were advanced 

joined the UNSC as a non-permanent member for the first time 
since 1952. 


3. (SBU) Your visit comes almost a year to the day after the 
Closing Ceremonies of the Athens 2004 Olympics. Today 
however 

aftermath of those highly successful 

Olympic Games 

little time to bask in the afterglow. 


GREECE AND THE GLOBAL WAR ON TERRORISM 
4. (SBU) In Prime Minister Karamanlis\'s May 20 meeting with 


the President in Washington 
strategic partnership 
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including democratization in the broader Middle East region 
Iraq and Afghanistan. 


-- On Iraq 
troops 
training mission in Iraq and providing equipment transport. 


-- On August 15 

operations in Kabul 

soldiers serving in the International Security Assistance 
Force in Afghanistan. 


-- Greece has offered to host a ministerial meeting on 
democratization in the Middle East under the auspices of the 
G-8s Broader Middle East and North Africa initiative. 


-- Greece has been helpful on the issue of terrorism 
financing 

money laundering in general 

smaller banks outside of Athens are still not computerized 
making the tracking of money flows difficult. 


GREECE-TURKEY-CYPRUS 


5. (SBU) Although there are unresolved issues between Greece 
and Turkey -- both still differ on Aegean air/seaspace 
demarcation and Greece often complains of alleged Turkish air 
incursions in the Aegean -- Greek-Turkish rapprochement 
remains the bedrock in their relations. As a result 

has been one of Turkey\'s strongest supporters in the EU 
because it relates Turkey\'s EU accession to its own strategic 
interests. The August 2 statement by French PM de Villepin 
that Turkey must recognize the Republic of Cyprus before 
beginning accession negotiations with the EU has put Greece 
in a difficult position. 


6. (SBU) As is the case in many EU member states 

opinion in Greece has not yet embraced Turkey in the EU. The 
government expects that a Turkish-EU dialogue on accession 
will contribute positively to stability in the region 

Greek public opinion shows that many Greeks 

counterparts 

country to the EU family. 


7. (SBU) The Cyprus issue has been stymied since the Greek 
Cypriots rejected UNSYG Annan\'s plan to reunify the island іп 
the April 2004 referendum (Turkish-Cypriots accepted the Plan 
in the same referendum). While Athens quietly backed the 
Annan Plan 

the Government of Cyprus and the vote of the Greek Cypriots. 
At present 
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grounds for restarting the negotiating process. On the 
island 

break out of its isolation 

government has been quick to oppose direct trade or 
transportation links which could imply recognition. 


BALKANS 


8. (SBU) Southeast Europe is a tough neighborhood 
countries of the ex-Yugoslavia struggling to move beyond the 
wars that wracked the Balkans in the 90s. As the only 
country in the region that is a member of both NATO and the 
EU 

region\'s Euro-Atlantic integration. We strongly support this 
endeavor and would like to see Greece play an even more 
active role 

Balkan assistance program. 


9. (SBU) One issue that Foreign Minister Molyviatis will be 
sure to raise is the Macedonia name issue. Following the 
breakup of Yugoslavia 

Former Yugoslav Republic of Macedonia\" as an interim name 
until the two countries could decide on a mutually acceptable 
solution. Last year\'s USG decision to recognize the Republic 
of Macedonia by its constitutional name touched off a storm 
of controversy in Greece. Many Greeks saw our decision as a 
deliberate snub and the explanation that we took this action 

to help defeat a referendum in Macedonia that could have 
split the country and de-stabilized the Balkans did not 
convince many here. In the aftermath 

asked the USG to publicly support the UN negotiations and 
accept whatever solution Athens and Skopje agree upon. We 
have done so and continue to strongly support the UN-led 
negotiations. On the surface 

semantical 

nationalism and historical destiny. Macedonia strives to 

join NATO and the EU 

name of the country that will enter. Greece needs an 
acceptable compromise from the Macedonians; otherwise 
decision on Macedonia\'s NATO/EU entry would be unlikely to 
clear Parliament and may end up in a referendum. 


DOMESTIC TERRORISM 


10. (SBU) The USG assisted in all aspects of Olympics 
security 

Government has paid dividends in other security fields 
as the Container Security Initiative (CSI). Along with our 
allies and friends 

presiding over a safe and secure Games and funding the 
necessary security commitments. 


Column 3 


11. (SBU) We continue to be concerned about domestic 
terrorism in Greece. Greece made big strides by convicting 

key members of the infamous 17 November terrorist group 
responsible for killing many Greeks and six Embassy employees 
(5 Americans and 1 Greek) over the course of its bloody 
25-year history. The same is true regarding prosecution of 
members of another domestic terrorist group 

Revolutionary Struggle (ELA) 

bombed nightclubs frequented by U.S. servicemen. 


12. (SBU) We are concerned that the December 2004 brutal 
assassination of a Greek police officer guarding the 

residence of the British army attache may represent the 
emergence of a follow-on terrorist group. We have also been 
concerned by the release of two convicted members of 17N and 
ELA (on medical grounds) 

signal about Greece\'s commitment to the war on terrorism. 
Finally 

who use homemade bombs to attack targets like Citibank ATMs 
and political party offices. We have an excellent dialogue 

with the GoG on these matters. 


BILATERAL ISSUES: TIP 


13. (SBU) Our bilateral relationship runs the gamut from 
commercial to military matters 

Greek-American community in the U.S. and the estimated 
100 

Greece. 


-- TRAFFICKING IN PERSONS: The congressionally-mandated TIP 
report 

currently on the Tier 2 Watchlist 

countries) 

attention. Greece had made some progress in recent years 

but can do more in some major areas 

trafficked women as victims (not criminals) 

prosecuting traffickers and keeping statistics on TIP-related 
convictions. 


-- FOREIGN MILITARY SALES: On July 20 Greece announced it 
would purchase thirty F-16s via the Foreign Military Sales 
program 

has raised a loud 

merits of the F-16 vs. the Eurofighter. The Greek decision 

was the Air Force\'s choice 

expensive and easier to integrate with existing planes. We 

also welcome the vote of confidence in the defense 

relationship with the U.S.. 
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-- VISA WAIVER PROGRAM: In June 1998 the Department of State 
notified the Department of Justice of its intention to 

nominate Greece for membership in the Visa Waiver Program 
(VWP). The Attorney General approved Greece for inclusion in 
the VWP in May 1999 subject to three criteria: (1) full 
membership in the Schengen border security regime; (2) 
resolution of reciprocal 90-day duration of stay in Greece 

for U.S. citizens; and (3) improvements in passport issuance 
procedures and control of blank passports. Greece has met 
the first two and is working on the third requirement. 

Greece has announced it will begin issuance of its new 
biometric passport in March/April 2006. 


ECONOMICS 


14. (U) Greece leads the EU in excessive debt (116% of GDP) 
and deficit(6.7% of GDP) 

in order to bring them under control. GDP growth will be 

less this year 

projects related to last year's Olympic Games 

the GoG must increase revenues or cut expenditures to meet 
EC-imposed deficit targets. For years 

and current account deficits 

competitiveness. At mid-year 

revenue goals 

expenditures; a task sure to prove unpopular. The government 
must also confront the task of making GreeceYs economy more 
competitive by privatizing inefficient state industries and 
attracting foreign investment 

dislocation. 


15. (SBU) None of these reforms will be easy 

inflationary pressure from rising health care and pension 

costs are expected to exceed those of any other EU member and 
a strong euro continues to weaken already lackluster Greek 
exports. GDP growth in 2004 was 4.2 percent 

construction and consumption during the Olympic period 

is forecast from 2.7 to 3.4 percent in 2005-06. Unemployment 
averaged 10.5 percent in 2004 

quarter peak of 11.3 percent. Consumer price inflation rose 
by 3 percent in 2004 

average. 2005 forecasts set inflation at 3.6 percent. 


PUBLIC OPINION 


16. (SBU) A word on Greek public opinion and the media. You 
may have heard about strong anti-American feeling in Greece. 
It does exist in a general sense 

American policies 

treatment of Americans on a personal level. It reflects 
grievances over our perceived historical favoritism toward 
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Turkey 

the situation in Cyprus 

recently 

constitutional name 

as a challenge to their national identity. Polls bear this 

out: some 93 percent of Greeks opposed the war in Iraq and a 
large majority (80 percent) believe the U.S. plays a negative 
role in the global war on terrorism. Some media outlets hype 
this sort of feeling 

and playing up any perceived slight against Greek interests 
by the United States. 


17. (SBU) At the same time 

capita 

students in the U.S. of any EU country. Many Greek elites 
have a nuanced and balanced view gained from years in the 
U.S. or from working closely with Americans in business or 
multilateral institutions. Your visit is part of the normal 
high-level exchange between our two countries. 


18. (U) Again 
and pleasant stay in Athens. 
RIES 
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was arrested following a gun battle on August 17 

during a joint security forces operation for the August 5 
murder of the police superintendent . The gun fight slightly 
wounded one officer and mortally wounded another. A heavy 
security force presence remains in the area today to prevent 
rioting 

Jaffna police superintendent on August 5. 


2. (U) Local constabulary and national Criminal 

Investigation Division (CID) officers supported by the Sri 
Lankan Army (SLA) were conducting a cordon and search 
operation. As police approached the house of a suspect in 
the murder of the Jaffna police superintendent (Reftel A) 
they came under fire from suspected LTTE cadres. After the 
gunmen fled the scene 

evacuated the two wounded officers. 


3. (SBU) The LTTE website TamilNet identified the suspect as 
\"Gopi\" 

LTTE. Other sources in Jaffna said he was an intelligence 
operative. The LTTE has filed a complaint with the Sri Lanka 
Monitoring Mission (SLMM). These same sources said that on 
the night of Gopi\'s arrest 

there would be a protest the following day. Because of the 
close proximity to Jaffna University 
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deployed in the tense neighborhood in order to forestall a 
riot. 

ENTWISTLE 


2. (C) The Ambassador said that the U.S. planned to create 
a new position of Ambassador to the African Union (AU) to 

be based in Addis Ababa (Ref B). Obasanjo said he would 
support the idea and discuss it with President Konare 
Chairman of the AU Commission. He said the position would 
be helpful because the AU is trying to be more active 

was now meeting at summit level two times a year. Obasanjo 
concluded by saying he would V'try to sellV the idea. 


3. (C) The Ambassador handed Obasanjo the DepartmentVs 
press guidance on the coup in Mauritania (Ref C) 

Obasanjo read it carefully. He said that it paralleled his 

own thinking. He added that he had raised two additional 
things with the Mauritanian transitional government: 

first 

country must have an aggressive anti-terrorism stance. 

Both of these items 

told the Ambassador that Mauritania was V'one part of Africa 
where slavery is still going on 

He said the military government could accomplish these two 
goals while in power 

have a dialogue with the junta. He told the Ambassador 
that the Mauritanian representative would be his next 
meeting that morning. 


4. (C) Obasanjo said he\'d heard about the upcoming visit 

of former President Jimmy Carter from September 11-13 (Ref 
A) 

He planned overseas trips to Mexico 

before going to the UNGA meeting in New York in September 
but he hoped to be able to meet with President Carter. 

(Note: His staff is concerned about the PresidentVs 
September travel schedule 

Note.) 
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Biographic Note 


5. (C) The President was warm 

the meeting with northern Governors on August 8 (Ref D) 
seemed to have a low energy level 

nose loudly with his microphone switched on. His cold 
symptoms had disappeared by the August 18 meeting 
was in good health. 

CAMPBELL 
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extension because there are other priorities and political 
parties can wait.\" Benitez indicated that this budget 
squeeze will not affect the day-to-day operations nor will it 
interfere in their plans to continue using electronic 

balloting machines in the upcoming primaries. She said 
however 

independent contractor staff which includes about 1 

people. The TSJE originally requested the extension of 82 
billion guaranis (approximately $13.7 million USD) to pay the 
political parties and extend the contracts of the 

contractors 

According to Benitez 

to approve the budget but also seek to impose conditions on 
the spending of that budget. Usually this means 

continued 

and other campaign related tasks. Currently 

60 billion guaranis (approximately $10 million USD)to the 
various political parties. 


6. (C) Previously the internal Colorado party elections have 
been notorious for voter fraud. It is conceivable some 
Colorado leaders fear the cleansing effect of electronic 
balloting and the attendant damage it poses to their ability 
to manipulate results. TSJE enjoys a reputation as a 
credible 

elections. Successful employment of electronic balloting 
represents an important advance in the conduct of free and 
fair elections. The fact that the leading opposition party 
agreed to its use may make it difficult for the Colorado 
Party to refuse. End Comment. 

KEANE 
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JMB members \"with external training" (read India) conducted 
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the blasts. We have urged the BDG and the Awami League to 
exercise restraint. END SUMMARY 


2. (SBU) According to police and media reports 
rattled 63 of Bangladesh\'s 64 districts 

killing two. As many as 18 unexploded devices were 
recovered 

85 persons have been arrested. 


3. (SBU) On August 18 

made confessions in Satkhira district court 

that he had received his bombs from Moniruzzaman 

the Ahle Hadith movement. Moniruzzaman was reportedly 
arrested and has also confessed. 


Political Reaction 


4. (SBU) PM Zia issued a statement from China 

on a five-day official visit 

heinous V'acts of terrorism 

victims 

Bangladesh bent on creating panic. She urged Bangladeshis to 
remain calm. 


5. (SBU) At an early evening rally in downtown Dhaka 

and Local Government Minister Mannan Bhuyian promised that 
the blast perpetrators would be identified in four days. "We 
must be cautious of the forces who want to come to power by 
any means and who don't believe in the politics of 
development and democracy 

to the Awami League (AL). Zia intimate Health Minister 
Khondaker Hussain added in the same vein: V'Those who try to 
tarnish the country's image have committed this heinous 
crime. They want to want to create political issues as they 
don\'t have a genuine issue against the government." Law 
Minister Moudud Ahmed said: V'This is nothing but an immature 
political game." 


6. (SBU) At a separate rally 

more squarely on the AL. Social Welfare Minister Ali Mujahid 
said the opposition conducted the blasts out of jealousy that 
Bangladesh is advancing economically 

Assistant Secretary M. Kamaaruzzaman said that those who had 
failed to gain public support for their 14-point reform 

proposals planned the blasts to destroy BangladeshVs 
democracy. 


7. (SBU) AL President Sheikh Hasina 
the BNP 
orchestrated the blasts because they realize they will lose 
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the next election. Only the BDG 

to organize blasts on a national scale. AL SYG Abdul Jalil 
added: WFundamentalist forces with direct patronization of 

the BNP-Jamaat led ruling coalition committed the crimes to 
destroy the country's democratic process and movement by the 
secular forces." 


Zia Returning to Bangladesh 


8. (C) After being told earlier in the day by NSI DG General 
Haider and other senior BDG officials that PM Zia would stick 
to her five-day schedule in China 

Haris Chowdhury told us late August 18 that Zia has decided 
to return to Dhaka on August 19. Chowdhury said that the BDG 
is confused" about the blasts since Jamaat ul Mujahidin 
(JMB) 

blast scenes 

national scale. He asserted the BDG would make every effort 
to bring the attackers to justice 

who benefits from the current situation (i.e. 

League and/or India). 


Protests 


9. (SBU) The AL called demonstrations for August 19 and a 
countrywide general strike (hartal) on August 20 to protest 
BDG responsibility for the blasts. The Islamist umbrella 
group IOJ 

rally for August 19. Post\'s standard hartal policy of 
confining USG personnel to the diplomatic enclave will be in 
effect. 


Business Concerns 


10. (SBU) The Bangladesh Garment Manufacturers and Exporters 
Association expressed concern that the attacks would hurt 
business since foreign buyers were already voicing safety 
concerns about Bangladesh. One major garment exporter 
(pro-AL) told us August 18 that several of his foreign buyers 

have canceled trips to Dhaka. The Dhaka Stock Exchange fell 
sharply after the blasts but recovered most of the lost 

ground by the end of the day. 


Urging Restraint/Offering Assistance 


11. (S) On August 18 
to offer condolences and repeat the USG offer of assistance 
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to blast investigators (ref b). Regarding the latter 

undertook to discuss it with relevant ministries and get back 

to us. Asked if PM Zia were considering an early return from 
China 

and that she would stick to her original schedule. Haider 
confirmed that explosive devices were local manufactured with 
identical components 

court. JMB members with \"external trainingW are responsible 
\"beyond a doubt" for the blasts 


12. (C) Charge made the same points in separate telephone 
conversations with Foreign Secretary Hemayetuddin 

before he departed for a SAARC meeting in Islamabad 
Parliamentary Affairs Advisor S.Q. Chowdhury 

Minister of State Babar. Chowdhury objected to Indian High 
Commissioner Veena Sikri\'s reported statement attributing the 
blasts to Islamic fundamentalists 

unhelpful. He took the point on the need for rhetorical 

restraint 

to do the same. 


13. (C) In response to Charge\'s appeal for restraint 
Hussain Chowdhury 

that at the BNP rally yesterday BDG ministers said that 
Sheikh Hasina should be arrested and interrogated. He 
complained that the BDG 

on the AL leadership 

undermine any investigation. AL members 

been attacked throughout the country for their alleged role 
in the blasts. Under these circumstances 

the AL trust the BDG or the intelligence services to bring 
the attackers to justice? 


Comment 


14. (C) The reflexive slanging match between the BNP and the 
AL is disappointing but familiar. However 

the BDG this time is clearly concerned about the political 

and security implications of the nationwide blasts 

should have a sense soon whether it is pursuing this 
investigation with genuine vigor 

meander without achieving 

AL 

BDG\'s handling of this major embarrassment to finally build 
some political traction against the BNP. Despite doubts 

about JMBVs capabilities 

to take the blame for the blasts. It also appears that at 

least some members of the loosely connected Ahlhe Hadith (Dr. 
Galib)-Bangla Bhai-JMB combine will be tried and convicted 
for the blasts. 
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CHAMMAS 
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the Armenian and Azerbaijani Presidents and suggested the 
Turks were \"awaiting a breakthrough. He said the Turks 
viewed the Kazan meeting as an indicator of how much latitude 
they could afford in talks with the Armenians regarding 

border opening and the proposed Turkish-Armenian historical 
commission. While he emphasized that mid-level bureaucrats 
from both sides continued to work on the action plan of 
administrative and people-to-people confidence building 
measures 

Uzumcu was \"unwilling\" to set the date for their next meeting 
until after the Kazan summit. End Summary. 


2. (C) Ambassador Evans met with Deputy Foreign Minister 
Arman Kirakossian August 16 to discuss his recent meeting in 
Vienna with Turkish MFA Deputy Undersecretary Ahmet Uzumcu. 
A disappointed Kirakossian said that the July 29 sessions 

his second with Uzumcu in the past three months 

not as good as the first meeting.\" He claimed that the 

format (4 plus 4) and tone remained positive 

substantive issues hampered tangible headway between the two 
sides. As usual 

but did not hesitate to assert his overall disappointment in 

the outcome. 


3. (C) Kirakossian cited differences over the goals and scope 
of the proposed inter-governmental commission on the events 
of 1915 as the major impediment to progress during the Vienna 
meeting. After reading the letters of both Presidents on the 
issue 

create five sub-commissions (diplomatic relations 

the border 

and public opinion/cultural exchange) went too far for the 
Turks. He said that the Turks V'seemed focused on the past 
while we want these meetings to talk about the future. V 
Kirakossian pointed to the timeline and performance measures 
in the GOAM proposal as evidence of the ArmeniansV 
willingness to make \"significant\" progress toward normalizing 
relations. Kirakossian said that Uzumcu made it clear to 

him 

opposed to the GOAM approach that he reportedly never took 
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the Armenian proposal beyond his Ministry to Prime Minister 
Erdogan or any others in the GOT. Kirakossian claimed that 
Uzumcu emphasized to him privately on the margins of the 
talks that establishment of the commission as prescribed by 
the Turkish side was an important confidence-building measure 
for the GOT. 


4. (C) Kirakossian said that Uzumcu Vrepeatedly focused" on 
the upcoming Kazan meeting between the Armenian and 
Azerbaijani Presidents and suggested the Turks seemed to be 
\"awaiting a breakthrough.\" He said the Turks viewed the 
Kazan meeting as an indicator of how much latitude they could 
afford in talks with the Armenians regarding border opening 
and the proposed Turkish-Armenian historical commission. 


5. (C) Kirakossian said he was disappointed that Uzumcu was 
unwilling to set the date for their next meeting until after 

the Kazan summit. He emphasized 

bureaucrats from both sides continued to work on the action 
plan of administrative and people-to-people confidence 
building measures. He would not say if the action plan had 
changed significantly in recent months 

cultural exchanges (including Armenian musicians performing 
in Istanbul) as evidence that these contacts continue to 
produce results. He said that the MFA was frustrated that 

the GOT did not consult with the GOAM on the name of a 
consultant for the restoration of the Akhtamar church 

complex 

right direction. Kirakossian ended the discussion of 
Turkey-Armenia relations with a brief discussion of the 
proposed Turkey-Georgia-Azerbaijan railway project that would 
circumvent Armenia. He told the Ambassador that the project 
was \"worrisome\" and called it another example of isolation 
for Armenia in the region (septel). 


6. (C) We believe it is important that the MFA maintain at 
least the appearance of momentum in talks so that more 
nationalist forces in the GOAM do not seize on perceived 
failures of the meetings as proof that opening the border is 
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an impossible goal. Our interpretation of the GOTVs focus on 
the outcome of Kazan--as reported by Kirakossian--is that 
Turkey still views its closed border as an essential lever to 
press Armenia to negotiate with Azerbaijan. Uzumcu\'s 
approach could indicate that 

Azerbaijan 

Regardless of the results of the Kazan meeting 
encourage the Armenians to set a date for the next set of 
talks and keep pace on their people-to-people projects. 
EVANS 
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AND DEVOTES A NUMBER OF REPORTS TO THE EXPULSION OF THE N 
RECALCITRANT SETTLERS 

MOVING MORE QUICKLY AND WITH LITTLE VIOLENCE. IN HIS EDITORI; 
PATRICK SABATIER BEGINS BY SAYING THAT V'THE WAR OF THE 
SETTLERS WILL NOT TAKE PLACE." SABATIER ENDS HIS COMMENTAF 
WITH A NOTE ABOUT SHARON\'S AND ABBAS\S WEAKENED DOMESTK 
POSITIONS AND THEIR NEED FOR HELP FROM THE INTERNATIONAL 
COMMUNITY. (SEE PART C) ALL OTHER FRONT PAGES ARE DEVOTED 
THE COLOMBIAN CHARTER THAT CRASHED IN VENEZUELA WITH OVE 
FRENCH TOURISTS RETURNING HOME TO MARTINIQUE. AIRLINE SAFE 
ARTICLES ABOUND 

AIRCRAFT WAS “А DUMP" POORLY MAINTAINED WITHOUT PROPERL* 
TRAINED PERSONNEL. THE WEST CARIBBEAN AIRLINE IS FAULTED FC 
CUTTING CORNERS 

OVERWORKING ITS PERSONNEL. THE EDITORIAL SUGGESTS THE NEE 
A BLACK LIST OF DANGEROUS AIRLINES AS WELL AS A WBLUE SEAL\" 
APPROVAL REWARDING SAFE AIRLINES. 


IN THE WAKE OF YESTERDAY\'S ATTACKS IN BAGHDAD 

COMMENTS: V'THIS IS THE DEADLIEST ATTACK FOR AUGUST 

WHICH THE TERRORISTS SEEM TO HAVE ORCHESTRATED WELL. THI 
CYCLE OF VIOLENCE 

LANDSCAPE OF POLITICAL TURMOIL 

GROUPS UNABLE TO AGREE ON THE NEW IRAQ. IF NO AGREEMENT C 
FOUND BY NEXT MONDAY 

AND NEW ELECTIONS ORGANIZED.\" 


MOSCOW\'S AMBIGUOUS POSITION TOWARDS IRAN IS ANALYZED IN L 
FIGARO (SEE PART С). LE FIGARO ALSO INTERVIEWS CONFLICT EXPE 
GERARD CHALIAND 

CHALIAND DISCUSSES THE BROADER MIDDLE EAST INITIATIVE 
IRANYS ROLE IN THE REGION AND INTERNATIONAL TERRORISM: \"THE 
U.S. WAR MACHINE IS NOT CAPABLE OF CONTAINING THE IRAQI 
INSURRECTION. THE ANNOUNCEMENT OF THE LIKELY TROOP DRAW 
IS MORE A DOMESTIC POLITICAL MANEUVER THAN A REFLECTION OF 
CONDITIONS ON THE GROUND. BECAUSE IT WILL TAKE AT LEAST TW 
YEARS FOR THE IRAQI FORCES TO BE ABLE TO TAKE OVER FROM THI 
U.S. MILITARY. IN THE FRAMEWORK OF THE BROADER MIDDLE EAST 
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INITIATIVE 

DISMISSED 

ELECTIONS IN IRAQ 

LEBANON. HOWEVER 

REGION; THE REGIME IS DETERMINED TO ACQUIRE NUCLEAR WEAPC 
AND ITS MOVEMENT TOWARD MAKING ITSELF A SORT OF NUCLEAR 
SANCTUARY APPEARS UNSTOPPABLE. THE SITUATION IN AFGHANIS] 
IS MEDIOCRE. ECONOMIC CONDITIONS THERE DEPEND TO A GREAT 
EXTENT ON THE POPPY INDUSTRY AND THE PROMISED RECONSTRU( 
IS LONG IN COMING. IN EAST AND CENTRAL ASIA 

WANTS IS A WEAK RUSSIA IN ORDER TO AVOID A RUSSIAN-CHINESE 
ALLIANCE HOSTILE TO U.S. HEGEMONY. IN INTERNATIONAL TERRORI: 
WHAT MUST BE NOTED IS SCARCE NUMBER OF ATTACKS SINCE 9/11. 
TRUTH IS THAT MANY ATTACKS HAVE BEEN THWARTED. IT IS NOT 
INSENSITIVE TO SAY THAT OVERALL 

PHENOMENON 

ROLE OF STATES TO FIND WAYS TO IMPROVE SECURITY AND FOR TF 
MEDIA TO REFRAIN FROM ADDING TO THE PUBLIC\'S ANXIETY.\" 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
MIDDLE EAST - GAZA PULLOUT 


\"WOUNDS\" 

PATRICK SABATIER IN LEFT-OF-CENTER LIBERATION (08/19): \"IN THE 
END 

ALLOWED THEMSELVES TO BE EVACUATED WITHOUT THE USE OF 
VIOLENCE. AMONG THE PALESTINIANS REASON HAS ALSO PREVAILEI 
BUT THE EVACUATION 

HEAL THE WOUNDS OF GAZA. THE ISRAELI ARMY REMAINS BEHIND IN 
GAZA 

DEVOID OF HOPE. BUT THE PALESTINIANS ARE ALSO STAYING BEHIN 
IT IS UP TO THEM TO PROVE THEY ARE NOT THEIR OWN WORST 
ENEMIES. IN ADDITION TO THE REIGNING CHAOS 

POWER STRUGGLE AMONG THE FATAH MEMBERS IS LEAVING AN OPI 
TO HAMAS EXTREMISTS WHO WANT TO IMPOSE THEMSELVES. IT WIL 
BE EASY FOR MAHMOUD ABBAS TO PROVE TO THE PALESTINIANS TH 
ECONOMIC DEVELOPMENT AND A DECENT ADMINISTRATION ARE ΜΟΙ 
EFFICIENT WEAPONS TO ESTABLISH A STATE THAN ROCKETS AND 
TERRORIST ATTACKS. SHARON IS ALSO WEAKENED BY THE DOMEST 
POLITICAL CRISIS HE HAS CREATED. BOTH MEN HAVE PROVEN THEY 
COULD WORK TOGETHER IN THE GAZA PULLOUT 

DIFFICULT FOR BOTH TO STAY ON THE ROAD 

LEAST TO RELATIVE CALM. THEY NEED ALL THE HELP THEY CAN GET 
FROM THE REST OF THE WORLD." 


IRAN 

VMOSCOW COMES TO TEHRAN 'S RESCUE" 

ALEXANDRE CEDRE IN RIGHT-OF-CENTER LE FIGARO (08/19): \"RENEV 
TENSION BETWEEN TEHRAN AND THE INTERNATIONAL COMMUNITY F 
INDIRECTLY UNDERSCORED THE AMBIVALENT STANCE ADOPTED BY 
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ABOUT IRAN AND THE NUCLEAR ISSUE. TENSION BETWEEN MOSCOW 
WASHINGTON RESURFACED AFTER THE PRESIDENTIAL ELECTION IN 
WHEN PUTIN CONGRATULATED THE NEW PRESIDENT AND OFFERED 
NUCLEAR COOPERATION BETWEEN THE TWO COUNTRIES. IN SPITE с 
RUSSIAYS ASSURANCES THAT THE DEAL CONCERNS ONLY COMMERC 
NUCLEAR PROGRAMS 

SINCE MOSCOW IS ALSO LOOKING AT NEW MILITARY CONTRACTS WI 
IRAN. IF THESE NEW MILITARY CONTRACTS ARE CONFIRMED 

NO DOUBT BE A SOURCE OF IRRITATION FOR WASHINGTON. THEY W 
ALSO CAST A SHADOW ON THE KREMLINVS POLICY IN THE FIGHT 
AGAINST INTERNATIONAL TERRORISM 

WHETHER CONVENTIONAL OR UNCONVENTIONAL CAN ONE DAY FALL 
THE HANDS OF MUSLIM FANATICS. HOFMANN 
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Revolution 

external opponents of the party as being part of a global 

plot designed to weaken the Republic of Turkey. (Comment. 
Bahceli\'s preference for blaming outsiders is similar to the 
approach of CHP leader Baykal. Earlier this year 
responded to internal challenges to his party leadership by 
accusing the USG being behind efforts to replace him (REF D). 
End Comment.) The film also accuses the US and EU of 
working together to expand their global power by fomenting 
recent revolutions in Georgia 


8. (C) There is a widespread recognition in the party that 
nationalism has failed to adapt to globalization and Turkish 
economic realities 

develop a detailed explanation of how Turkish nationalism 
should address the problems of globalization and economic 
development. 


9. (C) Dr. Umit Ozdag is a thuggish nationalist intellectual 
foreign policy theorist 

replace Bahceli as chairman of MHP. Ozdag recently stepped 
down as president of the Eurasian Strategic Research Center 
(ASAM) so he could devote more time to political activity: he 
told POLOFFS that he delivered over 100 speeches around the 
country in the past year. The pistol-packing Ozdag is 

clever 

in conspiracy theories. Intense and wily 

lacking in charm or charisma. 


10. (C) Ozdag has written a book calling for a renewal of 
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Turkish nationalism 

heavy on rhetoric and light on policy specifics. He wants 
Turkey to be a wealthy and powerful country and he recognizes 
that this requires Turkey to embrace globalization 

unsure how to proceed. He is skilled at recognizing the 
problems and at making nationalistic arguments in favor of 
addressing the problems 

or rational policy proposals that would address the host of 
socioeconomic issues facing Turkey. (Comment. In this 
regard he is no different from most Turkish intellectuals on 
the social democratic left and the center-right. End 
Comment.) 


11. (C) His political ideas are a logically inconsistent 
combination of anti-European conspiracy theories 
sentiments 

the realities of globalization and American power. Ozdag 

for example 

and a termination of TurkeyYs Customs Union with the EU 
he also wants Turkey to sign a free trade agreement with the 
EU. (Comment. Unlike the Customs Union 

agreement would allow Turkey and the EU to set different 
tariffs for non-EU countries. End Comment.) He states that 
Turkey should end its relationship with the IMF and that this 
step should be preceded by raising the domestic savings rate 
so that IMF loans are not needed 

how the country could accomplish this goal. He argues that 
Turkish agriculture needs to be modernized and he recognizes 
that this would require the consolidation of landholdings and 
cause social disruptions 

policies to address these challenges 

that new apartment buildings be built in smaller towns and 
cities. Ozdag also calls for state-directed economic 
investment in Vstrategic sectors" and state-encouraged 
research into \"high technology" 

elaborate on how this should be done. 


12. (C) Ozdag also argues in his book -- and in 
conversations with POLOFFS -- that the Europeans are trying 
to create a \"Turkish Milosevich 

Turkey into an ethno-religious civil war that will result in 

the dismemberment of the country. Ozdag says that Turkey 
must resist this; but given the relish with which he 

discusses this scenario 

of being Turkey\'s nationalist leader during a time of 
ethno-religious civil war. 

13. (C) Dr. Riza Ayhan is a professor of international trade 
law at Gazi University in Ankara and another candidate to 
replace Bahceli. In manner and demeanor he is the exact 
opposite of Ozdag: Ayhan is very smooth and self confident 
with a patrician (if not imperial) style. Ayhan told POLOFF 
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that nationalism must adapt to the realities of 
globalization 

meant by this phrase. As with Ozdag 

of the problems facing Turkey and Turkish nationalism 
is unable to come up with more than vague policy 
recommendations. 


14. (C) Ayhan initially told POLOFFs that he was not looking 

to replace Bahceli as leader of MHP 

with an air of noblesse oblige --- that other nationalists 

may put him in a position where he is forced to challenge the 
party leader. When POLOFF asked him to describe Turkish 
nationalism 

not racist 

fascist. (Comment. This is a mantra that POLOFFs have heard 
repeatedly during their meetings with MHP party members. End 
Comment.) Ayhan was very critical of the EU 

--- at least in initial conversations with POLOFFs --- any 
conspiracy theories and 

Turkey would join the EU in time for the 100th birthday of 

the Republic (i.e. 2023). 


15. (C) Sevket Bulent Yahnici is considered by many Turkish 
observers to be another leading MHP intellectual. Yahnici is 
a former MHP MP from Ankara 

replace Bahceli. Yahnici is slovenly and disorganized. He 
met POLOFFs in his office/apartment which was littered with 
books and papers. He sat in a large chair next to a nargile 
(Turkish water pipe) with ashes on the floor. He started the 
conversation by trying clumsily to bait POLOFF with 
anti-Christian rhetoric. He then complained about rural 
migration to Ankara and lamented that he was one of the few 
Ankara-born MP to represent the province in the last 
parliament. (Note. He claimed that most of Ankara\'s 
twenty-nine MPs were born elsewhere. End Note.) 


16. (C) This was followed by a long rant about the Iraq war 
in which Yahnici blamed ethnically Kurdish MPs for voting 
against the failed 1 March 2003 resolution authorizing the 
deployment of U.S. forces into Iraq via Turkey because the 
Kurdish MPs wanted to sabotage US-Turkish relations and 
provide a catalyst for the creation of an independent 
Kurdistan in northern Iraq. He then eagerly launched into 
another long rant about the threats the EU reforms pose to 
the unity and survival of the Republic of Turkey. Yahnici 
was completely unable to provide POLOFF with a definition of 
Turkish nationalism 

mantra that nationalism isn\'t racist 

agreed with other nationalists that economic issues and 
globalization are serious challenges 

explain how nationalism relates to these topics. Near the 
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end of the conversation 

for failing to develop and adequately explain the nationalist 
ideology. 


17. (C) Ultimately 

paranoia. Turkish nationalists inside and outside of MHP 
have told POLOFFs that they believe that the Turkish 
nation-state formation process is incomplete and that 
enhanced democratic and minority rights could result in the 
dismemberment of the country. Many nationalists 

do not trust the EU or the U.S. Some believe that the West 
European countries have deviously designed the EU membership 
reforms in a way that would weaken the Turkish state/military 
and result in the formation of an independent Kurdistan in 
southeastern Turkey. They also choose to believe --- as do 
many Turks --- that the USG orchestrated the rise of the AKP 
supports the PKK terrorist organization 

policy of world domination. In fact 

nationalists tell POLOFFs that Turkey and the U.S. need to 
form a strong alliance it is because they want Turkey to be 
on the side of the global hegemon 

specific U.S. foreign policy goals and objectives. 


18. (С) Comment. As Turkey moves down the EU road --- and 
especially once the EU requires reforms that will result in 
short-term economic pain --- the MHP will have many 
opportunities to build a powerful political movement 
galvanized around Turkish fear 

the EU. MHP\'s leadership 

capitalize on this opportunity because it is mired in the 

policy mistakes of the DSP-led coalition government. If a 
new leadership is able to gain control of the party; overcome 
the mistakes of the past; reform the party\'s ideology so that 
it can address the challenges of economic modernization and 
globalization in a persuasive manner; attract a large number 
of ideologically motivated young people to the party; and 
build a loyal cadre of hardworking grassroots activists 

MHP will be in a position to challenge AKP. The degree to 
which this revitalized MHP will also contribute to 
anti-Americanism will be directly linked to how clearly 
nationalists perceive the U.S. to be on Turkey\'s side in the 
fight against the PKK in northern Iraq. End Comment. 
MCELDOWNEY 


38777 
38778 


Column 3 

on \"Organized and Criminal Groups 

\"full members!" in addition to an unknown number of 
associates. The MOI indicates that these full members are 
located in Bratislava (185) 

Slovakia (50) 


B. (U) WHAT TYPES OF CRIMINAL ACTIVITY ARE THESE GROUPS 
ENGAGED IN? WHAT IS THE ECONOMIC IMPACT OF THE CRIMINAL 
ACTIVITY? 


(SBU) ANSWER: Organized crime in Slovakia engages mostly in 
drug smuggling 

and to a smaller extent 

MOI 

laundering by and through such means as restaurants 

and large scale sales 

smuggling/distribution 

firms (members of several of which have allegedly worked as 
muscle!" for their organized crime-affiliated bosses). 


(SBU) According to MOI information 

made up of Kosovar Albanians dominates the drug trade 
smuggling drugs (primarily heroin) into Slovakia from Turkey 
and the Balkans and distributing them using unemployed Roma 
dealers. 


(SBU) Sources in the MOI also report arms smuggling in the 
Piestany region 

illegal weapons business (Note: We doubt the accuracy of 
this particular assessment. End Note). 


(SBU) 2004 figures from the General Prosecutor\'s office 
indicate that 2 

sentenced) for the 29 crimes identified by the GOS as 
activities of organized crime." These crimes include 
illegal production and distribution of drugs 

counterfeiting 

possession of weapons 

these 


(1 


C. (U) WHAT FRONT COMPANIES DO THE GROUPS USE? WHAT 
RELATIONSHIP 

LISTED ABOVE AND CRIME GROUPS INDIGENOUS TO THE HOST COUN 
ARE THERE INDICATIONS THAT THE GROUPS LISTED ABOVE COOPER 
WITH EACH OTHER OR OTHER INTERNATIONAL CRIMINALS? 


(SBU) ANSWER: While it is widely rumored that many downtown 
Bratislava restaurants are mafia fronts 

that they are being confused for such because of their 

payment of V'protection money!" to local crime bosses. The 
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protection is occasionally provided; several years ago 

pair of unruly British bar patrons refused to leave a 

downtown establishment and were shot and wounded by \"mafia\" 
henchmen. 


(SBU) The smaller \"foreign\" groups (those named above) are 
smaller in number and 

weaker than the indigenous Slovak groups. Cooperation may be 
more of an economic arrangement; the MOI tells us that many 
members of these groups \"rotate\" through various affiliations. 


D. (U) ARE THERE INDICATIONS OF LINKS OR CONNECTIONS 
BETWEEN THESE GROUPS AND TERRORIST ORGANIZATIONS IN THE | 
COUNTRY? 


(SBU) ANSWER: Neither the Embassy nor the MOI has any 
indications that organized criminal elements in Slovakia have 
any relation with terrorist organizations. 


Е. (U) IS THERE EVIDENCE OF CORRUPT RELATIONSHIPS BETWEEN 
THESE GROUPS AND HOST COUNTRY BUSINESSMEN OR GOVERNMEI 
OFFICIALS? WHAT IS THE NATURE OF THESE RELATIONSHIPS? IF 
POSSIBLE 

COERCING BUSINESS OR GOVERNMENT OFFICIALS. 


(SBU) ANSWER: There are reports of low-level government 
corruption regarding cigarette and human smuggling among 
police officers 

for illegal immigrants was transferred after he was 
investigated for cooperating with human smuggling rings. 
While corruption remains among low-level government 
officials 

nor tne Embassy believes there is significant coercion of 
government officials by these groups. 


(SBU) Rural businesses may be more susceptible to influence 
by organized crime 

money.\" 

VALLEE 
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seats it currently holds. 


4. (C) The MB\'s total membership numbers 
willingness of this membership to adhere in lockstep to 
directives on voting from the MB leadership 

The widespread conventional wisdom 

represents the single-largest bloc of the \"opposition 
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that this bloc would be a major prize for whichever 
presidential candidate managed to win its allegiance. Also 
likely to be discussed in any MB negotiations with the NDP 
would be the issue of MB detainees 

in the low hundreds after many of the activists detained in 
connection with spring 2005 demonstrations were released 
earlier in the summer. One final option for the MB in the 
presidential contest would be to boycott 

exclusion from the process 

referendum. 


5. (C) Comment: The likelihood of an alliance between the 
NDP and the MB strains credulity 

history of charges and counter-charges that the ruling party 
and its rival have traded over the years. As recently as 
August 14 

rally 

they denounced Mubarak as a corrupt dictator who used the 
security services to subjugate the nation. Despite this bad 
blood 

makes strange bedfellows\" variety that the release of several 
hundred MB detainees in June and July was part of a deal to 
secure MB support for Mubarak\'s presidential bid in exchange 
for permission!" for the MB to field a significantly 

increased slate of candidates for the parliamentary 

elections. The MB has said it will announce its position on 
the presidential election on August 21. This may provide 
more clarity. End comment. 


6. (SBU) On July 29 

undersigned by 71 of the 115 bishops in the Coptic Orthodox 
Church 

estimated seven million Copts to support their president. 
Mubarak\'s V'wisdom 

managing the county\'s affairs 

relations with world leaders 

Shenouda and his bishops 

Shenouda issued his statement from the United States 

he was undergoing an eye operation. Just before departing 
Cairo 

chief of staff. It is not clear why more than 30 percent of 
the bishops did not sign the PopeVs statement. 


7. (SBU) Shenouda\'s statement 

pronouncement earlier in the summer when he had noted his 
belief that it was V'naturalV for EgyptVs president to be 

drawn from EgyptYs Muslim majority 

criticism. Most Coptic critics 
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the opposition 

served to diminish the ability of individual Copts to play 
independent roles in the multi-party election. Islamist 
critics of Shenouda gleefully pointed out that Shenouda\'s 
move effectively undermined the separation of Church and 
State that has largely characterized modern Christianity. In 
support of Shenouda 

simply reflected an acknowledgment of Egypt\'s political 
realities 

protection of the sometimes beleaguered Coptic minority. 


8. (SBU) Independent Coptic Orthodox analyst and publisher 
Yousef Sidhom 

summed up the views of many critics when he wrote on August 
14 in Watani newspaper (which serves the Coptic community) 
that the Pope\'s call for Copts to support Mubarak was 
\"inconsistent with democratic practice. It confiscates the 
CoptsY rights to free political inclination and commitment 

and bypasses their Egyptian identity in favor of their Coptic 
one 


9. (SBU) One subject of the Church who has not fared well 
in recent days is Father Philopater Gamil 

GizaWs Virgin Mary Church 

NourYs Ghad Party has 

suspension from his priestly duties. In comments to the 
press 

suspension had been engineered by the security services who 
were worried about his ability to mobilize Coptic voters for 
Nour. If confirmed 

additional evidence of the Coptic leadership\'s close 
relations with the ruling party. 


10. (C) The impact of the presidential campaigns vying for 
the religious vote remains uncertain. In the case of the 
overtures to the MB 

the MB leadership\'s decision on which candidate 

support. Secondarily 

particular candidate 

willingness of the membership 

clouded in mystery 

is 8 commonplace view held by Egypt watchers that the MB is 
the largest opposition bloc (officially banned 

within limits) in the country 

significant votes in a truly free and fair election. It 

remains to be seen if the MB will seize upon the opportunity 
of the September 7 presidential election to prove that it can 
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be a major player in Egypt\'s evolving democracy. If the MB 
opts to support one candidate in the election 

demonstrably boosts the votes for that candidate 

would mark a major show of the MBVs power. If the MB opts to 
boycott the presidential election 

closer to understanding the organization's much vaunted but 
unproven power. 


11. (C) In the case of Egypt\'s Coptic Orthodox Christian 
community 

percent of the population (about seven-eight million people 
although there are no reliable figures to support this) 

value of Shenouda\'s gesture 

the Mubarak campaign 

that Copts will vote as a bloc. Cynicism and apathy towards 
the Egyptian political scene 

long-standing Mubarak-Shenouda alliance 

decry as a key cause of continued discrimination against 
Copts in Egypt 

Mubarak of Shenouda\'s support. End comment. 


Visit Embassy Cairo\'s Classified Website: 
http://www.state.sgov.gov/p/nea/cairo 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website. 
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Southern Cypriots and Greeks\" who lost their lives in the 

August 14 Helios crash. Tan noted that PM Erdogan and FM Gul 
sent written condolences to Greek PM Karamanlis and FM 
Molyviatis. 


2. (C) Embassy Information Officer contacted Tan on August 
15 

contacted President Papadopoulos and AKEL party leader 
Christofias to express his condolences 

not reached out to Greek Cypriots. 


3. (U) Later on August 15 

Beki issued a written statement saying PM Erdogan \"shared the 
sorrow and grief of the Greek Cypriot people" resulting from 

the crash. 

MCELDOWNEY 
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Tuyakbay. Measures have included surveillance 
violence 
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organization has been registered on the national level 

delays in registration of its regional branches may prevent 

it from nominating a presidential candidate. The opposition 
leader claimed that the public strongly supports \"For a Just 
Kazakhstan" and would take to the streets if GOK harassment 
went too far. Tuyakbay urged the U.S. to speak out about the 
abuses. End summary. 


2. (SBU) CDA met with V'For a Just Kazakhstan (FJK) leader 
Zharmakhan Tuyakbay at the latter\'s request on August 16 to 
discuss recent harassment of the organization. Amirzhan 
Kosanov 

and POEC chief also participated. 


3. (C) Tuyakbay described what he termed a broad campaign of 
measures by the GOK designed to intimidate and control the 
opposition in the run-up to presidential elections 

expected to be called for December 2005. He related constant 
KNB surveillance 

the use of blackmail and threats to discourage attendance at 
FJK events. Although the situation had improved somewhat 
after the Ambassador issued a statement condemning incidents 
in May and voiced U.S. concerns to the FM (Ref A) 

deteriorated in recent weeks. Kosanov commented that it was 
Vno accident" that presidential son-in-law Rakhat Aliyev had 
been brought back from his job as OSCE Ambassador in Vienna 
and appointed Deputy Foreign Minister in advance of the 
elections. (Note: In an August 12 meeting with POEC chief 
FJK leaders Oraz Zhandosov and Altynbek Sarsenbaiuly 
explicitly linked Aliyev\'s return to the renewed harassment 

of FJK. They said that Aliyev associate Serik Nugmanov had 
been appointed Deputy Minister of Justice in order to carry 

out his directives. End note.) Tuyakbay sees the harassment 
as the GOKVs retribution for his movements willingness to 
\"speak the truth" about corruption and misuse of power. 


4. (SBU) FJK issued a public statement on August 11 detailing 
incidences of harassment. Local leaders have been detained 
or arrested in Kostanay 

tried to disrupt Tuyakbay\'s public meetings in Atyrau and 
Aktau. The traffic police tried to block participants from 
reaching a meeting in Kostanay. In several cities 
management of venues that had been rented for the meetings 
locked the doors and refused FJK access at the last minute 
citing pressure from \"above.\" FJK activist Marzhan 
Aspandiyarova was beaten by police during an August 2 protest 
at the Almaty akimat over illegal demolition of homes. 
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Tuyakbay told the CDA that Aspandiyarova had been called and 
asked to attend the protest by provocateurs in the crowd. He 
singled out as particularly egregious the August 11 arrest in 
Aktau of FJK activist and True Ak Zhol regional leader 

Janibek Kozhyk on charges of organizing an illegal meeting. 

As FJK was registered by the MOJ on August 2 

was held in a restaurant rather than in public 

Kosanov have no idea what law could be cited to argue that 

the event was illegal. 


5. (C) Tuyakbay noted that even though the GOK had registered 
FJK 

organizations could prevent it from nominating a presidential 
candidate. He explained that Kazakhstani election law 
requires a party to choose its nominee at a general meeting 
attended by representatives from at least two-thirds of all 
oblasts. FJK had submitted registration applications for its 
regional organizations to the MOJ on July 21. Instead of 
rendering a decision within the required ten-day period 

MOJ had delayed its decision. Tuyakbay stressed that if 
two-thirds of the regional organizations are not registered 

by September 11 

candidate. V'That person 

independent candidate instead. V 


6. (C) The FJK leader expressed confidence that if genuinely 
E 


fair elections were held 

are fed up with corruption. Continuing to avoid naming 
himself as the challenger 

election laws 

for FJK is strong. When provocateurs attempt to disrupt 
FJK\'s meetings 

claimed that Kazakhstani authorities were not confident that 
Nazarbayev could win a fair election 

were trying to handpick suitable opponents such as perennial 
candidate Ganiy Kasimov. (Note: Ak Zhol leader Alikhan 
Baimenov 

FJK 


7. (C) The GOK was already working to bring in as many 
\"sympathetic\" observers as possible for December presidential 
elections 

the U.S. and Europe. (Note: In the August 12 meeting with 
POEC chief 

announcement of elections in part to prevent the OSCE from 
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being able to organize a full observation mission. End 
note.) Tuyakbay claimed that Kazakhstani authorities had 
also launched an effort to place anti-American stories in the 
Kazakh-language press 

articles about Tuyakbay\'s May trip to the U.S. 


8. (C) Tuyakbay claims that the public is enraged by what 
they see as an orchestrated GOK campaign to hinder FJKVs 
ability to organize 

organize public protests. He has discouraged this course of 
action so far 

particularly egregious provocation \"the people will take to 

the streets on their own." If that happens 

he and the other leaders of FJK \"will go with them." He said 
that the public does not trust the authorities; numerous news 
stories about GOK purchases of weapons have convinced the 
public that the authorities will stop at nothing" to stay in 
power. (Note: Post has seen several news stories about the 
GOK purchasing riot gear and means of non-lethal force such 
as rubber bullets and water cannon. End note.) 


9. (C) Tuyakbay predicted that the GOK would continue to use 
its \"full arsenal" of falsification 

violence against \"For a Just Kazakhstan\" unless the 
international community speaks out. He added that 
Kazakhstani authorities might even resort to \"extreme 
measures\": \"if there is no person 

Tuyakbay urged the U.S. to speak out forcefully about what is 
happening today in Kazakhstan 

elections. 


10. (C) The charg told Tuyakbay that in his recent letter to 
Nazarbayev (Ref B) 

for fair elections and an end to pressure on civil society. 

The U.S. is cognizant of what is happening in Kazakhstan and 
will continue to press our concerns with the GOK. 


11. (C) Kosanov added that Tuyakbay also needs a guarantee of 
his personal security. He urged the U.S. to keep a close eye 

on the candidate registration process to ensure that it is 

fair and transparent. He also noted that FJK hopes to be 

able to obtain training from NDI or IRI for its election 

observers. If Tuyakbay succeeds in registering as a 
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candidate 
be critical. 


12. (C) Tuyakbay highlighted the fact there are very few 
opposition representatives on election commissions as one of 
the most serious problems with the electoral system. (Note: 
According to Zhandosov 

elections only 200 of the 9500 commission members around the 
country were members of opposition parties.) The FJK leader 
said that the movement would propose amendments to the 
election law to permit a more equitable distribution of 

seats. He was doubtful it would be adopted. 


13. (SBU) Although Tuyakbay did not raise the issue in his 
meeting with the charge 

August 12 that the FJKYs Tuyakbay was planning to return to 
Washington in September. He would be accompanied by two or 
three other leaders from the movement 


high-level meetings at the State Department (including the 
Secretary) and elsewhere. 


SIPDIS 


14. (C) Tuyakbay also steered clear of discussion of a story 
circulating on the Internet that he had hired U.S. political 
consultant John Weaver to help with his presidential 
campaign. The article 

Orders Revolution in the U.S. for a Million Bucks 

a copy of a reputed letter from Weaver. Sarsenbaiuly 
confirmed on August 12 that Tuyakbay had met with four 
different consultants during his May trip to Washington 

that the letter represented Weaver\'s proposal. He claimed 
that the Kazakhstani special services had intercepted the 
email and given the information to the press. According to 
Sarsenbaiuly 

consultants after unspecified \"difficulties\" arose. An 
August 17 article in pro-government \"Ekspress KW claimed that 
hiring a foreign consultant would violate Article 27 of the 
election law 

amendments (ref C) 

hindering the nomination or elec 

tion of any candidate. 
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15. (C) While Tuyakbay is definitely exaggerating the amount 
of public support FJK enjoys 

GOK might go to neutralize the opposition 

the harassment his organization is experiencing seems to us 
both accurate and factual. An August 18 announcement by the 
Almaty procuracy that Tuyakbay\'s trips around the country 
constituted illegal campaigning underscores the degree of 
official scrutiny of FJKVs activities. Taken together with 

the August 14 robbery/vandalism of the Kazakhstani 
International Bureau for Human Rights (details to follow 
septel) 

Tuyakbay\'s account paints a picture of a Kazakhstani ruling 
circle unwilling to tolerate the slightest risk of losing its 

grip on power. 
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attempted trafficking of several young Mozambican women to 
South Africa for sex work. They questioned Yousey closely on 
details of the Departments tier-ranking system and 
Mozambique\'s performance. This session proved to be very 
productive: most of the journalists present 

week 

Their accounts outlined the problem in Mozambique and 
emphasized the positive role played by the USG in helping 
Mozambique confront the TIP problem. 


4. (U) Embassy Pol/Econ chief escorted Yousey to several 
meetings across the Mozambican/South African border in the 
South African towns of Malelane and Nelspuit. In Malelane 
she visited the Amazing Grace Childrens Center 

met Grace Mashaba 

had been roused at 5:30 that morning by police in Malelane to 
go to the hospital and visit a ten-year old Mozambican girl 
who had been brought in 

having been raped and dumped at an informal border crossing 
nearby. Mashaba reported other anecdotal evidence of 
trafficking into South Africa. She indicated to Yousey that 

she works closely with local law enforcement authorities and 
health officials. In Nelspruit Yousey met with Captain 
Shabangu 

Police center. Shabangu told her that he thought every farm 
in the area from Nelspruit to the border had at least one 
Mozambican child working on it. Asked by Emboff how many 
farms there were in the area 

his officers currently did not have the right to investigate 
possible trafficking cases on farms. Instead 
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involved when an actual case of abuse was brought to their 
attention. 


5. (U) Yousey also met briefly with the acting chief of the 
border police on the Mozambican side at Ressano Garcia 
Commander Jeque. Jeque said that he interviewed many 
individuals he believed were trafficking victims. However 
because he lacked any means to offer them tangible assistance 
in terms of shelter or food 

his office and went off to fend for themselves. Many 

most 

having no other prospects. He told Yousey that he had formed 
a \'commission\" several years earlier 

local NGOs on both sides of the border active in countering 
trafficking 

he had drawn up a report 

showed that 27 

South Africa at the border in the first six months of 2005. 

Of this group 

children under the age of 16. (Comment: Most of those 
repatriated presumably were not repeat not trafficking 

victims 

End Comment.) 


6. (U) Yousey also visited the central police station in 

downtown Maputo to see a women and children\'s shelter there. 
This was nothing more than the office of a female police 

official 

would from time to time stay overnight in the room 

on the bench or the floor 

for their food. (Comment: We guess that police \"shelters\" 

are equally rudimentary at other police stations. End 

comment.) 


7. (U) Comment: Embassy believes Yousey\'s visit succeeded in 
highlighting the problem of trafficking for the Mozambican 
government (and 

large) 

GRM and civil society in confronting the TIP problem. Human 
trafficking is one of many challenges facing Mozambican 
Society -- poverty 

care 

others. We expect and will push for continued progress in 
combating trafficking 

long road. 

La Lime 
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row sparked by reports that a Jordanian was the March 1 
Hillah suicide bomber. The GOJ provides important support 
for the U.S. effort in Iraq. Jordan plans to send its 
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designated Ambassador to Baghdad as soon as security 
arrangements permit. Senior Iraqi clerics and politicians 
attended July\'s international Islamic conference in Amman. 
The GOJ continues to engage Ayatollah Sistani and Sunni 
tribal leaders. END SUMMARY. 


2. (C) The relationship with Iraq has always been one of 
Jordan 

establish strong relations with the emerging new Iraq. GOJ 
support for operation Iraqi Freedom was outstanding 

Amman had a close relationship with Iyad Allawi. However 
tensions spiked in December 2004 after King Abdullah 
reflecting widespread Sunni apprehensions over the impending 
Iraqi elections 

during a Western television interview. Hard feelings in Iraq 
toward Jordan were again enflamed by press reports in March 
2005 that a Jordanian family had celebrated the \"martyrdom\" 
of their son 

suicide bombing in Hillah. Crowds attempted to sack the 
Jordanian mission in Baghdad 

their ranking diplomats. A sudden spotlight on Jordanian 
media articles supportive of the so-called \"noble Iraqi 
resistance compounded the row. King Abdullah 

official visit to the U.S. at the time 

Charge back to Baghdad. The King 

mishandling of this incident contributed to the dismissal of 

PM Faysal al Fayez and FM Hani Al Mulki shortly thereafter. 
The GOJ launched a media campaign highlighting Jordan 
efforts to train Iraqi security forces and secure the 

Jordan-Iraq border. At the same time the King called on 
Jordanian media to end its use of positive terms in 

describing insurgent attacks and to report responsibly on 

Iraqi issues. His meeting with a delegation of visiting 

Iraqi journalists in April produced some positive coverage in 
Iraq (ref A). 


3. (C) The King and senior GOJ officials now stress support 
for the Iraqi Transitional Government (ITG) and the ongoing 
political process there. The GOJ continues to host senior 
ITG figures for meetings in Amman 

International Police Training Center 

soldiers and pilots at Jordanian military facilities 

training provided to many Iraqi civilian government 
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employees. The GOJ has designated an Ambassador for its 
mission in Iraq (retired General Ahmad Salameh al-Lozi) and 
on August 15 

soon as arrangements for his security are completed. (NOTE: 
FM Kasrawi told Charge that he would like to send one or two 
other Jordanian diplomats to Baghdad 

on their safety as well. END NOTE.) The GOJ would prefer for 
al-Lozi to be in Baghdad prior to the start of the UN General 
Assembly in September 

credentials and return to Amman if sufficient security 
measures are not in place by then (ref B-C). 


4. (C) In another potential boost to Jordan-lraq relations 

the GOJ is still hoping to make good on Prime Minister 
Badran\'s stated intention to travel to Baghdad (ref E). The 
daily newspaper Al Ghad reported on August 16 that \"Badran 
plans to visit Baghdad soon to hold bilateral discussions 

with Iraqi officials\" (ref B). 


5. (C) On July 4-5 

religious leaders 

against terrorism and religious extremism 

(through the al-Bayt Foundation) an international Islamic 
conference in Amman. Conference participants issued a final 
statement that forbids Muslims from declaring as apostates 
followers of any of the eight schools of Islamic 
jurisprudence. Additionally 

the issuance of religious edicts (or fatwas) to qualified 

Mulim scholars of the eight schools (ref D). Through this 
conference 

violence in Iraq by depriving terrorists of religious cover 
through the issuance of their own fatwas. Furthermore 

was another chance for the GOJ to extend an olive branch to 
the Iraqi Shi 

momentum of the Islamic conference -- including a fatwa by 
Ayatollah Sistani supportive of the final statement -- by 
inviting Islamic leaders one tier down to follow-up meetings 
that would 

of violence against other Muslims. This plan complements GOJ 
engagement with Iraqi Sunni tribal leaders 

communications with Sistani 

Jordan of Iraqi leaders 

objective of combating sectarian violence (ref E). 
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6. (C) The Jordanian and Iraqi economic relationship 
was vital to Jordan under Saddam 

expanding bilateral trade 

joint border facility at the Karama-Trebil crossing. This 
proposal (which the King highlighted during a May visit to 
the border) includes technical assistance and capacity 
building for Iraqis 

more rapid information exchange 

and equipment upgrades. Once this project receives funding 
and if it proves successful 

other border crossings. 


7. (U) An estimated 400 

The rich among them have driven the real estate market in 
fashionable West Amman through the roof. Iraqi capital is an 
important component of the recent strong performance of the 
Amman bourse and of the Jordanian economy as a whole (ref F). 


8. (C) Fears that violence will spread into Jordan are on 
everyone 

Shi 

against Iraq 

prompting large refugee flows into Jordan. (Ironically 
is this fear that leads the more thoughtful critics of U.S. 
policy here to condemn the U.S. intervention in Iraq while at 
the same time warning against a premature exit.) The 
Jordanian security services are also concerned that the 
GOJ 

insurgents to strike here (ref G). 


9. (S/NF) There are periodically rumors in Iraq that members 
of Saddam\'s family living in Jordan 

former regime officials in exile here 

insurgent forces in Iraq through financial contributions 
and/or operational planning. However 

Intelligence Directorate (GID) keeps Saddam 

under close watch 

through intel channels. The GOJ remains ready to expel or 
take any other requested action against Iraqis accused of 
wrongdoing (ref H). 


10. (C) The struggle between Iraqi Deputy Prime Minister 
Ahmad Chalabi and the GOJ over his conviction in absentia on 
bank fraud continues 

a related lawsuit in the U.S. against the GOJ (ref I-J). 

Chalabi is insisting on reversal of the Jordanian verdict and 
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a statement of his innocence; some in the GOJ claim Chalabi 
is seeking to undermine Jordanian-lraqi relations to ratchet 
up the pressure. (A few GOJ contacts claimed Chalabi paid to 
bus in the demonstrators who attacked the Jordanian mission 
in Baghdad in April 

this accusation.) A committee at the Royal Court is working 
to resolve Chalabi\'s dispute with Jordan 

been complicated by Chalabi\'s legal action in the U.S. 


11. (C) Conclusion: The GOJ cast its lot with the U.S. 

effort in Iraq 

coalition. failure there. Iraq will remain one of Jordan 

most important relationships in the region. The GOJ 
increasingly other levels of Jordanian society 

that Jordan cannot afford to be on poor terms with whatever 
new order emerges to the east. 
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promised 

voluminous document 

undertaken by the French Ministry of Interior 

inter-agency group 

told ESTH officer that the several hundred page document 
included most of the findings of the investigation into the 
French nexus of this transfer. Embassy pouched it on 18 
August (Registry Number 931432) to Renee Pan in NP/RA. 


2. (S/NF) In addition to providing the document 

requested an update on the status of the U.S. government 
investigations into the transfer. Specifically 

ESTH officer to seek an update from Washington on the 
conclusions reached regarding the case against Dataphysics 
and the results of the technical assessment of the equipment 
undertaken by the U.S. Department of Energy. Jaunet also 
highlighted the portion of the document with the names and 
photos of the members of the Chinese delegation that had 
visited Actidyn in France in early 2005 

officer for an exchange of information on the members of this 
delegation. ESTH officer promised to convey French requests 
to Washington agencies. Jaunet noted that the French 
government had concluded that Actidyn had not directly broken 
French law. ESTH officer thanked Jaunet for his 
government\'s continued cooperation in this case. 

Hofmann 
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basica\"). The canasta basica is a politically important 

rough measure of pricing pressures on Honduran lower classes. 
The survey showed price raises in most products 
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significant (20 percent) decline in the price of red beans 
(owing to a strong harvest) and a slight decrease in the cost 
of milk products (thanks to increased production during the 
rainy season). The net effect was an overall price increase 
significantly contributing to overall price pressures seen in 
July. The components of the basket are: 


Rice 

Red beans 

White Corn 

Corn Flour 

Pasta 

Poultry meat 

Cut of Beef 

Cut of pork 

\"Mantequilla\" cream cheese 
Fresh Cheese 

Common (\"popular\") cheese 


Eggs 


4. (U) Fuel Prices Rise: The cost for gasoline has hit a 
historical high 

(approximately USD 3.65) per gallon. That is an increase of 
three lempiras in addition to last week\'s price increase of a 
bit more than two lempiras per gallon 

increase of nearly ten percent in just eight days. (Note: 

Fuel prices are set by the GOH based in part on a complex 
formula that guarantees profit margins to each stage of the 
petroleum retail chain. End note.) Liquefied Petroleum Gas 
(LPG) has also continued to rise 

206 lempiras per 25 pound tank. In part in response to 
public outcry over rising prices 

Natural Resources Patricia Panting announced that the GOH 
will be inviting oil exploration in the offshore areas 

between Tela and La Mosquitia 

Previous exploration over the last 45 years has occasionally 
shown oil traces 

commercially viable. 


5. (U) Debt Forgiveness: Colombian Foreign Minister Carolina 
Barco Isakson announced during her visit to Honduras the week 
of August 8 that Colombia has agreed to forgive USD 23 

million in bilateral debt owed by Honduras. While 

symbolically important 

the estimated USD 2.8 billion forgiveness Honduras recently 
secured from the Group of Eight industrialized nations 

Paris Club 

That forgiveness should free up an estimated USD 212 million 
(approximately 4 

would have been earmarked for debt service -- to spend on 
social programs. The GOH has been conducting outreach events 
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in provincial capitals to explain debt forgiveness 

solicit proposals for applying those funds within the 

framework of the agreed Poverty Reduction Strategy. Minister 
of Labor German Leitzelar leads that effort for the GOH and 
reported that 

approximately 25 billion lempiras in proposals 

the total annual resources freed up by the debt forgiveness. 


6. (U) Currency: Following an August 11 Central Bank auction 
of USD 18.6 million 

at 18.8692 lempiras to the dollar. The Central Bank predicts 
a depreciation of the lempira of approximately 2.5 percent in 
CY 2005 


7. (U) Interest Rates: Average commercial lending rates in 
lempiras 

of 2005 

two large loans to parastatal firms at 14 percent rates 
Central bank official told EconChief. That 16 percent 
average rate therefore does not represent the 18 to 22 
percent that prime private sector borrowers are paying. The 
average rates is expected to rebound next week 

effects of the two abovementioned loans. Lempira deposits 
yielded just a bit over 10 percent 

spread of over 8 percent (a reflection of the inefficiency of 
what is still a relatively uncompetitive banking sector.) 
Average rates on dollar-denominated loans and deposits were 
7.8 percent and 3.25 percent 


8. (SBU) Playing Politics with Fiscal Restraints: Minister 

of Finance William Chong Wong came under fire this week from 
Nationalist Party Congressman Antonio Flores for defending 
GOH adherence to the IMF agreement. Chong is holding 
Congress to its obligation under Honduran law to identify 
offsetting spending cuts or revenue enhancements to pay for 
its proposed cut in electricity rates (reported septel). 

Flores did not mince words when he publicly declared that the 
Nationalist Party Wis not going to lose the elections because 
of (Chong). He reportedly described Chong as \"poking 
Congress with a short stick" because \"every time (Congress) 
discusses a project or launches a proposal 

the terrible opposition of William Chong Wong.\" Flores 
declared that his fellow party members \"are sick of this 
situation\" and that Chong is putting the Nationalist Party in 
Va difficult position\" and is \"putting the (Nationalist) 
government in danger by not making the necessary funds 
available to carry out the projects we have designed for our 
communities... If we are going to work to ensure the victory 

of (Nationalist presidential candidate and President of 
Congress) Porfirio (Lobo Sosa) 

William Chong Wong 
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мем! do so" (Comment: Post fully supports Chong\'s 
fiscally responsible approach 

precisely what the IMF and others have feared: the 
temptation to throw fiscal restraint out the window in an 
all-out attempt to win the 2005 elections. End comment.) 


Williard 
Williard 
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hopes to present a bill by the end of the year to legalize 
gambling. In the near future 

emphasis on tourism to Jerusalem and the Negev 

thinking about preparations for Israel\'s 60th anniversary in 
2008. End summary. 


2. (U) From January to June 2005 

Israel 

the same period in 2004. In a recent press release 

Minister Avraham Hirchson stated that Israel is Wwitnessing а 
tremendous momentum in the tourism sector 

due to a new era in the Israeli economy. The Bank of Israel 
(BOI) reports that 1.06 million tourists entered Israel in 

2003 

arrive in 2005. 


3. (U) The BOI 

tourism contributed to an increase of 0.3 percent of Gross 
Domestic Product (GDP) in 2004 

to contribute to an increase of about 0.2 percent to the GDP 

in 2005. Bank Leumi in its July macroeconomics survey noted 
that 750 

2005 

number of tourists is reflected in the increase of activity 

in a number of sectors including hotels 

transportation 


4. (U) Bank Leumi and BOI note that the calmer security 
situation is one of the major reasons for the increase in 
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tourism in Israel. From January to June 2005 

tourists arrived from the U.S. 

compared with 178 

Central Bureau of Statistics (CBS) indicates that Americans 
accounted for 25.6 percent of tourists in the first half of 
2005. 


5. (U) CBS reports that there were 134 

France in the first half of 2005 

over the 105 

also states that French tourists accounted for 15.5 percent 
of tourists in both the first half of 2005 and 2004. The 
number of French tourists increased by 48 percent in 2004 
and totaled 257 

tourists. In a July conference in Israel 

encouraged French tourism and indicated that efforts were 
underway to lower price of flights and attract additional 
tourism. 


6. (U) Following the release of the January-June figures 
Hirchson said that the tourism sector is lifting the whole 
economy. He asserted that the marketing activity of the 
Ministry of Tourism (MOT) in Europe 

destinations is proving effective. Every 100 

creates 4 

GDP 

of 2005 


7. (U) The 2006 Arrangements Bill 

on August 9 

Finance Minister Binyamin Netanyahu and Hirchson were in 
favor 

competition and Hirchson arguing that it is a stimulus for 
increasing tourism. Opposition by the Minister of 
Transportation led to a compromise in which authority for 
licenses to fly to Israel remains in the hands of the 

Ministry of Transportation. 


8. (U) The Minister of Transportation must consult with a 
\"professional\" committee that will be made up of the 
Director-Generals from tourism 

Prime Minister\'s office. The opinion of the committee will 
be presented to the Minister of Transportation within 30 


Column 3 
days. In addition 
consult with the Tourism Minister before reaching a decision. 


9. (U) In a related story 

sector is expected to blossom in light of the change in the 
law. He said that it would encourage competition and open 
Israel's skies to new entrants on the Israeli market. He 
noted that the Ministry of Tourism (MOT) is pleased with the 
governmentVs decision 

enjoy fair competition and lower-priced air tickets. 


10. (U) In May 

legalizing gambling. In June 

Adelson 

Israel 

casinos in Eilat 

joined Netanyahu\'s effort 

bill legalizing gambling by the end of the year 

hope that a casino would be up in 18 months. In this regard 
the Tourism Minister traveled to Las Vegas in June. Those in 
favor say that casinos would boost tourism 

bring in foreign currency 

economy. They claim that legalizing gambling in Israel would 
prevent the \"export\" of millions of dollars in foreign 
currency. 


11. (U) Tourism is listed as one of the priorities for growth 

in the 2006 budget 

the Negev. The budget indicates that in order to accelerate 
incoming tourism 

presentation) be allocated to the MOT in 2006. The amount 
will be determined by a team with members from the MOT 
Budget Division in the MOT 


12. (U) In order to encourage tourism to Jerusalem 
specifically the Old City 

million will be allocated within the MOT budget 
2012 

budget 

the plan for developing the Negev 

allocated for tourism - NIS 20 million for marketing 
25 million for tourism infrastructure. 
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13. (U) The GOl is also thinking about plans for developing 
tourism for the 60th anniversary of the state of Israel 

2008. According to the MOT 

to be allocated by the Tourism and Housing Ministries. The 
Ministry of Housing will be responsible for developing 
infrastructure of towns 

rehabilitating sites through the company for infrastructure 
development 


14. (U) In recent tourism news 

major tourism destination. The MOT said this is a dramatic 
development and has tremendous significance. The MOT said 
that in light of the Chinese government\'s decision 

asking El Al to increase the number of flights from Beijing 

to more than once a week. The MOT reports 3 

arrivals in 2004 

Chinese tourism in 2000 

come to Israel. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 


KURTZER 


38793 
investors in fulfilling the legal and bureaucratic 
requirements of setting up a business in Lithuania. 


Dauksys especially endorsed the Ambassador\'s suggestion for 
\"one-stop-shopping\" and said his ministry is already at work 
on a plan to institute the idea. Dauksys noted that he has 
commissioned an overview of his ministry\'s strategic planning 
processes and said he would welcome U.S. input to that 
overview. 


5. (C) Dauksys squarely acknowledged that respecting and 
protecting IPR protections is a problem in Lithuania 

for example that he recently examined his own music 
collection and was shocked to discover that 40 percent of it 
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was possibly from pirated sources. He said that in Soviet 
times 

still maintained this attitude towards recorded music and 
other forms of IPR. He said that he expects 

these attitudes will continue to shift towards recognizing 
the importance of honoring IPR. 


6. (C) Dauksys said in response to the Ambassador\'s prompt 
that supporting the development of the country's strong small 
and medium enterprises is an important priority. He said 

that his ministry had established several business 

information centers to address a lack of expertise in the 

small business community 

well. He mentioned that he would welcome U.S. assistance in 
improving the effectiveness of these centers and would like 

to learn more about micro-credit programs. The Minister also 
expressed concern about the flight of skilled labor from 
Lithuania. Ambassador Mull suggested consultations with the 
U.S. Small Business Administration and other USG resources 
and offered to explore possibilities for Ministry of Economy 
personnel to travel to Washington for further research. 


7. (C) Dauksys said that Lithuania would continue to depend 

on Russia for much of its energy supply 

and natural gas. He said that he was disappointed at the 

recent Russian-German agreement to build a gas pipeline under 
the Baltic Sea because the GOL had hoped that a new pipeline 
would transit Lithuania on its way to Western Europe 

reducing the likelihood of interrupted gas flows to 

Lithuania. 


8. (C) The Minister jokingly lamented the fact that the 

Soviet Union had built the Russian-supplied Mazeiku Nafta oil 
refinery (MN) in Lithuania. V'Without it 

petroleum products from wherever we wanted 

to buy everything from there 

acknowledged that the GOL recognized that any buyer of 
Yukos\'s majority share in the refinery (ref A) would need to 
have \"a connection to Moscow!" to be able to insure supply. 
He noted 

win the bid for MN has \"international experience\" and is not 
a VRussian federal monster." 
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9. (C) Dauksys was more optimistic about Lithuania\'s ability 
to insure its supply of electricity 

decommissions the Ignalina nuclear power plant. He said that 
the GOL plans to construct links to both Sweden and Finland 
that could supply electricity to Lithuania. The GOL would 

also like a bridge to Poland 

resistance from the Poles. 


10. (C) Ambassador Mull said that he hoped that sale of 
YukosVs shares would be a transparent process. He said that 
if the GOL decided to replace Ignalina with another nuclear 
power plant 

units in Lithuania at a very competitive cost. 


11. (C) Dauksys brought up the subject of the recent transfer 
of non-radioactive beryllium from a Lithuanian bank vault to 
a Russian company (ref B) 

to make Wa big deal out of it." The Ambassador said that 
while he would have preferred that the GOL had given the 
Embassy advance notice of the transfer 

recognized LithuaniaVs authority to transfer the beryllium as 
it wished 

problem of ownership and disposition of the material in 
accordance with established export control procedures. 


12. (C) The Ambassador said that he hoped Dauksys would visit 
the United States in the near future 

assistance in helping to arrange meetings with business 

leaders and policy makers. Dauksys expressed interest in 

such a visit as his schedule permits. 


13. (C) Dauksys 

thoroughly engaged in addressing the key challenges that face 
the Ministry of Economy 

investment 

constructive and active relationship with the Ministry under 

his leadership. We will pursue opportunities to advance our 
IPR agenda and otherwise improve the climate for U.S. 
investment 
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agencies to provide some of the technical support he seeks. 
Mull 
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guards\" to be affiliated with local police and army units. 


-- POINT 12: PRESSURE NEIGHBORING COUNTRIES 
Minister of Foreign Affairs in conjunction with the National 
Security Advisor 

terrorism via financial 

to hand over wanted individuals 

controls. In addition 


Egypt 
in Iraq. 


5.(SBU) The Prime Minister\'s Security Plan requires that 
the responsible Ministers respond within thirty days of 
August 8 

required resources 

The Embassy 

developments and provide further information as it becomes 
available. 

Khalilzad 
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HIGHER EDUCATION" 


1. SUMMARY: After a year of discussion and drafting 
meetings 

cross border quality provision in higher education 

went before the 171st UNESCO Executive Board for its 
blessing and instead got sidelined for further 
discussion at the upcoming General Conference in 
October. A subsequent agreement by UNESCO and the 
OECD to fix procedural errors so the guidelines 

could be considered for formal adoption at the 2007 
General Conference fell apart in late July when 
Director-General Matsuura decided instead to 
recommend adopting a \"secretariat\" document that 
incorporates the views of any member states that 

felt left out of the year-long drafting process. 

This about-face caught the new ADG/Education Peter 
Smith off guard as the Director-General acted 

without consulting him first. Matsuura did consult 

with the Japanese delegation which strongly favors 

the DGVs approach that will opens up the text at the 
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General for comment by any of the 191 member states. 
And this raises the possibility that those agitating 

all along for a legally-binding convention instead - 

such as the 29-million-member Education 

International union - could get their way. END 
SUMMARY. 


2. Priorto UNESCOVs 171st Executive Board in April 
2005 

provision in cross-border higher education had wound 
through a year-long drafting process at UNESCO 
headquarters in Paris and at a meeting in Tokyo. 

Not long before the UNESCO Executive Board began 
the OECD approved the text as it stood after the 

last round of comments that ended March 15. In that 
round 

that was duly noted in documents considered by the 
OECD. 


3. Before the April meeting 

erupted backstage at UNESCO when someone -- 
suggestions were that it was the Legal Adviser\'s 
Office -- tried to change the wording of the 
document before it went to the printers in ways that 
would have made the guidelines more binding and 
regulatory. USDel expressed displeasure when this 
was learned - as did Japan - and the Secretariat 
scrambled to solve the problem. 


4. Going into the Executive BoardWs debate on the 
Cross-Border guidelines 

to emphasize the voluntary nature of the guidelines 
and clarify the procedures for endorsement at the 
next General Conference in the fall. 


5. During the debate in the program committee 
UNESCO\'s legal adviser said the correct procedure 
had not been followed for the Board to adopt 

official UNESCO guidelines and so 

Board had two options. The first would be to 
recommend that the October 2005 General Conference 
consider whether this issue should be subject to 
\"regulation 

this approach 

postponed until the 2007 general conference at the 
earliest. Alternatively 

the Executive Board could authorize the secretariat 
to adopt the guidelines and send them to relevant 
institutions for consideration; but in this case - 
absent a General Conference mandate -- they would 
not be official UNESCO guidelines. 
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6. Most delegations agreed that the guidelines 
should be adopted by the October 2005 General 
Conference 

students and the broad support enjoyed by this 
initiative. Many states 

emphasized the importance of non-binding guidelines 
a theme echoed by Ambassador Oliver who also 
highlighted the importance of cooperation with the 
OECD (which had just approved the draft guidelines 
without any attempt to alter the non-binding nature 
of them.) Noting that the guidelines were meant to 
be informal 

asked that language to that effect be included in 

the draft decision. 


7. Ultimately 

Director General to inscribe on the provisional 

agenda of the 33rd session of the General Conference 
an item with a view to the further discussion of the 
non-binding draft guidelines 

UNESCO document \"Decisions of the Executive Board." 


8. In June 

OECD\'s head of education Barry McGaw met and agreed 
that the guidelines would proceed through a formal 
process that would satisfy the UNESCO lawyers and 

then return to the 2007 General Conference for 

adoption by the member states. 


9. In late July 

Smith that he had decided that the best approach was 
to go the route of a \"secretariat\" document. 
According to Smith 

Director-General had already made his wishes known 
to others in the organization and the new document 
with the new draft decision was sent to press. The 
lack of prior consultation with the ADG/Education 

was confirmed when USDel spoke with legal advisor 
John Donaldson who already knew of the DG\'s decision 
when contacted by us. Specifically 

decision 

General to issue guidelines taking the member 
states\' thoughts into account. 


10. Smith spoke with the OECDVs Barry McGaw and came 
away with the impression that this approach is 
acceptable to the OECD. 


11. Comment: This new development raises a number 
of issues. Any way we approach this - either with a 
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secretariat document or by starting down the road of 


SIPDIS 

formal codification at the 2007 General Conference - 
there is the risk that those still agitating for 

binding rules and 

binding international convention will get the upper 
hand. We will now most likely hear from those who 
view these guidelines as the first step toward a 
convention that would block for-profit educational 
providers from operating internationally and that 
would interfere with educational trade issues 
currently being negotiated at the World Trade 
Organization (WTO). End comment. 


12. One of the loudest voices agitating for a 
convention is also one with the motive and the 
opportunity to force a convention upon UNESCO: the 
29-million-member Education International (El) union 
that claims 348 organizations in 166 countries. At 

an El V mobilization" meeting held at UNESCO in 

April 

Higher Education division 

speakers. One speaker called for stronger action in 
what he described as a \"clash of values" between 
the good (\"those who see education as a public 
service) and the bad (\"those who look at it as a 
commercial service.) Comments from the participants 
indicated they donVt see room for both. Speakers 
warned of such dangers as American-based University 
of Phoenix and Sylvan learning centers that they 
branded as guilty of being for-profit providers. 


13. A participant from Morocco proclaimed that \"EI 
(Education International) must stand firmW and added 
that Africa and the Arab States face the greatest 

risk - a theme that others from Africa repeated 
throughout the two-day discussion. Another 
participant 

guidelines 

to get a real instrument. V 


14. The V'real instrument" they envision is spelled 
out in El\'s July 2004 \"Resolution for a New 
International Instrument for Higher Education\" that 
cuts a wide swath in the pattern of the on-going 
cultural diversity debate. The text can be found at 


15. The El resolution ends with a call to its 
members and affiliates V'to prepare a draft of the 
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new instrument\" and \"to campaign and lobby for the 
adoption of the new instrument." 


16. There is a risk that a secretariat document 

could cause the same problems as the Millennium 
Development Goals where UN employees took the seven 
principles approved by the member states 

a rather significant eighth goal on aid 

harmonization that none of the countries debated or 
adopted. 


17. But a positive aspect of a secretariat document 

in this instance would be to keep it as informal 
suggestions of best practices. Our argument all 

along against binding rules has been that the 
purpose of these guidelines is to share what we know 
about providers of educational services through such 
means as a web portal to help countries make 
informed choices and to thwart rogue operators. This 
is especially true in developing countries that are 
most often the targets of scam operations. 


18. By taking the route of a secretariat document 

we help countries strengthen their education systems 
without stifling the flow of information and ideas. 

We avoid two more years of discussion in the context 
of formal codification and instead have what is 
clearly labeled a menu of opportunities for 

countries to tailor to what will help them 

strengthen education in their own countries. And we 
can highlight examples such as Nigeria to diffuse 

the idea of a convention 


19. During meetings at the Institute of 

International Education Planning at UNESCO on June 
13 and 14 

discussed the cross-border quality issue. And during 
that discussion we saw an example of the positive 
outcomes that can happen when suggested good codes 
of practice are made available and countries can 

then tailor them to their needs -- the very point 

the United States and other member states have made 
in resisting those who want strict 

dictated to countries. 


20. Peter Okebukola 

Nigeria\'s National Universities Commission 

they had been inspired by the UNESCO/OECD draft 
guidelines and have already used them to develop 
Nigeria\'s own rules for quality provision. 
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21. COMMENT. This further bolsters our case against 
the growing trend of McConventions at UNESCO - 
legally binding documents with profound implications 
for the world community that are slapped together by 
non-lawyers like Big Macs on a conveyor belt. UNESCO 
can be encouraged to seize this as an opportunity to 
get out ahead and promote these best practices 
inspiring more countries to take the initiative as 

Nigeria is doing 

strength of the member states to form a flying wedge 
of progress toward UNESCO\'s goals instead of getting 
tangled in issues outside its mandate that deplete 
energy 
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opposition Republican People\'s Party (CHP) (ref A) continues 
to fester in Istanbul. The partyYs July 31 Istanbul 

Congress 

party apparatus firmly in the hands of supporters of CHP 
Chairman Deniz Baykal. Several CHP contacts complain that 
Baykal used unfair and illegal tactics to achieve victory in 
Istanbul. They unanimously believe that Baykal will run 
unopposed and retain the party chairmanship at a national 
congress this fall. Their views differ 

whether to address the CHP\'s lack of internal democracy 
through conventions and law suits or by forming a new party. 
End summary. 


Istanbul Congress: We have a contender 


2. (SBU) On July 31 

held its Istanbul Congress to elect a new provincial leader. 
Representing CHP Chairman Deniz Baykal and his supporters was 
the incumbent 

Chairman Altan Oymen. (Note: Oymen served as CHP Chairman 
after Baykal resigned in the wake of CHPYs 1999 failure to 

cross the 10 percent electoral threshold. End note.) Of the 

624 delegates to the Istanbul convention 

necessary to nominate a candidate; Oymen receivel close to 

150 


3. (C) The Congress began badly 

the convention hall\'s entrance. Press reports state that 
Vuninvited members (comment: Oymen supporters) were denied 
entry by \"Congress officials\" (comment: Baykalistas); the 

scuffle was carried on national TV. (Fisticuffs also broke 

out during the CHPVs national convention in January (ref B)). 
Later 
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and reportedly criticized changes made to the party\'s by-laws 
in recent years which increase from 5 percent to 20 percent 
the number of signatures required to nominate a candidate for 
party positions. Oymen also referred to a recent 
Constitutional Court ruling in favor of disgruntled CHP 
members who had petitioned the CHP to hold an extraordinary 
meeting to discuss the by-law changes 

response thus went to court. (Note: The recent court 
decision said the CHP must hold a meeting within six months 
to consider the petitioners\' complaints. Since the national 
congress is already scheduled for October 

hard for the party to comply with the Court\'s ruling. End 
note.) At the end of the day 

387 delegates to Oymen\'s 213. 


How they won 


4. (C) It was over before it began 

Chairman and Oymen sympathizer Mehmet Boluk 

way delegates to the convention were (s)elected. Boluk 
claims the majority of delegates from 11 of Istanbul\'s 32 
districts were \"nylon\" (i.e. plastic 

Baykal supporters registered V'new members en masse at local 
level offices. He illustrated with an example from his home 
district on Buyukada 

members ballooned to 205 just prior to the vote for 
delegates. Normally 

status for six months before becoming a full member 
practice is not being followed 

municipal leaders in Kadakoy 

districts which alone account for 147 delegates - as being 
particularly influential in re-electing Oktem. Finally 

said the timing of local-level elections for delegates was 
not in accordance with earlier party memoranda 

earlier than previously announced in many cases. 


5. (C) Hursit Gunes 

family 

for the party chairmanship earlier this year 

local level party organizations sent \"invitations\" to vote 
for delegates this year. Invitations to Baykal supporters 
were sent promptly 

\"were sent to the wrong address. V 


6. (C) Ozgur Unluhisarcikli of the center-right ARI 

Movement told Ankara poloffs that the CHP administration also 
controlled the Istanbul convention by announcing 
pre-convention organizing meetings at one location 

switching them to another location only Baykal supporters 
knew about. 
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Taking it to the courts 


7. (C) Boluk 

that members had filed cases in the courts against the CHP 
based on the party\'s disregard for its by-laws. Boluk had 
assisted in preparing a case in Istanbul questioning the 
membership credentials of hundreds of delegates to the 
convention. He told us that the district-level election 
commission issued an unfavorable decision in that case 

the high election commission in Ankara sided with the 
plaintiffs. Nevertheless 

maintains that district level commissions prevail in such 
disputes 

Dissidents within the party will continue to use the 

judiciary to fight the unfair and 

illegal 

firm grip on the party 

October convention 

8. (C) Unlike some contacts who believe the fall convention 
might be canceled (ref A) 

Gurel expect it to go forward 

candidate and easily winning with votes from as many as 1000 
of the approximately 1300 delegates. They all agreed that it 
would be next to impossible for any other potential candidate 
to meet the new signature requirements 

Baykal to stand unopposed. According to Gunes 

one percent chance 

the reins to someone else after winning in October. He 
thought it most likely 

party into the next elections. 


9. (C) Gurel 

publicly broken with Baykal 

party leadership. (Bio note: Gurel worked with the ARI 
Movement in the late 1990s. She was brought into the party 
by Kemal Dervis 

visited him in New York. She became an MP in 2002. She 
served on the CHP board for six months before resigning from 
that position 

list in the coming elections. She appears to have no plans 
to resign from the party 

party as MP is \"unethical\" and going independent results in 
no power at all. End bio note.) Gurel says she has spoken 
at length with Baykal 

contributing to the \"nation\'s salvation\" through his party 
leadership 

board member 

change from within the party was hopeless. 
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10. (C) Comment: The antics at the Istanbul convention 
further undermine CHPYs image 

January convention (after which one national newspaper 
carried photographs of the fighting beneath a headline 
reading \"Oh 
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passport 

Justice Act. RTE also reported that Monaghan and McCauley 
were speaking with the Garda on a voluntary basis and that 
the Garda had been in touch with the Colombia Three\'s legal 
representatives since their return to Ireland. O\'Leary later 
clarified for Emboff that Connelly had not been charged 

rather was being \"questioned under caution\" with regard to 
the passport issue. 


5. (C) Rita OVHare 

States 

statement on the matter. She believed that the statement 
issued 

Colombia Three to get on with their lives and their families. 


KENNY 
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the 7th Army Corps 

of our country 

planning for any possible duty in Iraq in a way that would 
ensure the rapid transfer to duty locations and the 
execution of an operation 

Corps 

Cahit Sarsilmaz 

into five brigades. It has air capabilities 

targets through the use of tactical attack helicopters 

can transfer military personnel to operational areas. The 
main zone of responsibility for the 7th Corps 

actively engaged the PKK during the days of emergency rule 
іп the southeast 

7th Corps is prepared in the event of the establishement of 
a Kurdish state in Iraq and to deal with separatist 

terrorism coming from Iraq. It would also deal with threats 
to the existence of the Turkmen in Iraq 


PKK May Call Unilateral Cease Fire on Friday: Dailies 
expect the PKK 

Prime Minister Erdogan\'s reference to the "Kurdish problem! 
in southeast Turkey 

whether or not to lay down its arms. Papers cite the 
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VMesopotamia News Agency" (MNA) as reporting that Kongra-Gel 
chairman Zubeyir Aydar will clarify the terror 

organization\'s position at a press conference at the 
International Press Center in Brussels on Friday. It is 
unclear if Aydar will be allowed to travel from northern 

Iraq to Belgium to hold the press conference 

that the EU has declared Kongra-Gel to be a terrorist 
organization. 

Kurdish Intellectuals to Back Erdogan Efforts in 

Declaration: Prime Minister Tayyip Erdogan\'s former adviser 
Mehmet Metiner said that the PM had the support of Kurdish 
intellectuals for the democratic messages he issued in 
Diyarbakir last Friday. Metiner told the press that some 
prominent Kurdish intellectuals have drafted a declaration 
calling on the PKK to lay down its arms. `l hope that Leyla 
Zana and her colleagues will also sign this declaration 
Metiner said. In the early 1990s 

Erdogan 

Kurdish issue that included a series of proposals for 
solutions to the problem. 


CHP Lawmakers Support Erdogan\'s Southeast Policy: Two 
opposition CHP lawmakers from southeast Turkey 

and Esat Canan 

Tayyip Erdogan\'s efforts to resolve the Kurdish issue. A 
column in \"Sabah\" outlines proposals from the CHP lawmakers. 
The proposals include a general amnesty 

imprisoned PKK leader Abdullah Ocalan would also benefit 
and a political deal with DEHAP to achieve a lasting 
solution. Canan said that the PKK is backed by DEHAP 
received 2 million votes in the last elections. He advised 

the AKP government to deal with DEHAP 

intellectuals in order to resolve problems in the Southeast. 


New Kurdish Grouping Deemed a Front for Ocalan: The pro- 
Kurdish Democratic People\'s Party (DEHAP) announced in a 
declaration that it is disbanding itself in order to join 

the Democratic Society Movement (DTH) established by former 
Kurdish lawmakers Leyla Zana and her colleagues. DEHAP 
added that it wanted imprisoned PKK leader Abdullah Ocalan 
to be seen as an interlocutor in talks aimed at resolving 

the Kurdish problem. The declaration noted that governments 
in the UK and Spain had accepted a dialogue with 
organizations such as the IRA and ETA. Several columnists 
criticized the declaration 

tensions 

"For DEHAP and Zana 

to the fate of Ocalan. They seem not to care about the 

plight of 20 

killings 

in VMilliyet argues. Another \"Milliyet\" column lashes out 


Column 3 

at Zana and DEHAP for making "ethnic-chauvinist 
provocations.Y On September 11 

establish a new party 

join. The new party will be co-chaired by two Kurdish 
leaders 


Compensations for Terror Victims in Southeast Turkey: A 
news commentary in today\'s \"Cumhuriyet\" reports that state- 
funded compensation to victims of terrorism had been the 
most significant move made by the ruling AK Party to resolve 
problems in southeast Turkey. The AKP government 

has allocated only 10 trillion lira to fund the 

compensations. 104 

but the government has only reviewed 5 

5.7 trillion lira in compensation has been paid to 755 
applicants 

been rejected. 


Erdogan Letter Lauds Gaza Pullout: On Wednesday 
Minister Tayyip Erdogan sent a letter to Israeli Prime 

Minister Sharon commending the ‘courage and determination 
of the Israeli government in implementing the disengagement 
from the Gaza Strip. The Turkish PM voiced hoped that the 
Gaza pullout would be a step on the road to peace. 

“Creating an atmosphere of security and the rule of law in 

the Palestinian areas 

infrastructure 

the ground for a democratic state -- these are the 

challenges that must be dealt with together 

in his letter. 


"Vaccine CrisisW with the US: The US has been debating 
claims that child vaccines containing 'thimerosal\' cause 
autism and other neurological disorders in young children 
Turkish papers report. Despite the fact that thimerosal was 
banned in the US in 2003 

element have been exported to some 'underdeveloped" 
countries including Turkey 

claims that George Bush Sr. was a board member of the Eli 
Lilly Co. 

House Budget Planning Director Mitch Daniels worked as a top 
executive at Lilly. The company\'s president 

is amember of the Homeland Security Advisory Council 

is closely tied to President Bush 

Scores of lawsuits filed against Lilly by the families of 
thimerosal victims have yielded no results. The Republican 
Party allegedly received 1.5 million USD in political 

donations from Lilly during the last election cycle 

Republican Senators are preparing a bill to save the company 
from compensation lawsuits. The Turkish Health Ministry 
announced yesterday that almost all child vaccines in Turkey 
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contain thimerosal 
evidence proving that thimerosal causes autism. 


Gul to Join EU Counterparts in Britain: Foreign Minister 
Abdullah Gul has been invited to attend the unofficial 
meeting of EU foreign ministers in the UK on September 1 
\"Hurriyet\" reports. At the meeting 

framework for accession negotiations with Turkey 
Turkey\'s recent declaration on the non-recognition of 
Cyprus. 


Turkish Cypriots to Open a New Border Gate with Greek 
Cypriots: Turkish Cypriot "Prime MinisterY Ferdi Sabit 

Soyer said Wednesday that his government had decided to open 
a second border crossing in Bostanci (Zodhia) to allow 

passage between the two sides in Cyprus as of August 31 
papers report. Soyer rejected criticism from Nicosia that 

the Turkish Cypriots were not authorized to open a new 
border-gate 

side would fulfill its obligations as well. 


Turkish Cypriot Plane to Fly Directly to Baku: Turkish 
Cypriot Airlines (KTHY) will begin direct flights to the 
Azerbaijani capital of Baku on August 28. The flights will 
be the first from northern Cyprus to a foreign country other 
than Turkey. A delegation of Turkish Cypriot "officials 
businessmen 

some cabinet ministers in Baku to discuss economic and 
cultural cooperation as well as tourism issues. 


Uranium Seized in Istanbul "Not Dangerous\': Turkish police 
said Wednesday that the 173 grams of partially enriched 
uranium seized from two suspects in an operation last week 
in Istanbul was not pure enough to be used in either weapons 
production or energy production. The suspects were arrested 
as they were trying to sell the uranium to police for 7 

million USD. Reports say that the seized uranium 

apparently smuggled to Turkey from Russia 

value of 1 

Another Turkish Truck Driver Killed in Iraq: Papers quote 

the Baghdad-based independent news channel \"Al-Shargiyah TV\" 
as reporting that three truck drivers 

national 

convoy near Bayji in northern Iraq yesterday. 


EDITORIAL OPINION: Iraq 


\"Dancing with the Kurds\" 

Soli Ozel commented in the mass appeal \"Sabah\" (8/18): 
VGiven that Turkey\'s Kurdish issue is being shaped according 
to what is happening in Iraq 
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serious policy for Iraq and the entire region. Along with 
the Iraq issue 

relationship with the US by considering both mutual 
interests and differences. . A majority of the Turkish 
public probably believes that the US had an independent 
Kurdistan in mind before the start of the Iraq war. But the 
very same public rejected Turkey\'s involvement in the Iraq 
process that would have enabled Turkey to prevention the 
formation of an independent Kurdish state. . Turkey\'s 
rejection of the March 1 motion naturally resulted in an 
alliance between the Iraqi Kurds and the US. But Turkish 
public opinion has not been able to digest this. The 
current US reluctance to take action against the PKK only 
feeds growing anti-American sentiment and leads to 
speculation that Washington intends to divide Turkey or to 
force it toward a federal structure. It will be interesting 

to see what kind of relationship Turkey will manage to 
establish with the Iraqi Kurds in light of these 
developments. A federal structure in Iraq will end up 
leading to Islamist administrations in both the Shiite and 
the Sunni regions. Moreover 

to influence Iraq through the Iraqi Shiites. It remains to 
be seen whether Turkey will be able to accept the Iraqi 
Kurds as partners and act together with them on behalf of a 
more secular regime and to minimize Iranian influence." 


“Democracy in lraq\" 

Yilmaz Oztuna wrote in the conservative \"Turkiye\" (8/18): 
\"President Bush must have been joking when he expressed 
satisfaction about the stage of democracy in Iraq. 
Seriously 

Eastern terms. It remains debatable whether democracy is 
the best thing for these countries. Human rights and free 
elections are certainly good indicators of democracy 

the entire Asian continent 

in Japan 

For instance 

of a terrorist organization.. Unlike Iran 

been a real state. It emerged as a pre-designed country at 
the end of the colonial period. The US has effectively 
divided Iraq. This will not be changed by the US-imposed 
constitution." 


VIs Iraq Going to Disintegrate 2" 

Sami Kohen wrote in the mainstream daily \"Milliyet\" (8/18): 
\"The new Iraqi constitution definitely foresees a federal 
system. The Kurds and Shiites have already on this 

Sunnis are at least considering it. This process 

could also lead to the disintegration of Iraq 

the US occupation and the demise of SaddamVs regime. Is it 
possible that Iraq will maintain its integrity under a 
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federal system without splitting into pieces? There is no 
doubt that this needs to be guaranteed by the constitution. 
But whether it will last over the long run depends on 
developments in Iraq and the international environment. In 
this context 

play an important role. The main foreign factor is the 

level of US pressure and influence. . Turkey is another 
foreign factor that will remain opposed to the 

disintegration of Iraq. The level of prosperity achieved by 
the federal state structure could play a uniting role. If 

oil revenues are distributed fairly in Iraq and the living 
conditions of Iraqis improved 

Sunnis could opt to live happily together under the same 
roof. Logic and the common sense would be on the side of 
maintaining lraq\'s territorial integrity. | hope that the 

new constitution will consider these facts. V 
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by the Commissioner of Labor. Such work cannot take place 
at night or involve the risk of harm to the childVs health. 
According to the Department of Labor 

have yet to make an application for such work. 


4. BotswanaVs domestic law largely complies with the 
provisions of ILO Convention 138. While Botswana has 
ratified Convention 182 

accordingly. It is 

to accomplish that goal. 


5. The Department of Labor is tasked with implementing 
labor laws. It conducts investigations of places of work 
including private farms 

locus of child labor in Botswana. To date 

of Labor\'s investigations have yet to turn up relevant 
violations of the Employment Act. If convicted 
perpetrator would be liable to a fine of up to P1500 
(approximately USD 300) and/or six months in prison. The 
Department of Labor is reviewing the extant penalties for 
violating child labor laws to ensure that they pose a 
sufficient deterrent. 


6. Although the Department of Labor has received no reports 
of child labor 

twelve such allegations in 2004 and another twelve in the 

first seven months of 2005. According to the Director of 
Childline 

callers to its hotline to the nearest Social Welfare Officer 

to assist the complainant. Often callers fail to take their 
concerns to the Labor or Social Welfare Officers because 
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they are skeptical of receiving assistance or do not 
understand the responsibilities of these officials. 


7. The Government of Botswana 

cooperation with international organizations 

steps to try to determine the magnitude of child labor in 
Botswana. Botswana\'s Central Statistics Office began 
deploying a labor force survey in mid-2005 

which are expected by the end of the year. This survey 
includes a new component addressing child labor. 
ILO/Pretoria 

Elimination of the Worst Forms of Child Labor (TECL) 
program 

effort to identify and learn more about the aspects of the 
worst forms of child labor most likely to be a problem in 
Botswana. The Government has participated actively in the 
Project Advisory Committee for this program. 


8. Lacking concrete data about the occurrence and nature of 
child labor in Botswana 

interventions to prevent to child labor or to withdraw 
children from such circumstances. It has supported NGOs 
whose work with orphans and street kids helps keep 
vulnerable children out of exploitative labor. Botswana\'s 
Department of Social Services granted P2.6 million 
(approximately USD 500 

in both 2004 and 2005. Although education was not 
compulsory 

or secondary school. Children of parents registered as 
destitutes and/or Remote Area Dwellers qualified to receive 
school uniforms 


9. The Department of Labor hopes that the findings of the 
TECL surveys will lay the foundation for the content of a 
national plan of action on child labor. The Ministry of 
Local Government 

Plan on Children 

This section of the Plan outlines activities designed to 
raise awareness 

system 

Ministry had not finalized the Plan by August 2005 but 
expected to do so by year-end 

2006. 


COMMENT 


10. According to the 2001 census 

112 

continue to grow due to HIV/AIDS-related mortality. 
Although the GOB 

donors 
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another 70 

extending drugs expands 

will slow. Through the President's Emergency Plan for AIDS 
Relief (PEPFAR) and the Office of Defense Cooperation\'s 
humanitarian assistance programs 

increased resources to care for orphans and vulnerable 
children. 
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message to the Israeli occupation forces and government is 
that if you pull out quietly then we won't hinder it simply 
because we want you out 

then you have to stop such savage crimes against our people 
since we in HAMAS cant stay arms folded watching you 
slaughtering our people 

radio interview with Ramallah Voice of Palestine. 


-- Hamas leader in the West Bank Sheikh 

that the cease-fire agreement of the Palestinian factions 
will end at the end of the year. For quiet to continue 
Israel must take a number of steps 

Palestinian prisoners. He told Israel Radio that if IsraelVs 
attacks continue 

terror attacks will also continue. 


6. (SBU) GOI POLITICAL DEVELOPMENTS 


-- |sraeli FM Silvan Shalom told a Kuwaiti daily August 18 
that Gaza will not become a \"prison\" for Palestinians and 
that negotiations for safe passages were ongoing. He warned 
that Vif Gaza turns into a base for shooting missiles at 

Israel and increasing Palestinian attacks 

impossible to move on to another step and take a new risk.\" 
-- The West Bank settler who shot to death four Palestinians 
on August 17 

kills Sharon V' as he headed for a court hearing on August 18. 
(Note: August 17 

Sharon told the Israeli public to V'strike mel" rather than IDF 
soldiers involved in disengagement. President Katsav 
interjected that Sharon meant V'criticize mel" rather than the 
literal meaning of Sharon\'s comment. End Note.) 


7. (SBU) BORDER CROSSINGS/HUMANITARIAN ACCESS 
-- Erez Crossing and Industrial Zone: According to Gaza 


private sector contacts 
Palestinians 
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of people to pass based on humanitarian/medical grounds with 
prior coordination. 


-- Rafah Terminal: According to UNRWA 
both directions. 


-- Abu Kholi junction: Anti-disengagement activists delayed 
the night opening of the crossing on August 16 

UNRWA 

at 0500 hours on August 17 

midnight. 


-- Karni Terminal: Karni remains open on August 18. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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Sri Lanka 
eventually it turns around and bites you.\" 


An Attention-Grabber -- And It Worked 


3. (C) When asked why the bombs were dispersed so broadly 
MEA\'s Kundal theorized that the attack was intended to 
demonstrate how well organized and equipped the terrorists 
were. \"They could just as easily have made ten bombs 
shrapnel 

had wanted to 

damage and their image 

much worse\" Kundal concluded. 


4. (C) Kundal argued that the most notable elements of this 
attack were its geographic breadth (\"every district except 
one was bombed\") 

30-minute window") 

(only two as of late August 18 

reports). We were surprised at the size and coordination 
we did not think any Bangladeshi group was this 
sophisticated 

attention as well." 


The New Afghanistan (or Pakistan) 


Column 3 


5. (C) D/Polcouns attended an August 17 MEA-hosted lunch 
when word of the blasts spread. The initial reaction around 
the table was that Dhaka\'s tolerance of WIndia-hatersl was 
coming back to haunt them 

the direction of Taliban-era Afghanistan. The next day 
D/Polcouns heard from MEA Americas Deputy Secretary Santosh 
Jha that India worried about Pakistani efforts to use 
Bangladesh as a launching platform for insurgency and 
instability in eastern India. Bangladesh\'s \"inexplicable\" 
attitude of resentment and hostility to India had resulted in 
active cooperation between the ISI and Bangladeshi jihadis 
but the bombings made it clear that Dhaka was losing control 
just as happened in Pakistan and Afghanistan. 


6. (C) Kundal elaborated the MEAVs view that terrorism 
problems in Bangladesh are symptomatic of the country's poor 
governance. He recalled prior USG characterization of 
Bangladesh as \"a flailing state 

offered his own assessment that Bangladesh is on the same 
trajectory as Pakistan ... first the government radicalizes 
elements of the population 

minorities -- Hindus and Ahmediyyas -- falling education 
standards 

eventually religious extremists and the military vie for 

power in the vacuum of failing democracy." 


GOI Says Evidence in Plain Sight 


7. (C) After offering that this attack would be an 

opportunity to invigorate deeper information sharing under 
the umbrella of the CT Joint Working Group 

V'You can get all the information from the Awami League\'s 
website 

including their cross-border activities and (Pakistani) ISI 
support 

takes great interest in regional terrorist groups 

those with international connections 

pointed to suspected Saudi funding behind Bangladeshi 
madrassahs. He underlined his suspicion by noting that the 
leaflets found at many of the bomb sites \"were in Bangla and 
Arabic 

language. In closing 

Dhaka would take any tangible steps 

had this job for two years 

arrests 

organizers.\" 


Archly-Worded MEA Statement 
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8. (C) Poloff also shared with Kundal the Department\'s press 
statement regarding the Bangladesh bombings. The MEA\'s 
(August 17) public statement 

merely noting that \"the scale and coordination of these 
explosions raises a number of questions 

condolences to the victims 

Indian nationals in country. This marked a departure from 

the strong language used to denounce the assassination of Sri 
Lanka\'s Foreign Minister (Ref B) 

deepening sense of impatience with Bangladesh 

(in contrast to Sri Lanka) that DhakaVs problems are 
self-inflicted. 


Comment: We Warned You 


9. (C) For a change 

terrorism is taking a back seat to other brands of regional 
political violence. The major attacks in Sri Lanka and 
Bangladesh 

(Ref C) 

Independence Day warning to Islamabad and Indian 
Parliamentary questions on Pakistan-based terrorist 
infiltration and infrastructure (Septel). The MEA views of 
the August 17 bombings has a strong element of \"I told you 
so 

intention to use the PM\'s upcoming visit to Dhaka for the 
SAARC Summit to begin putting bilateral relations back on a 
more stable trajectory. The US and India have acommon 
interest in helping Bangladesh to extinguish this radical 
Islamist spark 

managing the aftermath of August 17. 

MULFORD 
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education as parents cannot afford to pay. Although 
the impact on attendance is hard to predict 
statement is an exaggeration. 


School Infrastructure Inadequate 

4. Botswana spends roughly 25 percent of its total 
annual budget on education 

its annual development budget goes to school 
infrastructure needs. The Senior Education Secretary 
in the northwestern Okavango Sub-District 

told Econoff and Pickering Fellow (who traveled 
throughout rural Botswana in July) of serious 
infrastructure inadequacies at primary and junior 
secondary schools in the district. She said school 
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construction projects have been frozen due to a lack of 
funding. She cited 275 toilets 

administration buildings 

the minimums needed just to meet existing requirements 
and national standards for the sub-district\'s 29 

primary schools. The government faces a real problem 
attracting quality teachers to rural areas where staff 
housing and basic services like electricity and running 
water are inadequate. It is likely that the difficulty 

in attracting good quality teachers to these rural 

areas means the quality of education in rural areas 
suffers. 


Absenteeism and Dropouts Common 

5. Many people live in remote villages 

secondary education is difficult. Some students live 
as far as 120 km from the nearest junior secondary 
school. While government provides hostels for some 
primary and secondary school students 

exceeds the supply. Only 5 out of 22 primary schools 
in Ghanzi have boarding facilities. Based on these 
figures 

transportation is one common reason why many students 
dropout of school before reaching junior or senior 
secondary school. But there are a wide variety of 
reasons for these problems. 


6. The principal at a primary school in the eastern 
village of Nata told Econoff that because of the 
financial problems of parents 

their children perform basic household 

responsibilities 

well as weed whacking 

high as 50 percent on a seasonal basis. The Senior 
Education Secretary in Ghanzi said that 

about 85 percent of school age children attended school 
regularly. In addition 

school but do not pass the required examinations to 
enter junior and then senior secondary school often do 
not continue their education at alternative 

institutions. 


A Second Chance for Dropout Students 

7. With the absentee and dropout rates so high 

is a need for services and training for those students 
who are not attending school. Several NGOs have 
cropped up to address these issues 

Lesetsi in Maun 

provides alternative education 
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Development Trusts of Botswana (Brigades) 
vocational training to students who failed to reach 
senior secondary school. The director of Bana Ba 
Lesetsi 

many poor dropout children as extremely difficult 
facing domestic violence 

social estrangement 

parents. 


8. The Brigades 

including the government 

government agencies 

and teach technical skills 

skills 

The MOE is currently considering restructuring the 
Brigades to improve the provision of service to these 
dropout students. A visit to the Brigade in the 
southern village of Tsabong showed 

institutions are severely under-funded. The Brigade in 
Tsabong has housing for only eight boys and eight 


SIPDIS 

girls. It trains about 30 students a year 

received applications from more than twice that many. 
The director of this Brigade 

Econoff that he can accept only 50 percent of the 
applications due to budget constraints. 


Education without Employment 

9. Although many parents value education 
opportunities to gain employment in rural areas 
undermines the hope for their children to move out of 
poverty. The Deputy Council Secretary in Tsabong said 
that when he graduated from the University of Botswana 
(UB) 

government. Today 

returning to Tsabong without jobs 

employment options for secondary school graduates and 
dropouts. The lack of employment opportunities may 
also be undermining the commitment of parents to 
sending their children to school. In Nata 

and Community Development Officer said that nearly 60 
percent of parents are illiterate and unemployed and 

fail to recognize the importance of a good education 

for their children. 


COMMENT 


10. The social and economic difficulties of poor 
parents undermine the GOB\'s efforts to meet its 
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education goals. With mounting national budget 
constraints 

school fees could mean a drop in attendance. The 
government hopes that school fees will encourage 
parents and teachers to take greater ownership of and 
interest in their education. However 

the government abolished school fees 

rose sharply 

result when they are reintroduced next year. The GOB 
needs help in providing the infrastructure required for 
its schools 

of education. Post is exploring options for supporting 
school infrastructure needs through the Office of 
Defense Cooperation\'s Humanitarian Assistance Fund. 
AROIAN 
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efforts to fulfill the necessary criteria with a view to a 
decision to be taken (on accession talks) at the European 
Council in December (2004).\" 


2. (C) Per ref B 

commence negotiations on October 3 as dependent on two 
issues: continuation of Turkey\'s reform process and progress 
in normalization with Cyprus. On the first issue 

acknowledges Prime Minister Erdogan\'s stewardship of the 
reform process 

reforms are 

introduced. When we last spoke with the DFA regarding the 
Cyprus issue 

decision to sign the Protocol extending the Ankara Agreement 
on the EU-Turkey Customs Union to the new Member States. We 
have not talked with the DFA about Turkey since it signed the 
Protocol 

important step on the road to normalization 

the Turkish Government\'s statement that signature did not 
imply recognition of Cyprus. We would only note that 

Ireland 

vociferous in opposing majority opinions among Member States 
unless its own national interests are at stake. 

KENNY 
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met 


10. Please see the SMART website at http://smart.state.gov 
for a full description of the system including features 

such as search and retrieval 

collaboration software. 
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11. Minimize considered. 
RICE 
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the hemisphere. The GOC has been supportive of U.S. 
counter-terrorism policies 

the UNSC. Chile is a signatory to all 12 UN anti-terrorism 
conventions and protocols 

Convention for the Suppression of the Financing of Terrorism. 


13. The northern area of Chile is a focal point in the area 

of terrorism financing and narcotics trafficking. This is 

due in part to Chile\'s border with Peru and Bolivia and the 
free-trade zone in Iquique 

ChileVs principal northern cities 

entry for the bulk of the cocaine which enters Chile from 
Peru and Bolivia through the land ports as well as by 
maritime traffic. Chilean police estimates have two tons of 
cocaine being stockpiled in Arica on a monthly basis. Money 
(generally euros or pesos) also takes advantage of the porous 
northern region 

drug routes or sent directly to Santiago. 


14. Iquique is home to the Iquique Free Trade Zone (ZOFRI) 
which is known for its cheap products made primarily in China 
and Taiwan 

and car parts. The bulk of these products are sold and 
exported to Peru 

Paraguay 

and Lebanese population in Iquique with business ties to the 
Free Trade Zone. 

KELLY 


3. (SBU) In a recent meeting with PolOff 

on the party\'s strategy to recoup its former prominence and 
avoid political extinction. He claimed he accepted the CFPVs 
invitation because he believes himself to be an ideal 
candidate 

any formal political affiliations. Perhaps even more 
compelling 

opponent of the PSC. Unlike former VP Leon Roldos 

timid that if he does make it to Carondelet it will be 

without ever having spoken out about anything or anyone") 
Damerval said he would take stands on even the most 
contentious issues. 
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4. (SBU) Although he does not plan to truly campaign for 
another six months 

overall strategy. Their plan is to revive the party from the 
ashes by bringing PRE followers back in to the fold. As the 
V mother of the PRE 

disillusioned PRE followers who have given up on Abdala 
Bucaram ever returning 

to be of the same opinion. They recently approached the CFP 
and offered a vice presidential candidate 

party\'s alliance. Damerval said his early announcement was 
an effort to break the cycle wherein only two coastal 
candidates were discussed: Roldos and banana king Alvaro 
Noboa. 


POSSIBLE BOLIVARIAN MOVEMENT CANDIDATE? 


5. (SBU) Damerval is not concerned about either Roldos or 
Noboa as competitors. However 

the rise of the \"Bolivarian\" movement in Guayaquil. While 
the movement\'s leader Rene Vargas is based in Manabi 

really stirring things up in Guayaquil 

from Carlos Solorzano (former Supreme Court justice who was 
one of the coup-plotting triumvirate that overthrew former 
president Jamil Mahuad in 2000). According to Damerval 
Bolivarians have already approached Correa--whom he also sees 
as heavily involved in the movement--about running for 
president. Vargas and Solorzano do not necessarily think 

that Correa would win 

Correa would generate a lot of attention to the Bolivarian 
movement and their agenda 

trade agreement with the U.S. Damerval had participated in a 
panel discussion with Correa last week and called Correa\'s 
speech \"totally Chavista.\" 


COMMENT 


6. (SBU) Тһе CFP\'s strategy to pick off PRE supporters could 
give it the boost they need to stave off oblivion. lts 
populist platform will likely resonate with some coastal 
Ecuadorians 

well deserved reputation as a fierce critic of the PSC and 
its ossified leader 

since he locked horns with Febres CorderoVs erstwhile 
protg 

Damerval\'s move to quash Nebot\'s plans to arm private 
security forces in the city 

“Marcha Blanca 

of Guayaquil\'s historic independence. While a force to be 
reckoned with 
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the common man. 


7. (SBU) Thus far 

Alvaro Noboa 

Vscreeching novelty.\" For his part 

backing away from his own candidacy 

candidacy in the guise of a national reform project. We 
certainly expect many more coastal candidates will eventually 
enter the fray before this is over (the campaign period does 
not formally begin until the latter half of 2006). 
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series of two day seminars administered by human rights 
specialists in various Brazilian states from November 2004 to 
August 2005. On August 9 

commemorate the campaignVs conclusion where organizers 
presented and discussed results from the seminars. During 
the ceremony the campaign\'s coordinator Rosa Almeida shared 
some telling anecdotes. On several occasions during the 
campaign 

for the seminars. Ricardo Balestreri 

Research 

attended the event as well 

grave state of police violence in Brazil. Balestreri 

conveyed a genuine concern and commitment to human rights. 
Balestreri strongly believed that the GOB is slowly improving 
Brazil\'s public security apparatus 

improvements will only be observed fully in the long-term. 
Balestreri also stressed the importance of &helping the 
helpers 

the human rights of police officials who are often underpaid 
and underappreciated. 
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B. Southern Blood in Baghdad\" (Al-Adala Newspaper) 

C. V The Constitution and the New Timeline!" (Al-Dustoor Newspaper) 

D. \"The Al-Nahdhah Massacre" (Al-Sabah Newspaper) 

E. V The Kurds are People Before Anything Else\" (Al-Taakhi Newspaper) 
F. You Accepted The Blame\" (Al-Furat Newspaper) 

а. V'The Impossible Can Be Possible" (Al-Ittihad Newspaper) 


A. V'The Constitutional Quota" 


Column 3 
(Al-Zaman Newspaper in Arabic P 4 Editorial by Dr.Kadhim Al-Megdadi) 


The writer states that the people fighting over the constitution gave 
vacation not as entertainment or for tourism but to rally their diffe 
ignoring the big picture for the sake of their own political gain. H 
\"Americans imposed latitudes and longitudes on North and South but le 
sink in its isolation. He hinted that the TAL 

sole source for some of the political factions. The whole article is 

style implying that those responsible for drafting the constitution a 
secure their own interests to be concerned with the demands of the pe 


B. Southern Blood in Baghdad" 
(Al-Adala Newspaper in Arabic p. 3 Editorial By Dr. Ali Khalif) 


\"Yesterday\'s attack was an ugly crime that demonstrated the sectarian 
enemies of the new Iraq." Why target innocent people at the Al-Nahdh 
asks? People going to the south use that garage. Then the terroris 
the entrance of the hospital where the wounded were being treated. T 
convinced that the terrorists wanted to make certain that they killed 
been in the garage. The author says that this crime proves that terr 
and that they were clearly targeting ShiVites. He wonders if the evi 
identify the killers and the groups that support them. However 

the ShiVites for wanting their own federal territory in south and cen 


C. \"The Constitution and the New Timeline\" 
(Al-Dustoor Newspaper in Arabic P 1 Editorial by Bassem Al-Sheikh) 


The author opines 

process completely collapse. However 

any of their constitutional demands. That fact 

parties involved to reach any kind of acceptable solution. The autho 
demand for self-rule 

of self-rule 

timeline will result in a constitution that will be a decisive victor 

that on the day of the referendum the Iraqi people will give the fina 


D. The Al-Nahdhah Massacre" 
(Al-Sabah Newspaper in Arabic P. 3 un-attributed Editorial) 


The article states that the Al-Nahdhah massacre proves once again tha 
disrupting the political process. However 

process will continue in Iraq despite terrorist attacks. The author 
Al-Nahdhah massacre was such a professional 

must be a worldwide intelligence group involved. Its controlled timi 
lead to more casualties. He says that it seems that whenever Iraq a 
political advancement there is an escalation of terrorist attacks. 
designed to keep us down and they force foreign troops to stay on our 


E. V The Kurds are People Before Anything Else" 
(Al-Taakhi Newspaper in Arabic P. 1 Editorial by Bader Khan) 


Column 3 

The author states that one of the major problems facing Iraq is to ge 
upon a Constitution that satisfies all Iraqis. The author maintains 
process the world is learning that we Iraqis have a psychological pro 
others. We also look to the past rather than to our future. He says 

to do in order to solve the Kurdish problem is admit that they are ju 
the world. If they are just like anybody else 

people negotiating the terms of the Constitution 

the problem to be solved. We also have other problems to work out su 
rights 

F. You Accepted The Blame" 

(Al-Furat Newspaper in Arabic P3 Editorial by Abdulzahra Al-Talagani) 


The author states that one of the downsides to democracy is that the 
right to tell the government what to do. However 

government legitimate. He reminds the reader that the former regime w 
hard on any citizen who tried to interfere with its business. Now Ir 
criticize the government without fear. That is the primary benefit o 

He wishes that the government would make the Iraqis proud by finishin 
Constitution. Then the Iraqis could say 

working hard for me.\" He also talks about the country\'s major proble 
why its many ministries cannot solve any of them. 


G. \"The Impossible Can Be Possible" 

(Al-Ittinad Newspaper in Arabic P 4 Editorial by Abdul Moniem Al-Assa 
The author believes that since the Iraqi demands on the Constitution 

the politicians are insisting to achieve of all of them it will be im 

sides and finish the draft. However 

be possible 

surrender to terrorism. He says that Iraqis have the capacity to do 
election seemed impossible 

government was created. The problems come partly from those who are 
religion on the constitution. 
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sovereignty and as long as this constitution is upheld its 
unity will be preserved.\" 


-- that \"authorities of the central government will be 

limited to those laid out in the Transitional Administration 
Law 

central government and the governments of the provinces an 
governorates. Where there is a conflict 

to the law of the provinces.\" 


-- that Ownership of the oil and gas exploited from current 
fields goes to the Iraqi people. The federal government will 
undertake the management of resources in partnership with the 
governments of the provinces or governorates that produce 
them and distribute them in a fair manner that corresponds to 
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the population distribution in all areas of the country 

the provision of a set allotment for a set period for damaged 
areas deprived under the former regime in a way that ensures 
balanced development in the different parts of the country 
and this will be regulated by law." 


-- that \"As for the future 

government will present in agreement with the central 
government a new strategic policy for oil 

regulated by law.\" 


-- that the process launched by Article 58 to resolve the 
Kirkuk dispute \"would end in a referendum in Kirkuk and the 
disputed territories to determine the inhabitants\' desires.\" 


-- that the draft constitution\'s reference to establishing a 
constitutional council be dropped entirely. 


3. (C) The Shia agreed to drop the constitutional council 

from the text. Prime Minister Jafari 

Aziz al-Hakim and Constitution Committee chair Hamudi 
rejected the Kurdish language about a \"free union 

liked the reference to maintaining lraq\'s unity. They likely 

will make a counterproposal. They were not enthusiastic in 
private about the resource language and non-committal about 
the language on central government and provincial government 
laws. They also had no comment on the Kirkuk language. 


4. (C) The Kurds and Shia prefer the Ambassador shuttle 
between them before coming back to another large meeting of 
Kurds and Shia like the one August 18 morning. We still have 
to contend with Kurdish objections to wording on Islam and 
personal status in the constitution. 


5. (C) DCM and British Ambassador August 18 met meanwhile 
with a group of Sunni Arab leaders to review issues related 
to the text. These discussions moved forward slowly 
especially on the issue of federalism. At the end 

Sunnis appeared to grasp that their best strategy would be to 
focus with us on a few key issues 

every detail of every sentence in the constitution. In 
particular 

acknowledgement of federalism for a Kurdish region now 
the choice of governorates joining into provinces ) and the 
legal mechanisms for that to happen ) made after the 
elections and the seating of the next national assembly. 
Despite the slow progress 

reassure us that they were sticking with the political 

process. It is likely that the Sunni Arabs and former Prime 
Minister Allawi\'s Iraqiya bloc 

National Assembly 
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and Shia on the morning of August 19. 
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CREDIT GUARANTEE PROGRAM 
CONGRESS. 


THE BRAZILIAN GOVERNMENT ALSO RECOGNIZES THAT THESE MEAS 
CONSTITUTE A POSITIVE STEP TOWARDS THE SOLUTION OF THE 
DISPUTE. WITH RESPECT TO THE EXPORT CREDIT GUARANTEE 
PROGRAMS 

DETERMINE WHETHER THEY WILL BE SUFFICIENT TO FULLY COMPLY 
WITH ΤΗΕ DSBYS RECOMMENDATIONS. WITH RESPECT TO \"STEP 2\" 
THE PROPOSAL FORWARDED TO THE U.S. CONGRESS IS APPROVED 
DSBYS RECOMMENDATIONS RELATED TO THAT PROGRAM WILL BE 
ANSWERED. 


HAVING PRESENTED WITH THIS SCENARIO 

GOVERNMENTS HAVE REACHED A BILATERAL UNDERSTANDING THAT 
CONTEMPLATES THE IMMEDIATE SUSPENSION OF THE ARBITRATION 
PROCEEDINGS REFERRED TO ABOVE; THE UNDERSTANDING 
CONTEMPLATES THAT 

A PANEL FOR THE EXAMINATION OF THE CONSISTENCY OF THE NEW 
MEASURES ADOPTED BY THE UNITED STATES WITH THE MULTILATEF 
DISCIPLINES (REVISION PANEL). IN ADDITION 

THE POSSIBILITY OF RETAKING 

PROCEEDING UNDER ARTICLE 22.6 

FINDS THAT THE ADOPOTED MEASURES ARE NOT SUFFICIENT TO 
ANSWER DSB\'S RECOMMENDATIONS. 


THE BRAZILIAN GOVERNMENT WILL REMAIN COMMITTED TO PROCEE 
WITH THE BILATERAL AGREEMENTS THAT HAVE BEEN SUSTAINDED C 
THE LAST WEEKS WITH THE U.S. GOVERNMENT 

TO REACH A SOLUTION TO THE DISPUTE 

SATISFACTORY AND FULLY COMPLIES WITH THE IMPLEMENTATION O 
THE DSBYS RECOMMENDATIONS. 


END INFORMAL ENGLISH TRANSLATION 
LINEHAN 
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corporate law. He noted that he wants the Ministry of 

Oil and other ministries in the ITG to be able attract 

foreign direct investment to Iraq. Working with the 

Ministry of Finance (MoF) and Ministry of Planning and 
Development (MoPD) 

instructions on CPA Order 39. We stressed that the USG 
needs written ALB non-implementation instructions to send 
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to Washington. The Minister of Trade agreed to issue the 
written instructions after the Wall hands" meeting. He 
also emphasized that he would develop a technical 
solution whereby the director generals of respective 
ministries will be provided guidance on non- 
implementation of the ALB. 


4. (SBU) The Minister of Trade explained further that he 
intends to bring these written instructions to the 

Council of Ministers and will stress to the Council the 
importance of the instructions in helping to facilitate 
foreign trade and foreign direct investment (FDI) in 

Iraq. When asked if the Council must take a vote to make 
the instructions legally effective 

would not put it to a vote there. Although he plans to 
hold two meetings one with selected ministers and the 
second meeting with the Council of Ministers 

us that the instructions would be valid if agreed to by 
the MoF and MoPD 

The Minister stressed that this effort is a work in 
progress and that one set of instructions will not solve 
the problem once and for all. He emphasized that he is 
looking for a practical solution 

writing. We conveyed to him that we would like to work 
together with him to solve these problems in a practical 
Way. 


OTHER: WTO ACCESSION AND TIFA 

STATE PASS TO EB WAYNE 

SUBJECT: IRAQ TRADE MINISTER SEEKING SUPPORT OF OTHER 
MINISTRIES TO NOT ENFORCE THE ARAB LEAGUE BOYCOTT 


5. (SBU) On a separate issue 

mentioned that he had signed the Foreign Trade Memorandum 
(FTM) this week and that it will be sent to the WTO 

Secretariat in Geneva. We responded positively to this 


SIPDIS 

development and added that we look forward to working 
with the Minister to boost trade through the Trade and 
Investment Framework Agreement (TIFA) signed at the JCRED 
in July. 

6. (SBU) Comment. The Minister of Trade was supportive 
of Embassy\'s efforts to prevent Iraq from being listed as 

a country enforcing the Arab League Boycott. We will 
follow-up with him to check on what progress he has made 
on this issue with individual ministries as well as the 

entire Council of Ministers. 
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principle source\" of law and which the women perceive would 
elevate Islam above other sources. Two members of the group 
from Sadr City cautioned the Ambassador against 
constitutional recognition of tribal laws that would 

legitimize violence against women in the name of tribal 

honor. One member criticized a draft she had seen that puts 
emphasis on the governments role in preserving 

the family\'s religious 

advisor to the drafting committee warned against any effort 

to strengthen the perceived role of the Shia religious 
authorities (Marja\'ya) 

access to the TV network in order to discuss the constitution 
from the women\'s point of view. 


2. (C) The WomenVs Lobby Group argued passionately that the 
new Iraqi constitution must ensure that the personal status 

of Iraqi women is defined under one law. Should personal 
status issues be left to each religious sect 

rulings would likely be based on the interpretations of the 
clergy 

Group cautioned 

be those in the rural areas who would become subject to the 
interpretations and rulings of clerics regardless of their 

sect or religion. The group agreed with a recommendation by 
one member of the women\'s lobby that Iraqi\'s Personal Status 
Law of 1959 


3. (C) The Lobby Group asserted to Ambassador Khalilzad that 
the Shia Coalition gambit of using Islam as \"the source!" for 
legislation was a bargaining tactic only. Therefore 

group rejected what is currently referred to as a compromise 
whereby the constitution would specify that Islam is V'a 
principle source!" of legislation. One member of the lobby 

said that adopting Islam as a principle source will create a 
pyramid of laws in which Islam will be at the apex. The 

group accepted characterizing Islam as a principle source as 
long as \"other principle sources\" are equally designated in 
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the constitution. One member of the group warned that having 
Islam as the top of the constitutional pyramid 

be supported by a phrase stipulating that no legislation can 
contradict the tenets of Islam 

a constitutional court would shift from protecting individual 
rights to protecting Islam. (Comment: Some of the Shia 
constitutional negotiators vehemently disagree with this 
interpret 

ation. They believe that the constitution 

amply protect women. End comment.) 


4. (C) Two members from Sadr City cautioned that including 
tribal laws in the constitution would legitimize these laws 
which would result in increasing violence against women 
including honor killing. One lawyer added that tribal laws 
would impose certain values on families that would further 
subjugate Iraqi women. (Comment: In the latest draft we have 
seen 

tribal shaykhs in the National Assembly are agitating for an 
explicit recognition of tribal customs. End comment.) 


5. (C) The Iraqi Women\'s Lobby Group raised other concerns 
including access to al-Hurrah TV to broadcast programs 
relating to women in the constitution. (Comment: We are 
encouraging this group to discuss possible communications 
strategies regarding gender issues with the USAID-funded 
International Republican Institute 

media-related work here. End comment.) 


6. (C) The Iraqi Women\'s Lobby Group became more optimistic 
after hearing about the Ambassador\'s involvement in the 
constitution drafting process. The mood of the meeting 

shifted from despair to moderate optimism after the group 
members sensed that their concerns were finally being given 
favorable hearing. End comment. 

Khalilzad 
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of Peruvian Communities Abroad 

Section of the U.S. Embassy to express its profound concern 
and surprise over the actions taken by the Police of Allen 

Texas against Peruvian Citizen Edgar Vera Morante last August 
4. 


According to information received by the Peruvian Consulate 
in Houston 

(in detaining Vera Morante) 

judicial norms for arrest procedures in the United States as 
well as those stipulated in existing treaties regarding the 
observation of human rights. 


The Ministry of Foreign Relations 

Peruvian Communities Abroad 

United States Government 

investigation of this incident be carried out and that 
punitive sanctions be applied as appropriate.\" 


2. About 20 family members and supporters of Vera protested 
outside Embassy from 1100-1300 hours on August 12 (Reftel). 
Later that day 

held a one-hour candlelight vigil for Vera in front of 

Embassy. Both protests were peaceful. 


3. The Vera Case continues to make the news in Peru 

local papers claiming that excessive force was used in Vera\'s 
arrest. Congress President Marcial Ayaipoma told the 
Ambassador on 8/15 that he expects this matter will soon be 
raised in the legislature 

investigation into the incident. 


4. Embassy requests guidance in responding to the Foreign 
Ministry\'s Dip Note and future press inquiries. We suggest a 
response along the lines of: 


-The United States Government and the State of Texas are 
concerned over all allegations regarding the use of excessive 
force. 


-In the case of Edgar Vera Monte 
of the actions of the Allen 
carried out by the Texas Rangers and monitored by the FBI. 


-The U.S. Embassy will provide the results of this 
investigation to the Foreign Ministry as soon as they are 
available. 

STRUBLE 
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B. V The Iraqi Interim Government Law...Who will Guarantee its Continu 
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All Website) 

C. \"lraq...No to Postponing the Constitution" (Iraq Shabab Website) 
D. For You 

(Al-Nahrain Website) 

E. \"In the Terminology of the Constitution...Danger and the Horizon!" 
On-Line) 


A. V'Cautious Anticipation\" 
(Iraq Shabab Website in Arabic Editorial by Raid Salam) 


The author states that there is only five days left in the constituti 
However 

to extend the deadline for another week. He doesn't believe that eit 
will make any difference. The author believes that the final result 

is in the hands of the Iraqi people. The Constitution should serve t 
of the Iraqi people 

be served in a fair and balanced way. 


B. V The Iraqi Interim Government Law...Who will Guarantee its Continu 
(Iraq 4 All Website in Arabic Editorial by Mohammed Abed Al-Wahab Al- 


The author thinks that it\'s obvious that the current Iraqi law is in 
pretend to be the representatives of the Iraqi people. However 
proud of pretending to represent the people who voted in the election 
wonders why they are trying to change the law. He sites various reas 
such as the National Assembly trying to prove that they are not takin 
Americans 

the law there is no government. He understands that it is very diff 
government to change the law. But Iraq is currently getting the oppo 
democracy it was promised 


C. \"lraq...No to Postponing the Constitution V" 
(Iraq Shabab Website in Arabic Editorial by Mohammed Said Al-Shakarji 


The author states that some of the officials working on the Constitut 
the deadline and extend the Interim Government Law for four or five y 
believes that it would not be legal or politically logical to grant t 


D. \"For You 
(Al-Nahrain Website in Arabic Editorial by Hayder Al-Hassnawie) 


The author considers that both the Al-Nahdhah massacre and the Baghda 
massacre were planned and executed by the same group. That group 
same people and had the same goal to alienate the people from the gov 
the political process. He expects that during the final days of wri 

and the referendum there will be many more similar attacks. 
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E. VIn the Terminology of the Constitution...Danger and the Horizon" 
(Iraq Shabab On-Line in Arabic Editorial by Dr. Muhanned Al-Barak) 


The author believes that despite terrorism and the lack of power and 
thinking about the issues surrounding the Constitution. One of the ¡ 
involves the people living in areas without oil. They are now wonder 
their share of the wealth. The author also talks about the fury over 
HakimVs speech on federalism. That speech 

process especially since his negotiations were not done in public. 
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dialogue 

the Ambassador that the nuclear ban could not be discussed. 
End Summary. 


2. (C) The Ambassador\'s exchange with Minister Goff was 
cordial 

tremendous contributions the Ambassador had made to the 
Fulbright Program. The two also discussed a variety of 
regional concerns 

that Free Trade Agreement (FTA) talks with China were moving 
ahead 

characterized the PRC as looking for a quick result and GNZ 
more interested in quality. The fact that NZ was \"first up\" 

in FTA talks put more pressure on both sides 

Ambassador said that on the economic side he was optimistic 
about China 

companies are making profits there at last. Goff agreed 
noted that maintaining a dialogue with China was difficult 
given human rights concerns. He said it was ironic that the 
PRC was so critical of Japanese textbook accounts of WWII 
given Chinas own penchant for censorship. 


3. (C) Moving the conversation to the bilateral 

relationship 

had seen the Prime Minister's VJ Day speech. She had talked 
about how strongly she felt about U.S. friendship and 
cooperation in the War 

included this reference. (FYI: The PM\'s speech noted 
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Zealand warmly respects 

States 

which 

he thought his own recent speech to the Gateway to America!" 
had also gone well 

statistics about the US-NZ bilateral relationship. 


4. (C) Regarding the Pacific Security Initiative (PSI) 

told the Ambassador that he thought NZ Academic Peter Cozens 
remarks to the press were \"overgilding\" the significance of 
the U.S. decision to allow joint military exercises. That 

being said 

New Zealand participate in the initiative 

Minister had agreed. New Zealand had never thought this 
would create a problem for the United States 

trying to sell the joint exercises as a breakthrough. 

(Comment: While initially this was the case (and the 
Government was doubtless not eager to be seen as very close 
to the United States military in the run-up to elections) 

Goff has since told the press he hoped the U.S. would issue 
more waivers in the future since the two countries are 

fighting together in Afghanistan against terrorism. End 
Comment.) 


5. (C) Goff also reminded the Ambassador of New Zealand\'s 
continued interest in a Free Trade Agreement with the United 
States before Trade Promotion Authority runs out. He said 
hoped the two sides could discuss this later in the year. 

The Ambassador said that in his July 4 speech he had called 
for a broad dialogue about the relationship. It should be 
about setting up a framework to discuss a myriad of topics 

he said. If both sides find things that can\'t be changed 

said 

not like how things were not moving forward. Given FM GoffVs 
and PM Clark\'s skills it\'s remarkable these talks are not 
taking place. 


6. (C) Goff agreed that he was keen for an open and 
transparent dialogue 

expectations on the U.S. side that New Zealand could not 
deliver on. That's what had happened with the Buchanan and 
the Somers report 

view the \"non-nuclear\" policy as representative of the 
country\'s being \"clean and green\" and as the country's own 
decision. The harder they are pushed on the issue 

resistant they would be. The Ambassador countered that the 
Government should not worry about this. If as a result of a 
dialogue New Zealand understands the policy\'s ramifications 
for the United States 

address these concerns. The Ambassador said that he and 
other US officials understand New Zealand\'s independence. 


Column 3 

But government-to-government talks freshen relationships so 
that they move forward. If nothing changes 

continue to cooperate as we have. Goff said he would be 
happy to discuss the matter with Secretary Rice. The 
Ambassador said a lower-level discussion was needed to set up 
the parameters of a possible dialogue and then raise it up to 
more senior levels when and as appropriate. He suggested 
that NZ officials discuss this with DCM Burnett and others at 
Embassy Wellington. Goff agreed 

happy to meet with the DCM. 


7. (C) The Ambassador and FM Goff met with a group of 
journalists immediately following the meeting. The 
Ambassador deflected the journalists repeated questions 
about his views on Labour\'s use of anti-American messages in 
the campaign 

The journalists aggressively asked FM Goff whether Labour\'s 
tactics would tarnish US-NZ relations. The attacks are aimed 
at National Party leader Brash 

Bush. The Ambassador said that he hoped for a broad dialogue 
with New Zealand 

said that GNZ was keen on having a transparent dialogue on 
all issues that would not \"move towards adopting a policy 

that New Zealanders are not in favor of" He also said that 

he believed New Zealanders Ware generally in favor of a very 
close and productive relationship with the United States. Of 
course we want to build on that. V 


8. (C) Comment: While we would not expect the Government to 
scrap NZVs nuclear ban any time soon 

any direct reference to NZVs nuclear legislation (as opposed 
to policy) in his comments to the press. Coupled with GoffVs 
more open approach to the Ambassador\'s suggestion during 
their meeting 

wiggle room to discuss with us after elections the impact of 
the nuclear policy on U.S. interests in the region. The 
Ambassadon\'s public call for talks with the Government 
regardless of who wins September\'s elections will also enable 
us to deflect accusations of having a cabal with National 
should the opposition win. End Comment. 
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up. Moissis turned quickly to the prospects for sending gas 
into Italy via Greece. Edison and the Energy Ministers of 

Italy and Greece have signed an internal agreement for Edison 
and DEPA to have a 50-50 partnership in a trans-Adriatic 

line. Botas can come in as a third party. Botas 

Edison have agreed to a transit tariff. They are now doing 
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netback analysis to see what will be a feasible price/source 
of gas. 


2. (C) Moissis explained details on the interconnector: the 
Karacabey-to-Kipi segment is still to be constructed 

pipe and the workers are ready. Kipi-Alexandropolous and 
Alexandropolous-Kamatini are being built by two different 

firms in accordance with the previous Greek-Soviet IGA 

involving Prometheus Group (Kopelousas). The agreement gave 
Kopelousas Group the right to build a new pipeline \"by 
analogous terms!" with the main Greek line it constructed in 
1990. Kopelousas Group and DEPA have not reached agreement 
on what those terms are 

secured. There is an 8-10 million Euro difference between 

the sides and the government fears Parliamentary and press 
criticism if they give in to Kopelousas Group\'s demands. 

This is why the Alexandropolous-Kamatini segment is delayed. 


3. (C) The results of the April 4 Italian election meant 

that prospects declined for the Brindisi LNG terminal but 
boosted the Greece-Otranto line. An Italian-Greek 

ministerial agreement relating to this was signed June 25. 

All signs now are that Edison is moving at full speed. They 
will sign the final IGA on this pipeline in Rome in 

September. One complication: a Swiss firm 

DEPA this year. EGL is proposing its own trans-Adriatic 
pipeline: Bulgaria-FYROM-Albania-Italy. Their market: 5 BCM 
for EGL-owned power stations in Italy (per Edison 

a more credible figure). EGL also wants to launch a gas 
trading business. EGL has proposed a compromise 

with the Greeks but abandoning the Bulgarian and FYROM links. 
They would get gas from Turkey 

EGL 

to discuss the possibilities. Edison and DEPA were skeptical 
and left the meeting with the burden of proof remaining on 
EGL. 


4. (C) Moissis said that Iran is considering Greece as a 
possible entry point for gas to the EU. Mann urged them to 
be cautious. He warned about U.S. sanctions and opined that 
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the time may be ripe for a renewed U.S. drive against 

sanctions violators. They discussed the problems of the 
upstream and the limitations of Shah Deniz Phase 1. DEPA has 
been talking to Statoil 

Shah Deniz Phase 1 and using excess Turkish gas for onward 
shipment. 


5. (C) Moissis warned that Russia has approached DEPA 
Edison and EGL. Blue Stream is eager to sell gas but Moissis 
is disturbed by the prospect of major Russian influence on 

the long-desired Southeast European Gas Ring. \"What\'s the 
point to create this new ring and have it dominated by 

Russian gas?\" asked Moissis. Mann drew a distinction as 
follows: that we never oppose Russian gas deals in the 
region; that we firmly oppose Iranian gas; but we always 

fight for Caspian exports. He noted also that in IEA and USG 
studies 

than nearly any other supplier. Moissis said that in 2009 
Edison would be ready for 3 BCM of purchases 

in 2010 and 8 BCM in 2012. 


6. (C) Stephanos had responsibility for this issue 

briefed on progress of this oil bypass pipeline. A GIC has 
been formed (group of incentive companies) to look at 
throughput guarantees. The GIC includes TNK-BP 

Rosneft and others. Chevron-Texaco may join but so far there 
are only Russian companies included. The pipeline will be 
equity-financed 

start. Mann cautioned that Russian companies are used to the 
Transneft model 

pipeline. Stephanos said that Transneft had been irresolute 
Vainshtok was interested 


7. (C) Explaining the delays in this line 

that after January 2003 

Hellenic Petroleum 

out of favor with the Greek government. Now a new government 
is in charge and is supporting the project. Stephanos 

brushed away environmental problems -- V'ThatVs the Turkish 
objection. Anyway 

Mann outlined U.S. policy on bypass pipelines and gave a 

brief overview of Turkish environmental concerns about 
bypasses. 
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Families & Employees (SAFE) or b) have their agency certify 
to the State Department Bureau of Diplomatic Security that 
the employee has undergone equivalent security training. The 
contact for this certification is Assistant Director of 

Training 

clearance will not be granted for any traveler with planned 
TDY in excess of 30 days if this information is not 
stated/certified. POC for additional information is 
DS(underscore)RSOBangkok@state.gov. 


B. (U) CRIME: 

(U) Crime is generally non-confrontational in nature. 
Criminal acts are usually crimes of opportunity such as 
purse-snatchings 

pick-pocketing. Visitors should be especially alert in 
crowded buses 

Visitors should lock valuables in hotel safe deposit boxes 
not in their hotel rooms. 


- (U) Be aware of common scams and frauds (including those 
involving credit cards 

use credit cards at well-established and reputable 

businesses. The drugging and robbing of unwary individuals 

is common. Various Americans have reported being drugged and 
robbed or beaten after socializing with strangers in bar 

areas. The drugs can cause serious temporary memory 
impairment 

Visitors should not accept free food or drinks from 

strangers. 


- (U) Be wary of common scams for jewelry 

gems 

sponsored gem stores. Some disreputable entertainment venues 
may charge exorbitant drink prices or cover charges. The 

sale of counterfeit goods is also rampant in tourist areas. 

If victimized 

1155. 


C. (U) TRAFFIC: 

(U) The traffic situation in Bangkok can be difficult and 
dangerous for both pedestrians and vehicle occupants. All 
visitors should be alert to traffic patterns and unexpected 
motorcycle drivers. Post recommends that pedestrians use the 
overhead walkways for crossing busy streets. Visitors are 
advised that traffic drives on the left-hand side 

there may be a bus lane that flows in the opposite direction. 


D. (SBU) TERRORISM: 
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(SBU) The U.S. Mission in Bangkok currently rates the threat 
from transnational terrorist groups as high. Despite stepped 
up RTG efforts to monitor the borders 

porous and allow easy illegal access. Transnational terrorist 
groups 

utilized Thailand as a transit point. 


- (SBU) The threat from indigenous terrorist groups is 
currently rated as low. There is no evidence to indicate 
that indigenous terrorist groups are planning acts against 
U.S. personnel or facilities. The far south of Thailand has 
experienced incidents of criminally and politically motivated 
violence 

Muslim separatist groups. Although Americans have not been 
specifically targeted in the past 

of past attacks by these groups - including bombings of 
public places - indicates a potential threat to American 
citizens. 


- (U) The State Department is concerned that there is an 
increased risk of terrorism in Southeast Asia 

Thailand. Travelers to Thailand should therefore exercise 
caution 

such as clubs 

areas 


E. (U) OTHER SECURITY TIPS: 

(U) Visitors should avoid making any pejorative comments 
about any members of the Thai royal family or engaging in 
disrespectful conduct within temples of toward religious 
objects. Such behavior can result in arrest and/or expulsion 
from Thailand. 


- (U) Precautions should also be taken not to discuss 
sensitive or classified matters outside secure environments 
or over unsecured and/or cellular telephones 

safeguard classified or sensitive materials at the Chancery 
not at hotels or residences. 


- (U) Visitors should also be aware of the State DepartmentVs 
Consular Information Sheet for Thailand and the most recent 
Worldwide Caution Public Announcements 

via the Internet at http://travel.state.gov. DOD personnel 
must review the PACOM Force Protection Levels for Thailand 
found at http://131.84.1.218/staff/at/athome.shtml. 


- (U) In essence 

appropriate caution and be alert to their surroundings with 
regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Bangkok (tel. 
02-205-4000 
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we hope you have a safe and pleasant visit. 
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\"the opposition.\" 


4. (C) Poloff spoke to several Maldivians who disagreed with 
current government policies but were unwilling to commit to 
any party. A proprietor of a small business criticized both 
the government and the MDP 

agenda that might not support the interests of average 
Maldivians. However 

allowed to say as much as (the first syllable in the 
President\'s name) 

Maumoon Abdul Gayoom 

sacrifice 

Rights Commission also said she was not affiliated with any 
party 

government.\" 


5. (SBU) In addition to the recognition of political parties 

the July 14 Cabinet re-shuffle has been one sign of 
democratic progress (Reftel B). On August 18 President 
Gayoom appointed Gasim Ibrahim 

been among the detainees kept in solitary confinement after 
the previous year\'s demonstrations 

(Note: The MDP had considered Gasim one of their own 
the resort owner had been keeping a low profile politically 
since his release from detention late last year. End note.) 
The majority of the new cabinet ministers are young 
technocrats with broad experience with issues in their 
portfolios. The Minister of Education spent almost twenty 
years as a curriculum developer and teacher trainer 

Minister of Gender and Family worked at UNICEF for six years 
and the Minister of Justice is a newly minted lawyer educated 
in England. In meetings with poloff 

discussed unique challenges within their fields and their 
intent to work with other Ministries and government actors to 
press for necessary changes. For example 

Family Minister seeks to found community centers for 
children 

Parent-Teacher Associations provide an adult to accompany 
children from their community to schools far from their local 
islands 

President to appoint more female judges. 


6. (SBU) Some MDP members in MaleV 
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the changes to the cabinet were merely cosmetic. They 
conceded that there are some sincere efforts at reform on the 
part of a few government officials 

frustration that more has not been done. As one speaker put 

it 

backward.\" MDP members were gravely concerned about alleged 
arbitrary arrests and physical abuse by police and National 
Security Service forces during the August 12-14 
demonstrations (Reftels C and D) as well as the lack of press 
freedom in Maldives. They cited numerous grievances with the 
current regime 

alternate political vision 

specifics. Instead 

the need for greater freedom and respect for human rights. 

7. (SBU) Members of the MDP were not alone in their call for 
continued reform. In fact 

DRP supported that view. One DRP speaker told poloff that 
the birth of the party system has given people a greater 

voice in government. He explained that he was drawn to the 
DRP because he wants to institute change from within the 
system. He cited examples of cabinet changes and tax reforms 
as evidence that progressives have the President\'s attention 
and he said he wanted to use that position to press for 

greater freedom. 


8. (C) Another DRP member addressed MDP complaints of unfair 
arrests: W'l am 34 years old 

lived on MaleY for 27 years 

Yet he went on to add that of his six brothers 

jail after the August 12-14 demonstrations. In a separate 
meeting 

are political divisions within families and among close 

friends 

deeply saddened by the strife surrounding the reform process. 
Yet she ended on a hopeful note: \"As a minister 

colleagues a willingness to reform and change. 


9. (C) Government officials and MDP members alike claimed 
that most Maldivians are comparatively ignorant about 
politics. Nevertheless 

unaffiliated with any party 

politically engaged. One waiter spoke eloquently about the 
lack of labor laws and the slow constitutional reform process 
as compared to the quick progress in Iraq. It seems that the 
reason many people have yet to join a political party is not 

a lack of political awareness 

party has outlined a clear platform or philosophy of 
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governance. Regardless of political affiliation 

Maldivians seem united in their desire to see greater freedom 
and democratic reforms. Many of them 

officials 

The Defense Minister made a candid 

perhaps summarizing the view of many Maldivians: \"What do | 
know about democratization? Ive been here all my life." 
The U.S. should assist Maldivians by supporting the progress 
they have made so far and by encouraging further peaceful 
reforms. 
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24 

about 200 children have been enrolled in non-formal education 
and vocational skills training. 


-- Increasing Public Awareness and Capacities of National and 
Local Alliances through Program and Policy Advocacies Towards 
Realization of Time Bound Education Agenda: 

ILO-IPEC launched this program in May 2005 as part of the 
regional project APEC Awareness-Raising Campaign: 
Eliminating the Worst Forms of Child Labor and Providing 
Educational Opportunities." The project aims to engage key 
stakeholders through national alliances in the development of 
education materials 

as well as policy advocacy for education. 


8. (U) DOLE is also implementing a project 

Geneva-based Elimination of Child Labor in Tobacco 
Foundation 

fields in the llocos region. As of August 2005 

has given two-year scholarship grants to 100 children as well 
as alternative livelihood assistance to their families. 


9. (U) The significant PTBP Project achievements through 
August 2005 are: 


-- Baseline surveys have been completed in the eight targeted 
provinces. The listings have identified more than 38 

children (by name) working and at risk of working in the six 
worst forms of child labor. The listings have now been 
forwarded to World Vision for use in the ABK/Educational 
Initiative project. 
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-- According to the PTBP 

and prevented from engaging in the six priority WFCL sectors. 
ILO-IPEC 

them with psychosocial counseling 

eventual referral to the Department of Social Welfare and 

Development) and basic health services 

assistance 

schooling. The parents of these children were also given 

support in livelihood activities to remove the compulsion to 

send them to work. 


-- An action program was launched in May 2004 in 
collaboration with the Visayan Forum Foundation (VFF) to 
target 3 

mainstream them into formal or non-formal education. By July 
2005 

the formal and non-formal education systems and provided 
non-education services 

legal and medical assistance to 1 

at-risk of working as domestic laborers. 


10. (U) DOLE participated in a number of programs and 
activities to mark the 2005 World Day Against Child Labor 
(WDACL) on 12 June 

-- The launch in Cebu City of the one million signature 
campaign for &Batas Basambahay 

aims to institutionalize protections for domestic workers 
both adult and child. 

-- A three-day radio program sponsored by the Archbishop 
Mabutas Media Center in Davao. 


11. (U) The National Child Labor Committee (NCLC) serves as 
the steering committee for the National Policy of Action on 
Child Labor (NPACL) framework. The NCLC 

the ILO 

the Philippines" to mark the 2005 WDACL. Relevant government 
agencies 

social partners of NPACL participated in the forum 

presented the findings of a study on children in mining in 
Camarines Norte and the actions taken by NGOs and local 
government agencies to address the problem of child labor. 
DOLE 

Workers 

endorsed the ILO call to eliminate child labor in the mining 

and quarrying industries by 2015. 


12. (0) DOLE leads the interagency \"Sagip Batang Manggagawa\" 
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(Rescue the Child Workers 

4 

conducted 73 operations involving 195 minors. From January 
to June 2005 

minors. The rescued minors were handed to the Department of 
Social Welfare and Development (DSWD) for rehabilitation and 
reintegration. 


13. (U) Thus far in 2005 

establishments 

prostitution 

information on the child sex trade). However 

still under preliminary investigation. Prosecutions and 
convictions for child labor continue to be limited. Since 
1995 

child labor law. There are seven pending child labor cases in 
Metro Manila 

(Note: The Bureau of Women and Young Workers in DOLE admits 
that its available data may be incomplete due to a lack of 
statistics from the provinces. End Note.) 


14. (U) Child prostitution -- one of the six WFCL -- is a 
serious problem 

destination for sex tourists as well as economic and 
demographic conditions. UNICEF and local NGOs estimate that 
60 

industry. Most of these children are girls 

from very poor families with unemployed or irregularly 
employed parents. Girls aged 7 to 16 years old are victims 
of trafficking for sexual exploitation. There were no 
convictions under the 2003 anti-trafficking law during the 
past year. DSWD estimates that the annual increase in 
prostituted children averages more than 3 


15. (U) Although the Department of Labor and Employment has 
no separate program to curb the problem of child sex workers 
minors rescued from prostitution dens are referred to the 
Department of Social Welfare and Development for basic social 
services such as counseling 

shelter and repatriation. NGOs such as Virlanie Foundation 
End Child Prostitution and Trafficking (ECPAT) and the 
People\'s Recovery 

(PREDA) Foundation Inc. complement government and ILO-IPEC 
efforts by offering counseling services 

and provision of formal and non-formal education to rescued 
child sex workers. See Post\'s annual Anti-Trafficking in 
Persons report (ref B) for further information on the problem 
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of child trafficking. 


16. (U) Overall 

combat child labor 

PTBP target of rescuing 44 

by 2006 is measurable and within reach. While RA 9231 has 
strengthened and criminalized many elements of child labor 
full implementation of this law faces the same challenges as 
other social legislation: limited awareness and training in 

the new law; low numbers of law enforcement and Department of 
Justice (DOJ) resources; a lack of focus on enforcement; and 
a lengthy prosecution process. The continuing challenge is 
to translate existing laws into increased prosecutions and 
convictions in order to catch perpetrators and deter future 
violations of international norms and Philippine law 

as alleviate the underlying economic and social conditions 
that perpetuate child labor. 
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government airline pilots but were refused because it would 
raise their salaries above that of the DOTC Secretary. 
Controllers are not allowed to form a union that negotiates 
pay and strikes are illegal 

association. 


3. (C) Pagunsan estimated that the Air Transportation 

Office (ATO) had only two-thirds as many air traffic 

controllers as it needed. He wanted at least 900 controllers 
countrywide 

DOTC from hiring a full complement of ATCs. DOTC is the 
third largest revenue generator in the country after the 

Bureau of Internal Revenue and the Bureau of Customs 

said 

landing 

the Treasury. DOTC and the ATO must submit funding requests 
each year through the government budget process and cannot 
retain and use any of the money they collect to improve or 
expand services. Pagunsan said the problem would be solved 
with the passage of a Civil Aviation bill that is stalled in 
Congress at present. The bill upgrades the ATO to an 
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independent Civil Aviation Authority and gives it autonomy 
over resources and spending. 


4. (C) In a meeting August 18 

Jatico confirmed that there were too few air traffic 

controllers (ATC) in the Philippines. He said Manila had 300 
ATCs but needed about 400 

the country. Jatico showed Econoff an independent study he 
commissioned on the issues facing air traffic controller 
stations in the country. Although the report is confidential 
and could not be released 

was a 44% deficiency in the number of ATCs countrywide. He 
admitted that some of his controllers were leaving the 
Philippines to work in much higher-paying jobs in the Middle 
East and Asia. Although he successfully persuaded ten of 
twenty controllers who were retiring or emigrating this to 

stay on their jobs 

train many new controllers this year. 


5. (C) Jatico said he pre-empted several work slowdowns 
over the past weekend. Controllers must agree to work 
anywhere in the Philippines when they are hired 

the prerogative to move them around the country at will. 
When four controllers tried to create a severely understaffed 
control tower by overlapping their leave plans 

retired ATOs ahead of time to fill their positions. 

Afterward 

probation. For future contingencies 

training air force personnel in civil air control procedures. 
Although Jatico was unwilling to address most of PATCA\'s 
complaints regarding pay and benefits 

President directly to obtain an exemption from the government 
to allow overtime pay for ATCs 


6. (SBU) Northwest Airline General Manager Todd Anderson 
told EconCouns in a meeting August 17 that his pilots had not 
reported anything amiss with traffic control procedures. He 
said his pilots and air crew would be the first to identify a 
problem and report it 

were high profile and may receive priority treatment. 


7. (C) Other offices and agencies within the Embassy told 
us they cannot confirm any degradation in air traffic control 
services at this time. Although the potentially higher 
safety risks arising from overworked and disgruntled air 
traffic controllers may not require urgent action 

important for the Philippines to address the shortage in the 
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near term. Embassy will encourage passage of a civil 
aviation law that gives an independent entity the freedom to 
hire and train the requisite number of air traffic 

controllers. We will continue to monitor the situation 

in contact with FAA and U.S. airline reps 

opportunities with high level officials 

Secretary 


SIPDIS 
international standards in all areas of civil aviation. 
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Singapore 

“ао around.W He stressed the need to improve proliferation 
controls throughout Southeast Asia 

concern that strict Singapore-specific controls will cause 
diversion of trade to other ports. 


4. (C) In a subsequent meeting 

Hean said that Singapore was trying to help its neighbors 
understand PSI better 

exercise drew observers from Brunei 

Vietnam. Foreign Minister Yeo noted that their discussions 
with Thailand on PSI had been particularly good; he believed 
the Thai would be ready to join soon 

Malaysia and Indonesia were more difficult. Permsec Kausikan 
said that maritime security issues were still tied up with 
Sovereignty issues for both countries 

Yudhoyono in Indonesia was reasonable and could be persuaded. 
If Indonesia and Thailand join 

Vhave to join too. V" 


5. (C) U/S Joseph noted that the PSI partners have always 
sought to encourage as many countries to join as possible 
but emphasized that involvement required the commitment of 
real resources and a willingness to act when necessary. He 
agreed that the United States and Singapore needed to work 
together to reach out to ASEAN countries on proliferation. 

He thanked the Singapore officials for their thoughts on 
encouraging greater regional participation 

to move forward to early 2006 an Operational Experts Group 
meeting Singapore is planning to host. MinDef Teo agreed to 
look at the possibility of doing so 

Ministry of Defense was already hosting several events in the 
first half of the year. 


Iran and North Korea 


6. (C) U/S Joseph stressed in all of his meetings that Iran 
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could not be allowed to continue to snub the International 
Atomic Energy Agency (IAEA). If Iran did not cease its 
conversion activities before the Director Generals report is 
released on September 3 

early meeting of the Board of Governors to push to refer the 
matter to the UN Security Council for action. GOS officials 
expressed deep concern about the situation 

agreed that the next step must be to take Iran to the 

Security Council. At a lunch he hosted 

remarked that the NAM had been unusually helpful in 
supporting the recent IAEA Board resolution; Iran should get 
the message now that it does not have the support within the 
NAM that it thought it did. IAEA Director General El 
Baradei\'s presentation to the NAM at its most recent meeting 
had been important in bringing about this shift 

Kausikan. FM Yeo promised that Singapore would do everything 
it could to shore up support for referring Iran to the 

Security Council in the NAM 

EU-3 would have to stand firm in order to succeed. U/S 
Joseph agreed 

the German government 

FM Yeo called the German government\'s behavior 
\"irresponsible.\" 

7. (C) U/S Joseph briefed the GOS on the Six-Party Talks. He 
acknowledged recent progress 

impossible to overstate the challenges ahead. MinDef Teo 
said that Singapore was concerned by the increasing range of 
North Korea\'s missiles 

now reach far into the region 

mentioned that China seems to be more helpful with the 
six-party talks 

however 

\"wasn\'t their problem." Deputy Prime Minister Tan affirmed 
that Iran and North Korea were dangerous countries with 
dangerous leaders 

agreed with the Under Secretary that the international 
community must keep constant pressure on both to compel 
behavioral change. 


8. (C) The Under Secretary told his Singapore hosts that the 
Iran and North Korea crises had brought the entire NPT regime 
\"to the breaking point 

would encourage other countries to follow the same path. 
Permsec Kausikan went further 

\"broken 

expressed concern with the V'peaceful use\" clause in 
particular; Kausikan said the current global environment made 
potentially dangerous any nuclear capability in the hands of 

a country unable to properly secure it 

intentions were good. U/S Joseph stressed to Kausikan and in 
other meetings that Iran and North Korea should not be 
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allowed to exploit the pretext of a \"civilian\" nuclear 
program -- all their nuclear programs were military in 

nature. U/S Joseph said we hoped the reforms for the IAEA 
that the President has proposed would improve safety and 
oversight 

the Additional Protocol. Kausikan responded that the 
Additional Protocol had received Cabinet approval; MFA 
Permanent Secretary Peter Ho was confident that Singapore was 
on track to have it fully vetted in time for it to be 

approved at the IAEA Board meeting in November. 


Export Controls 


9. (C) In all his meetings 

efforts to improve its counterproliferation regime 

strongly urged it to do more -- specifically by adhering to 

the multilateral control lists (MTCR 

Wassenaar 

data on transshipment cargo. Defense Minister Teo affirmed 
that Singapore and the United States were “оп the same side!" 
on counterproliferation 

could to assist. It could not 

container 

its actions. Teo stressed the need for better intelligence 
cooperation to identify suspicious containers 

pointed to the upcoming experts dialogue as a first step in 
achieving this. MFA Permanent Secretary Ho asserted 
Singapore would take action against any act of proliferation 
regardless of the control lists 

\"supply chain security" system that would allow countries to 
keep track of shipments from manufacture to receipt by the 
end-user. The Under Secretary acknowledged the idea and 
suggested discussing it further at the upcoming experts 
dialogue 

the highest export control standards. 


10. (C) Permsec Kausikan asserted that Singapore had been 
adding to its control list in a systematic way and that there 
was now \"political will to adhere to all four multilateral 
regimes. Singapore would 

control list deliberately. V'It is not just about having a 

list 

adding that Singapore was having to build up its scientific 
and technical expertise as its control list expanded. U/S 
Joseph acknowledged the need for technical and scientific 
knowledge 

Permsec Kausikan pointed to the upcoming bilateral 
proliferation dialogue 

experts who can assist Singapore officials build their 
technical expertise. Ambassador Lavin advised Kausikan that 


Column 3 

adhering to the multilateral control lists 

standard for a strong counterproliferation regime 

benefit Singapore by identifying it as a strong supporter of 
nonproliferation and protecting it from allegations of 
complicity. 


11. (C) In the Kausikan-hosted lunch and in the Ambassador\'s 
lunch the next day with the Chief of the Navy and the heads 
of Singapore\'s customs and border checkpoint agencies 
Under Secretary said the United States wanted to work with 
Singapore to collect more information on transshipment 
cargoes passing through the port. Ambassador Lavin pointed 
out that major shipping lines 

shipping 

data for the United States 

information to Singapore as well should be relatively easy 
forthem. Permsec Kausikan said he thought Singapore had 
some legal issues to resolve in order to collect that type of 
data 

experts\' dialogue. Eric Tan 

and Checkpoints Authority and Teo Eng Cheong 

general of Customs 

implementing further regulations and information 
requirements. Trade is Singapore\'s lifeblood and changes to 
the trade regime had to be done carefully 

Recognizing that point 

guests that the vast majority of major trading nations 

already were members of all four key proliferation regimes 
with no noticeable deleterious effects on trade or 
competitiveness. 


Proliferation Financing 


12. (C) Under Secretary Joseph cited the Executive Order on 
Blocking Property of WMD Proliferators and Their Supporters 
as a useful new tool against proliferation 

not to do business with the designated entities 

consider adopting similar tools itself. All the Singaporean 
officials expressed interest in discussing the matter further 

to understand how the executive order would work 
government of Singapore might become involved in this effort. 
FM Yeo asserted that SingaporeVs objectives in this matched 
the United StatesV 

take whatever steps are necessary to stop proliferation 
whether it meant physical interdiction or financial controls. 
U/S Joseph suggested this could be discussed further in the 
experts dialogue 


Public Address 
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13. (U) On August 15 

hosted by Singapore\'s Institute for Defense and Strategic 
Studies 

officials 

Under Secretary stressed the threat posed by proliferation by 
states such as Iran and North Korea 

actors 

its partners are creating to combat this threat -- including 
PSI. He praised Singapore\'s Singapore\'s commitment to 
counterproliferation 

Southeast Asian country to host a PSI exercise 

that more work remains. The Under Secretary highlighted 
Asia\'s importance to global counterproliferation efforts 

urged Singapore and its neighbors to continue to improve 
their nonproliferation regimes. (U/S JosephYs speech and Q\'s 
and AVs are available on the Embassy website 
http://singapore.usembassy.gov.) 


Comment 


14. (С) U/S Joseph\'s visit pushed forward our 
non-proliferation agenda in Singapore. The visit let us give 
full credit to Singapore in the proliferation areas where it 
is leading (PSI 

radiation detection project) and press them to improve 
performance in the areas where it is lagging 

in building a world-class export control regime. Singapore 
already appreciates the threat WMDs pose to itself 
understands clearly that improved cooperation with us on 
proliferation will be fundamental to the continued 

growth in our security relationship. 


15. (C) The next few months represent an important 
opportunity to press Singapore to bring its control regime in 
line with key international agreements. We should continue 
to help it develop the technical ability to identify 

and handle additional controlled items. The last year has 
seen a number of USG- and other government-sponsored 
proliferation training sessions for customs 

other first responders; there are three more coming in the 
next several months. The up-coming experts dialogue will be 
an important next step. A USG delegation comprised of 
experts who can talk about global proliferation patterns 
specific entities and items of concern 

and the technical reasons why comprehensive control lists are 
crucial to an effective regime will be a concrete 
demonstration of our commitment to improved 
counterproliferation performance. 
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16. (U) U/S Joseph has cleared this cable. 
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postponed on account of the delicate political situation in 
Manila. On August 20 

meet with the MILF peace panel to discuss the remaining 
\"governance aspect" of the negotiations 

(Note. The parties previously agreed to a final peace 
agreement framework centered on the concept of ancestral 
domain 

resources. End Note.) 


3. (C) On August 18 

Ryan Sullivan 

peace process 

Kuala Lumpur\'s lingering reticence due to the delicate 
political situation in Manila over the past few months. 
Nonetheless 

to restart the exploratory talks 

the Malaysians. 


IMT Set For Renewal 


4. (C) Buat was very supportive of the IMT\'s ceasefire 
monitoring role. The MILF\'s website also showcased an 
article voicing strong support for the continued mandate of 
the IMT 

General Zulkifeli for his contribution to the ceasefire and 

the wider cause of peace in Mindanao. The IMT has a yearly 
mandate and both the GRP and MILF peace panels petitioned the 
Malaysian government through the Philippine Department of 
Foreign Affairs to extend the IMT\'s tour of duty for another 
year starting in October 2005. According to Sullivan 

another batch of Malaysians will arrive by early September 
and the next contingent will have more civilians to focus on 
economic development matters. 


Antiterror Operations Continue 


5. (C) The Joint Monitoring Assistance Center (reftel) 

continues to coordinate effectively AFP and MILF information 

and movements. Sullivan reported \"renegade\" MILF commander 
Wahid Tondok and the deputy commander of Ameril Umbra Kato 
were V'suspended from the MILF" resulting from their disregard 

of the Central Committee directive to cease harboring or 
cooperating with the Jl and ASG. Several lower-level ASG 
members have been neutralized in the operation (now in its 
second month) 
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Khadaffy Janjalani\'s \"brother-in-law\" had been killed 
provided no further information. Some MILF members 
continue to assist ASG in return for money 

although he emphasized the ASG 

operations against them 

travel and who they approach for help. 


6. (C) Buat confirmed to poloff the ongoing heated debate in 
the Central Committee regarding recent MILF cooperation with 
the AFP 

because they do not want to draw excessive public attention 
to the cooperation out of concern that it may weaken their 
position in the peace negotiations. Buat said several senior 
advisors argue law and order is the responsibility of the GRP 
and the police 

also share the burden in self-policing and in helping 
authorities to clear out criminal or terrorist elements. 


Visit Embassy Manila\'s Classified SIPRNET website: 
http://www. state.sgov.gov/p/eap/manila/index. cfm 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website: 

http://www .state.sgov.gov/ 
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migration effect 
gaining experience and skills abroad. 


16. (SBU) According to the Poles 

EU member states has had a positive economic impact on the 
host nation 

Roughly 100 

since accession 

the country 

have pumped PLN 1.7 billion into the British economy 

there is no evidence of a \"flood\" of immigrants into 

Britain. There is some concern about \"brain waste 

occurs when highly qualified workers from new member states 
work in unskilled labor positions in the UK. However 

Polish observers are encouraged by the fact that Poles 
working in the UK are increasingly employed in the business 
and management sector 

agriculture and fishing. 


17. (SBU) Concerns about a brain drain remain alive in the 
medical field. With Poland\'s nursing schools now turning 
out drastically fewer graduates than they did several years 
ago 

worry that loss of skilled workers to Britain and other EU 
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states could result in a shortage of medical staff at home. 
still 

borders to Polish workers within the EU 

hoping to encourage Germany--still the number- one 
destination for Polish workers--to allow Polish workers to 
cross the border freely. However 

believe that Germany will remain largely closed to Polish 
labor for the entire seven-year transitional period. 


18. (SBU) The biggest story of the first year after EU 
accession for Poland was a dramatic (38 percent) overall 
increase in agro-food exports in 2004. Exports of meat 
dairy products 

to EUR 3.4 billion. This overall increase in agro-food 
exports outpaced growth in imports (27 percent) 
doubling Poland\'s positive trade balance in the sector to 
over one billion euro. 


19. (SBU) Polish exports in general increased by 30 

percent in 2004 (measured in zlotys). The effect was not 
limited to trade within the EU: while exports to EU 

countries rose by 27 percent 

countries rose by 46 percent. In fact 

increase in trade relations in 2004 was an unexpected 77 
percent increase in exports to Russia. According to 
Wyznikiewicz 

expansion and rather seems to stem from an earlier communist 
tradition of economic exchange with Russia 


20. (SBU) Dynamic export growth in the first five months 
of 2005 has continued in dollar and euro terms 

so in zlotys because the currency has strengthened so 
significantly in the past year. Exports to the EU in 
January-May 2005 increased 22 percent in dollar terms from 
the same period in 2004 but decreased one percent when 
measured in zlotys. Still 

developing countries 

overall 3.7 percent export increase in zloty terms (28 
percent in dollars). Poland\'s trade balance continues to 
improve 

growth in this period (imports increased 16 percent in 
dollar terms but dropped six percent in zlotys). 
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21. (SBU) One of the thorniest issues of EU accession has 
been the resolution of long-term contracts in the energy 
sector. Over half of the energy on the Polish market is 
procured by the government at an above-market rate 
established by long-term contracts signed years ago. The EU 
is insisting that Poland dissolve these contracts 

they constitute an inadmissible form of public support for 

the industry. The government has been working to resolve 
the issue through a new compensation bill 

prevented it from being passed this term. The PO party 
recently put forth its position on the issue 

advocated privatization of the state-owned energy companies 
and the use of the proceeds as lump-sum compensation for 
canceling the lucrative contracts. 


22. (SBU) But officials the Ministry of Economy were 
Skeptical that such a plan would work 

likely proceeds from privatization would not cover the high 
costs of compensation (up to PLN 26 billion). They think 
that ultimately a surcharge may have to be applied to 
consumersY electricity bills to pay for the compensation 
but this will not raise prices because consumers are 
currently paying a surcharge to cover the above-market price 
of the contracted energy. Competition is expected to put 
downward pressure on prices 

nevertheless expected to rise to the levels prevailing in 
the rest of the EU. 


23. (SBU) One of the major anticipated benefits of EU 
accession for Poland was access to the EU emissions trading 
market 

due to Poland\'s relatively low emissions levels (initially 
estimated at 30-40 percent below the country\'s allocation). 
However 

clouded the issue. The European Commission allocated Poland 
16 percent less emissions for the next three years than the 
Polish government requested 

government ministries separately issued conflicting sets of 
data on the country\'s emissions. Rather than cut its 
proposed internal allocations by 16 percent across the 

board 

effort to reallocate the new emissions limit among relevant 
industries 

This may make it difficult to stay within the limits. The 

thorny reallocation process 

setting up a new emissions administrator 

to the emissions trading system. 


Column 3 


24. (SBU) Boguslaw Debski of the Environmental Protection 
Institute said he is hopeful Poland will be ready to trade 
emissions by the end of 2005 

chance the process will not be completed until next year 
situation he said would be \"tragic.\" Debski said that 

overall 

allocations available to trade 

producers fear they may exceed their quotas. 


26. (SBU) Every contact consulted had positive things to 
say about the economic impact of EU accession in Poland; 
even the overall slowing of economic growth this year was 
interpreted primarily as a sign of stabilization rather than 
as a cause for concern. Analysts are particularly heartened 
by the incipient signs of decreasing unemployment 

as by the rapid return of stable prices. But several tricky 
regulatory issues remain to be resolved 

-much like progress toward adopting the euro--is likely to 
rely on the incoming governments degree of motivation. 
While it is still too early to draw precise conclusions 

about the full impact of the EU accession on Poland\'s 
economy 

before accession have not materialized. 
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the Delta" said that there would be a self-immolation attempt in 
front of the Consulate. He told us that he had no prior knowledge 
of this effort and asked us if anything had happened. 


3. (SBU) Separately 

leader based in the Delta\'s An Giang Province 

to inform us of his decision to apply for resettlement in the 
United States under the \"P-1\" program. He complained that his 
home remains surrounded by police officers 

any reference to action in front of the Consulate. 


4. (SBU) Comment: Paragraph 5 contains suggested \"if asked\" press 
guidance on the incident. In all of our previous contacts with 

Liem and Duc 

acceptable form of protest no matter the grievance and that we 

would end contact if such attempts continued. Liem has told us 

that he understood and was trying to counsel restraint 

he has limited influence over his followers in the Delta. True or 
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not 

condone violent extremism in any form and to minimize contact with 
Liem\'s group. End Comment. 


5. (SBU) Begin V'If asked" press guidance: 


Q. Did someone try and self-immolate in front of the Consulate on 
August 19? 


A. This morning 

immolation in front of the main entrance of the U.S. Consulate in 
Ho Chi Minh City. Consulate guards and Vietnamese security 
officers prevented the attempt. 


Q. Who is this person? Was this incident linked to other self- 
immolation incidents in the Mekong Delta? What happened to the 
letter he was holding? 


A. We have no further information on the identity of the person 
who was subsequently detained by local police. The United States 
categorically rejects self-immolation and all other acts of 

violent extremism no matter the underlying grievances. We urge 
all involved to avoid taking actions that might lead to loss of 

life. 
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when it comes to civil society and development work. In 
2005 

anticipated to top SKK 160 million (USD 5.1 million). 


2. After the successful Slovak elections in 1989 

NGOs were active in Serbia and Croatia. The NGO community 
received funding primarily through the Democracy Commission 
Small Grants Program (including Pontis Foundation 

Obcianske Oko 

IRI 


3. Currently 

overseas 

(Slovakaid) 

assistance from their NGO umbrella organization. According 
to our records 

the Embassy went to Pontis 

Civic Eye 

1999. Below is a list of some of the Slovak NGOs active 
abroad: 


- With funding from Slovakaid 
Memo 98 
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society 
primarily in Belarus 


- Obcianske Oko sent 85 election observers to the first and 
second rounds of the Ukrainian Presidential election in 
2004; it sent 38 to the repeated second round. 


- Pontis Foundation and People in Peril have been working 

in Cuba to promote democracy and free speech. (The Slovak 
government and individual politicians have supported Cuban 
dissidents.) 


- People in Peril also operates a project in Afghanistan on 
women and education. 


- Integra 

enterprise development 

through USAID funding and small grants from the embassy in 
anti-corruption projects in Romania 

It would like to expand to Sudan. 


- With U.S. funding 
Iraqis in Slovakia (most recently a group of 16 Iraqi 
police officers) 


- Partners for Democratic Change in Slovakia (PDCS) 
provides its expertise with conflict resolution and civil 
society in a wide range of countries 

Central and Southeast Asia. Later this year 

sending trainers to Yemen. 


- The German Marshall Fund was also active in Ukraine. 

Former Slovak Foreign Minister Pavol Demes 

Director for Central and Eastern Europe 

\"Champion of Freedom" by President Bush during his February 
2005 visit to Bratislava. 


- ABA-CEELI (Iraq) organized training in Slovakia for Iraqi 
judges 
other Slovak NGOs. 


4. |n addition 
Overseas Development Assistance budget (Note: SKK 31.3 
equals USD 1): 


- Projects and activities for priority countries*: SKK 88.6 
million (approx. USD 2.8 million) 


- Development Education projects:** SKK 2 million (approx. 
USD 64 
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- Official Assistance projects for Ukraine and Belarus: SKK 
10 million (approx. USD 320 

- Micro-grants administered through diplomatic missions:*** 
SKK 2 million (approx. USD 64 


- Projects and activities for Serbia and Montenegro: SKK 58 
million (approx. USD 1.85 million) 


“Afghanistan 
Kenya 
Tajikistan 


** These projects are mostly short-term and implemented in 
Slovakia 


*** Kiev and Sarajevo 


5. Other GOS ministries participating in Overseas 
Development Assistance include: 


- Ministry of the Interior: SKK 4.5 million (approx. USD 
144 


- Ministry of Environment: SKK 4.1 million (approx. USD 
130 

organizations 

UNEP for the Montreal Protocol on substances that deplete 
the ozone layer 

Change 

Endangered Species of Wild Fauna and Flora. 


- Ministry of Agriculture: SKK 1.45 million (approx. USD 

46 

Research Institute for a FAO project on data of food 
composition in Central and Eastern Europe CEECFOODs. 


- Ministry of Education: SKK 47.6 million (approx. USD 1.52 
million) 

countries in the Slovak Republic. Scholarships are granted 
as a priority to students from countries selected as 
territorial priorities of Slovak ODA. 
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quality officers assigned to acquisition and that the quality 
of the equipment they would get would be directly 
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proportional to the quality of acquisition officers they 
supplied 

initiatives 

the Philippine Defense Reform effort. 


BUYING NEW EQUIPMENT 


5. (C) Cruz said the Cabinet had just accepted in principle 
his 18-year 

new equipment for the AFP. The first phase would concentrate 
exclusively on acquiring counterinsurgency equipment 
including radios 

boats 

modernization 

Dominguez 

intense Communist insurgent activity) had reported that his 
troops needed to replace 30-percent of their rifle barrels. 
\"We\'re almost building from scratch 


REVAMPING TRAINING 


6. (C) Cruz said he also intended to improve training. The 
incoming Philippine Army commander 

had orders strictly to enforce Cruz\'s directive to train 

twelve battalions annually. (Note: According to DAO 

their heavy operational tempo 

battalions have not undergone training in over 13 years. End 
note.) To win the counterinsurgency fight 

wanted to realign the AFP\'s force structure to add 2 

junior officers. \"We need small unit leaders who can think 
Cruz said. Officer Candidate School offered the quickest way 
to reduce the officer to troop ratio from 12:1 to 8:1; Cruz 
plans an additional 550 million pesos ($9.8 million) in 
upgrades to the Camp OVDonnell officer training facility in 
Tarlac. 


RESTRUCTURING INTELLIGENCE 


7. (C) According to Cruz 

threat mandated a restructuring of AFP\'s intelligence 
services. \"We\re afraid foreign elements are coming іп to 
try to indoctrinate Filipinos to commit suicide bombings 

Cruz said 

right place. Incoming AFP Chief of Staff LTG Generoso 
Senga 

personal hand in developing a professional cadre of mid-level 
intelligence officers focused on combating terrorism and 
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insurgency 


MAKE PEACE WITH THE MILF; CRUSH THE NPA 


8. (C) Cruz said the GRP hoped an eventual peace agreement 
with the separatist Moro Islamic Liberation Front (MILF) 

would remove 10 

the AFP to concentrate its expanding combat power against the 
CPP/NPA. Cruz indicated that the GRP\'s autonomy offer to the 
MILF might include the right to exploit natural -- including 
subsoil -- resources in a yet-to-be-defined \"ancestral 

domain\" area 

AFPVs improved capabilities 

allowing the GRP finally to eradicate the Abu Sayyaf Group 

and Jemaah Islamiyah threats 


9. (C) Increased USG engagement with Indonesia had improved 
the situation with Jl 

was closely cooperating with Indonesia and Malaysia on 
patrolling their porous common borders. Cruz noted 
Singaporean efforts to promote greater maritime cooperation 
in the Malacca Straits 

mechanism developed there 

the adjoining seas. Cruz expressed worry about the growing 
Muslim insurgency in southern Thailand 

and intensity were so alien to the Thai character. Charge 
noted separatist feelings in Southern Thailand were based on 
long-standing historical grievances 

extremists. 


PRAISE FOR US ASSISTANCE 


10. (C) Cruz praised US counterterrorism assistance. US 
intelligence fusion had provided active leads in the hunt for 

Jl and ASG terrorists. Security assistance training of the 

Light Reaction Companies (LRCs) by Joint United States 
Military Assistance Group Philippines (JUSMAG) had upgraded 
the AFP\'s ability to react quickly to terrorist threats. 

Cruz said he would also welcome US help in professionalizing 
the AFPVs intelligence services. 


COMMENT 


11. (C) Cruz 

figures and a clear vision of where he wants to take the AFP. 

He has already achieved some success in reforming the budget 
and acquisition systems. His commitment to reform appears 
firm despite the political distractions he faces 
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adviser of President Arroyo 

bickering and turbulence. Fiscal constraints 

cash-strapped GRP budget 

nonetheless impact Cruz\'s ability to achieve all of his goals. 


Visit Embassy Manila\'s Classified website: 
http://www state.sgov.gov/p/eap/manila/index. cfm 
JOHNSON 
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planned to carry out a self-immolation in front of the Consulate 

to protest GVN treatment of the Hoa Hao. Nine individuals had 
volunteered to self-immolate one-by-one. Both Duc and Liem asked 
if the international community" had planned to do anything to 
help given the \"intolerable pressure on the Hoa Hao. We did not 
respond 

and all acts of violent extremism no matter the underlying 
grievances and urged all involved to avoid taking actions that 
might lead to loss of life. 


2. (SBU) Following these discussions 

contacts in HCMC\'s External Relations Office and Ministry of 
Public Security that up to eight more Hoa Hao adherents might 
attempt self-immolations in HCMC. Interestingly 

Hao activists were confirming that the self-immolator was one of 
their own 

angle 

affiliation and was known to be mentally disturbed. 
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REF: LAMBERT-HIGGINS EMAILS 
Classified By: Ambassador Ralph L. Boyce 


1. (C) Summary. The Thai MFA embraces the concept of a 
U.S.-Thai Strategic Dialogue -- seeing it as a way to 
strengthen the bilateral relationship in accord with PM 
Thaksin\'s call for an V'Action Plan\" with the United States. 
MFA proposes hosting a two day session to take place in early 
November. The Thai agree U.S. participants should include 
representatives from the Department 

and envision the Thai side will be led by MFA and include 
officials from MOD 

Royal Thai Supreme Command and the military services. The 
Thai are comfortable with agenda topics suggested by 
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Washington and may add a few items of their own 

include exploring holding separate discussions on Global 
Issues. MFA is also interested in working with us to develop 
a common media plan. End Summary. 


ON BOARD WITH THE DIALOGUE 


2. (C) On August 19 

and South Pacific Affairs Nongnuth Phecharatana 

Promthep 

discuss Washington\'s proposal to hold bilateral strategic 
talks. Nongnuth said that the MFA embraces the concept of 
the talks as a practical way to enhance the relationship. 

She pointed to perennial problems the Thai bureaucracy has 
with stove piping and suggested that one benefit of the 
Dialogue would be bringing all of the Thai agencies with a 
stake in strategic issues together to share opinions and 
develop a common strategy with the United States. Nongnuth 
said that two days after the Prime Minister\'s recent meeting 
in Phuket with the Secretary 

to discuss his goal of implementing an W Action Plan with the 
United States. This Dialogue 

cornerstone of an Action Plan aimed at enhancing the 
relationship. She agreed that we should strive to make the 
Dialogue informal to foster discussion and to develop 
relationships among the participants. 


TIMING 


3. (C) As expected 

would not be able to attend a Dialogue meeting in early 
October -- dates originally proposed by Washington -- due to 
the annual military reshuffle underway. She suggested that 
early November 

promised to provide a counterproposal soon. 


A NEW NAME -- THAI-U.S. DIALOGUE 


4. (C) Nongnuth noted that the word \"strategic\" might have 
unwanted connotations within the Thai media and wondered 
whether the \"Thai-U.S. Dialogue might be a name less likely 
to foster misunderstanding. PolCouns said that our side 
would try to be flexible in choosing a name and promised to 
seek guidance from Washington. 


AGENDA -- LOOKS OK BUT LETVS BE FLEXIBLE 
5. (C) PolOff also shared with Nongnuth some possible 


agenda topics ranging from Regional Security Issues and the 
growing role of neighboring countries and V'Sharing ideas on 


Column 3 

how to make ASEAN more effective\" to \"the Future of Cobra 
Gold -- building on our success\" and \"Working together to 
improve РКО training" Nongnuth said that these topics 
seemed ripe for discussion. She asked whether the U.S. would 
support our jointly developing an agenda for public 
consumption in which topics like Burma could be disguised 
under the general heading of V'Regional Issues" and a more 
detailed confidential agenda where we could spell out agenda 
items in detail. 


6. (C) Nongnuth added that the RTG would likely have 
additional agenda topics to add. One topic she supported 
would be a discussion to explore arranging a future meeting 
on Global Affairs 

U/S Dobriansky and her staff and counterparts from selected 
ASEAN member countries 

HIV/AIDS 

Global Climate Change 

enhance our bilateral cooperation and could be another 
feature of ThaksinVs \"Action PlanW to enhance the bilateral 
relationship. 


PARTICIPATION 


7. (C) Nongnuth was pleased that the U.S. delegation would 
be led by the DAS responsible for SE Asian affairs and could 
include participation by OSD 

PACOM. She said that the Thai side would probably be led by 
the MFA and include representatives from MOD 

Intelligence Agency 

military services. She hoped that the head of delegation 
would be MFA PermSec 

that his participation was not yet confirmed. 


MEDIA APPROACH 


8. (C) DG Nongnuth agreed that certain fringes of the Thai 
media might misinterpret the Dialogue 

idea of developing jointly a media plan that could include 
press backgrounders by MFA and the Embassy that could be 
disseminated to Thai journalists. 

BOYCE 
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realizes that it is running late 

to complete the tasks at hand by the end of the year. On 
the PNTR vote in the U.S. Congress 

has to create favorable conditions for the vote. 


Local Officials Do Not Always Follow Policy 
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9. (SBU) It is true that local officials do not always 

follow Government policy 

played a complex role in Vietnam\'s wars. In each religion 
there have been supporters of the revolution and supporters 
of the former southern regime 

has sometimes led to bloody conflict. It is by no means 
easy to eliminate this discord. That said 

policy to make every effort to ensure freedom of religion 
and unite all religions to serve the cause of national 
construction. Furthermore 

within the framework of VietnamVs laws. In the event that 
there are specific cases of interest 

of othersY concerns 


Tackling Tough Issues 


10. (SBU) It seems clear that Ho Chi Minh saw the 

possibility for bilateral relations before others saw it 

but our missed opportunities in the past make it all the 

more important not to miss opportunities now 

observed. Forty years ago it would have been difficult to 
predict where we are today and that the relationship would 
develop as it has. Our shared history makes our relations 
stronger and creates more possibilities. Although we still 
have tough issues to tackle 

example 

dioxin sites 

exchanges between military experts from both countries. 
Additionally 

money from the U.S. Congress to clear unexploded ordnance 
and help those whose lives have been badly affected by UXO. 
Relations between Viet Kieu and Vietnam are also sensitive 
and the Ambassador expressed his desire to help create 
better communication and understanding between the two. The 
GVN has an active policy to increase dialogue 

be done to help reconcile Viet Kieu to the Vietnam of today 
the Ambassador noted. 


11. (SBU) On the WTO 

efforts to do all that is possible to enter the WTO 

preferably by the end of 2005. However 

Kong in December may cause the process to be too rushed. 
What is most important is for Vietnam to join the WTO fully 
prepared and with the right set of laws and bilateral 
agreements 


Tenth Party Congress 


Column 3 

12. (SBU) The Ambassador turned to the subject of next 
years tenth Party Congress 

will be an evaluation of twenty years of Vietnam\'s \"doi moi" 
(renovation) policy and a look ahead to 2020 and Vietnam\'s 
goal of being a modern nation. There has also been some 
talk that the Party Congress will address the issue of 
political doi moi (Ref B). Responding 

CPV is actively preparing for the Congress. In terms of 
economic reform 

based manner to fully put in place a market economy with 
socialist orientation. Although Vietnam has made efforts to 
introduce a market economy 

market economy with the proper laws and institutions in 
place. This is something the Party Congress will address 
Dzien explained. 


13. (SBU) In the State sector 

equitization 

line ministries having oversight over enterprises 
continued. Vietnam needs a policy of developing a multi- 
sector economy while encouraging the development of the 
private sector. In the future 

assistance to the private sector to maximize its capacity to 
meet demand. Vietnam must also work to speed up its 
international integration 


14. (SBU) The meaning of \"socialist orientation\" is that 
Vietnam\'s economic development must be linked to its 
cultural and social development. For example 

try to ensure social equality for everyone 

emphasis placed on poverty reduction 

heavily populated by ethnic minorities 


15. (SBU) Political reform is another issue that is being 
debated. The leading role of the Communist Party will 
continue 

ensure democracy 

ensure national unity among people of all social strata 
religions and ethnic backgrounds. Vietnam will also strive 
to give Viet Kieu opportunities to learn about the Vietnam 

of today and create opportunities for them to contribute to 
Vietnam\'s development. There must also be efforts to 
strengthen rule of law 

consider reforming its Vleadership methods. There is also 
a discussion about enhancing the role of elective bodies and 
mass organizations to make them more effective 

explained. 


16. (SBU) Finding a balance between the goal of maintaining 
the CPV as the leading political force and strengthening 
democracy is an admirable 
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Ambassador said. Clearly 

rule of man is vital for VietnamVs economic and overall 
success. Our two systems are different 

terms of politics and governing. However 

mutual respect 

Vietnam moves forward with its plans 

offered. Dzien concluded by asking for the USG\'s help іп 
ensuring the success of APEC 2006 and the visit by the 
President. 


17. (SBU) As he walked the Ambassador out 

Ho Chi Minh\'s interest in democracy. Just days before 
proclaiming Vietnam\'s independence in September 1945 
asked his U.S. military \"advisors\" to obtain a copy of the 
U.S. Declaration of Independence from the headquarters in 
Kunming 

research is a lot easier in the internet age 

joked. 


18. (SBU) Comment: A youthful-looking 67-year old 
was relaxed and well briefed 

Vietnam\'s WTO efforts. Although not a regular USG 
interlocutor -- the last senior USG official to see him was 
Ambassador Burghardt 

reportedly played a behind-the-scenes role in helping to 
strengthen bilateral ties. Significantly 

to travel to the United States to advance the Prime 
Minister\'s visit (originally proposed for last year) 

delay of which ultimately prevented Dzien from going. End 
Comment. 
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intelligence services and the IDF 

presented to the Knesset for approval. Gilad said that the 
Israeli Attorney General advised PM Sharon that there was no 
need to bring the agreement before the Knesset 

Sharon insists that it happen in accordance with a deal he 
made with MK Steinitz. He expects DefMin Mofaz to present 
the agreement to the Cabinet next week. After the Cabinet 
approves 

Egyptian Border Guards are ready to deploy along the 
Gaza-Egypt border 

disengagement and until Knesset approval of the agreement. 
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4. (S) Gilad said he talked with the Egyptians about 46 
advisers that the Egyptians will send to the Palestinian 
Authority 

they will supply to the Palestinians. Gilad handed a list of 
the approved equipment over to General Ward 
characterized it as a good account. 


5. (S) Gilad said the Israelis had asked Egypt for a side 
letter of assurance that military equipment would not be 
allowed into Gaza without coordination with Israel. This is 
needed to satisfy Knesset objections. Gilad said he will 
deliver a draft of the side letter to the Egyptians for their 
review as soon as possible 

answer by Thursday 


6. (S) A/S Welch explained that if the Israeli side wants 
Egyptian assurances regarding the provision of lethal 
equipment to Gaza 

way that the Egyptians cannot feel that they will be held 
responsible for extraterritorial commercial deals (e.g. 
third-party brokers supplying the Palestinians from other 
countries). It would be unreasonable to expect the Egyptians 
to accept responsibility for brokers they cannot control. 

Gilad took the point. 


7. (S) Gilad suggested that as a result of negotiations over 

the Border Guards agreement 

have improved to the point of being very excellent." Gilad 
said IsraelVs relations with Suleiman and the Egyptian Army 
which V'in the past have been so poor 

significant way.\" He thought the communication channel that 
had developed would continue: V'Sometimes 

five times a day.V' He recounted as a positive example a 
situation in which the Egyptians stopped terrorist rocket 
attacks into Israel based on a request from the Israeli side. 

In Gilad\'s view 

and Suleiman have had value. He indicated that Israel may do 
more to improve relations between the Egyptian and Israeli 
armies. 

8. (S) Ambassador Kurtzer encouraged maintaining the channel 
with the Egyptians 

add up if both sides agree to stay away from thornier 

symbolic issues. A/S Welch suggested that if Tantawi feels 
that Israel genuinely wants to help him 


9. (S) Gilad noted that GOI assessments of the Egyptian 
military look at EgyptVs capabilities 
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rely on intelligence sources due to what he described as an 
absence of relations with Egypt: Nobody in our IDF knows 
Egypt." Gilad wondered aloud if it might be possible for the 
U.S. and Israel to exchange information on Egypt. A/S Welch 
suggested Israel need not worry about Egyptian military 
capabilities as (a) Egypt spends around two percent of its 
GDP on defense 

army is not mobile; and (c) less than one-third of Egypt\'s 
military aid from the U.S. goes towards acquiring new 
military equipment 

inflation and other commitments. Gilad took the points 
expressed concern about the future of Egypt and President 
Mubarak. He said 

career. His son will not succeed him 

not serve as his deputy. V" 


10. (S) Gilad observed that in the last set of Israel-Egypt 
negotiations 

mentioned. He said the Egyptians do not like Palestinian 
Authority Civic Affairs Minister Mohammed Dahlan because he 
claims he does not want Israelis in Rafah. Gilad also 
explained that the Egyptians were caught off guard and 
shocked by the recent terror attacks in Taba and Sharm El 
Sheik. A/S Welch replied that terrorism in Sinai is a \"big 
problem" for Egypt. The Egyptians 

focused on the Nile delta and upper Egypt. The recent terror 
attacks against Egypt might work to Israel\'s advantage in the 
long run because they could encourage cooperation. Gilad 
agreed and hoped that developments might encourage Egypt to 
see the need to conclude the agreement on the provision of 
weapons to Gaza the week of August 21 or shortly thereafter. 


11. (U) This cable was cleared by Assistant Secretary David 
Welch. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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maintenance of security after disengagement 
take time. 
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2. (C) On Philadelphi and Rafah 

and Palestinian positions 

to explore an alternative to Palestinian control and 

operation of the Rafah crossing for goods and people by 
opening a temporary terminal in Kerem Shalom. Yaron made it 
clear that Israel could not accept a third party 

Egypt 

Egypt-Gaza border. A/S Welch and Ambassador Kurtzer urged 
Yaron to explore creative solutions to the Rafah impasse 
including a third party role 

Egyptian security interests and tangibly demonstrate to the 
Palestinians that their situation has changed as a result of 
disengagement. END SUMMARY. 


3. (C) Yaron said the GOI hopes to reach agreement in the 
near future with Palestinian Authority (PA) Civil Affairs 

Minister Mohammed Dahlan about how to securely remove the 
remains of dismantled setter housing from Gaza. All sides 
agree that the Egyptians are to take the unusable and 
non-hazardous rubble. For the GOI 

ensuring that that rubble removal process conforms with 
Israel\'s security requirements. The trucks exiting Gaza must 
haul rubble 

only contain sand for GazaWs beaches. 


4. (C) Yaron also stressed that the GOI hopes to learn as 

soon as possible who will be the program manager for the 
settler housing dismantlement project. He understood that 

the USG had approached the World Bank and European Union. 
A/S Welch said that the USG had been working hard over the 
last few days to resolve the matter. Secretary Rice had 

raised it with her Quartet counterparts on August 12 

Welch had discussed it with his Quartet counterpart 

Otte 

company could provide the services. A/S Welch said it would 
be more efficient to have a company involved that has 
experience working in Gaza. (NOTE: A/S Welch mentioned IMG 
and Yaron indicated familiarity with the company. END NOTE.) 
A/S Welch promised to get the Europeans to reach agreement 
or have them decide that an alternative should be pursued. 


5. (C) Yaron stressed that the GOI knows how important it is 
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to help the Palestinians see that the Gaza-West Bank passage 
issue has improved for them as a result of disengagement: 
VWe are ready to make a 180-degree change regarding services 
to the Palestinians.\" He complained 

making progress on passage improvement difficult by insisting 
on discussion of the Erez border line. Yaron recalled that 

he told Quartet Special Envoy (QSE) Wolfensohn that while 
Israel has funded the establishment of a passage for goods at 
Erez 

on the Erez Industrial Zone. In doing so 

the Palestinians demonstrate they wish to drag their feet 

while Israel wants to move forward and allow the passage of 
goods from Erez to Ashkelon 

destinations. Yaron said Wolfensohn promised to speed up the 
delivery of USD 50 million to the GOI in return for the 

building of the new passage for goods at Erez. Yaron 
suggested that the best solution would be for USAID to turn 
the USD 50 million over to the GOI so that it can use USD 30 
million to procure scanners and other U.S. technology through 
its defense procurement agency in New York 

remaining USD 20 million to cover infrastructure and 
operational costs. Conversely 

if USAID used its standard procedures for allotting the USD 

50 million 

end up complicated by questions about who signs the 
contracts. Yaron said he is ready to work with USAID. 


6. (C) Yaron said that the GOI will improve the Karni passage 
to ensure that Palestinian goods will cross from the Gaza 
Strip to the West Bank \"in a very short time 

passage running from Karni to Tarkumiya 

cautioned that GOI efforts to fulfill Dahlan\'s demand for 
\"door-to-door\" service are contingent on the maintenance of 
security in the area Wfor months!" after disengagement. 

Israel 

request 

50 million in the near term would be helpful. Palestinian 
observance of IsraelVs security needs would be crucial. 
Yaron said he told Wolfensohn that it does not matter what 
kind of checks the Palestinians perform on their side of the 
Gaza border -- Israel cannot rely on them. 


7. (C) Yaron stressed that it is in IsraelVs interest to 

leave Philadelphi as soon as possible -- possibly before the 
Israeli holidays in October. He mused that Israel might be 

completely out of the Gaza Strip within two months 

as the parties reach agreement on the establishment of an 
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Israeli-controlled border crossing at Kerem Shalom 
intersection of the Israeli 

Yaron said that after Israeli troops pull out of Philadelphi 
Israel wants to build a new terminal at Kerem Shalom that 
will service goods and people. He said it could be completed 
in a short time 

customs envelope arrangement under which Israel retains 
customs and security control of entry to Gaza. In the GOIVs 
view 

customs envelopes in the Gaza Strip and the West Bank 
Yaron indicated that Israel will use the threat of abrogating 
the customs union to press the Palestinians to agree to a 
Kerem Shalom crossing. Yaron said the GOI has made it clear 
to the Palestinians that Israel is ready to allow the 
Palestinians to transport goods into and through Israel 
Vwithout checking -- at least for the beginning" -- as long 
as the Palestinians continue to accept a customs envelope 
including Gaza for which Israel retains control. The GOI 
would be willing to call the Kerem Shalom access point a 
\"temporary terminal 

the future. 


8. (C) In the meantime 

third-party involvement at the Rafah terminal. Yaron said 

the best compromise Israel could accept would be to open the 
temporary terminal in Kerem Shalom 

construction of a seaport in Gaza. Then 

two sides could assess the seaport in Gaza and make decisions. 


9. (C) A/S Welch and Ambassador Kurtzer suggested to Yaron 
that proceeding according to current plans will likely not 
satisfy Palestinian desires to see real 

in their situation. While Israel will have withdrawn from 

the Gaza Strip 

goods and persons crossing even the Gaza border with Egypt. 
A/S Welch and the Ambassador urged Yaron to think creatively 
so that Israel will be able to maintain the customs duty 
revenue collection and tariff code provisions of the customs 
envelope -- and its focus on security -- while demonstrating 
tangibly that the situation at Rafah has changed for the 
Palestinians as a result of disengagement. They suggested 
that the GOI consider further how Israeli and Egyptian 
security interests coincide as a result of disengagement 

how Egypt might share IsraelVs interest in enforcing the 
security aspects of the passage of goods and people across 
Rafah. A creative solution 

should be able to demonstrate change at Rafah 

addressing Israeli security concerns 

technological solutions at the Erez and Karni crossings into 
Israel as a discreet backstop. Yaron acknowledged that 

after considering all the options 
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that a security regime involving Palestinians checking goods 
and persons under Egyptian supervision was Israel\'s V'second 
best optionW and promised to \"think about it" as a possible 
way ahead to the Rafah issue. 


10. (U) This cable was cleared by Assistant Secretary David 
Welch. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www. state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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mission personnel. However 

decided to capitalize on the visit this week to Brasilia of 
WHA Special Advisor Bill Perry -- who was in Brazil in a 
semi-private capacity and has known Dirceu for several years 
personally -- to gauge Dirceu\'s views on the political crisis 
and his own predicament. Perry agreed to seek out Dirceu 
and met privately with him for breakfast at Dirceu\'s 
apartment in Brasilia on 17 August. Perry subsequently 
reported the following points and impressions from that 
conversation 


2. (C) Dirceu seemed well and fit 

recent weeks. He said he had disciplined himself to take 
regular exercise and have sufficient contact with his family 
and he is sleeping reasonably well. But Dirceu seemed much 
less combative than in a meeting with Perry in late June 
just after his resignation as Minister of the Casa Civil. 
Most remarkably 

the fact that he will be \"cassado\" -- i.e. 

revocation of his congressional seat and right to run again 
for any office for an eight year period -- probably by 
November. 


3. (C) Dirceu predictably considered this unjust and defended 
his own record. His line was that the post-2002 PT leadership 
came up with the \"hair-brained and perversel scheme for 
illegal financing that is at the center of current 

investigations in response to pressures from small 

allied parties -- the PTB 

media specialist Duda Mendonca. In this version 

nothing to do with these arrangements. Indeed 

treasurer Delubio Soares was \"not his guy\" -- Soares came 
from the labor movement -- and Dirceu never wanted him in 
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such a sensitive post. Dirceu also criticized as weak both 
ex-PT President Jose Genoino and acting PT president Tarso 
Genro (who currently is trying to wrest control of the PT 

from the powerful Dirceu faction). 


4. (C) This defense was interwoven with criticisms by Dirceu 
of the Lula government. Lula does not do much on his own 
initiative 

more attention to cultivating legitimate corporate funding 
sources in the wake of 2002 elections. He also should have 
brought the PMDB and other large 

the government earlier and rewarded them with ministerial 
posts. Dirceu said he had wanted to finish up with the 
ministerial re-shuffle and go back to Congress long before he 
could get the president to do anything about it. Importantly 
Lula is mishandling the current crisis 


5. (C) As a result of these failings and the unfolding 
debacle 

re-election next year. Indeed 

may not run V'if he gets depressed.V Dirceu views a PSDB 
candidate as the probable victor (Sao Paulo Mayor Jose Serra 
was his forecast) 

administration will be able to govern effectively. Dirceu 
was more optimistic about the future of the PT 

after a few years of rehabilitation and recovery. Dirceu said 
he thinks his faction will win again in the September party 
election 


6. (C) Comment. Dirceu disassociated himself utterly from any 
blame for the scandals engulfing his party and Lula 
government 

recent testimony before the congressional ethics committee. 
Both positions are widely regarded as ludicrous by Brazilian 
politicians and journalists who have followed Dirceu\'s career 
and understand both the extent of his power within the GOB as 
a minister and the iron grip he exerts over the PT even 

today. We share in the skepticism. Beyond that 

sincerity of Dirceu\'s professions about his own future may be 
doubted 

a single-minded pursuit of power. But 

is being realistic. It looks highly likely that Dirceu will 

in fact 

Further 

is Dirceu\'s creature 

that show Lula losing to PSDB candidates 

may be waning. For now the only things for Dirceu to do are 
try to avoid further serious charges 

behind-the-scenes influence through domination of the PT by 
his faction 

life. On this 
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including leaving Brazil for several months to go to the US 
for the purpose of learning English and writing a book. 
Dirceu\'s departure from the political scene would be a 
watershed 

Brazilian politics. Yet we cannot quite bring ourselves to 
believe that this ruthless and brilliant chameleon is willing 
to go so quietly into the night -- not just yet. 


DANILOVICH 
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registrations 

that disadvantages foreign business. At the same time 

trading and distribution rights continue to be a worry 

draft legislation and as part of BTA implementation. END SUMMARY, 


2. (SBU) Approximately 20-30 representatives of U.S. companies and 
law firms 

the American Chamber of Commerce 

draft legislation being prepared by the GVN for VietnamVs 
accession to the World Trade Organization (WTO). Fred Burke 
managing partner of Baker & McKenzie law firm in Vietnam 
discussion. He reported that 

and protectionism on the part of the GVN is growing 

manifested primarily in decrees being drafted to supplement laws 
being passed by Vietnam\'s National Assembly 

Commercial Law 

Enterprise Law. 


3. (SBU) According to Burke 

franchising 

marketing 

particularly the Ministry of Trade (MOT) 

potential sources of graft by requiring what Burke termed \"baby\" 
permits (e.g. 

alleged that while the GVN is submitting \"sanitized\" laws for WTO 
review 

include lists that limit the number of categories in which foreign 
traders can participate and include burdensome 
registration/documentary requirements. (Note: The decrees to 
which Burke referred were not yet available publicly at the time 
of the meeting. They have since been posted 

the Ministry of Trade\'s website. End note.) 


4. (SBU) Dao Nguyen 

in Vietnam 

in territorial in-fighting through draft decrees 

\"The Prime Minister needs to put his foot down.\" She believes 
that while piling registration requirements into the decrees 
fundamental problems are being ignored. For example 

potential uncertainty between the investment and commercial laws 
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on the issue of distribution. According to Nguyen 

investment law notes that distribution will be subject to rules 
articulated by the Prime Minister\'s office 

law does not include distribution at all 

purchase agreements and agents. Nguyen\'s GVN contacts tell her 
currently no one is working on distribution rules as part of the 
investment law. All of this leaves a major issue in a legal and 
bureaucratic gray area. The GVN needs to do a better job at 
considering new laws and regulations in relation to each other 
Nguyen said. 


5. (SBU) Trading and distribution rights were a major focus of the 
AmCham discussion. Legal experts and company representatives 
sitting around the table expressed strong dissatisfaction both 

with VietnamVs record on implementing its trading and distribution 
obligations under the Bilateral Trade Agreement (BTA) and with 
overall restrictions on trading and distribution. Walter Blocker 
managing director of Gannon Vietnam Limited 

VietnamVs recent attempt to meet BTA trading/distribution 
obligations by providing a point-of-contact in a diplomatic note 
(reftel) was thus far unsuccessful 

individual through the contact details provided. (Note: Econoff 
also called the number and got no answer. Embassy Hanoi is 
following up with the Ministry of Trade to seek to correct this 
problem. End Note.) 


6. (SBU) Other company representatives voiced their concerns more 
generally on limits on trading and distribution rights. Mark 

Gillin 

company based in Vietnam 

trading and distribution rights result in higher costs and greater 
inefficiency for foreign companies seeking to get their products 

into Vietnam. Burke believed that limits on trading and 

distribution rights were among the major reasons many companies 
decided not to enter Vietnam\'s market. He said that almost all 

the companies that come to him to inquire about doing business in 
Vietnam express disappointment upon learning that they cannot sell 
directly into the Vietnamese market 

Vietnamese intermediary. All the meeting participants agreed that 
phase-ins for trading and distribution rights provided in Annex G 

of the BTA were too slow. 


7. (SBU) COMMENT: The meeting concluded with a decision to update 
AmCham\'s WTO position paper 

concerns. EconOff and Post Commercial Officer urged companies to 
report to the USG on BTA implementation problems and WTO 
priorities. U.S. business here clearly realizes that time is 

growing short to speak up on these issues. 


8. (SBU) On August 16 
meeting of the Hanoi AmCham. The attendees included not only U.S. 
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business representatives 

representatives of other embassies. Burke focused on Vietnam\'s 
efforts to join the WTO and on implementation of the Bilateral 

Trade Agreement (BTA) 

complaints about restrictive regulations on trading and 

distribution rights that he had made previously in Ho Chi Minh 

City. He urged U.S. businesses to provide him with their views so 

that he could update the AmCham\'s position paper on Vietnam\'s WTO 
accession. 


WINNICK 
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TRIBUNE DEVOTES PROMINENT FRONT-PAGE AND EDITORIAL COVER 
CHINAYS \"BANKING BIG-BANG.\" ITS TWO-PAGE INSIDE REPORT 
ANALYZES CHINA\'S ATTRACTIVENESS FOR FOREIGN INVESTMENT IN 
BANKING SECTOR. BANK OF AMERICA 

CONSTRUCTION BANK 


BUT GAZA\'S DISENGAGEMENT AND SHARON\'S \"POLITICAL REALISM\ 
TODAY\'S LEAD EDITORIAL STORIES 

LES ECHOS SHARING SIMILAR POINTS OF VIEW. (SEE PART C) 
SECRETARY RICE\'S INTERVIEW IN THE NEW YORK TIMES IS PICKED L 


SIPDIS 
IN LA CROIX 
RICE ASKS THAT THE PROCESS "NOT STOP WITH ΘΑΖΑΛΝ" 


THE MILITARY SHOW OF FORCE BY MOSCOW AND CHINA IS REPORTE 
LE FIGARO AND LIBERATION 

ARE FLEXING THEIR MUSCLES. THEIR JOINT MILITARY OPERATIONS A 
A DEMONSTRATION OF FORCE AIMED AT WASHINGTON. ACCORDING 
PARTICIPANTS 

MATTERS OF DEFENSE AND IN THE FIGHT AGAINST INTERNATIONAL 
TERRORISM. BUT BEHIND THE DIPLOMATIC LANGUAGE THERE IS A 
DESIRE TO DEMONSTRATE TO THE U.S. 

PRESENT IN CENTRAL ASIA 

SOMETHING. THIS DEMONSTRATION OF FORCE IS SURE TO WORRY 
WASHINGTON. 


IRANYS NUCLEAR FUTURE IS THE BASIS FOR AN OP-ED BY RESEARCF 
THERESE DELPECHE IN LE FIGARO. (SEE PART C) 


RIGHT-OF-CENTER LE FIGARO REPORTS THAT WASHINGTON WANT: 
CHANGE THE IMAGE OF GUANTANMO\" IN AN ARTICLE BY WASHINGTC 
CORRESPONDENT GUILLEMETTE FAURE: \"ТНЕ BUSH ADMINISTRATIC 
NOT WANT AN INDEPENDENT INQUIRY ON GUANTANAMO. IT IS ALSO 

LOOKING TO DEFUSE THE PROJECT BY THREE REPUBLICAN SENATO! 
WANT TO DRAFT A BILL MAKING “CRUEL AND INHUMAN OR DEGRADIN 
TREATMENT OF DETAINEESY ILLEGAL. HENCE THE ADMINISTRATIONY 
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SERIOUS PUBLIC RELATIONS EFFORTS TO MAKE GUANTANAMO LOOF 
BETTER. IN THE COMING YEAR 

BE SENT BACK TO THEIR COUNTRIES." 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
MIDDLE EAST- GAZA DISENGAGEMENT 


VTHE TWO SHARONS\" 

LEFT-OF-CENTER LE MONDE IN ITS UNSIGNED EDITORIAL (08/19): 
VWHAT WILL THE POST-GAZA LOOK LIKE? ONE MIGHT BE INCLINED ΤΙ 
WONDER WHETHER SHARON'S LATEST DECLARATIONS ABOUT "PUR 
THE SETTLEMENTS IN THE WEST BANK WILL NOT GO THE WAY OF PA 
DECLARATIONS ABOUT “MAINTAINING AT ALL COSTS\' THE SETTLEME 
IN GAZA. EVEN IF SHARON'S UNILATERAL DISENGAGEMENT FROM ΘΙ 
WENT PROBABLY AGAINST HIS OWN DEEP BELIEFS 

THROUGH WITH THE PULLOUT 

HISTORICAL PROPORTIONS FOR HIS COUNTRY AND ITS RELATIONSH 
THE PALESTINIANS. SHARON HAS DONE WHAT NONE OF HIS 
PREDECESSORS 

DISMANTLE SETTLEMENTS WITHOUT ANY “COUNTERPART\' 
BECAUSE ISRAEL CAN NO LONGER KEEP THEM AND HAS AN OBLIGAT 
TO LEAVE. IN SHORT 

TOMORROW 

WEST BANK. IT IS FAIR TO HOPE THAT 

HE ALREADY KNOWS DEEP DOWN THAT THE FUTURE OF THE ISRAEL 
PALESTINIAN RELATIONSHIP PASSES NECESSARILY THROUGH THAT : 
NEW ROAD.\" 

\"SHARON AND THE TEST OF GAZA\" 

YVES THREARD IN RIGHT-OF-CENTER LE FIGARO (08/19): \"THE 
DISENGAGEMENT FROM GAZA WAS QUICKER THAN EXPECTED. WEN 
NEVERTHELESS REMAIN CAUTIOUS. SHARON PREPARED THE MILITAF 
FINANCIAL ASPECTS OF THE PULLOUT WELL AND FAR IN ADVANCE. C 
THE PALESTINIAN SIDE 

POLITICS 

IS SAVORING ITS VICTORY AS IF THE ISRAELI DISENGAGEMENT WAS 
PROOF OF THE EFFECTIVENESS OF ITS COMBAT. HAMAS IS А TERRO! 
ORGANIZATION AND WILL REMAIN SO. BOTH SIDES HAVE MUCH AT 
STAKE 

PROCESS IS NOT BACK ON THE RAILS 

ITS PREMISE HAS CHANGED. THE WEST HAS AN IMPORTANT CARD T( 
PLAY IN THE ECONOMIC DEVELOPMENT OF GAZA TO KEEP IT FROM 
FALLING INTO CHAOS AND BECOMING A BREEDING GROUND FOR 
TERRORISTS. SHARON FOR HIS PART HAS MADE A GESTURE NO ONE 
EXPECTED. THE MAN REMEMBERED FOR SABRA AND CHATILA HAS B 
DURING HIS CAREER 

ACTING WITHOUT A PLAN. SHARON HAS NEVER SHARED IN THE DRE/ 
ERETZ ISRAEL. POLITICAL REALISM IS WHAT DICTATES HIS POLICY. 
AND HE KNOWS THAT IN THE END THE ROAD TO PEACE WILL BEGIN А 
END IN JERUSALEM.\" 
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\"FIRST STEP 

RIGHT-OF-CENTER LES ECHOS\'S EDITORIAL (08/19): "SHARON HAS W 
THE FIRST SET OF HIS GAME PLAN. THE MAIN QUESTION NOW IS 
WHETHER THE SECOND SET WILL BE PLAYED OUT AROUND A NEGOT 
TABLE OR IN THE STREETS. THERE IS LITTLE TIME LEFT BEFORE 
CHOOSING.\" 


IRAN 


\"FOR IRAN 

RESEARCHER THERESE DELPECHE IN RIGHT-OF-CENTER LE FIGARO 
(08/19): "THE QUESTION TODAY IS HOW MUCH MORE TIME DOES IRAN 
NEED FOR ITS URANIUM CONVERSION. ESTIMATES SUGGEST ABOUT 
MONTH AND A HALF. THE OTHER QUESTION IS ABOUT WHEN THE ISS 
WILL BE PUT BEFORE THE UNSC. THE UN GENERAL ASSEMBLY\'S AGE 
FOR SEPTEMBER IS UN REFORM. SUCH AN IMPORTANT TOPIC CANNC 
"POLLUTED\ WITH THE IRANIAN ISSUE. THEREFORE NOTHING WILL BI 
DONE BEFORE THE END OF SEPTEMBER. BY THEN 

TO THREATEN IRAN 

PLAYERS. IRAN WILL THEREFORE HAVE ITS BOMB 

EUROPEANS 

"UNACCEPTABLEV WILL HAVE TO DEAL WITH THE CONSEQUENCES OI 
CHOICES THEY MADE IN AUGUST 2005." HOFMANN 
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is vacation season in Spain.\" 


2. (C) Separately 

August 17th 

efforts to obtain assistance from Spain and appealed to the 
U.S. for support. SECDEF reminded Gonzalez that the GOPVs 
decision to sign an Article 98 agreement would facilitate 
delivery of assistance. ODC reps advised that the Embassy 
was exploring avenues for assistance. 


3. (SBU) Comment: The fact that Paraguay continues to pursue 
support for Paraguayan troops to participate in MINUSTAH 
suggests that the GOP agrees that Latin American Troop 
Contributing Countries must remain steadfast about military 
commitments to MINUSTAH. The Ambassador will raise the issue 
in his next meeting with FM Rachid. 

KEANE 
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Dekalim 

themselves in the synagogue emerged after lengthy talks 
with the security forces. The media note that 16 of 

the 21 Gaza Strip settlements were evacuated. 
HatzofeVs banner compares the evacuation with the 
destruction of the two Temples. This morning 

electronic media are reporting that the security forces 
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are continuing the operation -- at first in the 
settlement of Gadid 

resistance. Israel Radio reported that the cabinet 
will vote Sunday on the evacuation of northern West 
Bank settlements. 


Jerusalem Post quoted FM Silvan Shalom as saying in an 
interview held with the Kuwaiti newspaper Al-Rai Al-Aam 
on Wednesday that Gaza would serve as a model 

that if the PA dismantled the terrorist infrastructure 

and \"peace and quiet reign in the region 

able to move forward and return to the road map." 
Shalom warned that Israel would not \"take a new risk\" 

if the Palestinians resume their attacks from Gaza and 
that Israel was now expecting Palestinian actions 

not excuses. 


Israel Radio reported that there still is no 

arrangement with Egypt regarding the transfer of rubble 
from settlers\' houses slated for demolition. The 
station says that The Palestinians have made the 
transfer of the rubble to Sinai conditional on the 
attainment of an agreement regarding the operation of 
the border crossing in Rafah. Israel Radio reported 
that officials in Jerusalem have decided that if an 
agreement is not reached in the coming days 

will leave the building debris in place. 


Yediot reported that Agriculture Minister Yisrael Katz 
(Likud) demanded on Thursday that Sharon convene an 
urgent cabinet debate about Secretary of State 
Condoleezza Rice\'s remarks to The New York Times this 
week regarding the continuation of the peace process. 
Katz was quoted as saying: \"Rice\'s declaration proves 
that there is no basis for the Prime Minister\'s 

statement that there will be no further disengagement.\" 


HaVaretz 

Times as saying Thursday that David Satterfield 
former State Department official who is deputy to the 
U.S. Ambassador to Iraq 

-- but not by name -- in the indictment against former 
AIPAC official Steve Rosen as one of the senior U.S. 
officials who discussed classified material with the 
defendant. Yediot\'s headline reads: \"Another Israeli 
\'Mole\ in U.S. Administration." 


HaVaretz reported that on Thursday 

youths vandalized the gas station at the entrance of 
the northern West Bank settlement of Sa-Nur. The 
station is owned by a native of the adjacent village of 
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Jebaa who is a Canadian citizen. This morning 

Radio reported that Sa-Nur expelled two young extremist 
outsiders seen as responsible for the criminal act. 


A Yediot/Mina Zemach (Dahaf Institute) poll: 

-59 percent of Israelis support the disengagement: 37 
percent are opposed; 4 percent are undecided. 

A"How would you grade the police and IDFYs performance 
during the evacuation?\" Very good: 62 percent; good: 

27 percent; not good: 7 percent; very bad: 4 percent. 
-\"What is your evaluation of the PM\'s leadership 
regarding disengagement?\" Very good: 28 percent; good: 
33 percent; not good: 14 percent; not good at all: 22 
percent; 3 percent are undecided. 


Senior columnist Dan Margalit wrote in popular 
pluralist Maariv: V[Sharon] wanted to dodge the 
implementation of the Vroad mapY and was afraid to 
deceive George W. Bush. Therefore 

offer him an alternative plan." 


Senior columnist and chief defense commentator Zeev 
Schiff wrote in independent 

\"There are two faces to the disengagement from the Gaza 
Strip that 


Senior columnist and longtime dove Yoel Marcus wrote in 
HaVaretz: \"Now itVs the Palestinian Authority\'s turn 

not to miss an opportunity that has fallen straight 

into its hands like a gift from heaven.... Only Sharon 
could evacuate Gaza 

toward peace. Don\'t pass him by.\" 


Political parties correspondent Sima Kadmon wrote in 
mass-circulation 

finds it hard to find a political direction at this 

time" 


Editorial Page Editor Saul Singer wrote in 
conservative 
York] Times\'s eyes 
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gathered to evict settlers was the night of the living 
dead 

haunt the region 

must be Bush\'s top peacemaking priority.\" 


Nationalist 
Minister Sharon ... turned a blind eye to the fact that 
Jews have resided in the Gaza Strip for six centuries.\" 


Block Quotes: 


|. “Тһе Plan Wasn't Born of Terror or Corruption" 


Senior columnist Dan Margalit wrote in popular 
pluralist Maariv (August 19): V'The question regarding 
the reason why Ariel Sharon broke his promise to the 
Likud voters and adopted the unilateral disengagement 
plan is significant at this time and charged with 
meaning for the future.... Disengagement was born in 
the Prime Ministers entourage. The idea wasn't even 
new. [Then-Likud cabinet minister] Roni Milo proposed 
it to Yitzhak Shamir during the 1992 elections. It was 
rejected and the Likud lost. Amram Mitzna presented it 
on a smaller scale during the 2003 elections 

too. It was later revived [among Sharon advisers]. 

This was neither because Palestinian terrorism 
succeeded 

corruption quagmire 

implementation of the Vroad mapY and was afraid to 
deceive George W. Bush. Therefore 

offer him an alternative plan. V 


Il. “Тһе Two Faces of Disengagement\" 


Senior columnist and chief defense commentator Zeev 
Schiff wrote in independent 

(August 19): \"There are two faces to the disengagement 
from the Gaza Strip that 

contradictory. The positive aspect is reflected in 
Israel's success in shortening the military lines 
logically and ceding territory that effectively is of 

no strategic importance to the country.... The negative 
aspect of the disengagement is reflected 

the uncertainty of who will rule in the Gaza Strip 

after the evacuation and whether a new round of 
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violence will erupt. This situation is compounded by 
the fact that the Palestinians feel 

extent justifiably 

Gaza is their victory.... The Palestinians do not 

accept the fact that Israel took an important 

fraught move via the disengagement and now it\'s their 
turn to play their part.... [If terrorist activity is 

resumed] 

unwilling to go ahead with implementing the road map. 
This will certainly be the case if it turns out that 

lifting the siege of the Gaza Strip is bringing about 
large-scale arms smuggling and the entry of 
international Islamic terrorists. The Palestinians\' 
political aspirations will again be halted and the 
prospect of another disengagement will vanish.\" 


III. This Is Just the Beginning" 


Senior columnist and longtime dove Yoel Marcus wrote in 
HaVaretz (August 19): Hamas is already boasting that 
Israel has left Gaza with its tail between its legs. 

My answer to these guys is that humiliation 

want to call it that 

do they want to do? Bring back terrorism and catapult 
Israel\'s fanatics and rebels into power? And an aside 
for those loudmouths in Hamas: quit the heroics. 
Nowadays you can\'t even go out without your masks on 
for fear of being identified. Now it\'s the Palestinian 
Authority\'s turn not to miss an opportunity that has 
fallen straight into its hands like a gift from heaven. 
Tone down the hostile rhetoric 

organizations 

mortars 

negotiate a settlement with Israel. Only Sharon could 
evacuate Gaza 

toward peace. Don\'t pass him Бул" 


IV. \"Alone\" 


Political parties correspondent Sima Kadmon wrote in 
mass-circulation 

19): \"Sharon finds it hard to find a political 

direction at this time. Reason makes him turn 
rightwards; however 

recently acquired -- this being conditional support 
anyway. Sharon has no illusion: that Left/Center camp 
didn\'t really discover a new Sharon. He just found 
temporary partners who would implement his worldview. 
Should Sharon turn leftwards 

preexisting problem 

to recognize its might: his relations with the Left and 
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his cradle -- the Likud.\" 


V. \"Lesser Israel 


Editorial Page Editor Saul Singer wrote in 
conservative 

\"Greater Israel is dead; long live Greater Israel 
[Ethan Bronner in] The New York Times [Tuesday).... 
Reading the Times ... one might think there was nothing 
more alive and menacing that the \'threat\' of Greater 
Israel. After briefly praising Israel for VfinallyV 

taking such an obvious step 

VSharon seems to think that withdrawing from Gaza will 
buy Israel time to consolidate in the West BankV.... In 
the Times\'s eyes 

gathered to evict settlers was the night of the living 
dead 

haunt the region 

must be Bush\'s top peacemaking priority. Could we 
return to earth for a moment 

Greater Israel are no longer the principal obstacle to 
peace 

Palestine.... Even the most moderate Palestinian 
asserts that Israel in its entirety sits on \'stolen\' 
Palestinian land 

recognized de facto 

legal right to exist." 

VI. VSharon Is Putting Out Gush Katif's Candle" 
Nationalist 

19): VPrime Minister Sharon and his cabinet members 
turned a blind eye to the fact that Jews have resided 
in the Gaza Strip for six centuries. The Strip is an 
integral part of the Land of Israel. For some reason 
they decided that Gaza wasnt a part of the Land of 
Israel. Moreover 

Kfar Darom was established ... in 1946 
independence 

Fund.... Gush Katif used to exalt Israel; the Sharon 
government is blowing out that candle." 


KURTZER 
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1 meeting will shape SpainVs views. We have little sense for 
how active Spain will be in the September 1 meeting in 
Brussels. 

AGUIRRE 
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so. Bouteflika insisted that Algeria would respect the 
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outcome of a referendum no matter what it was 

be a party to negotiations with Morocco on behalf of the 
Sahrawis. Bouteflika sharply complained about Morocco\'s 
last-minute cancellation of a planned meeting with King 
Mohammed in Rabat in June by Prime Minister Ouyahia 

he could not accept \"dealing with diplomatic relations in 

such an irresponsible manner.\" Referring to advice from 
Presidents Bush and Chirac that he bear in mind King 
MohammedNs youth 

and will not turn my other cheek.\" Algeria was ready to 
discuss \"objective interests\" with Morocco 

Moroccans were \"serious.\" Senator Lugar noted that President 
Bush had asked him to undertake this humanitarian mission 
adding that the U.S. wanted Algeria and Morocco to reopen the 
land border and reengage at the highest level. Did 

Bouteflika think the Moroccans understood his position on a 
referendum? Bouteflika said the Western Sahara had been on 
the UNVs agenda since the 1970s. Algeria favored respecting 
international law and was defending the right of 
self-determination 

partner on the fate of the Western Sahara with France 
Morocco or the U.S. End summary. 


LUGAR MISSION 


2. (U) Senate Foreign Relations Chairman Senator Richard 
Lugar and his delegation 

Commander in Europe General James Jones 

August 17-18 as part of a Presidential Mission to oversee the 
release of the last 404 Moroccan POWs held by the Polisario 
Front in Tindouf. Senator Lugar 

and members of Lugar\'s delegation met with President 
Abdelaziz Bouteflika for two and a half hours the morning of 
August 18 before flying to Tindouf. NEA DAS Gray 

General Gration 

the meeting 

Chief of Staff Belkheir 

Council of the Nation President Bensalah 

Delegate for Maghreb and African Affairs Messahel. Septel 
reports Lugar and Bouteflika\'s discussion of U.S.-Algerian 
relations and a number of regional issues. 


A HUMANITARIAN MISSION 


3. (C) Senator Lugar began by conveying the greetings of 
President Bush 

to secure the release of the Moroccan POWs. The initiative 

taken by Bouteflika should create new opportunities for 

Algeria and Morocco and develop momentum toward resolving the 
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Western Sahara conflict. Lugar noted the UNSYG\'s appointment 
of a new personal envoy 

the UNVs support as well. Bouteflika warmly welcomed Senator 
Lugar and his delegation 

Senator\'s record of reaching consensus. Bouteflika said he 
was aware that there were some concerns in Washington about 
Lugar\'s planned meeting in Tindouf with Polisario leader 
Abdelaziz 

since this was a strictly humanitarian mission. The 

Sahrawis 

should \"not offend anyone from the land of Washington and 
Wilson 

founding father of the idea of self-determination. 


4. (C) Bouteflika recalled his first meeting with President 
Bush in 2001 

ready to work with James Baker. Bouteflika promised the 
President he would work cooperatively with Baker and had done 
so (i.e. 

to accept it as well) until Baker had resigned. Baker\'s 
resignation had left a vacuum in the settlement process that 
still had not been filled. Bouteflika praised Baker for 

being able to see the needs of both sides 

Polisario\'s. Baker \"represented the American values we 
admire.\" 


WESTERN SAHARA NOT A CASUS BELLI 
BUT POLISARIO HAVE THE RIGHT TO FIGHT 


5. (C) Recalling the Houston Agreement negotiated by Baker 
with Morocco and the Polisario 

been out of politics then. But at the time 

the agreement flawed because it did not set a deadline for 
implementation. He said that if he had been the Polisario 

he would have signed the agreement but insisted on the right 
to take up arms after six months or one year if it were not 
implemented. The Polisario was now paying the price for not 
insisting on a time limit. 


6. (C) Bouteflika said that when he became President in 1999 
he had taken a position that was not completely accepted at 
the time by the army and intelligence services 

Western Sahara would never be a casus belli for Algeria. The 
Polisario cannot drag Algeria into war 

they decided to fight \"on their own territory 

their decision. If they did so 

fight in Western Sahara and then return to Algeria as a base. 


MOROCCO MUST GO BACK TO UN 
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7. (C) Bouteflika said he had urged Morocco to return to the 
UN framework. When Iraq invaded Kuwait 

community mobilized itself 

considered a \"mere tribal issue" even though it had been a 
Spanish colony. Bouteflika criticized Spain 

Spanish Socialists had not been honest with the Sahrawis. 
From time to time 

negotiations with France 

conflict. Algeria 

Sahara and would not negotiate on the Sahrawis\' behalf. 
Bouteflika stressed that he was only advocating 
self-determination 

Morocco wanted improved relations with Algeria 

would not respond until Morocco agreed to return to the UN 
framework. The only thing Algeria asked of Morocco was to 
accept UNSC resolutions and international law. That is my 
sincerest hope 


ALGERIA WILL ACCEPT RESULT OF REFERENDUM 


8. (C) Bouteflika said he was ready to sign a document now 
committing Algeria to accept the result of a referendum 
whichever way it turned out. He said he realized a 
referendum was a \"Pandora\'s box 

the outcome. Algeria would defend the right of 
self-determination even if it was the last UN member-state to 
do so. 


ҮІ AM NOT JESUS CHRIST" 


9. (C) According to Bouteflika 

Morocco had started to gain momentum earlier this year. 
Prime Minister Ouyahia was ready to visit Rabat with a large 
delegation. There were many bilateral agreements with 
Morocco dating to the 1960s and they were in serious need of 
review. The Moroccans informed Bouteflika that King Mohammed 
would see Ouyahia and his delegation. Then 

later 

favorable" for the visit 

months in advance. Bouteflika underscored that he could not 
accept dealing with diplomatic relations Yin such an 
irresponsible manner. Morocco would always be Algeria\'s 
neighbor 

along. But it was unacceptable to handle serious issues in 

an \"infantile manner.\" Bouteflika said that in his 

discussions with Presidents Bush and Chirac 

leaders 
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veteran diplomat. But 
will not turn the other cheek. 


10. (C) Bouteflika recalled that he was born in Morocco and 
knew that country very well. Morocco stood to gain a great 
deal from reopening the land border 

depended on trade with the Oran region of Algeria. Even with 
the border closed 

from smuggling 

interests in better relations 

discuss normalizing relations they must be serious about how 
they treat Algeria. 


11. (C) Turning to the Arab Maghreb Union 

that if the Libyans organized a summit 

order to make it a success 

as Morocco returned to the UN framework for the Western 
Sahara 

AMU. 


U.S TRIES TO DO THE RIGHT THING 


12. (C) Senator Lugar said the United States tried to act in 

a manner consistent with democratic values of human rights 
and respect for the right of self-determination that 

Bouteflika had mentioned. The U.S. acted even when its own 
national interests were not directly engaged when it was the 
right thing to do. It was in this context that President 

Bush had asked that the Senator undertake this mission. The 
President respected BouteflikaVs initiative to gain the 

release of the prisoners and was looking for ways to improve 
Algerian-Moroccan relations. The U.S. believed the two 
countries should reopen their border and reengage at the 
highest level. The U.S. wanted to work with Algeria to see 
how we could make a difference. 


13. (C) Senator Lugar asked whether Bouteflika thought the 
Moroccan Government understood his position that Algeria 
would support the results of a referendum no matter what they 
were? Was the question of who would have the right to vote 
still a significant issue? What were the other principal 

issues? Bouteflika said the Western Sahara was not a new 
issue for the UN. Baker had done very good work 

UNSYG had a complete list of voters in a referendum. Algeria 
will accept the results of a referendum 

mean it would V'condone Moroccan tricks.\" The Western Sahara 
has been on the UN agenda since the 1970s 

as Brunei 

independent. Algeria supported respecting international law. 
It would not accept being a negotiating partner on the 
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Western Sahara with France 
States 

self-determination. 


14. (U) Senator Lugar did not have an opportunity to clear 
this message. 


15. (U) Minimize considered. 
ERDMAN 
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National Assembly Chairman Mamadou Coulibaly 


*** LE MONDE 8/18/2005 
VMBEKI MEDIATION CRTICIZED BY IVOIRIAN OPPOSITION\" 
correspondent in Johannesburg Fabienne Pompey 


*** LA CROIX 8/17/2005 
VJULES YAO YAO POINTS THE FINGER AT GBAGBOVS ENTOURAG 
Laurent d\'Ersu 


*** LIBERATION 8/11/2005 
VIVOIRIAN ECONOMY REACHES CRISIS POINT" 
VFRANCE NO LONGER IN FAVOR 
Abidjan Thomas Hofnung 


*** LA CROIX 8/9/2005 
VSOME LEADERS WILL DO ANYTHING ТО RETAIN POWER\" 
with colonel Yao Yao by Laurent d\'Ersu 


*** LIBERATION 8/8/2005 
VIN REBEL-HELD MAN REGION 
special correspondent in Man Thomas Hofnung 


*** LIBERATION 7/30-31/2005 
\"REBELLION OF AN ARMY OFFICER\" 


3. MAURITANIA 
*** LE MONDE 8/10/2005 
VNOUAKCHOTT JUNTA STRIVES TO REASSURE MAURITANIA\'S 
PARTNERS\" 
\"DOWNTOWN NOUAKCHOTT IS SERENE AND RIFE WITH RUMOR\" 
MPO 
- VPROFILE OF A QUIET COUP LEADER 
MPO 


*** LE MONDE 8/7-8/2005 
VSACKED PRESIDENT SAYS COUP IS SENSELESS\" 


*** LE MONDE 8/6/2005 
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VNEW REGIME CLAIMS IT WANTS PEACEFUL TRANSITION\" 
Philippe Bernard 


*** LA CROIX 8/5/2005 
- VMAURITANIA COUP HAPPENED SOFTLY\" 


*** LIBERATION 8/4/2005 
VFRANCE KEEPS SILENT ABOUT COUP\" 


*** LE MONDE 8/5/2005 
V MILITARY COUP UPSETS PRESIDENT OULD TAYA\" 
Bernard 


*** LIBERATION 8/4/2005 
\"PALACE REVOLUTION IN MAURITANIA\" 


*** LE FIGARO 8/4/2005 
\"ARMY ASSUMES POWER IN NOUAKCHOTT\" 


4. NIGER 
*** LE MONDE 8/12/2005 
“FOOD CRISIS HITS NOMADIC PEUL AND TUAREG CATTLE FARME 
by special correspondent in Niamey Robert Belleret 
VCATASTROPHE RESULTS FROM DROUGHT AND LOCUSTS\" 
Christiane Galus 


*** LIBERATION 8/9/2005 
VMARKET DISTORSIONS\" 
\"AFTER THE SOUTH 
Bloch 


*** LE MONDE 8/6/2005 
VLESSONS TO BE DRAWN FROM A TO-BE-EXPECTED FAMINE\" 
Philippe Bernard 


*** LE MONDE 8/4/2005 
VNGOS FIGHT TO SAVE HUNGRY CHILDREN!" 
correspondent in Djan Toudou Robet Belleret 


*** LE FIGARO 8/1/2005 
VDOUSTE-BLAZY 'HAMMERSY HIS CONCEPTION OF HUMANITAIRA 
by special correspondent in Niamey Francois Hauter 


*** LE FIGARO 7/30-31/2005 
\"NIGER RACKED BY FAMINE\" 
\"HOW THE FRENCH OPERATION WAS LAUNCHED\" 
VNIGERVS TRAGEDY IN FIVE QUESTIONS 
correspondent in Niamey Francois Hauter 
- VWORLD WAS LATE IN REACTING\" 
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VFOUR-YEAR OLD AMINOU 
Teman in Maradi 


*** LE MONDE 8/1/2005 
V UNPRECEDENTED FOOD CRISIS HITS TENS OF THOUSANDS 
CHILDREN\" 
VCATASTROPHE DUE TO POLITICAL AND ECONOMIC CHOICES AS 1 
AS BY CLIMATE" 
Belleret 


*** LA CROIX 8/1/2005 
- VFRANCE AT NIGER\'S BEDSIDE\" 


5. CHAD 
*** LIBERATION 8/15/2005 
VCHAD DOES NOT CRY FAMINE\" 
Stephanie Braquehais 


6. SENEGAL 
*** LA CROIX 8/3/2005 
VTHE SECK AFFAIR DIVIDES SENEGALESE LAWMAKERS\" 
correspondent in Dakar Christine Holzbauer 


7. CONGO BRAZZAVILLE 
*** LE MONDE 8/19/2005 
VACQUITTAL AT "BEACHV TRIAL" 


*** LIBERATION 8/18/2005 
VACQUITTALS AFTER MASSACRES\" 


*** LIBERATION 8/5/2005 
VBEACH TRIAL: AMBIVALENCE PREVAILS\" 


8. BURUNDI 
*** LA CROIX 8/18/2005 
VPORTRAIT OF PIERRE NKURUNZIZAW 


9. SUDAN 
*** LE MONDE 8/13/2005 
VVICE-PRESIDENT SALVA KIIR COMMITS TO PURSUING 
RECONCILIATION\" 
Philippe Remy 


*** LIBERATION 8/12/2005 
VJOHN GARANG\'S SUCCESSOR PLEADS FOR SUDANVS UNITY" 
Laure Colson 


*** LE MONDE 8/9/2005 
VJOHN GARANG\'S BURIAL IN JUBA\" 
Juba Jean-Philippe Remy 
VTIME IS GETTING SHORT FOR RECONCILIATION\" 
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\"PORTRAIT OF SALVA KIIR\" 


*** LE MONDE 8/7-8/2005 
VAFTER RIOTS 
correspondent in Khartoum Jean-Philippe Remy 


*** LE MONDE 8/5/2005 
VKHARTOUM PROMISES TO INVOLVE FORMER SUDANESE REBELI 
GARANG INVESTIGATION 
Remy 


*** LA CROIX 8/3/2005 
VJOHN GARANG WILL NOT BE EASILY FORGOTTEN\" 
d\'Ersu 


*** LE MONDE 8/3/2005 
\"SALVA KIIR 
correspondent in Nairobi Jean-Philippe Remy 


*** LE FIGARO 8/2/2005 
VGARANGVS DEATH COMPROMISES РЕАСЕ\" 
\"REBEL CHIEF TURNED VICE-PRESIDENT\" 


*** LA CROIX 8/2/2005 
\"JOHN GARANG\'S DEATH ROCKS SUDAN" 


*** LIBERATION 8/2/2005 
\"JOHN GARANG\'S DEATH IS A BLOW TO PEACE\" 


*** LE MONDE 8/2/2005 
VRIOTS IN KHARTOUM AFTER JOHN GARANG DIES" 
Bernard 


*** LIBERATION 7/30-31/2005 
VKHARTOUM DRAWS A CURTAIN OVER DARFUR RAPES\" 
correspondent in Nyala Christophe Ayad 


*** LE MONDE 8/1/2005 
VWHY REFUGEES IN KALMA CAMP REFUSE TO LEAVE ITV 
correspondent in Nyala Philippe Bernard 


10. GUINEA BISSAU 
*** LE MONDE 8/12/2005 
- VSIX YEARS AFTER BEING EVICTED 

RE-ELECTED\" 

11. ZIMBABWE 

*** LE MONDE 8/19/2005 

“GOVERNMENT RESUMES CITY BEGGARS\'HUNT\" 

Johannesburg Fabienne Pompey 
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12. BRAIN DRAIN 
*** LA CROIX 8/18/2005 
- VAFRICA IS WALKING ON ITS HEAD\" 


13. Minimize considered. 
(ARS) HOFMANN 
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In fact 
President. 


3. (U) Background: At the time the agreement was signed 
the Nigerian Solicitor-General (the highest ranking civil 
servant in the Ministry of Justice and the official who 

executed the Article 98 Agreement on behalf of the GON) І.А. 
Ayua indicated in a July 14 

Ambassador Jeter that the GON had deemed the Article 98 
agreement an executive agreement. Thus 

need to seek National Assembly ratification. End Background. 


4. (C) Comment: We think it unlikely that the President 

will take any action on the Senate\'s recommendation. 
President Obasanjo has established a track record of making 
decisions without seeking the National Assembly\'s approval 
for which the National Assembly occasionally threatens the 
President with impeachment. The most likely result of this 
resolution 

and one more count will be added to the ongoing feeble 
impeachment move (Ref B) 

Effectively 

the President 

likely to reply 

CAMPBELL 
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which he said signals the MODYs commitment to increase 
transparency in such high level purchases. 


WOOD 
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there did appear to be an improvement on the ground. Customs 
Director General Sezai Ucarmak and Habur Gate Director Rostem 
assured Econ Counselor on August 8 that the GOT was doing its 
best to facilitate truck processing. They provided figures 

that showed an increase in processing 

asserted that they were surpassing their perceived informal 
quota of 1000 daily tankers southbound (as well as 

prioritizing tankers over freight). They admitted that there 

had been some changes in personnel 

gate was open 24/7 for truck processing. The customs 
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officials noted that fewer trucks chose to use night-time 
hours (during a recent trip to Habur 

learned that semi-official processing facilitators did not 

work at night 

checked" on their own). They asserted that the gate was 
therefore operating at maximum physical capacity 

additional staffing would not alleviate the situation. The 
customs officials complained that the Iraqis batched convoys 
of trucks 

Turkish side (this has not been confirmed by other sources). 
Contrary to previous reporting (Ref B) 

said that the waiting line was about 7 km (vice what he said 
was erroneous reports of 70 km; the relatively short line was 
corroborated by ODC Officer on the ground.) 


3. (SBU) In an August 10 meeting with Econ Counselor 
Customs Under Secretary Cihat Ancin corroborated these 
assertions. He said that with increased security and 
cooperation on the Ігаді side 

increase from current 5 

interlocutors stressed near term projects to expand 
processing capacity at the gate. 


Measures to Ease Habur Gate Congestion: 


4. (SBU) Aside from building a second crossing (Per Ref A 
still stymied by disagreements about location) 

initiatives are in the works to expand existing capacity; 
however 

likely to fully solve the bottle neck. The Union of Turkish 
Chambers of Commerce (TOBB) has a contract on a 
Build-Operate-Transfer basis from the Turkish State to 
rehabilitate and expand the Habur Gate. According to Under 
Secretary Ancin 


SIPDIS 

30%. He expects construction to take 15 months 

capacity could be reduced by as much as 50% during this 
period 

efforts to avoid and minimize disruptions. Ancin said 
example 

additional areas to relieve accumulation at the gate (ODC 
Officer saw this area.) Note: We have received assurances 
that the construction would be phased to minimize disruption 
but assume that in reality there will be some periodic 
reduction of flow. End Note. 

5. (SBU) Another initiative is to create a pipeline across 

the border. State-owned Turkish Petroleum International Co. 
(TPIC) Vice President Sadi Gungor described its project to 
Energy Officer on August 11. He said that TPIC has completed 
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the Turkish portion of the 15 km pipeline 

SOMO to arrange Iraqi approval and to coordinate setting up 
receiving and measuring mechanisms. TPIC aimed to pump up to 
1500 tons per day 

rep stressed their willingness to help improve the situation 

in Iraq 

firms. He expressed extreme frustration with the challenges 
of working with the Iraqi side. Gungor described TPICYs 
efforts to establish a rail connection for shipping fuel via 
Syria (again for 1500 tons per day or 100 tanker equivalent); 
he said that unfortunately this scheme had been dropped 
because of unreasonable demands from Syria and security 
problems. 


SOMO Late Payments a Threat to the System: 


6. (SBU) The TPIC rep said that as of the week of August 15 
TPIC had stopped shipping gasoline to SOMO 

non-payment and/or arrears had breached $1 billion (of which 
TPIC held $200 million as the major shipper from Turkey). He 
said that this amount was beyond any reasonable limit; 
moreover 

mechanism on the part of the ITG. This number exceeded the 
then estimate from MFA of $600 million overdue (with another 
$300 million reportedly on the verge of becoming arrears). 


7. (C) MFA officials subsequently told Econ Counselor that 
SOMO then paid $230 million on August 17 

from SOMO to Turkish companies to $600 million 

million was in arrears. SOMO promised another payment of 
$150 million by August 19. MFA pointed out that SOMO had 
doubled its orders from Turkish companies as of July 1 
increasing Turkish companies involved to 30 from 16 
explanation for the growth in arrears. 


8. (C) Comment: Although Post believes that the Turks have 
made sincere short term efforts to facilitate fuel shipments 

to Iraq 

creating episodic problems requiring intervention by U.S. 
military logistics officers in the areas 

Embassy. GOT Customs appears to be effectively balancing the 
demands of tankers and freighters 

temperatures and tempers and periodic lines. GOT has put in 
place a number of initiatives to increase processing 

capacity 

will endure as long as there is just one gate. TPIC\'s claim 
that it has stopped shipping fuel to SOMO (without any effect 
on sustainment shipping) is difficult to measure on the 

ground 
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of SOMO non-payment is not sustainable. Large private 
companies had already exited the business and state company 
TPIC appears to have reached its limit on exposure to SOMO in 
the face of no collateral or guarantees. End Comment. 
MCELDOWNEY 
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religions\" in Turkey --- laic Sunni Islam and Kemalist 

statism --- and both of are authoritarian. There is limited 
freedom of thought 

religion. There is tremendous social and professional 
pressure to conform and people are not free to openly 
challenge Sunni Islam or the Kemalist state. The educational 
system 

reinforce this authoritarianism. 


6. (C) Comment. Yayla\'s analysis is accurate 

are all too rare in Turkey 

elite. Turkey has a democratic electoral system 
country's political 

highly authoritarian. Turkey 

reputation some give it for being the home of a moderate 
version of Islam (REFTEL). Turkish political parties --- 
especially the governing pro-Islam Justice and Development 
Party (AKP) and the ostensibly liberal center-right 
Motherland Party (ANAP) --- sometimes give lip service to 
liberalism 

intolerant of dissent 

pointed out 

it for their own personal (i.e. financial) and ideological 
purposes. End Comment. 

MCELDOWNEY 
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lay down its arms or pull its fighters out of Turkey. 

\"Aksam\" believes the PKK decision on a cease-fire has been 
dictated by growing uneasiness among Turkey\'s Kurds over 
bloody attacks and the alleged killings of PKK dissidents 
killings. The paper also motes the toughening position of 
the EU against terrorism. \"Vatan\" claims that it was Ocalan 
who ordered DEHAP to disband in order to join the 
"Democratic Society Movement (DTH) led by Leyla Zana and 
other former Kurdish parliamentarians. Meanwhile 
reportedly asked Belgian authorities to prevent Zubeyir 
Aydar 

press conference in Brussels 

leader if he shows up there. Unidentified sources told 
\"Hurriyet\" that Aydar had been granted political asylum in 
Switzerland in 1994 
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to Belgium. The sources add that Aydar may already be in 
Belgium. 


On Friday 

cancelation of the Kongra-Gel press conference in Brussels 
and warned that Aydar would be arrested and extradited to 
Switzerland if he were to be found 

Anatolian News Agency reported. Aydar told the pro-PKK 
Copenhagen-based \"Roj TV" on Friday that the "People\'s 
Defense Forces\' (HPG) will halt operations beyond self- 
defense for one month to `testV the Turkish government. 
Aydar welcomed Erdogan\'s statement that the "Kurdish 
problem will be solved through democracy. "He is welcome 
to try to solve it. We are giving him an opportunity to do 

so. But thus far they have not done anything on this issue. 
All we see are statements 


Zana and Colleagues Urge PKK to Call Cease-Fire: The 
Democratic Society Movement (DTH) founded by former DEP 
lawmakers including Leyla Zana called on the PKK to lay down 
its arms indefinitely and unconditionally. "We regard the 
Prime Minister's statements as political overtures that are 
courageous 

translated into action 

Thursday. The statement urged the PKK to decide on a 
"suspension of operations as soon as possible. Meanwhile 
Sirri Sakik 

DTH is no different from Kurdish parties established in the 
past. "Turkey needs a strong left-wing social democratic 
party 

limited itself to ethnic issues 


Prosecutor Launches Legal Action Against DEHAP: An Ankara 
prosecutor has initiated a legal investigation against the 
pro-Kurdish party DEHAP for a statement in which the party 
said that it had exerted efforts to make the Turkish state 

accept imprisoned PKK leader Abdullah Ocalan as an 
interlocutor. The prosecutor is considering whether the 

release of the statement constituted a violation of the ban 

on terrorist propaganda. Meanwhile 

to the closure of DEHAP on charges of separatist activities 

is pending at the Constitutional Court. 


Iraqi Turkmen Demand Autonomy: Iraqi Turkmen Front (ITF) 
Turkey representative Ahmed Muratli told the private all- 

news channel NTV that if the Kurds and Shiites are given 
federal rights and regions in Iraq 

demand the same. "We want the region that extends from Tal 
Afar to Mandali 

given to us as the "TurkmeneliV (Turkoman country) 
federation 
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administration of Kirkuk be given to the Turkmen. 
Meanwhile 

yesterday in Ankara 

hospital 

in the Turkmen populated northern Iraqi city. 


Ambassador Avivi on Kurds/lraq 

Ambassador in Ankara 

establishment of a Kurdish state in Iraq would bring about a 
Shiite state as well. "This is against Israeli interests 

Avivi said 

in northern Iraq. Avivi called on Turkey to join 

international efforts to provide economic support for Gaza 
which 

terror activities. Avivi also said that Israel supports 
Turkey\'s EU membership drive. `l tell the Europeans who 
wonder what will become of Europe after the membership of 70 
million Turks that that they should instead think about what 
will become of the world if Turkey is left out of the EU 

Avivi emphasized. 


Dogus-GE Consumer Finance Partnership Likely: Turkish 
business conglomerate Dogus Holding has agreed to enter into 
exclusive negotiations with General Electric Consumer 

Finance concerning the sale of 50 percent of the group\'s 
shares in Garanti Bank 

half of its 55.1 stake in Garanti Bank to GE Consumer 

Finance for an estimated 1.4 billion USD. GarantiVs 
partnership talks with Italy\'s Banca Intesa over Garanti 

Bank have fallen apart twice since 2001. 


EDITORIAL OPINION: Iraq; Israel/Gaza Pullout 


VWhile the Middle East is Being Reshaped\" 

Haluk Ulman observed in the economic-political \"Dunya\" 
(8/19): V'The political 

that are taking place during the Iraqi constitutional 

process will not be settled easily during the next week. It 

is also likely that under pressure from the Bush 
administration 

they have reached an agreement. Because of the remaining 
differences 

Huge problems are likely to reemerge when the time comes to 
implement the constitution. This will begin the process of 
Iraqvs disintegration. As the result of this process 

Kurdish state will be established in Iraq\'s north and an 
Islamic republic in the south. These two new states will 
share the oil revenues of Iraq. The Sunnis do not support 
the country\'s disintegration 

it. The Sunnis will most likely end up in the Iraqi desert 
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where they will continue their terrorist activities. The 

goal for an independent state among Kurds and the desire to 
establish a religious state among the Shiites will start a 

new process of reconstruction in the Middle East. These two 
new states will change the balances of power in the region. 
Let\'s hope that these developments will remain only in our 
imagination as a kind of nightmare. We owe this nightmare 
to Bush and his team 

the name of peace and democracy in the Middle East." 


VWhy Do We Oppose an Independent Kurdish State?" 
Cengiz Candar commented in the conservative-sensational 
\"Dunden Bugune Tercuman' (8/19): V'If there were not a 
single Kurd living in Turkey 

reaction against the establishment of a Kurdish state in 
Iraq? We certainly did not object to the establishment of 
two Arab States -- Syria and Iraq -- in the territory which 
was ours for 400 years leading up to World War І. If there 
had been millions of Arabs (instead of Kurds) living within 
our borders at the founding of the Turkish Republic 

we have opposed the establishement of Iraq and Syria as 
independent Arab states? Certainly we would have. 
Therefore 

about Turkey\'s Kurdish issue 

independent Kurdish state. There is no need for further 
speculation -- Turkey does have a Kurdish problem. For the 
sake of Turkey\'s territorial and national integrity 

to solve that problem. V 


Who Will Clear the Debris? 

Ferai Tinc wrote in the mass appeal \"Hurriyet\" (8/19): 
“Until now 

land it occupied during the 1967 war without first signing a 
peace agreement. The current withdrawal does not include 
such an agreement. Negotiations on security issues between 
the Israelis and Palestinians have been continuing for some 
time. Israel wants the Palestinian administration to become 
stronger against violent Palestinian elements. By 
encouraging the Palestinians to strengthen their security 
institutions 

state. Sharon is not betraying Israel through his Gaza 
withdrawal plan. On the contrary 

a new peace process. He has also ensured the support of the 
Israeli people for this plan. Outside of the occupied Gaza 
Strip 

decision. As part of the Israeli pullout 

infrastructure will be left untouched 

schools 

reason is to prevent Hamas or the Islamic Jihad terror 
organizations from claiming territory and victory. Every 
detail has been discussed and agreed prior to the 
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withdrawal 

the debris? In fact 

Clearing the debris has always been an important element in 
the peace process. Of course 

all is to clear the debris which remains in people\'s souls." 


MCELDOWNEY 
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Modeling Simulation and Experiment 
universities and Spanish counterparts. 


2. Embassy understands that no assistance is necessary. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. THREAT ASSESSMENT: 


In general 

other large cities in Spain --including resort/convention 

areas such as Benidorm-- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passportVs 
photo page. Visitors can protect themselves against crime by 
being street-smart 

In the event you are victimized by crime 

security-related incident 

Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
States website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas 

threat information through its Consular Information Program 
documents 

http://travel/state.gov. In addition to information on the 
Internet 

calling the Department of State in Washington 

202-647-5225 from their touch-tone telephone 

information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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stimulate the economy and reduce unemployment. The GoA\'s 
move is in response to growing concerns regarding 
increasing unemployment and corresponding criticism from 
opposition parties. Media and the opposition have 
highlighted Eurostat\'s recent upward revision of 

Austria's 2004 unemployment rate from 4.6% to 5.1%. 

3. The stimulus package totals Euro 1.2 billion ($1.5 
billion) for regional employment and economic growth 
initiatives. However 

\"fresh\" money 

interest loans and GoA guarantees for investments and 
R&D. The GoA expects these measures will encourage 
additional investments of up to Euro 3 billion 

to 20 

and 0.3% in 2006. The GoA will finance the package from 
budgeted labor market reserves 

increase in the 2005 and 2006 federal deficits. 

Targeting the long-term unemployed under 25 years of age 
and over 45 

combination-wage model in 2006. The \"combi-wage\" will 
provide additional payments of up to Euro 1 

for low-paid jobs. 

Rising Unemployment 
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4. The number of unemployed during January - July 2005 
was 4-5% higher than in the comparable 2004 period. 
However 

every month 

2000. Factors contributing to record numbers in the 
workforce include the following: a continued influx of 
labor from other EU-15 nations 

growing numbers of illegal workers from Central and 
Eastern Europe; and pension reform 

retirement age (ref A). Low growth rates since 2000 have 
also dampened job creation. 

No Further Tax Cut 

5. The opposition SPO continues to call for a tax cut 

for low-income groups. The GoA\'s tax cuts 

January 1 

and higher allowances of Euro 250 million (ref B) 
primarily for low-income earners. Competing for support 
in the run-up to the 2006 elections 

partner 

argued for further tax relief. However 

Schuessel and Vice-Chancellor Gorbach (BZO) agreed that 
further tax cuts would be a subject for the next 
parliament to consider. 


Limited But Positive Impact 
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6. Opposition parties characterized the GoA\'s employment 
package as а Vpropaganda show!" and criticized the GoA for 
its failure to create jobs. Economists generally praised 

the GoA measures 

overstated the packages simulative effect. According to 
the Austrian Institute for Economic Research (WIFO) 
GoA\'s previous three economic stimulus packages (2001- 
2003) have had positive 

investment 

that only about 50% of the funds for such stimulative 
measures remains in Austria 

abroad. The WIFO estimates that long-term improvement in 
the Austrian labor market would require a minimum growth 
rate of 2.5%. Current GDP growth projections for 2005 

and 2006 are 1.8% and 1.9% 

Comment 

7. In essence 

million 

to a repackaging of already existing investment loans and 
GoA guarantees 

utilized to date. Since 40% of all Austrian workers no 
longer pay any income tax 

for low-income groups would amount to a so-called 


\"negative tax 
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that are currently not paying taxes. Moreover 

SchuesselVs chief economic advisor publicly noted 
additional consumer spending that a further tax cut would 
encourage would provide marginal benefits to the economy. 
Much of the money would be spent on imported consumer 
goods and abroad 

van Voorst 
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livelinood\" development programs. 


7. (SBU) During the visit to Tolemaida 

described the NASVs Plan Colombia Helicopter Program. This 
program trains pilots 

technicians to operate and maintain a fleet of nearly 80 
helicopters to provide mobility and logistical support for 
Colombian Army units. Embassy officers underscored that the 
combination of a host nation\'s political will and the 

resources and experience of the US Government could design 
highly effective solutions to a range of problems. 


8. (U) In the afternoon the delegation traveled to nearby 
Espinal to tour the CNP training facility at the Pijaos 

Ranch. CNP Antinarcotics Police Deputy Commander Colonel 
Yamilk Moreno led a tour of the training facilities 

including the CNPVs designated marksman 

demolition schools. The delegation observed CNP training of 
CNP cadre to the CNP Rural Mobile Police (Carabineros) 
provide security in Colombia\'s vast rural expanses. The CNP 
Antinarcotics Police Airmobile Special Forces (Junglas) 
conduct the CNP\'s interdiction operations against drug 
processing and storage facilities 

counternarcotics and counterterrorism targets 

demonstration of an airmobile assault exercise. US Army 
Special Forces trainers were briefed the delegation on the 
various courses offered at the training center and on their 

role in coordinating active training 

curriculum development. 


9. (U) The visit to the CNP training facility elicited an 
extremely positive reaction from the visiting delegation 
especially negotiating the level of training being conducted 
are essentially unimproved 
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training cadre 

explained that the philosophy of the training center was to 
prepare students for the actual conditions they would 
encounter in the field: all students live in tents during 
their training courses 

duration. 


10. (U) The Afghan delegation expressed interest in 

continuing the exchange initiated during the day\'s 

orientation tour. They were particularly interested in the 

CNP\'s Carabineros program 

potentially adaptable to Afghanistan. We have been advised 
that GOC and GOA officials have followed up and that the CNP 
Antinarcotics Police Deputy Commander may soon visit 
Afghanistan. 


WOOD 
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\"Israel wants to make the pullout out from the Gaza Strip and 
four settlements in the West Bank appear as a great 
achievement 

the Cairo-based Middle East News Agency. He warned that 
Israeli control of the Gaza airspace 

after the withdrawal could turn the strip into a huge prison. 
On Egypt\'s role 

thank Egyptian officers who are training Palestinian troops 
to take over after the Israeli pullout from the Gaza Strip.\" 
He added that the Rafah crossing point should be run by the 
Egyptians and the Palestinians alone. 


-- A Palestinian NGO director told emboff that the atmosphere 
in Gaza is relatively calm 

music on the streets. The contact said he anticipates that 

it will be difficult for Palestinian security forces to 

prevent Palestinians from entering evacuated settlement areas 
where they once had lands 

claiming to have liberated these areas. Post-disengagement 
Palestinians expect greater freedom of movement and 
international travel 

for men in the 16-35 age cohort. The word on the street is 
that the PA is trying to find a way for a third party (i.e. 

EU or U.S.) to play a role at Rafah without any Israeli 
involvement. Palestinians \"want to feel that Gaza is like a 
liberated area. Why would they travel to Israel (i.e. 

Shalom) to go to Egypt or Jordan?\" 


6. (SBU) GOI POLITICAL DEVELOPMENTS 


-- The Israeli cabinet will meet on Sunday 
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agenda has been published 

radio reports that the Cabinet is expected to vote to approve 

the last two evacuation orders for the settlements in the 

northern Gaza Strip and the northern West Bank. MOD Mofaz is 
expected to brief Israeli ministers on the disengagement 

process and the general security situation. 


-- Knesset Member Netanyahu told the press August 19 that 
Friday\'s rocket attack on Eilat should be viewed as a serious 
warning ahead of the missiles that would be launched on 
Israeli cities in a year or two from Islamic terror bases in 
Gaza and the West Bank. 


7. (SBU) BORDER CROSSINGS/HUMANITARIAN ACCESS 


-- Erez Crossing and Industrial Zone: According to Gaza 
private sector contacts 

Palestinians 

of people to pass based on humanitarian/medical grounds with 
prior coordination. 


-- Rafah Terminal: According to UNRWA 
both directions. 


-- Abu Kholi junction: Re-opened at 2350 hours August 19 and 
closed 0500 hours as scheduled. 


-- Karni Terminal: Karni remains open on August 19. 
-- Kissufim 

Kfar Darom settlements 

leaving Gaza. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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integration. Furthermore 

activities 

explicitly addressed in UNSCR 1368. 


2. (C) Novosseloff 

that the GoF had been reluctant to support the integration of 
ISAF and OEF 

the merger to draw down its forces in Afghanistan. She said 
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that while the French have since recognized the utility of 
integration 

one day make the determination that ISAF is sufficient to 
deal with hostilities and radically downsize its troop 

strength in the country. The GoF would not feel comfortable 
with ISAF being forced to expand to fill that void. 


Preparing for New Responsibilities in Kabul 


3. (U) Novosseloff said that the French are examining all of 
the elements involved in taking responsibility for Kabul and 
will be ready to assume command of that area as scheduled 
next summer. She said that France would be asking other 
countries to provide support for the mission (a medical 
services unit 

talk with the Turks who 

reliable and competent partner in Afghanistan. She said that 
the French envision that they will need to augment their 
forces to approximately 1 

responsibility for Kabul 

Hofmann 
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friendly cars escaped the ban; but older diesel cars and other 
excessive polluters like Euro O motorcycles were completely 

banned. In February 

regulations 

bans every Sunday and fined drivers who did not respect the 
imposed traffic bans. 


4. In 2000 

emissions. (I can\'t find other countries\' percentages. | found 

this fact in an Italy specific article and | can\'t seem to find 

any articles on the EU webpages 

EU member states PM emission percentages.) РМ10 is particulate 
matter pollution composed of larger particles 

natural or other primary substances. Primary substances are 
natural particles such as salt or sand 

substances are compounds with natural substances and/or 
pollutant gases formed in airborne chemical reactions or 
cohesions. Italy contributed twelve percent of total EU PM2.5 
composed of smaller 

more health risks than PM10. (Secondary particles are compounds 
with natural substances and/or pollutant gases formed in 
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airborne chemical reactions or cohesions.) Only 78 percent of 
total PM emissions in Italy 

nationally. Wind can carry PM2.5 especially far 


of Italy is affected by PM2.5 emitted in other countries. 


5. Overall 

reports that transport causes 70 percent of all PM in Italy. 
According to the \"Italian Environment 2005\" study 

to-person ratio in Italy is the highest in Europe 59.3 cars 

for every 100 inhabitants. Additionally 

Italy\'s commercial vehicles are older than ten years 

highest in Europ; and they consequently pollute more. Despite 
the fact that individual cars contribute less to PM 

great increase in automobiles 

e 

for Italy\'s lack of progress in reducing PM emissions to EU- 
acceptable levels. Also unique to Italy are its polluting 

mopeds and motorbikes 

traffic. While higher-polluting motorbikes have been subject to 
traffic bans in many historic city centers during certain hours 

the EU has not passed stricter regulations on them because ltaly 
is the only member state with such a significant number of these 
vehicles in use. Unfortunately for Italy 

\"motorinos\" in the traffic mix are not in the cards. According 

to the MOE 

electric buses) 

system is years away in the cash-strapped regions. Expenses of 
lower-polluting underground and light-rail public transport 
systems are further compounded 

antiquity densities in historic urban centers. 


6. While current life expectancies are 78 years for men and 84 
years for women in Italy and 75.1 years for men and 81.6 years 
for women in the EU overall 

pollution is having more serious effects on life expectancy for 
Italians than for other EU citizens. According to recent World 
Health Organization (WHO) reports 

months of life 

the EU on account of exposure to PM. 106 Italians die every day 
from the effects of PM. If Italy reduced PM air pollution to 

the annual EU average limit of 40 micrograms per cubic meter 
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every Italian would gain 3.4 months of life 
now until 2020 


7. As for negative health effects 

РМ2.5 can trigger irritating coughs 

clots 

for those with existing cardiac or pulmonary problems. In 2000 
Italy spent 59 to 126 million euro paying for health care 

related to the effects of PM. If it fully implements EU 
legislation 

euro by 2020. 


8. Because wind can carry PM long distances 

often contributes to acidification of lakes and damages 
sensitive forest and farm crops 

revenue. ltaly also suffers unquantified losses in tourism 
revenues PM smog that causes monument erosion (\"stone cancer") 
and haze. Italy\'s slow economic growth in recent years makes 
funds hard to come by to help mitigate these negative effects. 
According to a June article in La Repubblica (a leading left-of- 
center daily newspaper) 

Committee (CIPE) only dedicates six percent of investments to 
economic damage from PM pollution. 


9. To balance the picture 

successfully reduced pollutants that increase PM toxicity by 
switching to unleaded fuel and using alternative energy sources 
like wind farms and substituting natural gas for oil. The 
country has seen an 83 percent cut in sulfur emissions 

percent cut in carbon monoxide 

nitrogen emissions. While decreased sulphur and carbon 
emissions could have contributed to falling PM emissions levels 
PM pollution emissions have not decreased for the last several 


years because of the transport issues described earlier. 


10. In 1994 
Mobility (IAM) updated its PM monitoring stations to conform to 
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EU standards 

contact with emissions. The MOE 

stations never passed through the same quality-guaranteeing 
phases like stations in other EU member states. Now 

local levels 

position monitor stations in the most \"representative\" 
locations. 


11. Following the legislation passed in 1999 and 2000 that set 
PM emission limits for 2005 and 2010 

transportation 

positions for the transport sector 

gasoline. Since 1999 

euro for vehicles 

and localities to buy electrical or hybrid cars. The government 
initiative VFinance 2005\" exempts biodiesel taxation 2005-2010. 
In July 

car-sharing initiatives. In the last twelve months 

of people participating in car-sharing has nearly doubled from 


12. The National Commission for the Atmospheric Pollution 
Emergency (CNEIA) 

initiative to tackle the problem. CNEIA has determined that PM 
concentrations and those of all other related emissions must be 
reduced by 30 percent nationally to reduce annual average 
concentrations for Italy to meet the EU limits. CNEIA has 
twelve working groups that will announce findings and plans for 
reducing Italy\'s PM emissions in September. The СМЕТА will 
collect and interpret PM pollutant information from ItalyVs 
regions as well as from the EU. The new body will also 
formulate workable 

reduce PM emissions. Bruno Agricola 

Environmental Safety 

of experts from the critical emitting sectors and health sectors 
to work with the Commission to create more air-friendly 
industrial and transport processes. 


13. The GOI faces a serious challenge to reduce PM emissions 
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given the transport sectors heavy (70 percent) contribution to 
air pollution as a result of Italy\'s high car-to-inhabitant 

ratio 

the popularity of \"motorinos\" in congested city centers. The 
Ministry of Environment experts we consulted thought that 
programs would only be effective if the GOI could make the 
population aware of the hazardous health effects of PM and the 
significant contribution of vehicular transport to air 

pollution. A recent study by the Institute of Public Opinion 
Studies (ISPO) 

do realize that they are contributing to health-damaging air 
pollution 

consider public transportation inefficient and parking around 
public transportation to be lacking. In addition 

have a harder time convincing people to use public 
transportation alternatives in light of recent transportation- 
related terrorist attacks in Europe. With the establishment of 
the National Commission for the Atmospheric Pollution Emergency 
the GOI has taken a step in the right direction by reformulating 
existing public awareness 

target PM pollution into a comprehensive and effective strategy 
designed to bring Italy into compliance with EU PM limits. END 
COMMENT. 


14. This message was drafted by ECON-SCI intern Michelle 
Lanspa. 
SPOGLI 
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incumbent\'s local access telephone network to competition as 
a precursor to expanded broadband service. A mere 2 

phone lines have been unbundled from the local loop in 
Ireland 

less than 1 percent of Irish DSL lines 

percent in Sweden and 25 percent in the Netherlands and 
France. 


Eircom\'s Ambiguous Role 


4. (SBU) Eircom (a virtual monopoly) has played an 
ambiguous 

broadband. On one hand 

more than 1.5 million customer lines and claims 118 
broadband connections (of a national total of 130 

Eircom has also pledged to roll out broadband to every town 
with a population greater than 1 
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Eircom initially obstructed the development of broadband 
because of large profits from per-minute billing on 56k 

dial-up. The company introduced flat-rate monthly billing in 
2004 mainly as a result of consumer complaints and rival 
offerings from BT Ireland. Moreover 

IrelandYs Commission for Communication Regulation (ComReg) 
issued Eircom a directive notice to step up local-loop 
unbundling 

cost millions and that the primary obstacle to broadband 
take-up was low personal computer penetration (only 42 
percent of households have a computer). The case went to the 
Irish High Court 

could not issue enforcement decisions to Eircom until the 
appeals process had concluded 


5. (SBU) Industry players uniformly blame Eircom for the 
slow pace of broadband take-up. While they agree that low 
personal computer penetration is a problem 

Eircom 

principle obstacle to broadband expansion. They therefore 
support ComReg 

company to compel unbundling. A source at BT Ireland told 
Emboffs that full unbundling would bring new broadband 
products 

market for broadband. The Alternative Operators in the 
Communications Market (ALTO) 

conveyed to Emboffs the organization\'s frustration with 
Eircom 

and has been able to frustrate the efforts of competitors.\" 
According to ALTO 

just for the telecommunications market 

economy 

for inward investors. 


Government support 


6. (U) The Irish Government is promoting broadband as part 
of a strategy to boost national economic competitiveness. 

The GovernmentVs goal is widespread availability of 
affordable 

terms 

industry watchers believe is unrealistic). The comprehensive 
National Development Plan (NDP) for 2000-2006 set aside euro 
80 million for Metropolitan Area (broadband) Networks (MANs) 
in 26 towns covering roughly 12 percent of the population and 
euro 18 million to broadband-enable all of Ireland\'s 4 

primary and post-primary schools. The Department of 
Communications 

V Broadband Ireland as a service to inform the public about 
broadband and to channel demand towards service providers. 
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There is also the Group Broadband Scheme 

government will provide 55 percent of capital funding needed 
to deliver high-speed broadband to communities of less than 
1 

euro 800 

reaching roughly 20 


7. (SBU) Eamonn Confrey 

Commerce Division Chief 

and Natural Resources 

the Department were \"ambitious 

tables placing Ireland at the bottom of EU and OECD countries 
for broadband access as \"blunt instruments\" that do not take 
into account different measures for different countries. He 
also noted that programs put in place by the Department 
(MANs 

were long-term projects to Vfacilitate regional investment 

and a balanced regional development. (Ireland has 
significant regional variances in broadband take-up; over 50 
percent of small and medium-sized enterprises (SMEs) in 
Dublin have broadband 

the rest of the country.) Confrey also stated that Ireland 

was the lowest-cost country in the OECD for international 
connectivity and that broadband pricing was fast approaching 
the EU average. 


Business Opportunities 


8. (SBU) ComReg sources view Ireland as an ideal location to 
test-market new technologies and told Emboffs that there were 
opportunities for innovative companies to supply equipment 
and network solutions to existing broadband providers. A 
number of U.S. firms have developed strategic relationships 
with Irish companies in the broadband market. For example 
Netopia supplies modems to Eircom 

provides networking services to Irish Broadband 

ISP. Clearwire 

Ireland starting in September. Earlier in August 

another U.S. firm 

an Irish company 

products. (Currently 

Ireland is virtually non-existent 

and DSL.) This agreement follows ComReg\'s recent issuance of 
a trial license for GigaBeamVs WiFiber technology 

company\'s first such authorization in Europe. 


Comment: A Paradox 


9. (SBU) The broadband situation in Ireland is paradoxical. 
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Ireland boasts a high-tech economy and world-class IT sector 
and markets itself as a European e-commerce hub. A steady 
stream of Government reports and speeches also stress the 
importance of innovation and technology in maintaining 
economic growth and national competitiveness. Yet 

has performed poorly in the broadband sector 

mostly borne by Eircom. The Government 

has recognized this contradiction and has set in train a 
number of initiatives with a view to putting Ireland in the 

top ten percent of OECD countries for broadband connectivity 
by 2007. The positive results of this effort are reflected 

in the growing number of broadband users. Further progress 
however 

can work with (or on) Eircom to create a more competitive 
market 

including U.S. firms 

KENNY 
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genuine commitment to the civilized option 

negotiation 

and lasting peace in the Middle East.\" His final public 
message was addressed to President Bush on August 17 
described as one of the \"chief architects\" of the pullout. 

He commended the PresidentVs V'sincere commitment" and 
Vuntiring efforts V" to reach a lasting peace in the region. 
King Mohammed is the chairman of the Al-Quds Committee. 


2. (C) On August 15 

Tetouan Mohammed Ould Abed 

Economic Affairs and Development and special envoy of the 
recently established ruling Military Council for Justice and 
Democracy in Mauritania 

Mauritania\'s Vresolve to continue enhancing the good 
brotherly relations uniting the two countries 

the Kings \"great willingness to consolidate bilateral 
relations." Although Morocco has remained silent on the 
Military Council for Justice and Democracy\'s coup in early 
August 

government appears to signal tacit acceptance of the new 
regime and a desire to maintain stable relations. On the 
margins of an August 15 meeting 

Director Mohamed Loulichki observed to Polcouns that the new 
regime in Nouakchott seemed to be \"making all the right 
noises. V 
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EXTRAORDINARY SESSION FOR PARLIAMENT? 


3. (U) Moroccan press accounts continue to report on the 
possibility that the parliament will hold an extraordinary 
session in September to consider the draft bill on political 
parties that the government submitted to parliament on July 
11 (reftel). According to Arabic daily and PJD-affiliated 
Attajdid 

parliament reportedly are not opposed to holding an 
extraordinary session. The media notes that the party law 
as currently drafted 

compliance with its provisions. If parliament does not take 
up the legislation until the opening of its next legislative 
session on October 14 

would have until mid- to late- October 2007 to comply with the 
new law 

normally be set to take place. 


4. (U) The newly established Amazigh Democratic Party of 
Morocco held its constituent congress on July 31 

to French-language weekly La Gazette du Maroc. According to 
BBC\'s website 

linguistic and religious diversity 

Morocco) 

biodiversity... human rights and compliance with international 
conventions pertaining thereto.\" The party elected Ahmed 
Adghirni secretary general. 


5. (U) Spain and France are planning to increase their 

efforts to resolve the Western Sahara conflict 

a August 17 report from the Arabic-language daily Al Alam. 
The report states that the foreign ministers from the two 
countries met last week and decided to take common action to 
resolve the conflict and increase European-Maghreb 
cooperation. 


6. (U) MoroccoWs efforts to stem the flow of would-be 
illegal migrants transiting the country netted 134 
individuals in northern Morocco between August 12-16 
according to local press reports. On August 16 
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Marine patrol picked up 30 Moroccans near Al Hoceima as they 
attempted to migrate to Spain 

police forces arrested 104 sub-Saharans who sought to cross 
the border into the Spanish enclave of Melilla 

MAP. 


7. (U) According to MAP reports 

Fes seized 500 kilos of hashish that were concealed in a 
passenger vehicle on August 18. The driver of the vehicle 
fled the scene. On August 15 

reportedly \"dismantled\" a drug trafficking gang in Marrakech 
according to MAP. The police arrested the unidentified 
leader of the gang and seized 10 kilos of hashish in the 
operation. The leaders arrest concludes a steady crackdown 
on the gang 

four gang members and the seizure of some 800 kilos of 
hashish. 

RILEY 
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capital since the scandal erupted in June. The following 

day 

mainly university professors and some left-wing parties (PDT 
PPS 

impeachment. While LulaVs popularity rates have declined 
recently 

do not want an impeachment because of the expected political 
and economic repercussions. 


FORMER PT TREASURER TESTIFIES BEFORE CONGRESS 


3. (U) On 18 August 

delivered his second testimony before a Congressional Inquiry 
Committee (CPI). In his statement before the Vote-Buying 
Scheme CPI 

approximately $22 million in loans from private sector 
moneyman Marcos Valerio for his party 

money was used to bribe lawmakers. According to Soares 
funds were used to cover campaign expenses for the PT and PL 
parties 

to President Lula\'s presidential campaign via allied party 
politician Ciro Gomes 

Integration Minister. However 

President was not aware of the loans. The previous day 

PT had issued a formal mea culpa for its involvement in the 
corruption schemes 
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members*-not the official party structure*-that took part 
in the illicit activities. 


OPPOSITION STEPS BACK FROM PRESIDENTIAL IMPEACHMENT 


4. (U) President Lula seemed to have gained a respite from 
talk of impeachment this week 

and media editorialists stepped back to urge caution and 
circumspection. This week saw leading figures in the 
congressional opposition (PSDB 

elements of the PMDB) declaring on 15 August through a joint 
committee that talk of impeachment of Lula is premature. 
Senator Jose Sarney echoed this cautious note in a speech 
before the Senate on 16 August 

papers are also pointing out the dangers and disadvantages 
for Brazil\'s political and economic stability that could 

arise from an impeachment of a figure as popular and iconic 
of Brazil's democratic growth as Lula. The motive behind 
this restraint appears to be an understanding that the 

political climate does not favor radical actions against the 
President. \"The political will 

is crucial for an impeachment 

congressman Eduardo Paes. A lead editorial in right of 
center V'O Estado de Sao Paulo\" this week also reflected this 
line of thought. Moreover 

commentators fear that a presidential impeachment could lead 
to one of two unsettling scenarios. Best case: It would mean 
giving power to Lula\'s vice president 

nationalist businessman whose opposition to the governmentVs 
tight economic policies is widely acknowledged. Worst case: 
The ascension of Severino Cavalcanti 

backbencher who accidentally won the Chamber of Deputies\' 
presidency earlier in the year in a demonstration of 
incompetence by Lula\'s congressional forces. Cavalcanti is 
the second in the presidential line of succession. 


5. (SBU) Given these scenarios and the absence at present of 
evidence further implicating the President directly in the 
corruption scandal 

weakened Lula to remain in office until the October 2006 
election rather than risk a radical confrontation with an 

uncertain outcome. Preliminary tabulations in an IBOPE poll 
this week indicate that Lula would lose by significant 

margins to the three possible PSDB candidates*-SP Mayor Jose 
Serra 

Fernando Henrique Cardoso--if elections were held today. 


DANILOVICH 
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rebuffed by Apakan 

the French could use as a fig leaf presumably to allow it to 
draw back from the brink. So far the French have indicated 
no clear intention to do so. But even if they are looking 

for a way out 

need -- on Cyprus or other issues -- in order to back away 
from their current position. The French continued to 
indicate that French policy has not yet been fixed 
exchanges with other EU partners at the August 31 Coreper and 
September 1-2 informal ministerial. End Summary. 


2. (SBU) Pol deputy met August 19 with Turkish Counselor 
Bashkan Oz (or Oez) to obtain a readout of Turkish MFA Deputy 
Under Secretary for Cyprus Ertugrul ApakanYs August 17 and 18 
consultations with FM Douste-Blazy\'s chef de cabinet Pierre 
Vimont and PM de Villepin\'s diplomatic advisor Christophe 
Farnaud. (Farnaud declined to respond to an inquiry from POL 
M/C.) 


3. (C) Oz said that Apakan\'s formal mission was to provide 

an explanation of Turkish thinking behind its July 29 

statement on the enlargement protocol 

French claims that the statement had created a \"new\" element 
that needed to be taken into consideration. The Turkish MFA 
had consulted closely with international lawyers in 

elaborating the statement to ensure it would not invalidate 

the protocol. Moreover 

December 2004 summit had made clear that \"both sides would 
clarify their positions V" on the Cyprus question; this 

fact 

French objections to Turkish references to \"partnership\" on 
Cyprus were unfounded 

the Annan plan. Similarly 

unspecified translation problems with the Turkish statement 
from English into French 

Villepin\'s diplomatic experience. 


4. (C) Oz claimed that Vimont and Farnaud had made it clear 
that the French position was motivated largely by the need to 
take into account the results of the failed May 29 referendum 
on the EU constitutional treaty. It was necessary to proceed 
slowly on all EU-related issues 

While France had no desire to create obstacles for the 
beginning of accession negotiations 

public opinion. Oz was explicit that neither Vimont nor 
Farnaud suggested that French statements to date should be 
equated with new preconditions. The Turks were told that 
France had not yet defined its position 

be done only after consultation with other EU partners. The 
French had inquired about Turkish soundings in other European 
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capitals. 


5. (C) Asked whether the French had had any ideas for 
overcoming the current impasse 

personal basis only" whether Turkey would be prepared to make 
a new statement clarifying its June 29 declaration. Oz said 

this would not be possible 

sensitivities in Turkey. Oz said Arpakan had referred the 
French to Turkey\'s June 1 letter to the UN SYG Annan on 
Cyprus. Pol deputy asked whether Turkey would be prepared to 
state simply that its June 29 unilateral statement on the 

customs union protocol should be interpreted in light of the 
earlier letter to the UN explaining its willingness to allow 

free movement of goods and services and open sea and air 
ports. This would not be possible 

ratification of the customs union extension 

October 4 

parliament. 


6. (C) Pol deputy noted that the U.S. hoped the 

negotiations would begin as planned on October 3 and was 
considering ways to approach EU members. Oz stressed the 
importance of beginning accession negotiations 

their importance in promoting reform. Whether they 
eventually ended in EU membership was not a question that 
either side needed to resolve at the moment. Turkey 
understood that it would need to recognize Cyprus before any 
eventual accession. But if pushed if to choose between the 
EU and Cyprus too soon 


Comment 


7. (C) As we have noted before 

will not define their position until after the August 31 

Coreper and September 1-2 Gymnich meetings. Even assuming 
that the French hope to climb down from their demands 
however 

face-saving way 

position. The way out could lie in the last para of the 

French non-paper 

its intention to recognize each one of the EU member states. 
Perhaps the Turks could be persuaded to work with this idea 
although the French informal suggestion that the Turks make 
an additional statement was reportedly dismissed as a 
non-starter for the Turks. Another option could be to seek a 
strengthening of the EU anti-statement or additional 
conditionality in the negotiating framework. Our British 
colleague speculated August 18 that France may want to wait 
until CDU leader Angela Merkel takes over as Chancellor in 
Germany (assuming that occurs) before softening in order to 
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ensure continuity of follow-up. Christian Helat 

advisor on Franco-German relations in the FM\'s cabinet 
Pol M/C today 

misinterpreted MerkelVs calls for a privileged partnership 
with Turkey as willingness to delay the opening of 
negotiations. Our British colleague speculated that France 
might be looking for a quid pro quo in other areas 

example UK agreement to abandon its proposed mid-term review 
of EU financing. 

Hofmann 
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earning his salary. When | asked the Police Commander a 
month ago why Cabral was still on the rolls (and therefore 
eligible at any time to be assigned to a position) 
Commander said that Cabral wanted to stay in pay status until 
he completes 30 years in order to avoid a reduced annuity. 
However 

working the Paraguayan Congress and other friends to be 
reinstated and promoted 

Police Commander. | raised this with the President 
approximately a month ago and was told \"not to worry 

will not be promoted or assigned to any significant job; he\'s 
in the freezer." 


4. (C) In recent days 

reported that people there expect Cabral to return to that 
critical city 

could ensure protection not only for drug traffickers 

for terrrorist fundraisers 

crime kingpins. On August 18 

expected to be named Police Commissioner in Ciudad del Este 
on August 19. 


5. (С) I called Duarte and after exchanging comments about 
the successful visit of Secretary Rumsfeld 

concern about Cabral. Paraguayan and U.S. interests in 
fighting drug traffickers and other major organized crime 
activities would be set back if Cabral is assigned to Ciudad 
del Este or any other sensitive city (Asuncion 

Caballero) as Police Commissioner. Duarte lamely said that 
he is getting intense pressure from Congress for Cabral\'s 
promotion and for his assignment 

Congress people for passage of critical legislation. | 

replied that he is well aware of the dossier we have on 
Cabral based on our previous detailed discussions and the 
material | showed him 

desired and needed it to fend off pressures. Cabral\'s 
assignment to a sensitive position 

unacceptable to us and would damage Paraguay; why didn't he 
assign him to a non-sensitive job such as head of security 
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for one of the dams or the electrical company 

pay better? Finally 

options 

although not one which could affect U.S. critical interests. 


6. (C) Comment: The continuing saga of trying to prevent 
this accomplice of narcotics traffickers from rising to the 

top of the police or getting powerful positions has been 
discouraging and troubling. It\'s obvious that Cabral has 
extraordinary support among very powerful senators of the 
Colorado Party and the other parties which have formed an 
alliance with the Colorados. Most of the reports we receive 
about Cabral\'s machinations revolve around Senator Galaverna 
Colorado Party Chief in that body. Duarte\'s appeasement of 
powerful senators in this case 

commitment to fighting corruption is sometimes compromised. 
І urge the Department to call in Amb. Spalding to buttress 

our efforts to prevent Cabral from moving into a position 

which could undermine our gains against organized crime. 
KEANE 
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he would hope to discuss Haiti and UN reform. (Ambassador 
undertook to follow-up with Department.) Detailed reporting 
of the meeting 

introduction.. 


2. (C) FM Amorim 

Ambassador. Noting his discussions on Haiti with Secretary 
Rice on the margins of the OAS General Assembly and in a 
subsequent telcon 

are in substantial agreement on most aspects of the way 
ahead. Amorim then raised the following concerns and 
questions: 


--Brazil and other MINUSTAH contingents had launched 
successful \"robust operations in areas of Port-au-Prince 
over the past several weeks 

he asked about USG funds for civil affairs and humanitarian 
projects that he had been led to understand would follow 
immediately on forceful MINUSTAH suppression actions against 
gangs and violent groups. Amorim could not cite specific 
information about the funds 

believed targeted assistance efforts would come immediately 
in the wake of military operations 

stability and gain public good will. He said reports he was 
receiving did not indicate that such efforts had moved ahead 
and Amorim stressed their importance. 
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--A second priority 

reinforce the size and capacity of MINUSTAH\'s police 
component. Follow-up actions with the civilian population in 
the wake of military operations 

order efforts and training of local police 

out by civilian police contingents 

Amorim opined. 


--Thirdly 

diplomacy efforts that can increase the international and 
Brazilian publics\' understanding and support for MINUSTAHVs 
mission in Haiti. Noting the protests and criticism by some 
NGOs that followed MINUSTAH\'s aggressive recent actions 
the risk of \"collateral damage\" to civilians inherent always 

in such operations 

negative reactions with a strong message that focuses on the 
assistance and stability that MINUSTAH and the international 
community are trying to bring to Haiti. 


3. (C) Ambassador undertook to follow up with Washington on 
the questions and issues raised by Amorim 

reftel demarche points to Amorim on the importance of 
maintaining a strong MINUSTAH presence in Haiti beyond the 
February 2006 elections. (Note: PolCouns had also provided 
reftel demarche points on 15 August to MRE Assistant 
Secretary for International Organization Affairs Antonio 


SIPDIS 

Guerreiro. End note.) Amorim said that he agreed with 
reftel\'s position. He added that President Lula da Silva has 
also come to believe that a solid international presence over 
a longer term beyond the election and a carefully planned 
draw down are essential for Haiti\'s stability. Amorim noted 
that Lula had recently viewed a documentary on the Rwanda 
genocide which had left a strong impression 

president had told Amorim that Brazil must remain committed 
in Haiti and do everything it can to assure the country does 
not face a violent meltdown. Amorim expressed high 
confidence in Brazil's new ambassador in Port-au-Prince and 
in the new Brazilian MINUSTAH commander 

gratitude for USG support for retaining a Brazilian in 

overall command of the mission. Amorim did note that 
election year debates and pressures in 2006 may become a 
factor for the GOB in defending its continued commitment in 
MINUSTAH 

above 

to work on its national assistance projects with Haiti 

notably a waste treatment facility and a school meals 
program 

limited scale in comparison to USG assistance plans. 
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OAS SOCIAL CHARTER 


4. (C) Ambassador raised USG concerns regarding Venezuelan 
Government efforts to put forward a draft Social Charter for 

the OAS at a GOV-sponsored ministerial" meeting in Caracas 
on 28 August. He stressed that the USG will not send a 
ministerial-level representative. The USG believes 

added 

not merit special consideration. U.S. and other member 

states also have contributions and views that must be taken 
into account in discussing a charter. Amorim replied that he 
definitely would not be attending the Caracas meeting 

was not aware of plans to attend by any other GOB minister. 
The GOB position is that a social charter 

documents 

institutional discussions among all OAS member states 
affirmed. 


COMPULSORY LICENSING 


5. (C) Ambassador voiced continued USG concerns about the 
potential for compulsory licensing of U.S. HIV/AIDS 
medications in Brazil. Amorim replied that he strongly 
prefers a negotiated settlement of the question with U.S. 
companies 

and others to achieve that outcome. Amorim did opine that 
in his view 

forward-leaning proposals for negotiation. Further 

view is that it is legitimate under the TRIPS mechanism for 
Brazil to implement compulsory licensing given the free 
public health aspect of its HIV/AIDS programs 

negotiated outcome is not reached. Ambassador noted that 
this would be a misuse of TRIPS 

rejoined that he and his ministry seek a negotiated accord. 


POSSIBLE POTUS VISIT 


6. (C) Amorim asked about plans for a POTUS visit later in 
the year 

continues apace for a visit and there may be a public 
announcement after in the near future. Amorim and the 
Ambassador agreed that a two-stop visit 

and one other destination in Brazil 

should be further considered. A visit would be salutary for 
bilateral relations 

develop joint U.S.-Brazil assistance projects in both Haiti 
and Africa. 
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7. (C) Comment. Amorim was relaxed and amiable in the 
forty-minute meeting 

theme. His personal commitment appears solid 

believe that Lula likely considers the Brazilian-led Haiti 
mission as a legacy achievement for his mandate. Hence the 
GOB appears to be on board with contributing to a continued 
international presence beyond the February 2006 elections 
but its worries about negative public-relations blowback from 
forceful military operations may continue and intensify as 
Brazil\'s own 2006 elections approach 

scandals rocking Lula\'s government weaken GOB credibility in 
defending a mission that does not enjoy a broad base of 
support in Brazilian society. On that point 

appeals for a public diplomacy campaign and immediate civil 
affairs and humanitarian projects to consolidate Haitian 
support are real and urgent requests for efforts that may 
reinforce the GOB\'s position with its own public. 


DANILOVICH 
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will \"safeguard\" (instead of \"respect\") the Islamic 
identity of the majority of the Iraqi people and guarantee 
all the religious rights of all individuals 

freedom of faith and religious practices. V'; 


-- taking out references to the Shia religious authority 
from the text; 


-- outlawing foreigners from owning real estate except in 
cases regulated by law; 


-- stipulating that the state would guarantee freedom of 
express and the press V'as long as these do not violate 
public order and decorum.\" 


-- the principle of freedom of assembly and peaceful 
demonstration to be regulated by law; 


-- keeping in the text article 27 of the section that 

gives freedom to followers of all religions or sects the 
freedom to (a) practice religious rituals; (D) manage 
religious endowments 

a guarantee by the state that all places of worship will be 
protected. 


-- keeping in the text article 28 that states that the 
\"individual has freedom of thought 
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religion." 


-- using language from Deputy President Ghazi al-Yawer 
about the state promoting the interests of tribes while 
\"forbidding tribal customs that are incompatible with human 
rights." (Comment: Iraqi women objected to any state 
support for tribal customs that might justify actions like 
honor killing. The text now makes it clear the state will 

not support such acts. End Comment.) 


2. (C) The group put aside until later many tougher 

issues 

another long discussion between Kurds and Sunni Arabs on 
this today) 

to those trying to preserve womens rights). The group 
also put aside until later consideration about whether or 

not to include an article confirming lraqWs permanent 

unity. 


3. (C) The group agreed to convene again on the evening 
of August 19 where it will begin seeking final agreement on 
the structure of government. Assuming there is time left 

it will then have to address the contentious issues 
surrounding federalism. 


4. (C) In the course of the day 

side discussions with key ShiVa and Kurdish leaders in an 
effort to broker a compromise on the treatment of natural 
resources. In separate meetings 

formulation to Jalal Talabani 

Barzani: 


Begin Text: All of the oil and gas resources of Iraq are 
the property of the all of the people of all of the regions 
and governorates of Iraq. 


The development of oil and gas resources shall be to 
maximize the benefit for all the Iraqi people 

consideration market principles and encouraging investment. 
The federal government shall 

governments of the regions and governorates 

execute a policy for oil and gas. This shall be regulated 

by law. 


In the meantime 

from oil and gas shall be allocated equitably by the 
federal government 

distribution and those Iraqi regions and governorates 
deprived during the former epoch 

balanced development. End Text. 
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5. (C) Thus far 

text 

has called with one word change: \"cooperation\" vice 
\"partnership\". Barzani has committed to studying the 
language 

to the Ambassador within the hour. If closure can be 
reached on the resources issue 

Kurd agreement 

issues 

Khalilzad 
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Morgan President Charles Wortman told EconOff that Palocci 
still had credibility in the markets and that he would have 

the chance to defend himself. The markets were still working 
through their initial reaction to the news 

markets 

also noted that those players that reacted quickly and 
negatively to the news had been primarily local investors; 
foreign investors had not moved. Speaking to Econoff after 
PalocciVs statement (and after the sharp market adjustment 
had halted) 

been a market over-reaction. Like Wortman 

downplayed BurattiVs credibility. 


What Now? 


6. (C) All three noted that the market uncertainty could well 

spill over into next week should additional allegations or 
evidence emerge in the weekend news magazines. Abate worried 
that PalocciVs departure 

beyond the breaking point the already thin credibility of 

Lula\'s denial of knowledge of irregular campaign financing. 
Assessing the probabilities of different scenarios 

said he now believed that it was just as likely that Lula 

would be forced out as it was that he would serve out the 
remainder of his term. Charles Wortman of JP Morgan and 
Nilson Teixeira of CSFB were less pessimistic 

Wortman agreed that markets \"would take PalocciVs departure 
hard." Wortman nevertheless believed Vice-Minister Murilo 
Portugal would be a credible replacement for Palocci. 

Teixeira predicted that 

contradicting Palocci\'s denial of involvement 

expect Brazil's solid fundamentals to reassert themselves 

with the markets in the days to come. 


Comment 


7. (C) Many prosecutors and members of Congress have been 
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using the political scandal to grandstand 

prosecutors in the Buratti case appear to have gone overboard 
-- taking aim at a big target with (as yet) very little 
ammunition. Buratti 

the truth 

negotiates for leniency with prosecutors on 
evidence-tampering charges. While Buratti\'s credibility has 
yet to be established 

Palocci\'s statement at face value speaks volumes about their 
faith in the Finance Minister. It also is clear from the 
markets" initial reaction to the allegations that the scandal 
has at last bumped up against one of their red lines: 
PalocciWs tenure. His (theoretical) departure 

to immediate effects on the financial markets 

Central Bank to reconsider beginning a widely-expected cycle 
of interest rate cuts in the benchmark overnight interest 

rate (SELIC) from the current 19.7596 

short-term foreign capital to remain in Brazil. All of which 
would augur ill for economic growth in the near term. 


DANILOVICH 
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for tat\" approach to energy and that his administration would 
no longer entertain privately negotiated deals from single 
sources who may have ties to the administration. 


3. Westmont was the only company with which the government 
had been negotiating the coal plant solution. Fernandez has 
now instructed his energy committee to put the coal project 
out for open bid. Newspapers comment that the shady 
reputation of the Malaysian owner of Westmont was a factor in 
the decision. (International NGO Transparency International 
just issued a belated retraction of its 2004 assertion that 
Westmont had engaged in corrupt practices in Tanzania.) One 
issue of concern was the Westmont request for a USD 140 
million \"loan\" upfront 

stream with contract provisions that included \"take or pay" 
penalties. 


4. This is the second time World Bank and other experts have 
talked the President out of this deal. In early 2005 in a 

similar meeting they appeared to have convinced him that 
additional capacity was not a solution 

through this particular offer. Fernandez appears to have 
wanted to resuscitate it 

other generators to negotiate lower contract tariffs. 


5. The President said he still wants to continue the search 
for alternate forms of energy to relieve the country\'s 
dependence on petroleum. Dominican energy authorities argue 
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that the demand for electricity will soon surpass the 
generating capacity and therefore the country needs to locate 
cheaper forms of electricity 

the growing demand. This reasoning is tenuous 

the numbers paint a different picture. Installed generating 
capacity is over 3 

consumption is around 1 

agree that the Dominican Republic can produce enough energy 
to meet its probable demand. This has been a principal 
argument against the coal plants from the beginning: why add 
new capacity when none is needed? 


6. A more fundamental problem is the poor performance of the 
distribution companies. With the distributors collecting a 
little more than USD 0.50 of every USD 1.00 of electricity 
sold 

assisted in the development of a \"sustainability plan\" in 
2004 but due to continued problems in the distribution 
companies they are seriously behind on the collection goals 
of the plan meant to establish financial sustainability in 

the ector by the end of 2005. Two government-owned 
distributors 

insistence by the administration that they employ 
professional managers contracted from Peru. Until 
collections are improved 

struggle. 

MEIGS 
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Republica 

USD 9.9 million in 2000 to USD 38.4 million in 2003 
decreased slightly last year to USD 34.8 million. Pacheco 
stated that starting free trade negotiations with Taiwan is 
a strategic decision to penetrate Asian markets. Costa 
Rican business people have criticized this decision and 
stated that greater attention should be placed on the more 
important markets of the U.S. and European Union (EU). 
These critics said that Pacheco\'s decision regarding an FTA 
with Taiwan shows a lack of vision and knowledge by the 
current administration. \"This is not the time to try to 

start negotiations with Taiwan when we cannot even move 
forward on the free trade agreement with the U.S. 

Sergio Navas 

Chamber of Exporters. 


3. (U) Press coverage has also been given to trade with 
China. The aforementioned \"La Republica\" article revealed 
that Costa Rican exports to China have grown from USD 30.1 
million in 2000 to USD 300.1 million in 2004 (almost nine 
times the exports to Taiwan in 2004). \"In the trade aspect 
the potential of China is enormous and is more attractive 
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said Mayi Antillon 

Critics of President Pacheco state that \"giving priority to 
an agreement with Taiwan would show a lack of clarity in 
the administration\'s trade policy.\" A similar article 
covering the growth in exports to China appeared in the 
August 18 


4. (U) An August 19 

that Japanese business representatives stated that approval 
of CAFTA-DR would be seen as progress in the process of 
regional economic integration 

in attracting increased investment to Central America. The 
business representatives assured that CAFTA-DR will bring 
new economic opportunities to the region. 


5. (SBU) Comment. Costa Rica has a long history of 
diplomatic ties with Taiwan. President Pacheco\'s 
announcement to pursue an FTA with Taiwan may be more 
public relations than anything else. In addition 

Gonzalez 

CAFTA-DR that were started by his predecessor 

motivated by his desire to make his mark in the FTA arena. 
COMEX has its hands full with implementing the recently 
approved FTA with the 12-Caribbean nation group CARICOM 
and working on the numerous issues related to CAFTA-DR 
ratification. The recent announcements of intentions to 
pursue FTAs with Taiwan 

but may not reflect COMEX\'s current capabilities 
especially given the departure of many key personnel over 
the last year. 

FRISBIE 
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political rhetoric during the question and answer session was 
kept to a minimum. End Summary. 


2. Deputy Assistant USTR for Environment and Natural 
Resources Mara Burr engaged Central American and Dominican 
environment and trade officials August 11-13 in the context 

of an international conference on environmental sustainable 
development sponsored by the Commission for International 
Integration of Central America??? (CIEMADeS). On August 11 
at a breakfast meeting Burr and EST officer Olga Luciano 
Director of Planning in the Dominican Ministry of Natural 
Resources and the Environment commented that the Ministry has 
been trying to incorporate environmental issues into all of 
government planning. This has not been an easy task because 
the Environment Ministry is only five years old. Other 

ministries do not necessarily understand the environmental 
implications of their decisions and the need for 

coordination. She said environmental planning should feature 
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in long-term development planning. She finds that ministry 
officials need training. She favored the establishment of a 
special inter-ministerial committee on trade and the 
environment. This objective was mentioned later by 
Ministry\'s Director for Soils and Water 

Ministry Director of Environmental Quality Felipe Ditren 
participated in this meeting. 


3. The first annual CIEMADeS Conference was held August 10 
-11. Burr\'s presentation was well attended. She explained 

the provisions of the DR-CAFTA Environmental Chapter and the 
Environmental Cooperation priorities. Burr stressed that 

each Party commits to effective enforcement of domestic 
environmental law and to efforts to improve the environment. 
She stated it is inappropriate to reduce environmental laws 

as an encouragement for trade and investment. She noted that 
a CAFTA country may be called to dispute settlement if it 
should fail to effectively enforce its environmental law in a 
sustained or recurring manner affecting trade between the 
parties. 


4. A featured presentation was that on deforestation 

by Paul Latortue of the University of Haiti. Latortue 
cautioned the audience against blaming Haiti\'s poor for the 
country's deforestation 

resulted from historical issues including colonization 
postcolonial rule 

lack of government infrastructure. Latortue stated that only 
3 percent of Haiti remains forested. News coverage of the 
conference concentrated on Latortue 


5. Minister of Natural Resources and the Environment Max 
Puig attended the conference and commented in a 
question-and-answer session at the end that the Venezuela 
government just provided a USD 6 million environmental loan 
at terms so good that it was almost a gift. Puig expects to 
use the loan for sustainable development projects 

the proposed eco-friendly road to be developed in the V'Los 
Haitises\" national park on the Samana Peninsula. 


6. Under Secretary of Industry and Commerce Marcelo Puello 
and staffers Hugo Rivera Santana and Yahaira Sosa Machado 
received Burr and emboffs on August 11. Rivera complained 
that he had not been informed about the CIEMADeS conference. 
This lack of communication and coordination was symptomatic 
of the Dominican government 

Dominican Republic had been disadvantaged because it had not 
been included along with the Centrals in the original 

framework discussions. Rivera stated that the Environment 
Ministry is not well coordinated with respect to DR-CAFTA (or 
many other issues for that matter) because of its structure 
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and the autonomous nature of each sub-secretariat. He 
commented that Puig should nominate one person to coordinate 
all of his sub-secretaries. Rivera found that this 

fragmentation also hurts the Dominican Republic within 
DR-CAFTA because it is not clear who is the appropriate point 
of contact or who possesses decision-making authority. All 
three officials said that they have not seen the draft 

DR-CAFTA Environmental Cooperation Agreement (ECA) work plan 
that the Environment Ministry is working on. Rivera said 

Under Secretary Puello has invited all CAFTA trade ministers 

to the Dominican Republic and none has responded. It 
appeared that they were not interested. Burr undertook to 
reinforce with the Centrals the importance of including all 

the DR-CAFTA countries in discussions and decision-making. 


7. At the end of the day Burr met Ernesto Reyna Alcntara 
Environmental Ministry Director for Soils and Water. Reyna 
was relatively quiet and his advisor Victor Venas did most of 
the talking. The same issues were restated: the Dominicans 
feel less than a full member of the DR-CAFTA and they hope 
that Burr can assist them. Venas asserted that Trade and 
Industry had indeed received a copy of the ECA working plan 
and he is certain that Sosa had a copy. Ernesto Reyna is the 
point of contact both for both environmental implementation 
and the ECA for DR-CAFTA. Venas commented on difficulties 
due to time zone differences and said that at times the 
Dominican Republic is excluded from Central American 
meetings. Burr outlined procedures for administration 

through USAID and the Department of State of assistance funds. 


8. On August 12 

Police Col. Valerio Garcia Reyes who works in National Police 
on the environment portfolio. Garcia expressed a need for 
assistance 

has a clear vision of its requirements. 

MEIGS 
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Caracas by August 23 for a signing ceremony. He was emphatic 
about VenezuelaVs intentions: \"Where are there any 
obstacles 

no 

This documentation shows the will of the government of 
Venezuela 

Dominican republic into this process called \'Petrocaribe.\\" 
His comments responded in part to press play of a televised 
interview the previous evening with national refinery 
director Aristides Fernandez Zucco 

Petrocaribe was designed for poor countries 

Dominican Republic." 
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2. (U) On August 11 in an emotional extempore address to a 
business group in La Romana 

the high price of petroleum meant that the Dominican Republic 
is almost drowning.\" He said that he would send 

presidential chief of staff Danilo Medina to Caracas shortly 

to urge that the Petrocaribe arrangement be activated as soon 
as possible. On Monday 

director Rafael Nunez confirmed the plan to send Medina along 
with Industry and Commerce Minister Javier Garcia to Caracas. 
Nunez said that Fernandez had telephoned Chavez during the 
weekend. 


3. (SBU) Labor Minister Jose Ramon Fadul told Charge and 
USAID officers on August 17 that when Industry and Commerce 
Minister Javier Garcia had last spoken with Venezuelan 
counterparts 

did not really fit the criteria for Petrocaribe. That was 

probably the observation that motivated Fernandez Zucco\'s 
remarks 

Venezuela might be establishing a political link of some type 
between PETROCARIBE admission and CAFTA ratification. Note 
that in none of these contacts 

been any mention of a possible linkage between the two. 


4. (SBU) Embassy\'s FCS office obtained a copy of the 
proposed Petrocaribe text from MFA contacts on August 19; the 
scanned text has been sent electronically to WHA/CAR 
(Searby) 

INR (Ben-Yehuda). 

MEIGS 


38888 

narcotrafficker Juan Ramon Matta Ballesteros. Charge met 
with the Attorney General and Supreme Court President to 
state USG concern and to seek aggressive prosecution. The 
Embassy revoked in May the nonimmigrant visas of six top 
Immigration officials 


Romero Granted Bail 


2. (C) Former Honduran Immigration Director Ramon Romero 
arrested May 1 in the corruption/fraud scandal at Honduran 
Immigration 

bail August 18 in a judicial decision that appears to have 
been made due to corrupt influence. Romero was ordered to 
check in weekly and to avoid all contact with Immigration 
officials. Romero was allegedly involved in a whole host of 
other illegal activities 

of Colombians 

C and previous for details). Romero\'s attorney previously 
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admitted publicly that Romero permitted a flight of 

Colombians to enter without visas due to his \"love\" for a 
Claudia Matta 

narcotrafficker Juan Ramon Matta Ballesteros. Post fears 

that Romero may seek to flee Honduras to be with Claudia and 
avoid more jail time 

notes that Honduras has extradition treaties with both 
countries.) 


3. (C) Special Prosecutor for Organized Crime Doris Aguilar 
told DHS Attache August 18 that the original judge in the 
case 

what he thought was a politically manipulated process. The 
substitute judge 

pressured and/or paid to grant Romero bail. 


Charge Meets with AG and Supreme Court President 


4. (C) Charge met with Attorney General Leonidas Rosa 
Bautista and Special Prosecutor Aguilar August 19 and 
discussed the Romero case. The Charge emphasized that the 
immigration scandal involved U.S. and Honduran national 
security 

case proceeded. Charge noted that corruption and possible 
political interference in cases such as this were of serious 
concern 

Challenge Account 

obtain resources to train and equip Honduran prosecutors and 
police. He underlined that it was critical that Special 
Prosecutor Aguilar be given the authority and resources she 
needs to attack this corruption scandal. 


5. (C) The Attorney General told the Charge that the Public 
Ministry would appeal the judge\'s decision August 22 to a 
three-judge appeals court. A decision is expected by August 
24. He said that Aguilar was free to do what she needs to do 
to prosecute this case. The AG also spoke at length of the 
need for an overhaul of many GOH institutions (immigration 
customs 

did not obviate the need to seek convictions in this specific 
case. Aguilar said she planned to file additional charges 
against Romero 

arguing that he is a flight risk and that many key 

Immigration officials were still in place (the two major 

stated justifications in the judge\'s decision to grant bail). 
Aguilar noted that Romero is facing a possible 18-year 
sentence. 


6. (C) Charge also met August 19 with Supreme Court President 
Vilma Morales and raised USG concern with the judge\'s 
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decision to grant Romero bail. Morales praised the judge 
claimed that the original judge merely was not available the 
day bail was granted 

had taken over. She criticized Public Ministry prosecutors 
claiming they did not have a strong enough case 

the Public Ministry to file more charges if they could. She 
claimed that sufficient time had passed since the arrest and 
it was appropriate to grant Romero bail. Morales repeatedly 
expressed her concern over the points raised by the Charge 
and urged the Embassy to work closely with the prosecution to 
improve the case. 


7. (U) The Embassy issued a statement August 19 expressing 
disappointment in the recent legal developments in the 
\"pasaportazo\" scandal and noting the importance of the case 
to U.S. and Honduran national security. 


Prosecutors Appealing Dismissal of Hernandez Alcerro Case 


8. (SBU) Former Minister of Government and Justice Jorge 
Ramon Hernandez Alcerro 

indicted June 14 by Prosecutor Aguilar for allegedly allowing 
a minor to leave the country without parental permission (ref 
B). That charge was dropped when a court ruled that the 
prosecutor had acted without direct instructions from the 
Attorney General. The prosecutor is appealing that decision 
and the case continues (ref A). Prosecutor Aguilar 
previously stated that this was the first (and easiest) of a 
series of charges against Hernandez Alcerro for money 
laundering and immigration violations 

have yet been filed. 


9. (C) In an August 9 courtesy call with the new Minister of 
Government and Justice Jose Roberto Pacheco Reyes 
Tuebner and PolChief told Minister Pacheco that the scandal 
was of serious concern to the U.S. and that the Embassy had 
received information that corrupt acts continued in 
Immigration. Minister Pacheco claimed to be unaware of any 
new corruption and pledged that he was strongly opposed to 
corruption. Nevertheless 

doubtful he will reorganize Immigration. 


Embassy Revoked Visas and May Revoke More 


10. (SBU) The Embassy previously revoked under INA 214(b) as 
potential flight risks the nonimmigrant visas of many 

Immigration officials 

Immigration officials: 

- Immigration Director Ramon Romero 
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- Director of Foreigners Julio Hernandez Cerrato 

- Immigration Sub-Director and Chief of the Tegucigalpa 
Passport Office Luis Fernando Moya 

- Secretary General of Immigration Verenice Castillo Canales 
- Chief of the Tegucigalpa Airport Immigration Office David 
Antonio Williams 

- Deputy at the Tegucigalpa Airport Immigration Office Nelly 
Maria Valladares Pineda 


The Embassy is reviewing these cases 

Immigration officials 

future visas for involvement in alien smuggling and/or 
narcotrafficking. 


Scandal Hurts National Party But Intercessions Continue 


11. (C) Comment: RomeroWs corrupt activities 

Hernandez Alcerro\'s alleged involvement 

National Party electoral campaign. Romero is a candidate for 
city council on mayoral candidate Ricardo Alvarez\'s ticket 

and Hernandez Alcerro is a congressional candidate in the 
Department of Francisco Morazan on presidential candidate 
Porfirio \"Pepe\" Lobo\'s ticket. Both Rosa Bautista and 
Morales are National Party members. Despite the damage 
already done to the National Party and continuing 

implications of corruption that the release of Romero and 
throwing out of charges against Hernandez Alcerro have 
generated 

judicial branches appear to be acting to protect their own. 
Whether these actions are to assist loyal party members or to 
prevent them from cooperating with prosecutors is unknown. 
Either way 

corruption and play into the hands of Liberal Party 

presidential candidate Manuel \"Mel\" Zelaya. Former Liberal 
President and owner of La Tribuna newspaper Carlos Flores 
reacted excitedly when informed August 18 by Charge and A/DCM 
during a meeting of the impending release of Romero. Flores! 
newspaper highlighted the Romero release in strongly negative 
coverage on August 19. 


12. (C) The granting of bail to Romero 

negative judicial decisions in key narcotics and alien 
smuggling cases that appear to be due to corruption 

blows against the very segments in the police/Public Ministry 
that the Embassy has worked hard to train and equip. The 
Embassy and these groups are frustrated by the apparent 
corruption that has derailed so many important prosecutions. 
Big fish are rarely caught in Honduras 

usually is some technicality that leads to their release. 

The only surprise is that political powers have not found a 
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way to pin the Immigration scandal on the gangs 

first suspect in most criminal cases (even in cases where the 
real culprit is corrupt police) 

connections. We will see next week whether Post intervention 
in the Romero case will result in any improvement in the 

legal process. End Comment. 

Williard 
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YEAR IN OFFICE -- AN ANALYSIS. (PART 1) 


REF: A. PANAMA 0277 
B. PANAMA 1377 
C. PANAMA 1423 
D. PANAMA 1496 
E. PANAMA 1184 
F. PANAMA 0629 
G. PANAMA 1645 
H. PANAMA 1613 
І. 04 PANAMA 2613 


Classified By: Charge dVAffaires Luis Arreaga for reasons 1.4 (B) AND ( 
D). 


1. (SBU) This message is the first in a three-part series on 
views of the Torrijos administrations performance as it 
approaches its September 1 first anniversary. 


SUMMARY AND INTRODUCTION 

2. (C) Martin TorrijosVs reform-minded 

government -- V'Patria Nueva" or New Homeland as it styles 
itself -- is in danger of losing its way and putting at risk 

its principal objectives -- such as social security reform 
referendum on Canal widening 

concluding a U.S.-Panama Free Trade Agreement -- due to poor 
leadership at the top. A picture emerges from Embassy 
Political Section discussions with sharply critical 
government insiders and others close to the action: Torrijos 
dislikes public appearances 

cannot focus on more than one thing at a time; has no plan 
for governing; habitually procrastinates; keeps his own 
counsel while his cabinet guesses his intentions; and has a 
political \"tin ear." Panama\'s worst crisis under Torrijos so 
far -- in June over social security reform legislation -- is 
indicative of shortcomings in his style of leadership. After 
twice publicly refusing demands for a national dialogue on 
CSS 

within his ruling Democratic Revolutionary Party told him to 
back down or face a crumbling of presidential authority 
according to Embassy contacts. In the unlikely worst case 
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Torrijos possibly would lose his ability to govern 
effectively 

electoral participation 

and permit former President Ernesto Perez Balladares to make 
a political comeback 

It is possible that the Torrijos government will learn from 
its mistakes. At the least 

with a few exceptions 

performance 

opportunities. END SUMMARY AND INTRODUCTION. 


Great Expectations 

2. (C) The problem with Torrijos\'s performance and the 
record of his government as they enter their second year in 
power on September 1 

expectations. The public 

assume that the sky-high expectations that Torrijos created 
for himself and which swept him into the Presidential Palace 
will be unmet. The spreading impression is that Torrijos 

will fail 

and high hopes that he set for himself when he entered office 
and which he seemed uniquely placed to achieve. 


Promises 

3. (C) Torrijos and Patria Nueva came into office promising 
jobs and an end to official corruption. Torrijos said he 

would modernize the government 

Panama into the twenty-first century 

World\" country. After holding a constitutionally mandated 
referendum 

10-to-20-year 

sources say 

economy. Along with the promise to eliminate official 
corruption came stated intentions to make the government more 
efficient by raising revenues and drastically cutting 

official debt and the government payroll. A new tourist 

industry would be launched. Panamavs transportation system 
would be upgraded and modernized. Also 

be a government with a social conscience that would reduce or 
eliminate poverty. Torrijos\'s approval ratings were close to 
80% at the time of his inauguration. 


4. (С) If those expectations were impossibly high 

because Panamanian voters wanted to believe what Torrijos 
told them. In fairness 

it probably is not notably worse than its predecessors. 
Torrijos has stumbled badly in his first year 
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approval ratings falling to just over 20% in June 

a month of strikes and public protests to the Social Security 
(CSS) reform law 

improved to nearly 50%. 

In Mitigation 

5. (C) The Torrijos government does not suffer from lack of 
good intentions. In fairness 

achievements under its belt 

a not-quite implemented fiscal reform 

in the government payroll 

CSS 

financial footing and save it from impending bankruptcy. It 
has also proved 

highly responsive to U.S. interests. 


In mitigation of the critics 


-The young and inexperienced Torrijos team found getting 
things done much harder than it imagined 


-Patria Nueva inherited a frankly bad fiscal situation from 
the previous government 
looming crunch in the social security system 


-The Torrijos cabinet is notably less corrupt than its 
predecessors 

opportunities for graft will come later with awarding Canal 
expansion contracts 


-Torrijos and his inner circle say they are counting on a 
deliberate 

Court 

avoid attacking the Court head-on and so risk undermining the 
state\'s legitimacy. 


However 
astute and skilled politician than Mireya Moscoso. 


(We will expand the governments point of view and U.S. 
interests in the second message in this series.) 


A Politician Who Dislikes Politics 

6. (C) Torrijos\'s communication problems with his top 
officials have been so pronounced that insiders themselves 
are not sure whose advice Torrijos listens to or how Torrijos 
reaches decisions. They describe the president as shy and 
risk averse 

the \"right\" moment to take action on an issue or announce a 
decision taken weeks or months earlier 
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lead to mold public opinion and campaigning to create a more 
favorable political climate for himself. A member of the 
government has told POL Counselor that Torrijos has Wa method 
of working that no one understands.V Torrijos disdains the 
rough and tumble 

shmoozing 

antagonists that other politicians seem to relish. In fact 

Torrijos often acts like a politician who dislikes politics. 


Missed Opportunities 

7. (C) As a result 

Sr. recently pointed out to POL Counselor 

problems abound 

bungled. People increasingly doubt not the presidents good 
intentions but his political judgment 

political decision maker 

Procrastination -- on judicial reform promised in the 

campaign 

to consider in April) 

(FTA) talks begun by the previous government (now suspended 
by mutual agreement) -- feeds on itself. The GOP\'s public 
relations incompetence has been \"enormous.\" June would have 
been a good time for a government shakeup (which was first 
rumored in April) 

probably would delay and procrastinate further. Delay also 
creates uncertainty and more reasons to continue to 
procrastinate. New 

projects remain undone 

Government planning increasingly becomes prey to unforeseen 
events 

passes 

and the \"right\" time to make a move recedes into the 
distance. 


\"He\'s Not Doing It" 

8. (C) One example 

prices 

social security crisis 

summer. Blandon recalled that the Social security issue 
originally was on Torrijos\'s calendar for November 2004. 
Rising pump prices puts pressure on bus owners 

will not permit to raise fares (currently 25 cents) but 
instead must grant unsustainable subsidies. TorrijosVs 
mishandling of CSS reform 

consult 

capital and in a more delicate situation vis-a-vis the bus 
owners and bus riders than before. The president himself 
must sit down with Panamanian business leaders 
professionals but he is not doing it 
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Energy Market Intervention 

9. (C) In fact 

GOP reportedly will announce new 

policies on August 22 

Panama\'s private energy market. The measures have been 
developed with minimal consultation with private companies 
and reflect the government's desperation to avoid a transport 
strike. 


Relations With Venezuela 

10. (C) (Comment: Suddenly 

Venezuela and seeking a deal on fuel finance costs have 
become a GOP priority 

all he can do to moderate fuel costs. Torrijos is programmed 
to visit Chavez in Caracas in several weeks and also to meet 
Chavez and Fidel Castro in Havana August 20-21. Although 
nobody can control the price of oil 

whether Torrijos would have had to make either of those trips 
had his internal political position been more secure. The 
high price of oil may yet complicate whether and to what 
extent Torrijos can get his way on CSS reform 

due in early October. See Reftel C 

Officials To Visit Caracas July 6 Seeking Oil Deal 

1423 and Reftel D 

Internal Security Concerns 


Delays And More Delays 

11. (C) The Canal referendum 

2005 now probably will not take place until mid-2006 at the 
earliest. The bilateral FTA 

concluded in the fall of 2004 

for 2005 

criticism in the wake of the anti-CSS reform strikes. 
Specifically 

sensitive agricultural sectors with radical trade unionists 

and other protesting CSS reforms 

Ferrer recently told POL and ECON Counselors (See Reftel G 
VPanama Trade Minister Wants To Meet USTR On FTA; Timing A 
Dilemma 

study judicial reform in April 2005 

outcry at perceived abuses at the Supreme Court 

said almost nothing about it 

react when the commission makes its report on September 10. 
(See Paras 14-17.) One month later 

that the National Dialogue on CSS reform ends. 


A Secretive Autocrat? 
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12. (C) At the same time 

ways that seem secretive 

the midnight passage of both the fiscal reform bill (January 
31) and the (June 1) CSS reform law known locally as \"el 
madrugonazo\" (something done when people are asleep). (Note: 
See Reftel A 

0277 and Reftel B 

But Not Low Enough To Suit His Opponents 

Those actions have unfortunate echoes to the times of 
Martin\'s dictator dad 

military dictatorship. In truth 

Torrijos probably has nothing in common with his father\'s 
political outlook 

Revolutionary Party (PRD) still bears a fading stigma for 
being the party of the dictators. 


In The Dead Of the Night 

13. (C) With the PRDVs clear majority in the Assembly 

push the (CSS) bill through at midnight? Presidential advisor 
Jorge Ritter said to POL Counselor recently. ҮІ gives the 
impression of doing something dirty and underhanded 

said. Torrijos thought passage of the bill would end the 
strikes 

Torrijos himself was forced to back down on granting 
permission for a national dialogue of social security reform 
an idea he had twice pledged not to allow. See Reftel D and 
Reftel E 

Changes 


No Action On Anti-Corruption 

14. (C) In almost 12 months since taking office 

Torrijos administration has yet to try 

anyone on a myriad of egregious 

cases left over from the 1999-2004 Moscoso administration 
even though it was elected on a platform of Vzero 
corruption." That and other evidence lends credence to 
charges that Torrijos has made a political \"non-aggression 
рас!" with the Panamenista Party of Mireya Moscoso 

the WPacto Ma-Mi\" (Martin-Mireya) in local argot. The 
shameful spectacle of continuing official impunity past 
present 

rulers -- a parasitic political class that gives its members 
\"Get Out Of Jail Free\" cards 

with mutual and reciprocal permission to carve up state 
assets. Impunity corrodes the legitimacy of the Torrijos 
government and Panamanian democracy 

an opening for radicals and populists who will find ready 
audiences for their accusations. 
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Prados Del Este And Bolivar Pariente 

15. (C) (Comment: The sole exception to the continuation of 
official impunity is the jailing of Bolivar Pariente 

former head of Banco Nacional de Panama 

in loan and other irregularities in the September 2004 Prados 
del Este scandal. The scandal -- which involved the 
allegedly illegal construction and financing of a housing 
development on a flood plain -- erupted shortly after 

Torrijos took power when a flood destroyed the neighborhood 
and left several dead. The reason Bolivar Pariente is in 

jail at all 

government look bad 

called in for questioning 

of his surrender from abroad. Embassy had taken a sanguine 
view of Torrijos\'s efforts to change Panamal's culture of 
official and non-official corruption but his continuing 

inaction has led us to reassess. See Reftel I 

Torrijos Government Gets Fast Start On Anti-Corruption 
PANAMA 2613. End Comment.) 


Kicking The Can On The Supreme Court 

16. (C) In recent discussions 

Goals and Planning Ibrahim Asvat (protect) told POL Counselor 
that the GOP has no strategy on what to do about the Supreme 
Court. The six-month compact with civil society groups to 
\"solve\" the Supreme Court issue (\"State Pact for Justice\" 
that expires on September 5 

\"kicking the can. The Harvard-educated Asvat said he argued 
ata cabinet meeting (that included Jorge Ritter 

Kuzniecky 

Martin Torrijos) that asking the legislature to investigate 

Justice Arjona\'s accusations against Justices Oyos 

and Spadafora probably would produce enough evidence and 
public outcry to make it possible to impeach them. (See 

Reftel F 

Focus On Social Security Reform 

reached no conclusion 


CEMIS Intrudes... 

17. (C) The Supreme Court \"crisis\" thus represents a big 
opportunity for the GOP to firmly establish its 
anti-corruption credentials 

impression was that the cabinet wanted to go easy on the 
Court because it was afraid of getting dragged down by the 
unresolved 2002 CEMIS scandal (possibly Panama\'s most 
notorious corruption scandal of recent memory) and did not 
want to motivate the Court to counter-investigate the 
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legislature on CEMIS 

probably took around $900 

(Note: That amount is within the ballpark of what has been 
widely assumed. End Note.) Asvat decried permitting NGOs 
and civil society to set the public agenda. The president 
should set the agenda 

Attorney General Tests Torrijos Administration 

and Supreme Court Bribery Cases 


\"Legacy\" Issues 

18. (C) Dani Kuzniecky 

in a government of optimists 

president. Although it is aware of its priorities 

SO 

government has no real plan to achieve them. (See Reftel H 
VPanamanian Comptroller General Dani Kuzniecky Disenchanted 
With Torrijos 

Kuzniecky said he keeps telling Torrijos that he must 
concentrate on five main \"legacy\" issues which are his and 
his alone and which only his direct intervention and 
participation can accomplish -- Tourism 

Airport Expansion 

Creation. The president himself must take the lead on those 
issues and should ensure that they are done or are on their 
way to being done when he leaves office 

adding \"! always remind him of that.\" Kuzniecky said he also 
always reminds Torrijos that he has a unique opportunity 
perhaps not to be repeated 

Panama and to really put the country on a new footing and 
path. The trouble is 

happening... 


Next Installments 

19. (SBU) Part 2 of this message will present the 
governments views 

critical observations. Part 3 will provide a first-year 

score card on Рапата\ѕ economic performance under the 
Torrijos administration. 
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agreement was signed in Washington." As an alternative 
would be willing to sign the document on the margins of the 
International Monetary Fund (IMF) meetings in Washington 
where Honduran President Ricardo Maduro could also be a 
witness. 


5. Comment: Post remains without an Ambassador pending the 
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confirmation hearings for Ambassador-designate Charles Ford 
hopefully in September. The two to three weeks the GOH have 
requested will delay signature of this agreement until early 
September at the earliest. Therefore 

wishes for a signing ceremony in Honduras and to offer the 
new Ambassador a high-profile deliverable early in his 

tenure 

ceremony in late September. End Comment. 


Williard 
Williard 
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Ref: A. Kuwait 3057 
Ref: B. Kuwait 1493 


1. Summary: Dr. Anas Al-Reshaid 

Information 

plan at the regular August 14 meeting of the Council of 
Ministers. While the Minister told reporters 

the last Information Minister 

the proposed plan 

ministry sectors into semi-autonomous \"authorities\" still 
subject to ministerial supervision 

Nevertheless 

the Council referred the report to its legal committee 
which is charged with drafting legislation implementing the 
plan to be submitted to Parliament. End Summary. 


A Profusion of \"Authorities\" 


2. In Al-Reshaid\'s proposal 

television and print organs would all be spun off into 
\"independent authorities.\" The radio and television arms 
along with the engineering department 

\"Public Authority for Radio and Television.\" The state 
newswire 

ministry\'s foreign media department 

Kuwaiti media operating in Kuwait 

\"Authority of Media and Information.\" And the National 
Council for Culture 

authority 

autonomous \"authorities\" exist in Kuwait in various 
sectors 

Affairs and Fish Resources and the Public Authority for 
Youth and Sports. Such authorities are typically headed by 
a government-appointed director general 

responsible to a relevant ministry 

day autonomy than departments within ministries might 
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because of the specialized nature of their functions and 
duties. End note.) All of the new authorities would remain 
under the aegis of the Minister of Information. 


Intellectual Property Action 


3. Notable among the proposed move of departments now under 
Information to other ministries is the decision to transfer 

the Ministry of Informations Intellectual Property Rights 
Department to the Ministry of Commerce and Industry. (Note: 
Since 2004 

a willingness to take a larger role in intellectual 

property rights enforcement as part of Kuwait\'s progress 
towards a Free Trade Agreement with the U.S. End note.) 


4. Al-Reshaid\'s plan also proposes transferring the 
Ministry of Information\'s tourism sector to the Ministry of 
Commerce and Industry. The state printing shop 

under the purview of the Kuwait Investment Authority 

be privatized. The Minister will continue to exercise 
direct control over the licensing and regulation of local 
publications 

and other periodicals. 


\"One of the Most Significant and Advanced Projects\" 


5. Columnists across the ideological spectrum were quick to 
hail the plan. Salafi Islamist Dr. Wael Al-Hasawi 

in Al-Rai Al-Aam on August 16 

earned our admiration and gratefulness. The moment he took 
office he promised to bring change 

fulfilled his promise. Khudair Al-Enezi 

Qabas on August 16 

one of the most significant and advanced projects which has 
been adopted by the government of His Highness Prime 
Minister Shaykh Sabah Al-Ahmed.\" Faisal Al-Zamel wrote in 
Al-Anba on August 16 

of the change 

and applause.\" One liberal 

Shamlan Al-Issa 

Seyassah on August 16 

restructuring if the government is going to be in charge 
again but in a different form? V 

Visit Embassy KuwaitVs Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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in all regions and governorates. 


The federal government with the producing governorates and 
regional governments shall undertake the management of oil 
and gas extracted from current fields and distribute the 
income in a fair manner in proportion to the population 
distribution in all parts of the country with a set allotment 

in a set time for damaged regions that were deprived in a 
biased manner by the former regime - and in a way that 
assures balanced development in different areas of the 
country 


The federal government with the regional and governorates 
governments shall draft the necessary strategic policy to 
develop oil and gas in a way that achieves the highest 
interests of the Iraqi people based upon the best market 
principles and to encourage investment.\" 


Ambassador is now with KDP leader Barzani to review the above 
language and seek concurrence. 


2. (C) Next steps: Obtaining Shia-Kurd closure on the 

resources issue is essential to moving forward on closing the 
entire constitution text. If Barzani balks 

moment will have arrived for maximum and immediate Washington 
pressure to be brought to bear upon him. If he concurs on 

the closing issue 

the full constitution text - a procedure agreed to by Hakim. 
Khalilzad 
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to do to get the additional 800 MW of power generation 
capacity that is currently not working on-line and producing 
electricity. Provide that report at the next meeting.\" 


4. (SBU) The MOE and Minister of Water Resources (MOWR) then 
complained to the DPM that the Hadithah Dam was not 

generating sufficient hydroelectricity due to equipment 

problems at the dam. The MOWR said the technicians could not 
get to the power plant in the dam because the US forces 

guarded it. The MNF-I representative 

that the repair crews could go to the dam power station 

they required continuous escort by the U.S. forces guarding 
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the dam. Parker explained the USMC elements present would 
provide escorts for the repair crews 

the technicians had demanded to go without escorts. The DPM 
requested that MNF-I coordinate the escorts 

that no one came in and destroyed the dam and power 
generators. DPM concluded saying 

escorts because of all the inside sabotage which has occurred 
across Iraq.\" 


5. (SBU) The DPM then requested to know what other problems 
were of concern to the group. The Ministry of Industry and 
Minerals (MIM) said the industries of MIM were short of fuel. 

The DPM noted the gas line had just been cut between the 
plants and Bayji. The DPM then said 

Room!" The DPM directed the MIM draft a plan for an Energy 
Coordination Center. 


6. (SBU) The DPM discussed the requirements for the next 9 
months in Iraq to meet the summer electricity demand for 
2006. He said the current demand for electricity was 8500 
MW 

instructed the MOE to tell him how the MOE would meet these 
requirements by 2006. 


7. (SBU) BG Kamal reported a pipeline in the 9th Brigade 
area had been interdicted on August 15 

noticed the interdiction 

incident. Kamal said these units needed radios 

and better command and control to handle interdictions and 
reporting. Kamal told the DPM that the trees along the 
pipeline needed to be cut 

The DPM told Kamal he could not cut the trees 

were in the process of trying to plant trees in Iraq 

destroy them. Kamal reported IEDS in the 2nd and 3rd Brigade 
areas 

had won the firefight and saved an attack on the pipeline. 
The DPM told Kamal to reward the Army personnel who were 
involved. Kamal reported the 2nd and 3rd Brigades had also 
found 2 IEDs 
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electrical tower. Kamal reported an attack on infrastructure 
at Al Nasiriyah. The DPM told the ministers to expect more 
attacks in the south 

improving 

tactics and locations of future attacks. 


8. (SBU) The DPM informed the ministers that oil production 
in the north was now at 600 mbpd and exports would be 350 
mbpd (NOTE: MOO is reporting 400 mbpd from Kirkuk oil 
fields. END NOTE). He requested an update from MNF-I on the 
security operations in the north. COL Parker from MNF-I 
informed the DPM that the 42nd ID had invested in hardening 
the pipeline and key nodes in the north 

vicinity of Al Fathah. Parker informed the DPM there had 
been no incidents at Al Fathah for over two months 

early June. The DPM requested that the MNF-I \"inform MG 
Taluto that he was very pleased with the support from the 
42nd ID and to personally thank him for the work of his 
soldiers in securing the northern pipeline and Al Fathah.\" 


9. (C) BG Kamal informed the ministers that the intelligence 
coordination system is working. For example 

\"The contractors who built the electrical towers near 
Samarra 

know the man who did it 

example of how intelligence is working well.\" Kamal 
explained that intelligence from MOO was also working well 
and they had found information leading to the discovery of 
IEDs on the Naft Khaneh pipeline. Kamal said 

bigger space for the intelligence cell 

put the cell? At Camp Victory or at the MODA" (NOTE: No 
decision was provided on where to host the intelligence cell. 
END NOTE) The DPM said 

a representative at the intelligence coordination cell\" 

the MNF-I representative told the DPM that each ministry had 
representation there. The DPM told BG Kamal V'we need a 
better strategic plan for geo-spatial mapping 

where our key facilities are located 

to attacks on them." 


10. (C) The DPM said 

security for the electrical infrastructure and fuel supplies. 
The goal of the insurgents is to cause maximum discomfort 
for the people of Baghdad 
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of essential services to Baghdad. The ministers discussed 
the available forces and the training readiness levels of the 
Iraqi forces and determined 

Iraqi forces cannot protect even 50 per cent of the key 

linear infrastructure. This was unsatisfactory to the DPM 
and he demanded that the MOD develop plans and forces to 
protect the key infrastructure in Iraq. The DPM asked if he 
should direct the Iraqi Army to secure the pipelines. 


11. (SBU) The DPM set the agenda for the next meeting as 
follows: 1) The MOO is to present the status of exports of 
oil 

repairs at Hadithah Dam 


12. (SBU) COMMENT: The NEC 

continues to be dissatisfied by the progress of 

infrastructure protection for the provision of essential 

services across Iraq 

The emphasis on completing the security force deployments in 
the North continues 

increased emphasis for infrastructure security in the South. 
END COMMENT. 

Khalilzad 
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ability to help with that?\" There were some nervous fidgets 
on the Paraguayan side of the table 

deliberately remained mute 

think so. Nevertheless 


10. (C) Affirming U.S. respect for Paraguay\'s sovereignty 
and its right to choose its own path of development 

conveyed U.S. concern about the emergence of strong leaders 
who seek to export problems and sow instability in the 

region. In this regard 

about Cuban and Venezuelan efforts to export an ideology that 
harms democracy. The expansion of opportunity and fighting 
corruption were the best to shore up democracy 

stability 
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11. (C) Duarte offered a mixed message in response. He 
stressed 

development 

represent the greatest threats to democracy in the region as 
they create opportunities for the likes of a Chavez 

Morales 

support. Paraguay currently had a relationship with both 
Cuba and Venezuela that redounded to its benefit 
economically. Over 600 Paraguayan students were studying 
medicine in Cuba. As in the U.S. 

responded 

Paraguay was hard pressed to reject this kind of valued 
assistance. Paraguay was 

putting an end to the Cuban program that involves dispatching 
Cuban doctors out to the Paraguayan countryside out of 
concern over the \"problems\" it generates. 


12. (C) Venezuela was another story. lt aimed to build a 
model for power in the region based on providing significant 
aid. The Paraguayan Government received assistance from 
Venezuela in excess of USD 10 million in fuel subsidies which 
Duarte contended dwarfed U.S. assistance. (Note: U.S. 
assistance to Paraguay in the form of AID programs 

funds 

exceeds USD 10 million but a fraction of that goes to the 
GOP 


13. (C) Duarte signaled that he would prefer Paraguayan 
youth obtain an education in the U.S. and that if such 
scholarships were forthcoming he might consider ending the 
Cuban program. He recalled U.S. aid programs delivered in 
his youth in the context of the Alliance for Progress that 
produced tangible benefits upon his generation. The end of 
the Cold War 

reductions in this kind of assistance. He recalled his 

appeal to President Bush for more scholarships. In the 
absence of the U.S. providing this kind of assistance 

to respond to domestic interests as a realist recognizing the 
strong support the Cuban medical scholarship program enjoyed. 


14. (C) On August 17 

Gonzalez in a half-hour meeting that focused on Paraguay\'s 
participation in peacekeeping missions. Gonzalez conveyed 
appreciation for U.S. military cooperation particularly in 

the form of U.S. MEDRETES 


Column 3 

combating narcotraffickers as evidenced by the recent arrest 
and extradition of Mendes Mesquita. He also conveyed 
Paraguay\'s eagerness to participate in the UN PKO in Haiti 
noting its lack of resources proved the only obstacle. 
Ambembassy ODC officials advised the SECDEF that they were 
exploring avenues for possible U.S. assistance. SECDEF 
reminded MOD that the GOP\'s decision to sign an Article 98 
agreement would facilitate delivery of U.S. defense 
assistance. The MOD tacitly acknowledged the SECDEFVs 
message. He alluded discreetly to MFA efforts to address 
this issue but appealed to the U.S. to consider ways to 
overcome this obstacle. 


15. (U) Approximately 50 protesters staged a small but loud 
protest across the street from a SECDEF wreath laying 
ceremony at a national military memorial. Almost an equal 
number of riot police cordoned off the protesters from the 
SECDEF\'s delegation. The protesters composed largely of 
students armed with megaphones chanted insults and hoisted 
signs condemning the SECDEF visit to Paraguay. Proceedings 
went forward at the site as planned 

protests occurred during the visit. 


16. (C) Notwithstanding criticism in the press over the 

visit 

meeting with the SECDEF. While on occasion he lapsed into 
speechifying in describing his achievements and appealing for 
assistance 

humor on the part of both principals. 


17. (C) Comment. SECDEF\'s aim to strengthen the U.S. 
relationship with Paraguay and convey support was clearly 
achieved. While Duarte devoted much attention to the forms 
of concrete assistance Paraguay seeks to derive from the 
relationship 

cooperation with the U.S. in the consolidation of democracy 
the fight against terrorism and transnational crime 

expansion of economic opportunity. We look forward to 
building on the good will produced by this visit in our 
missionVs objectives in these areas. End Comment. 


18. (U) SECDEF did not have an opportunity to clear on this 
message. We understand SECDEF will be producing its own 
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report on this visit. 
KEANE 
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Independent English language newspaper New Age" editorially 
comments (8/19): 


Part of the reason why Mr. Sharon has decided to leave Gaza 
stems from his realization that holding on to the territory 

does not really solve his country's security problems. In 

the past few years 

such as Hamas have more or less convinced people all around 
that sooner or later the Israeli authorities would need to 

look inwards about whether or not they need Gaza as part of 
the bigger Israel they have in mind. It is now obvious that 

the prime minister has accepted fully the thought that 

Israel without Gaza will be a better proposition than with 

it. In the process 

rebellion within his own cabinet where extreme rightwing 
ministers opted to go out of office rather than go along 

with him. On top of everything 

(and former prime minister) Binyamin Netanyahu who made a 
public show of disagreeing with Sharon 

his way out of government. In his turn 

made a shrewd 

opposition Labor into a power-sharing arrangement with his 
Likud party. The result has been a healthy accommodation 
between Mr. Sharon and Mr. Shimon Peres 

politician now known for his contribution to the peace 

process with the Palestinians. Together the prime minister 
and Mr. Peres 

but insistently been implementing the Gaza withdrawal plan 

in its entirety. The alacrity with which the settlements 

have been and are being emptied of even the most rabid of 
Jews is a sign of the seriousness the government in Tel Aviv 
has attached to the issue. 


But while the Gaza withdrawal is surely a move in the right 
direction 

come up with a lot more in its search not only for 
accommodation with its Palestinian neighbors but also for 
its own security. It is the West Bank which should now be 
the focus in any peace consideration. With issues like the 
status of Jerusalem remaining in an imbroglio 

natural for people to feel that Mr. Sharon and his friends 
must come up with a lot more than they are willing to offer. 
A few crumbs here and there will not satisfy the 
Palestinians 

into the making of a state. 
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VAfter Gaza 

Pro-left English language weekly \"Holiday\" editorially 
comments (8/21): 

The withdrawal from Gaza...is welcome. But that does not 
mean that it solves all problems for either Israel or the 
Palestinians. There is still the matter of what the Israelis 
plan to do about the West Bank and the future status of 
Jerusalem. The Israeli government has lately demonstrated 
what it thinks is its agreement to live with a Palestinian 
state beside it. But the way in which it has gone about 
promoting the idea has only convinced men like President 
Mahmoud Abbas that it expects a Palestine to be established 
on the crumbs of territory it has on offer. Obviously 

an attitude can only exacerbate the issues. Which is why it 
is important tha 
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might nominate its own candidate. Soswa said that neither 
she nor the ROYG have formally approached other nations for 
support 

Soswa will be in the US in September for consultations at the 
UN and to deliver a lecture at the Kennedy School of 
Government. 


4. (C) The Minister expressed frustration with her current 
position. \"I\'m really tired 

she was disappointed with the ROYGVs current performance in 
human rights. \"It can be much better with just a little 

effort 

and | urge the USG to stay vocal." 


5. (C) Soswa told Ambassador she expected another woman to 
replace her as Human Rights Minister 

specify who. She disclosed that the ROYG would appoint three 
women ministers and nominate a \"large\" number of females to 
the Judiciary before Saleh\'s expected trip to Washington in 
November. Soswa also mentioned her ministry is planning a 
Womenvs Rights Conference November 20-22. She told 
Ambassador that once dates were finalized 

Secretary Rice. 


SIPDIS 
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6. (C) If Soswa takes the UNDP position 

for Yemen. She has been a strong 

human rights and had many successes in taking on other ROYG 
ministries toward that end. Although she is obviously 
frustrated with ROYG\'s stagnation on human rights in the last 
year 

to support her family and be close to one of her daughters 
who will be attending university next year. Although it 

would be a loss to post 

effective human rights advocate is well warranted. End 
Comment. 

Krajeski 
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underscore that it will not cooperate unless Estrada is 

released from house arrest. This last condition would be 
politically hazardous for Arroyo to even think about and 

there is no indication that she is about to agree to it. In 

other news 

may be edging closer to the number of endorsements needed for 
a referral of its impeachment complaint to the Senate. 

Hearings into the impeachment charges continue on August 23. 
End Summary. 


2. (U) In August 19 remarks to the press 

confirmed that he has been engaged in talks with supporters 
of former president Joseph Estrada. The exact scope of the 
talks is unclear 

on his own volition -- said the talks support V'national 
reconciliation." The Estrada camp continues to underscore 
that it will not cooperate unless Estrada is released from 
house arrest. (Note: Estrada has been in jail and 
subsequently under house arrest since 2001. He is being 
tried on charges of plunder and corruption. End Note.) 


3. (U) President Arroyo reiterated the theme of V'national 
reconciliation in brief remarks made in front of a large 
crowd gathered in Manila on August 20 in honor of Brother 
Mike Velarde 

group. After Velarde said he was willing V'to mediate" 
between Arroyo and Estrada in remarks to the crowd 

went on to state: V'As Brother Mike said 
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formula that works and is acceptable so that we would all be 
united as soon as possible. As President of the Philippines 

| am ready to take steps and | call on my enemies for us to 
unite so that our politics would not deteriorate and so that 

our economy would progress. Arroyo did not make any remarks 
specific to Estrada. She had left the stage by the time that 
Estrada arrived to greet Velarde. (Note: The 
\"Sandiganbayan\" Anti-Graft Court had granted Estrada 
permission to leave house arrest for 12 hours so that he 

could undergo a medical examination in Manila and attend part 
of the Velarde event. He was under police escort at all 

times. End Note.) 


4. (C) When asked about Defensor\'s efforts 

made clear that it is willing to reach out to opponents as 

long as \"justice is not sacrificed. This appears to be a 
signal that Malacanang is unwilling to countenance any effort 
to try to release Estrada from house arrest perhaps by trying 
to get him bail. In an August 22 meeting with poloff 

\"Eki\" Cardenas 

taking place between the two camps. He added that he did not 
think they would come to fruition because he did not believe 
that Malacanang would allow Estrada to get out from under 
house arrest. (Note: There is considerable debate as to 
whether Malacanang could secure Estrada\'s release even if it 
wanted to: plunder -- the most serious of the charges he 
faces -- is a capital and thus non-bailable offense. 

Estrada 

has since walked back comments he earlier made to the effect 
that perhaps Estrada could be released into someone elseVs 
recognizance 

Note.) 


5. (C) In other news 

congressman closely involved in impeachment issues 

Acting Pol/C on August 19 that the Opposition was edging 
closer to the number of endorsements needed for a referral of 
its impeachment complaint to the Senate. Zamorra asserted 
that the Opposition now has 74 of the 79 endorsements needed 
(one-third of the total House membership of 236). Zamorra 
predicted that the Opposition could reach the 79 figure in 

the next week or two \"despite MalacanangVs best efforts to 
fight иѕ.\" When Acting Pol/C noted that the last Opposition 
announcement on the matter placed the total at about 52 (ref 
b) 

that the opposition continues to gather signatures 

from House representatives in the PresidentVs coalition. 
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Zamorra said he had no plans to announce the latest total 
until there were 79 or more signatures 

published the names \"Malacanang will only try to bribe them 
to retract.\" (Note: A local newspaper reported on August 20 
that the Opposition had 67 signatures. End Note.) 


6. (U) Zamorra confirmed that hearings into the impeachment 
charges would recommence on August 23. The Opposition hoped 
that the matter of which complaint would be reviewed could 

be settled at that time (ref a). (Note: The Majority wants 

to review a complaint filed by a private citizen 

filed before that of the Opposition. The Opposition believes 

that its amended complaint must be taken up. End Note.) 


7. (C) Trying to spring Estrada from house arrest would be 
politically hazardous for Arroyo even to think about. 

Estrada is widely and accurately seen as corrupt (even his 
supporters admit he played things close to the edge of the 
law) 

into her unmercifully if she tried to help him out of his 

legal problems. In any case 

is about to agree to try to release him. Zamorra has made 
previous claims that the Opposition was close to the numbers 
needed for a Senate referral -- and those claims did not pan 
out. However 

his recent comments are worth flagging. 


Visit Embassy Manila\'s Classified SIPRNET website: 
http://www. state.sgov.gov/p/eap/manila/index. cfm 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website: 
http://www.state.sgov.gov/ 
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Islah is a coalition of northern tribal interests and the 
Yemeni Muslim Brotherhood (YMB). The party boasts the 
highest membership of any other political party in Yemen 
including the ruling General Peoples Conference (GPC). As 
both tribal and Islamist 

Islah lies on the ideological spectrum. Insiders point out 

that Islah\'s moderate characteristics come from the 
traditionally peaceful Yemeni Muslim Brotherhood (YMB). The 
YMB\'s more radical elements also affect party behavior from 
time to time. Many observers maintain that Islah is 
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motivated more by tribal and political interests than 
religion. End Summary. 


2. (SBU) Islah holds 45 out of 301 seats in Parliament. 
Although difficult to confirm 

to have between 800 

support is steadily growing among the young 
conservatives 

and (quietly) even from GPC party members. Geographically 
the party\'s support is strongest in the industrial city of 
Taiz 

Jibla 

Recently 

Socialist Party (YSP) in Aden 

Islah\'s social programs and the southward migration of 
Islahis. Islah lacks strong support from Yemen\'s Zaydi 
population 

(ref. A). 


3. (SBU) Islah was formed in 1990 as a coalition of northern 
tribal leaders led by the Hashid tribal confederation and its 
paramount chief 

al-Ahmar and the Yemeni Muslim Brotherhood (YMB). Sheikhs 
Yassin Abdullah and Abdul Majid Zindani founded the Yemeni 
Muslim Brotherhood (YMB) twenty years earlier in Taiz. In 

its early years 

spread it ideas through the Yemeni educational system 

heavily reliant on Egyptian teachers 

affiliated with the Egyptian Muslim Brotherhood. The YMB has 
always officially rejected violence 

change and believed that any political system chosen by a 
Muslim community is religiously acceptable. Nevertheless 
there are Islahis associated with the YMB who espouse a more 
radical and militant brand of Islam. 


4. (C) Within Islah today 

controlling 

Their influence can be seen in Islah\'s platform that mandates 
\"democracy bound by Islamic teachings 

opposition coalition Joint Meetings Party (JMP) whose Islah 
representative is Political Director Mohammed Qahtan. 
Discussions with influential Islahis always center on the 

need for a V'peaceful struggleW to achieve a democratic and 
non-corrupt state (ref. B). In addition to Qahtan 

Islahi moderates include the current SYG Mohammed Abdullah 
Yadoumi 

Mohammed al-Affendi 
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journalist Nabil as-Sufi. They are not 

al-Ahmar\'s inner circle responsible for Islah\'s relationship 
with President Saleh and the ROYG. 


5. (C) IslahVs moderate reformers are usually well-educated 
technocrats who espouse a more moderate ideology than Islah\'s 
core leadership. Although not social liberals 

positions are left of al-Ahmar and his inner circle on 

economic reform 

issues. They also repeatedly express outright rejection of a 
strict application of Sharia Law. Most recently 

moderate reformers were responsible for Islah\'s block vote in 
Parliament favoring a bill limiting al-Ahmar\'s tenure as 
Speaker (Ref C). Leading moderate Islahi MPs include French 
educated Dr. Abdul Rahman Ba Fadhl 

Ashal and Ali Annsi. 


6. (C) Radical fundamentalism permeates Islah through a small 
but vocal faction. During the 1994 Civil war 

Council member Imam Abd al-Wahab al-Dailimi issued a Fatwa to 
northern troops sanctioning the pillage of V'secular 
anti-IslamicV southern cities. Deputy Chairman of the 
Supreme Committee 

reclusive spiritual head of Islah 

fundamentalist. In the countryside 

and Jibla 

Islahis pressing the authorities to enforce a stricter 
interpretation of Sharia. They also recall how 

Islahis controlled the educational system 

teachings were mandated in schools. 


7. (C) Some believe that the YMB\'s fundamentalist side 
extends to more than just a small faction of the party. Dr. 

Saif Asali 

in 2003 

leadership) ultimately aims to establish an Islamic 

government in Yemen. He asserts Islah\'s leadership practices 
a carefully orchestrated \"dualism 

the West while preaching radical doctrine in the mosques. 

NDI Democratic Development Director Dr. Saad Talib disagrees 
with Asali. Talib contends that that while there may be a 
radical element within Islah 

faction. 
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8. (C) Another Islahi fundamentalist faction is led by Sheikh 
Abdul Majid al-Zindani 

Imam designated as a terrorist financier by the US Department 
of Treasury and UN Security Council. Zindani is the Chairman 
of the Islah Shura Council 

Islah\'s platform and confirming its leadership. Many claim 
that this position gives him veto power over party policy. 

Talib disagrees. He claims that the emerging moderates have 
clearly eroded ZindaniVs power in the Shura Council and 
points to Islah permitting women\'s participation in the Shura 
Council over ZindaniVs objections as an example. Moderate 
Islahis confide in private that Zindani is а burden on the 
party. 


9. (C) Conservative Salafi Islam rejects Islamic 
interpretations formulated three generations after prophet 
Mohammed\'s death. Salafis also vehemently oppose ShiVa 
Islam. The number of Salafis in Islah is unknown 

Asali estimates that they compose less than one percent of 
the party's membership. Sufi concurs 

Zindani factionVs influence on Islah is negligible. 


10. (C) Although it is YemenVs primary Islamic party 
day-to-day dealings appear driven by practical politics and a 
secularly based democratic and economic reform agenda. \"The 
biggest secret about Islah 

of Human Rights El-Obaid el-Obaid 

it is driven by political and tribal interests and 

the GPC 

noting 

see that religion really has nothing to do with the 
decision-making process. We are purely a political machine." 
Indeed 

mention religion or Sharia. In Parliament 

turn to Sharia as a basis for their arguments. 


11. (C) Islah\'s interest-based pragmatic politics can 
ultimately be attributed to Party Chief al-Ahmar and Yemen\'s 
tribal traditions. Al-Ahmar heads the party's fifteen-member 
Supreme Committee and has the final say on much of the 
party's agenda. Many also say that al-Ahmar 

does not belong to any of Islah\'s Islamist camps 

the party. Talib calls al-Ahmar the \"hypocritical\" side of 
Islah. V'The Brotherhood needs al-Ahmar\'s protection from a 
possible crackdown 

the well-known corruption of the tribes or al-Ahmar\'s sons 
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who run his lucrative businesses despite Islah\'s 
anti-corruption platform." Insiders overwhelmingly agree 

that al-Ahmar is not popular among the party's rank and file 
who see him as President Saleh\'s tribal Sheikh and ultimately 
part of the regime. 


12. (C) Although a more cohesive party than the GPC 

still more a marriage of convenience between the YMB and 
tribal (including regime) interests. For now 

different factions are united in their focus -- to strengthen 
their position in order to become a more effective opposition 
in upcoming elections. The moderate reformers 

short time have managed to effectively lobby for their agenda 
within the party 

this effort of late. These moderates oppose al-Ahmar 

they accuse of allowing Saleh to control the party. However 
they need al-Ahmar for the moment to provide both 
constituents and protection against an outright political 
attack by the ROYG. 


13. (C) Islah\'s moderate reformers are currently the only 
group with the potential to create an effective 

democratically run political party with any hope of being 
elected to power. That this group is seen as Islah\'s best 
hope is reflected in the quiet support they receive from 
moderates within the GPC. Reform-minded 

technocrats within the ROYG (and therefore members of the 
GPC) 

interlocutors to get to know these Islahi progressives. 
Deputy Foreign Minister Mustafa Noman 

reform and a key embassy contact 

to seek the participation of Islahi moderates in USG-funded 
regional training and conferences on democratic reform. That 
Noman would make such suggestions 

continued protestations to Ambassador on emboffs frequent 
meetings with opposition elements 

of his belief that moderates within Islah can play an 
important role in implementing the democratic and economic 
reforms necessary for Yemenis to have a better future. End 
Comment. 

Krajeski 
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to School Picnic 

500 invited guests. The Royal Oman Police Special Task Force 
will provide access control and perimeter security for the 
duration of the event. 


4. (S/NF) Prior to concluding the meeting 

reftel A 

terrorist targeting of commercial transportation interests 
around the world. RSO and SIMO stated that they would have 
to research the paragraph 6 reference to potential attacks on 
airports in Oman 

consistent with current threat reporting. (Note: Subsequent 
to the EAC meeting 

para 6 threat information was indeed incorrect and a 
correction cable will be issued. End note.) Members also 
noted unique conditions in the Sultanate 

of mass transit (reftel C); however 

information contained in paragraph 14 will be incorporated 
into defensive personnel briefings 


5. (S/NF) The EAC concluded that there have been no 
substantive changes in the local security environment since 

the last meeting held on August 17 (reftel B). Accordingly 
members agreed that the Embassy\'s already heightened security 
posture and FPCON remain appropriate. Embassy Muscat remains 
acutely aware of the need to monitor both the regional and 

local security and threat environments 

take the necessary countermeasures should changes to either 
occur. AMB 

PAO 

participated in the meeting. 

BALTIMORE 
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more hard-line position than their own capitals 

stressed that Jordan appeared to be \"only Arab state in 
support of MDA membership. Continuing 

continues to be subject to intense pressure 

regional states 

maintain OIC/Arab League consensus opposing convening the 
emblem conference. Obeidat added that the Jordanian Foreign 
Ministry believes the OIC/Arab League position is deely 
entrenched 
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disengagement. 


HENZEL 
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that they were \"not surprised\" that terrorist violence 
elsewhere in the region had finally reached Jordan. The 
Islamic Action Front has not yet spoken out publicly on the 
attack. 


6. (SBU) RSO placed the Marine security guard detachment on 
standby and the local guard force and roving patrols on 

alert. PostVs surveillance detection unit (SDU) increased 
coverage around the Mission 

Language Center (ALC). In response to postVs request 

GOJ has augmented its security coverage around Embassy 
Embassy residential areas 

Community School (ACS). 

HENZEL 
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Visit Embassy Kuwait\'s Classified Website: 
http://www state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State Department\'s Classified SIPRNET website 
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along 

difficult. The Palestinian Foreign Minister 

accused Egypt of doing some \"unfriendly thing\" to the 
Palestinian Authority (Note: He may have been referring to 
reports that Egypt told Swiss Ambassador Pfirter they would 
be flexible if Israel publicly declared its intention to 

maintain MDA activities within 1967 borders. End note). The 
Palestinians simply do not want the MDA operating within the 
Occupied Territories 

Aboul Gheit that Kidwa and the Palestinian Authority were 
taking a short-sighted view. The Palestinians needed \"wiser\" 
GOE leadership on this issue. The MDA/Third Protocol issue 
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was a humanitarian issue 

delay progress on resolution over fears of legal precedents 
and final status issues like borders. These fears are 
overstated and irrelevant. Welch told Aboul Gheit that Egypt 
should have a stronger voice than Kidwa\'s on this issue. 


3. (U) This message was cleared by A/S Welch. 


Visit Embassy Cairo\'s Classified Website: 
http://www .state.sgov.gov/p/nea/cairo 


You can also access this site through the 
State Department\'s Classified SIPRNET website. 
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GOE economic reform program. The new law was the first step 
towards creating an economic framework that would integrate 
Egypt\'s economy into the modern global economy 

private sector investment and create 700 

opportunities annually. He noted that the income tax 

reforms would be followed by reform of sales and real estate 
taxes. Shortly after signing the new tax law 

announced an increase in the public sector bonus of 20% over 
the next five years 

Nazif noted in a public statement that the increase 

with tax cuts 

net income for public workers. 


19. (SBU) The increase in the public workers bonus is 
clearly an election year gesture 

question the GOE\'s seriousness about controlling EgyptVs 
already large budget deficit. The bonus 

new tax cuts and tariff reductions enacted last year 

likely to increase the budget deficit in the short term 

beyond its projected FY 2005/06 level of 9.3% of GDP. MOFVs 
prediction of increased tax revenue from the informal sector 
also seems overly optimistic. It will take more than mere 
reassurances from the MOF for individuals in the informal 
sector to begin trusting the tax authority and paying taxes 
regularly. End comment. 
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concerns vis-a-vis the Sahrawis 
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Lugar\'s humanitarian mission and the unconditional release of 
all remaining Moroccan prisoners by the Polisario has been 
positive overall. The Sahrawi and Polisario officials we 
encountered were also generally quite positive 

noting that the unseasonal desert rainstorm the day before 
was an auspicious omen on the occasion of the POW release. 
The government 

our public reaction to the release 

welcomed what it predictably portrayed as an entirely 

Polisario decision 

presented the humanitarian release as an opportunity to 
create a more positive dynamic in the region. 


GOA CLARIFIES IT IS NOT A PARTY TO THE 
DISPUTE BUT CAN PLAY GOOD OFFICES ROLE 


2. (U) Minister of State Belkhadem 

President Bouteflika\'s Personal Representative 

clarifying statement August 19 in response to Senator Lugar\'s 
remarks in Morocco suggesting that Algeria and Morocco were 
the negotiating parties in the Western Sahara dispute. As 
reported in El Khabar August 20 

Algeria can play a part in the settlement of the conflict 

but only to the extent of playing a good offices role 

helping to bring the viewpoints of the two parties to the 
dispute 

issue of implementing international legality and UN 
resolutions. 


MFA STATEMENT HOPES RELEASE WILL 
MARK BEGINNING OF A POSITIVE DYNAMIC 


3. (U) In an August 18 statement released by the Foreign 
Ministry spokesman 

prisoners by the Polisario to President BushYs envoy 

Lugar 

action that demonstrated Polisario\'s responsible behavior and 
good will. \"With this welcome development 

Front has liberated all the prisoners of war 

sensitive page in the fratricidal Western Sahara conflict to 
be turned. Algeria hopes that all other pending humanitarian 
issues can be resolved rapidly 

Sahrawi prisoners and missing persons. 


4. (U) At the same time 

Algeria hopes that today\'s positive development will mark the 
beginning of a dynamic of good neighborliness and positive 
interaction (\"convivialite\") 

in the region. The statement went on to underscore that 


Column 3 

Algeria remained more than ever attached to international 
legality and wanted to see renewed UN efforts to secure full 
cooperation of the parties to the dispute (Morocco and the 
Polisario) in the context of the peace plan for 
self-determination of the people of the Western Sahara. 


BOUTEFLIKA SENDS WARM WISHES ON КІМС\5 BIRTHDAY 
AND ANNIVERSARY OF 1953 UPRISING AGAINST COLONIAL RULE 


5. (U) Separately 

birthday and the anniversary of the uprising of the Moroccan 
king and people against French colonial rule 

fall on August 21 

congratulations. In his message 

\"fraternal best wishes\" on behalf of himself and the people 
and government of Algeria; praised the King\'s \"enlightened 
leadership\"; reaffirmed Algeria\'s \"firm will and 
determination to pursue cooperation and work together for the 
development of special 

and Algeria\"; and recalled their shared struggle against 
colonial rule 

relations and in the Maghreb. 


POSITIVE RHETORIC BELIES CONTINUING PRIVATE ANGER 


6. (C) Beneath the generally positive public rhetoric 

clear from Bouteflika\'s August 18 comments to Senator Lugar 
(Algiers 1753) that he is incensed over perceived Moroccan 
insults and policy moves 

cancellation of Prime Minister Ouyahia\'s visit in June and 

what Algeria sees as a policy of \"faits accomplis\" regarding 

the Western Sahara. In this regard 

that Algeria would only improve relations with Morocco if the 
latter agreed to return to the UN framework (for resolving 

the Western Sahara issue) would appear to go beyond Algeria\'s 
standard position that bilateral relations and the Western 
Sahara issue are completely separate and that disagreement 
over the latter need not hold back the development of 

relations. While time will tell 

remarks 

King 

appointment to Rabat as Ambassador all suggest Bouteflika\'s 
comments may have been more a venting of personal anger and 
frustration than a genuine shift in longstanding policy. 


ABRUPT CANCELLATION OF OUYAHIA 
VISIT AT HEART OF BOUTEFLIKA\'S PIQUE 
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7. (C) The abrupt manner in which the King cancelled PM 
Ouyahia\'s visit in June (declaring the visit \"inopportune\" 

only 45 minutes after informing the Algerians that the King 
would meet with and host Ouyahia at lunch) is at the heart of 
BouteflikaVs pique and offended pride because he saw it as a 
direct 

Algeria and to his own person as president. Previous 
explanations attributing the cancellation to accumulating 
Moroccan frustrations over Algerian \"right to independence" 
rhetoric 

King\'s important gesture of attending the Arab League Summit 
in Algeria in March 

convincing because the King had agreed to receive Ouyahia 
DESPITE this provocative rhetoric. (The Algerians 

part 

mounting Moroccan statements and actions rejecting a 
referendum and treating Moroccan sovereignty over the Western 
Sahara as a fait accompli. So what changed in the 45-minute 
period? 


A POSSIBLY MORE CONVINCING 
EXPLANATION OF THE CANCELLATION 


8. (C) Moroccan Ambassador Benryane (strictly protect) told 
Ambassador in early August the real reason for the abrupt 
cancellation was the King\'s anger when he received the final 
Algerian delegation list for the visit. According to 

Benryane 

ministers as primarily political in nature 

of the meeting being agreement on concrete steps that would 
result in a reopening of the border. He had resisted 
agreeing to personally receive the Algerian PM as long as it 
was not clear that the Algerian Foreign and Interior 

Ministers would be on the delegation 

participation as evidence that the Algerians also viewed the 
visit in a political framework and were serious about an 

early reopening of the border. 


9. (C) According to Benryane 

delegation list that included the two ministers 

immediately agreed to meet with and host PM Ouyahia and word 
was relayed within minutes to Algiers via the Algerian 
ambassador in Rabat. Shortly after the King extended the 
invitation 

from the Algerians. That list showed the Foreign and 
Interior ministers would not be on the delegation after all. 
The King in turn angrily concluded the Algerians were not 
serious and ordered the Algerians be told the time was not 
\"opportune\" for the Prime Minister's visit. 
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If expansion did not take place in a “democratic manner 
Bouteflika said he preferred the status quo. End Summary. 


U.S.-ALGERIAN COOPERATION EXEMPLARY 


3. (C) Senator Lugar began the meeting by thanking 
Bouteflika for the outstanding hospitality and warm reception 
accorded to him and his delegation by the Algerians. He 
extended greetings from President Bush 

behalf of the President and the American people 

conveying sympathy at the loss of the two Algerian diplomats 
killed in Iraq. Senator Lugar noted the U.S. was pleased 

that Algeria had established an embassy in Baghdad and was 
working with us and others to build democracy in Iraq and 
enable the Iraqi people to stand on their own feet. 


4. (C) Turning to bilateral relations 

admiration for Bouteflika\'s leadership in promoting democracy 
and a market economy in Algeria. Algeria was a major 
provider of natural gas to the U.S. 

offered great potential for American investors. Lugar noted 
the U.S. could learn from Algeria\'s experience in the war on 
terrorism 

was exemplary. Bouteflika welcomed Lugar and his 
delegation\'s visit 

relationship with the United States. Algeria could not make 
miracles 

Algeria\'s readiness to extend full cooperation in the 

political 

Bouteflika said he was pleased to see improved U.S. relations 
with Libya and Sudan 

to bring these improvements to fruition. 


IRAN SEEKS DIALOGUE WITH U.S. 


5. (C) Bouteflika said he sometimes read about Iran\'s 
history and was struck by the complexity and intelligence of 
Iranian civilization. Differences with Iran 

nuclear issue 

EU-3 was active in this regard 

interested only in a quiet dialogue with the U.S. Evincing 
some sympathy for the Iranian position 

thought Iran wanted to be free to develop a peaceful nuclear 
capability 

their situation in a regional context 

Pakistan and India next door. 
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VSYMPATHY AND AFFECTION\" FOR IRAQIS 

6. (C) Bouteflika observed that the situation in Iraq was 
complex 

continuing. He thought the formula of a federation was the 
maximum Iraq could manage if Iraqis wanted to keep their 
country united. The fact that a Kurd was now Iraq\'s 
President was an important signal of the extent of change. 
Nevertheless 

independent Kurdistan would cause \"an explosion\" that would 
affect the whole region. Bouteflika said he was following 
the Iraqi Transitional Government\'s efforts \"with sympathy 
and affection 

had brought the most significant progress. Elections were 
\"not a panacea\" but they were important. Lugar said the 
Iraqis needed the support of the U.S. and the international 
community to establish a new government 

and rebuild their country. He expressed appreciation for 
Bouteflika\'s comments 

Iraq was difficult and we could learn from the views and 
experience of friends in the region. 


ISRAELI WITHDRAWAL FROM GAZA 


7. (C) Bouteflika said the situation in Iraq could not be 
separated in Arabs\' minds from the question of Palestine. In 
addressing the problem of terrorism 

discuss the root causes. Israel\'s withdrawal from Gaza was a 
\"step forward 

of establishing a Palestinian state existing beside Israel on 
an equal footing. Bouteflika acknowledged that dismantling 
settlements was not easy for Sharon. Looking ahead 
Bouteflika said Arab normalization of relations with Israel 

will follow naturally from Israeli withdrawal from occupied 
territory. It was not so important if \"one or two 

settlements remained\" in Palestine 

would live in Israel as well. It was impossible 

stressed 

so much in common. Palestinians had been influenced by 
Israel and were different from other Arabs. Bouteflika 
commented that the late Yitzhak Rabin 

compliment Arafat 

had \"some of the qualities of an Israeli Jew.\" This was the 
best compliment anyone ever paid to Arafat 


8. (C) Bouteflika said he would like to see Sharon find a 
solution. There was no doubt that the settlers would leave 
Gaza. One million European settlers had left Algeria 
overnight. When the Jewish settlers felt they lived on 
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islands surrounded by Arabs 

Algerians 

from anyone but the United States. Senator Lugar said the 
U.S. needed Arab partners and the international community to 
do their part. Noting Bouteflika\'s remark that the U.S. must 
assume its responsibilities to achieve peace 

that many Americans thought the U.S. could not bear all the 
responsibility itself. The involvement of Europe and other 
friends was needed as well. Bouteflika said the Europeans 
could offer advice to the U.S. but they had \"no capacity to 
act" 


ISLAM IS NOT TERRORISM 


9. (C) Bouteflika said all countries had a duty to fight 
terrorism. Algeria had paid a heavy toll but it had also 
gained valuable experience. Terrorism was a transnational 
phenomenon 

must be used to fight it. It would be a great mistake 
however 

was no \"green регі" as there had been a \"red peril.\" Islam 
was a religion of tolerance just like Judaism or 

Christianity. There must not be a Jewish-Christian crusade 
against Islam. Nothing 

which were a barbaric practice. Nevertheless 

asserted 

would not have received the level of international attention 

it was getting had it not been for some Palestinians 

resorting to inhuman violence. He said he was making this 
point to convince the Senator that respect and 
self-determination were serious issues for the region. 
Senator Lugar said he was struck by Bouteflika\'s comments and 
was concerned by each of the conflicts discussed. The 
Senator said he had made extensive mental notes and would 
discuss these points with President Bush and Secretary Rice 
when he returned to Washington. 


PLEASED WITH LIBYA\'S DIRECTION 


10. (C) Senator Lugar noted that he planned to visit Libya 
after Morocco 

looking for greater clarity regarding the direction of its 
relations with the U.S. The Senator said he was pleased 
Libya had decided to abandon its pursuit of WMD and that it 
was moving in a more constructive direction. His visit to 
Libya could also contribute to greater cooperation among 
Maghreb states. Bouteflika said he was glad the Senator was 
going to visit Libya. Quoting an Algerian proverb 

Bouteflika said that convincing the Libyans to work with the 
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U.S. had been like teaching someone to pray but then having 
them run away with the prayer rug. At least with Qadhafi 

had run away with the rug but he had run in the right 
direction. Bouteflika noted that he had just seen Qadhafi in 
Sirte 

president 

the Revolution. 


ASAD LOOKING FOR REASSURANCE 


11. (C) Turning to Syria 

to help the U.S. in a discreet 

interested. Algeria had no direct interests 

\"moral satisfaction to be gained. Senator Lugar said we saw 
an opportunity for a new relationship with Syria after its 
withdrawal from Lebanon 

steps to halt the infiltration of terrorists into Iraq and to 
cease its support for Hizballah and Palestinian terrorist 
organizations. The U.S. was prepared to improve relations 
with Syria 

bring security to Iraq and make progress toward 
Israeli-Palestinian peace. Bouteflika agreed that Syrian 
support for Hizballah was a problem. Hizballah was also a 
political party represented in the Lebanese parliament 
itwas an armed political party. Syria could help by 
promoting Hizballah\'s transformation into a normal political 
party. 


12. (C) Bouteflika said it was important to remember that 
when the U.S. started to make progress on the Palestinian 
issue 

and Syria\'s demand for the Golan. Senator Lugar pointed out 
that Israel was no longer occupying Lebanese territory. DAS 
Gray added that the UN had determined that Israel had fully 
withdrawn from Lebanon and that Sheba Farms was Syrian 
territory. Ambassador added that Lebanese President Lahoud 
had sent a letter to Kofi Annan confirming that Israel had 
totally withdrawn from Lebanon. The Lebanese demand for the 
return of Sheba Farms was Syrian propaganda. Bouteflika 
replied that whether it was Lebanese or Syrian 

was still occupied territory and Israel must withdraw from 

it. Syria had withdrawn its army from Lebanon 

important to realize that one million Syrians still lived 

there 

Syria 

countries were also linked by commercial interests. 

Bouteflika also cautioned the U.S. not to think it had the 

same goals in Lebanon as the French 

positions with France. France sought to get Syria out in 

order to expand French influence 
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revenge for the killing of his friend 


13. (C) Bouteflika advised the U.S. enter direct discussion 
with Asad without preconceptions. We should offer assurances 
that the U.S. did not seek to overthrow him and that we were 
ready to offer support if he democratized his regime. Former 
NEA A/S Burns had talked to Asad about securing the Iraqi 
border and they had agreed on a joint commission. This could 
be extended 

security. Asad 

British-educated. If the U.S. would talk to Asad without 
antagonizing him 

could not cooperate if he thought the U.S. wanted to 
overthrow him. Bouteflika advised the U.S. to engage Asad 
without going through Arab intermediators such as the 
Egyptians or Saudis. Asad was “поі anti-AmericanW and would 
gradually come around if we engaged him. Bouteflika 
concluded that he knew Asad would like to be reassured 
directly by the U.S. Another reason Syria was nervous was 
that everyone was talking about the Road Map but no one was 
discussing the Golan. Asad had withdrawn his army and 
intelligence services from Lebanon 

making internal changes. The U.S. should help him. 


DO NOT ABANDON THE AL-SAUD 


14. (C) Bouteflika asked about U.S. relations with Saudi 
Arabia and particularly King Abdullah. Senator Lugar said 
the relationship was very important for the U.S. King 
Abdullah faced enormous problems 

needed to do more to control the infiltration of terrorists 

into Iraq and to improve its internal counterterrorism 
capabilities. King Abdullah had a reputation as a cautious 
reformer 

Abdullah\'s rule could be promising if he continued to move 
toward greater citizen participation and more democracy. The 
recent local elections were encouraging 

needed to move rapidly to build popular support and enhance 
their own stability. 


15. (C) Bouteflika said the U.S. knew the strong and weak 
points of the Al Saud. There was no guarantee that elections 
would produce more stability than continued rule by the sons 
of Abdel Aziz. There was a greater acceptance of democratic 
ideas in Saudi Arabia 

the regime. They had their limitations 

strengths 

Bouteflika advised Senator Lugar that the U.S. should not 
give the world the impression that it could use the Al Saud 
and then throw them away. Lugar responded that he had not 
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meant to give that impression 

anti-regime forces in Saudi Arabia had nothing to do with the 
U.S. The Saudis must take their own measures to control them. 


16. (C) Bouteflika said he agreed 

universal model of democracy. There was American democracy 
British democracy 

model. It was fine to want Saudi Arabia to be democratic 

but Saudi democracy would have to be based on their culture 
and history. Algeria 

was not the defender of the Saudis 

were implicated in supporting Algerian terrorism. However 

for democracy to take root in the Arab world and Africa 

political culture must be taken into account. King Abdullah 
was an old man and would not be around too long. It would be 
better to wait for the rule of his grandsons 

American-educated anyway. \"You can wait and talk to them in 
the same language. If the Al Saud fell 

instability throughout the Arabian peninsula for years. 

Senator Lugar mentioned that he had appreciated the role of 
Prince Bandar when he had been Ambassador to Washington. 
Bouteflika said there were hundreds of princes like Bandar 
some of them even more interesting. For example 

Prince Abdel Aziz bin Salman 


UN REFORM 


17. (C) In concluding the meeting 

to say a few words about reforming the United Nations. There 
should be comprehensive reform of the entire UN system 

just the Security Council. The General Assembly 

example 

and more like Hyde Park in London 

turn off the microphones after a certain point! Now everyone 
was focused on expanding the Security Council and forgetting 
the other areas of reform. It was clear 

structure of the Security Council was based on the outcome of 
World War Il and needed updating. The question was how. It 
was undeniable that India was the worldYs second largest 
country and a nuclear power. India could easily submit a 
claim to membership on the Security Council 

rest of the G-4. After mentioning pros and cons of several 
claimants to permanent membership 

difficult to see how to select one or two African countries 

to represent a continent with 43. Both Nigeria and South 
Africa would make their claim 

give them a \"blank check." At the end of the day 

country represented itself 

only democratic solution was a rotating seat for Africa. 
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18. (C) As for Algeria\'s public insistence that an African 
permanent member have the veto 

sure the U.S. would never allow this to happen 

Africa got the veto 

wanted to invade a country 

Security Council approved or not. Bouteflika commented that 
his insistence on the veto was intended to Wembarrass the 
G-4\" since they did not want expansion to take place in a 
democratic framework. Bouteflika said his bottom line was 
that if Security Council expansion was not going to be done 
in a democratic framework 


19. (U) Senator Lugar thanked Bouteflika for being so 
generous with his time. Bouteflika said he would permit the 
Senator and his delegation to depart for Tindouf so they 
could carry out the mission of overseeing the release of 404 
Moroccan prisoners 

Algeria another time. 


20. (U) Senator Lugar did not have the opportunity to clear 
this message. 


21. (U) Minimize considered. 
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implementation" from the Palestinians. Shalom repeatedly 
stressed the need for Israelis to see concrete benefits from 
disengagement 

by the USG 

in Arab-Israeli relations. Turning to Iran 

United States and EU-3 to address TehranVs nuclear program іп 
the UNSC during September. He also noted the importance that 
Israel places on resuming a strategic dialogue with the USG. 
END SUMMARY. 


2. (C) Although he admitted that disengagement V'looks much 
better than | predicted 

and politicians who support disengagement are paying a heavy 
price. He predicted that early general elections would 

probably take place in March 2006 

primaries. He cautioned that public disillusionment could 

mean \"another ten yearsV before someone with Sharon\'s ability 
would emerge and move the peace process forward. A/S Welch 
noted that the USG has strongly supported the disengagement 
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process and has worked to ensure that the GOI and President 
Abbas get full credit for the positive developments. 


3. (C) A/S Welch said the USG believes that a successful 
disengagement policy can leave Gaza more open 
prosperous 

General Ward stressed the importance of security -- 
describing it as \"the beginning 

during their August 16 meeting in Gaza with Interior Minister 
Nasir Yusif and PA security chiefs. Shalom expressed concern 
that President Mahmoud Abbas has failed to rein in militants 
and that weapons could flow easily into Gaza from Egypt and 
the future Gaza port. He said that Hamas 

should be prohibited by the Oslo Accords from taking part in 
PA elections 

If the extremists put their threats of violence into action 

for example 

predicted a quick swing in Israeli public opinion leading to 
sweeping political changes in Israel. Such a \"catastrophe\" 
would also result in Defensive Shield III 

of Israeli troops to Gaza. 


4. (C) Shalom reported to the Israeli Cabinet that the GOI 

will face international pressure to move quickly on the peace 
process once disengagement is complete. He told A/S Welch 
that Israel\'s willingness to do so is dependent upon how 
disengagement proceeds (i.e. 

what the Palestinians do on the day after. Pointing to large 
gaps in the PA and GOI positions on refugees and Israel 
cautioned against any attempt to address final status issues. 
Instead 

caveat that Israel would first need to see \"full 
implementation\" from the Palestinians. He accused the 
Palestinians of V'doing nothing" to fulfill their obligation 

to act against extremists. A/S Welch noted the importance of 
the GOIVs commitment to the roadmap 

IsraelYs own interests. Shalom replied that many Likud 
members do not believe this to be the case. 


5. (C) Throughout the meeting Shalom emphasized the 
importance of showing Israelis that there are benefits to 
disengagement. He reiterated his request for USG assistance 
in urging Arab countries to \"embrace Israel.\" Shalom 
suggested that there was \"never a better time" for Arab 
countries to establish diplomatic relations with Israel 

- in the case of Morocco 

publicly reestablish their ties. He noted that several Arab 
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leaders have stated that they plan to visit Gaza. A/S Welch 
responded that the USG actively encourages closer 
Arab-Israeli ties. 


6. (C) Shalom said the GOI is looking for international 
support 

that the President's speech at the UNGA might be an 
appropriate venue to make a positive statement and express 
understanding of how difficult disengagement has been for 
Israel. Chief of Staff Jacob Dayan asked if the Quartet 
could issue positive language. Director General Ron Prosor 
explained that the GOI believes it will be easier for others 

to praise disengagement if they can refer to a Quartet 
statement. 


7. (C) Shalom stressed that September is the time to speak 
with the Europeans and bring Iran\'s nuclear program to the 
UNSC. He claimed that Israeli and American officials agree 
that Iran could achieve independent research and development 
for uranium enrichment within four to six months 

there is disagreement on how quickly Iran could use this 
knowledge to construct nuclear weapons. A/S Welch noted the 
importance of maintaining unity among the Europeans and on 
including the IAEA in the process. 


8. (C) Using Iran as an example 

that Israel places on resuming a strategic dialogue with the 

USG. A/S Welch acknowledged that Amb. Ayalon had raised the 
issue in Washington and assured Shalom that the request was 
being seriously considered by senior officials. 


9. (U) NEA A/S Welch has cleared this message. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www. state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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house slated for evacuation included mock gravestones for 
Hitler 

tombstone left conspicuously blank. The IDF will begin to 
demolish houses in a number of settlements 

Nissanit 

Police Commissioner Moshe Karadi told the Israeli cabinet 
August 21 that 48 police officers have been injured since the 
evacuation of Gaza began 

on August 18 

on the roof of the synagogue (only 4 of them Gaza residents). 


Southern Gaza Strip: 


Atzmona -- After lengthy negotiations on August 19 residents 
agreed to evacuate on Sunday 

residents have concluded a departure ceremony and are packing 
for departure. 


Katif -- At 1145 

firefighters and bulldozers cleared burning barricades. 
Shortly after noon residents agreed to leave the settlement 
after a final prayer service 


Shelo/Shalev/Slav -- Reported to have been completely 
evacuated on August 16; however 
remaining families will leave on August 21. 


Northern Gaza Strip: 


Nissanit -- Evacuated on August 18; however 

200 infiltrators had reoccupied this settlement. IDF and 
police plan to evacuate this group on August 21 and begin 
demolition of houses. 


Elei Sinai -- The remaining 30 families (or 220 people) are 
packing their effects with assistance from soldiers. As of 
1500 

Heights according to press reports. 


Dugit -- Ministry of Defense announced that demolition of 
houses would begin at 1500. 


Netzarim -- Settlers have agreed to leave on August 22. 
West Bank Settlements: 


Gannim and Kaddim were voluntarily evacuated on August 16. 
There was no disengagement activity in the northern West Bank 
August 19-21; however 

that 1000 Israeli police are moving to the vicinity of Homesh 

and Sa Nur. The IDF and police will evacuate the remaining 
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settlements of Homesh and Sa Nur starting August 23 or 24. 
Anti-disengagement protesters reinforced the Sa Nur and 
Homesh settlements during the past week 

4 

reports. While the residents have promised a tenacious 
struggle 

have reportedly gathered private weapons from residents to 
prevent it. 


3. (SBU) SECURITY SITUATION 


On August 21 

calm 

according to USAID Gaza staff. Basic services such as 

health 

disruption of services related to disengagement has been 
reported. Palestinian police are visible and on patrol in 

Gaza. There have been no clashes reported between PA police 
and Hamas. The IDF began to dig eight-meter trenches around 
evacuated settlements in Gush Katif to prevent anyone from 
entering the settlements. Shin Bet head Yuval Diskin told 

the cabinet August 21 that some terrorist organizations will 
return to doing terrorist acts 

press reports 

ability to maintain quiet will be after the (Israeli) 

residents leave. Military Intelligence Chief MG Aharon 
Ze\'evi-Farkash reportedly told the cabinet that Palestinian 
patience to enter territory that is being evacuated is 

running out 

evacuation of settlers. 


-- Rocket/Mortar Attacks: IDF reported that a Kassam rocket 
was fired late afternoon August 20 near Kibbutz Nativ 
HaVasara. No other rocket/mortar attacks occurred overnight 
according to the IDF; however 

August 21 


-- Shootings: IDF 

shootings in the Gaza Strip overnight August 20-21. Early on 
the morning of August 21 

opened fire 


-- Incursions/Shootings: At 0955 hours 

escorted by tanks and APCs entered the area east of Beit 
Hanoun near the border fence to clear and level land 
according to Palestinian reporting. There was sporadic 
shooting in the area. 


-- Bombing/Arson attempt: Anti-disengagement activists 
attempted to detonate a gas cylinder near a building in 
Rehovot on Friday 
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painted anti-Sharon and anti-disengagement slogans on the 
walls of the building before attempting to explode the 
canister 

were arrested. 


-- Kidnapping: French Channel 3 journalist Mohammad Luoati 
seized by gunmen on August 15 
August 21. There is no news as to his whereabouts. 


4. (SBU) PALESTINIAN REACTIONS 


-- On August 20 

Gaza would occur on January 25 

held following his August 21 meeting with NEA A/S Welch 
President Abbas commented favorably on the USD 50 million in 
USG budget support to the PA for housing and road 
construction projects and welcomed the announcement that the 
USG would soon start construction of the Gaza regional water 
carrier. 


-- Samir Huleileh 

the Voice of Palestine radio August 21 that there has been no 
progress or breakthrough in the coordination meetings with 
the Israeli side concerning the airport 

of movement between Gaza and the West Bank. 


-- PA officials announced their support to reopen the Gazan 
green houses 
thousands of agricultural workers. 


-- Fatah militia elements were reported cruising around Gaza 
City demonstrating support for President Abbas. 


5. (SBU) GOI POLITICAL DEVELOPMENTS 


-- Prime Minister Sharon took dissident ministers (see below) 
to task for criticizing government actions 

cabinet that anyone who wishes to resign is welcome to do so. 
PM Sharon also blamed the Yesha Council for preferring 
political considerations over the well-being of Gaza Strip 
evacuees 

to a tent city instead of assisting them in their search for 
permanent housing as a ploy for sympathy. PM Sharon 
reportedly indicated that the Yesha Council would not 
participate in establishing yishuvim in the Negev 

the State would do it. 


-- The cabinet August 21 approved the evacuation of the 
settlements in the northern part of the Gaza Strip and in 
northern the northern West Bank. Sixteen ministers supported 
the motion 
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move: Dan Naveh 

Livnat. Katz said there should not be (Israeli) agreement to 
other unilateral steps without a referendum. Naveh sought to 
verify that this (disengagement) is a one-time trauma 

urged the Government to tell this to the Americans. 


6. (SBU) BORDER CROSSINGS/HUMANITARIAN ACCESS 


-- Erez Crossing and Industrial Zone: According to Gaza 
private sector contacts 

Palestinians 

of people to pass based on humanitarian/medical grounds with 
prior coordination. The crossing remained open for 
internationals. 


-- Rafah Terminal: According to UNRWA 
both directions. 


-- Abu Kholi junction: Re-opened at 2350 hours August 20 and 
closed at 0100 hours August 21 

scheduled. The junction is not expected to reopen until late 

on August 21 


-- Karni Terminal: Karni remains open on August 21. There 
are no reported shortages of business inputs in Gaza 
supplies seem to be coming in from Karni with no major 
problems 


-- Kissufim 
Kfar Darom settlements 
leaving Gaza. 


-- Sofa crossing remained closed for laborers 
construction materials 
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Visit Embassy Tel Aviv\'s Classified Website: 
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You can also access this site through the State DepartmentVs 
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Rights Officers\" conference to be held September 26-27 
in Washington 

DC is Saturday 

departure is October 2 

as soon as a final itinerary has been confirmed. 

BOYCE 
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Kazakhstan for at least fifteen years and have no criminal 
record. 


6. (U) After the CEC certifies that a candidate is eligible 
he/she then has five days to gather signatures supporting 
their candidacy. Each candidate must provide petitions from 
Vat least two-thirds\" of the 16 oblast-level voting 

districts 

contain the signatures of at least one percent of eligible 
voters in that oblast. Candidates must also deposit the 
equivalent of $2 

spouses must file tax returns and property statements. 


7. (U) After completing the aforementioned steps 

will then have to register officially with the CEC. The 
official registration period is expected to be October 4 - 

25. The CEC is required to publish the names of registered 
candidates within seven days of registration. Candidates 
who are not registered by the CEC have ten days to appeal 
the decision to the Supreme Court. The court must rule on 
the appeal within ten days. Thus 

rejected at the last moment (October 25) 

until November 4 to appeal to the Supreme Court 

have to rule by November 14. If there is only one candidate 
registered by October 25 

extended by 20 days 


8. (U) The electoral campaign will run from October 26 to 
December 2. Local authorities will be required to announce 
the polling stations in their districts by November 24. By 
law 

6:00 p.m. local time on December 2. The election will take 
place on December 4 

to 8:00 p.m. Local commissions have discretion to open as 
early as 6:00 a.m. and close as late as 10:00 p.m. 


9. (U) Local commissions have up to two days to report their 
results to the Central Election Commission 

must have the counts by December 7. The CEC has seven days 
from the closing of the election (i.e. until December 1 1) to 
confirm the results and ten days (i.e. until December 14) to 
announce the election results. Legislation passed in 2005 
prohibits rallies and demonstrations from the end of 
campaigning (December 2) until the announcements of final 
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election results. 


10. (U) Candidates can challenge the election results to the 
Supreme Court within ten days of the CEC posting the 
results. The court will have ten days to rule on any 
challenges. 


11. (U) In the event no candidate receives 50 percent of the 
vote 

runoff election between the top two candidates must be held 
within two months. If the December 4 election is found 
invalid or if a runoff fails to determine a clear winner 

the CEC would have to conduct a new election. 


12. (U) According to Article 42 (2) of the Constitution 
presidential inauguration is held the second Wednesday in 
January 


13. (U) Minimize for Dushanbe considered. 


ASQUINO 
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knew little about the exile groups. Nyo Myint believed the 
Chinese outreach effort was sparked at least in part by the October 2004 ous! 


5. (SBU) The visitors showed concern over the fall of Khin Nyunt and instabili 


6. (SBU) No Thai officials accompanied the two Chinese 
apparently entered as tourists. Nor were Chinese Consulate 
officials involved 


7. (SBU) In May the Chinese officials traveled to Chiang Mai 

Mae Sot 

Mai 

airline booking printout showing the July visitorsY names as 

Zhang Lin (department head) and Yin Jianlan (deputy). Mr. Yin 

a fluent Burmese speaker 

he told Nyo Myint he travels to Burma every two months. The 

May visit included a Yunnan University PhD student with excellent English anc 
Chao Ying. Nyo Myint accompanied both pairs during both trips. 


8. (SBU) The May trip included meetings with the NCUB 
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Defiance Committee (PDC) 

group discussed regional stability and the issue of the ASEAN 

chair. The Chinese indicated that they understood the 

potential negative impact of the Burmese regime taking the chair but expresse 


9. (SBU) In Chiang Mai the officials met with NCUB General 
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Secretary Maung Maung to discuss the NCUBVs political vision and efforts to 


SIPDIS 

and the democratic camps. The officials also showed interest 

in meeting with NGOs assisting Burmese refugees 

Committee (NHEC) 

with ethnic Burmese staff of the International Rescue Committee 

(IRC). In meetings with NGOs 

in the structure and work of the organizations and whether the groups receive: 


10. (SBU) In July the Yunnan visitors took a look at the outside of the Nu Po 
help African-Americans. They told Nyo Myint that the laws 

favor ethnic minorities to the extent that minorities have priority access to univ 
Nyo Myint reported that the KNU and others were favorably impressed by the: 


11. (SBU) In the other direction 
have visited Kunming repeatedly 


12. (U) Bio: Nyo Myint is a former central youth leader and 

central committee member of the NLD in 1988. He was a 

bodyguard and political aide to Aung San Suu Kyi 1988-89. An 

American citizen since 1998 

He is currently deputy head of the Foreign Affairs Committee of the NLD (Libe 


13. (SBU) Comment: Recent events in Burma 

NyuntVs fall 

instability of the regime. Learning more about the possible 

role of minority and exile groups in any future changes not only makes sense : 


This cable was coordinated with ConGen Chengdu. 


CAMP 


38921 

2005. Equally significant 

Technology (MOST) has adopted a timetable for enacting Euro 
3 and 4 standards by 2010. This is the first comprehensive 

fuel quality strategy for Vietnam and will have a profound 

effect on the health and quality of life of 80 million 
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people. While representatives of the national oil refineries 
and international automobile/ motorbike manufacturers were 
supportive of the initiative 

(PetroLimex) strongly resisted efforts to move forward a 
\"Roadmap\" toward Euro standards 

importing dirtier 

margin. If GVN fails to ratify Euro 3 and 4 standards in 

2007 and 2010 

market could effectively become a dumping ground for dirty 
fuels from China and elsewhere in the region. End Summary. 


Significant among these achievements is the broad 
stakeholder support catalyzed by US-AEP. Key government 
agencies 

international vehicle/motorbike manufacturers including Ford 
Motor and Honda Motorbike have endorsed the US-supported 
\"Roadmap\" for Euro standards. However 

fuel retailer 

(Petrolimex) 

announcement to enact Euro 2 standards is a positive step 
toward ensuring cleaner fuels 

bottom of a list of countries in Asia to enact Euro 3 and 4 
standards for gasoline and diesel. If GVN and public opinion 
fail to exert adequate political pressure on lagging line 
ministries and state-managed corporations such as Petrolimex 
to adopt stricter Euro 3 and 4 standards as negotiated in 

the Roadmap 

market will effectively become a dumping ground for dirty 
fuels from China and elsewhere in the region. End Summary. 


2. In Vietnam\'s rapidly developing cities 

volumes of motorbikes 

causing increasing levels of urban air pollution and 
associated health risks. The World Bank office in Hanoi 
estimates that approximately ten million motorbikes are on 
Vietnam\'s roads 

traffic. The nation\'s automobile fleet 

relatively small 

Ho Chi Minh City (HCMC) and twenty20 percent per year in 
Hanoi. Increasing levels of air pollution in Hanoi and HCMC 
often exceed recommended guidelines for urban air quality. 
Vietnam News reported earlier this year that five percent of 
the country's population 

suffer from asthma. Other health risks of urban air 

pollution include respiratory illness 

premature death. 


3. Since 1999 

AEP) and U.S. Environmental Protection Agency (US-EPA) have 
supported a program for cleaner air quality in Vietnam. 

Activities have ranged from technical assistance to host 
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country agencies and universities 

sister-city clean air project between San Francisco and 
HCMC 

technologies and experiences in better air quality 
management from the U.S. and the region. Most notable 
outcome A significant milestone of these USG efforts in 
Vietnam is the successful phase-out of leaded gasoline in 
2001 

quality of life of VietnamVs population of 80 million 
people. 


4. Over the past two years 

intensified efforts to boost GVNVs capacity to manage urban 
air quality and to raise public awareness to the health 

affects of mobile source pollution. This has included 

support for Hanoi\'s first roadside air quality monitoring 
activity and support to the Health Effects Institute and 

East West Center to research health risk exposure levels to 
mobile source air pollution in HCMC. Chief among these 
efforts is US-AEP technical assistance and support to MOST 
and Vietnam Register/Ministry of Transportation to 
developbroad-based governmental and industry-wide support 
for a \"Roadmap\" for EURO standards for vehicle emissions and 
fuels quality. that has been catalyzed by US-AEP. Other 
activities include US-AEP/US-EPA support for 


5. In July 

emissions and fuel standards for gasoline and diesel. 
Equally as significant 

enacting Euro 3 and 4 standards by 2010. This is the first 
comprehensive fuel quality strategy for Vietnam. According 
General Statistic Office figures reported in Vietnam News 
Vietnam imported 7 million tons of fuel products in first 
seven months of 2005 

volume over the same period last year. The new fuel 
standards will be effective starting July 1 


6. According to Mr. Vu Van Dien 

Standards Center 

fifteen times during the USAID-supported stakeholder review 
process. 

Key government agencies (namely Vietnam Directorate of 
Standards and Quality of MOST and Vietnam Register of the 
Ministry of Transportation) 

department (NOTE: Vietnam is currently planning to build the 
nation\'s first major refineries 

Province and Nghi Son in Thanh Hoa Province) 
vehicle/motorbike manufacturers including Ford Motor and 
Honda Motorbike 

endorsed the US-supported \"Roadmap\" for Euro standards. 
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Vietnam\'s primary fuel retailer 
Corporation (Petrolimex) 

preferring to continue importing dirtier 
higher relative profit margin. 


7. COMMENT: GVN has made significant 

improving vehicle emission and fuel quality standards. 
However 

vehicle and fuel standards equal to the rest of ASEAN 
especially given Vietnam\'s unique position as a fuel 
importer and that no refineries (in Vietnam) require costly 
retrofitting to produce cleaner fuels. If MOST succumbs to 
pressure from Petrolimex and ultimately fails to ratify Euro 
3 and 4 standards in 2007 and 2010 

import-oriented fuels market will effectively become a 
dumping ground for dirty fuels from China and elsewhere in 
the region. 


US-AEP/Vietnam has also leveraged support from the ADBVs 
Clean Air Initiative in Asia 

and the East West Center to investigate linkages between air 
pollution 

sources of pollution 


The vanguard promoting this Roadmap includes USAID 
Directorate of Standards and Quality of the Ministry of 
Science and Technology 

Transportation 

the World Fuels Quality Center. 


5. One result of the US-AEP Cleaner Vehicles and Fuels 
program has been the 


6. One result of the STATE/USAID/NOAA ICM project has been 
increased USG and NGO support for MOFI\'s mandate to develop 
and manage a national marine protected area system. This 

has led to a separate initiative for a pilot Marine 

Protected Area Training and Certification Program in Hon Mun 
MPA in Nha Trang. In partnership with MOFI 

International Development Agency (DANIDA) 

Conservation International 

United Nations Environment Program (UNEP) 

the lead for the pilot MPA training and certification 

program at Hon Mun MPA in Nha Trang. The two-year project 
aims to develop local and regional capacity and expertise in 
designating 
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emphasis on improving enforcement ability of VietnamVs newly 
established MPAs. 


7. Comment: NOAA has effectively built partnerships 

bridged traditional barriers and delivered tangible 

valued products here in Vietnam in a relatively short period 

of time. NOAA\'s work with Vietnam and China has stimulated 
improved dialogue between these two countries on marine 
management and conservation in the Gulf of Tonkin. NOAA 
also is the technical coordinator for a UNDP/Global 
Environment Facility/NOAA initiative launched this year for 
marine biodiversity conservation in ChinaVs southern seas. 
Three of the sites for this initiative are in the greater 

Tonkin Gulf region of China (Shankou 

МОАА\'ѕ simultaneous presence in Vietnam and China and its 
credibility with both countries could lead to a new regional 
management framework for the Gulf of Tonkin in the future. 
Such a framework could help assuage the offshore territorial 
concerns. The Vietnam Mission strongly endorses providing 
funds for NOAA\'s continued engagement in the coastal Tonkin 
Gulf region. 


MARINE 

Assistant Administrator of NOAAVs National Ocean Service Dr. 
Richard Spinrad led a five-person NOAA delegation to attend 
a wrap-up workshop of EAP-EI/USAID/NOAA project Building 
Capacity for ICM in Tonkin Gulf in Quang Ninh Province 
Vietnam on March 13-16 

and Ha Long City 

between the GVN and USG on science and technology 
particularly in the topics of coastal management 

planning 

support during 2002-2005 is estimated at $850 

projects such as Building Capacity for Integrated Coastal 
Management (ICM) in Tonkin Gulf; Improved Oil Spill 
Contingency Planning in Saigon River; and Establishing Pilot 
Marine Protected Area (MPA) Training and Certification 
Program in Vietnam. The ICM project has also facilitated 
greater cooperation and exchange between coastal managers in 
Vietnam and China. During the visit 

Dr. Ta Quang Ngoc and Dr. Nguyen Khoa Son 

President of the Vietnamese Academy of Science and 
Technology 

between the GVN and USG in marine science and highlighted 
interest for increased support and cooperation in integrated 
coastal management 

fisheries management 


2. On March 14-16 
National Ocean Service Dr. Richard Spinrad led a five-person 
NOAA delegation to attend a wrap-up workshop of EAP- 
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EI/USAID/NOAA project Building Capacity for ICM in Tonkin 

Gulf in Quang Ninh Province 

with Minister of Fisheries Ta Quan Ngoc and Dr. Nguyen Khoa 
Son 

and Technology. Dr. Spinrad made a presentation on the U.S. 
Commission on Ocean Policy (USCOP) and the U.S. Ocean Action 
Plan to Vice Minister of Fisheries Nguyen Viet Thang 

Chairmen Nguyen Van Thanh of the Hai Phong People\'s 
Committee 

Quang Ninh Peoples Committee. Advancing international ocean 
Science and policy is one of the six recommended responses 
detailed in the U.S. Ocean Action Plan signed by President 

Bush in December 2004. 


Integrated Coastal Management in Northern Tonkin Archipelago 


3. Since 2002 

Environmental Initiative (EAP-El) 

supported the project Building Capacity for Integrated 
Coastal Management in Tonkin Gulf in Quang Ninh Province 
Vietnam. NOAA and the World Conservation Union (IUCN) are 
carrying out the project in partnership with Vietnam\'s 
Ministry of Fisheries (MOFI) 

Oceanography (HIO) 

(HLBMA) of Quang Ninh Province with technical support from 
NOAA\'s National Marine Sanctuaries Program (NMSP) 
US-Asia Environmental Partnership (US-AEP) 

(Reefcheck) 


4. The project has been highlighted in the Annual US-Vietnam 
Bilateral Science & Technology Meeting as an example of 
strong bilateral partnership support with both science-based 
and policy/management-driven project outcomes. Specific 
project outcomes to date include: baseline socio-economic 
assessments; habitat mapping of seagrasses and corals; SCUBA 
training; ecotourism planning workshops; policy analysis; 
environmental awareness/public outreach materials; 
translation of ICM technical documents into Vietnamese; and 
study exchanges to Florida Keys 

headquarters in Silver Spring 


5. Project activities were designed to share information and 
knowledge amongst stakeholders from central-level agencies 
provincial planning departments 

organizations (NGOs) working in Ha Long Bay World Heritage 
site and to build cooperation and to build programmatic 
linkages between resource managers and institutions in the 
US 

installed in Vietnam by technical experts from China using 
US-funded equipment. A June-2005 study exchange of 
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Vietnamese officials to China is another example of the 
regional linkages of the USAID/NOAA project. 


6. ICM seeks to balance inherent conflicts between economic 
development and environmental protection in the coastal 
zone. ICM emphasizes coordination in development planning 
horizontally across line ministries/departments and across 
geographic boundaries as well as horizontally from central 

to local levels and vice-versa. Conflicts in the project 

area include coal mining 

development 

cultural 

Heritage Site. 


7. The first phase of this four-phase project began in 2002 
and ends in March 2005. There is no funding for the second 
phase of the project. In December 2003 

Fellow Anne Walton (NOAA) developed a Strategic Plan for 
Integrated Coastal management in the Northern Tonkin 
Archipelago 

the project (see reftel 12958). Limited activities will 

continue in the interim 

to Сһіпау5 National Ocean Service. NOAA intends to submit a 
proposal to STATE/OESI for Phase II project support. During 
meeting between Ambassador Marine and Assistant 
Administrator Spinrad 

for NOAAVs continued technical assistance to GVN in a few 
targeted 

Northern Tonkin Archipelago. 


Improving Oil Spill Response Planning in Saigon River 
Estuary 


8. Since 2003 

(05-АЕР) and NOAAVs Office of Response and Restoration have 
supported the project Improved Oil Spill Contingency 

Planning in Saigon River in Vung Tau Province 

partnership with PetroVietnam and Ba Ria-Vung Tau Province 
Peoples Committee. The project seeks to improve the human 
and institutional capacity at local and regional levels to 

respond to and plan for coastal/marine oil spills. Outcomes 
include study exchanges to US to understand Tier 1-3 
response systems 

spill contingency plan 

spills and shoreline assessment 

geographic response planning (GRP) maps for the Vung Tau 
province. 


9. During March 7-11 
Team staff and contractors conducted a 5-day training 
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workshop on Oil Spill Response and Shoreline Assessment in 
the Saigon River in Vung Tau City. The workshop was co- 
sponsored by the Ba Ria-Vung Tau Province People\'s Committee 
and PetroVietnam. The training focused on the science of 

oil spills 

national levels 

how to respond to oil spills at beach 

habitats. Over thirty officials from government agencies 

port authorities 

Vung Tau 

participated in a tabletop oil spill emergency response 

drill. 


10. Over 10 

of the lower Saigon River 

aquaculture 

Man and Biosphere Reserve. Roughly 6-8 significant oil 
spills occur every year 

fisherfolk to improve response and remedies. With oil/gas 
development 

VietnamVs hard-currency earning sectors 

to improve their capacity in oil spill response. 


11. In February 2005 

reportedly requested the National Committee for Search and 
Rescue to expedite plans to establish three regional oil 

spill response centers for the northern 

southern regions of Vietnam. PetroVietnam has been 
authorized to manage and operate the oil spill response 
center for the southern region 

Vietnamese Navy operates the oil spill response center for 
the middle region. 


Support for Pilot Marine Protected Area Training and 
Certification Program in Hon Mun MPA in Nha Trang 


12. On March 18 

IUCN 

development of a pilot project Marine Protected Area (MPA) 
training program in Vietnam. Working in partnership with 
MOFI 

Nature Conservancy 

Sanctuary Program (NMSP) will be the lead USG office to 
support the pilot MPA training and certification program at 
Hon Mun MPA in Nha Trang. The two-year project aims to 
provide a knowledge base for developing local and regional 
capacity and expertise in designation 

management of MPAs with major emphasis on improving 
enforcement capacity of VietnamVs newly established MPAs. 
The Embassy Science Fellow Anne Walton (NOAA/NMSP) is the 
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project coordinator. 


13. Under the Law on Fisheries (2004) 

designate and manage a national MPA system. The MPA system 
currently consists of 15 sites 

parks!" that lack on-the-ground law enforcement or 
conservation capabilities. Since 2001 

Bank/Global Environment Facility 

supported a four-year 

Ministry of Fisheries and Khanh Hoa Province to develop an 
effective provincial MPA authority and a system for co- 
management with local resource users. A follow-on DANIDA 
project is under development and will likely focus on 

support to the National MPA System 

Mun 


GVN Interest in Continued US Support for Marine Sciences 
Research and Education 


14. On March 16 

Ta Quang Ngoc. The Minister noted that fisheries are a 
vital economic and food resource for the Vietnamese people 
especially poorer populations. The Minister expressed deep 
gratitude for U.S. cooperation and support for coastal 
management initiatives in Vietnam and could expand to 
include fisheries resource conservation. The Minister also 
expressed a desire to move beyond multilateral (e.g. APEC) 
and bilateral talks and develop long-term technical 
assistance initiatives. The Minister was very pleased to 
receive a copy of the U.S. Ocean Action Plan that was 
presented by Dr. Spinrad. 


15. Dr. Spinrad also made called on Dr. Nguyen Khoa Son 
Vice President of the Vietnamese Academy of Science and 
Technology (VAST). Dr. Son listed VAST\'s programmatic 
priorities as follows: biotechnologies; information 
technologies; environmental technologies; biological 
research; marine science and technologies; disaster 
prevention and natural hazardous; electronics and 
instrumentation; and seismology and earthquakes. VASTVs 
annual budget for 18 research institutes 

National Oceanographic Institute 

million. VAST is constructing new laboratories (US$3 million 
each) for genetics 

and plant science technologies. Future laboratories are 
reportedly planned to include microbiology 

satellite/earth observing. 


16. Remarking on the good cooperation between GVN and USG in 
Science and technology 
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interest in expanding scientific cooperation with NOAA 
especially in oceanography. Dr. Son wants to expand 
bilateral cooperation beyond short visits between 
researchers and to engage in joint-research projects 
needs financial support and seeks identification of 
mechanisms to fund US-Vietnam research projects. 

Dr. Son was also interested in placing more Vietnamese 
candidates in U.S. universities through the Vietnam 
Education Fund. 


BOARDMAN 
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Luong to China for a State Visit in mid-July. The purpose 
of the visit was to make progress on some nuts-and-bolts 
issues that currently clog Sino-Vietnamese relations 
particular the lack of Chinese investment in Vietnam 
Vietnamese trade deficit with China 

border demarcation 

in the Gulf of Tonkin 

natural resources in the South China Sea. The official line 
is that the Luong visit was a spectacular success and a 
typical example of two friendly Socialist partners deepening 
an already close bilateral relationship. The unofficial 

line is that 

Chinese concessions in concluding bilateral negotiations 
regarding VietnamVs entry into the World Trade Organization 
(WTO) 

harping on the UNSC expansion issue 

was not prepared to address. Both sides are looking forward 
to the visit of China\'s President and Communist Party 
General Secretary Hu Jintao in November as the real 
bilateral high-level event of the year. End Summary. 


PRESIDENT LUONGVS JULY VISIT: NOT BAD ON THE SURFACE 


2. (SBU) Following Prime Minister Phan Van KhaiVs historic 
June visit to the United States 

for President Tran Duc Luong\'s visit to China be a success 
that would restore \"balance\" to the relationship among 
Vietnam 

Vietnamese think tank interlocutors. The GVN hoped for a 
visit that would be long on ceremony and which would address 
the future of Sino-Vietnamese relations 

possible addition to or rewording of the V'sixteen character 
framework" that defines current bilateral relations. (The 
sixteen characters can be translated as: V'good neighbors 
comprehensive cooperation 

forward to the future.) The Vietnamese were by all 
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accounts disappointed 

outlets. Luong had productive meetings on practical issues 
such as border demarcation 

Vietnam and concluding Vietnam\'s bilateral WTO negotiations 
with China 

leaders were completely dominated by the UNSC reform issue. 
Shortly after returning from the visit 

Minister Vu Dzung told the Ambassador that \"all the Chinese 
wanted to talk about was the G-4 proposal. It ruined the 
visit. V 


3. (SBU) Later 

great success. V'Recently 

more on groundwork and concrete measures to improve trade 
and sign specific projects rather than just formal policy 
discussions 

made \"great progress V" on commercial issues 

two billion in contracts signed.\" An officer at the Chinese 
Embassy in Hanoi had an alternative interpretation 

Poloff that "USD two billion in promises does not mean USD 
two billion in contracts." Shaking his head 

\"those were mostly contracts signed by raw materials 
importing companies that do that much business with Vietnam 
anyway. The agreements were ceremonial 


WTO AGREEMENT AND TRADE WITH CHINA 


4. (SBU) President Luong did score one major coup on his 
trip: concluding bilateral negotiations on Vietnam\'s WTO 
entry. China made significant 

in the last round that allowed Luong to announce that the 
two sides had concluded negotiations 

the GVN. Most were caught unawares by the rapid conclusion 
of China-Vietnam WTO talks. V'Even we were surprised by 
that 

According to an unvetted source in Hanoi 

reportedly unhappy that their negotiators had to cave for 
the sake of a political deal. In official discussions 

MFA was quick to suggest that the deal would reduce 
Vietnam\'s trade deficit with China (the deficit was about 
USD 2.3 billion in 2004 

China Studies Center 

privately 

The WTO agreement V'would hardly have any real impact on the 
bilateral trade balance 

to be so and agreed to create favorable conditions for 
Vietnamese goods to enter Chinas markets 

admitted. \"In theory 

reducing the trade deficit is not at all easy 

continued. 
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NUTS AND BOLTS: BORDER ISSUES 


5. (SBU) The MFA 

Embassy in Hanoi all agree that 

deficit 

irritants. “Тһе speed of demarcation of the border is a 
problem 

confirmed to Poloff that President Luong signed an agreement 
with the Chinese Government to accelerate the border 
demarcation process 

The officials were cautiously optimistic about achieving 

this goal. They also noted that President Luong had signed 
an important" promise with the Chinese Government to begin 
the demarcation of the region south of the mouth of the 
Tonkin Gulf. 


NEXT STEP: HU JINTAOVS VISIT IN NOVEMBER 


6. (SBU) The China Desk at MFA and the Chinese Embassy agree 
that the November visit of Chinese President and Communist 
Party General Secretary Hu Jintao will be a much more 
important event than President Luong\'s trip in July. \"This 
will be President Hu\'s first trip to Vietnam since he 
consolidated power 

also be \"hands-on\" and will cover \"specific economic 
measures 

and frameworks 

measures\" will be V'unprecedented breakthroughs\" if all goes 
well 

is placing importance on an agreement to conduct joint naval 
patrols along the Tonkin Gulf demarcation line 

an agreement paving the way for joint oil and gas 

exploration and exploitation in the South China Sea. 


7. (SBU) China has never conducted joint naval patrols with 
any other country 

Vietnam 

so Beijing has looked to Hanoi for guidance on how to 
proceed. \"That does not happen often 

officer said. Vietnam gets to play the big brother for 
once. Vietnam is currently drafting the draft protocols 

for joint patrols 


8. (SBU) Signing an agreement on joint petroleum exploration 
and development would be a very important step 

Embassy contact continued. However 

prepared for disappointment on that issue. \"The Vietnamese 
did not want to cooperate with the China-Philippines joint 
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exploration project 

he explained. \"This time 

Our other China contacts had no comment on the issue of 
joint development of petroleum resources in the South China 
Sea 

join the China-Philippines deal. 


9. (SBU) Comment: China and Vietnam are working hard to 
address the major remaining issues between them 

differing amounts of success. The land border demarcation 
may actually be completed before the 2008 deadline 

would eliminate a source of low-level stress caused by 
farmers and local officials clashing in poorly-marked border 
areas 

Gulf could soothe another long-time friction point by 
reducing the number of violent incidents between Vietnamese 
and Chinese fishermen. The issues of the Vietnamese trade 
deficit and the difference of opinion over the ownership and 
use of the resources in the South China Sea 

not going to be solved in the short term. 
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in areas of the Western Sahara under Moroccan control. For 
his part 

appreciated the humanitarian step that was being taken to 
release the remaining prisoners. He hoped it would encourage 
others 

the world. End Summary. 


APPRECIATION FOR U.S. HELP 


2. (C) During the Tindouf portion of his visit to Algeria 
August 18 

Richard Lugar 

Chief 

shortly after Abdelaziz announced the release of all Moroccan 
prisoners held by the Polisario. Abdelaziz opened the 
meeting by thanking Senator Lugar for his visit and 
expressing his regret that Lugar\'s schedule did not allow him 
more time to familiarize himself with Sahrawi issues and 

visit the camps of Sahrawi refugees. Abdelaziz thanked Lugar 
for his efforts and asked that he convey to President Bush 
who had asked Lugar to undertake this presidential mission 
his gratitude for the President BushVs efforts and those of 

the U.S. in reaching agreement to hand over to the 
International Red Cross the final group of Polisario-held 
prisoners for the trip home to their families in Morocco. 
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3. (C) Abdelaziz noted that the Polisario once held 2 
Moroccan prisoners 

visit was releasing the remaining 404 still in custody. 
Abdelaziz remarked that 

interests 

This is not the first prisoner release with the help of the 

U.S. 

were but one aspect of Sahrawi suffering since the beginning 
of the conflict. The Polisario hoped this latest U.S. 

mediation would help to put to an end the suffering of the 
Sahrawi people. The Sahrawi people had two basic concerns 
explained Abdelaziz 

to abide by international law and regulations 

those of the United Nations 

concern. 


MOROCCO TO BLAME FOR THE FAILURE OF THE BAKER PLAN 


4. (C) It was the policy of the Moroccan Government that led 
to the failure of the seven-year effort by James Baker to 
bring the long-standing conflict to an end 

Abdelaziz. The Sahrawi people asked for respect and their 
right to self-determination. They were not and are not 
asking for the impossible. The Polisario sought a democratic 
solution and asked that the UN be allowed to organize a 
referendum on the future status of the Western Sahara. The 
Polisario 

the referendum 

people decide to be free 

be free 


SAHRAWIS WANT TO FOLLOW THE U.S. EXAMPLE 


5. (C) Abdelaziz pledged that the Sahrawi people 

they become independent 

and would not harm or be a threat to the stability of the 
Kingdom. The Sahrawis had made a choice to pursue what they 
have prepared for themselves over the last 30 years: a 
democratic country based on principles and values of the 
United States and its Constitution. Abdelaziz said the 
Sahrawis 

sought the same rights as Americans: freedom of expression 
faith 

protect themselves from extremist ideas. He hoped the U.S. 
would promote a quick solution to these issues by pressuring 
Morocco to agree to the holding of a referendum. 


MOROCCO NEEDS TO MAKE GESTURES OF ITS OWN 
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6. (C) On the second and humanitarian concern of the 
Sahrawis 

violent campaign by Morocco against Sahrawis resident in 
Moroccan-held areas of the Western Sahara. Sahrawis 
complained Abdelaziz 

freedom of expression. Sahrawi prisoners were on a hunger 
strike in Moroccan jails. These prisoners\' only crime was to 
demonstrate in the streets against Moroccan suppression of 
their rights. Some prisoners had been tortured and injured. 
Abdelaziz requested that independent 

be permitted to enter these areas in order to assess 
conditions. 


7. (C) The Sahrawi people 

indication of the whereabouts of 150 Polisario prisoners of 
war held by Morocco. There was no information on them at 
all. Five hundred Sahrawi citizens had disappeared in 
Morocco 

what happened to them. We are families of prisoners 
detained and disappeared." 


LUGAR APPRECIATES HUMANITARIAN GESTURE; PLEDGES TO HELP 


8. (C) Senator Lugar thanked Abdelaziz for sharing his 

views. The Senator expressed appreciation for his 

hospitality and for his remarks earlier in the day upon the 
release of the final group of prisoners (copy of speech faxed 
to NEA/MAG and Embassy Rabat). Lugar explained that he was 
meeting with him 

Morocco because President Bush was very interested in these 
issues and had asked Lugar to come to the region. Referring 
to the U.S. President 

humanitarian gesture so that the released prisoners can 

return to their families." 


9. (C) There was important work to be done 

Senator 

promptly to return to the UN and observance of international 
law. Lugar said he would make formal remarks at the Tindouf 
airport following his meeting with Abdelaziz but noted that 

the \"humanitarian work you undertook today will encourage 
others and will alleviate tensions and set an example 
elsewhere in the world. Other countries must understand and 
seize the importance of the ideas you discussed today. In my 
modest way 


10. (U) Senator Lugar did not have an opportunity to clear 
this message. 
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11. (U) Tripoli minimize considered. 
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significant move towards anti-terror operations. 


3) Comment: The GOCR does not/not believe the UN mandate is a 
barrier to permit integration or operations. However the 

Czechs are likely to be cautious in discussions 

have to be convinced that ISAF can and should be involved in 
responses to all key security threats. End comment. 
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Classified By: CDA Christopher Henzel for reasons 1.4 (b) and (d) 


1. (U) Summary. Around 1000 Jordanians peacefully marched in 
Amman on August 19 to \"defend\" the Al Aqsa Mosque in 
Jerusalem. The demonstrators 

for the event 

in addition to condemning the U.S. presence in Iraq. A 

smaller protest took place the same day in Irbid. End Summary. 


2. (U) A peaceful demonstration \"in defense of the Al Agsa 
Mosque\" took place in downtown Amman on Friday 
following noon prayers. According to press reports 

1 

Public Security Directorate (PSD) sources say the number was 
closer to 1 

Coordination Committee (which is dominated by the Islamic 
Action Front) 

and ended at the Greater Amman Municipality building 
around one hour. The governor of Amman originally denied a 
permit request for the event for V'technical reasons" 
permission was eventually granted after organizers filed a 
second request. 


3. (U) The timing of the march coincided with the 36th 
anniversary of an attempt by Israeli extremists to burn down 

the Al Agsa Mosque on August 21 

carried banners and chanted slogans demanding that the mosque 
be protected from alleged plans by extremists to demolish it 

and build a Jewish temple on the site. Some of the banners 

read V'No Normalization with Zionism\" 

America\" 

VLong Life for Palestinians and Ігадіѕ\" 

in Iraq\". 
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4. (U) During the march 

the small Baath Arab Progressive Party 

unified Arab efforts to counter V'imminent threats" to 
Jerusalem and its holy sites. 


5. (U) Not to be left out 

of the Islamic Action Front (IAF) in the northern city of 

Irbid held a peaceful rally on Friday night to mark the 

Israeli withdrawal from Gaza. Two lAF leaders addressed the 
crowd during the event 

result of the \"continued resistance of the Palestinian troops 
against the Zionist enemy". According to PSD sources 

also warned the Israelis not to take any action against the 

Al Agsa Mosque. 


6. (SBU) There were no arrests or injuries at either 
demonstration 

monitored the events and had provided post with advance 
notice of both marches. 


7. (C) COMMENT: The organizers of the marches wisely couched 
their events as demonstrations in defense of a revered 

Islamic holy site rather than a protest against Israel 

making it difficult for the GOJ to deny their permit request. 

The Islamists and other oppositionists then predictably used 

the march to also attack two of their favorite targets: 

Jordanian relations with Israel 

Iraq. END COMMENT. 
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Shabibah 

was translated and reprinted in its sister English-language daily 
\"Times of Oman") entitled \"Sharon Replaces Gaza With West Bank V": 


\"The dismantling of the settlements in the Gaza Strip after an 
occupation that lasted more than thirty years is the biggest blow 
to the Zionist entity\'s government and an end to its dream of 
establishing a grand state... This is 

rejoice for the Palestinians 

to the wind. Sharon has already made it clear that he is 
planning to replace the Gaza Strip with the West Bank 
government has received the green light from the U.S. for 
establishing new settlements in the West Bank. He is hell-bent 
on prolonging the occupation 

the Gaza Strip is no more than an attempt to buy time 

genuine step towards solving the conflict. V" 
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2. \"Al-Shabibah\" also published an op-ed piece by Nasser al- 
Yahmady on August 20 under the headline What Comes After The 
Evacuation?\": 


\"The long-awaited withdrawal from Gaza finally took place; 
however 

about the consequences of this event. There are four scenarios 
that might take place in the aftermath: a civil war 

of the intifadah 

activation of settlements in Jerusalem. The withdrawal from Gaza 
was a calculated political move 

Israel is willing to compromise with the Palestinians. This 
ostensible desire for peace on the part of the Israelis 

simply masks Sharon\'s interest in increasing control over the 
West Bank.\" 


3. The government-owned Arabic-language daily \"Oman\" featured an 
editorial on August 21 entitled \"The Settlement Strategy\": 


\"To make this withdrawal work 

the Gaza Strip and other areas under their authority in the West 
Bank. They must administer these territories properly in order 

to prevent Sharon from re-invading Gaza if he feels threatened. 
There have been many changes inside both Israel and Palestine 
and the withdrawal may unleash other forces that could cause 
additional conflicts... Will Sharon succeed in placing himself 

next to Ben-Gurion and Begin? The answer is very much connected 
to the consequences of this withdrawal and the establishment of 

the Palestinian state.\" 
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its relative success in diversifying its exports to the U.S. 

under the AGOA program. We have revamped our commercial 
relationship 

American business successes (including the GoG\'s recent award 
of an oil block operator-ship to U.S. firm Amerada Hess) 
playing a critical role in the resolution of longstanding 

high profile American investor disputes. We also supported 
the entry into Ghana of a number of large U.S. companies 
including Newmont Mining 

lobbying on the Ghanaian government added to direct technical 
assistance were the key factors in the signing of the 

agreement to build the Chevron-Texaco-led $600 million West 
Africa Gas Pipeline 
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GoG is proud of this regional accomplishment and cites it 
frequently as the backbone of its energy strategy for 
economic growth. Also with our assistance 

Poor\'s and Fitch Ratings Agencies gave Ghana its first-ever 
sovereign credit ratings (of B ). Finally 

Ghana Expo 2004 in Atlanta 

profile in America 

Council оп Africa\'s summit in June 2005. 


7. (C) MCA: The inclusion of Ghana among the 16 countries 
eligible for assistance under the Millennium Challenge 
Account (MCA) was an enormous achievement for the GoG 
vindicated President Kufuor\'s politically difficult decision 

to implement macroeconomic reforms to stabilize the economy. 
Despite the GoGVs enthusiastic support for the program 
MCA has had a difficult birth in Ghana. We worked hard to 
get the GOG organized 

and unrealistic expectations. In recent months 

come a long way quickly 

To support this progress 

MCA 601g technical agreement with Ghana 

pave the way for a large 

year-end. 


8. (C) Health and Education: Both the GoG and USAID continue 
to prioritize these critical sectors in their poverty 

reduction strategies and resource allocation. USAID HIV/AIDS 
funding nearly doubled in Ghana in the past three years 
significantly helping Ghana contain the AIDS epidemic and 
expand health care services. We partnered with the Dutch 
Embassy on promoting HIV/AIDS workplace policies at the ports 
and mines. Internally 

workplace HIV/AIDS policy for the Mission 

one of our greatest accomplishments the fact that the 

majority of local staff have been counseled and tested thanks 

to our innovative 


9. (C) Public Diplomacy: We have had an enormously 
successful Muslim outreach program 

in their communities 

each year focused on Muslim communities. We opened an 
American Corner outpost in 2004 in the predominantly northern 
city of Tamale 

dozen internet stations. | saw the fruits of this effort 

during my recent visit to Kumasi 

radical Muslim elements. The Regional Chief Imam and a group 
of about 30 Imams and Muslim Chiefs greeted me with a 
veritable love fest for America 

friendship pins with the American flag. My receptions from 

the Chief Imam of Tamale and the National Chief Imam in Accra 
over the past month were equally warm. Other major successes 
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in PD have been reinforcing tertiary educational institutions 
(forging new partnerships with many universities and 
polytechnics 

launching of Voice of America FM broadcasting in Accra 24/7 
in 2005 gives Ghanaians more American news and views. 


10. (C) Management: After overcoming many property 
acquisition difficulties 

Compound and are making great progress. General Williams 
promises a spring 2007 completion 

historic celebration. We put in place an effective 
State/USAID pilot program to harmonize administrative 
services. Embassy Accra volunteered to pilot and is on the 
verge of starting a DOS diplomatic post office as | depart 
which should be a real morale booster. We significantly 
improved our consular services 

applications 

As a result 

from an average of six to three months. But we still need to 
reduce this further. 


11. (C) Security: Our military-military cooperation has been 
transformed in the past few years 

OfficersY visits 

the Kofi Annan International Peacekeeping Center 

at last a fulltime American military officer on staff. We 
supported Ghana\'s military and peacekeeping leadership in 
ECOWAS 

African Union\'s plan to stand-up force brigades. We 

initiated a State Partnership Program with the North Dakota 
National Guard 

military built the Exercise Reception Facility 

an African Fuel Initiative Hub agreement to facilitate future 
U.S. military engagements in West Africa. We also developed 
a more robust intelligence sharing relationship. Post\'s 

active Office of Defense Cooperation supports Ghana\'s 
regional leadership 

peacekeeping as well as significant humanitarian assistance 
programs. Ghana has been very cooperative in the war against 
terrorism 


12. (C) As we continue to build on our strong foundations 
with Ghana 
as well. The main ones | see are: 


13. (C) Governance: Corruption and cronyism are growing 
concerns 
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(reftels) 

to continue its impressive economic and political reform 
movement. Parliament and anti-corruption institutions are 
ineffective. Politics is highly polarized 

cooperation between the main NPP and NDC parties 
recently witnessed in their debate over whether to allow 
expatriate Ghanaians to vote. Traditional chieftaincy 
disputes (mostly over land) and some level of isolated ethnic 
tension cause social strains. All of these factors have the 
potential to corrode GhanaYs democracy. We will also have to 
work to keep the GoG from being too distracted by the 
politics of election 2008. Some observers believe 
pre-election politicking is already beginning to slow down 
government decision-making. 


14. (C) Reducing Poverty: The GoG\'s careful management of 
the economy turned a distressed economy in 2002 into an 
economy marked by 5.8% growth 

exchange rate in 2004. However 

dependent on gold and cocoa exports and is 

vulnerable to external shocks. With weaker cocoa prices and 
rising oil prices 

pose some balance of payments challenges down the road. 
Investment levels are still low 

the GoG to improve the investment climate. Poverty remains 
high in much of Ghana 

the benefits of the governments macroeconomic reforms. 


15. (C) Regional Conflict: There is always the potential for 
spillover from Ghana\'s turbulent neighborhood 

with a view to the upcoming elections in Cote dVlvoire and 
Liberia. There is already the beginning of some refugee 
fatigue in the GoG as seen with the recent influx of 
Sudanese. The GoG also worries about illegal arms transfers 
rising narcotics trafficking 

monitor the impact of regional events on Ghana and work to 
reinforce Ghana\'s leadership on many issues in the region. 


16. (C) Our relationship with Ghana will have to work through 
some legacy issues over the longer term. 


17. (C) The Nkrumah Legacy: Nkrumahist 
socialism/Panafricanism/non-alignment helped forge the sense 
of nationhood and unity that Ghana enjoys today. It helps 
explain why Ghana is not wracked by the kinds of ethnic 

strife seen elsewhere in the region. Nkrumahist socialist 
economics is still seen in a pervasive policy of state 
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intervention in the economy and business transactions 
assumption by the public that the government is responsible 
for the economy. However 

policy in a way thatis not always helpful. Ghana stresses 
nonalignment 

Ghana\'s UN voting record. In 2004 

with us on overall votes in the UN was only 14.5% (22.2% on 
important votes) 


18. (С) The Dependency Legacy: Ghana\'s dependence on foreign 
assistance over a long period of time has built a paradigm of 
dependence that impacts our relationship. Add to this the 

large Ghanaian diaspora population in the U.S. and the result 

is a knee-jerk \"what can you give mel" mentality. There is a 

need to build more entrepreneurship 

capacity 

economic decisions. 


19. (C) The Traditional Legacy: Ghana\'s traditional chiefs 
and rulers have a strong hold. They have a positive impact 
on many aspects of Ghanaian culture. However 

of land generates conflict at times 

biggest problem for foreign investors looking at Ghana. They 
impact political decision-making -- the Ashanti king 

example 

appointments. They reinforce traditional beliefs 

negatively impact human rights 

domestic trafficking of persons 

witches. Traditional power structures impact Ghana in ways 
which affect (largely negatively) our bilateral relationship. 


20. (C) The Rawlings Legacy: Former President Rawlings still 
has a big impact on Ghana. He is still a major force in the 
opposition NDC 

supporters and detractors. While his political weight alone 

is capable of drawing significant votes for the NDC 

are those that say his presence in politics hampers the NDC\'s 
ability to win an election. Many Ghanaians oppose the NDC 
because they do not want a return to days of human rights 
abuses and restraints on civil liberties. Rawlings\' personal 
feud with President Kufuor exacerbates tensions between the 
parties. There is an element of bile in Ghanaian party 

politics that is fueled by RawlingsY continued activism in 
politics (although he is not entirely to blame for it). It 
undermines the health of the country's democracy. 


21. (C) The Constitutional Legacy: At some point Ghana will 
have to rethink flaws in its 1992 constitution. Ghana\'s 
fourth constitution established a parliamentary/presidential 
hybrid 
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Many Ghanaian political analysts see these flaws. The result 
is that Parliament cannot initiate laws 

government officials are not elected 

Parliamentarians are government ministers 

limit on the numbers of Supreme Court justices. There is 
broad understanding of the need to reform the constitution 
although it will be difficult to find the political consensus 

to do so. The constitutional deficiencies limit our ability 

to strengthen Ghana\'s democracy 

instigate legislation covering a range of issues relevant to 
our relationship (such as IPR 

Whistleblower 


22. (C) Moving beyond these legacy issues will be a process 

of political development that will take time. The outlook is 

bright. Ghana has moved beyond a military legacy 
anti-American legacy 

tensions. It has overcome decades of economic mismanagement 
and begun to build a vibrant civil society. It has 

established a long track history of positive international 
engagement 

have built a solid foundation for our bilateral relationship 

and over the past few years have added important new 
dimensions 

cooperation and Muslim outreach efforts. President Kufuor 
feels he has developed a personal relationship with President 
Bush. The MCA 

cooperation 

Ghana have further boosted our standing here. We will reap 
benefits from our continued efforts to reduce the wait for 
non-immigrant visa appointments and increase the transparency 
to the public of our visa process. 


23. (C) | leave Ghana proud of all these accomplishments and 
optimistic that 

issues 

Kufuor conferred on me Ghana\'s highest honor 

Medal 

re-capping many of my Mission\'s accomplishments. As we look 
forward toward 2007 

years of our bilateral relationship 

U.S. Embassy compound 

the Chairmanship of the African Union 

in importance within Africa and to the United States. End 
Comment. 


YATES 
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Turkey and recommends that Turkish polling firms conduct 
surveys in these thirteen regions. Sencer also told us that 
DIE had a list of twenty-five \"representative\" provinces 
which firms can use to conduct \"more accurate!" surveys. 
(Comment: The fact that the DIE created a second 
accurate" set of provinces raises red flags regarding this 
whole unscientific procedure. End Comment.) According to 
Uslu and Sencar 

concluded that these provinces are similar to neighboring 
provinces and can be used as proxies to represent the entire 
region. This step violates the basic requirement for a 
scientific survey 

population have an equal chance of being selected for the 
survey. (Comment: Moreover 

twenty-five provinces were representative of their 
neighboring provinces at one point in time 

variations in economic development have altered their 
representativeness over time. End Comment.) 


8. (C) Uslu and Sencar were unable or unwilling to explain to 
POLOFFs how their firms constructed a methodology randomly to 
select individuals within the thirteen V'representative V" 
provinces. Uslu and Sencar 

their firms use a quota system to select individuals within 
households. ANAR 

interviews that satisfy a preset age 

preference 

gender quota and then weights the data to correct for biases 
in past voting preferences. Uslu and Sencar also admitted 
that their standard polls only interview urban respondents 
although they have also conducted rural polls. (Comment: We 
suspect they have no methodology at the sub-provincial level 
and their interviewers simply wander around the province 
capital city unscientifically conducting interviews until 

they fill their preset quota. End Comment.) 


9. (C) There are a few firms 

conduct scientific polls. For example 

a firm co-founded in 2003 by Emre Erdogan 

social scientist --- conducts scientific surveys. Erdogan 
told POLOFF that his firm 

samples 

rural areas. Erdogan showed us documentation that 
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corroborated his assertion. 


10. (C) Uslu reconfirmed that ANAR (REFTEL) conducts surveys 
for the governing Justice and Development Party (AKP). State 
Minister Dr. Besir Atalay 

professor and university rector (dismissed from his 

rectorship of Kirikkale University for pursuing Islamist 

policies) 

had an office in ANAR 

the AKP. Senior AKP leaders pay close attention to ANAR 
polls. POLOFFs have repeatedly seen notebooks with ANAR 
logo on them sitting on AKP MPs 

desks and bookshelves. On more than one occasion 

AKP leaders have read from these ANAR notebooks 

polling data to POLOFFs іп an effort to prove a certain 

political point. 


11. (C) Uslu told us that ANAR initially conducted monthly 
polls for AKP 

the party has decided to cut back to bimonthly polls. 
Recently 

using its normal methodology 

ANAR supplement this with semiannual \"rural\" polls. The 
methodology behind ANAR 

as unscientific as its normal urban-only surveys. They use 
ten of the same thirteen \"representative regions" and they 
simply replace Ankara 

provinces. They then apply the same methodology 

their interviewers to fill their quotas outside the 

boundaries of the provincial capitals. 


12. (C) As elites do in other countries 

appear to pay significant attention to public opinion polls. 

In addition to AKP 

DSP 

polls when discussing public policies and political 
strategies. Journalists and newspaper columnists regularly 
refer to public opinion polls in their articles. Moreover 
Turkish civil society organizations 

Movement and the Liberal Thinking Association (LDT) 
commissioned public opinion polls. 
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13. (C) Turkish political elites do not blindly follow the 

results of public opinion polls. Instead 

results to help them judge the relative popularity 

(influence) of political leader; to estimate their party\'s 
prospects for electoral success; to inform the development of 
their political strategy and set a policy agenda; and to 

gauge how well they are marketing their party and policy 
positions. 


14. (C) Comment. AKP 

of polls suggests that they are unlikely to call for early 
elections anytime soon: it would be odd to reduce polling 
efforts prior to an election. However 

add two \"rural\" polls each year suggests that AKP is starting 
to worry about the level of its support in rural Anatolian 
farming communities. 


15. (C) Comment 

ANAR despite the obvious errors in ANAR 

reveals a lack of expertise or inclination to carefully 
monitor how ANAR is doing its work. This is disturbing 
because we know that AKP 

ANAR 

pattern plaguing AKP in a variety of technical fields besides 
polling. AKP 

technical know-how 

analysis of the advice it receives from its friends and 
so-called experts. 


16. (C) Comment 

polling community is also illustrative of larger problems 
within Turkish society 

acceptance of state-directed solutions to complex scientific 
problems and 2) a desire to cut corners by replacing a 
tried-and-true method with a cheap 

alternative. 


17. (C) Comment 

Infakto 

Turkish polls should be skeptical of the results. 
Nonetheless 

interpreted with an extra degree of caution. At a minimum 
these polls are important because many Turkish politicians 
academics 

to the results. End Comment. 
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change and strengthen\" its laws against terrorist activity 

or potential terrorist activity 

look at BritainWs procedures for best practices to emulate. 
“We have 19th century legal responses to potentially 21 st 
century technological terrorist capacity 

return to Australia the Prime Minister announced on August 5 
that he had written to state and territory premiers and chief 
ministers to propose a special meeting of the Council of 
Australian Governments (COAG) to consider counterterrorism 
law revisions. The PM included in his proposed agenda: 
counterterrorism legal frameworks 

security 

any advocacy of terrorism 

of community and religious leaders 

enhancement of community understanding of the national 
counterterrorism arrangements. 


PM TO MEET WITH MUSLIM LEADERS 

4. (C) Chidgey noted that the PM and other GOA officials 
would meet with a small number of Australia\'s key moderate 
Islamic leaders on August 23 

CT summit 

government and the Muslim community could combat extremist 
ideologies. On August 18 

announcing his intention to meet with fourteen moderate 
Islamic leaders in Canberra on August 23. The focus would be 
the identification of strategies to promote a commitment to 
shared values and enhance social cohesion within the 
Australian community. In his press statement 

wanted to examine how the Muslim community could help 
eliminate extremism and end the promotion of violence in 
Australia. The Attorney General 

Immigration and Multicultural and Indigenous Affairs 

Junior Minister for Citizenship and Multicultural Affairs are 
among the high-ranking GOA officials who will also attend the 
meeting. The most prominent Muslim leader at the meeting 
will be Dr. Ameer Ali (ref A) 

Federation of Islamic Councils (AFIC) 

self-proclaimed Mufti of Australia 

Alhilali 

travel plans. (Note: The Mufti played a very public role in 
offering to help mediate the release of Australia\'s first 
hostage in Iraq 


MUSLIM LEADERS AND THE MEDIA CRITICIZE GUEST LIST 


5. (C) There has been considerable public controversy 
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regarding the list of Muslim leaders invited to the meeting 
with the PM (See para 9). Several journalists and Islamic 
leaders criticized the PM for not inviting radical clerics to 
the meeting 

radicalize their congregations. Sheikh Alhilalivs spokesman 
Keyser Trad 

Va picture of the Prime Minister sitting there with a bunch 

of Muslims 

people (invited) have any idea about the root causes of 
terrorism 

Youth Association 

the list were V'out of touch V" with Muslim youth and it was 
that gap that caused some youth to turn to extremism. Gabr 
el Elgafi 

South Wales 

only included leaders from the states of Victoria and New 
South Wales. Chidgey told us 

conscious decision not to invite radical clerics to the 
meeting in order to keep the discussion constructive. Both 
the PM and FM Downer said they did not want to validate or 
empower extremist thinking by inviting radical clerics to the 
meeting. 


GOVERNMENT OFFICIALS CT PROPOSALS 

6. (U) GOA officials have planted proposals in the media 
suggesting how Australia might better address the threat of 
terrorism. To curb the risk of importing extremist 
ideologies 

Australia should train its own imams. He expressed a 
willingness to deliver government aid to mainstream 
Australian universities that establish programs to train 
Australian-born imams V'who understand and fully respect 
Australian values 

Federation of Islamic Councils (AFIC) President 

Ali 

years for government help for such a project and welcomed the 
initiative. Minister Nelson\'s staff told us that he sent a 
letter on July 27 to AFIC and Australian university Vice 
Chancellors proposing the education program. Meetings to 
discuss the details of the initiative would likely take place 

in late August or September. 


7. (U) The GOA may also consider deporting and 
appropriate 

Australians who support or incite acts of terrorism. 

Attorney General Ruddock commented in a July 27 television 
interview that amendments to Australian laws allowed 
citizenship to be revoked if it was obtained by fraud 

example 

disclosed previously. He emphasized 
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citizenship would not mean automatic deportation due to 
Australia\'s human rights practices and treaty obligations. 

New South Wales (NSW) police have also requested more robust 
search and seizure powers and increased CT training and 
resources as the aftermath of the London bombings 
demonstrated the expansive role of the police as first 

responders and investigators. 


ISLAMIC MODERATES PROPOSE ALTERNATIVE PLAN 

8. (U) Meanwhile 

Forum on Australia\'s Islamic Relations (FAIR) had announced 
its own six-point plan 

entitled \"Muslims Must Modernize\" calling for reform within 
the Muslim community. The Forum\'s executive director 
Kuranda Seyit 

leaders would achieve nothing because it excluded key members 
of Australia\'s Islamic community. The six-point plan 

included: 

-- A formal licensing system for imams. 

-- A support program for imams 

teaching if necessary and lessons in Australian political and 
social systems. 

-- Mentors for post-school youths to develop leadership 

skills. 

-- A college to train home-grown imams - the Islamic Research 
Center in Brisbane is working towards this under the auspices 
of Griffith University. 

-- Focus groups to examine community needs. 

-- An effective media strategy to counter negative publicity. 
The Forum also wrote to New South Wales Premier Morris lemma 
and Opposition leader 


COMMENT: PUBLIC SUPPORT FOR CT REFORM WIDESPREAD 
9. (C) Recent polling data suggested that most Australians 
would support strengthened CT measures. Seventy-eight 
percent of respondents agreed with deporting terrorist 
suspects and fifty-six percent approved of detaining 

terrorist suspects for up to three months without charge. 
Proposals for more security cameras in public places and 
random bag searches were supported by eighty-seven percent 
and sixty-six percent of those surveyed 

Sixty-one percent were in favor of a national ID card. 

However 

policy and only twenty-eight percent supported detaining 
terrorist suspects indefinitely without charge. Two-thirds 

of Australians believed that Australia is more at risk of 

terrorist attacks because of its participation in the lraq 

war 

increasing pressure from the Opposition to do so. Thus 
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political climate is such that the PM should be able to sell 

a balanced package to strengihen CT measures nationwide with 
the support of all but fringe political and religious groups. 

Even opposition Australian Labor Party (ALP) MPs have told 

us they are \"fed up\" with Islamic schools that teach 
anti-Australian views and would be willing to work with the 
Coalition government to legislate universal curricular 

standards in all Australian schools. 


ADDENDUM 

10. (U) Muslim leaders invited to the August 23 meeting with 
the PM include: 

-- Dr. Ameer Ali 

Councils 

-- Sheikh Taj Aldin Alhilali 

-- Dr. Mohammad Taha Al Salami 
Council of Australia 

-- Mr. Ali Roude OAM 

South Wales 

-- Ms. Iktimal Hage-Ali 

Council 

-- Ms. Aziza Abdulhalim 

Network Australia 

-- Dr. Amin Hady 

-- Mr. Hassan Bazzi 

-- Sheikh Shafiq Rahman Abullah Khan 
Islamic Cultural Center 

-- Sheikh Femi Ма) El-Imam 

-- Mr. Malcolm Thomas 

-- Mr. Yasser Soliman 

Australia 

-- Ms. Yasmin Khan 

Queensland 

-- Mr. Hajji Abdul Rahman (Ray) Deen 
Australian Federation of Islamic Councils 
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SAYS THE MOST VIABLE OPTION FOR THE WEST IN REGARD TO THE 

IRANIAN NUCLEAR PROGRAM IS TO RESUME CONSTRUCTIVE DIALOG 
WITH IRAN INSTEAD OF IMPOSING ECONOMIC SANCTIONS OR USING 
FORCE. 


VNUCLEAR SHOWDOWN WITH IRAN\" 
AN OP-ED PAGE ARTICLE IN INDEPENDENT ENGLISH LANGUAGE 
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NEWSPAPER \"DAILY STAR\" OPINES (8/22): 

SYED MUAZZEM ALI 

WHAT ARE THE OPTIONS BEFORE THE EU TROIKA TO BREAK THE 
CURRENT DEADLOCK? EU WOULD LIKE TO PUT INTERNATIONAL 
PRESSURE ON IRAN TO BRING IT BACK FROM THE CURRENT 
ENRICHMENT PROGRAM. UNITED STATES 

FOR TOUGHER ACTION AGAINST IRAN INCLUDING IMPOSITION OF 
ECONOMIC SANCTIONS BY THE UN SECURITY COUNCIL. PRESIDENT 
BUSH...EVEN HINTED AT THE POSSIBILITY OF USE OF FORCE 
AGAINST IRAN. 

IF THE WESTERN COUNTRIES DECIDE TO TAKE THE ISSUE TO THE UN 
SECURITY COUNCIL FOR IMPOSITION OF COMPREHENSIVE ECONOMI! 
SANCTIONS AGAINST IRAN 

MASTER SUPPORT OF OTHER COUNCIL MEMBERS 

DEVELOPING COUNTRIES. 

EVEN IF THEY DO 

TERM TRADE AND ECONOMIC TIES WITH TEHRAN 

VETO IN ORDER TO PROTECT THEIR NATIONAL INTERESTS. UN 
SECRETARY GENERAL КОҒІ ANNAN RECENTLY EXPRESSED HIS 


SIPDIS 

APPREHENSION THAT THIS COULD IN TURN PARALYZE THE SECURIT 
COUNCIL. 

FURTHERMORE 

SANCTIONS AGAINST IRAN MORE THAN TEN YEARS AGO. SO ANY FRE 
UN SANCTION WOULD HAVE NO ADDITIONAL IMPACT ON THEM. 
HOWEVER 

THEY ARE LARGELY DEPENDENT ON IRAN TO MEET THEIR LONG-TER 
ENERGY REQUIREMENTS AND 

THEIR INDUSTRIALIZED GOODS. ANY UN IMPOSED SANCTION WOULD 
SURELY SERIOUSLY AFFECT THESE MUTUALLY BENEFICIAL TIES. 
WASHINGTON IS HEAVILY BOGGED DOWN IN IRAQ AND ANY FULL SC/ 
MILITARY ACTION BY THEM AGAINST IRAN LOOKS UNLIKELY 

A BLITZKRIEG AERIAL ATTACK LIKE THE ISRAELI ATTACK AGAINST 
IRAQ IN 1982 CANNOT BE RULED OUT. HOWEVER 

HAS SEVERAL ATOMIC CENTERS SCATTERED ALL OVER THE COUNTF 
AND IT WOULD BE IMPOSSIBLE TO KNOCK ALL OF THEM DOWN THRO 
AERIAL STRIKES. EVEN IF THE US SUCCEEDS 

THEM WITHIN MONTHS SINCE SHE HAS BUILT THEM WITH HER OWN 
TECHNOLOGY AND MANPOWER. IF ANY MILITARY ACTION IS LAUNCHI 
AGAINST IRAN DESPITE THESE WEIGHTY CONSIDERATIONS 
FURTHER DESTABILIZE THE REGION AND BEYOND. 

GIVEN THIS COMPLEX SCENARIO 

BE RESUMPTION OF DIALOGUE WITH IRAN. FOR THE PAST TWO YEAF 
THE IAEA HAS BEEN ABLE TO GET SUBSTANTIAL DEGREE OF 
COOPERATION FROM IRAN. THIS PROCESS HAS TO BE SUSTAINED AN 
EXPANDED. SINCE IRAN IS AGREEABLE TO ADDITIONAL SAFEGUARDS 
THE EU SHOULD ENCOURAGE IRAN TO EXTEND FULL COOPERATION 
IAEA SO THAT THE LATTER MAY CLOSELY MONITOR THE IRANIAN 
URANIUM ENRICHMENT PROGRAM AND ENSURE THAT THERE IS NO 
DIVERSION OF ENRICHED URANIUM TOWARDS MAKING NUCLEAR 
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WEAPONS. 

ONE HAS TO KEEP IN MIND THAT IF IRAN IS PUSHED TO A 

SITUATION WHERE IT DECIDES TO LEAVE THE NPT REGIME LIKE 
NORTH KOREA 

PROGRAM. NOW THAT THE US INTELLIGENCE AGENCIES HAVE REVIS 
THEIR EARLIER ASSESSMENT AND POINTED OUT THAT IRAN IS AT 
LEAST TEN YEARS AWAY FROM MAKING THE BOMB 

MORE REASON ΤΟ PURSUE А CONSTRUCTIVE DIALOGUE WITH IRAN / 
PERSUADE IRAN TO ACCEPT CLOSER SURVEILLANCE BY IAEA. TEHR/ 
MAY NOT AGREE TO GIVE UP ITS NUCLEAR OPTIONS BUT IT HAS 
INDICATED ITS WILLINGNESS TO ACCEPT GREATER SAFEGUARDS IN 
RETURN FOR FULL NORMALIZATION OF TIES WITH THE WEST 
ESPECIALLY THE US. 
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visitors for a temporary membership fee of USD 10.00 per 
week. This can not be pro-rated for a shorter visit. In 
addition to the membership fee 

purchase a cash card 

copy of your passport data page or a passport-sized 
photograph is necessary to obtain a cash card. This card 
will enable you to have meals and use club facilities 
(which include tennis court 

exercise room 


B. The U.S. Commissary facility is available to U.S. 

citizen official visitors who are USG employees. However 
payment is permitted only by USD personal check or traveler 
checks. Cash dollars and local currency payments cannot be 
accepted. Change will not be provided for transactions 

using traveler checks. Therefore 

traveler checks would be more useful. 


8. NOTE: Health - Post cannot emphasize strongly enough 
that all travelers must have health insurance that will 

cover medical evacuations by air ambulance. Travelers 

should carry with them the 24/7 contact information for 

their insurer. Medical care in Bangladesh is very basic 

and Post does not recommend that anyone remain hospitalized 
here. 


Intestinal problems are common in Dhaka. Visitors must 
exercise care in what they eat and drink; food-borne 
diseases are common. Presume that all tap water is 
contaminated 

drink bottled/boiled water and eat only fruits and 
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vegetables that have been cooked and peeled. Undercooked 
meat should be avoided. Travelers should also avoid eating 
uncooked dairy products and food sold on the streets. 
Visitors who take medication on a regular basis should 
bring enough for the duration of their visit. It is not 

always possible to find equivalents for American 
prescriptions on the local market. In general 

medical facilities are substandard. The U.S. Mission has a 
Medical Unit staffed by a U.S. Physician and registered 
nurses. Travelers venturing outside Dhaka are advised to 
use standard anti-malaria prophylaxis 

appropriate anti-malarial medication 

protection and the use of bed netting. It is strongly 
recommended that all visitors bring a supply of mosquito 
repellent to Dhaka. There have been cases of mosquito- 
borne illnesses 

is transmitted by a day-biting mosquito. The only 

effective repellant we are aware of contains DEET (2096 DEET 
is the maximum that is considered safe for children). 
Supplies are usually available in the commissary; however 
itis a good idea to have your own supply should you arrive 
in Dhaka when the commissary is not open. We also 
recommend that travelers have updated immunizations 
especially an up-to-date typhoid immunization (either oral 

or injectable.) 


9. Security: Bangladesh continues to experience some anti- 
American sentiment as the result of U.S. military and other 
actions in the war against terrorism 

Middle East. Anti-American demonstrations throughout 
Bangladesh 

have the potential to take place any time and to be unruly. 

In addition 

leading political parties has prompted general strikes 
(hartals) 

called on very short notice and can turn violent. Normal 
vehicular traffic is discouraged during hartals. Visitors 
should strictly avoid all political protests 

demonstrations and marches. They should consider possible 
security risks in deciding whether to attend other 

gatherings. 


10. Post policy authorizes travelers visiting post to hand 
carry an unclassified laptop into the Controlled Access 
Area providing that the laptop is transported under the 
immediate personal control of the traveler 

transported via diplomatic pouch 

the RSO. All travelers must also maintain continuous 
immediate custody of a laptop while in the CAA. Further 
instructions will be given during the security brief upon 
arrival. 


Column 3 


11. The Embassy advises Americans to be aware of their 
surroundings at all times 

and not to accept packages from unknown individuals. 
Sensitive or personal matters should not be discussed over 
local telephone lines. 


12. The State Department has classified the crime threat 
in Dhaka as high. Foreigners are not generally the target 
of violent crime. However 

and other forms of street crime occur frequently 

especially in areas frequented by foreigners. Visitors 
should avoid walking alone after dark 

of money 

be stored in the hotel safety deposit box and should not be 
left unattended in hotel rooms. Visitors should use the 
Embassy Motor Pool as the Chief of Mission has declared 
public transportation to be unsafe. The Regional Security 
Officer strongly discourages the use of rickshaws 

taxis 

keep the Embassy\'s 24-hour emergency telephone number 
available at all times (880-02-885-5500); receptionists are 
on duty 24 hours a day. 


13. We look forward to your visit. CHAMMAS 
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Readiness and Response Plan!" that is available for public 
viewing at www.moh.gov.sg. Post has an inter-agency Avian 
Influenza Taskforce to monitor the spread of avian influenza 
and coordinate planning for our preparedness and response. 
END SUMMARY. 


2. (C/NF) The following answers correspond to reftel A 
questions in para 2: 


-- Where does preparing for an avian flu pandemic rank among 
government priorities? 

The GOS considers prevention of an avian influenza (AI) 
outbreak among its highest public health priorities. It has 
developed a detailed readiness and response plan and has 
published it on the MOH website (www.moh.gov.sg). It reacts 
instantly and forcefully to any threat of Al as 

when it stopped all imports of chickens and eggs from 
Malaysia when Al was detected at farms there last year. 

Since Singapore imports almost all of its food 

have grave consequences. The Government also conducted an 
Voperational readiness" drill to test its ability to react to 

a bird flu outbreak in which it actually destroyed 5 

healthy chickens. 
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-- Who and what would most influence the country to give the 
issue a higher priority? 

As stated above 

state of readiness. The MOH plan defines a scale of 
increasing alert levels and the triggers for each of those 
levels. Increases in priority will take effect under 
occurrences such as: evidence that the disease is spreading 
via human-to-human respiratory infection; significant spread 
of the disease in other Asian regions; or 

of Avian Flu within Singapore or border regions in Malaysia 
or Indonesia. 


-- Does the government have a strategy for containing the 
pandemic? 

The MOH plan assumes that 

local bird population 

Singapore would be imported. The plan describes a strategy 
to V'establish an effective surveillance system to detect the 
importation of a novel influenza virus 

consequences when the first pandemic wave hits and then race 
to achieve national immunity when a vaccine becomes 
available.\" 


-- If the country has a strategy 

implementing it? 

Most capable. As demonstrated by its effective and efficient 
response during the 2003 severe acute respiratory syndrome 
(SARS) outbreak 

communicable disease outbreak. Lessons learned from SARS 
have further improved preparedness and response capability. 


-- What measures has it taken to date to prepare for the 
pandemic (stockpiling antiviral medications 

surveillance 

The GOS is stocking 200 

Tamiflu 

population. Surveillance is on-going. 


-- How capable is Singapore of detecting and responding to an 
outbreak 

Singapore 

urbanized 

Genome Institute of Singapore recently developed a 
commercially available H5N1 Diagnostic Kit which can detect 
genes specific to H5N1 in under four hours. 

-- How truthful will the government be in reporting the scope 
of any outbreak? 

SARS showed the Singapore authorities were very transparent 
and frank when faced with a problem like this. They also 

have retroactively seen that this approach set them apart in 

a positive way from other affected countries 
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likely to take a similar approach. 


-- How willing and capable is the government of imposing 
quarantines and social distancing measures? 

The government is willing and capable. Quarantine and 
control mechanisms are in place 

mechanisms effectively during the SARS outbreak. A detailed 
description of these plans may be found on the MOH website. 


-- What are the critical gaps that need to be filled in order 
to enhance the country\'s disease detection and outbreak 
response capabilities? 

None. 


-- What is the country\'s greatest need from the US or 
international organizations? 

Singapore is very self-sufficient and likely would be in a 
support 

the region. 


-- Would government leaders be receptive to messages from US 
leaders at APEC or other settings or would they prefer a 
multilateral approach or bilateral contacts with another 

country? 

The GOS would be receptive to messages through either 
channel. We already have a bilateral mechanism in place 
U.S.-Singapore Regional Emerging Diseases Intervention (REDI) 
Center 


-- Who is the key \"go-to\" person or office for USG officials 
to interface with? 

The Ministry of Health is the lead agency. In the event of 
an outbreak 

convened in various agencies 

Again 

has regular and cooperative contacts with these officials 
does the CDC. 


-- How well informed is the population about the avian flu 
threat and about measures they should take to mitigate the 
threat? 

In addition to the information available on the web 

media regularly report on Al and other disease prevention 
campaigns. The public is generally well-educated and 
receptive to these efforts 

outbreak. 


3. (C/NF) The following answers correspond to reftel A 
questions in para 3: 


-- Is the host country working with any international 
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organizations or other countries on the avian flu issue? 

The GOS is already working closely with the WHO and CDC to 
share information and develop preparations. 


-- Are government leaders likely to ask for assistance from 
the United States or other countries? 

The close coordination already in evidence would continue at 
an even greater level. Singapore may very likely be in the 
position of providing assistance and expertise to the United 
States and countries in the region. 


-- Would its military enforce quarantines? 
Quarantines would be enforced by civilian agencies. It is 
unlikely that military support would be required. 


-- What would it want from the United States in return for 

its efforts? 

Singapore expects to be a partner in professional exchanges 
with United States experts. In the case of SARS 

other United States agencies studied SingaporeVs response as 
a possible model for us and others. Singapore is likely to 
request antiviral vaccines. 


-- What mechanisms are available for providing additional 
information to the population 

and how effective are these measures? 

Singapore has a very effective and pervasive state 
information dissemination system. 


LAVIN 
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approved a measure allowing its 1 

elect the members of the Central Standing Committee (CSC). 
The CSC direct elections were marked by balloting errors and 
poor organization 

CSC largely balanced by representatives from both the Ma and 
Wang factions. Ma promised to clean up the party\'s finances 
further democratize party decision-making 

base 

taking back the presidency in 2008. End Summary. 


2. (U) During his August 19 ChairmanVs acceptance speech 
promised to set up a timetable to dispose of all of the KMTVs 
problem assets 

building 

assets played a key role in Taiwan\'s development 

\"ill-gotten gains\" was not appropriate. Ma said addressing 
property-related disputes was essential to restoring the 
KMT\'s image as a plain and honest party. Revenue from the 
sale of disputed assets would be allocated to meet 
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obligations to KMT pensioners. Ma also called for gradually 
integrating the PFP and New Party into the KMT 
cooperation over policy 

expressed hope that the KMT would be able to improve its 
grassroots connections by convening the Central Standing 
Committee in different cities around Taiwan 

Central Committee members and local party representatives to 
sit in on CSC meetings. Ma thanked former opponent Wang 
Jin-Pyng for conducting a \"gentleman\'s race" for Chair. 
Receiving the title of "Honorary Chairman 

Lien Chan praised Ma as a young and intelligent politician 
and urged him to prepare the KMT for the 2008 presidential 
race. Ma promised to \"follow Lien\'s line 

\"openminded visionary\" dedicated to turning the KMT into a 
clean party that could take back power in 2008. 


3. (U) During the first day of the two-day National Congress 
delegates approved a measure granting the National Congress 
the power to directly elect the members of the Central 
Standing Committee (CSC) 

organ. Delegates also voted to strike from the rules a 
provision barring disciplined or expelled members from 

running for Chairman or the Central Standing Committee. A 
measure to extend the term of Central Standing Committee 
members from one year to two was rejected 

to give student and grassroots leaders voting participation 

in CSC meetings. On the whole 

voted as Ma had urged 

camp. The National Congress also approved Ma Ying-jeou\'s 
candidates for four of the Vice-Chair seats: incumbents 

Chiang Pin-kun 

in place at Ma\'s personal request. John Kuan (Kuan Chung) 
will fill the fourth position. Ma has said he would like to 

reserve the fifth Vice-Chair position for someone from the 

KMT Youth Corps. (Note: Taipei 3450 misidentified Chang 
Chang-pang and Tseng Yung-chuan as incumbent Vice-Chairmen. 
Chang Chang-pang is KMT Deputy Secretary General and Tseng 
Yung-Chuan is KMT Policy Director. Both men stayed in their 
respective posts at Ma\'s request.) 


4. (U) The first direct election of the CSC was plagued by 
balloting errors and unclear voting procedures. The vote 
took place only one day after it was decided to hold the 
direct ballot 

Central Committee election were announced. In the rush to 
prepare the ballots 

omitted. Delegates complained that it was difficult to find 
the polling places inside the convention center 

polling areas were crowded by campaigners and press. Ma 
himself became angry with the press attending the event 
saying they should take some of the blame for causing the 
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chaos which surrounded the CSC election. 


5. (U) Of the 31 members of the new CSC 

Yuan (LY) members 

Eleven of the members of the new CSC are considered to be 
\"pro-Wang\" based on public statements made during the KMT 
Chairman race: LY members Hung Hsiu-chu 

Huang Chao-shun 

Hung Yu-chin 

Yang Chi-hsiung 

Ten members are considered \"pro-Ma\": LY members Lu 
Hsiu-yuen 

Shou-chung 

Taipei City Councilwoman Lin І-һиа 

speaker Chen Chin-jang 

Ou Chin-te. The ten remaining members of the new CSC havenWt 
made their preference known: LY members Lee Chi-chu 
Chung-hsiung 

(daughter of late president Chiang Ching-kuo) 

Group President Hsu Hsien-jung 

Jeffrey Koo 

Chan) 

Consortium founder Shen Ching-chin 

Standing Committee member Yao Chiang-lin. A list of 28 
candidates allegedly favored by Ma was circulated in advance 
of the CSC election 

КМТ Secretary General Chan Chun-po and members of Ма\'ѕ staff 
denied any responsibility for the list. Only 15 of those 28 
candidates were actually elected to the CSC. 


6. (U) In remarks during the final day of the National 
Congress 

KMT as an \"alien regime.V In a speech before the party\'s 
Central Advisory Committee 

founding father of the ROC 

before the ROC\'s birth in 1911. Ma cried openly while 
recounting a meeting earlier this year with relatives of 
democracy activist Liao Chin-ping. In 1913 

funds to Sun Yat-sen 

of Scotch whiskey. Liao was later killed during the KMT-led 
crackdown of February 28 

marking the 2-28 Incident 

Ma 

Ma said V'those who claimed that Kuomintang is an alien regime 
are just ignorant of the history." Pan-Green politicians 
countered that Ma was attempting to ignore the KMTVs bloody 
history on Taiwan. 


7. (U) According to an Apple Daily public opinion poll 
conducted August 19 
for Ma as President in 2008 


Column 3 

KMT candidates in the year-end county/city chief elections. 

In another August 19 poll conducted by the China Times 
percent of island-wide respondents believed Ma could defeat 
the DPP candidate in 2008 

not. The China Times respondents were also asked to indicate 
whether they were \"satisfied\" or WdissatisfiedW with the 
performance of the various political parties. The KMT led 

the pack 

result. The DPP fared slightly worse 

satisfied/37 percent dissatisfied rating. Only 21 percent of 
respondents were satisfied with the TSU 

satisfied. The PFP 

percent not satisfied 

substantial decline from the PFP\'s 32 percent approval rating 
following James Soong\'s trip to the PRC. 


8. (C) Comment: Despite some expectations that Wang Jin-pyng 
might use the KMT National Congress to use his organizational 
strength to put limits on Ma 

another victory for Ma. By pushing through the direct 

election of the Central Standing Committee 

his position by forcing CSC policymakers to become more 
responsive to the grassroots base which supported Ma 
three-to-one against Wang. With CSC membersY terms limited 
to one year 

anticipation of next year\'s election. On the other hand 

CSC members 

from Legislative Speaker Wang Jin-pyng 

seen whether Wang has the strength to challenge Ma a third 
time. End Comment. 
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political forces in Russia might say 

provide them with grain 

created a special commission to address increasing 
relations with the Russian exclave and will discuss 
exports of road and automobile equipment 
problems with transit of cargo to Kaliningrad. 
Lukashenko also said he is considering investing in 
expanding Kaliningrad\'s port. 


4. Trade Union Evicted 


On August 9 
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the Belarusian Free Trade Union (BFTU) be evicted from 
their office. According to the Belarusian Congress of 
Free Trade Unions 

legal address 

union. The BFTU will appeal the ruling. 


5. Journalist\'s Tapes Seized 


On August 10 

videotapes from Polish television reporter Mikolaj 
Wawrzenuik. The tapes contained interviews with members 
of the Union of Belarusian Poles (UBP) and opposition 
figures. Authorities said they will keep the videotapes 

for ten days. Reporters without Borders reports that 

since July 6 

imprisoned or banned from entering Belarus at least 19 
journalists as part of the ongoing conflict with Poland. 


6. Newspapers Seizure Justified 


On August 11 

to complaints by the editor of Den newspaper about the 
May 26 seizure of 1 

Russian border. The prosecutor\'s office replied that 
after a visual examination 

articles mentioned events that occurred after May 9 
date shown as the printing date. This violates 
established procedure under the media law. The 
prosecutor\'s office advised the paper to apply to the 
regional police department for the return of the seized 
copies. 


7. Severinets Begins Sentence 


On August 15 

(formerly head of Malady Front) began his two-year 
restricted freedom sentence in Vetran. Authorities 
convicted him of organizing an unsanctioned rally in 
October 2004 to protest the results of the parliamentary 
elections. He will work as a log piler at a warehouse 

of Polotskles timber enterprise 

crosscutting site to the piling site 

by size. 


8. UBP Member Sentence Extended 
On August 12 
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Tadeusz Gawin to an additional 15 days in prison for 
allegedly starting a fight with a cellmate. Gawin 
claimed that the cellmate 

started the fight. The UBP believes that the sentence 
is politically motivated. [Note: Gawin is a short 

man in his 50\'s 


9. Monthly Pension Up 


On August 11 

announced that average retirement pensions will increase 
to USD 100 on September 1 

is in accordance with a request from the President. 


10. Health Price Regulation 


On August 12 

pricing of medications 

equipment. The decree sets upper limits for wholesale 
and retail prices 

of the goods and which are lower than current limits. 

To strengthen financial discipline at health care 
establishments 

Bank\'s official exchange rates must be used when buying 
medications with foreign currency. The GOB expects 
these measures to save money for the state budget. 


11. Poles Refuse Belarusian Children? 


In early August Belarusian state television claimed that 
Polish authorities refused to allow a group of children 
enter the country to go to a summer camp in Oletsko. 
Therefore 

quality camp in Belarus. The deputy mayor of Oletsko 
denied inviting the children in the first place 

the Polish Consulate claims that they gave visas to the 
children. Journalist Igor Bantser believes that someone 
from the UBP simply failed to organize the trip 

state media accordingly used the incident to aggravate 
the current conflict. 


12. Humanitarian Action 
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On August 16 

Polish efforts to collect foodstuffs 

clothes and essential goods for Poles and the opposition 
in Belarus as \"anti-Belarusian propaganda 

creating the image of Belarus as a poor and timid 
country\". The administration of Warsaw is conducting a 
donation drive to gather preserved foodstuffs 

air conditioners 

supplies to help Belarusian Poles and those who oppose 
Lukashenko. 


13. UBP Seal Missing 


On August 15 

Anzhelika Boris about the disappearance of the official 
seal of the UBP. Former leader Tadeusz Kruczkowski 
filed a report about the missing seal on August 5. He 
claimed that the economist and chief accountant of the 
UBP told police that Boris had taken the seal from them. 
Boris denies this. 


14. Lukashenko Unhappy with Minsk 


On August 15 

neglected and strictly forbade any construction on 
arable lands 

bomb was blown up near Minsk. | will not tolerate this 
attitude to the land." He charged government officials 
with \"fixing thingsW by November 7. The President also 
encouraged increasing productivity of Minsk district two 
to four times. 


15. Pig Breeding 


On August 11 
Environmental Protection announced plans to build 


MINSK 00000984 003 OF 003 


Europe\'s largest pig-breeding complex on the border with 
Lithuania. They plan to build two complexes in the 
Grodno region; each housing up to 108 

Ministry stated that large meat exports to Russia 
necessitate the increase in pig production. The 
Lithuanian Ministry of Foreign Affairs believes that 
construction of these complexes is retaliation for 
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Lithuanian plans to build a nuclear waste storage plant 
on the border 

polluting nearby rivers. 


16. Autodealers in Trouble 


On August 12 

legal proceedings against executives of several large 
automobile dealerships. The SCC charges executives of 
Yukola-Avto LLC 

Market CJSC of importing cars for personal use 

selling them through the companies. 


17. On August 12 
of victory in the 2006 presidential election and decried 
the quality of the opposition in Belarus. 


\" am not trembling with fear that | might lose power 
and this is my advantage. Pardon my lack of modesty 
but | think the people will support me. We know 
perfectly well those who are eager to get into the 
president\'s seat. [But] they should stay away from 
power 

opposition is troubled about the idea of losing money. 
They are rushing about like cockroaches in a tight 
corner and will cut each other\'s throats.\" 


18. On August 16 

Foreign Relations Department of the Ministry of 
Education 

touched on parents! reactions. 


VWe receive a lot of calls from parents who thank us for our 
Work 
presidential decrees are to be executed 
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CROIX 

POPEVS FIRST TRIP ABROAD 

NOTEWORTHY MEETINGS WITH MUSLIM AND JEWISH OFFICIALS. 


IN INTERNATIONAL NEWS 
IRAQ\'S CONSTITUTION ARE MAJOR STORIES. IN WEEKLY LVEXPRESS 
EDITORIALIST DENIS JEAMBAR CALLS SHARON\'S GESTURE \"EXEMPL 
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WHILE LE FIGAROYS REPORT EMPHASIZES THE COMPLEXITIES OF 
COEXISTENCE BETWEEN HAMAS AND ABBAS. (SEE PART C) IN IRAQ 
LAST STRETCH TO REACH A CONSENSUS ON THE IRAQI CONSTITUTIC 
ELICITS A REPORT IN LE FIGARO WHICH INCLUDES CONJECTURE ABC 
THE U.S HAVING ASKED THE KURDS TO GIVE UP THE IDEA OF SELF 
DETERMINATION AS WELL AS WASHINGTON\S ACCEPTANCE \"ТНАТ T 
ΟΕ CHARIA BE MENTIONED IN THE CONSTITUTION AS ΤΗΕ PRINCIPAL 
SOURCE\' OF IRAQ\'S LEGISLATION.\" IN LES ECHOS 

COLUMBIA UNIVERSITY\'S EARTH INSTITUTE CALLS ON THE U.S. TO 
\"LEAVE IRAQ AS SOON AS POSSIBLE. AFTERWARDS THE U.S. WILL BE 
ABLE TO USE ITS POLITICAL AND ECONOMIC WEIGHT TO PARTICIPAT 
IN THE MANAGEMENT OF A COMPLEX AND DIFFICULT SITUATION THE 
U.S. HAS HELPED CREATE. (SEE PART C) 


POPULAR RIGHT-OF-CENTER FRANCE SOIR DEVOTES A LARGE PART 
ITS FRONT PAGE TO GOOGLE EARTH 

ALLOWING USERS TO HAVE FREE ACCESS TO SATELLITE PICTURES C 
ANY SITE ON THE PLANET. THE HEADLINE READS: WSPYING ON 
INTERNET THE REPORT EXPLAINS WHY THE SOFTWARE HAS THE 
VINTELLIGENCE COMMUNITY CONCERNED.\" 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
MIDDLE EAST - GAZA DISENGAGEMENT 


\"EXEMPLARY\" 

DENIS JEAMBAR IN RIGHT-OF-CENTER WEEKLY L\'EXPRESS (08/22): 
AGAINST ALL ODDS 

CHANCE IN THE HOTTEST SPOT ON THE PLANET. ONLY A GREAT 
DEMOCRATIC NATION ASPIRING TO LIVING IN PEACE AND SECURITY 
COULD HAVE LED AN OPERATION WHICH OPENED SUCH OLD AND PA 
WOUNDS. WE MUST RECOGNIZE SHARON\'S COURAGE FOR HAVING 
DELIVERED WHAT HE PROMISED. THE SKEPTICS WERE WRONG. ARIE 
SHARON HAS MADE A POLITICAL CHOICE WITH AN EXEMPLARY STREI 
OF CHARACTER. HE HAS GIVEN A NEW CHANCE TO PEACE. INFLUENC 
ALONG THE WAY THE PALESTINIANSY STRATEGY AND HELPING ABBA 
LEAD HIS PEOPLE ON THE ROAD TO PEACE. A TOKEN FOR PEACE НА: 
BEEN GIVEN AND YESTERDAY\'S WARS ARE NO LONGER INEVITABLE.’ 


\"FOR ABBAS 

THIERRY OBERLE IN RIGHT-OF-CENTER LE FIGARO (08/22): \"ABBAS IS 
FILLING THE POLITICAL ARENA IN GAZA. BY ANNOUNCING THE DATE ( 
THE NEXT LEGISLATIVE ELECTIONS FOR JANUARY 

A POLITICAL PERSPECTIVE FOR HAMAS IN EXCHANGE FOR THE TRUC 
DURING THE GAZA DISENGAGEMENT. THE MILITARY ARM OF HAMAS I 
NEVERTHELESS ANNOUNCED THAT IT DOES NOT PLAN TO GIVE UP IT 
ARMED FIGHT AGAINST ISRAELI INCURSIONS. SINCE THE BEGINNING 
THE ISRAELI DISENGAGEMENT THIS IS THE KIND OF DUEL WHICH HAS 
PITTED HAMAS AND THE PALESTINIAN AUTHORITY AGAINST EACH OT 
MAHMOUD ABBAS\'S SUCCESS IS LARGELY SUPERFICIAL AND VERY N 
DEPENDENT ON HAMAS 
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TO USE FORCE. THE KIDNAPPING OF A FRENCH TELEVISION SOUND 
TECHNICIAN IS PROOF THAT THE PALESTINIAN AUTHORITY CANNOT 
IMPOSE ORDER AND THAT AUTONOMOUS CLANDESTINE GROUPS AR 
OPERATING OUTSIDE THE KNOWN POLITICAL STRUCTURES." 


VIN IRAQ 

JEFFREY SACHS OF THE EARTH INSTITUTE IN RIGHT-OF-CENTER LES 
ECHOS: VIN IRAQ 

CANNOT IMPOSE ITSELF ON THE GROUND. WAR IS OFTEN A SIGN TH/ 
POLITICS HAVE FAILED. EVERY TIME THE U.S. REFUSES TO GIVE A 
DATE FOR THE WITHDRAWAL OF ITS TROOPS FROM IRAQ 
INSURRECTION. TOO MANY IRAQIS ARE READY TO DIE IN THEIR FIGH 
AGAINST THE OCCUPIER. NO ONE DOUBTS THE NEED TO FIGHT 
TERRORISM. BUT THE WAR IN IRAQ AND HUGE MILITARY SPENDING A 
SOMETHING ELSE. AMERICANS MUST INVEST IN PEACEFUL DEVELOP 
RATHER THAN IN MILITARY BASES IN COUNTRIES THAT ARE BEING 
EXPLOITED. THE U.S. MUST WITHDRAW FROM IRAQ. AFTERWARDS 
U.S. WILL BE ABLE TO USE ITS POLITICAL AND ECONOMIC WEIGHT TC 
PARTICIPATE IN THE MANAGEMENT OF A COMPLEX AND DIFFICULT 
SITUATION IT HAS HELPED CREATE." HOFMANN 
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Vissues 

catching up 

Washington by noon on September 19 in order to meet with PRC 
Vice Premier Wu Yi in Chiang Mai on September 21 and wondered 
whether his meeting with the President could take place in 

the morning. | said that | had already forwarded that 

request through the NSC. 


DISCUSSING THE SOUTH 


3. (C) | said that Washington was very interested to know 
how Thai policy towards the troubles in the South might be 
changing. | referred to concerns both inside and outside 
Thailand that Thaksin had seized \"dictatorial powers" when he 
issued the recent emergency decree. Thaksin said he fully 
expects the President to ask him about the South; V'if he 
doesn't raise the issue 

Justice Minister Chidchai Vanasatidya remained in charge of 
the police and military response to southern violence while 
Education Minister Chaturon Chaisaeng was responsible for 
addressing social issues. He described his visit last Friday 
to the region 

pressure from separatists to close on Fridays 


BURMA 


4. (C) | reminded Thaksin that he had told Secretary Rice 
that four years of V'constructive engagement V" with Burma left 


Column 3 

him frustrated and facing the likelihood of being more public 
in criticizing Rangoon. | suggested that the President might 
wish to pursue this matter further. 


BEEF AND OPEN SKIES 


5. (C) Aside from these major issues 

are a handful of other important issues pending. The 
resolution of these in advance of the visit 

comprise a package of impressive achievements for the visit. 
The first issue is beef imports: Thailand still bans U.S. 

beef 

that the import ban would be lifted. Thaksin said that this 
could be quickly resolved. | then mentioned the continuing 
delay in the launch of civil aviation Open Skies talks 

spite of assurances by the PM and the Transport Minister to 
Secretary Mineta in late April that the talks should be 


SIPDIS 

completed within six months. Thaksin replied 

we can hold the first round of talks prior to my meeting with 
the President (i.e. 

this proposal and promised to convey it to the appropriate 
USG officials. 


PSI 


6. (C) I reminded Thaksin that FM Kantathi Suphamongkhon 
had indicated to the Secretary that Thailand might be willing 

to sign the PSI Statement of Principles soon. Thaksin 
reiterated that intent 

Thailand would sign as soon as another ASEAN member other 
than Singapore signed on. \"| need cover on this in the 

South 


F-16 


7. (C) On Thailand\'s efforts to procure new or updated 
fighter aircraft 

to spend about 400 million USD to perform mid-life upgrades 
on two squadrons of F-16s already in the RTAF inventory. 
Nonetheless 

SU-30 hard and indicated that it would be difficult not to 

buy Russian as well. | explained that a Sukhoi purchase had 
the potential to jeopardize a future Thai purchase of the 
Joint Strike Fighter and suggested that he mollify the 
Russians by announcing that Thailand would procure no new 
aircraft and simply upgrading its existing fleet. | asked 
whether this might not give Thaksin a face-saving way to 
avoid creating a problem with either side. He was quiet for 

a long time and said he would think about this in detail. He 


Column 3 
emphasized that no final decision had yet been made. 


FTA 


8. (C) | mentioned our growing concern with the slow 
progress of our FTA talks. | emphasized that the two sides 
have been meeting for over a year 

been mostly information exchanges. By and large 

so far have been mostly conversation 

of negotiations. Added to this slow pace is the fact that 
public opinion (as reflected in the Thai media) seems almost 
uniformly anti-FTA 

publicly in favor of an FTA with the U.S. | told the Prime 
Minister that | only half jokingly inform U.S. visitors that 

the PM seems to be the only person in Thailand who supports 
an FTA with the U.S. 


9. (C) Thaksin replied that the reluctance of the Thai FTA 
team to seriously engage with the U.S. is due to the fact 
that V'we are afraid of you; you\'ll have to convince us to be 
less afraid.\" Part of the cause of Thai anxiety 

discussions with Singaporean officials. These officials 
said 

than it thought it bargained for in its own FTA with the U.S. 
Singaporean bad-mouthing aside 

he does not envision any serious problems in eventually 
concluding an FTA with the U.S. 

that he still fully supports the FTA. Thaksin noted that 
Thailand had just successfully concluded an FTA with Japan. 
As the talks went down to the wire 

differences remained. The PM recalled how the Thai chief 
negotiator and his Japanese counterpart met with him. Both 
seemed very downcast. Said Thaksin 

you so pessimistic? PM Koizumi and | have a great 
relationship 

when we meet. If we can do it 

go into a nearby room 

go to dinner. And that's what they did." 


U.S.-THAI DIALOGUE 


10. (C) Itold Thaksin that we took seriously his radio 
remarks after his meeting with Secretary Rice of the need to 
implement a bilateral V'Action Plan\" to strengthen our 
relationship. | explained that we were now working on talks 
to take place in November 

Department and including representatives from NSC 

and PACOM. He was very appreciative of this news and 
suggested it would be worth highlighting in Washington. 


DPRK 
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11. (C) Thaksin mentioned that FM Kantathi still planned to 
go to the DPRK this month and hopes to talk to Secretary Rice 
before departing. V'If Kim Jong Il is lucid 

V'INII probably go there myself later. V 


THAKSIN SHOWS HIS AUTHORITARIAN SIDE 


12. (C) Thaksin complained vociferously about how he is 
targeted by the Bangkok elite and the media. He said there 
were two major problems in Thai society 

courts. \"In the old days 

off by crooked politicians and gamblers. Previous PMs were 
more subservient to the press too 

favors.V He explained that his unwillingness to do so was 
the reason he is attacked in the Thai media. He told me that 
he will continue to weed out the out-of-date political hacks 

in senior positions of power suggesting that current Deputy 
Prime Minister Pinij Jarusombat might be next to go from the 
Cabinet. 


MALAYSIA 


13. (C) Thaksin told me he was bedeviled by his 

relationship with Malaysia. Having worked with Malaysian PM 
Badawi when they were both Foreign Ministers 

that he fully anticipated a better relationship with Kuala 
Lumpur. Thaksin suggested that Badawi was now either 
unwilling to engage with Muslim separatists in Thailand for 
fear of aggravating his own problems or even hoped to restore 
Pattani as part of greater Malaysia. In either case 

suggested 

addressing complicated issues like dual nationals as he had 
hoped. As a result 

to Malaysia with evidence of wrongdoing by dual nationals. 
That mission had been a partial success 

but relations were still not what they should be. 


SURAKIART AS UNSYG 


14. (C) As Surakiart\'s name had come up 

prospects to become UN Secretary General. V'If it is truly 
Asia\'s year to have the Secretary Generalship 

me 

endorsements from China 

confidentially suggested 


SIPDIS 

some problems based on his lack of experience and youth and 
noted that neither of us wanted to see Thailand put into an 
awkward situation. Thaksin asked rhetorically whether other 


Column 3 

Thai candidates might be acceptable 

much capital had been spent promoting Surakiart that it might 
be impossible to put forward another Thai. 


COMMENT 


15. (C) Although Thaksin is probably receiving more intense 
public criticism now than at any time since early in his 

first administration 

control. All elements for a successful meeting with the 
President seem to be in place. The seemingly good prospect 
for resolving two issues -- beef and Open Skies -- in advance 
of the meeting with the President is good news. On the FTA 
the PM\'s story of how the FTA with Japan was resolved is 
consistent with our experience: Thaksin\'s personal engagement 
is essential in order to make anything important happen here. 
But 

completing the FTA by early \'06 would be a useful point for 
the President to emphasize in his meeting with the Prime 
Minister. Thaksin\'s backpedaling on PSI is unfortunate 
should be resolvable if we succeed in obtaining the 
endorsement of another ASEAN country quickly. F-16 is 
another matter. Given the fact that many senior officials 
including Secretaries Rice and Rumsfeld 

concerns about F-16 

the President did not. The suggestion to Thaksin about 
mid-life upgrades 

purchasing new fighters 

BOYCE 
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1. FOLLOWING IS THE EVDB EVALUATION OF SUBJECT PROGRAM: 


START FIXED-FORMAT TEXT (PLEASE DO NOT EDIT): 

: THE FOLLOWING DATA IS IN A FIXED FORMAT WHICH ENABLES 
: AUTOMATED PROCESSING IN WASHINGTON AND SHOULD NOT BE 
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EXPORT-SOURCE: POST-EVDB 

VERSION: 3.0.7 

POST-EMAIL: ALDADAWM@STATE.GOV 

TRANSMITTING-POST: PAS AMMAN 

TRANSMITTING-POST-ID: 2887 

EXPORT-TYPE: PROJECT EVALUATION 

START PROJECT-EVAL-REC: 

POST-PROJ-ID: 235 
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ECA-PROJ-NO: E/VGN-2005-0014 

PROJ-NAME: YOUNG LEADERS: EFFECTING SOCIAL 

ECONOMIC CHANGE 

CPTHEME: DEMOCRACY AND HUMAN RIGHTS 

START MEMO IMPACT: 

MR. BADER AL-QAID FOUND THE PROGRAM WEXCELLENT AND A V'RK 
EXPERIENCE.\" HIS FAVORITE COMPONENT WAS IN WASHINGTON 
AND HIS FAVORITE MEETING OF THE TRIP WAS AT THE STATE 
DEPARTMENT WHERE THEY DISCUSSED U.S. FOREIGN POLICY. HE 
WOULD HAVE LIKED THE OPPORTUNITY TO MEET WITH STATE 
DEPARTMENT OFFICIALS TO DISCUSS HIS ACTIVITIES IN JORDAN ANE 
LEARN HOW JORDANIAN NGOS SUCH AS HIS COULD PARTNER WITH 
STATE ON REFORM-ORIENTED PROGRAMS. [EMBOFF ADVISED THAT | 
COULD DIRECT QUESTIONS ON THIS MATTER TO ΤΗΕ EMBASSY\'S 
PUBLIC AFFAIRS OFFICE.] 

HE WAS VERY IMPRESSED BY THE ROLE OF NGOS IN AMERICAN 
SOCIETY AND THEIR ABILITY TO OBTAIN FUNDING FROM 

INDIVIDUALS 

CONCERNED THAT THE PROCEDURES USED BY U.S. NGOS WOULD 
PROBABLY NOT EASILY TRANSFER TO JORDAN 

NGOS ARE FUNDED BY THE GOVERNMENT OR THROUGH MEMBERSH 
THE GROUP DYNAMICS WORKED WELL AND HE BENEFITED FROM 
INTERACTION WITH OTHERS FROM THE REGION. 

HIS ONLY CRITIQUE OF THE PROGRAM WAS THAT IT WAS TOO 
INTENSIVE. AT THE SAME TIME 

PROGRAM 

HAVE LIKED TO SPEND MORE TIME WITH EACH SPEAKER IN-DEPTH. F 
MIGHT HAVE BENEFITED MORE FROM FEWER SPEAKERS BUT MORE ` 
WITH EACH ONE. 

FINALLY 

AMERICANS 

END MEMO IMPACT: 

START MEMO AUDIENCE-REACHED: 

MR. BADER AL-QAID IS THE PRESIDENT OF THE NORTHERN BADIA 
FORUM FOR CULTURE AND DEVELOPMENT. HE IS ALSO A TEACHER C 
CIVIC EDUCATION AND VOCATIONAL EDUCATION AT THE MINISTRY OI 
EDUCATION. HE ONLY RECENTLY RETURNED FROM THE U.S. BUT IS 
PLANNING TO GATHER HIS FORUM\S MEMBERS TOGETHER TO TELL ` 
OF HIS EXPERIENCE IN AMERICA. HE WAS ALSO VERY EAGER TO 
LEARN ABOUT WAYS THAT THE FORUM COULD APPLY FOR FUNDING 
THE MIDDLE EAST PARTNERSHIP INITIATIVE OR OTHER U.S. 
SOURCES. 

END MEMO AUDIENCE-REACHED: 

ECA-PROGRAM-OFFICE-RATING: 5 

START MEMO ECA-PROG-OFFICE-COMMENT: 


END MEMO ECA-PROG-OFFICE-COMMENT: 
PROGRAM-AGENCY-RATING: 5 
START MEMO PROG-AGENCY-COMMENT: 


END MEMO PROG-AGENCY-COMMENT: 
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START CITY-CIV-EVALUATION: 

CITY-CIV: ACADEMY FOR EDUCATIONAL DEVELOPMENT : 1309 
RATING: 5 

START MEMO COMMENT: 


END MEMO COMMENT: 

END CITY-CIV-EVALUATION: 

START ESCORT-INTERPRETER-EVALUATION: 
ESCORT-INTERPRETER: SANA ABED-KOTOB 
RATING: 5 

START MEMO COMMENT: 


END MEMO COMMENT: 

END ESCORT-INTERPRETER-EVALUATION: 
START ESCORT-INTERPRETER-EVALUATION: 
ESCORT-INTERPRETER: MOHAMMED SMADI 
RATING: 5 

START MEMO COMMENT: 


END MEMO COMMENT: 

END ESCORT-INTERPRETER-EVALUATION: 
START ESCORT-INTERPRETER-EVALUATION: 
ESCORT-INTERPRETER: NABIL MAHMOUD 
RATING: 5 

START MEMO COMMENT: 


END MEMO COMMENT: 

END ESCORT-INTERPRETER-EVALUATION: 
START ESCORT-INTERPRETER-EVALUATION: 
ESCORT-INTERPRETER: MIRIAM KHOURSHED 
RATING: 5 

START MEMO COMMENT: 


END MEMO COMMENT: 
END ESCORT-INTERPRETER-EVALUATION: 
END PROJECT-EVAL-REC: 
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1. FOLLOWING IS THE EVDB EVALUATION OF SUBJECT PROGRAM: 


START FIXED-FORMAT TEXT (PLEASE DO NOT EDIT): 

: THE FOLLOWING DATA IS IN A FIXED FORMAT WHICH ENABLES 

: AUTOMATED PROCESSING IN WASHINGTON AND SHOULD NOT BE 
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POST-EMAIL: ALDADAWM@STATE.GOV 

TRANSMITTING-POST: PAS AMMAN 

TRANSMITTING-POST-ID: 2887 

EXPORT-TYPE: PROJECT EVALUATION 

START PROJECT-EVAL-REC: 

POST-PROJ-ID: 189 

ECA-PROJ-NO: E/VM -2005-0016 

PROJ-NAME: PERFORMING ARTS IN U.S. SOCIETY 

CPTHEME: MUTUAL UNDERSTANDING 

START MEMO IMPACT: 

MOST OF THE ADMINISTRATIVE MATTERS WERE WELL ORGANIZED. 
LOGISTICS WERE WELL PLANNED AND STRUCTURED. HOTEL 
RESERVATIONS AND PLANE TICKETS WERE ALL HANDLED WELL. 

MS. RANDA ABDIN\S FAVORITE MEETINGS WERE IN CLEVELAND ὃ 
SEATTLE. IN CLEVELAND 

THEIR PROGRAM WHO WAS \"VERY SINCERE AND TRUE TOWARDS HI 
FEELINGS AND IDEAS.\" SHE WAS VERY HOSPITABLE AND KEEN TO 
KNOW EACH ONE IN THE GROUP PERSONALLY AND TO FIND OUT ABC 
THE COUNTRY OF EACH PARTICIPANT. THE SELECTION OF ACTIVITIE: 
AND THEIR PACE WERE \"BRILLIANT.\" 

IN SEATTLE 

THE HIGHLIGHTS OF THE TRIP." THE HOST ROBIN WAS GREAT AND 
VERY CULTURALLY SENSITIVE. ALL THE INVITEES WERE AMERICANS 
FROM DIFFERENT ETHNIC GROUPS 

PEOPLE WHO WERE OPEN MINDED AND APPRECIATED AND UNDERS” 
DIFFERENT CULTURES. 

FOR MS. ABDIN 

EDUCATIONAL 

THE U.S. AND COMPARE IT WITH THE JORDANIAN APPROACH ON 
ADVOCATING FOR ARTS. 

MS. ABDIN HAD STUDIED IN THE U.S. AS A TEENAGER BUT SAID IT 
WAS GOOD FOR HER TO HAVE THIS EXPERIENCE NOW WHEN SHE CC 
PERCEIVE THINGS IN MORE MATURE WAY. SHE HIGHLY ENJOYED TH 
DIVERSITY OF THE TRIP 

TOPICS THAT WERE COVERED IN THEIR SESSIONS 

AND INFORMAL INTERACTIONS WITH AMERICANS. 

END MEMO IMPACT: 

START MEMO AUDIENCE-REACHED: 

MS. RANDA ABDIN IS A CONTEMPORARY DANCE INSTRUCTOR AT THE 
PERFORMING ARTS CENTER IN AMMAN AND AN EVENTS MANAGEMEN 
COORDINATOR AT THE JORDAN RIVER FOUNDATION. SHE IS DEEPLY 
INVOLVED IN JORDANVS ARTS SECTOR. 

END MEMO AUDIENCE-REACHED: 

ECA-PROGRAM-OFFICE-RATING: 4 

START MEMO ECA-PROG-OFFICE-COMMENT: 

PEOPLE AT THE STATE DEPARTMENT WERE VERY FRIENDLY. 

END MEMO ECA-PROG-OFFICE-COMMENT: 
PROGRAM-AGENCY-RATING: 5 

START MEMO PROG-AGENCY-COMMENT: 

MS. ABDIN PARTICULARLY LIKED THE PROGRAM COMPONENTS AND 
PROGRAM OFFICER IN CLEVELAND. 
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END MEMO PROG-AGENCY-COMMENT: 

START ESCORT-INTERPRETER-EVALUATION: 
ESCORT-INTERPRETER: J. BARRY LEWIS 

RATING: 5 

START MEMO COMMENT: 

VERY INFORMATIVE AND PROFESSIONAL AND \"HAS HIS HEART IN IT.\ 
END MEMO COMMENT: 

END ESCORT-INTERPRETER-EVALUATION: 

START ESCORT-INTERPRETER-EVALUATION: 
ESCORT-INTERPRETER: EMILY KALOGEROPOULOS 
RATING: 3 

START MEMO COMMENT: 


END MEMO COMMENT: 
END ESCORT-INTERPRETER-EVALUATION: 
END PROJECT-EVAL-REC: 


HENZEL 


38947 
ECONOMY 


1. FOLLOWING IS THE EVDB EVALUATION OF SUBJECT PROGRAM: 


START FIXED-FORMAT TEXT (PLEASE DO NOT EDIT): 

: THE FOLLOWING DATA IS IN A FIXED FORMAT WHICH ENABLES 

: AUTOMATED PROCESSING IN WASHINGTON AND SHOULD NOT BE 
: EDITED EXCEPT BY MEANS OF THE POST-EVDB SOFTWARE. 
EXPORT-SOURCE: POST-EVDB 

VERSION: 3.0.7 

POST-EMAIL: ALDADAWM@STATE.GOV 

TRANSMITTING-POST: PAS AMMAN 

TRANSMITTING-POST-ID: 2887 

EXPORT-TYPE: PROJECT EVALUATION 

START PROJECT-EVAL-REC: 

POST-PROJ-ID: 182 

ECA-PROJ-NO: E/VM-2005-0030 

PROJ-NAME: ELECTRONIC COMMERCE AND THE WORLD ECONOMY 
CPTHEME: ECONOMIC DEVELOPMENT 

START MEMO IMPACT: 

MR. GAITH BAKRI THOUGHT THE PROGRAM WAS \"FANTASTIC\" AND Y 
USEFUL FOR THE INITIATIVES HE IS INVOLVED IN HERE IN JORDAN 
TO EXPAND PUBLIC-PRIVATE E-COMMERCE PARTNERSHIPS. 

HE FOUND THE WASHINGTON 

USEFUL FOR HIS WORK AS HE LEARNED MANY STRATEGIES AND 
PROCEDURES FOR GOVERNMENT SUPPORT FOR SMALL AND MEDIUN 
ENTERPRISES. HE IS LOOKING FOR \"ROLE MODELS FOR HIS 
EMPLOYER 

IT DEFINES ITS MISSION AND ACTIVITIES. IN TERMS OF RELEVANCE 
TO HIS WORK AND FOR THE QUALITY OF THEIR PRESENTATIONS 
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PARTICULARLY LIKED THE MEETINGS WITH KEN SCHAGRIN OF THE 
U.S. TRADE REPRESENTATIVE 

DEPARTMENT OF COMMERCE 

THE SMALL BUSINESS ADMINISTRATION 

FEDERAL TRADE COMMISSION. 

ONE OF THE HIGHLIGHTS OF THE TRIP WAS THE DIVERSITY OF THE 
PARTICIPANTS. HE THOUGHT IT WAS VERY USEFUL TO HAVE SUCH A 
WIDE ARRAY OF COUNTRIES AND PROFESSIONS REPRESENTED AS T 
WERE ABLE TO SHARE IDEAS 

DIFFERENT PERSPECTIVES AND SYSTEMS. HE WAS ALSO ABLE TO 
LEARN ABOUT DIFFERENT E-COMMERCE PROBLEMS AROUND THE W! 
AND THINK THROUGH WAYS TO ANTICIPATE FUTURE CHALLENGES IN 
JORDAN. 

HE HIGHLY ENJOYED THE HOMESTAYS AND THOUGHT THEY WERE A 
GREAT IDEA. 

HE WAS EXCITED ABOUT THE YAHOO GROUP CREATED TO HELP THE 
ALUMNI KEEP IN TOUCH 

AFTER THE PROGRAM THERE WERE ALREADY 167 MESSAGES WITHIN 
GROUP. 

HIS ONLY SUGGESTED AREA FOR IMPROVEMENT WAS TO HAVE THE 
PROGRAM MATERIALS SENT EARLIER AND VIA EMAIL SO THERE IS 
LESS HASSLE THAN USING MAIL OR FAX. 

HE AND THREE OTHER PARTICIPANTS HAD A MINOR PROBLEM AT TW 
AIRPORTS AS THEIR E-TICKETS WERE CANCELED OR NOT CORRECT. 
THE ENGLISH LANGUAGE OFFICERS WERE ABLE TO FIX THE PROBLE! 
RIGHT AT THE COUNTER 

END MEMO IMPACT: 

START MEMO AUDIENCE-REACHED: 

MR. GAITH BAKRI IS THE DIRECTOR OF THE TECHNICAL SERVICES 
AND PROJECT DEPARTMENT AT THE NEW GOVERNMENT-OWNED JO! 
ENTERPRISE DEVELOPMENT CORPORATION. HE IS INVOLVED IN 
EFFORTS TO HELP DEVELOP JORDANIAN INDUSTRYVS E-COMMERCE 
POTENTIAL. THE JORDANIAN GOVERNMENT IS LOOKING TO EXPAND | 
PARTNERSHIPS WITH THE PRIVATE SECTOR SO THIS PROGRAM CAM 
A GOOD TIME FOR ONE OF ITS KEY REPRESENTATIVES. 

END MEMO AUDIENCE-REACHED: 

ECA-PROGRAM-OFFICE-RATING: 5 

START MEMO ECA-PROG-OFFICE-COMMENT: 


END MEMO ECA-PROG-OFFICE-COMMENT: 
PROGRAM-AGENCY-RATING: 5 

START MEMO PROG-AGENCY-COMMENT: 

BOTH SANDRA AND AMY FROM ACADEMY FOR EDUCATIONAL DEVELC 
WERE VERY HELPFUL AND FRIENDLY. 

END MEMO PROG-AGENCY-COMMENT: 

START ESCORT-INTERPRETER-EVALUATION: 

ESCORT-INTERPRETER: ISABELLE ZSOLDOS 

RATING: 5 

START MEMO COMMENT: 

ISABELLE WAS WVERY WELL ORGANIZED\" AND GAVE THE GROUP A V 
WARM WELCOME. 
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END MEMO COMMENT: 

END ESCORT-INTERPRETER-EVALUATION: 

START ESCORT-INTERPRETER-EVALUATION: 
ESCORT-INTERPRETER: ROBERT HADJICK 

RATING: 5 

START MEMO COMMENT: 

HE HIGHLY APPRECIATED ROBERT\'S EFFORTS TO ORGANIZE A 
SURPRISE BIRTHDAY PARTY FOR HIM. IT MADE HIM FEEL VERY 
WELCOME. 

END MEMO COMMENT: 

END ESCORT-INTERPRETER-EVALUATION: 

END PROJECT-EVAL-REC: 


HENZEL 
38948 


Daily columnist Nahed Hattar writes on the back-page 
of independent 

Yawm (08/22): \"The United States is leaning towards 
accepting the establishment of a kind of a religious 
state in Iraq. The Americans who are in a hurry to 
leave the Iraqi quagmire are ready to abandon their 
ideological objectives in return for maintaining the 
minimum level of control over their interests in this 
beleaguered country.. One must note 

the ‘religious stateY goes against the very essence of 
Iraq\'s being. It is no wonder that the modern and 
independent Iraq has moved 

secularism. This multi-ethnic country has always 
sought to guarantee first its unity and second its 
independence from regional powers 

away from the reaches of the Wahhabism of the Sunni 
Arabian Peninsula and from the Iranian Shiites. What 
the Americans invaders did was that they broke the 
Iraqi national status and handed Iraq over to Al-Qaeda 
and the Mullahs of Iran. 


-- VNo major incident without "but" 


Under the penname of Abu Yazan 

Rintawi writes on the op-ed page of center-left 
influential Arabic daily Al-Dustour (08/22): \"It is 

the right of any citizen or group of people to express 
their opinion honestly about the government\'s domestic 
and foreign policy. It is their right to criticize 
Jordan\'s stand vis--vis Iraq and to call for 
punishing the United States and to putting an end to 
the normalization of relations with it. It is even 

their right to criticize economic and social policies 
and to blame the faltering political reform process. 


Column 3 

But it is no one\'s right to list these demands or 
criticisms at the end of a statement or article that 
deals with the crime (ie: the attack in Aqaba) that 
just targeted JordanVs security and stability and the 
safety of its people. No one has the right to provide 
terrorism and terrorists with pretexts and 
justifications.. Rejecting and condemning what 
happened in Agaba is a duty without the shadow of a 
doubt. Resorting to the use of `butV here would only 
open the doors wide to the devil\'s work 

many devils around waiting at every crossroads in the 
life of this disturbed and ever-changing region." 


-- VAt the threshold of a new era\" 


Daily columnist and former Minister of Information 
Saleh Qallab writes on the back-page of semi-official 
influential Arabic daily Al-Rai (08/22): \"What 
happened in Agaba last Friday should convince those 
who are hesitant that Jordan is being targeted and 

that its survival and steadfastness in this dirty war 
requires considering security the top priority.. 
Democracy does not mean chaos and hurting the state 
and it definitely does not mean targeting the security 
forces. Democracy is a responsibility first and 
foremost 

with the aim of hurting the state or targeting the 

image of the security forces is as good as the 

terrorist who raises God\'s flag 

children 

property. The situation in Jordan cannot remain the 
same after what happened in Aqaba. Jordan has entered 
a new era. This must not be understood as call for 
backtracking from democracy 

democracy to be exercised properly and not to be used 
as means to glorify terrorism and promote it.\" 


-- VThe Iraqi constitution and scheduling the 
withdrawalV 


Columnist Khaled Mahadin writes on the op-ed page of 
semi-official 

(08/22): “Тһе Iraqi constitution is not being written 

by this committee whose members were elected amidst 
the boycott of a major and influential part of the 

Iraqi people. It is being written by the status quo 

and what is happening outside of the meeting halls. 

If there are terrorists who stand against the 

political process 

if there are militants who do not want this process to 
succeed 
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claim that these terrorists merit any respect 

would be a grave mistake to claim that these 
terrorists are not playing a role. The American and 
British withdrawal from Iraq is a matter of time. The 
timetable for their withdrawal will not be set by a 
military or political entity in Washington and London 
because history has taught us that the owners of the 
land and the rights are the ones who set the timetable 
of the withdrawal of forces that invade their 
countries." 
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START FIXED-FORMAT TEXT (PLEASE DO NOT EDIT): 

: THE FOLLOWING DATA IS IN A FIXED FORMAT WHICH ENABLES 

: AUTOMATED PROCESSING IN WASHINGTON AND SHOULD NOT BE 
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START PROJECT-EVAL-REC: 

POST-PROJ-ID: 240 

ECA-PROJ-NO: E/VGN-2005-0009 

PROJ-NAME: FOREIGN POLICY DECISION MAKING PROCESSES - JORD 
CPTHEME: DEMOCRACY AND HUMAN RIGHTS 

START MEMO IMPACT: 

MR. MOHAMMAD ABU RUMMAN BENEFITED GREATLY FROM THE PRO( 
HE HAD BEEN TO THE UNITED STATES BEFORE TO STUDY ENGLISH IN 
MICHIGAN 

AMERICAN SOCIETY AND ITS DIVERSITY AND DEPTH. HE ASSESSED 
THE PROGRAM AS VERY COMPREHENSIVE AND SAID IT WIDENED HIS 
PERSEPECTIVE OF THE UNITED STATES AND ITS FOREIGN POLICY 
PROCESS. 

OVERALL 

OUTSIDE OF WASHINGTON 

MEETINGS IN WASHINGTON 

LEARN ABOUT THE VARIOUS PARTS OF THE FOREIGN POLICY PROCE 
THAT ARE NOT SO WELL-KNOWN. HE WAS SURPRISED AND IMPRESS 
BY THE ACTIVE INTELLECTUAL DEBATE IN THE UNITED STATES ON 
FOREIGN POLICY ISSUES. HE FOUND THE MEETINGS WITH RELIGIOUS 
GROUPS 

STEPHEN WALT VERY USEFUL. HE WAS ALSO ABLE TO ARRANGE A 
MEETING WHICH HE FOUND VERY HELPFUL WITH ALBERTO FERNANE 
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AT THE DEPARTMENT OF STATE ON U.S. POLICY AND APPROACH 
TOWARD ISLAMIST GROUPS. 

HE DID NOT LIKE THE MEETINGS WITH THE AMERICA ISRAEL PUBLIC 
AFFAIRS COMMITTEE (AIPAC) OR THE ARAB-AMERICAN ANTI- 
DISCRIMINATION COMMITTEE (ADC). HE FELT THAT THE AIPAC 
SPEAKER WAS UNDIPLOMATIC AND CONFRONTATIONAL AND NOT 
INTERESTED IN FOSTERING DISCUSSION. IN PARTICULAR 

SPEAKER TALKED ABOUT THE GROUP'S POLITICAL VIEWS AND NOT 
ABOUT HOW THEY DO BUSINESS OR ARE PART OF THE FOREIGN POL 
PROCESS. THE ADC SPEAKER ALSO DID NOT ADDRESS ISSUES 
RELEVANT TO THEIR PROGRAM 

LIKE IMMIGRATION AND AIRPORT SECURITY 

THE ADC\'S INTERESTS AND ROLE IN THE U.S. FOREIGN POLICY 
PROCESS. 

MR. ABU RUMMAN ENJOYED THE INTERACTIONS WITH ORDINARY 
AMERICANS AND WAS DISAPPOINTED THAT HIS HOMESTAY WAS 
CANCELLED. 

HE HAS KEPT IN TOUCH WITH MANY OF THE OTHER PROGRAM 
PARTICIPANTS. HE FELT THAT A FEW OF THEM WERE NOT WELL- 
SUITED TO THE PROGRAM AND THAT THIS WAS EMBARASSING IN THI 
MEETINGS WHEN THESE PARTICIPANTS WOULD ASK BAD QUESTION: 
END MEMO IMPACT: 

START MEMO AUDIENCE-REACHED: 

MR. MOHAMMAD ABU RUMMAN IS EDITORIAL PAGE EDITOR OF AL-GH, 
ARABIC DAILY AND A WRITER/ANALYST AT AL-ASR ELECTRONIC 
MAGAZINE. HE ALSO CONTRIBUTES ARTICLES TO LONDON-BASED AL: 
BAYAN DAILY NEWSPAPER. HE IS AN IMPORTANT PRESS CONTACT IN 
JORDAN BUT ALSO AN INTELLECTUAL WHO HAS WRITTEN A NUMBER 
ARTICLES AND BOOKS ON REFORM IN THE ARAB WORLD 

POLICY 

HE WROTE FIVE ARTICLES ABOUT HIS VISIT TO AMERICA IN AL-GHAD 
AND OTHER NEWSPAPERS. 

HE ALSO SERVES AS A PRESS ADVISOR TO THE MINISTER FOR AWQA 
AFFAIRS 

TO THE EMBASSY TO DEVELOP A PROGRAM FOR JORDANIAN RELIGIC 
LEADERS TO TRAVEL TO THE UNITED STATES. 

END MEMO AUDIENCE-REACHED: 

ECA-PROGRAM-OFFICE-RATING: 5 

START MEMO ECA-PROG-OFFICE-COMMENT: 


END MEMO ECA-PROG-OFFICE-COMMENT: 
PROGRAM-AGENCY-RATING: 5 

START MEMO PROG-AGENCY-COMMENT: 

HE SAID THE MERIDIAN INTERNATIONAL CENTER DID A GREAT JOB. 
ΗΕ WAS IMPRESSED BY AMBASSADOR KENTON KEITH WHO WAS A Gt 
HOST AND DID A GREAT JOB OF MODERATING DEBATES AND 
PRESENTING NEUTRAL OR INCLUSIVE OPINIONS IN OFTEN DIVISIVE 
SUBJECTS. ALL OF THE TRANSLATORS WERE EXCELLENT. 

END MEMO PROG-AGENCY-COMMENT: 

START ESCORT-INTERPRETER-EVALUATION: 
ESCORT-INTERPRETER: ROBYN REMEIKA 
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RATING: 5 

START MEMO COMMENT: 

HE SAID ROBYN WAS VERY UP-TO-DATE ON HER INFORMATION AND [ 
A GOOD JOB DURING THE EVALUATION SESSION. 

END MEMO COMMENT: 

END ESCORT-INTERPRETER-EVALUATION: 

END PROJECT-EVAL-REC: 
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1. FOLLOWING IS THE EVDB EVALUATION OF SUBJECT PROGRAM: 


START FIXED-FORMAT TEXT (PLEASE DO NOT EDIT): 

: THE FOLLOWING DATA IS IN A FIXED FORMAT WHICH ENABLES 

: AUTOMATED PROCESSING IN WASHINGTON AND SHOULD NOT BE 

: EDITED EXCEPT BY MEANS OF THE POST-EVDB SOFTWARE. 
EXPORT-SOURCE: POST-EVDB 

VERSION: 3.0.7 

POST-EMAIL: ALDADAWM@STATE.GOV 

TRANSMITTING-POST: PAS AMMAN 

TRANSMITTING-POST-ID: 2887 

EXPORT-TYPE: PROJECT EVALUATION 

START PROJECT-EVAL-REC: 

POST-PROJ-ID: 199 

ECA-PROJ-NO: E/VM-2005-0029 

PROJ-NAME: INVESTIGATIVE JOURNALISM - JORDAN 

CPTHEME: DEMOCRACY AND HUMAN RIGHTS 

START MEMO IMPACT: 

MS. LAMA ABSEH HAD A FAIR EXPERIENCE ON HER PROGRAM. 
ADMINISTRATIVE MATTERS WERE WELL-ORGANIZED. SHE THOUGHT 
HOME HOSPITALITY EXPERIENCES WERE GREAT. SHE APPRECIATED 
DIVERSITY OF THE PROGRAM PARTICIPANTS AND FELT THAT SHE 
LEARNED A LOT FROM THE OTHER JOURNALISTS. 

HOWEVER 

A REPORTER AND THOUGHT THE PROGRAM WOULD HAVE BENEFITEI 
MORE DIVERSITY IN THE PROGRAM FORMATS 

LECTURES AND MEETINGS. MOREOVER 

IN WASHINGTON 

IN OTHER PLACES SUCH AS MISSOURI WAS MUCH TOO SLOW. SHE FI 
THERE WAS TOO MUCH TIME SPENT TRAVELING AROUND THE COUN 
IN PARTICULAR 

DROPPED COMPLETELY TO SPEND MORE TIME IN NEW YORK CITY. SI 
WOULD HAVE PREFERRED TO HAVE MORE PROFESSIONAL MEETING: 
NEW YORK 

DISAPPOINTED THEY WERE THERE FOR SUCH A SHORT TIME AND ON 
PARTICIPATED IN CULTURAL ACTIVITIES. 

SHE LEARNED HELPFUL IDEAS AND PRINCIPLES FOR INVESTIGATIVE 


Column 3 

JOURNALISM 

POSSIBLE INSTEAD OF RUSHING TO PRINT 

OUT A RANGE OF COMMENTATORS ON A SPECIFIC ISSUE INSTEAD Ol 
ONLY GOING TO OFFICIALS 

AND FOCUS ON AN ISSUE. 

SHE FELT THAT THE MEETING WITH THE CENTER FOR FOREIGN 
JOURNALISTS WAS VERY HELPFUL. SHE DID NOT APPRECIATE THE 
MEETING AT THE PENTAGON 

TRYING TO JUSTIFY U.S. POLICY IN IRAQ INSTEAD OF TALKING 
ABOUT THE JOURNALISTIC DIMENSIONS OF COVERING THE ISSUES. 
END MEMO IMPACT: 

START MEMO AUDIENCE-REACHED: 

MS. LAMA ABSEH IS A FULL-TIME JOURNALIST WORKING FOR AL- 
DUSTOUR 

SHE WORKS MAINLY IN ECONOMIC JOURNALISM AND IS ONE OF THE 
FEW REPORTERS IN JORDAN WHO ARE SERIOUSLY WORKING TO 
ESTABLISH THEMSELVES AS SERIOUS INVESTIGATIVE ECONOMIC 
JOURNALISTS. 

END MEMO AUDIENCE-REACHED: 

ECA-PROGRAM-OFFICE-RATING: 3 

START MEMO ECA-PROG-OFFICE-COMMENT: 

THE ENGLISH LANGUAGE OFFICERS: DAVID PITTS 

WEIDE 

END MEMO ECA-PROG-OFFICE-COMMENT: 
PROGRAM-AGENCY-RATING: 3 

START MEMO PROG-AGENCY-COMMENT: 


END MEMO PROG-AGENCY-COMMENT: 

START ESCORT-INTERPRETER-EVALUATION: 
ESCORT-INTERPRETER: MARILYN SAKS-MCMILLION 
RATING: 3 

START MEMO COMMENT: 


END MEMO COMMENT: 
END ESCORT-INTERPRETER-EVALUATION: 
END PROJECT-EVAL-REC: 
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EDUCATION ISSUES 
EVALUATION 


1. FOLLOWING IS THE EVDB EVALUATION OF SUBJECT PROGRAM: 


START FIXED-FORMAT TEXT (PLEASE DO NOT EDIT): 

: THE FOLLOWING DATA IS IN A FIXED FORMAT WHICH ENABLES 

: AUTOMATED PROCESSING IN WASHINGTON AND SHOULD NOT BE 
: EDITED EXCEPT BY MEANS OF THE POST-EVDB SOFTWARE. 
EXPORT-SOURCE: POST-EVDB 
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VERSION: 3.0.7 

POST-EMAIL: ALDADAWM@STATE.GOV 

TRANSMITTING-POST: PAS AMMAN 

TRANSMITTING-POST-ID: 2887 

EXPORT-TYPE: PROJECT EVALUATION 

START PROJECT-EVAL-REC: 

POST-PROJ-ID: 186 

ECA-PROJ-NO: E/VM-2005-0014 

PROJ-NAME: ELEMENTARY AND SECONDARY SCHOOL ISSUES - JORD 
CPTHEME: MUTUAL UNDERSTANDING 

START MEMO IMPACT: 

MS. KHITAM AL-HOFAH AL-UTAIBI BENEFITED GREATLY FROM HER 
PROGRAM. 

SHE APPRECIATED THE DISCUSSION IN WASHINGTON 

FEDERALISM AND DECENTRALIZATION. IN PARTICULAR 

JORDANIAN EDUCATION ADMINISTRATORS SHOULD INVESTIGATE TH 
POSSIBILITIES OF DECENTRALIZING JORDAN\'S EDUCATIONAL SYSTE 
SHE WAS DISAPPOINTED THAT THE PROGRAM DID NOT COVER MUCH 
UTILIZING INFORMATION COMMUNICATION TECHNOLOGY AS A TOOL 
EDUCATION. IN PARTICULAR 

FRANCISCO WITH APPLE COMPUTER AND INTEL WERE CANCELED. SI 
HOPES THAT ANY FUTURE BILATERAL COLLABORATION OR MEETING: 
EDUCATION CAN COVER THIS TOPIC. 

SHE IS VERY KEEN TO FOLLOW-UP WITH THE U.S. ON JOINT 
EDUCATION COLLABORATION. HER SPECIFIC IDEAS INCLUDE: 

1) MUTUAL MEETINGS 

JORDANIAN AGENCIES THAT INCLUDE PUBLIC INSTITUTIONS 
GOVERNMENTAL ORGANIZATIONS 

2) INVITING AMERICAN OFFICIALS FOR LECTURES OR MEETINGS IN 
JORDAN 

3) THE MINISTER OF EDUCATION IN JORDAN SHOULD CLOSELY STUD' 
THE STATE OF MINNESOTA (ONE OF THE PLACES VISITED IN THE 
PROGRAM) AND ITS EDUCATION ADMINISTRATION BECAUSE OF THE 
SIMILARITIES WITH JORDAN IN TERMS OF SIZE OF POPULATION 
TEACHING STAFF 

END MEMO IMPACT: 

START MEMO AUDIENCE-REACHED: 

MS. KHITAM AL-HOFAH AL-UTAIBI IS THE HEAD OF DIVISION OF THE 
VEDUCATION REFORM FOR THE KNOWLEDGE ECONOMY" COMPONE! 
THE OFFICE OF TECHNICAL AFFAIRS OF THE MINISTRY OF 
EDUCATION. SHE IS VERY PROFESSIONAL AND MOTIVATED AND IS 
VERY INTERESTED IN FOLLOW-UP ACTIVITIES WITH THE U.S. IN THE 
EDUCATION SECTOR. 

END MEMO AUDIENCE-REACHED: 

ECA-PROGRAM-OFFICE-RATING: 0 

START MEMO ECA-PROG-OFFICE-COMMENT: 


END MEMO ECA-PROG-OFFICE-COMMENT: 
PROGRAM-AGENCY-RATING: 0 
START MEMO PROG-AGENCY-COMMENT: 
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END MEMO PROG-AGENCY-COMMENT: 
END PROJECT-EVAL-REC: 
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Asia and the Pacific on UN reforms.\" According to GOB 
sources 

Development Council (SPDC) Senior General Than Shwe for a 
one-hour meeting. A host of senior SPDC officials 

participated in that session 

Maung Aye 

Secretary-1 Lt Gen Thein Sein. 


SIPDIS 


3. (U) Alitas 

envoy for then-Indonesian President Megawati Sukarnoputri 
held separate meetings with officials of at least two regime 
mass-member organizations 

Development Association (USDA) and the Myanmar Women\'s 
Affairs Federation (MWAF). He also met with various 
organizers of the SPDC\'s National Convention (NC) 

Chief Justice U Aung Toe 

Committee. Alitas was accompanied to all of his meetings by 
Elizabeth Noorthy of the UN External Affairs Office. 


THE REAL GIVE-AND-TAKE (NO GIVE) 


4. (C) On August 22 

discussed the Alitas visit during an unrelated Global Fund 
briefing for donor embassies (septel). He said that although 
Alitas had addressed UN reform issues with the SPDC 

objective was to gain UN access to senior regime officials 

(Note: The SPDC has denied UN Special Envoy to Burma Razali 
Ismail the opportunity to return to Burma since March 2004. 

End Note). Petrie stressed that no resident UN officials had 
participated in AlitasW meetings. 


5. (C) According to Petrie 

handed Than Shwe a personal letter from UNSYG Kofi Annan. 
The letter outlined the UNSYG\'s expectations that the SPDC 
would grant him substantive access to Aung San Suu Kyi and 
undertake reform measures before he could finalize plans for 
a visit to Burma 

told Alitas that he would welcome a visit from the UNSYG Vat 
a mutually convenient time 

accommodate all of the UNVs suggested" reforms or all of 
Kofi AnnanVs expectations for his visit. 
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6. (C) Petrie intimated that Than Shwe\'s unresponsiveness to 
suggestions in the letter meant that an UNSYG visit would not 
likely take place in the near future 

Alitas 

next steps in New York when they meet in early September 
prior to the UNGA. 


EXTERNAL DESTRUCTIVE ELEMENTS 


7. (C) Petrie also noted that Alitas raised with Than Shwe 

the issue of access to Burma for Razali and UN human rights 
rapporteur Pinheiro (denied a visit since November 2003). 
Than Shwe said he had \"no objection\" to future visits 
criticized UN envoy Razali for his \"lack of objectivity\" and 

for not reporting his past discussions with the GOB to the 
SYG accurately. On another topic 

for the ILO on forced labor issues was possible 

that Bangkok-based political/labor exile leader U Maung Maung 
was a V'terrorist and the source of the ILOVs inaccurate 
information on Burma. 


COMMENT: ACCESS DOESN\'T MEAN INFLUENCE 


8. (C) Alitas found SPDC Chairman Than Shwe hardlined as 
ever. The senior general was well briefed on Burma/ASEAN 
positions on UN reform and made several interventions without 
referring to talking points. On Burmese political issues 

Than Shwe was confident and showed no signs of bowing to any 
form of international pressure. 


9. (C) The visit was fully controlled by the GOB and resident 
UN agencies purposefully \"did not interfere\" in any way that 
could have jeopardized Alitas\' access to the top generals. 
Alitas clearly chose a low-key approach to the SPDC 
included not asking to see ASSK 

opposition 

bent over backwards to gain rare UN access to the SPDC 
generals 

other efforts to engage the regime have produced. End 
Comment. 
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The rebels knew the convoy was coming and were waiting for 
them at a selected spot along the route. The fact that no 

one was harmed and that Pastor Ntumi personally rescued the 
mission and led them to safety gave rise to speculation that 
the entire incident was staged to make a political point. 


THE BEACH TRIAL VERDICT 
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9. (SBU) The not guilty verdict announced by the 
Brazzaville Criminal Court last Wednesday (see reftel) 
clearing the senior military and police officials accused of 
crimes in the disappearance of some 350 refugees from the 
beach in 1999 did not surprise most observers. Those 
accused of genocide 

were leaders of President Denis Sassou-Nguesso\'s support 
base within the military and police 

Police. A guilty verdict against them would have been 
viewed as a betrayal of trust within the ranks and could 
have led to more serious disruptions and intrigue. The 
victor in a civil war that pitted north against south 

against tribe 

owes political favors to numerous individuals and groups for 
helping him win that war. These Sassou loyalists now hold 
key positions in government at all levels (including the 
judiciary) 

private sector. His loyalty to them and their loyalty to 

him is the base of his power. Thus 

response to demands from grieving families 

groups 

transparency. The verdict 

government responsible for not adequately providing security 
for the refugees and ordered it to pay 10 million CFA 

($18 

missing refugees. None of the officials charged were found 
individually culpable for the disappearances. 


10. (SBU) COMMENT: After 45 years of political 

instability 

of Congo remains in an early stage of economic and political 
development. The resulting contradictions and distortions 

are strikingly obvious. The audacious accumulation of 

wealth in the hands of the President and his family in the 

face of widespread poverty and disease among the population 
the huge amount of food imported into the country (estimated 
to be valued at 100 billion CFA 

month) despite hunger 

wage 

at official parties verses no books and benches for school 
children cannot be explained nor excused by the uneven 
impact of history. Strong political leadership and vision 

are required to reverse these trends. President Sassou says 
that he is now ready to step up to the plate and lead this 
nation out of poverty and into an era of economic and 

political renewal based on transparency and good governance. 
CDA recommends that we seize the opportunity of his planned 
visit to New York for the UNGA to encourage him to do just 
that and to improve the observance of human rights in Congo. 
CDA believes the Assistant Secretary of State for African 
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Affairs is the appropriate level for this demarche\' given 
the relatively early stage of many of these development 
programs 

undertake this initiative. 


11. (U) Brazzaville Embassy Office - Anderson 
Meece 
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speakers said that the legal recognition of parties 

improved tax structure 

reform-minded technocrats were all signs of the Government 
of the Republic of MaldivesY (GORM\'s) responsiveness to 
citizens\' needs (Reftel D). The DRP members added that 
while it was unfortunate that the police arrested so many in 
the August 12-14 demonstrations 

the GORM\'s commitment to change and refrain from violent 
demands for faster progress. Lockwood responded that once a 
reform process is initiated 

and it is difficult to slow down. 


4. (SBU) Lockwood also met with members of the MHRC. One of 
the Commissioners had been to the demonstrations and 
described the NSS use of excessive force. All of the MHRC 
members expressed worry that their government was not doing 
enough to respect and protect human rights. The 
Commissioners said they want to act as an oversight body 

but they lack legal and forensic training. Currently there 

are no lawyers serving on the MHRC 

one medical doctor and one psychologist 

Commissioners know how to identify signs of abuse in 
detention. Nevertheless 

to visit the prisoners detained after the demonstrations 
stressing that independent observation is essential in such 
cases. The Commissioners decided to follow LockwoodVs 
advice and went on prison visits August 18. 


5. (SBU) On August 15 

they felt hampered by the proposed legislation granting 

their mandate. (Note: The bill was later passed by the 

Majlis (parliament) on August 18. End note.) The 
Commissioners were wary of the bill because they viewed one 
clause as prohibiting them from accessing police records and 
another as preventing them from investigating cases pending 
in court. 


6. (SBU) In a meeting with Attorney General Hassan Saeed 
later on August 15 

about the pending bill. Saeed said that the Commissioners 
were empowered to conduct their own investigations and 
should therefore not use police records or testimony as 
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evidence. Rather 

independently. He added that the Commission would retain 
the right to investigate allegations of abuse 

these inquiries would take precedence over the resultant 
cases being heard in court. In other words 

explained 

investigate the claims immediately. If the MHRC found that 
abuse had occurred 

trial because his evidence would have been obtained 

illegally. Saeed and Lockwood both agreed that the 
Commissioners could easily address their concerns about the 
legislation governing the MHRC if they had a lawyer to 

advise them. Lockwood also emphasized the importance of an 
independent judiciary in protecting human rights. 


7. (SBU) Also on August 15 and 16 

with Minister of Gender and Family Aishath Mohamed Didi 
Minister of Justice Mohamed Jameel Ahmed 

Education Zaahiya Zareer. All three ministers spoke of 
challenges they faced in their portfolios 

of trained personnel. They also expressed a desire to 
implement stronger human rights safeguards. Lockwood 
assured them that he would provide recommendations based on 
both meetings in MaleY and his own years of experience in 

the field. 


8. (SBU) Representatives from various non-governmental 
organizations (NGOs) also met with Lockwood and expressed 
frustration at the length of time it had taken for their 

groups to get GORM approval prior to functioning. Many 
speakers also stated the need for public education about 
human rights and democracy. Lockwood said that he would try 
to assist the MHRC in addressing the public and making such 
information available. 


9. (U) In addition 

groups-- undergraduates studying law as well as high school 
seniors. The students all responded warmly and thanked 
Lockwood for his efforts. Along with the students 

such as waiters and proprietors of tourist shops 

learning that Lockwood was in Maldives to work on human 
rights issues 

behalf. Many said they looked to the outside world for 
guidance on how to better protect human rights in their own 
society. 


19. Professor Lockwood\'s own trip report and recommendations 
will be transmitted in a separate communication. 


ENTWISTLE 
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do it alone 


Park Ranger Project - Close to His Heart 


6. Irani 

Conservation of Nature 

his heart 

Irani said he had met that morning with the head of the 
Public Security Directorate (Jordan\'s police force) to 
develop ideas for the rangers. Irani sees the rangers as 
fulfilling multiple roles in JordanVs forests and parks: 
enforcing natural resource laws on poaching 

littering and illegal tree-cutting; providing traditional 
police services such as security and first aid; and acting 
as interpretive guides. 


7. Minister Irani said that the King is interested in and 
supportive of the ranger program. lrani is well aware that 
the mission for these rangers needs to be brought into 
sharper focus. He said MOE will form a committee with the 
Ministry of Agriculture (responsible for national forests) 

the Royal Society for the Conservation of Nature (national 
park managers) and with the Public Security Directorate 
(police) to give shape to the park ranger program. 

8. ESTHOff described the U.S. National Park Service\'s (NPS) 
International Volunteers in Parks (IVIP) program to Minister 
Irani 

typically 2-4 month working visits by foreigners 

students and government officials 

operations in the U.S. National Park system. Visitors pay 
their own way to the United States 

provides housing. Any salary would continue to be paid by 
the sending country. ESTHOff also pointed out requirements 
for insurance and a J-1 visa 

working visits in sometimes difficult and remote areas. 

Irani nodded in assent and joked that the program should be 
arranged so that the participants \"don\'t have any fun." 


9. Irani was so taken with the program that he asked if it 
would be possible to send three individuals from Jordan. He 
expressed hopes that the experience would provide a 
strategic overview of a ranger program that would include 
administrative and legal aspects in addition to operations. 
ESTHOff has contacted the International Office of the 
National Park Service to discuss the possibilities further. 


Peace Process Training Programs Planned 
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10. ESTHOff raised a planned workshop 

Multilateral Peace ProcessYs Working Group on the 
Environment 

stations and petroleum storage devices. Irani was familiar 
with the proposal and approved 

of a larger constellation of hazardous chemicals that Jordan 
will need to manage better. The workshop 

planned for Israel during the fourth quarter of 2005 

include representatives from Israel 

Palestinian Authority. 


11. Comment: Irani noted the fact that the fledgling 
Ministry of Environment was created only in 2003. But with 
a total staff that could comfortably fit in a Boeing 757 

swift change should not be impossible. With Irani settling 
in at the controls 

off 
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are 

added that was because the courts could not link the big 
dealers directly to the drug trade 

tone that Lamari felt the big drug lords enjoyed political 
protection of some kind. 


COMMENT 


5. (C) Both sides engage in regular cross-border activity. 
The Moroccan Ambassador has told us that Moroccan beach 
hotels in the Oujda area are full of Algerians 

Moroccans and Algerians cross the border every day in large 
numbers 

are set \"fees\" for the crossing 

on foot 

FSNs 

had a great time in Morocco and V'there was no trouble at all 
in crossing the border." 


BIOGRAPHIC NOTE 


6. (C) General Lamari has lost a great deal of weight 
perhaps as much as 100 pounds 

he had when he was still on active duty. Although he chain 
smoked throughout dinner 

his smoking from six to two packs a day. 

ERDMAN 
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Classified By: CDA Karl Stoltz for Reasons 1.4 (b 


1. (C) SUMMARY: UNDP\'s Burma chief 

country 

by the Global Fund (GF) to terminate it program in Burma. He 
said the GF was never truly workable in Burma and he is 
relieved it was canceled before substantial commitments were 
made. The UNDP rep expressed fear the cancellation may lead 
donors to conclude wrongly that it is not possible to provide 
humanitarian assistance successfully to Burma. He also 
warned that the GOB could blame its Minister of Health 

has been forward leaning in addressing UN concerns. Driven 
by GF requirements 

deliver aid and wishes to prepare a new public health aid 

plan that preserves accountability safeguards already 
accepted by the GOB. END SUMMARY. 


2. (C) On August 22 the UNDP Resident Representative for 
Burma 

on the recent decision by Global Fund (GF) to stop operating 
in Burma. (Note: A/Charge represented the U.S. Embassy at 
the briefing that was deliberative 

confrontational. End Note.) Petrie said he supports the 
decision by the GF to withdraw support for Burma. He 
admitted that the program was never workable from the start 
because it was not possible to negotiate minutiae with the 
GOB and still keep to strict project timelines. He was 
relieved that the GF had canceled now 

administrative and compliance issues would be further 
advanced and messier to resolve. 


3. (C) At the same time 

fear that some donors will wrongly conclude that it is no 

longer possible to provide humanitarian assistance in Burma 
without strings attached. Others at the meeting expressed 
concern that INGOs could be subject to the same \"intolerable\" 
restrictions as the GF. Petrie noted that the GOB might try 

to split IOs from INGOs in country 

former and trying to restrict activities of the latter. He 

said 


4. (C) Petrie expressed concern that Burmal's Minister of 
Health 

cancellation. Petrie said this would be a sad day for Burma 
as Kyaw Myint is one of the only technocrats left in the GOB 
and one of \"the last remaining lights in this government. V" 
The minister has been instrumental in persuading the GOB to 
allow safeguards for humanitarian assistance programs 
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he goes 


5. (C) The UNDP believes that it now has four months left 
before all GF funding ends 

mechanisms to deliver urgently needed public health aid to 
Burma. The AIDS epidemic in Burma is poised to grow 
exponentially and this will have a strong ripple effect on 
neighboring Thailand 

gains they have made recently. Petrie stressed that it is 
essential to preserve the safeguards that the UN has already 
negotiated and not let the GOB use the GF cancellation to try 
to roll back those advances. 


6. (C) COMMENT: Judging from the UNDP representative\'s candid 
remarks to the donor group 

may expect his own tour in Burma to end in the near future. 

Petrie has had to walk a tightrope between the GOB 

straightjacket and donor constraints. It is hard to imagine 

anybody wanting to take over the difficult role he has had to 

fill. END COMMENT. 
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claimed he was distressed by the size of the bid 

it would draw attention to his ties with the Chinese. He 
theorized that the Chinese market was saturated and that the 
Chinese were anxious to expand to new countries 

that the Yemen market could bear 3.5 million new subscribers. 
Suspicions have been exacerbated by rumors that Unitel has 
already unloaded two shipments of GSM equipment while the 
tender supposedly has yet to be decided. According to the 
official tender document 

payment within two weeks in one lump sum. Few believe that 
any company 

substantial amount within the required time period. 


4. (C) Tariq al-Haidary 

that Unitel will make the bulk of its payment by forgiving 

loans owed by the ROYG to Chinese companies. Unitel is 
unknown as a GSM operator 

the official Yemeni press as China Mobile and China Telecom. 
It is widely believed that Unitel is a front for the Chinese 
vending giant Huawei 

for the Yemen Mobile system. (Note: All of these companies 
are state-owned. End note.) 


5. (C) Yemen Mobile was reportedly established with 80 
million USD in loan guarantees from the Chinese Government 
and has been running in the red ever since. According to 
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Deputy Prime Minister Ahmad Sofan 

has yet to pay any taxes to the ROYG 

promises of huge profit. Yemen Mobile is closely associated 
with the Presidents family 

Yahya and his son Ahmad Ali 

shareholders. (reftel) As such 

payments to the Chinese is undoubtedly attractive to the 
Minister. 


6. (C) Fathi Fahem 

believes that Unitel\'s bid is invalid under the terms of the 
tender. Any association with Huawei would disqualify the bid 
due to conflict of interest. According to the official 

tender document 

percent of the company 

relatively unknown. Moalimi identified them as former 
Spacetel Deputy Commercial Manager al-Mashdali (who 
reportedly has invested only 100 

al-\Aisi and Abdulkarim Abdulelah. In addition 

requires that all bids must include an established telecom 
operator and there is no record of Unitel providing such 
service anywhere in the world. By these standards 
Al-Kon bid is also suspect. The company is headed by 
Abdulsalaam al-Ghamesh 

Intelligence Chief with the Political Security Organization. 
Despite claims that he is recruiting an American company 
there is as yet no declared operating partner. 


7. (C) Of the remaining companies 

well-respected 

recently opened its own market to competition 

believe is motivating the company to seek out new markets in 
neighboring Yemen. Oman Communications 

Saleh Ali Muhsen 

regional military commanders 

believes that Oman was tipped off by the Minister about the 
Unitel bid 

they originally intended to offer. In fact 

the Oman bid as proof that Unitel\'s investment was not beyond 
reason 

conservative. Watania is also a well-known company that is 
expanding aggressively in the region 

locally with the business giant Hayel Saeed. 


8. (C) Legal 
currently evaluating the bids 
its recommendations for a short-list to the inter-ministerial 
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High Tendering Committee by mid-September. The Committee 
will then make its selection and refer the decision to the 
Cabinet. The bids are evaluated according to a points 
system 

and the remaining 40 percent looks at experience 

service 

this rating system all but requires the Ministry to recommend 
Unitel as its first choice. In Millicom\'s view 

bid that does not meet the basic requirements of the tender 
should be disqualified completely 

High Tendering Committee. 


9. (U) Millicom is a NASDAQ-listed corporation with a 
majority of American shareholders. As a result of a vending 
partnership with Motorola 

Department of Commerce to advocate on their behalf. Millicom 
is focused primarily on emerging markets 

operating in such countries as Pakistan 

Vietnam 

member of the media conglomerate The Kinnevik Group 
offers its subsidiary companies and host countries 
advertising space in media such as the free Metro paper 
available in many international cities. Millicom executives 
believe this could be of great benefit to YemenVs tourism 
sector. 


10. (SBU) Of the five finalists 

most qualified to operate YemenVs third GSM company. They 
have worldwide operating experience 

increasing telecom penetration in developing markets 
submitted what they believe is a competitive bid. Local 
partner Fahem is considered by fellow businessmen to be a 
respectable and highly successful entrepreneur 

interests including commodities imports and large holdings in 
the U.S. He has good contacts in the ROYG 

considered as much of an insider as competitors Hayel Saeed 
Ghamesh 


11. (C) In the days preceding the deadline 

that the ROYG would bend the rules to accommodate powerful 
interests who were unable to submit bids on time. A number 
of influential businessmen 

Yahya Saleh (head of the Central Security Organization) 
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two Saudis of Yemeni origin 

an extension. (Note: Yahya approached several competing 
companies 

partner 

End note.) A number of potential international partners 
were mentioned 

Vodacom of South Africa 

willing to commit by August 2. 


12. (C) Millicom representative David Kimche expressed to DCM 
that extending the deadline was contrary to international 
tendering practices and would open the door to backroom 

deals. DCM sent a letter to Minister Moalimi and Prime 

Minister Bajammal requesting that the ROYG honor its 
tendering guidelines for the sake of the broader investment 
climate. According to Haidary 

process had attracted outside attention 

decided to follow post\'s advice. 


13. (C) Comment: Despite intense competition between the 
three existing wireless operators 

low in Yemen with fewer than 1.5 million subscribers. 

Current rates are relatively low for the region 

expensive for the average Yemeni consumer. Increased 
competition from a legitimate third GSM operator would 
benefit Yemeni subscribers and expand coverage throughout the 
country. Despite indications that the Chinese bid does not 
follow tendering guidelines 

million USD windfall hard to pass up. According to Moalimi 
the Minister of Finance is already pushing to include tender 
profits in a supplementary budget. Ifthe Yemen Mobile 
experience is any indication 

up-front investment by delivering poor service and 
cannibalizing existing markets. By choosing a shady operator 
in exchange for quick profits and loan forgiveness 

will deliver yet another blow to the overall investment 

climate 

growth in Yemen. End comment. 
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Interventions: Lessons Learned and New Directions. V" 


2. Embassy understands that no assistance is necessary. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
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to obtain a Spanish visa prior to arrival to Spain. 


4. THREAT ASSESSMENT: 


In general 

other large cities in Spain --including resort/convention 

areas such as Benidorm-- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart 

In the event you are victimized by crime 

security-related incident 

Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
StateVs website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas 

threat information through its Consular Information Program 
documents 

http://travel/state.gov. In addition to information on the 
Internet 

calling the Department of State in Washington 

202-647-5225 from their touch-tone telephone 

information by automated telefax by dialing 202-647-3000 from 
their fax machine. 

AGUIRRE 
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with the UN to compensate Iraqi farmers would be disbursed 
soon. 


2. (С) In a separate meeting 

Ministry of Foreign Affairs Acting Under Secretary and 
International Organizations Department Director 

Shaykh Nawaf\'s statements. He said the media and both Iraqi 
and Kuwaiti parliamentarians had exploited the situation. He 
stressed that the GOK and ITG agreed \"there is no border 
problem. He added that the September visit of the UN team 
would lend credibility to the existing border demarcation and 
also help to keep the minor dispute a V'technical matter.\" 


3. (S) Comment: To facilitate pillar maintenance 
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is processing satellite imagery of the border area (ref A). 

This request came from the UN and Deputy Secretary of Defense 
England agreed to provide such assistance during a May 20 
meeting with Kuwaiti Foreign Minister Shaykh Dr. Mohammed 
Al-Sabah. The images should be ready and available well 

before the arrival of the UN team. End Comment. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk 


Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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Paper (PRSP). Without them 

following each election cycle 

employees 

room for political patronage appointments. However 
there appears to be little political will within the GOH for 
taking on this issue before the September 15 start of a 
Congressional recess that continues through the November 
elections. He expressed his hope that this issue could be 
revisited early in the new administration. 


4. (SBU) The Bank is broadly interested in supporting an 
efficient transition following the November 27 elections 

to this end will be drafting a series of policy notes 
concerning policy directions the Bank would like the new GOH 
administration to take. Fozzard hopes to fold this process 
into that of drafting background notes for the new Country 
Assistance Strategy for Honduras. He also expressed his 
strong preference for coordinating these policy positions in 
advance with other donors 

technical working groups of the G-16. These efforts will be 
delayed for a few more weeks 

European members of the G-16 are still on summer leave. 


5. (C) Concerning the impacts of trade liberalization 

Fozzard pointed to a recent WB study that concluded the 
poorest rungs of Central American society are net consumers 
and therefore -- even in a worst-case scenario -- are 
expected to benefit from the increased diversity and lower 
prices of consumer goods under CAFTA. Other economic 
liberalization measures adopted over the past four years by 
the GOH also appear to be delivering results. (Strictly 
protect: World Bank figures suggest the poverty rate in 
Honduras has dropped 5 percent this year 
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59 percent 

\"from the low 40Vs to the high 30\'s.\" This data is 
preliminary 

the WB does not want to be accused of being partisan or 
influencing the electoral outcome.) 


6. (SBU) Responding to Fozzard\'s offer to collaborate more 
closely with U.S. Embassy programs 

look at the strategic plans many municipalities have 
developed to prioritize their infrastructure needs. In 
particular 

water and sanitation projects. (Note: Under the GOH plan 
Honduran water authority SANAA continues to turn over 
responsibility for water systems to the municipalities. 
However 

obsolescent 

operations and maintenance 

Therefore 

resources -- whether from privatization of the larger urban 
water systems 

economically viable ones -- to meet public needs. End Note.) 
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it had obtained audiotapes made by federal investigators 
between February and September 2004 in which Buratti 
intimates that he will seek out the MinisterVs Chief of 
Staff and Personal Secretary (all three alumni from 
Palocci\'s mayoral administration) to help direct a contract 
to BurattiVs firm. End Summary and Introduction. 


The GOB Responds 


3. (SBU) Neither Palocci nor the Ministry of Finance is 
taking the charges leveled at the Minister laying down. On 
Sunday 

conference 

in which he denied that he had done anything wrong. Palocci 
performed well during that session 

posed to him and generally earning the plaudits of 
commentators and analysts here. With respect to the 
specific allegations against him 

trash collection contract in question had actually been 

signed in between his two terms (1993-1997 and 2001-2003) as 
Mayor of Ribeirao Preto (SP). He said that prior to the 

press conference he had spoken with Lula by telephone and 
offered to step aside - but that the President had made 

clear that he wanted Palocci to remain as Minister. (In an 
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August 22 morning radio address 

he had insisted that Palocci stay.) Nevertheless 

emphasized that he was not irreplaceable and that the 
continuation of the GOB\'s sound economic policies does not 
depend upon his continued presence in the government. The 
markets 

economic fundamentals and the political process 

anxiety in the market on (Friday) August 19 was due to the 
way the allegations were made public and not any 
disequilibrium within the economy. Finally 

guaranteed that Buratti\'s charges would not disrupt the 
ongoing work of the Finance Ministry. 


4. (SBU) Concurrently 

economic team have been reaching out to investors in an 
attempt to help calm market jitters. President Lula told a 
group of industrial leaders in Sao Paulo that come what may 
he would not alter the course of the administration\'s macro- 
economic policies. PT President Tarso Genro took much the 
same line 

\"delirium.\" Others 

bets a bit more. Party Secretary General Ricardo Berzoini 
labeled the charges as \"silly ones 

market was sufficiently mature so as to withstand any change 
in command at the Finance Ministry - should this prove 
necessary. 


The Case For and Against Palocci 


5. (U) On August 20 

briefed the press on the results of investigators\' search of 
Buratti\'s place of business. According to Costa 
enforcement authorities did not find any documents linking 
Palocci to impropriety 

indicating that the kickbacks alleged by Buratti may have 
occurred. 


6. (SBU) While Palocci\'s personal involvement (or lack 
thereof) is still not proven 

mounting that the trash collection contracts may indeed have 
been dirty. Specifically 

Government when Palocci was Mayor in Ribeirao Preto 

that post in 1999 to join the trash collection firm Leao and 
Leao 

other cities governed by PT mayors (Santo Andre 
administration of the late Celso Daniel 

under Marta Suplicy) have since come to light. In addition 
the August 20 \"O Estado de Sao Paulo!" reported that it had 
obtained audiotapes made by federal investigators between 
February and September 2004 in which Buratti intimates that 
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he will seek out the Minister\'s Chief of Staff and Personal 
Secretary 


SIPDIS 

administration 

While this is not proof that either of Palocci\'s aides (or 
Palocci himself) did anything wrong 

allegation coming at a very inopportune time for the 
Minister. 


7. (SBU) At this point it\'s unclear where all this will 
lead. Palocci has stated that he expected to be called to 
testify to appear in front of one of the congressional 
investigative committees currently looking into influence 
peddling allegations. Meanwhile 

gain access to Palocci\'s bank records in an attempt to 
verify Buratti\'s story. 


August 22 Market Reaction 


8. (SBU) The markets appear to be giving Palocci the benefit 
of the doubt: the Real appreciated 1.6 percent immediately 
upon the market\'s opening on Monday (from 2.45 to the dollar 
to 2.40) before depreciating slightly to 2.41 to the dollar. 

The Sao Paulo stock exchange (BOVESPA) was up 1.68 percent 
in morning trading. A CSFB chief economist 

conversation with Econoff the morning of August 22 

attributed this to Palocci\'s weekend press conference апа 

the absence of evidence corroborating Buratti\'s allegations. 
He did not expect 

of the ground it at lost on Friday August 19 due to the 
additional uncertainty that the allegations had introduced. 

The CSFB economist noted that while Palocci had more 
personal credibility than some of the other players in this 
drama 

repetition of a pattern that has been replayed repeatedly 
during the scandal: first an allegation is made which the 
accused denies categorically 

light confirming the accusations. 


DANILOVICH 


7. (SBU) Carlo Imo 

that his firm is very concerned about the growth in super 
fakes\"--copies which 

are good enough to pass as real Gucci products. Gucci has 
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uncovered these high-end fakes in major Italian department 
stores. Traditionally 

factories had the skill and know-how to produce near-perfect 
copies. Now 

phenomenon that 

tech-transfer and cooperation between ltalian and Chinese 
organized crime gangs. 


Permissive Legal Atmosphere 


8. (SBU) Italy is a particularly welcoming market for 
counterfeit and pirated products from China and elsewhere. 
Italy\'s national government has steadily increased penalties 
for IPR-related theft 

to non-existent. (Note: Italy\'s parliament recently made the 
purchase of counterfeit goods subject to a fine of up to euro 
10 

have issued fines to a handful of tourists 

our industry contacts believe this measure will be enforced 
in the long term. End note.) 


9. (U) Italy\'s court system has also established legal 
precedents highly unfavorable to rights holders. Perhaps 
most notorious from an industry standpoint is the court\'s 
citation of \"economic necessity\" as a basis for acquittal in 


IPR cases. In a ruling in early 2005 that upheld a 2001 
precedent 

of selling counterfeit audio cassettes because 

judge\'s opinion 

earn a living. Such decisions 

contacts 

street trade 

in Italy that buying and selling counterfeit products is not 
necessarily illegal. 


10. (U) Italy\'s Supreme Court of Cassation 

weakened country-of-origin labeling requirements for imported 
goods. In February this year 

companies could affix their own labels to 
foreign-manufactured garments without a clear statement of 
origin--i.e. 

In justifying the decision 

for the consumer to know the name of the Italian company 
responsible for the production and quality control of the 
product 


11. (U) The Court of Cassation ruling has angered many in the 
business community. Glauco Camerini 
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Confindustria 

conducive atmosphere for the re-labeling of imported 
counterfeit products. Confindustria wants Italy to pass 
stronger legislation that will require clear V'made in" 
labeling for all imports 

by Italian firms. Marcello Gozzi 

association in Prato (an industrial suburb of Florence that 
is also home to a large concentration of immigrant Chinese 
businesses) complained that the re-labeling of Chinese 
clothing as \"made in Italy\" is already an all-to-common 
occurrence. 


Italian SMEs Lack Funds To Protect Their IP 


12. (U) The Italian economy is overwhelmingly composed of 
small- and medium-sized firms 

to survive in Italy\'s weak economy. Gustavo Ghidini 
professor of IP law at RomeVs LUISS University 

that Italian SME\'s have few resources to protect their 
intellectual property 

the court system is notoriously slow 

taking years 

according to Ghidini 

are prohibitively expensive in Italy for all but the largest 
firms. An additional factor is the nature of the Italian 
patent system. Italian patents are awarded without 
examination 

validity of a patent when the patent holder files suit 

against an alleged infringer. This increases the uncertainty 
for rights holders pursuing cases against counterfeiters. 


13. (U) While an increasing number of Italian SMEs are doing 
business in China 

aggressive in using the Chinese court system to stop 
counterfeits at the source. This 

Assolombarda 

legal system 

trademark protection outside of Italy. Many 

Italian companies 

go through the expense and hassle of obtaining patents and 
trademark registration in China and thus do not have the 
basis to pursue cases in Chinese court. 


But Being Small Has Advantages 


14. (SBU) Rather than aggressively defend their intellectual 
property in the face of Chinese counterfeiting 
SMEs have resigned themselves to a certain level of IP theft 
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and are learning to cope. In this sense 

nimble can be helpful. Stefano Orrea 

Pepe 

that his company has seen several of its clothing designs 
copied by Chinese imitators. However 

less well known 

outright counterfeiting--i.e. 

trademark. Patrizia Pepe accepts Chinese imitations as a 
given and simply focuses on constantly updating its clothing 
lines to stay ahead of the pretenders. Orrea admitted that 
given that knockoffs have yet to really cut into the 
company's bottom line 

seeing Patrizia Pepe copies. The fakes 

evidence that the company is producing popular designs. 


15. (SBU) Another Florence-based small business 

is likewise less concerned with counterfeiters. Passaponti 
makes specialized industrial cleaners 

automobile assembly lines to clean precision engine parts. 
Company founder Alberto Passaponti was one of several Italian 
businessmen who accompanied President Ciampi on his December 
2004 trip to China. Passaponti told Econoff that he has had 
problems with counterfeiters in India 

illegally using one of his trademarks and has copied 

wholesale from his brochure. Passaponti 

not particularly concerned about Chinese counterfeiters and 
has not bothered to seek patents or to register his 

trademarks in China. The machines he makes are highly 
specialized 

comprise the bulk of his customer base are unlikely to be 
fooled by an imitator. 


Comment: Those in Glass Houses... 


16. (SBU) Chinese counterfeiting is increasingly on the radar 
of the Italian business community and government leaders. 
The main concern of Italian firms 

footwear and garment industries 

protection against all Chinese imports rather than specific 
curbs on fakes. For its part 

continue to seek \"soft\" engagement (i.e. 

exchanges and the like) with China on IPR issues 

is unlikely to aggressively press China to make improvements. 
Italy has taken this strategy partly because Italy itself 

does not have its own intellectual-property house in order. 
Furthermore 

economies 

not perceive itself as having significant bilateral economic 

or political leverage over Beijing. While our expectations 
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for Italian actions vis-a-vis China are modest 

will continue to emphasize to all Italian interlocutors that 
stopping rampant Chinese counterfeiting/piracy is an 
important mutual interest. End comment. 


SPOGLI 
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of saving the required aviation fuel for economic needs of 
the republic and in accordance with item 2 of article 8 of 
the Customs code." 


2. (SBU) A Red Star source recently told DATT that the 
company has not purchased any fuel oil from Kazakhstan 
since the first Kazakhstani fuel ban in April. Thus 

while the ban tightens an already-difficult regional 

market 

overnight supply issues. 


3. (SBU) Comment: This decision appears to have been made 
for economic rather than political reasons 

should not be interpreted as an intentional hindrance to 
OEF operations at Manas airport in Kyrgyzstan. Our 
petroleum sector contacts confirm that consumption of jet 
fuel in Kazakhstan exceeds production 

increasing imports to meet demand. Post will underscore 
the potential negative impact on OEF operations to the GOK 
and seek an exemption for OEF-related shipments. Given 
that no shipments are presently pending 

is unlikely to waver. End Comment. 
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not cause the cutting-off of Judea and Samaria [i.e. 
the West Вапк].\" 


Leading media reported on 

arrest of two young Rehovot residents 

the \"hilltop youth\" of the West Bank 

huge cooking gas tanks on fire in Rehovot during the 
weekend. On Sunday 
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Against Jews.\" Maariv reported that the administrative 
detainee Yehonatan Hakimi 

ago on suspicion that he planned to attack Palestinians 
and Israeli security forces 

parents\' in New York 

debates about his case on Sunday. 


HaVaretz reported that Israel and Egypt have concluded 
the drafting of an agreement on the deployment of 
Egyptian border guards in the area of the Philadelphi 
route in Rafah. HaVaretz notes that the agreement has 
yet to be presented to the cabinet and Knesset for 
approval in light of an Israeli demand that Egypt 
undertake not to transfer arms and ammunition to the PA 
in the Gaza Strip. 


HaVaretz reported that the Prime Minister\'s Office has 
come up with a proposal for the \"reestablishment\" of 
the largest Gaza settlement in the Gush Katif 

of a plan to expand the town of Nitzan north of 
Ashkelon. 


On Sunday 

Israel USD one billion in special aid to finance the 
disengagement -- half of what Israel requested. The 
paper reported that President Bush is expected to 
announce in a few days that he is presenting the 
\"supplemental budget request\" to Congress. 


Citing AP 

Sunday 

Mahmoud Abbas in Gaza City 

reenergize the road map. During the weekend 
wondered whether \"shahids\" meant \"martyrs\" (suicide 
bombers) or \"victims 

the \"Israeli withdrawal was obtained thanks to the 
shahids 

also quoted as saying that the \"big jihad is starting.\" 
On Sunday 

Nasser al-Kidwa told Egyptian reporters on Saturday 
that Israel\'s disengagement was a defeat and that 
Israel would remain an occupying force even after the 
withdrawal from the Gaza Strip. 


On Sunday 

will speak before the UN General Assembly next month. 
HaVaretz says that FM Silvan Shalom will also attend 
the assembly session. Yediot reported that 

to intelligence reports 

that the disengagement would lead to a breakthrough in 
relations with various Arab countries will not 
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materialize. However 

foresee V'diplomatic quiet" for Israel until at least 
the PA\'s legislative elections (in January 2006) and 
Israel's Knesset elections (early 2006). Yediot cited 
assessments in Jerusalem that Sharon will use that 
quiet to \"turn rightwards\" and regain the RightVs 
support. 


Citing AP 

for the Liberation of Palestine announced it will 
participate in the Palestinian parliamentary elections 
in January 

and its current government by bringing one of the 
radical \"rejectionist\" groups into the political 
process. The report also cited a visit on Sunday by 
Palestinian PM Ahmed Qurei to Damascus 
discussed with Syrian President Bashar Assad the 
Israeli pullout from Gaza and Palestinian arrangements 
for the post-withdrawal period. 


Leading media reported that on Sunday 

Broadcasting Authority announced a boycott of the Al- 
Arabiya satellite channel after a Foreign Ministry 
official was taken off the air Thursday. 


HaVaretz reported that dozens of musicians from Israel 

the PA 

recent days to perform works by Mozart and Beethoven. 
Directed by the Israeli Daniel Barenboim 

took place Sunday and was broadcast by the European 
ARTE-TV. 


During the weekend 
visitto a Cologne synagogue on Friday 
XVI expressed his concern about rising anti-Semitism. 


On Sunday 

businessman Yossi Meiman and his Egyptian partner 
Hussein Salem 

billion-dollar power plant in El Arish 

supply electricity to Israel and the PA. 


HaVaretz reported that Cindy Sheehan 


in the Iraq War and is picketing President Bush\'s ranch 
in Crawford 


Summary: 
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Veteran columnist Yaron London wrote in the editorial 
of mass-circulation 

\"[Israel\'s] policy should not be based on the slim 
chance that this road map will result in a stable 
agreement." 


Independent 

way in which the disengagement has been conducted until 
now provides a message according to which it is still 
possible to establish a life shared by the vast 

majority of the religious public and the secular 

majority." 


Yossi Ben-Aharon 

Minister\'s Office under former PM Yitzhak Shamir 
argued in popular 

our partner in an agreement with our neighbors; it 

isn\'t our neighbor; and it doesn\'t have common borders 
with Israel." 


Veteran print and TV journalist Yaacov Ahimeir wrote in 
Maariv: \"In the very days when Israel is carrying out a 
unilateral withdrawal from the Gaza Strip 

have thought that [some U.S.] churches would have 
blessed [the disengagement] -- but this isn\'t the case 
at all.\" 


Block Quotes: 


Ι. \"What Next?\" 


Veteran columnist Yaron London wrote in the editorial 
of mass-circulation 

22): \"The chances of holding substantive negotiations 
will not increase much in wake of disengagement. Sharon 
-- as the trustworthy Dov Weisglass interprets his 
intentions -- will not budge an inch. The Vbig балау 
[in Israeli politics] is a mirage. After wallowing in 
sterile negotiations 

be enslaved to settler rhetoric and the manipulations 
of the Settlers\' Council.... The Palestinian Authority 

is shaky.... The immediate meaning of the 
democratization of Palestinian society is the greater 
influence of the fundamentalists.... The road map 
should still be adhered to because the world 

its American patron 

because we should not despair of the aspiration to 
peace 
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chance that this road map will result in a stable 
agreement.... We should not expect that recognition of 

the necessity of another and much tougher disengagement 
will take root quickly. First 

longings 

defeated 

Opposition from the Left could speed up this coming to 
grips 


Il. WFrom Messianism to Sanity\" 


Independent 

(August 22): \"Using ... spiritual terrorism 

and their spokesmen terrorized the entire country. 
They said blood would be spilled 

evacuation would be violent -- and worst of all 
assured the public as a whole that its pure prayers 
would stop the government and the army.... And now 
few days after the disengagement has started 
become clear that it will be. Virtually no refusal has 
been recorded; bloody violence has been directed 
usual 

disappointed 

religious public in Israel does not want to disengage 
from the Zionist state and is not planning to turn it 
into a theocratic state by means of a demographic 
victory. The way in which the disengagement has been 
conducted until now provides a message according to 
which it is still possible to establish a life shared 

by the vast majority of the religious public and the 
secular majority. The revelation of the emptiness and 
the lies of the radical messianic vision leaves other 
religious leaders -- more realistic and more moderate - 
- to make their voices heard bravely and to lead this 
important public back to the bosom of Zionistic 
sanity.\" 


III. \"Descent Into Perdition\" 

Yossi Ben-Aharon 

Minister\'s Office under former PM Yitzhak Shamir 
argued in popular 

one of the interviews he has given 

sort of explanation for his plan. Since the 
Palestinians aren't reliable 

agreement with the United States 

Israels borders. People with a smidgen of knowledge 
about international relations and their history will 
agree that this is a unprecedented 

| served in the U.S. for years and | admire the 

alliance between our two countries. But the U.S. isn\'t 
our partner in an agreement with our neighbors; it 
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isn\'t our neighbor; and it doesn\'t have common borders 
with Israel. President Bush has justly said that even 

if he 

holding on to settlement blocs 

Israel\'s borders is conditioned upon an agreement with 
the Palestinians. Thus 

goodwill by the President 

weight. The Palestinians havenVt been impressed by 
BushVs promises to Sharon. The view the pullout as yet 
another victory in their attrition war against us 

an encouragement to continue it. V 


IV. “Тһе Christian Boycott" 


Veteran print and TV journalist Yaacov Ahimeir wrote in 
Maariv (August 21): V'If the following had caused us to 
adopt a demagogical statement 

this very time 

ground for a VcrusadeY against Israel: the target of 
this new campaign isn\'t the liberation of the Holy 
Sepulcher and the Holy Land from the chains of the 
infidels (or Muslims) ... but hurting the pockets of 

the Jewish residents of Israel 

Israel 

days when Israel is carrying out a unilateral 
withdrawal from the Gaza Strip 

that those churches would have blessed that step -- but 
this isn't the case at all.... What will you achieve 

with these decisions?.... Isn\t the unhappy history of 
Christian-Jewish relations sufficient? This isn\'t an 
entreaty to those churches\' leaders 

cry out. Perhaps those U.S. churches could learn -- 
however late -- from another Christian 

though 

John Paul II. V" 


Senior Middle East affairs analyst Zvi BarVel wrote in 
independent 

which is not only Jordan\'s 

make their way to other countries in the region 
including Jordan and Egypt 

logistics problem for [local] terror organizations." 


Terrorism expert Dr. Boaz Ganor wrote in popular 
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pluralist Maariv: Whether our Arab neighbors are 
willing to recognize this or not 

organizations are becoming a strategic threat to the 
entire region. V 


Block Quotes: 


|. VJordan Is Another Base of Operations For Al-Qaida\" 


Senior Middle East affairs analyst Zvi BarVel wrote in 
independent 

Jordanian report that Egyptian and Iraqi nationals 

along with a Syrian 

Jordanian official's evaluation [in comments to 
HaVaretz] and raises concerns that Jordan 

the excellent record of its intelligence forces 

becoming an arena for Al-Qaida operations.... The main 
problem 

the end of the war 

of weapons and explosives to every gang. Large 
quantities of weapons and ammunition are smuggled from 
Iraq to Saudi Arabia 

previous Vexporter 

their way to other countries in the region 

Jordan and Egypt 

problem for [local] terror organizations." 


Il. Warning Sign to the Security Establishment\" 


Terrorism expert Dr. Boaz Ganor wrote in popular 
pluralist Maariv (August 21): V'Israel is not world 

jihad\'s and Al-Qaida\'s main target 

these organizations give for their terror attacks 
ostensibly because of the suffering of the Palestinian 
people 

few years. But ... Israel was and remains a good 

target for terror from the perspective of these 
organizations. A terror attack in Israel sends a 
symbolic message that is immediately understood among 
the masses of their activists and supporters in various 
Muslim communities.... Jordan\'s eastern neighbor [Iraq] 
is a magnet for Muslim terrorists from all over the 

world 

Zarka in Jordan. Bin LadenVs pupil aspires 

teacher 

radical 

radical Islamic republic throughout the world. Whether 
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our Arab neighbors are willing to recognize this or 
not 

strategic threat to the entire region. The Katyusha 
rocket in Eilat and the terror attacks in Egypt are the 
first swallows that herald the autumn.\" 
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meeting in Baghdad in May under the sponsorship of the Sunni 
Waqf might provide an umbrella under which Sunni Arab 
political leaders could gather. Obeidi and Lahibi 

highlighted that former Sunni Wagf leader Adnan Dulaimi would 
be an effective spokesman in the eyes of many Sunni Arabs. 
&The Kurds can print ten thousand posters easily. We 
cannot.8 

5. (C/NF) Comment: Obaidi and Anwar 

decision on federalism and more resources for Sunni parties 
tracks closely with conversations we held August 21 and 22 
with other Sunni Arab negotiators. These Sunni concerns are 
the same PolOff heard in meetings Aug 20 with a prominent 
newspaper editor and an influential University of Baghdad 
professor- as well as other Sunni leaders Aug 21 during a 
meeting with Ambassador KhalilzadThese points are often 
joined by arguments for sharing Iraqi resources at the 
national level and of the looming threat of : delay 

Federalism 

Iranian domination inof Iraq. Their remarks about Sunni 
Arabs coming out to vote also tracks with what we hear from 
other contacts. However 

will hazard whether or not they will vote for the draft 
constitution and few will venture a guess about who will draw 
the most votes from Sunni Arab voters in December. End 
Comment. 
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security arrangement are operating well without any security 
incidents thus far (Ref B). IECI plans to add thee more VRCs 
in Al-Anbar next week. 


- ІЕСІ CALLING CENTER. As of August 18 

had received 7 

status. About 35 percent of callers are being directed to go 
to VRCs to register. IECI admitted it has experienced 
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intermittent technical problems with the calling center. 


- PUBLIC OUTREACH. IECI said registration nationwide media 
campaign is in full swing. National infomercial spots are 

running in 17 TV outlets 

Additionally 

posters. However 

circulating posters in Al-Anbar and Ninewa. 


ELECTORAL PREPARATIONS 


3. (C) On August 21 Shia and Kurdish negotiators made 
significant progress on electoral issues 

present an election law to the TNA based on a mixed system 
that features 230 seats allocated to governorates with 45 
nationwide compensatory seats. Governorate seat allocations 
will be made by IECI using the voter register data. The 

latest draft features provisions to protect minority 

religious parties and women 

candidates. 


- CONTRACTS. Tenders for ballot boxes 

Screens 

been released or are close to being released. IECI said it 
intends to award some contracts to Iraqi suppliers. Also 
IECI is trying to confirm a reported Danish offer to donate 
ballot boxes. 


- POLLING SITES. As in the January election 
have about 6 
stations for the referendum and general election. 


- |ECI STAFFING. The IECI Board of Commissioners dismissed 
the directors of the Baghdad West and Baghdad East 
Governorate Electoral Offices (GEO) for financial 

irregularities. Their deputies were promoted to acting GEO 
directors. With respect to polling workers 

Farid Ayar said that the IECI Board recently took a decision 

to request that 6 

polling centers nationwide. 


- REFERENDUM LAW. SRSG Qazi announced in an August 18 donor 
meeting that the referendum law has been published in the 

legal gazette without clarification of the Arabic term 

\"nakabin\" to mean Vthose who vote\" instead of Vthose who are 
eligible to vote." He speculated that perhaps the Supreme 

Court would clarify. During the August 17 IECI press 

conference 

that 

law (if two-thirds of voters in three or more provinces 
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reject the constitution) \"voters nakabin 
actually vote. V 


- UN/IFES STAFFING. Currently 14 UN and 12 IFES experts 
form the international electoral assistance team. A security 
coordinator is expected to arrive Baghdad in the coming days. 
The UN seat on the IECI board has remained vacant since 
March. Geraldo LeChevalier 

Baghdad by the end of July. UN contacts in Baghdad report 
that LeChevalier 

with the UN Mission in Haiti. 


IECI DONOR CONFERENCE 


4. (C) SRSG Qazi co-chaired with IECI Chairman Izadin a 
meeting on August 18 to solicit funding from donor nation 
representatives in Baghdad. Qazi asked for new funding to 
fill a USD 107 million gap in the UN electoral cluster 

funding mechanism -- more or less the same gap that existed 
prior to the March UN donor conference held in Jordan. 
Representatives from the Canadian 

Japanese 

but did not offer new funding commitments. 
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Minister. However 

coalition announces its decision 

the wild card; as one contact observed in the past 
Rusko gets backed into a corner 


RUSKOVS PARTY WANTS HIM TO GO QUIETLY... 


2. (C) Independent political analysts 

party members 

step down from his ministerial post 

ANO party. As some speculated that Rusko would elevate ANO 
MP Jirko Malcharek to replace him as Minister (while Rusko 
continued to call the shots from behind the scenes) 

nervous Malcharek appeared on television today to say that he 
thinks Rusko should step down. Malcharek added that several 
other (unnamed) ANO leaders agree with him. Some say that 
swapping Rusko for another ANO MP is the \"best case scenario" 
for ANO and the coalition 

another coalition party would upset the balance of the 
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cabinet and could result in additional political fallout. 
However 

Rusko\'s continued leadership of ANO would still cause 
problems for KDH. 


...BUT IT\'S NOT IN RUSKOVS NATURE 


3. (C) Rusko\'s ego 

As one advisor to Smer leader Robert Fico told us 

remains \"like a bullet; you never know which way he is going 
to fire.\" If Rusko refuses to resign 

Prime Minister Dzurinda would probably remove him. While 
some of our interlocutors speculate that Rusko may try to 
take others down with him (particularly by revealing evidence 
or allegations of corruption) 

the little black book\" is not a popular option in Slovakia. 


4. (C) The Prime Minister may seek to replace Rusko with an 
independent official to avoid intra-coalition conflicts. A 
popular suggestion is former ANO MP and former Minister of 
the Economy Robert Nemcsics 

after criticizing him publicly for \"party management 
problems." Nemcsics 

told us is V'the only smart guy in the party 

experience to lead the Ministry. 


AND WHAT OF ANO? 


5. (C) The question as to whether ANO will implode is the 
subject of much speculation 

Rusko goes down swinging. In many ways ANO cannot exist 
without Rusko (the party\'s founder 

and the favorable media coverage provided by RuskoVs Markiza 
television station. However 

scene by Rusko could provide the party with ample reason to 
split. ANO club president Lubomir Lintner and Minister of 
Culture Frantisek Toth have both been rumored to be on the 
outs with Rusko 

the independent ranks. One source close to Minister of the 
Interior Vladimir Palko said that KDH believes that Lintner 

and Minister of Health Rudolf Zajac would both consider spots 
with KDH 

continues under Rusko\'s leadership. If Prime Minister 
Dzurinda were able to convince other ANO Ministers to remain 
in the cabinet despite RuskoVs removal 

his finely-honed skills at keeping this coalition together 

until the elections next year. 

VALLEE 


Column 3 
NNNN 


38981 

stage of disengagement. There is no stage after this one. 
The next stage in the diplomatic negotiations regards the 
roadmap 

already stated must take place -- the cessation of terrorism 
violence and incitement; dismantling of the terrorist 
organizations and impounding their weapons; and the carrying 
out of reforms in the terrorist organizations... There is no 
second stage in the Disengagement Plan.\" 


7. (SBU) BORDER CROSSINGS/HUMANITARIAN ACCESS 


-- West Bank: The IDF has issued an order stopping all 
Palestinian workers from entering West Bank settlements until 
further notice 

expected to be reviewed after Sa Nur and Homesh are 
evacuated. 


-- Gaza Coastal Road: The IDF closed the coastal road at 0530 
hours August 22 in preparation for the evacuation of Netzarim 
settlement 

movement between north and southern Gaza resumed at 0800 
hours with the IDF allowing 20 vehicles at a time to move 
alternately in each directions. PA National Security Forces 
were responsible for managing the convoys. 


-- Erez Crossing and Industrial Zone: According to Gaza 
private sector contacts 

Palestinians 

of people to pass based on humanitarian/medical grounds with 
prior coordination. 


-- Rafah Terminal: According to UNRWA 

open in both directions. 

-- Abu Kholi junction: Re-opened at 2245 hours August 21 and 
closed at 0500 hours August 22 as scheduled. 


-- Karni Terminal: Karni remains open on August 22. 


-- Kissufim 

Kfar Darom settlements 

leaving Gaza. The IDF announced that all media personnel 
must leave Gaza by 2200 hours 
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declaration by former Kurdish lawmakers in the Democratic 
Society Movement (DTH) in which the activists called on the 
PKK to announce an unconditional 

Businessmen and non-governmental organizations in Diyarbakir 
also called on the PKK to lay down its arms without 
preconditions. Sezgin Tanrikulu 

lawyer in Diyarbakir 

sufficient. The PKK needs to renounce terrorism as a method 
for achieving its goals.\' 


Turkey\'s National Security Council to Discuss Kurdish 
Broadcasting 

(NSC) is to discuss proposed amendments to regulations on 
Kurdish broadcasting at its monthly meeting on Tuesday. 
Sources at the prime ministry told the press that the 

military views the new regulation 

for Kurdish language broadcasting on private television 
channels in the southeast 

also believes that tight controls are needed to prevent 
broadcasts against national security and unity 

the report. Tuesday's NSC meeting will bring together PM 
Erdogan 

"Kurdish problem\' in Turkey 

demanding wider authority in the fight against terrorism 
Monday's \"Milliyet\" comments. The military members of the 
NSC are expected to submit to the council a terrorism report 
that argues that the problem in southeast Turkey should be 
defined as a "terrorism issue\' instead of a "Kurdish issue 
some papers claim. Sabah!" reports 

meeting will focus mainly on the EU 


Controversial Conference on Armenian Issue to be Held in 
September: A conference on the allegations of Armenian 
genocide will be held at Istanbul\'s Bogazici University on 
Sept 23-25 

criticism 

cancellation of the conference 

official approaches to the suffering of the Armenians during 
the decline of the Ottoman Empire. Academics form Turkey\'s 
Bosphorus 

Turkish scholars from US universities such as Yale 

Brown 

in the conference. 


Ambassador Dowlatabadi on Iran-Turkey Ties: Iran\'s 
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Ambassador to Ankara 

Saturday that the new Iranian President 

wants to improve bilateral ties with Turkey. “Our goal is 

to increase bilateral trade to 10 billion USD 

said. He noted that the appointment of the former Iranian 
ambassador to Ankara 

minister would positively affect Turkey-lran ties. `The new 
priority of Mottaki will be the establishment of good 
relations with Turkey and other neighbors 

stressed. The lranian ambassador downplayed concerns that 
Tehran would resume efforts to export its Islamic revolution 
to Turkey 

non-intervention in the internal affairs of other countries. 


Senator Graham on Iraq 

Lindsey Graham told \"Fox News\" that if the Iraqi Kurds leave 
Iraq in a that creates problems for Turkey 

represent a big problem for the United States as well 
Monday\'s \"Zaman\" reports. Graham said that success in Iraq 
is of the utmost importance for the future of the United 

States. Meanwhile 

Senator Chuck Hagel said over the weekend that the situation 
in Iraq is becoming "more and more like Vietnam.Y Hagel 
reportedly called on the Bush administration to develop 
alternatives for beginning a pullout of US troops from Iraq. 


Turkmen Demand Own Federal State if Iraq Goes Becomes a 
Federal Republic: Iraqi Turkmen Front (ITF) chairman Dr. 
Sadettin Ergec told the private news agency IHA that Turkmen 
would not oppose a federation that respects the demographic 
structure of Kirkuk 

noted that the Kurds had not given up demands for a federal 
regime in northern Iraq. “We will not oppose a federal 

System as long as it does not change the demography of 
Kirkuk. Kikruk has special characteristics 

Kurdish 

"The Kurds have the administration of three provinces in the 
north 

is only natural that the Turkmen should have the 
administration of one province out of 18 in Iraq 

stressed. 


No Evidence Linking Iraqi Diplomat to Terror Groups: Tarik 
Hamdi 

extended his stay in Baghdad 

August 15 following Turkish press reports alleging he had 
links with Osama bin-Ladin. Hamdi had been expected to 
return to Ankara last Thursday. Hamdi is a US citizen of 
Iraqi origin. An investigation was opened about him in the 
United States in 2001 

linking him to al-Qaida or terror activities. 
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General Tolon Hands Over First Army Command to General 
Basbug: `l am handing over an army that has not lost its 
identity in the degeneration of globalization 

need recipes from foreign sources for its modernization 

that believes that Turkish troops will not pull out of north 
Cyprus 

said at a change of command ceremony in Istanbul on Sunday. 
Tolon ‘strongly condemned" the efforts of Turkish 
intellectuals who met with Prime Minister Erdogan last week 
in the governments bid to resolve the "Kurdish problem.V 
Tolon accused the intellectuals of trying to change the 

unitary structure of Turkey. General Tolon was replaced as 
First Army Commander by former Deputy TGS Chief General 
ІКег Basbug. 


New Kurdish Group Aims Constitutional Changes in Turkey: 
Sunday\'s \"Cumhuriyet\" carries a report outlining some 
provisions of the draft party program of the Democratic 
Society Movement (DTH) 

Kurdish lawmakers including Leyla Zana. The DTH program 
advocates a new constitution that formally recognizes the 
Kurdish identity. It aims at removing all restrictions on 
Kurdish education and broadcasting. The program calls for a 
general amnesty 

take part in democratic political life in Turkey. The DTH 
program also calls for special economic planning for the 
southeast. 


Turkish Sanctions Damage Greek Cypriot Economy: Monday's 
\"Yeni Safak\" cites the Greek Cypriot press pointing to the 
damage caused by Turkish to the economy of south. The 
significance of the Cypriot port city of Limasol decreased 
dramatically after Turkey began denying access to its ports 

for Greek Cypriot vessels and other container ships in 1997. 


Pope Benedict to Visit Turkey: SundayVs \"Sabah\" reports 
that Pope Benedict XVI will visit Turkey from November 28-30 
as the guest of the Greek Orthodox Patriarch Bartholomew | 
in Istanbul. 


4 Turks Under Detention in Iraq: Iraqi security forces have 
under detention 281 foreigners 

suspected involvement in terror activities 

Safak\" reports. The majority of the suspects under 
detention are Arabs 


2 PKK Militants Killed in Tunceli: Security forces killed 
two members of the separatist PKK in rural parts of the 
eastern province of Tunceli on Sunday 

said. Security operations continue in the region. 
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EDITORIAL OPINION: Ігад/Теггогіѕт 

\"Will Iraq Remain Federal? V 

Yasemin Congar argued in the mainstream daily \"Milliyet\" 
(8/22): VIf there is no last minute delay 

constitution for Iraq will be completed today. But it won\'t 
eliminate concerns regarding the country's future. 
Actually 

be federal with the question "will Iraq remain federal?V 
Although officials in Washington stress that the drafting 
process belongs to the Iraqis 

has intervened directly in the process. An agreement will 
be reached based on the concessions made by the various 
sides. So far 

Shiites. The US Ambassador to Iraq 

his weekend in shuttle diplomacy between the Shiites and the 
Kurds. Even though we havent seen the latest 
constitutional draft 

that this draft anticipates a federal structure. Sunni 

Arabs are against federalism 

about Shiite autonomy. But the principle of federalism has 
become non-negotiable for the Kurds. Right from the start 
Washington has believed that federalism is a must to 
maintain the unity of Iraq. But there are still concerns 

that federalism could ultimately lead to the country's 
disintegration. A federal regime that allows Shiites and 
Kurds to act illegally will carry the country back to its 

past. In sum 

completion of the constitution. Steps taken by the Iragis 

in the days ahead will determine whether the federal union 
will remain just a paper exercise 

will surrender to violence. 


VThe PKK: A Human Rights Issue\" 

Ardan Zenturk wrote іп the conservative-sensational W Stan" 
(8/22): WI am not interested in whether people call it the 
"Kurdish issueV or the "Southeast issue. In my opinion 

is a human rights issue. Young people between the ages of 
15-25 are being taken to training camps - sometimes by 
force 

terrorist organization. After a short training period 

are sent back to Anatolia with a Kalashnikov and a few 
bullets. The terrorists use these kids for their own 

political goals and send them to fight against the Turkish 
military. .If human life is the most valuable thing for 

them 

Even if the Turkish soldiers who die defending their 

territory don\'t mean anything to them 

exert some effort to stop the terror organization from 
sending these youngsters to die. V" 
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\"Learning to Live With Terror" 

Yilmaz Oztuna commented in the conservative \"Turkiye\" 
(8/22): WTerrorism has reached almost every country in the 
world. Some countries have even learned to live with 
terrorism. Although signs of disintegration can be seen in 
some terrorist organizations 

Some international powers could immediately push new groups 
onto the scene or try to sell the old ones as new. It 

shouldn\'t be forgotten that terrorism is a profitable 

business for terrorists as well as those fighting against 

them. Last week everyone was focused on Sharon\'s 
withdrawal plan from Gaza. But evacuating Gaza will never 
stop the actions of Hamas and the other terror organizations 
supported by Iran or the Palestinians. In Turkey 

leader Mehmet Agar suggested that the PKK would disintegrate 
on its own. This is probably the only way that Kurdish 

youth can be saved from the terror organization 

Kurdish-origin Turks to have some peace. But the PKK can no 
longer control these actions. The strings are not in the 

PKK\'s hands. There are some other powers holding the 
strings and gaining time against Turkey by loosening and 
tightening them at their whim. After the Gaza withdrawal 
Egyptian President Husnu Mubarak referred to Sharon as a 
"brave man. This is an unbelievable change. But peace in 
the Middle East still has a long way to go. For the moment 

it remains well over the horizon.\" 
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defensively added that the Turkish Ambassador in Iraq doesn\'t 
need to be instructed on this; he has the authority to 

approach Iraq on his own. 


BELGIAN WELCOMING COMMITTEE FOR KGK CHAIR AYDAR 


7. (C) When asked about the MFAVs response to Kongra Gel 
Party Chairman Zubeyir AydarYs announcement that he would 
travel from northern Iraq to Brussels to announce a one-month 
PKK cease-fire 

of the 2004 Interpol Red Notice on Aydar. The Belgium 
authorities had responded by canceling Aydar\'s planned press 
conference 

government facility. If Aydar did enter Belgium 

promised that he would be detained. However 

Bicakli 

deport him to Switzerland where he has refugee status. 

(Note: Turkish press reported on Aug. 22 that the PKK did 
announce on Aug. 20 a temporary cease-fire but did not 
indicate where the announcement had been made. End Note.) 
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8. (S) COMMENT AND ACTION REQUEST: Post requests 
clarification on the timing and location of the next 

trilateral talks and confirmation that Iraqi authorities are 
only looking for additional information on specific 
individuals discussed at the talks. We would recommend 
against the next trilateral meeting taking place on the 
margins of the next meeting of the Interior Ministers of 

Iraq 

of an appearance of US participation in the \"neighbors 
process.\" Additionally 

Washington or Baghdad confirming that Iraq is prepared to 
begin the process to extradite one of the two Istanbul 
bombing suspects. END COMMENT AND ACTION REQUEST. 
MCELDOWNEY 
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rather than the \"Gazapore\" the GOE wants it to become. 
Soliman said that when he shared this objective with PM 
Sharon in a recent meeting 

design a fast train link between Gaza and the West Bank. The 
potential for further Israeli withdrawal 

Philadelphi strip in particular 

GOI feel secure. Soliman said that the GOE aims to build 
this sense of security by using professional border guards 
(and not police officers) to secure the border and stop the 
smuggling through border tunnels. Congressman Hoekstra 
thanked Soliman for the positive role the GOE and EGIS is 
playing in Gaza. 


5. (C) Linking the Palestinian situation to the terrorist 
incidents in Sinai in October 2004 and July 2005 

expressed optimism that withdrawal would weaken the V'smallV 
Jihadi groups based in Sinai that support Palestinian 
extremists. Soliman said that these groups easily recruited 
locals sympathetic to the Palestinian cause 

their terrorist acts against Israeli tourists because they 

found it difficult to cross into Israel. According to 

Soliman 

and local sympathizers following the October 2004 attacks in 
Taba. He speculated that those not arrested launched the 
July 23 bombings in Sharm el Sheikh to avenge the arrested. 
Soliman shared that the GOE has a plan to V'rid SinaiV of the 
remaining Jihadis 

among Palestinians following a smooth Gaza withdrawal 
help in this plan by reducing Jihadi appeal among Sinai 
locals. 
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Iraq 


6. (C) The priorities for Iraq 

include keeping it united 

the lives of Iragis. Regarding the need for a united Iraq 
Soliman expressed concern that the Kurds may be hoping to 
gain \"privileges\" from the new constitution and flagged the 
division that granting such privileges would cause among the 
factions. 


7. (C) Soliman stressed that ending the violence should 
take precedence over the USG\'s political goal of finalizing a 
constitution and pressing for speedy elections. He offered 
two suggestions on how to stop terrorism. First 

the USG to consider (and offered to assist with) opening a 
back channel to Sunni insurgents 

well-trained ex-soldiers responsible for approximately 70 
percent of the violence. Although he denied knowing the 
insurgents\' demands 

of prisoners or a delay in the constitutional drafting 

process. Ifthe requests raised by the Sunnis are 
unreasonable 

On the other hand 

understanding between the Coalition and the Sunnis that would 
convince the Sunnis to stop their violence. Soliman 

clarified that he had raised 

back channel proposal on numerous occasions in the past. 


8. (C) A second approach to stopping the violence 
argued 

borders 

any arrested foreign terror suspect will admit that that he 
entered Iraq through its open borders. If 

Jihadis from Saudi 

cross 

predicted that until the Coalition breaks the cycle of 
violence 

or elections and will blame the Coalition 

for the violence. 


9. (C) Bolstering development programs to improve the lives 
of lraqis 

critical to improving the Coalition\'s image and to creating 

an environment in which Iraqis can think about their future 
and their government and not just their security. He 
suggested that water 

proceed immediately in peaceful areas such as Basra to show 
the Iraqis that their lives are better and to encourage them 
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to support the Coalition. 


10. (C) Congressman Hoekstra 

Congresswoman Wilson all pressed Soliman to use his influence 
to persuade the Sunnis to participate in the constitutional 
drafting process and elections. So doing 

promote stability and quell the violence. Regarding the need 
for development projects 

would be impossible to \"win\" without first improving the 

lives of Iragis. In response to the request for further GOE 
support 

violence before engaging further. He also declined to commit 
to encouraging Sunni participation in the government under 
present circumstances 

not interested in the political process because they are not 
yet secure. 


Iran 


11. (С) In response to Congresswoman Wilson\'s request that 
Soliman share his thoughts on Iran 

has always advised the USG to \"dance with\" Iran. Forcing 
Iran into a corner 

because Iran will react by becoming more radical. Soliman 
explained that engagement 

make a deal that would let it escape from its currently bad 
situation. He added that a dialogue with a known source of 
terrorism and funding for terrorists would also be useful. 


12. (U) The Codel did not have an opportunity to clear this 
cable. 


Visit Embassy Cairo\'s Classified Website: 
http://www.state.sgov.gov/p/nea/cairo 


You can also access this site through the 
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security forces" loyal not to Baghdad but to the regional 
government center. These forces might be little more than 
political-party based militias 

between regions 

lead to local armed clashes. He was especially concerned 
about the disputed border between Sunni-dominated Al-Anbar 
and neighboring Shia provinces 
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Anbar and Karbala and Babil. He discounted the possibility 
of armed conflict between different Shia Vlocal security" 
groups 

among Shia-majority provinces. 


4. (C) Askeri recommended that it would be important to 
limit the size and shape of regional security forces 
allowing them to have only weapons needed for \"internal 
security." He said that regional militias should not be 
allowed to possess tanks 

to believe that local security forces should be loyal to 
regional governments 

made no specific reference to the future of the Sadrist 
VMahdi Militia." END COMMENT) 
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supervise the election continues to loom over the September 7 
vote. Domestic monitoring groups continue to prepare to 
monitor the vote 

Presidential Election Commission is walking back the GOE\'s 
commitment to allow domestic monitors. End summary. 


3. (SBU) President Mubarak launched his reelection campaign 
on August 17 with a carefully scripted speech that reiterated 
themes of reform and progress. Clad in a blue jacket and 
white open-collar shirt 

experienced leader who is best positioned to ensure a \"safe 
and strong Egypt" He noted that Egypt's many domestic 
challenges required practical 

offered few specifics about his own plans for change and 
reform. In an August 21 rally in Cairo 

his economic plans 

jobs per year if reelected. 


4. (SBU) The fingerprints of a western campaign consultant 
were all over the August 17 Mubarak speech 

carefully chosen venue (a park in eastern Cairo) 

of Vrepresentative V" Egyptian citizens seated behind the 
president while he spoke (including peasants 

least one veiled woman) 

posters waved by supporters (whose enthusiasm occasionally 
sparked chuckles and grins from Mubarak). Along with the 
speech 

Mubarak\'s life and achievements. This Egyptian version of 
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“Тһе Boy from Hope would seem to be additional evidence of 
the hand of a PR firm. Mubarak\'s reelection website 
(www.mubarak2005.com) 

language section 

sophisticated Mubarak campaign. 


5. (C) A recent non-Egyptian visitor to the NDP campaign 
headquarters told us that he had encountered an individual at 
the headquarters who the visitor took to be a foreign 
campaign consultant. When our contact tried to engage him 
the mystery man ducked into an adjacent office. Our contact 
also noted that his NDP contacts had told him that they are 
engaging in a considerable polling effort for the campaign 
though they also noted the sensitivity of releasing any of 

their poll results. 


6. (C) Ayman Nour launched his campaign with an August 17 
speech at his Bab SharViya headquarters. Nour has promised 
that 

an interim government. He has promised to focus on 
constitutional reform 

an economic package that would create V'real jobs." Nour 
received an endorsement (of dubious value) from fringe 
politician Talat Sadat 

Sadat 

Party platform due to intra-party squabbles. More 

significantly 

so far as to join Supreme Guide Mahdi Akef in prayer at a 
Cairo mosque. The MB has not reciprocated with anything 
close to an endorsement of Nour. 


7. (C) The late entry in the race of No'man Gom"Va has 
threatened Nour''s chances of winning second place. While the 
Wafd Party structure is creaking into action 

far not impressed. His campaign managers launched his 
campaign without him 

17. GomVa appeared at a separate press event on the same 
day. GomVaWs campaign advertisements have focused on his 
desire to have a \"contract\" with the Egyptian people. GomVa 
appeared to alienate the MB 

stating that the MB should remain a social movement and not 
receive approval as a legal 
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The rest of the opposition: We hardly knew you 


8. (SBU) None of the other opposition parties has had any 
noticeable impact. On August 17 

they were awaiting their GOE-provided campaign funds before 
they could start campaigning. At least one candidate has 
publicly noted that he will likely endorse Mubarak for 
reelection. 


9. (SBU) The MB announced on August 21 that MB voters 
should vote in the presidential poll but did not endorse a 
candidate. The announcement ended 

previous speculation that the MB might throw its weight 
behind one of the candidates 

MB\'s August 21 statement 

Akef 

would hold voters to account. Akef further instructed his 
followers not to support a \"corrupt\" or \"tyrannical\" ruler. 
(Note: the latter phrase in MB-speak is widely presumed to 
refer to Mubarak. End note.) 


10. (C) The Judges\' Club continues to assert that it will 
not decide about its threat against the GOE to refuse to 
supervise the election 

until an extraordinary meeting on September 2. The GOE has 
not publicly signaled its willingness to meet the judges\' 
demands for increased constitutional and financial 
independence. The GOE has continued to insist that there 
will be \"full judicial supervision\" of the polls. A boycott 

of the poll by a significant number of judges could 

eyes of some observers 

challenge on the grounds that tne GOE did not abide by the 
Constitution\'s call for judicial supervision. 


11. (C) Inresponse to a statement by Mohammed Marei 
Chair of the Presidential Election Commission 

would not permit domestic observers to enter polling 
stations 
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have filed a lawsuit against Marei. Their suit alleges that 
Marei was speaking unofficially and not on behalf of the 
committee 

the domestic monitoring effort. In addition 

as well as a number of opposition parties have begun to 
complain that the GOE still has not released voter lists and 
campaign funds to a number of the opposition parties. 
Finally 

about international monitors. 


Visit Embassy Cairo\'s Classified Website: 
http://www state.sgov.gov/p/nea/cairo 


You can also access this site through the 
State Department\'s Classified SIPRNET website. 
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the physical and political cover for Japan to deploy and the 
Dutch are using their NATO Training Mission commitment to 
push others to do more. In Afghanistan 

of the Phase III planning for ISAF and deployed Dutch troops 
in combat operations for the first time in more than 30 

years. The Dutch have led Europe in launching pilot projects 
to strengthen international counterterrorism cooperation 
initiated the U.S.-EU dialogue on terrorist financing which 
laid the groundwork for a proposed major international 
Terrorism Financing Conference in 2006. 


2. (S) (SUMMARY CONTINUED) The Dutch are expanding their 
leadership beyond Europe. Dutch strategic interests in the 
Caribbean make them logical partners to counter Venezuelan 
meddling in the region. They are expanding their military 
involvement in Africa 

environment for their robust development assistance program 
and in part to add V'eyes and ears!" on the ground. In the 
Middle East 

the Palestinians and would welcome a more active role; they 
quickly promised funds for an expanded Multinational Observer 
Force (MFO) and might 

troops. Even in areas where we disagree 

trafficking in persons 

headquarters for major international legal institutions 
Netherlands offers a unique opportunity for advancing foreign 
policy goals far beyond Dutch borders. 


3. (S) (SUMMARY CONTINUED) The coalition government 
by PM Balkenende 
the U.S. The balance could shift toward Brussels 
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if a center-left government comes to power in 2007 (or 

earlier) 

Muslim immigrants are largely non-integrated 

forcing the Dutch to question long-standing assumptions about 
Dutch \"tolerance\" and V'identity. The murder of Theo van 
Gogh focused attention on Islamic extremism 

feel they are ahead of much of Europe in addressing this 
growing problem. Strengthening U.S.-Dutch ties across the 
political spectrum is necessary to ensure that the Dutch 
continue to enlist others to pursue interests in line with 

the U.S. 

and active consultations are the key to harnessing Dutch 
energies in enhanced pursuit of U.S. interests. END SUMMARY, 


LEADERS IN EUROPE 


4. (S) Along with the British 

reliable transatlantic anchor in Europe. As a founding 
member of NATO 

and Britain\'s strongest ally on continent 

influential voice in Europe despite having a population of 
just under 16 million. Prime Minister Balkenende states 
often that the Dutch \"take their responsibilities seriously" 
and therefore expect to be heard. While the Dutch \"no\" to 
the EUVs constitutional treaty embarrassed Balkenende 
vote revealed that the search for EU integration and 
consensus has its limits 

90\'s with then Liberal Party leader (and later EU 
Commissioner) Fritz Bolkestein\'s proposals to redefine the 
scope of European integration to protect Dutch national 
interests. 


5. (S) With the French-German engine of European integration 
stalled 

on finances 

growing. This trend is enhanced by the gravitation of EU 
decision making to smaller groups 

make or break internal groupings. The Dutch and ltalian 
refusal to attend a \"group of six\" meeting recently proposed 
by Schroeder 

initiative. The British Ambassador here recently confided 
that Blair sees the Dutch as essential to pursuing his 
European objectives and ensuring that transatlantic relations 
remain high on the European agenda. The leaders of the 
Netherlands 

quietly several times a year to coordinate positions prior to 
EU Council and other high-level EU meetings. 


6. (S) Dutch leadership within the EU does not weaken their 
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commitment to NATO 

potential EU-NATO conflicts. Their active 

the scenes 

Minister) Jaap de Hoop Scheffer 

to the NRF (and SRF 

efforts 

tensions between the NRF and EU battlegroups or other 
emerging ESDP capabilities. Foreign Minister Bot recently 
proposed restructuring NATO\'s decision-making and funding 
mechanisms to make them more effective. The appointment of 
Herman Schaper 

political affairs at the Dutch MFA and a good friend of the 
U.S. 

opportunities for productive cooperation. 


POLITICAL-MILITARY COOPERATION BEYOND THE EU 


7. (S) The Dutch are increasingly aware that strategic 
interests outside Europe warrant their attention and 
leadership 

example: 


- Venezuela: The Dutch have strategic interests in the 
Caribbean (i.e. 

deeply concerned about ChavezY meddling in the region. As a 
Caribbean power 

effort to balance traditional Spanish dominance on Latin 
American issues in the EU 

to push them to take this role. The Dutch are active 
partners in regional drug enforcement efforts 

demonstrated their ability to deploy military forces (F-16Vs) 
on short notice. Persuading the Dutch to counter ChavezVs 
destabilization efforts more actively would give us a 

reliable European partner in the region. 


- Afghanistan: According to CENTCOM 

lead in organizing and soliciting forces to staff ISAF Phase 

Il 

conjunction with British 

forces. Separately 

in a combat role represents a major shift in Dutch priorities 
away from peace-keeping to combat missions for the first time 
since the 1960\'s. The Dutch remain a strong supporter in the 
war on terrorism in Afghanistan. We should encourage them 
both to continue to make significant contributions 

push others to do more. 


- Africa: Senior Dutch military officials say they are 
considering expanding their military presence in Africa to 
include Burundi 
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Ivory Coast 

Dutch have requested embedding a cell at EUCOM (similar to 
that already operating in CENTCOM) to coordinate their 
actions with the U.S. and other allies. One objective of the 
Dutch military deployments is to provide a secure environment 
for what is already one of the most ambitious assistance 
programs in the world. The Dutch are the fourth largest 
provider of assistance to Africa world-wide. In 2005 they 
established a 110 million Euro Stability Fund for security 
sector reform in the African Great Lakes Region and Sudan (as 
well as Afghanistan and Iraq.) Dutch deployments in Africa 
have solid support in Parliament 

as an aspect of development provides an attractive 
justification for potential European partners. We should not 
only encourage the Dutch to increase their direct involvement 
in Africa 

\"clearinghouse\" for other interested parties. 

- Iraq: The Dutch were instrumental in providing early 

logistic support to U.S. forces in Iraq (including permitting 
transshipments through Rotterdam when other ports in Europe 
would not.) The Dutch deployed 1 

southern province of al-Muthanna for 20 months 

controversial extensions. Although the Dutch have since 
withdrawn from al-Muthanna 

political and military cover necessary for Japan to commit 
forces. The Dutch provided 25 trainers for the NATO Training 
Mission in Iraq 

other countries would make comparable contributions. We 
should urge the Dutch to continue to push their EU and NATO 
partners to do more in Iraq. 


- Middle East: The Dutch enjoy a reputation for \"balance\" 
almost unique in Europe 

Israel 

expressed willingness to take a more active regional role. 

We should look for opportunities to harness Dutch interest 
through participation in the Forum for the Future and other 
initiatives. The Dutch have already promised to make a 
financial contribution to an expanded Multinational Observer 
Force (MFO) if asked 

might be prepared to send peace-keepers to the region as well. 


8. (S) These commitments demonstrate how the Dutch V'take 
their responsibilities seriously\" in practice by committing 

real resources -- money 

capital -- to tackle real problems 

\"multiplier\" effect in the political-military realm. The fact 

that the Dutch are providing the head (Peter Feith) and 
observers to the EUYs new monitoring mission in Aceh is the 
latest example of their assuming leadership of an important 
international mission in a region where they feel special 
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ties (as witnessed by FM Bots historic decision this year to 
attend the commemoration of Indonesian independence 
first such visit by a senior Dutch official since Indonesian 
independence). 


9. (S) The Dutch have one of the largest 

diverse deployments of military forces in the world 

more troops deployed as a percentage of their total forces 
than any other ally. Defense Minister Kamp and CHOD Berlijn 
recently restructured the Dutch military to eliminate layers 
of bureaucracy 

creating a leaner 

believe firmly in the V'use or lose\" principle 

accordingly sought increasingly challenging operations -- 
such as the Special Forces deployment to Afghanistan and 
potential operations in sub-Saharan Africa. Their desire to 
maximize the military\'s capabilities and their preference for 
U.S. equipment 

exist 

Fighter (JSF) program. The Dutch are one of only two 
countries (Italy is the other) whose financial contributions 
merit Tier Il status in JSF development. Berlijn is pushing 
to lock in an early commitment for 50 planes (out of a total 
of 85) to prevent JSF from becoming an issue in the 2007 
elections. The Dutch are also seeking Tactical Tomahawks for 
Dutch frigates 

KDC-10) 

hardware (AH-64D 

of which are focused on meeting their Prague Capability 
Commitment objectives as well as their ability to sustain 
extended expeditionary operations outside the European 
theater. 


COUNTERTERRORISM COOPERATION 


10. (S) Faced with growing threats in their own country 
witnessed by the murder of Theo van Gogh in November 2004 
the Dutch believe they are in the forefront of Europe with 
regard to counterterrorism 

other steps earlier adopted by the Dutch are only now being 
considered in countries like the UK and Italy. Led by 
Justice Minister Donner and Finance Minister Zalm 

were the first in Europe to implement the Container Security 
Initiative (CSI) 

program 

Flyers. China has engaged the Dutch on next generation 
protocols and standards for transport security 

technology. It will be important to monitor and work with 

the Dutch as they work with China. The Dutch have also 
expressed an interest to participate in DHSVs V'Centers of 
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Excellence." While the EU was arguing with us and itself 
over releasing personal records to airlines 

allowed U.S. immigration teams (IAP) to operate at Schipol 
airport. The Dutch were instrumental in pushing the EU in 
2003 to designate Hamas in its entirety as a terrorist 
entity; an EU-wide designation of the Dutch branch of the 
Al-Agsa followed. During their EU Presidency the Dutch 
hosted an EU-wide seminar to raise awareness of terrorist 
financing issues and have offered to host a major 
international conference on the same subject in 2006. The 
Dutch continue to push for EU designation of Hizballah in its 
entirety and to strengthen the EU\'s \"Clearinghouse\" 
designation process. Given their record 

to look to the Dutch to launch joint pilot programs in 
Europe 

to the top of the European agenda more generally. 


DEVELOPMENT ASSISTANCE 


11. (S) The Netherlands is among the world\'s leading aid 
donors 

with a target of raising it to 0.8 percent) in assistance in 
2004. It is a top donor of unearmarked assistance to UN 
humanitarian programs. In 2003 

more focused aid strategy 

programs in wealthier countries. Dutch bilateral aid is now 
directed to 36 partner countries 

2003 

MOU to coordinate HIV/AIDS programs in Ghana 

and Ethiopia that emphasizes public-private partnerships. 
Balkenende recently expressed interest in using the 
Millennium Challenge Corporation as a model for promoting 
public-private partnerships world-wide. USAID\'s involvement 
with a Heineken AIDS treatment and education program in 
Rwanda has been particularly successful 

has adopted it as a model. Dutch creativity and credibility 
in development makes them good potential partners for future 
joint initiatives with the U.S. We should also take 
advantage of their experience and insights to help shift 
global aid efforts in the direction of sustainable long-term 
development. 


CENTER OF INTERNATIONAL LAW AND HUMAN RIGHTS 


12. (S) With the International Court of Justice (ICJ) 
International Criminal Tribunal for the former Yugoslavia 
(ICTY) 

Iran-U.S. Claims Tribunal 

(ICC) and other international legal institutions all located 
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in The Hague 

Netherlands on international issues ranging from Iraq to the 
Balkans is unique. With a historical interest in 

international law dating back to Grotius 

themselves as natural defenders of international legal norms 
and practices. This tradition made them the perfect hosts 

for a conference of Iraqi judges in The Hague in 2004 

has pushed them to the forefront of international efforts to 
train a new generation of Iraqi jurists. While their 

legalistic approach can be frustrating 

Their concerns about U.S. interpretations of the Geneva 
Protocols have not prevented their Special Forces from 
deploying in Afghanistan. The Dutch also helped sway the EU 
to vote against the Cuban-sponsored resolution on Guantanamo 
at the Human Rights Commission last year despite concerns 
about the treatment of detainees. But 

Bot told Deputy Secretary Zoellick recently 

run Dutch human rights concerns must be addressed to ensure 
that public and parliamentary support does not erode; we and 
the Dutch need to work together to resolve this concern. 
Finally 

while remaining true to their legal principles could make the 
Dutch an important asset in resolving our differences with 

the EU over the ICC and article 98 agreements under the right 
circumstances. 


ECONOMICS AND TRADE 


13. (S) Balkenende shares our interest in promoting an open 
international trading system and has been an ally in U.S.-EU 
trade disputes such as Boeing-Airbus and the Foreign Sales 
Corporation Tax. The Dutch share with the British a vision 

of a market-friendly Europe driven by free trade. They are 
the third largest investor in the U.S. and the fourth largest 
recipient of U.S. investment world-wide. Their efforts to 

shift the Lisbon agenda in a more cooperative direction and 
to promote innovation and competition are creating additional 
opportunities for U.S. investors in Europe. Because the 
Netherlands has one of the highest broadband penetrations in 
Europe 

nanotechnology 

and a new tax treaty 

important gateway into Europe. If consulted early and 
regularly 

navigating the EUVs regulatory environment and removing 
obstacles. 


DRUGS AND TRAFFICKING IN PERSONS 
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14. (S) Narcotics and trafficking in persons remain areas of 
difficulty. Despite fundamental differences regarding \"soft 
drugs\" and legalized prostitution 

has worked to prevent these differences from defining our 
relationship. There are also signs that Dutch attitudes may 
be shifting. The Dutch remain a major producer of synthetic 
drugs. On the other hand 

recently signed a precedent-setting MOU with the U.S. to 
share information on the health risks of new strains of 
marijuana with higher concentrations of THC 

convince the Dutch to rethink their approach to \"soft drugs\" 
in general. The Dutch are addressing drug tourism -- a 
recent proposal to restrict the sale of marijuana to Dutch 
passport holders in Maastricht 

on cross-border smuggling and other drug-related crime. We 
should support such initiatives actively. 


BALKENENDE SOLID INTERNATIONALLY... 


15. (S) We are fortunate to have in the Balkenende 
government an outward-looking partner for whom working with 
the U.S. and the U.K. comes naturally. Balkenende and FM Bot 
take pride in building bridges between the U.S. and Europe. 
Nowhere was this more evident than during the Dutch 
presidency ofthe EU. On two issues of great importance to 
the U.S. -- the China Arms Embargo and accession talks for 
Turkey -- tne Dutch moved 

following an EU \"consensus\" set by others to redefining the 
issue on their 

Balkenende overcame initial skepticism and concluded that 
Dutch and U.S. interests coincided -- a pattern we have seen 
repeated on other less important issues. FM Bot began the EU 
presidency telling us that lifting the Arms Embargo was a 
Vdone deal.\" Later 

prevent a lift on \"his\" watch 

the blame for causing a rift between the U.S. and EU. 

Despite Balkenende\'s personal skepticism about bringing 
Turkey into the EU 

Turkey) worked hard to ensure that Turkey got its date to 

start accession talks with the EU during the Dutch 

presidency 

negotiate successfully implemented. We will want the Dutch 
to continue to draw on the relationships they developed 

during the presidency to coax both sides to move in the right 
direction as October 3 approaches. 


16. (S) Specific U.S. policies provoke squalls of anger and 
frustration here 

Netherlands in 2005 to commemorate V-E day at the WWII Dutch 
American Cemetery at Margraten was met with universal acclaim 
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and provoked remarkably little protest. Even Dutch opposed 
to U.S. policies warmly welcomed the visit as a reminder of 
enduring 

Il and the Cold War. This mission has pursued an ambitious 
program of outreach to future Dutch leaders to ensure that 
these emotions are passed to the next generation. In this 
effort 

former Secretary of State Powell\'s town hall meeting with 
young leaders in The Hague were notable successes 

serve as models for future efforts. Given the 
disproportionate influence wielded by the Dutch in 
international fora 

programs (including the Fulbright and International Visitor 
Leadership Programs) to help shape the successor generation. 


..BUT FACES DOMESTIC CHALLENGES 


17. (S) Unfortunately 

orientation of the Balkenende cabinet is offset domestically 
by strong strains of Euro-centralism and Dutch-provincialism. 
This division will become more pronounced as the parties 
prepare for local elections in March 2006 

elections in May 2007. Current polls show that Balkenende\'s 
center-right coalition (his second government) is falling in 

the polls 

(PvdA) and fringes on the right and left are gaining. 
Balkenende is gambling that his economic reform agenda will 
pay dividends in time for the 2007 elections 

uncertain. There is a strong chance that a center-left 
government dominated by the PvdA will come to power in 2007 
-- or earlier if the 2006 local election results prompt 

national elections. 


18. (S) Although U.S.-Dutch relations should remain 
fundamentally sound despite a shift to the center-left 
PvdA-led government would present new challenges. PvdA 
leader Wouter Bos has made clear his tendency to look to 
Brussels first in setting Dutch international priorities. He 
sees the Netherlands less as a transatlantic \"bridge builder" 
than as a follower of EU consensus. As with Schroeder in 
Germany 

attitude toward the U.S. during elections to lock in his left 
flank. The PvdA is already raising allegations of U.S. 
abuses to challenge the rationale for Dutch deployments in 
Afghanistan 

our interest both to support the current governments 
transatlantic orientation and to engage actively with the 
opposition to shift them in a favorable direction. 


THE ISLAMIC FACTOR 
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19. (S) A new 

domestic politics is its large 

population 

percent of the population. USG-sponsored polls show that 83 
percent of Dutch Muslims identify much more strongly with 
their religion than with their host country 

have little or no faith in the Dutch government as an 
institution. While the problems of Dutch integration 

captured international headlines following the van Gogh 
murder 

rest of Europe in seeking creative ways to address these 
concerns. Their strong interest in sharing and soliciting 

ideas has opened up opportunities for Embassy and USG 
outreach and consultations throughout Dutch society 
providing insights into a growing problem throughout Europe. 
We expect our experiences here will provide good indications 
of broader European trends as well as opportunities to 
influence their direction. 


CONCLUSIONS 


20. (S) The Netherlands is a complicated 

society. Prevailing myths about the Dutch -- e.g. 

homogenous 

accurately gauge differences within society or reflect Dutch 
potential to influence international events. While the Dutch 
prefer to see themselves as \"balancing\" between Europe and 
the U.S. 

international factors. 


21. (S) The key to maximizing Dutch effectiveness is to 

involve them early through high-level consultations and 
exchanges. Dutch pragmatism and our similar world-views make 
the Netherlands fertile ground for initiatives others in 

Europe might be reluctant 


22. (S) As multipliers 

play an increasingly prominent role on the global stage. 
Coaxing the Dutch into the spotlight can take effort 

pays off royally. Dutch credentials 

capabilities make them effective leaders across a wide range 
of geographic regions and substantive issues. 


23. (S) The Dutch are actively and favorably involved in 
Afghanistan 

Caribbean 

partner in developing pilot projects in the counterterrorism 
area 
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international law and human rights. In pursuit of U.S. 
interests in all these areas of interest and leadership 

should build upon our successes to date to take the Dutch to 
the \"next level" 

SOBEL 
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the face of such constant threats?\" Both men argued that in 
the face of popular frustrations attached to both security 

and infrastructure problems now 

rational political debates about the future structure of a 
federal system in Iraq. 


3. (C/NF) Lahibi and Obeidi said that Sunnis want to 
participate in upcoming national elections; they predicted a 
strong turnout. However 

of the promised voter registration centers in Sunni areas. 

He claimed that in Al Anbar Province 

proposed 28 VRCs are currently open. Dr. Obaidi requested 
Embassy help arranging a meeting between IECI and Sunni 
leaders to discuss plans to decrease fraud and and increase 
transparency during upcoming elections. (NOTE: Our 
understanding is that the IECI has opened more voter 
registration centers in Anbar. There is a need for more 
Sunni Arab political leaders talking to the election 
commission 


4. (C/NF) Obaidi expressed concern over the lack of Sunni 
party resources to fully participate in elections. They 
warned that no Sunni political entity would be able to reach 
Sunni voters throughout the country. PolCouns urged that 
these two interlocutors think about how to join with other 
Sunni Arab political forces to form a stronger coalition. He 
reminded them of the success of the Shia List 169. PolOffs 
suggested that any party that rejected violence could 
approach IRI and NDI for support. They took the point and 
noted that Ayed Allawi is trying to build such a coalition. 
Obeidi 

problems in Sunni areas; people would remember that Allawi 
ordered the attacks in the Fall of 2004 against Samarra and 
Fallujah. By contrast 

People\'s Conference" that held a well-attended meeting in 
Baghdad in May under the sponsorship of the Sunni Wagf might 
provide an umbrella under which Sunni Arab political leaders 
could gather. Obeidi and Lahibi highlighted that former 
Sunni Waqf leader Adnan Dulaimi would be an effective 
spokesman in the eyes of many Sunni Arabs. 


5. (C/NF) Comment: Obaidi and Anwar\'s plea for a delay in a 
decision on Federalism and more resources for Sunni parties 
tracks closely with conversations we held August 21 and 22 
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with other Sunni Arab negotiators. These points are often 
joined by arguments for sharing Iraqi resources at the 
national level and of the looming threat of Iranian 

domination of Iraq. Their remarks about Sunni Arabs coming 
out to vote also tracks with what we hear from other 
contacts. However 

hazard whether or not they will vote for the draft 

constitution and few will venture a guess about who will draw 
the most votes from Sunni Arab voters in December. End 
Comment. 


Khalilzad 
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the US. The Cubans have come under increased suspicion 
because of recent incidents in Brazil and Venezuela 

other Cubans were involved in questionable activities. 

According to some reports 

forced to leave Venezuela because of problems they had caused 
in that country 

to Paraguay remarked that she was unaware so many Cubans had 
been entering Paraguay and expressed concern -- bordering on 
the comic -- about how these individuals had been able to get 
out of Cuba noting that it is rather difficult and expensive 

to do so. 


6. (U) On July 27 

plans to implement new immigration security measures that 

will be funded in part with $650 

financial assistance from South Korea. One of the measures 
involves developing a system that will enable GOP officials 

to take digital imaging photographs 

scans of all Paraguayans and visiting foreign nationals 

entering the country. (Note: On July 26 

with a visiting TIP Assessment Team 

provided more information about the biometric immigration 
security system as well as the agreement between South Korea 
and Paraguay. He stated that the system would be implemented 
in various ports of entry such as Ciudad del Este and 
Encarnacion by December 2005.) 

KEANE 
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Lobo submitted a legislative initiative to eliminate the fuel 
adjustment surcharge from household electricity bills. Lobo 
justified the action by saying 

reached by a barrel of oil is highly alarming and without a 
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doubt affects the pocketbooks of the people... National 

Party Congressional Whip Juan Orlando Hernandez quickly added 
that the proposal would require both a legal and technical 
finding (\"dictamen\") by the Congressional Energy Committee 
and a finding from the Ministry of Finance on fiscal impacts 

but said Congress would request that these findings be 
expedited. Public comment by Congressmen from rival parties 
-- including two former heads of national electric company 
ENEE -- has been universally supportive 

about the need to also protect ENEE. 


2. (U) Angelo Botazzi 

company ENEE 

fully compensate ENEE for the lost revenues 

of the surcharge could ruin the company. CGT trade union 
Secretary General Daniel Duron echoed these concerns 


SIPDIS 

that if cutting the surcharge further weakens ENEE 

union jobs at risk. Miguel Aguilar 

Worker's Union 

saying it would damage ENEE 

national patrimony.\" Botazzi underscored that ENEEVs current 
contracts with private power generators (70 percent of which 
are thermal) allow the generators to pass-through to ENEE any 
increase in the cost of fuel. Therefore 

continue to rise globally 

vital to ENEEVs ability to honor its power purchase 

contracts. 


3. (U) In public statements reacting to the proposal on 
August 11 

elimination of the adjustment is possible as long as it is 
compensated for by cutting other expenditures or increasing 
tax collection. The current budget already includes two 
energy subsidy programs 

(approximately USD 21 million) for users of less than 300 
kilowatts of electricity per month. Chong is investigating 
how much of the energy subsidy has already been obligated 
and told EconChief that if the cost of the program is less 
than the subsidy funds remaining 

impact (that is 

new proposal). If the cost of the new initiative is greater 
than available funds 

cut other GOH programs to offset the loss of revenue. 
Finally 

(approximately USD 32 million) 

eliminating the fuel adjustment surcharge would be \"out of 
the question. V" 


4. (U) Whatever the initiatives cost 
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it must meet the Constitutional requirement that new proposed 
expenditures also identify revenues to pay for it (similar to 
USG PAYGO requirements). If the Congress were to pass the 
legislation without identifying where they would get the 

funding 

rule the measure unconstitutional. (According to Chong 

GOH has used this tactic three times in the Maduro 
administration to halt budget-breaking proposals passed by 
Congress with a veto-proof majority.) 


5. (U) Chong also made it clear that LoboYs proposal must be 
vetted with the International Monetary Fund (IMF) 

said has already contacted the GOH about the proposal and has 
expressed \"some concerns." The Fund is seeking additional 
information about the proposal 

that it would not lead the GOH to break its agreement with 

the Fund on fiscal responsibility. Chong assured EconChief 
that the President would not approve any proposal that did 

not fit within the IMF agreement. 


6. (SBU) Comment: While politically popular 

makes little economic sense. The fuel surcharge was put in 
place to offset the increased fuel costs passed through to 
ENEE by electricity generators. To remove that surcharge as 
fuel inputs hit record high prices would leave ENEE in dire 
financial straits unless offsetting payments from the GOH 
were forthcoming. The Executive\'s clear dedication to fiscal 
discipline -- in the form of requiring offsetting cuts or 
revenue elsewhere in the budget to fund this initiative -- is 
welcome. However 

found to pay for Lobo\'s populist flight of fancy 

would still be to dismantle a targeted energy subsidy that 
helps the poor and replace it with what is 

untargeted subsidy. Even if economically a wash 

policy would be socially regressive and a step backwards from 
the status quo ante. In his private comments 

with this criticism 

than irresponsible campaign tactics. Now 

\"will have to figure out a way to get himself off this hook." 
In the meantime 

necessity of cutting subsidies to the poor to fund this 
extravagant initiative 

shelve this proposal. End Comment. 


Williard 
Williard 
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include 

other forms of exploitation where cash does not change 
hands. Hawie noted that the three Ministries consulted - 
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MIMDES 

to Congress with strong critical comments. MIMDES is also 
recommending that the law establish a protection fund for 
witnesses in TIP cases. Hawie predicted that Congress would 
ultimately accept the recommended changes. Otherwise 
could not meet its TIP commitments under the Palermo 
Protocol. 


6. The International Migration Organization and the 
Movement El Pozo 

of trafficking to the Congress on March 18. The study 
financed by a grant from State Department PRM 

eight of every ten sex trafficking victims in Peru is a 
victim of domestic trafficking. (Note: The proportion of 
international TIP victims strikes us as high 

considers TIP in all its modalities - i.e. forced domestic 
labor 

of sexual exploitation. End Note) It concluded that 
trafficking is centered in Lima and Cusco 

are also involved 

Traffickers target young girls from poor families 

using a combination of coercion and emotional manipulation 
to lure them into prostitution. The top destinations of 
foreign trafficking from Peru are: the U.S. 

Japan. 


7. The Women\'s Organization Flora Tristan issued a study 
similar to the IOM\'s on May 19. The investigation 

by the German Government 

The study emphasized domestic trafficking and 

particular 

recruiting trafficking victims among poor young women from 
rural areas by offering relatively well paid Wrestaurant 
work" in cities like Lima and Cusco - ог 

foreign countries. Both Flora Tristan\'s and the IOM study 
offered public baselines for developing responses to 
trafficking. Their contents and conclusions were heavily 
covered in the local press. 


8. ILO reps have praised the Women\'s Ministry for the 
leadership role that it has assumed regarding child 
commercial sexual exploitation (CCSE). MIMDES is 
coordinating the activities of various NGOs to combat CCSE 
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in Iquitos 

prostitution is a serious problem. MIMDES has brought 
together local police 

campaign against CCSE. In April 

which approved an Intervention Model for Police operations 
against this crime. 


9. The ILO is financing a Referral Center in Iquitos for 

TIP victims as a complement to the MIMDES-led campaign. The 
ILO is also participating in a publicity effort organized by 
MIMDES and the Tourism Ministry (MINCETUR) to promote 
awareness of CCSE in anticipation of the San Juan Festival 
a time when many tourists visit Iquitos. MINCETUR kicked 
off its part of the program on 6/22. Targeting foreign 
tourists 

flight video and is distributing flyers at airports that 

warn tourists that sex tourism can result in lengthy prison 
sentences under Peruvian law. 

10. To reinforce the development of much-needed TIP and 
CCSE-specific arrest procedures called for in the 
Intervention Model approved for Iquitos 

Interior (MINT) and the ILO have agreed to co-sponsor a 
training program for Police on CCSE. This will take place 

in six cities (Lima 

Tacna) from August to November. An NGO specialized in this 
area will carry out the training 

certified by the Peruvian National Police (PNP) official 
Training Program. 

11. Recognizing the specific needs of TIP victims 

is creating a special pilot center for underage street 
prostitutes in Lima. Similar facilities are planned for 

Puno 

located inside a larger existing facility for abandoned 
children. (Note: MIMDES is following the example of the 
Sisters of Adoration 

operation in Callao in cooperation with the GOP for several 
years. End Note.) 


12. Poloff and A/RSO met with the Foundation of Disappeared 
Peruvians (FPD) in April to discuss Internet pornography. 

The FPD has been regularly finding and denouncing Internet 
porn websites in Peru. FPD software indicates that some of 
these sites have connections to the U.S. Unfortunately 
denunciation is an ineffective practice 

simply move to another site. The FPD has agreed to provide 
information on porn websites connected to the U.S. to RSO 

for forwarding to Washington agencies for possible action. 
(Note: Since 2004 
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to take measures to prevent children from being exposed to 
Internet pornography. Enforcement of the law is incomplete. 
End Note.) 


13. Peru has new laws protecting children from sexual 
exploitation and punishing both the pimps and clients of 
underage prostitutes. The Police have begun to act on these 
statutes. The following is not meant to be exhaustive 
representative of recent enforcement actions taken against 
both domestic and international traffickers in Peru. 


-- PNP officers rescued four women 

adolescents 

had been lured to the capital through promises of jobs 

on arrival found themselves held captive and expected to 
work as prostitutes. One of the women managed to e-mail a 
friend and ask for help. Police arrived and arrested the 

two men who had held the women captive. 


-- PNP officers from the Anti-Kidnapping Division arrested 
Rosa Elvira Mendieta Aton on March 4 in Lima. Mendieta Aton 
is accused of running a scheme to capture 

young girls and over to male clients for exploitation as 
prostitutes. According to press reports 

turned a 13-year old girl to two men in return for 80 soles 
(approximately USD 25). The men then raped and abused the 
young girl. The girls mother went to the police. The 

police arrested the two men along with Mendieta Aton. 


-- During July 

against clandestine brothels in Huanuco 
Huachipa. In the last area 

encountered a number of underage women. 


14. Comment: The increased tempo of regular raids by Police 
against clandestine brothels 

frequently work 

TIP\'s profile raised with local media. Atthe same time 

raids alone are not enough. Police operations must be 
accompanied by proper management and identification of 
underage women found and follow-up prosecutions. Peru has 
received a grant to design a tracking system for enforcement 
activities 

Comment. 


International Trafficking 
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15. PNP officials at Lima\'s Jorge Chavez International 
Airport detained 84 year old Zoila Gregoria Aguirre 

she tried to board an airplane for Miami in the company of a 
minor whom she said was her grandchild. Authorities found 
that the child\'s passport belonged to a different person. 
According to local press reports 

to sell the child in the United States. 


16. Post has continued to follow the cases of two Peruvian 
women trafficked to Japan in the late 90s (Ref A). 


-- Adelaide Nunez 

returned to Peru in January 

Peruvian Government. Post attempted to interview her 

she informed both GOP reps and local NGOs that she did not 
wish to speak about her experiences. She has apparently 
found a job and has re-established herself in Lima. 


-- Trafficking victim Irene Oblitas 

revealed against her wishes by journalists in April 2004 
called Poloff from Ecuador on 8/9 and informed him that she 
was returning to Peru. Oblitas had been seeking third 
country asylum because she feared Yakuza retribution after 
her case became public. She remains interested in obtaining 
custody of her children 

has communicated its interest in this case - described in 
detail in last year\'s Human Rights Report - to the 
appropriate Peruvian authorities. 


17. INL resources are now going to three NGOs to carry out 
anti-TIP projects in Peru. Work has started on a statistics- 
based tracking system for TIP cases 

and public education. 

Powers 
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B. "Why Are We Afraid of Federalism\" (Al-Sabah 

C. V The Disagreement Points are Increasing" (Al-Furat 

D. WThis Morning" (Al-Sabah Al-Jadeed 

E. VDividing Iraq Away from the National Zeal\" (Al-Mashriq 
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F. "What is the Argument For the Constitution? (Al-Ittihad 


A. V'Constitutional Discussions V 
(Al-Adala Newspaper in Arabic P 3 Editorial by Ali Khalif) 


\"The current discussions on the constitution among the Iraqi politici 
important step in Ігад\'ѕ journey to democracy. However 

political group is trying to impose its own agenda on the constitutio 
who hold political opinions that do not serve the Iraqi national inte 
those who oppose the idea of federalism in Iraq might have accepted i 
resources in their own provinces. If we believe in democracy and fre 
be afraid of federalism . . . But | think that some political groups 
because of that they try to dominate all other groups. These are the 
idea of Kurdish federalism while at the same time refuse the concept 
federal territories in any other part of Iraq . . . Nevertheless 

process represents a great achievement and the Iraqi politicians who 
in this process must complete the task of drafting a constitution tha 
Iraqi people. We do not like anyone to make use of this achievement 
platform to launch bombastic slogans. The Iraqi people want to live 
want to enjoy their fair share of Iraqi wealth and natural resources. 


B. "Why Are We Afraid of Federalism\" 
(Al-Sabah Newspaper in Arabic p. 2 Editorial By SaVeed Abdul Hadi) 


\"Until yesterday 

constitution draft. As everyone knows there is a Shiite-Kurdish agre 
However 

The Arab Sunnis think that federalism will lead to the unfair distrib 
resources among provinces. We do not know the reason behind such fea 
politicians unanimously agreed on the distribution of natural resourc 
media focuses on the positive points of federalism and how important 
development. The conservative Pan Arab media outlets severely attack 
Iraq. We feel that they attack federalism in Iraq because they want 
political establishment. Those establishments would be threatened if 
succeeded in Iraq... The Arab countries are still governed by tyra 
regimes give a very good picture of what is called as the eastern tyr 
progressive Arab press opposes the rights of Iraqis to establish thei 
Administrative federalism in Iraq is necessary because it would resto 
our many ethnic groups. We must not say bad things about each other. 
things like; Sunnis refuse federalism because they want to implement 
project for the sake of our neighbors or accuse the Shiites of being 

plan in Iraq. These accusations come from those who want to destroy 
and encourage sectarianism . . . What will the Shiites lose if a cent 
established that represented the majority in Irag? What will the mi 
from having a central government? There must be a national movement 
honest Arab writers must support this move... . Iraq is moving forwa 
democratic process will never stop. Disagreements among lraqvs Shiit 
Kurds are a healthy point in this process. V 
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C. V The Disagreement Points are Increasing\" 
(Al-Furat Newspaper in Arabic P 2 Editorial By Majed Fadhel Al-Zaboon 


VDespite the Constitution Drafting Committees announcement that the 
working on the Constitution have resolved their differences and reach 
seems that there are still arguing . . . In fact they are still tryin 

sixty-six different points. How did six points of disagreement turn 

of disagreement? . . . One of my colleagues thought that members of t 
Drafting Committee would not be able to read the constitution article 
electricity where he lives. He lives far away from the Internationa 
nothing about the concrete walls and unlimited electricity. My other 

that they should schedule their discussions about the disagreement po 
with that solution is that Arabs want a schedule according to the Ara 
the Kurds want the Kurdish alphabetic 

Ambassador Khalilzad 

alphabetic. Everyone respects his wisdom and they liked the idea. Ho 
to add more articles to the Iraqi constitution draft. When some oft 
Drafting Committee members protested 

to do so because the United States is a permanent member in the Inter 
Council . . . This is why the members of the Constitution Security Co 
democratic additions. They accent the federalism 

are right for Iraq. They were so happy with Ambassador Khalilzad tha 
him.\" 


“Translators note: the author is actually sarcastically criticizing t 
writing the Iraqi constitution. 


D. \"This Morning" 
(As-Sabah Al-Jadeed Newspaper in Arabic P. 1 Editorial by Ismael Zayy 


\"The completed constitution will begin the next stage in our countryV 

do not worry about Qatar. Do not waste time on others issue or other 
campaigns against us. Go ahead brothers and ensure our children\'s fut 
not mean that you should be careless and accept anyone\'s opinion into 
But we should stand behind our own opinions about this historical doc 
establish the basic elements for the government in the new Iraq... 
participate in the referendum and vote for the constitution. It does 

vote. The most important thing is that we are free to express our op 
should first read the document and understand what it means. We shou 
issues raised in this document. Then we are prepared to express our 
‚If we reject any interference in our affairs 

our land 

the courage to express its opinions. Casting a vote on the constituti 
national 


E. VDividing Iraq Away from the National Zeal\" 
(Al-Mashriq Newspaper in Arabic P7 Editorial by Shamil Abdul Qader) 


\"Some Iraqis have two main ideas about the unity of Iraq. One is tha 
divided 
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States to maintain Iraqi unity. However 

They think that the governments of Western and Middle Eastern countri 
all along to divide Iraq for the benefit of Middle Eastern forces. T 

Iraq and its unity view federalism as a step backward under the prete 
from a centralized government... The former United States Civil Ad 
Ambassador Paul Bremmer repeated many times that he refused federalis 
sectarian issues. He maintained that he agreed with geographical fed 
that Iraq will be turned into 18 federal territories instead of 18 pr 
understand that Iraq needs a centralized government for security. We 
Ja\afari\'s government will give us the centralization of the former r 
destroy the idea of division. Their anger will come down on the head 
and on the heads of those who are trying to finance its division. V 


F. "What is the Argument For the Constitution? 
(Al-Ittinad Newspaper in Arabic P 5 Editorial by Karekar Abdullah Khu 


\"In today\'s session of the Transitional National Assembly 

decided or refused . . . In support of the Constitution 

issued 

Everyone is working on the ConstitutionVs controversial issues. Тһе 
the results to the Iraqi people. However 

another postponement . . . The leaders of the political blocks have i 
about the significant restrictions facing them. If they are able to 

the constitution draft 

up new horizons for the Iraqi people and will kick start reconstructi 

a break from the their current miserable condition . . . When the Pol 
complete the draft 

approve the draft the political process goes back to the beginning. 

to the Iraqi people in many ways. The political 

consequences of a denial will dishearten the people. It will also me 
of continued suffering 

benefits... The elected National Assembly should have finished the 
the efforts of the Constitution Drafting Committee by the first deadl 
reach an accord. That fact compelled the president to have the polit 
together in order to solve the restrictions . .. The statements are 
optimistic and some are pessimistic that the document will be finishe 
the TNA decision will remove these all doubts that the government is 
future .. . We still optimistic that the TNA will give us our final 

the draft the country will sink into chaos and face continued foreign 
internal issues . . . Iraqis want a constitution that will protect th 
country 

Assembly to decide the constitution 


Khalilzad 
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organization. Schaerer said Spain 

a constructive role in the GOC\'s efforts to secure hostagesV 
release and with the EU on paramilitary demobilization. In 
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Schaerer\'s view 

to secure an agreement on humanitarian exchange talks and 
their efforts are not coordinated. End summary. 


2. (C) Schaerer told D/PolCouns and Refugee Coordinator 
August 18 that the FARC would call him to discuss logistics 

if and when they were to reach agreement with the GOC on a 
meeting place for humanitarian exchange talks. The ICRC had 
previously offered to accompany FARC members to the meeting 
place. The ICRC would be prepared to remain with FARC 
members for up to three days following the end of a meeting 

to ensure that the GOC\'s security guarantees were effective. 


3. (C) Schaerer said the FARC is interested in a 
humanitarian exchange primarily to bolster its credibility as 
a political organization that exchanges \"soldiers for 
soldiers\" with the government. Schaerer said FARC leader 
Marulanda has wanted such international recognition for 
years. 


4. (C) In Schaerer\'s view 

Florida or Pradera in the Valle del Cauca are viable meeting 
places for the FARC because they are close to traditional 

FARC spheres of influence. The issue of \"demilitarizing\" 

such areas is something of a red herring 

the municipalities contain few GOC military personnel. 

Schaerer suggested that an agreed meeting place would require 

a Vsecurity perimeter\" which the GOC and FARC would commit to 
keep free of military forces. 


5. (C) Schaerer said the FARC would insist on security 
guarantees for its members who attend any meeting with the 
GOC. The FARC\'s concern is less about its members! arrival 
at an agreed meeting place than with their departure. 
According to Schaerer 

attack at the conclusion of a meeting. 


6. (C) Schaerer stated that France is \"overly emotional on 
the hostage issue and is not playing a constructive role in 
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discussions associated with a humanitarian exchange. For 
example 

are suffering from physical or mental ailments 

France complicated matters by immediately adding 

the women". In Schaerer\'s view 

with the FARC but none with the GOC. Spain 

hand 

a more useful role. Schaerer said UribeVs recent meeting 
with Zapatero raised the possibility of an informal deal 
which the GOC\'s progress on humanitarian exchange would be 
met by Spain\'s efforts to persuade the EU to back 
implementation of the Justice and Peace law. 


7. (C) In Schaerer\'s view 

in an humanitarian exchange even if the Constitutional Court 
rules in favor of Uribe\'s right to seek immediate reelection. 
Schaerer discounted the view that the FARC is likely to 

attack to undermine UribeVs image as a president who has 
delivered both security and government services. Such a FARC 
offensive would 

would almost certainly strengthen 

popularity. 


8. (C) If the Court rules against UribeVs right to seek 
immediate reelection 

wait until a new president was inaugurated in August 2006 to 
restart V'talks about talks.\" He reasoned that the FARC would 
not want to give Uribe a \"parting gift\" of hostages released. 
Schaerer thought it possible 

would \"thank\" the Court for such a ruling by releasing some 
hostages. 


9. (C) Schaerer is not optimistic about the prospects for an 
humanitarian exchange at this point. He said there are too 
many actors involved in the V'talks about talks 

public statements. (Note: as reported ref B 

Echeverri 

Commission 

Swiss 

the various peace efforts. End note.) The \"best case 
scenario\" in the short term 

an agreement for the GOC and FARC to meet. He expects the 
FARC to insist on the return of some of its heavyweight 
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operatives (he mentioned Rodrigo Granda) and the GOC to 
resist. 

CALLAGHAN 
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published an op-ed by Juan Ramon Martinez entitled "CAFTA 
and Future Vision." \"Since Hurricane Mitch Honduras has 
become more dependent on external countries and doesn\'t 
trust in its own strengths. V 


V'The recently signed treaty has to be 

idealists of dependency 

mentally colonized country like ours that doesn\'t want to 
understand that the country's future is in our hands. V 


VCAFTA is an opportunity for things to get better here in 
Honduras. But it is only the opportunity in which we have to 
have national courage 

and take advantage of our responsible and imaginative 
workforce. CAFTA won't be an opportunity if we still believe 
we are handicapped and still believe that our useless 
government will bring us different results than we have 
experienced so far.\" 


VFinally 

relationship model. We have to stop fighting each other 

[boss and employee] and stop abusing and exploiting the 
workforce to increase profits. We have to understand that 
increasing workers\' shopping capacity will become the source 
of growth for the internal market. This could allow us to 

take advantage of CAFTA-DR\'s opportunities. V 

Williard 
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Feared.\" \"In 1983 the U.S. government decided to benefit 
Central American and Caribbean agricultural workers and 
exporters through an initiative that has allowed the free 
trade of our products to the U.S. market [Caribbean Basin 
Initiative].\" 


\"At an annual conference in Miami 

producers could meet with us 

conferences brought all kinds of investments to Honduras. 

For example 

shrimp plant in the country. After that the company 

established itself in Comayagua with one of Honduras! first 
vegetable plantations. Comayagua now has thousands of jobs 
all as a consequence of the numerous businesses that came to 
the country.\" 
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\"In 1990 

and the workplace changed as the U.S. dollar entered the 
economy. While the banana plantations had paid in Lempiras 
for years 

breaking all traditions and ways of thinking.\" 


VWe should face this new opportunity of CAFTA with good 
organization 

that more than just the U.S. can receive our products 

have already had good success in the European and Asian 
markets.\" 


“We should forget the negative commentators that don\'t 
recognize that this is a historical moment for our country 
and we should take advantage of this valuable opportunity.\" 


Williard 
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Minister of Finance: Cracking the Whip 


3. Speaking for less than ten minutes 

William Chong Wong used the occasion to deliver a fiscal 
tough-love message. The GOH must maintain fiscal 
discipline 

but it cannot be used as a justification to lower taxes. 
Similarly 

way must be found to make up for the revenue losses from 
cutting customs duties 

Lempiras (about 40 million USD) over the next 5 years. 
Finally 

source of economic growth 

fair share of taxes. Chong said he is seeking double 
taxation agreements with the U.S. and other countries 
ensure that firms pay their taxes in Honduras and receive 
tax credits in their home country. He also wants greater 
data sharing with trade partners 

transfer pricing schemes to evade taxes. 


VAT Taxes for Revenue; Social Spending for Progressivity 


4. In an information-rich and rapid-fire presentation 
Interamerican Development Bank (IDB) Senior Economist 
Alberto Barreix focused on why tax reform is needed in 

Central America. First 

interconnectedness of economies has removed most freedom of 
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choice regarding commercial 

policies 

for national governments. Second 

recognition that certain investments -- particularly in 
education -- must be made even in the poorest countries 
they are to compete effectively in the future. If we do not 
grasp this chance 

the future generations for the lost opportunities." 


5. Barreix then listed five specific reasons why tax reform 

is urgent in Central America: (1) to fund improvements in 
social infrastructure and competitiveness; (2) to reach 
fiscal sustainability in highly-indebted countries; (3) to 
identify and implement substitutes for forgone revenues from 
tariff cuts under CAFTA; (4) to improve revenue collection 
by phasing out income tax exemptions in freeports 
(maquilas); and (5) to promote regional coordination in tax 
policies to prevent a V'race to the bottom." Tax theory says 
taxes must be equitable 

we must add to that list that taxes should be easy to 
coordinate across borders. 


6. Drawing from his own forthcoming book 
positive evolution of tax collection in the region: 


Tax revenues as a percentage of GDP: 


1990 1995 2000 2003 
CR 108 114 119 13.0 
ES 76 119 11.0 12.6 
GT 69 80 95 10.3 
HO 150 173 166 15.9 
NI 81 122 145 15.8 
AVG 9.7 12.2 127 13.5 


While the rest of the region continues to improve in tax 
collections 

seeing a decline in tax revenues as a percentage of GDP over 
the last decade. This could be due in part to tax evasion 

but also to the web of tax exemptions and incentives created 
to attract investment 

assembly) sector. Tax incentives have been provided to the 
majority of manufacturing and assembly firms (operating in 
free trade zones of several types) and companies in the 
tourism 

companies with exemptions from customs duties 

and income tax. As Post reported previously 

collects (using official measures) taxes equivalent to 16 
percent of GDP. Assuming GDP in Honduras is underestimated 
by 35 percent 

of GDP using the appropriate estimate of GDP. The World 
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Bank advises that this percentage is only half of that which 
is considered healthy for a developing country. This level 
of tax collection is not adequate to fund the key government 
services and investments that are needed. 


7. Clearly 

taxes to better fund social obligations 

However 

mean a lower social security bill 

somewhat and providing time to improve collections. 
According to Barriex 

(all figures in percentage of GDP as of 2003): 


Total Debt Social Available 
Income Service Security Income 

CR 22.3 4.3 4.4 13.6 

ES 12.6 2.0 1.3 9.3 

GT 10.0 1.0 0.3 8.7 

HO 16.9 2.0 0.9 14.0 

NI 17.8 3.8 1.8 12.2 

AVG 17.1 2.7 2.9 11.6 


OECD 37.4 16 122 23.6 


8. On the topic of value-added taxes (IVA 

Barriex advocated improved tax design and improved 
collection through IVAs 

(where taxes are being paid on previous taxes) and 
facilitate competition with the region. He suggested 
harmonizing tax bases within the region 

competition and fiscal flexibility in the rates. He agreed 
that the IVA is a regressive tax 

a redistributive tax; it is a tax for collections." To 
counteract the regressive attributes of an IVA 
recommended targeted social spending for the poor 
increased application of personal income taxes. Finally 
agreed with Minister Chong that as regional integration 
moves forward 

to minimize tax evasion through transfer pricing schemes. 


World Bank Responds: Quality 


9. Dante Mossi 

responded to these points 

level of tax revenue collections is a sovereign one and 
dependent on the quality of social services the State wants 
to deliver. The quality of that spending is a key factor 

as is the political choice of allocation (for example 

whether to allocate a certain quantity of funds to educate 
one university student or six elementary students). 
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Finally 

is 

impact on the poor? A 2002 IDB report entitled Honduras: 
Toward a More Transparent and Diversified Tax SystemV' noted 
that the current Honduran tax structure is highly 

regressive 

the wealthy. According to the report 

pay a percentage of their income in taxes that is 75 percent 
higher than the average taxpayer 

Hondurans pay a percentage of their income in taxes that is 
20 percent lower than average. 


Tax Administration Design 


10. While not addressing Honduras specifically 

Thompson of the University of International Cooperation 
(UCI) in Costa Rica identified the key elements in creating 
a modern tax authority (TA). The TA should induce large- 
scale compliance 

detection and sanction. This fear of getting caught should 
be amplified by self-policing in the private sector 

should see tax evasion by a competitor as unfair competition 
and work with the TA to identify and minimize such fraud. In 
carrying out these tasks 

customer service to contributors and revenue controls. 


11. After a lengthy discussion of the need for and proper 
design of quality-assurance indictors for TAs 

turned to his recommendations for Central America. His key 
recommendation was that rather than attempt to establish a 
single 

questions of composition and financing 

should strive for a European Union-style system 

national service is preserved 

Enforcement must be implemented at the local level 

but policy must be centrally set and enforced to prevent 
differing enforcement regimes in the field. Asked what would 
be the duties of a Central American customs service in the 
wake of CAFTA reducing most duties to zero 

to two key additional responsibilities that would also 
contribute to revenue collection: First 

responsible for administering the levying of IVA on imports. 
Second 

authorities to facilitate integrated taxpayer audits by 

cross checking tax receipts with import records. 


Debt Sustainability: How Much Is Too Much? 


12. Dr. Oswald Cespedes of the Assessment Commission on High 
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Technology (CAATEC) of Costa Rica presented the results of a 
financial analysis seeking to evaluate debt sustainability 
and compare it to the recently proposed measure of the 
Natural Debt Limit (NDL). For methodological reasons 

NDL theorem could not be applied to Honduras 
nevertheless hazarded a number of recommendations. The 
Honduran ratio of public debt to GDP (currently 75.5 
percent) \"is on track to improve over the medium term 
despite currently being considered unsustainable. It is 
foreseen that this ratio will fall to 61 percent by 2010 
principally due to the debt forgiveness resulting from the 
attainment of the HIPC Completion Point in April 2005." 
(Note: He bases this prediction on an estimated debt 
service reduction of $120 million per year. The GOH 
estimates the actual debt service savings under HIPC at $212 
million per year 

debt/GDP ratio in 2010 than that predicted here. End Note.) 
He concluded by saying that while counter-cyclical fiscal 
policies would be desirable 

revenues/GDP do not permit adequate countercyclical 
operations. 


Laffer Strikes Back: The Case for a Flat Tax 


13. Dr. Daniel Wisecarver 

of Economics and Business (ESEN) in El Salvador 

the need for reforming income taxes in Central America. In 
each of the five countries of the region 

represent about one-quarter of total tax revenues 

three to four percent of GDP. A government cannot be very 
progressive 

Unfortunately 

countries 

political will to reform the current income tax system. 


14. The solution 

Scrap the income tax; scrap the exemptions. Instead 
said 

American states should move to a flat tax on income. A 
simplified system with lower tax rates would improve 
collections rates and total revenue 

pointing to Russia and Estonia as examples. Because there 
would be no exemptions 

income alone 

progressivity 

proposes the level of that exemption be set at the median 
income level for the country. That would ensure that right 
from the start half of the population is entirely exempt 
reducing political opposition to the plan 

ensuring vertical equity by obliging the rich to pay their 
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share. The plan would succeed 
new tax would be simple 


Director of Public Credit Sticks to the Script 


15. Keeping his remarks short and on-message 

Finance Director of Public Credit Orlando Garner laid out 
GOH priorities without commenting directly on the proposal 
floated during the sessions. Echoing his Minister\'s earlier 
remarks 

recent debt reduction 

GOH policies must be sustainable 

must be on concessional terms. The problem 

that as Honduras grows its access to concessional financing 
declines. Making matters worse 

(such as IDA subscriptions) is drying up globally. 
Nevertheless 

in the upcoming November 27 elections -- must limit its use 
of borrowing according to the ability of the country to pay. 
Garner admitted that regional harmonization of tax policies 
will be a challenge; but 

Honduras many opportunities 

take advantage of them. 


Fiscal Pacts: Great Idea; Shame They Don\'t Work 


16. The final speaker of the day 

National Center for Economic Research (CIEN) of Guatemala 
outlined the nature and challenges of the much-touted 

Vfiscal pact.\" A fiscal pact is Wa national agreement on the 
amount 

its designated functions.V It comprises several elements: 

a fiscal balance requirement (no spending beyond earnings); 
sufficient government revenues to carry out government 
activities; efficient and transparent tax administration; 
prioritized spending; controls on public debt (not to be 

used as a substitute for revenue); responsible management of 
public goods; accountability and social auditing; and fiscal 
decentralization. 


17. Unfortunately 

pact has failed. After tracing the causes of this failure 
Maul extracted the following lessons-learned from the 
experience. First 

are two very different things. If goals are not met 
responsible 

compliance? Second 

everything ends up accomplishing nothing. Third 
taxes is a sovereign exercise 
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consensus is required. (Or 

reason they are called \"impuestos\" -- making a pun with the 
Spanish word 

\"that which is imposed.\") Fourth 

elected representative of the people 

responsibility cannot be arrogated by other groups. By what 
authority does an NGO claim the right to veto a 
Congressional act? Finally 

any part of society 

fail 

refuse to comply. Atthe end of the day 

economists must remember that no matter how beautiful or 
well-proven the theory 

decision 

not the same as implementing one. 
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Heraldo\" ran an op-ed by Juan Carlos Elvir 

Rosa de Copan 

\"There is no doubt that the subject of the moment is the 
external debt relief which creates a lot of expectations 
about our future; also a matter of concern is where those 
resources should go to help those sectors in the country 
most in need. Now more than ever 

resources are becoming serious obstacles for any action in 
the fight against poverty.\" 


\"In reality 

structural reform 

with a clear vision 

moment. There should be a democracy that integrates 
really should be 

population. For this integrated democracy the best strategy 
should be a decentralization of power so that a new state- 
society relationship should be established.\" 


\"Since 1995 Santa Rosa de Copan has been managing a citizen 
participation process. This is a clear sign that in the 

country local democracy has gone farther and accomplished 
more than the central government will be willing to 

recognize. We have to conclude that this sustainable process 
can only be achieved if civil society has enough power." 

\"To put into practice real citizen participation there 

should be enough freedom to accomplish the maturity required 
from civil society to consolidate this process successfully. 

It is also fundamental to know where are we going and what 
we wish to accomplish. A way to avoid a deviation in our 

path is to plan and establish indicators that will show us 

the correct way to go." 
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V'Today more than ever we 

of this country 

alternatives to develop the country and that one alternative 
is to promote a responsible decentralization and guarantee 
transparency in resource management.\" 
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society" which was limiting his options. He said he was 
still awaiting technical details of VenezuelaYs newest 
proposal 

commitments. End Summary. 


Widespread Conspiracy 


2. (C) Palacio called Charge and ADCM in on the morning of 
August 22 to discuss the protests in the oil-producing 
regions of Sucumbios and Orellana and their economic 
implications. He began by expressing his frustration with 
GOE military intelligence 

concluded that \"the highly organized protests had appeared 
out of nothing.\" He said the quality of the intelligence he 
was getting since changing Ministers of Defense last week 
Vhad changed instantly!" for the better. It was clear that 

the protests were the result of a \"widespread conspiracy 
including former President of Ecuador Gutierrez. As a 
result 

out of the question 


Fiscal Crunch Time Coming 


3. (C) Ecuador would need the help of the U.S. 

said. Ecuador had large debt payments due in October (more 
than $200 million 

were estimated at more than $400 million. It was not clear 
how Ecuador could meet all its obligations. What would be 
the attitude of the international financial institutions 

(IFls)? Could the USG help? ADCM noted that the IFIs want 
to help. Ecuador 

commitments to them regarding the fiscal policies to be 
implemented. An IMF team arrived in Ecuador today and will 
meet with Palacio on Thursday. He is keen to leave them with 
a good impression and wanted to meet with them personally to 
be sure they hear the right message. 


Cuban Boondoggle 
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4. (C) Palacio explained a convoluted decision-making 
process which resulted in four GOE delegates to the Cuban 
medical school graduation over the weekend. He said that he 
had initially decided on FM Parra and Minister of Health 
Wellington Sandoval. However 

he realized the two were both from the left side of his 

cabinet. He decided to add Secretary of Production Joaquin 
Zevallos to balance the delegation politically. He then 

noted that the Vice President seemed to be sullen and feeling 
left out 


Venezuelan Solution 


5. (C) Finally 

proposal to loan Ecuador the oil necessary to keep Ecuador\'s 
oil exports at their pre-protest level. He expressed 
exasperation with ministers \"who seem to have formed а 
Friends of Venezuela Club?" MFA Parra 

and \"maybe\" MinFin Barreiro. He said Chavez had called on 
Saturday to make the offer. \"! could hardly reject it 

seems so generous." Shortly thereafter 

crow about the \"great deal he had negotiated with Chavez. V 
He had said he had already called MinFin Barriero 

excited by the news. Palacio said he scolded Parra for 
taking the news elsewhere before informing the president. 

V Don't forget 

expressed confidence in the newly installed Petroecuador 
president 

He was clearly aware of the political implications of 
accepting the Chavez offer 

factoring that into his deliberations. In the end 

he would have to see the details of the Venezuela offer to 
decide whether to accept it 

Comment 


6. (C) This meeting confirmed previous conclusions about 
Palacio: He is doing his best 

deal with the very difficult hand he has been dealt. His 
request for our help with the IFIs and its juxtaposition 

against the Venezuelan offer is transparently designed to 
convince us to raise Chavez\'s bet. That said 

a commitment by the GOE to pursue responsible fiscal policy 
IFI financing might be forthcoming again. Balanced against a 
Chavez offer which is almost certainly not the 
interest-free-loan-of-hundreds-of-millions-of -dollars it is 
being portrayed as 

responsible economic policy. Even responsible policy will 

not be enough if the GOE cannot find a way to dampen 
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expectations which have been fueled by its own irresponsible 
talk and $60 oil. 
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approach 

alternative to a Labour Government that often targets its 
interventionist social and economic policies to specific 

sectors of society. By portraying the Government as arrogant 
and out of touch with the interests of ordinary voters 

National\'s message is especially designed to woo working and 
middle-class Kiwis who might otherwise vote Labour. 


4. (C) National\'s spike in the polls in May 

string of embarrassing revelations of Government 
mismanagement and public discontent over Finance Minister 
Cullen\'s budget 

response 

to destroy public services in order to benefit wealthier New 
Zealanders. The Government has recently begun to announce a 
string of spending initiatives designed to benefit many 

voters who might be attracted to National\'s platform. This 
has put more pressure on National to deliver a tax cut plan 
that will appeal to the majority of voters without appearing 

to cut health 


5. (C) Despite considerable pressure from the media and the 
Government 

its chest until August 22 

campaigning. It did so largely in an attempt to prevent 

Labour from copying those ideas which would win support in 
the polls. National also wanted to avoid the mistakes of the 
last election 

virtually up until Election Day 

the anticipation surrounding National\'s delayed announcement 
allowed the Government and media to narrow the issues of the 
campaign. What should be a race about the proper role of 
government has instead largely boiled down to one issue: 
taxes. Should significant numbers of voters not favor its 

plan 


6. (C) The delayed announcement of the tax cut plan has also 
confirmed some voters\' view of National as sneaky and having 
a hidden agenda. Labour has worked to raise similar 
questions in the minds of voters by questioning NationalVs 
relationship with the United States and its true intentions 
regarding New Zealand 


7. (C) Ironically 
favorably disposed than Labour toward the United States 
all members of the Party share their leadersY desire for a 
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review of New Zealand\'s nuclear policy. Some 
generally like us 

addition 

in the United States\' pocket will constrain its ability to 
argue publicly for a re-evaluation of the relationship even 
if elected to power. End Summary. 


8. (SBU) Since rising to leadership in October 2003 

has moved the National Party further to the political right 
than it was under his predecessor 

economic side 

free market policies such as lower tax rates for both 
individuals and businesses 

and flexible labor markets. On social issues 

emphasizes the importance of supporting traditional families 
with policies that let them make their own decisions. 


9. (C) As in other countries 

New Zealand\'s elections. In recent years 

have voted for whomever they perceive offers the best 
prospect for personal financial prosperity. Seizing on this 

as a challenge that only the center-right can meet 
National\'s campaign focuses heavily on economic issues. 
Although earlier in the year Nationals\' foreign affairs 
spokesman Lockwood Smith had told us New Zealand\'s five-year 
economic expansion would hurt NationalVs election bid 
signs of an imminent slowdown will have put a spring in the 
Party\'s step. National also points to BrashVs long-term 
experience as New Zealand\'s central banker as proof of the 
party\'s financial capability. 

10. (SBU) National 

necessary if New Zealand is to achieve first-world levels of 
health care and education - is largely similar to that 
espoused by the Labour Government. But National argues 
Labour\'s economic redistribution policies are inefficient 
overly reliant on state involvement and light on personal 
responsibility. Instead 

greater individual freedom and fiscal responsibility through 
tax cuts on personal and corporate income. It has also 
called for welfare reform and reduced government bureaucracy 
in education and other areas-. National has also introduced 
proposals such as tax credits for childcare that it argues 

will maximize parents" choices instead of forcing them to 
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rely on state programs. 


11. (SBU) A recent poll shows 62 percent of people believe 
they are paying too much tax. National is betting that tax 
reform will prove to be the defining issue of the election 

and believes that it can work this sense of public 
dissatisfaction to its advantage. It is confident that this 

will resonate with the electorate more than the targeted 
spending packages that Labour has favored. Widespread pubic 
disaffection for Labour 

hefty surplus - provided only limited tax relief beginning in 
three years -- seemed to vindicate National\'s reading of the 
public mood. 


12. (SBU) National avoided announcing the details of its much 
anticipated tax plan until August 22 

having Labour steal its thunder. (It didn\'t entirely work: 
recognizing its vulnerability on the tax issue 

announced on August 19 its own targeted plan -- a retooled 
and expanded version of its Working for Families" 
subsidies.) The Party has pledged to cut taxes by a total of 
NZ$9.4 billion (US$6.5 billion) over the next three years. 
The first year would see decreases in personal taxes by 
lifting tax rate thresholds. (The current highest rate of 

39% kicks in for annual salaries equivalent to only $45 

US.) Corporate tax reductions would kick in during the 
second and third year of the plan 

the budget for this. 


13. (SBU) National\'s decision to put personal tax reductions 
ahead of business demonstrates how crucial lower- and 
middle-class voters are for its campaign. Sensitive also to 
Labour\'s claims that the tax cuts will mean massive 

reductions in public services 

decrease any current spending on health 

superannuation (pensions). It says it will finance the plan 
through cutting Government spending by 2% and slowing down 
the rate of future spending. 


14. (C) To some extent National has been a victim of its own 
success 

that National\'s delay in announcing the plan made the Party 
seem secretive and possibly dishonest. It has also drawn 
attention away from other aspects of National\'s policy 

that if the plan fails to excite voters National has little 

chance of winning the election. It remains to be seen 
whether National\'s plan as announced will do the trick. 
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15. (SBU) National argues that 

best international trading conditions New Zealand has enjoyed 
for many decades and despite reasonable levels of economic 
growth as a consequence 

terms 

comparative income levels as an underlying reason for the 
flight of talented New Zealanders to Australia and other 
countries 


16. (SBU) National argues that immediate tax reform would 
encourage New Zealanders to stay in the country. Lowering 
corporate taxes would also encourage more overseas investment 
in New Zealand 

levels and the sense that the most talented of New Zealanders 
are more inclined to leave the country rather than stay - 

resonate with voters. But National\'s confidence that it could 
appeal to New Zealand\'s ever increasing educated middle class 
with this approach took a beating when the Government 
announced it would abolish interest on student loans. 


17. (SBU) Following Brash 

Club at Orewa in early 2004 

Maori racial separatism in New Zealand 

received the biggest one-off gain 

of New Zealand 

sentiments expressed in the Orewa speech differed little from 
established National Party views 

support the Party received after delivery 

of timing and effective spin 

emphasis in Labour\'s policy agenda. The themes of the Orewa 
speech continue to resonate with many New Zealanders 
particularly the middle class 

component of its claims that it is the only Party 

representing \"mainstream New Zealanders.\" One of National\'s 
most popular billboard is a picture of Helen Clark underneath 
the word \"Iwi\" (the Maori word for tribe) alongside one of 
Don Brash underneath the word \"Kiwi.\" 

18. (SBU) Overall 

continues to be 

Maori claim settlements stemming from the 1840 Treaty of 
Waitangi. National says it will set a deadline of 2010 to 

settle all claims. It has also taken a resolute line against 
consultation with Maori on resource management issues 
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program it can plausibly call race-based 

settlements and official deference to Maori spiritual and 
cultural values. 


19. (C) Foreign relations rarely command center stage in a 
general election campaign. But Labour is determined to take 
advantage of National 

New Zealand\'s 1987 legislation that bans nuclear-powered and 
nuclear-propelled ships from its harbors (reftels). National 
has done a relatively poor job of deflecting these charges. 

By simply repeating that it does not have plans to change the 
law and would not do so absent a referendum 

begged the question of why it would even call for such a 
vote. This has made it easier for Labour to convince voters 
that National has a hidden agenda. 


20. (C) National is publicly committed to multilateralism 

but it places greater preference on New Zealand\'s 
relationships with traditional allies - the United States 

the United Kingdom and Australia -- than does Labour. 
National maintains that these traditional alliances 

especially with the United States and Australia 

unnecessarily deteriorated under the present Labour 
Government 

National is mindful 

that has seized many New Zealanders. Party officials have 
quietly told us that they seek to address this 

equally honest that to do so will be very difficult. ItVs 

worth noting that even Party stalwarts such as former PM Jim 
Bolger would not want to see New Zealand totally remove its 
nuclear policy. (NB: We will report septel on the campaignVs 
implications for U.S. foreign and defense interests.) 


21. (C) National has been very critical of the GovernmentVs 
spending on military capability. However 

committed to any defense spending above the GovernmentVs 
recently pledged $4.6 billion Defence Sustainability 

initiative. National recognizes that the military cannot 

absorb anything more than this over the shorter term. The 
Party\'s strategists also realize that the Party is vulnerable 

on defense issues: Labour has made a lot of hay during the 
campaign trumpeting the fact that Don Brash indicated some 
months ago that he would have sent troops to Iraq. 
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22. (U) Dr. Don Brash served as New Zealand 

for 14 years (1988 - 2002). After studying at the University 

of Canterbury 

National University in 1966. He was an economist at the World 
Bank for five years 

for 10 years 

Authority from 1982-1986 and managing director of the Trust 
Bank Group from 1986-1988. Brash became leader of the 
National party in October 2003 following an internal coup 
that toppled former leader Bill English. Since becoming 
Leader of the Opposition 

upswing of public support with party membership doubling 
under his leadership. 


23. (C) Although most Kiwi politicians believe the 
anti-nuclear law is a third-rail issue 

greatly affect the election outcome. Even if National were 
believed to be planning to repeal the nuclear-powered-vessels 
part of the law 

support of swing voters. Potential National voters are far 
more likely to be drawn to the Party because of their 
concerns over the size and role of the state - doubts about 
the government\'s managerial competence; political 
correctness/Treaty of Waitangi issues 

and spending patterns. 


24. (C) In addition to the tax issue 

fortunes of National will increasingly be tied to how the 

country responds to Brash as a possible prime minister. As 
the election becomes increasingly presidential in style and 
substance 

between him and the Prime Minister as leaders. This may be a 
problem for National. According to National Party strategist 
Peter Keenan (protect) 

political experience as both his greatest asset and 
vulnerability. 


25. (C) Clark is a tested leader who is widely considered as 
capable and experienced. Although she is not widely seen as 
likable 

in polls asking voters to name their V'preferred Prime 
Minister" Cerebral and awkward 
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and -- as three recent debates have proven -- is not as 
comfortable on the stump as his opponent Clark. On the other 
hand 

Brash does not carry the sort of obvious political baggage 

that the highly experienced Clark carries after her many 

years as a politician. New Zealanders are conventionally wary 
of career politicians 

the end. End comment. 
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(SAFE) 

of State\'s Bureau of Diplomatic Security that the employee 
has undergone equivalent security training. The contact 
for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for 
any traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates 
the threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat 
mail have occasionally targeted U.S. diplomatic missions 

in New Zealand. In response to U.S. policies and actions 
various groups in New Zealand have demonstrated 
occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
small and are peacefully conducted. During these 
demonstrations 

services normally provide adequate protection to the 
Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium threat crime 
environment. As such 

experienced an increase in violent and petty crimes 
they are usually non-confrontational in nature. However 
home invasion robberies and assaults 

becoming more frequent. Burglaries and thefts occur 
countrywide but primarily in the large cities of Auckland 
Christchurch and Wellington 

especially aware that street crime 

pickpockets 

Common sense precautions should be taken 
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night 


e. (SBU) Generally 

significant role in the world drug situation; however 

evidence indicates that New Zealand has been utilized as a 
transit point for shipments of Ecstasy 

to Australia. The most abused drugs in New Zealand are 
locally produced methamphetamine and cannabis. There have 
been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally 

safe at all times of the day; however 

should use common sense precautions so as not to become a 
target of opportunity. 


9. (U) The traffic situation in Auckland can be difficult 
with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however 
during rush hour moderate delays can be expected. 
Visitors are advised that traffic drives on the left-hand 
side of the road. Visitors are advised that traffic 
accidents are common and that it is safe to pull over so 
that police may take an accident report. However 
visitors who experience hostility or anti-American 
sentiment should depart the scene immediately and notify 
the RSO. 


h. (SBU) Travelers intending to bring and use any USG 
provided electronic or photographic equipment must contact 
the RSO prior to introducing that equipment into the 
Chancery. Personal electronic or photographic equipment 
is not permitted in the Chancery. Only in severely 

limited cases will a notebook or laptop computer be 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular telephones 
and to securely safeguard classified or sensitive 
information at the Chancery and not at hotels or 
residences. 


j. (U) Visitors should also be aware of the State 
DepartmentVs Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements 

http://travel.state.gov 


k. (U) In essence 
appropriate caution and be alert to their surroundings 
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with regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000 
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due to the recent fall in PK share prices over recent PK 

legal troubles with the GOK. Dvorak resisted suggesting that 
the Chinese had overpaid for PK 

acquiring an intact company 

Furthermore 

particular value to the Chinese 

Atasu-Alashankou pipeline (reftel). 


4. (C) Less clear to Dvorak was whether the GOK supported the 
sale -- something which would be known from the GOK\'s public 
statements in the coming days. Nor did Dvorak exclude the 
possibility that the company would be split up 

Turgai assets going to Lukoil 

Kumkol remaining with the Chinese. (Note: Respected trade 
journal Argus Energy Consultants reported such a deal two 
weeks ago 


5. (C) Dvorak added that a successful sale might cause his 
legal problems to abate. GOK opposition 

could make his problems worse. (Note: in 2003 the 
Kazakhstani Agency for Regulation of Monopolies charged seven 
PK distribution companies with colluding to raise oil product 
prices 

against Dvorak and PK VP and CFO Clayton Clift for alleged 
violations of the antimonopoly law. In June 2005 

executive 

Villegal entrepreneurship\" for allegedly violating the terms 

of a PK drilling permit. Details on Herrmanvs trial septel. 

PK has also been hard-hit by GOK enforcement of anti-flaring 
regulations 

20 percent. End Note.) 


6. (C) If the GOK does not approve of the deal 

invoke the December 2004 preemption law to block the sale. 
While PK\'s lawyers -- and many others -- believe the 
preemption law would not apply 

privately that it does and could be enacted in any deal 
wherein a controlling interest is purchased on the open 
market in a third country. 


7. (C) Comment: The sale of PK to the Chinese makes sense on 
a number of levels. First 


happy 
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Kashagan. A KMG source told us that the Chinese had demanded 
an offshore bloc in return for supporting a GOK scheme to 

build a natural gas pipeline across Kazakhstan from West to 

East. While not offshore 


Chinese happy and secure support for the gas pipeline. 

Second 

located to supply the Chinese pipeline. The wild-card here 

is Russia. The GOK has supported Lukoil in the Russian 
companys dirty fight with PK over the Turgai joint-venture. 

If the PK-CNPC deal was done without the GOKVs blessing and 
turns out to harm LukoilVs interests 

continue. If 

with the Chinese ahead of time 

ASQUINO 
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its front page August 20 that read: V'A former U.S. 
official urges Asia to join hands in deterring 

Beijing.\" The sub-headline added: \"[Peter] Brookes 
said the series of military drills by China 

the United States 

regional security. [He warns Asian countries] not to 
let Taiwan become the fuse of a third world war.\" The 
newspaper also devoted almost a half of its front page 
that day to wire service stories on the China-Russia 
military drills. The pro-unification \"United Daily 
News\" August 22 devoted its page 14 to wire service 
stories on the military drill. One of the news stories 

on the page was topped with the headline: \"Taiwan 
official: Beijing has reached its aim of joining hands 
with Russia in restraining the United States.\" The sub- 
headline said: V'Chinese military uses [the military 
drills] to open door to and absorb experience of other 
country\'s military. [The drills] have attracted global 
attention and their long-term effect cannot be 
overlooked. V" 


2. In terms of editorials and commentaries 

newspapers focused on the challenges new KMT Chairman 
Ma Ying-jeou faces and the future development of the 
KMT. V'United Daily News!" ran an editorial on the China- 
Russia joint military exercises that focused on 

historical cycles and the military drills; the 

editorial stated that Beijing has paid a high price in 

joining hands with Russia in an attempt to restrain the 
United States and Japan and thereby daunt Taiwan 
independence. Taiwan Think TankVs Director for Foreign 
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Policy Studies Lai I-chung 

piece іп the pro-independence \"Taiwan Daily" that the 
joint military exercises made China and Russia appear 
to be united 

heart. Hung Mao-hsiung 

the Taiwan International Studies Association 

an op-ed piece in the limited-circulation 

independence 

political significance of the joint military drills 

between China and Russia outweighs its military value. 
End summary. 


A) “Тһе Bizarreness of Historical Cycles as Viewed from 
the China-Russia Joint Military Exercises V 


The pro-unification United Daily News!" [circulation: 
400 


V. The joint Sino-Russian military exercises are also 
based on the thinking [as employed in ChinaYs modern 
history] of "playing off one foreign power against 
another 

is no less than what it did during the Ching Dynasty. 
Based on Beijing\'s agreements . with Russia 

that China has agreed to let go and give to Russia is 
about 30 times as large as the land of Taiwan. If 
China just wants to join hands with Russia to restrain 
the United States and Japan in order to daunt Taiwan 
independence 


\"Taiwan is in reality playing the same trick. In order 
to join hands with the United States to resist Beijing 
Taiwan 

and unprecedented low trade surplus 

raise its national defense budget to three percent of 
the government\'s GDP. In order not to offend Japan 
[the Taiwan government] also "put aside for the time 
being\' its most discussed and adored "sovereignty 
issue. For Taiwan 

[from beneath] the giant shadow of "China 

price is unbearably heavy. .\" 


B) \"Joint Sino-Russia Military Exercises Appear United 
Outwardly But Divided at Heart" 


Lai I-chung 
Policy Studies 
Daily" [circulation: 100 


Y. If one wants to analyze why China and Russia want to 
jointly start such military drills 
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reasonable answer will be that China wants to use this 
military exercise to make a show of its force to the 
"U.S.-Japan security alliance. Russia 

hand 

strategic pressure it encounters in East Europe and 
Central Asia. . 


\"The "Shanghai Cooperation Organization\' (SCO) is the 
first that will be impacted by the China-Russia 

military exercise because both nations are the two main 
leaders of this organization. After the two nations 

have started to conduct joint military exercises 

size of the drills may expand to include other member 
countries of the organization 

on other pro-U.S. member countries (such as 
Tadzhikistan and Kyrgyzatan) and observer (such as 
India) 

States. Once SCO has successfully driven out the U.S. 
force 

include the Caucasus in an attempt to restrain Georgia 
Chechnya 

influence. . As a result 

SCO following the joint Sino-Russia military drill is 

thus worth observation. 


V'The situation on the Korean peninsula will be the next 
[that is worth observation]. Since both China and 
Russia are participants of the Six Party Talks as well 

as standing members of the UN Security Council 

joint Sino-Russia military drill will not only attempt 

to place pressure on the 'U.S.-Japan allianceV but will 
also seek to form a new alliance among the participants 
of the Six Party Talks. China has already [succeeded 
in] maintaining a close relationship with South Korea. 

If it could create a new cooperative relationship with 
Russia following the joint military exercise and apply 

it on the Korean peninsula 

confrontational situation between the " China-Russia- 
Seoul-Pyongyang\' [force] and the "U.S.-Japan allianceV 
once the fourth round of Six Party Talks is resumed. .\" 


C) How Will Joint War Games Affect Security? V" 


Hung Mao-hsiung 

Taiwan International Studies Association 
the pro-independence 

[circulation: 30 


V. Above all else 
exercise] is a breakthrough in the policies of both 
nations 
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the military forces of a non-allied nation. The 
significance of this action is threefold. 


\"First 

their mutual suspicions. Extensive negotiations have 
finally resolved disputes over the thousands of 
kilometers of land border between the two nations 
they are now moving toward building mutual trust and 
becoming continental allies. 


\"Second 

exercise and the insistence by both sides that it is 

not directed at any third nation 

political significance of the exercises outweighs the 
military values. Third 

War in the Asia-Pacific has been heightened. Following 
the regular US-Japanese and US-South Korean military 
drills 

sea rescue exercises with the UK 

It is now embarking on large-scale military exercises 
with Russia. This new Cold War is sometimes obvious 
and sometimes hidden. . 


\"What impact will the exercises have on Asia-Pacific 
security? ChinaVs 'hegemonic\' rising has become a key 
threat to security in the Asia-Pacific region. The 

decision on the location of the exercises came after a 
disagreement with Russia over Beijing\'s initial desire 

for the exercises to take place further south 

Taiwan - over which it hopes to gain control 

if necessary. 


\"At least Russia recognizes the sensitivity of the 
situation 

the face of the designation of the Taiwan Strait as a 
"common strategic objectiveW by the US-Japan Security 
Consultative Committee. Nor does it wish to cause 
undue anxiety for Taiwan." 


PAAL 
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hardcore members of the political-Islam National View (Milli 
Gorus) movement and corruption remains a problem. 


5. (C) Saadet received only 2.5 percent of the vote in the 
November 2002 election and it does not control any seats in 
the parliament 

numbers would suggest. Saadet sits on governing AKP 
Islamist flank 
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Saadet 

for example 

removing headscarf restrictions. Newspapers and some 
contacts routinely speculate that 20-50 AKP MPs will leave 
the party and join Saadet; but despite defections to 
center-right parties 

However 

Islamist voters 

supporters could indeed jump to Saadet. 


6. (C) Although Kutan is loyal to Erbakan 

ineffectual and there are rumors that he may be replaced this 
fall at the Saadet Party convention. If ErbakanVs legal 

troubles bar him from the chairmanship 

other candidates will vie for the job. Numan Kurtulus 

former Istanbul Fazilet Party chairman 

candidate. He is popular with party adherents 

be loyal enough in Erbakan\'s eyes to merit the chairmanship. 
Another possible candidate is Mete Gundogan 

economics advisor. Gundogan is also close to Oguzhan 

Asilturk 

members of the party. Former Justice Minister Sevket Kazan 

is another candidate mentioned. He is seen as a 

representative of the party 

Mustafa Ozkafa and former State Ministers Teoman Riza Guneri 
and Ahmet Demircan are also mentioned as possible candidates 
to replace Kutan. 


7. (C) POLOFFs met with Temel Karamollaoglu 

President for International Affairs. Karamollaoglu 

married to an English woman who converted to Islam 
controversial figure. He was the mayor of Sivas in July 1993 
when a Sunni mob started a fire at a hotel where Alevi 
(heterodox Muslims) organizations were holding a meeting. 
Thirty-seven people died in the fire. Karamollaoglu was 
captured on television several hours before the incident 

inciting the mob with anti-Alevi rhetoric. He later became a 
member of parliament and was never prosecuted for his actions. 


8. (C) Karamollaoglu 
the strange mixture of left-wing and Islamic rhetoric common 
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in Saadet. He said Saadet is the party of the National View 
(Milli Gorus) movement. He claimed that they are not racist 
but defenders of human rights 

peace. He lamented the unfair distribution of wealth within 
Turkey and 

criticized the fact that girls are being denied the right of 
education due to Turkey\'s requirement that university 
students not wear headscarves. 


9. (C) Saadet Party is not anti-American 

to claim 

Administration. Karamollaoglu doesn't like the phrase \"war 
on terror 

word for a war against Muslims. He also claimed that 
President Bush equates terror with Al Qaida and Al Qaida with 
Islam. He believes that Secretary of State Rice has decreed 
that the borders of the Middle East must change as part of 

the Broader Middle East Initiative. He is 

suspicious of the official US description of the events 
surrounding 9-11 and told POLOFFs that he suspects Muslims 
had nothing to do with the attacks. 


10. (C) Comment. Karamollaoglu is an anti-American religious 
bigot 

American wealth and power are rooted in selfish exploitation 
and militarism. He also concludes that President Bush speaks 
in code words 

Milli Gorus leaders --- including all Saadet Party members 

and many members of the governing Justice and Development 
Party (AKP) --- communicate with their followers. End 
Comment. 
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wrapped around the head and neck 

Islam-influenced women such as the PM\'s wife 

The turban is different than the traditional headscarf worn 

by many traditional and pious women. The turban is an 
indication that the wearer supports political Islam. End 
Comment.) In a Матак meeting with male PolOff present 
but three of twelve women wore a turban. Later when only a 
female PolOff met with the group 

a turban. (Comment: We suspect that AK Partys male 
leadership \"prefers/encourages\" the womens groups to \"elect\" 
uncovered chairwomen in order to create the image to 
outsiders that AK Party is a secular 

End Comment.) 


4. (C) The AK Party's Women\'s Auxiliary 
National Director Selma Kavaf 
promoting women in politics. Kavaf also says the group does 
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not want to be merely a fixture 

the party. She claims forty-six percent of the groupVs 
membership has some sort of post-high school degree or 
certificate and brazenly asserts that thirty-three percent of 

all Turkish women has an undergraduate degree. (Note: The 
rate is actually 10.6 percent 

statistics. End Note.) 


5. (C) Because most Auxiliary members are new to politics 
the Auxiliary conducts informative workshops on such issues 
as how politics work 

economics 

and how to take minutes. Kavaf says that politics is not the 
only thing that people need to learn. She advocates more 
religious training country-wide because people V'mistakenly 
blame religion (Islam) for lots of things." 


6. (C) The AK Party is against instituting a quota system 

for female parliamentarians. Kavaf 

arguing that if there was a quota 

elected to satisfy the numbers. (Comment: In Turkey 

rare exception 

appointed by the party leadership 

primaries. The party could adopt a gender quota for 
leadership positions (like the U.S. Republican and Democratic 
National Committees) or parliamentary candidate lists 

does not. End Comment.) 


7.(C) The AK Party 

predecessor 

Necmettin Erbakan 

out and garner the grassroots votes. Ankara\'s Mamak and 
Altindag neighborhoods are the poorest areas in the city. 
Women from both district AK Party Auxiliaries comb the 
neighborhoods looking for people and families who are in need 
of help and then providing that help 

employment 

children for school (such as buying clothes and school 
supplies 

in the winter months 


8. (C) The AK Party women also support social activities. 
Mamak Auxiliary President Nagehan Muyan said that she had 
decided that this year either she or someone on her staff 
would attend all the weddings in Mamak. Leyla Arik 
President of the Altindag group 

picnic at a local park--the group was securing bus service to 
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and from the park for women and children from the 
neighborhood. She indicated that this was not the first and 
would not be the last function the Auxiliary plans. 


9. (C) Realizing the importance of education 

Mamak and Altindag Auxiliaries provide access for local women 
to literacy and child-rearing courses. There is great 

interest and high demand for the courses 

Mayor Gazi Sahin has even attended the child-rearing course 
and took great delight in explaining to us how to diaper a 

baby. 


10. (C) Behind (or above) this grassroots machine is usually 
a male foreman 

Chairman. Though these chairmen seem to be supportive of the 
WomenWs Auxiliary 

meeting with the Women\'s Groups in Mamak 

Altindag 

meetings (even sitting in on the Cubuk meeting) 

comments by Sub-Provincial Chairmen in each district to us. 
PolOff has tried several times to meet with Ankara\'s 
Yenimahalle WomenVs Auxiliary. One meeting was canceled 
because we had not seen the higher-ups yet. Requests for 
subsequent meetings were put off until just recently after 
Yenimahalle\'s AK Party Sub-Provincial Chairman 

Balaban 

is further evidence that the men in AK Party have the real 
control over the Women\'s Auxiliaries. 


11. (C) We have been struck by the absolute reverence of 

the party members for PM Erdogan. More than several asserted 
that the PM regards women very highly. Nagehan Muyan claimed 
the success of the AK Party comes from the top down. 
Seemingly star-struck Muyan gushed that PM Erdogan favors the 
Mamak district because he always comes there for the first 
breaking of the fast (iftar) during Ramadan. Nurdan Sanli 

the Ankara Provincial President 

members were positively giddy as they tried to assert to us 

how the PM respects them and all women. (Note: Selma Kavaf 
has made the same assertion in every meeting with us.) 


12. (C) The reason for this adoration of Erdogan is 

two-fold. First 

athletic (a former minor league soccer player): the epitome 
of Prince Charming in the minds of many women of Anatolian 
roots. Second 

Vfamily values V" and \"clean\" (AK) government 
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delivered tangible policy benefits to women. For example 

the AK government has mandated that welfare payments be paid 
directly to mothers 

himself has publicly accused of sometimes squandering the 
money in coffeehouses. 


13. (C) Selma Kavaf was re-elected as National Director of 
the AK Party Women\'s Branch at the AK Party Women\'s 
Convention in early May. She asserts that 25 

attended the convention 

Although not a founding member of her party 

a \"believer\" and touts the party verbiage. 


14. (C) Kavaf hails from the southwestern city of Denizli 
known for its more Aegean (Western) orientation and proximity 
to the calcified pools of Pamukkale 

destination. She is a former \"Turkology\" teacher (Comment: 
A term Turkish language and literature teachers use. End 
Comment) 

she was not forthcoming in personal details. She did 
acknowledge 

candidates for the November 2002 election 

the list of candidates from her district to win a 

parliamentarian seat. (Comment: She ran in Denizli 
Province 

Party men won four seats and CHP men won three. This means 
that not a single woman was on the top half of AK Party\'s 

list in Denizli. End Comment.) Mixing a dull bureaucratic 
style with a certain admonitory manner 

modest appearance 

wear a turban. Several contacts assert that Selma Kavaf is 
only the chairman of the Women\'s Auxiliary by virtue of her 
bare head. Sema Ramazanoglu 

the real brains behind the operations 

wants the Women\'s Auxiliary to put on a \"good face\" for 
secularists and Westerners 


15. (C) When we visited Sivas last fall 

the acting chairwoman of the AK Party Women\'s Auxiliary for 
the Sivas Province. She is an intelligent 

ambitious young woman in her early twenties. She has long 
dark hair which she does not cover and wears stylish western 
clothing. She had recently graduated from law school 

but--as with many college graduates--had been unable to find 
a job that fully utilized her talents. Her brother 

is the chairman of the Sivas Provincial AK Party and she 
appeared to owe her position to his influence. She was 
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polite and tried to sound modern 

successful in hiding her anger with U.S. foreign policy. 

Despite her western appearance 

anti-American prejudices and conspiracy theories that we hear 
all too often from AK Party members. (Comment: It should be 
noted that this meeting took place during the height of 
anti-American sentiment in the fall of 2004 and occurred 
during the same week an American NBC television crew caught 
video of an American marine shooting a wounded Iraqi in a 
mosque in Fallujah. This NBC video received extensive 
coverage in Turkey. End Comment.) 


16. (C) Leyla Arik 

is a young 

Ankara neighborhood of Altindag. She is newly married 
having met her husband at their place of employment--a local 
grocery store. A high school grad 

well-spoken. This is her first foray into the world of 

politics. She admitted that she has a lot to learn about 
politics and the running of a political party 

that higher-ups in the Womenvs Auxiliary supported her. 
Although she is much younger than the women on the Altindag 
board 


17. (C) COMMENT: For many Turkish women 

from pious families inclined to vote AK Party 

the Women\'s Auxiliary provides a socially-acceptable 
opportunity to get out of the house 

engage in a type of work the women find morally and 
psychologically satisfying. 


18. (C) COMMENT CONTINUED: The AK Party Women\'s Auxiliary 
officers and regular members are happy to be working for the 

AK Party. For most of the women 

experience working in/for a political party. All the women 

we talked to feel they are making a difference in their 

districts. The women have convinced themselves that PM 
Erdogan realizes their importance and actually listens to 

them. Whether PM Erdogan (or any other man in AK Party) does 
truly acknowledge and value these women or the Women\'s 
Auxiliary is a separate issue; the perception that he does is 
enough for these women. In other words 

seen evidence throughout the country that the WomenVs 
Auxiliary is being exploited by the men running the party 

the women assert they do not see it that way and they 
themselves derive social 

economic benefits from membership in the AK Party Women\'s 
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Auxiliary. The AK Party women reach out and offer palpable 
help to the voters--something we have not seen other parties 
do. As long as the benefaction continues and opposition 
parties do not wise up and implement similar door-to-door 
strategies 

votes. END COMMENT. 

MCELDOWNEY 


39009 


4. (C) Lugar handed the King the original copy of President 
Bush\'s August 15 letter to the King. The King said he was 
pleased to have Lugar in Morocco. He knew the US was 
disappointed that there had not been more progress over the 
last year or more in relations between Morocco and Algeria 
or more positive steps between the two countries. The King 
wanted to reassure the US that Morocco had been doing 
everything it could to improve relations with Algeria. The 
King related that he had traveled to Algiers in April 

extended his stay 

relationship between the two countries forward. Morocco had 
received nothing in return. In English 

felt like a beggar\" returning from Algiers. 


5. (C) Lugar encouraged the King not to give up and wondered 
whether there was not some \"small thing\" Morocco could do to 
give the relationship a boost. Lugar said he knew at one 

point the GOM had invited the Algerian PM to Morocco; he 
didn\'t know the full background 

to restart this initiative 

as exchange visits at the foreign minister level. Noting why 

he had refused in the end to attend the aborted Arab Maghreb 
Union summit in May 

the opinions and views of the Moroccan people. The Western 
Sahara means a lot to the Moroccan people 

it does not mean anything to the people of Algeria. The 
Algerian government can say whatever it wants about the 

issue 

had made very provocative comments before the AMU summit 
leaving the King no choice but to decline to participate. 


6. (C) The King continued that he had taken a number of 
steps to work with the Algerians. We asked for a secret 
envoy 

who has served this role in the past -- but it was refused. 

| made the request again 

again. Nevertheless 

Lugar told the King that in his meeting with President 
Bouteflika the previous day 

stressed that the Western Sahara was not a causus belli with 
Morocco 
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the dispute 

of referendum 

would be eligible to vote in a referendum 

principles of self-determination. Testily 

he had a suggestion for Bouteflika: Let\'s try a pilot 
referendum 

region in Algeria and see how that works. 


7. (C) In spite of these problems 

looking forward to receiving the new SRSG (turning to Fassi 

Fihri for Van Walsum\'s name). The King quipped that he 

better remember Van WalsumVs name if they were going to meet 
in September. Lugar said the Moroccans could present Van 
Walsum with a new autonomy plan for the Western Sahara. The 
King said there had not been much success with this in the 

past 

dialogue could start with the UN. 


8. (C) Sitting back 

Western Sahara conflict lies between Morocco and Algeria 
there must be efforts to improve dialogue between the two 
countries. Morocco expected a gesture from Algeria 

the many gestures Morocco had made with nothing in return. 
Nevertheless 

King for being patient. The King reiterated that public 
opinion on the Western Sahara issue really does matter in 
Morocco 

through on the AMU summit given the negative atmosphere the 
Algerians created. 


9. (C) Not responding to the idea of getting an Algerian PM 
visit on track 

possible channel to the GOA (comment: the King made no 
reference to the fact that Belkheir is apparently in line to 

be Algeria\'s next ambassador to Morocco). He said he would 
call Bouteflika and make an effort to get things started 

again. Lugar appreciated the King's commitment and 
understood that tensions between the two countries sometimes 
crescendoed at awkward times. Lugar said he understood that 
USD 3 billion in revenue was lost every year because of 

illegal trade across the closed Morocco-Algeria border 

no one but a handful of illicit traders were being helped by 
that kind of commerce. The King said that BouteflikaVs fear 

is that if we opened the border 

come to Morocco 

King concluded that the Algerians are just not ready to make 
serious progress in their relations with Morocco 

would keep trying 

appreciated US engagement in this area 

continue to be strong 

Morocco and the US. 
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FTA and MCC 


10. (C) Lugar told the King he had met with PM Jettou that 
morning (septel) and learned more about Morocco\'s proposal to 
the Millennium Challenge Corporation (MCC). While he had not 
yet seen the details of the proposal 

the work of the MCC closely and understood Morocco had a good 
proposal. Lugar said going after poverty was very important. 
Lugar hoped the US-Morocco Free Trade Agreement would remain 
on track for January 1 implementation. The King said 

everyone in Morocco was in the end very impressed with the 

FTA and happy about it. Referring to a roundtable discussion 
earlier that day in Rabat (septel) 

interesting 

opinion leaders and influential Moroccans. \"Some members of 
parliament\" (referring to the PJD\'s Lahcen Daoudi) 

said 

eyes atthe mention of the Islamist PJD. He said | must tell 

you something important. When you are talking about 

Islamists 

anti-American. Don\'t be fooled 

because they sound reasonable and seem very nice. They sound 
rational. The US should have no illusions about them 

however; they are anti-American. 


11. (C) The King said Morocco was already seeing results 
from the FTA. Spain was already making investments. The 
French were not so happy about the FTA 

acknowledged; they are not as entrepreneurial. The Spanish 
are interested in taking advantage of the FTA. 


Med Dialogue 


12. (C) Senator Lugar told the King he was pleased General 
Jones could join him on this important mission to Morocco and 
turned the floor over to the General. General Jones thanked 

the King for the meeting. He noted the importance of NATO 
activities in the region and welcomed the strong military 
cooperation between the US and Morocco. He hoped to see Med 
Dialogue strengthened in the future and encouraged Morocco\'s 
increased participation. 


13. (C) The King closed by saying he hoped he would see 
President Bush before long 

since last summer. The 50th anniversary of Moroccan 
independence was coming up in 2006 

already planning commemorative events. As a result 
would probably not be able to see President Bush this year 
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but he hoped it would not be too long. Lugar thanked the 

King again for his hospitality and the many arrangements made 
to make his mission to Morocco a success. 


14. (C) Senator Lugar did not have a chance to clear this 
cable before departing post. 


RILEY 


39010 

Counselor Jenny Yang 

will attend the August 25 meeting called by WTO Secretary 
General Supachai to discuss the potential trade implications 
of the CDC. 


2. Dai informed AIT that Chinese Taipei is currently 
preparing a letter to SG Supachai listing its three major 
concerns with the CDC provisions. First 

believes the scope of the Convention is too broad and is 
ill-defined. This lack of clear definition could be 
interpreted to allow an economy to claim virtually any good 
or service has cultural significance. Second 

would seem to allow for trade distorting measures in an 
effort to protect these ill-defined cultural goods in 

violation of WTO rules. Third 

that the relationship between the CDC and WTO commitments is 
unclear 

an exception to the WTO agreement. 


3. While Chinese Taipei recognizes the importance of 

cultural diversity 

impact trade should be avoided. Chinese Taipei will support 
efforts to encourage UNESCO not to adopt this Convention 
during the General Conference in October 2005 and volunteered 
to contact its diplomatic partners who are also UNESCO 
members to urge them not to support the adoption of the CDC 
without further negotiations. 
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suspects. RAB\'s swagger and access to resources make it the 
envy of other police units. END SUMMARY 


2. (SBU) The Rapid Action Battalion (RAB) is a para-military 
police unit that was designed to address escalating popular 
uproar over violent crime 

2004 under the supervision of the Ministry of Home Affairs. 
According to a senior military officer seconded to RAB\'s 
leadership (ref a) 

from corrupt police and violent crime 

is its eventual objective. RAB\'s size and support structures 
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have grown markedly since its launch to the point that it now 
has the feel of a permanent institution 

measure 


Profile 


3. (SBU) RAB now has seven units totaling 5 

plans to create four more battalions with more than 7 

by next year. Battalions are deployed around the country 
including Dhaka 

Bangladesh National Police 

personnel. RAB is comprised of seconded from the military 
(40 percent) and the police (another 40 percent) 

remainder from other military and paramilitary bodies. RAB 
has arrested nearly 5 


4. (SBU) As RAB\'s reputation for getting results grew 

its mandate 

general internal security duties 

or VIP events; gathering intelligence on criminals and 
criminal activities; recovering illicit arms 

explosives; rescuing human trafficking victims; recovering 
narcotics; investigating major loan defaults; and 
spearheading operations against alleged Indian insurgents in 
the northeastern border areas. According to press reports 
on August 19 and 20 

responsible for selling four AK-47 rifles lost from the 
Chittagong arms haul on April 2. During the Eid-al-Adha 
holiday 

presence at the large cattle markets was credited for keeping 
away the extortionists who normally exploit peak seasons. An 
editorial in the Financial Express in June praised RAB for 
making Wall the difference in the construction sector as in 
other areas of trade and industry V" by cutting down on 
extortionists at construction sites. 


5. (C) RAB\'s distinct swagger stems from its atypically sharp 
appearance (black uniforms and bandannas) 

popularity 

(relatively) honest 

public comportment. It also has a slick website 

favored in the allocation of resources. It reportedly has 
digital tracking systems 

floated tenders and sought assistance from the U.S. and other 
countries for equipment and training 

training school and its own forensic lab. While there is no 
RAB line item in the new BDG budget 

budget quadrupled from about $6.5 million dollars to $26.9 
million dollars. 


Column 3 


6. (C) Despite fears RAB would become politicized and a blunt 
instrument against the political opposition 

allegations that RAB has gone after it that it has been 

unable to document 

criminals 

offenses. However 

politicians in both the AL and the BNP with criminals 
sometimes muddy the waters. In the context of Bangladesh\'s 
infamously corrupt and politicized police 

\"real\" criminals has further enhanced its popularity. One 
BDG minister recently told us that some of his party 
colleagues want to dismantle RAB before the caretaker 
government takes power out of fear that RAB would go after 
high-ranking government officials involved with corruption 

and other crimes. (Comment: As the minister acknowledged 
dismantling RAB is a very remote prospect.) 


The Downside 


7. (C) In the past several months 

newspapers began to report on incidents of RAB corruption and 
abuses of power. A RAB sergeant from the air force 

example 

traders 

$12 

bribery and inappropriate involvement in property disputes 

as well as robberies in Dhaka 

Brahmanbaria. In April 

critically scrutinizing RABVs record and its increasingly 

clear disdain for due process. Home Minister of State of 

Babar was prompted to warn RAB members 

fails to keep discipline 

against him." Following Babar\'s warning 

members have reportedly been internally disciplined for 
criminal and other offenses 

cross-fire killings 

Punishments included dismissal from service and imprisonment. 


8. (C) RAB\'s best known feature 

for making streets safer 

the extra-judicial execution of detainees and criminal 
suspects. The story is virtually the same every time: as a 
suspect leads RAB to an arms cache or the hideout of cohorts 
a firefight breaks out that ends up killing the suspect. In 
theory 

but every shooting thus far has been upheld as lawful. 
Through July 2005 

cross-fire phenomenon spread to the rest of the police 

is now wracking up nearly three times as many cross-fires as 
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RAB 


9. (C) The BDG\'s almost open endorsement of RAB\'s 
extra-judicial killings fostered RAB\'s aura of impunity 
which 

cases of abuse of power. In June 

in a clear case of mistaken identity 

several cases where persons with no criminal record were 
killed. In a widely publicized incident 

intervened when off-duty plainclothes RAB officers were 
beating up someone on the street after a minor traffic 
incident ended up being beat and tortured himself; only 
prompt action by an influential personal contact saved him 
from further abuse and possible cross-fire (ref b). Police 
and other law enforcement elements have threatened suspects 
with cross-fire to force them to confess or provide other 
information. 


10. (C) From RAB\'s outset 

justified cross-fires as popular and effective in bringing 
down notorious criminals. The Prime Minister 

Minister 

few of the officials who tell us RAB acts in self-defense or 
that cross-fire victims are just criminals who deserve their 
fate. Law Minister Ahmed actually told us that the rights of 
the long-suffering majority should trump the rights of a few 
criminals. Home Minister of State Babar once complained to 
the press that \"when criminals are being killed in 
encounters 

policemen get killed by them (criminals) 

human rights.\" 


11. (C) In this climate 

organizations are reluctant to take on RAB. One exception 
Ain-O-Salish Kendro 

RAB as a propagator of \"state-sponsored terrorism.\" But at 
its ceremony launching the book 

of victims of criminals killed by RAB heckled the 
proceedings. When the visiting Deputy Attorney General of 
New Jersey 

RAB and extrajudicial killings to 100 entry-level officials 

at the Bangladesh Public Administration Training Center 
audience scorned her use of the term \"extra-judicial 
killings.\" One person stated 

government has taken the decision (to give RAB a free hand) 
for the good of the nation\" and eliminate \"social 
weaknesses.\" 


Comment 
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12. (C) RAB is easily the most successful initiative of this 
BNP government 

cross-fire tap more or less at will. In March and April 

there was a dramatic drop in killings after we pressed the 
BDG hard on the issue and warned it about Leahy amendment 
implications 

during Home Minister of State Babar\'s recent visit to the 
U.S. By BNP calculations 

by ending cross-fires 

public confidence in law enforcement 

in general 

ordinary people that they should respect the concept of due 
process and consider the longer-term consequences of 
extra-judicial murder. 
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handling of the impeachment complaints.\" He added that: 
\"Nobody lost in the voting. It was a victory for the rule of 
law. It was a triumph for the Constitution. V" 


3. (U) On August 24 

the rules of the impeachment hearings. Chairman Simeon 
Datumanong vowed to reduce the list of procedural issues to 

the \"barest minimum\" in order to enable the Committee to move 
more quickly. As of late afternoon August 24 

had not reached a consensus on the central issue of which 
impeachment complaint to consider. The Justice Committee is 
scheduled to reconvene from August 30 through September 1 to 
continue debate. 


4. (C) Opposition lawmakers have gown increasingly critical 
of what they see as efforts by the Administration to 

stonewall in the Justice Committee and to avoid addressing 
the central issues in the impeachment complaints. Opposition 
members assert that it is time that the hearings reviewed 
substantive issues 

passed without discussion of any substantive issues 

one-third of the time allotted. (Note: The Justice 

Committee must give its recommendation to the House within 60 
session days of opening hearings into the impeachment 
complaint. End Note.) Ronnie Zamorra 

congressman from Manila 

was certain that Malacanang was trying to stall debate and 

by doing so 

an effort was contrary to ArroyoVs promises to allow the 
impeachment charges to be fully aired. Surigao del Norte 
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Representative Robert \"Ace\" Barbers 

conference where he endorsed the Opposition\'s impeachment 
complaint 

impeachment process due to a technicality.\" (Note: Barbers 
and at least three other representatives announced their 
support for the opposition\'s impeachment complaint on August 
23. There are different figures 

seem to have endorsed the complaint as of this time. A total 
of 79 or more House members need to endorse the complaint if 
it is going to be referred to the Senate. End Note.) 


5. (C) Opposition lawmakers 

\"Chis\" Escudero 

proceedings if the Justice Committee decides to hear only the 
original Lozano petition 

weakest complaint against the President. Furthermore 
lawmakers are threatening to \"take the issue to the streets 
and air their grievances through protests if they become 
convinced that the impeachment hearings are not going 
anywhere. In the recent meeting with Acting Pol/C 

made clear that the V'street protest" option was something the 
Opposition was seriously considering if its complaint was not 
the one selected for review by the Justice Committee. 


6. (U) Despite the setbacks in the House 

members believe they can make progress in the House on the 
impeachment charges regardless of which complaint the 
Committee ultimately decides to review. Pro-Opposition 
Congressman Allan Peter Cayetano said in an interview that he 
and his colleagues can present key allegations against Arroyo 
under the blanket charge of V'betrayal of public trust 

is an element in all three impeachment complaints. 


7. (C) The pro-Arroyo majority in the House is a 
considerable one and it seems to be holding together to a 
large extent at this point. The Opposition has shown little 
ability to pick up cross-over support 

Opposition claim that more House members support its 
impeachment complaint than have publicly admitted to doing 
so. Thus far 

for Malacanang. It is possible 

could win the battle 

it is perceived as trying to stifle debate in the House. 


Visit Embassy Manila\'s Classified SIPRNET website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 
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You can also access this site through the State DepartmentVs 
Classified SIPRNET website: 

http://www state.sgov.gov/ 
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exclusive news story on its front page that was topped 
with the headline: \"Aborigine passports are altered en 
masse. The sub-headline added: YA cross-national ring 
purchases l.D. cards from possibly ‘over a thousand\' 
aborigines [residing] in Hualien and Taitung 

to apply for passports and sells them at a high price 
to mainland Chinese being trafficked [to other 
countries]. U.S. and Canadian governments express 
concern [about this]. V 


2. In terms of editorials and commentaries 
newspapers editorialized on the GIOVs failure to 
efficiently handle the relief money collected for 

helping tsunami victims. Professor Yang Yung-ming of 
National Taiwan University commented on the China- 
Russia military exercises in an op-ed piece in the mass- 
circulation Apple Daily 

strategic intent to use military force to maintain its 
national interest and position in the region is very 
clear. An editorial in the limited-circulation 
independence 

Sino-Russia military exercises constitute an act 
inimical to peace and security in Northeast Asia and 
will inevitably intensify military competition in the 
region. End summary. 


A) \"China and Russia Want to Establish a Security 
Protection System V' 


Yang Yung-ming 

National Taiwan University 

circulation V'Apple Daily" [circulation: 570 
(8/23): 


Y. The joint Sino-Russia military exercises do not 
represent a military alliance between the two 
countries 

significances in various aspects such as weaponry 
tactics 

a single perspective cannot define the big picture as a 
whole. One thing is certain 

strategic intent to use military [force] to maintain 

its national interest and position in the region is 
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very clear. The political and military interaction and 
cooperation between China and Russia will likely enter 

a new stage in the Sino-Russia security protection 

system 

situation in East Asia will no longer be single- 

handedly controlled by the United States. These are 

the new situations that Taiwan needs to acknowledge and 
encounter.\" 


B) China Signals Ambitions in Joint War Games" 


The pro-independence 
[circulation: 20 


V. The most worrisome aspect of the exercises is that 
they constitute a major indication that China\'s 

strategy of economic opening is being transformed into 
a strategy of cross-border projection of military 

force. 


\"In contrast to Moscow\'s cautious decision to avoid the 
sensitive Taiwan Strait 

manifest its capabilities to project force not only 
eastward toward Taiwan and the East China Sea through 
simulation of blockade actions 

potential to intervene in the Central Asia region 
comprised by the five country Shanghai Cooperation 
Organization. . 


V'There can be little doubt that the decision to hold 
the joint exercises aims to display China\'s military 
muscles to neighboring countries 

Taiwan 


VIn sum 

an act inimical to peace and security in Northeast Asia 
and will inevitably intensify military competition in 

the region. 


V'The display of PRC military prowess with advanced 
offensive Russian-made weaponry also sends a sobering 
message to Taiwanese citizens and politicians about the 
necessity and urgency of upgrading our own defensive 
preparations.\" 


KEEGAN 
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Kara noted with satisfaction that Amb Bolton was now 
Vpersonally involved\" in these negotiations. On reform of 
the UNSC 
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proposal 

decisions on Council reform during the UNGA. 
MUNTER 
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religious dissident website claimed the person to be Le Van Duong 
approximately 54 years old 

Province. (Note: Tien Giang is one of the centers of Hoa Haoism 
in the Mekong Delta. End Note.) According to the website 
attempted self-immolation to protest the State\'s seizure of his 
land and home. Separately 

Le Quang Liem gave a phone interview to Radio Free Asia 

that the individual must have attempted self-immolation to protest 
VGVN oppression against religious groups." 


2. (SBU) Comment: Our local guard force remains on heightened 
alert should Duong or other Hoa Hao activists attempt self- 
immolation in front of the Consulate. We also quietly have 
briefed other foreign missions on the August 19 incident. 


3. (SBU) Comment Continued: The HCMC authoritiesV release of the 
perpetrator -- a person who they acknowledge is mentally unstable 

-- after four days in custody stands in sharp contrast to the 

continued involuntary commitment in a mental institution of 

Baptist Pastor Than Van Truong in neighboring Dong Nai Province 
(ref B). In the Truong case 

us that he poses no threat to himself 

community. End Comment. 


WINNICK 
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authorities stopped short of charging the station with 
slander. Officers also confiscated the stationVs transmitter 
(effectively closing the station down) in a search that 
lasted approximately two hours. Thai authorities also 
confiscated the station ID cards of some members of staff 
who were told they would be arrested if they continued 
broadcasting. A spokesman for the Thai Prime MinisterVs 
office defended the governments actions 

had already been warned about these violations in April and 
June. The station insists they had already adjusted their 
broadcasts to comply with the regulations. 


WARNING SIGNS LAST JUNE 


3. (SBU) 92.25 is no stranger to trouble. Its website was 
briefly shut down on June 20. Embassy contacts believed the 
station would cease being a target of government enmity after 
the departure of controversial radio host Anchalee 
Paireeraka. Ms. Anchalee 
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fierce critic of the Thaksin administration 

accused the government of corruption in her programs. She 
quit on June 23 

physically threatened and was quitting \"to save (her) life Y" 

In a July 2005 meeting 

(HRW) told Poloffs that Anchalee personally believed that she 
was the government 

would be left alone after she quit. (Reftel A) 


CRITICS RAISE CONSTITUTIONAL CONCERNS 


4. (U) As of August 22 

A Thai language statement on the station\'s website stated 
that the Government\'s actions had violated the rights of the 
people and may have violated the Thai Constitution. The 
Association of Thai Radio and Television Journalists also 
issued a statement on August 10 criticizing the raid 

asserting that the government had V'come close!" to violating 
the constitutionally guaranteed right to freedom of the 

press. Dr. Ubonrat Siriyuwasak 

Chulalongkorn University 

raid was marked the beginning of a government campaign to 
close down all of the nation\'s 2000 community radio stations. 


BANGKOK POST UNDER SUIT 


5. (U) On August 15 

of Thailand and the New Bangkok International Airport filed a 
criminal libel suit against the parent company of the Bangkok 
Post 

dailies. The legal action was in response to an August 9 
front-page story reporting the existence of severe cracks on 
the new airportVs runways and that US experts had said it 
would have to be re-built. The paper quickly admitted that 
the source for the story had clearly been wrong 

a retraction the next day 

addition to criminal and civil damages 

demanding the defendants pay for a massive series of 
advertisements in the international print and broadcast media 
publicizing the trial\'s verdict. A Thai court accepted the 
lawsuit for consideration and scheduled preliminary 
examinations for September 19. 


6. (U) In the meantime 

internal investigation into the matter 

to be announced this week. International press freedom groups 
have roundly condemned the lawsuit 

Asian Press Alliance (SEAPA) 

announcing that Vthe governments course of action is to 
harass the press. This...will have a chilling effect on press 
freedom in Thailand." The English language \"Nation\" 
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newspaper has also been highly critical of the lawsuit 
against its arch-rival 

very rare and staggering legal move." 


7. (SBU) COMMENT. The lawsuit against the Bangkok Post and 
the closures of the radio station and the website on legal 
technicalities appear to many here to be evidence of the 
RTG\'s continuing resort to use the legal system to \"punish\" 
media enterprises critical of the government. The raid on the 
radio station 

appeared gratuitous. In light of these recent developments 
some editors 

self-censor themselves to avoid incurring the wrath of the 
RTG. Though some in the government may claim \"victory\" 
rings hollow- a cowed press is hardly in the country\'s best 
interest. END COMMENT. 

BOYCE 
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mountains 

the East. Morocco\'s MCA compact proposal will create 
revenue-generating activities for vulnerable communities 
reduce poverty through human development" and ensure 
environmental sustainability. Detailed program plans -- 
including costs 

baseline data 

are still needed. While broad consultations have ostensibly 
taken place at the grass roots level 

effort must be made as the compact development process moves 
forward. Grossman and GOM officials agreed to a follow-on 
DVC in early September and an MCC team visit to Morocco in 
late September. End Summary 


A Good Start 


2. (SBU) MCC Senior Director for Francophone Africa Michael 
Grossman\'s August 15-16 visit to Morocco prompted Moroccan 
Government (GOM) officials to present a concrete 

preliminary draft proposal for accessing MCA funds. The 
\"draft proposal" was presented to Grossman 

EconCouns on August 15 jointly by a 15 person interagency 
team. The team 

comprised the Ministries of Agriculture 

Foreign Affairs 

responsible for developing Morocco\'s northern and eastern 
regions. Dr. Haya Bouhia 

educated economic advisor who previously worked at the World 
Bank 

million in MCA funds to contribute to Morocco\'s USD 925 
million rural development program. The presentation 
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thoroughly described the structure and context of the 

proposed \"integrated and comprehensivel development program 
lacked detail on specific cost figures and did not include 
identification and description of particular development 

programs and activities. Grossman commented that the draft 
proposal was Va good start 

done. 


3. (SBU) The GOM\'s USD 925 million proposed rural 
development program targets three main areas -- the Rif 
mountains in the north (USD 270 million) 

Atlas mountain ridge (USD 250 million) 

desert region toward the Algerian border (USD 400 million). 
The proposal will contribute to the new National Initiative 
for Human Development (INDH) 

on May 18 (reftel). The government\'s INDH plan 
presented to the King on August 20 (septel) 

main goals in a \"participatory approach with integrated and 
coherent planningW with thorough monitoring and result- 
orientation. The three INDH goals are: ameliorating the 
social deficit in impoverished rural and urban areas 
creating revenue generating economic activities and 
employment 

needs. Moroccan officials say the INDH and the component 
MCA program are completely consistent with the World BankVs 
new Country Assistance Strategy (CAS) for Morocco. In 
addition to improving general governance 

accelerate job creation and reduce poverty through four 
initiatives: improving competitiveness and the investment 
climate 

education system 

sanitation. 


4. (SBU) Moroccan officials explained that the MCA-funded 
component on the nation-wide INDH endeavor is an \"integrated 
rural development program" targeting Morocco\'s poorest 
provinces. MoroccoYs MCA compact proposal 

create revenue generating activities for vulnerable 
communities 

ensure environmental sustainability. The ambitious goal is 

to reduce poverty in the three areas -- dubbed the V'corridor 

of poverty" -- from 30 percent to 20 percent by 2010 
(consistent with the UN Millennium Development Goals) and to 
create 110 thousand new jobs. Twenty-five percent of 
Moroccans (about 7.3 million) live in the \"corridor of 

poverty 

GOM specifically proposed access to basic social services 

and infrastructure 

activities and employment 

finance 

sustainability as the four components of the compact 
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however 

activities or tools that might shed important light on the 
costs associated 

evaluate 

addition to the largest piece 

development component (assumed to be vocational training 
technical assistance 

million MCA proposal would include 

planting (USD 150 million) 

livestock production (USD 15 million) 

million) and sanitation (USD 100 million) 


Jettou: Programs are \"Ripe\" for Implementation 


5. (SBU) Subsequent to the presentation 

Ambassador and EconCouns met with Prime Minister Driss 
Jettou. Jettou 

Affairs Talbi 

was remarkably well briefed on the details of the Moroccan 
MCA compact presentation. The Prime Minister reviewed GOM 
efforts to bolster education 

housing 

transportation infrastructure 

Jettou explained that MCA would contribute to Morocco\'s 
endeavors in the \"corridor of poverty" to add actions and 
activities that would \"solve the social deficit.\" He 

reiterated that Morocco\'s overall MCA vision -- helping 
Morocco attain its development goals -- is drawn from King 
Mohammed VIVs May 18 human development speech (reftel). 
Grossman gave a quick overview of MCC structure and function 
and reiterated the need for a single GOM MCA contact person. 
Jettou noted that a person of stature (later revealed to be 
former Casablanca Wali and current Chief of the Agence du 
Nord Driss Benhima) had been identified to lead 
implementation of the five year MCA compact. The Prime 
Minister promised to provide Grossman the names of a small 
steering group for compact negotiations. Grossman noted 
that the next stage -- identification and refinement of 

specific project details -- was likely to be challenging. 

He also noted that the Moroccan presentation implied a 
complex and complicated plan that may take much effort to 
coordinate and manage. Jettou responded that the programs 
that make up the plan are \"well known proposals\" that are 
well-organized and \"ripe\" for implementation. These 
proposals -- on water 

rural tourism -- fit into a larger national strategy 

support FTA implementation 

ready 


6. (SBU) Grossman\'s August 16 meeting with Foreign Affairs 
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Minister-Delegate Taib Fassi Fihri was friendly and 

relatively informal. Fassi Fihri -- joined by Reda 

Oudghiri 

apologized for the GOM delay in completing an MCA 
presentation 

ideas with the King\'s INDH vision that would \"crown\" all 
efforts. Fassi Fihri told Grossman 

MCA would enable Morocco to accelerate the rhythm of the 
INDH plan while encouraging transparency 

consultation. He reiterated the dire need in the V'cooridor 

of poverty" stretching from the Rif to the Oasis region 
repeated the GOM mantra that MCAVs contribution would be to 
create revenue-enhancing activities to alleviate poverty. 
Grossman said that any reaction to the very complex Moroccan 
draft proposal would be premature 

was good start. Grossman asked Fassi Fihri for a GOM point 
of contact. The Minister-Delegate responded that MFA 
\"generalists\" coordinate the government-wide MCA effort 

a small GOM MCA team including Bouhia 

Ministry of Finance officials would be named very soon. 

\"The Prime Minister is the final arbiter 

Fihri noted. Grossman noted that signing an MCA compact is 
just one step in a long process 

the work is Morocco\'s to do. They concluded the meeting by 
agreeing on next steps (see para. 9. below). 


Consultative Process 


7. (U) When Grossman and emboffs raised MCA\'s required 
\"consultative process 

and Foreign Affairs Minister-Delegate Fassi Fihri noted that 
the \"bottom-up\" proposals that make up the coherent MCA 
strategy were developed in cooperation with grass roots 
stakeholders by \"associative\" and representative 
institutions. Furthermore 

World BankYs CAS (upon which the MCA proposal is ultimately 
based) resulted from open consultative processes. 
Nonetheless 

proposal was complete 

seminars 

civil society and private sector would take place before 
compact negotiations begin in earnest. 


8. (SBU) Subsequent to the formal meetings 

several hours consulting with Bouhia to clarify MCC 
expectations and timelines and to explain MCA processes. 
Most importantly 

specific programs or projects that will e.g. V'create revenue- 
generating activities\" or \"protect the environment" The 
СОМ needs to provide the V'what 
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whom апа how much. The GOM will need to provide a more 
detailed presentation of the expected impact on economic 
growth of the proposed MCA program. In addition 

will need to analyze and recommend potential changes in the 
institutional or policy environment that will optimize the 

returns on MCA-financed investments. Bouhia emerged from 
these meetings enthusiastic about the ultimate prospects and 
mobilized to V'roll up her sleeves 

the sheer amount of work to be done. 


Next Steps 


9. (SBU) Having agreed that Morocco\'s visions and ideas 
are an appropriate point of departure for more detailed and 
technical discussions 

meet by video conference during the second week of 
September. An MCC team will return to Morocco in late 
September to assist the Moroccans with drafting a proposed 
compact that lays out specific details of projects\' cost 
impact 

requested identify a single working level MCA point of 
contact 

name of a small steering group (most likely three to four 
people drawn from the PM\'s office 

that would act as primary MCC interlocutor. 


Comment 


10. (SBU) Comment: Jettou 

officials are well-briefed and delivered the exact same 

talking points. Morocco\'s MCA presentation is an ambitious 
and complex undertaking and at USD 675 million potentially 
the largest MCA compact to date. The GOM has succeeded in 
embedding its MCA ideas in the broader national human 
development initiative (INDH) and in its comprehensive plan 

to reduce rural poverty. The Moroccans have at least 
considered the consultative processes which may have 
occurred and those that will be necessary. Missing are 
detailed plans - including costs 

sustainability 

mechanisms - for the programs under the GOMVs proposed MCA 
structure. While the GOM refuses to name \"the\" MCA contact 
the small steering group Jettou and Fassi Fihri promised to 
establish will help facilitate information flow and 

coordination. 


11. (U) MCCVs Michael Grossman cleared this cable. 
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our country and the government has been serving to that end. V 


BOLGE: A quarantine 

in Mersin\'s Bozyazi distict 

suddenly died 

found. (This article is from 08/21 and 08/22 editions.) 


HURRIYET / SCUMHURIYET: Deniz Baykal 

People\'s Party) 

vulnerabilities in (Turkey\'s) struggle against terrorism and for 
politicizing the ethnicity issue (in Turkey) through the 
statements he made about the Kurdish issue (in Diyarbakir). 
Baykal labeled the PKKVs declaration of ceasefire as a move 
directly taking orders from Abdullah Ocalan.) 


CUMHURIYET: МНР (Nationalist Movement Party) Leader Devlet 
Bahceli 

criticized PM Erdogan for statements Erdogan made about the 
Kurdish issue. For Bahceli 

unitary state structure of Turkey. 


OZGUR GUNDEM: Veterinaries 

vaccination practices 

Ministry of Agriculture on the number of animal diseases in 
Turkey were misleading. Contradicting data from the Ministry 
animal diseases such as anthrax 

reportedly on the increase in the first half of 2005 compared to 
the previous years. 


HURRIYET (CUKUROVA): Preparations are under way in the Hatay 
province for a 25-30 September event named V'Meeting of 
Civilizations.\" The governor of Hatay said that the Pope 

Benedictus XVI and many other religious figures were invited to 
attend the event. 


OZGUR GUNDEM: Rains causing flooding in many hamlets of 
VanVs Baskale district 
animals. 


CUMHURIYET / OZGUR GUNDEM / HURRIYET: DTH (Democratic 
Society Movement) 

party in September 

blood feud among members of four families in Kars\'s Digor and 
Susuz districts. Separately 

considering unification with a political figure 

former mayor of Gaziantep province 
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delegation. 


OZGUR GUNDEM: Terrorist organization PKK/Kongra-Gel 
announced an unconditional ceasefire for a period of one month 
(August 20-September 20). (This article is from 08/20 edition.) 


OZGUR GUNDEM / CUMHURIYET / HURRIYET: On the first day of 
the terrorist organization PKKVs cessation of terrorist 

activities for one month 

two PKK members were killed during a military operation in 

Tunceli\'s Pulumur district. Hurriyet reported that the 

terrorists opened fire when the security official's called them 

to surrender. 


OZGUR GUNDEM: A 100-person group gathered in front of the 
Gaziantep\'s Court of Justice to give support to PKK\'s decision 
to cease its activities for one month. The group 

slogans in favor of the terrorist leader Abdullah Ocalan 

on the government to end the military operations. 


OZGUR GUNDEM: Murat Karayalcin 

Democratic People\'s Party) 

recognition of the Kurdish reality would 

satisfactory. According to Karayalcin 

should acknowledge the unitary state structure of Turkey 
well. 


OZGUR GUNDEM: Villagers in Van\'s Ozalp district protested 
the soldiers\' alleged killing of a 17-year-old boy 

Ozince 

cards at the spot where the boy\'s body had lain. (see press 
summary 08/18). (This article is from 08/20 edition.) 


OZGUR GUNDEM: A 13-year-old child 

Sirnak\'s Guclukonak district 

on the ground exploded. It was claimed that the explosive was 
military ammunition. (This article is from 08/20 edition.) 


HURRIYET: National Security Directorate warned all the 
security offices in Turkey against the threat of a suicide 

bomber; a 22-year-old woman called Fatma Gocer. The Directorate 
distributed the human bombVs photographs to the security offices 
in all of Turkey\'s provinces. 


SABAH / HURRIYET / CUMHURIYET: PM Erdogan said that the 
Kurdish issue and the PKK terrorism were two separate matters 
that should not be mixed with each other. 


SABAH / HURRIYET / CUMHURIYET: Selim Sadak 
DHT Coordination Council 
ceremony for a facility in MardinYs Nusaybin district 
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congratulated PM Erdogan for acknowledging the Kurdish issue. 
Sadak further said 

the Kurdish people... Ocalan should be regarded as a counterpart 
in the Kurdish issue and his isolation (in prison) should be 
ended. 


ECONOMIC DEVELOPMENTS 


1.  BOLGE: The daily reports that the purpose of U.S. 

Embassy Charge dVAffaires Nancy McEldowney\'s visit last week to 
Turkey\'s Agricultural Ministry was to pressure Turkey on its 

recent decision to restrict rice imports from the U.S. in order 

to prevent material injury to Turkish rice producers. The U.S. 

sees the restriction as a violation of the World Trade 
OrganizationVs codes. (This article is from 08/20 edition.) 


2.  BOLGE/HURRIYET (CUKUROVA) / SABAH (GUNEY) / EKSPRES: 
The government has reportedly become a target of criticism at 
\"TOBB\'s (Turkish Union of Chambers and Commodity Exchanges) 
Mediterranean Regional Meeting\" (see press summary 08/18) in 
Adana. Rifat Hisarciklioglu 

an economic crisis struck the (Turkish) economy 

suffer from its aftereffects. Hisarciklioglu further said 

Vfirstly the agricultural issues and secondly the closing down 

of some of the industrial premises were the most pressing 
problems of the Mediterranean region. Umit Ozgumus 

of Adana Chamber of Industry 

prospects for Adana\'s and Turkey\'s economies. (This article is 
from 08/20 editons.) 


3. SABAH (GUNEY): Edvar Mum 

Mersin Free Trade Zone\'s (FTZ) operating company 
compared to the previous year 

decreased by 30 percent in the first seven months of 2005 
following the termination of tax exemption practice for the 
companies in the FTZ. 


4. SABAH (GUNEY): Ali Kavak 

Mediterranean Vegetable and Fruit Exporters\' Union 

because of negligence on the part of some farmers who did not 
spray their products in a timely manner 

hesitant to buy citrus fruit products from the farmers due to a 
possible Mediterranean fruit fly infestation. This fruit pest 
caused a crisis at the end of May between Russia and Turkey 
Russia had decided to stop buying fruit from Turkey then. (This 
article is from 08/21 editon.) 


5. OZGUR GUNDEM: The paper reported that applications 
from Eastern Turkey\'s municipalities to benefit from EU funds 
under the \"Eastern Anatolia Development Project\" were rejected 
by the project coordinating office in Van on the grounds that 
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these municipalities were indebted. 
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Israeli people took a courageous and painful step by 
beginning to remove settlements in Gaza and parts of 
the northern West Bank. The Israeli disengagement is an 
historic step that reflects the bold leadership of 

Prime Minister Sharon. The President was also quoted 
as saying: "We remain fully committed to defending the 
security and well-being of our friend and ally 

and we demand an end to terrorism and violence in every 
form 

depends on an end to terror." Yediot quoted Bush as 
saying: \"We\'re helping the Palestinians to prepare for 
self-government.\" Yaron Dekel 

correspondent 

between the new Iraq and Israel/Palestine. Jerusalem 
Post and Israel Radio reported that Secretary of State 
Condoleezza Rice has invited Vice PM and Finance 
Minister Ehud Olmert to visit her during his upcoming 
U.S. trip. 


Yediot 

PA Chairman [President] Mahmoud Abbas called Sharon 
Monday night to praise him for what he called a 
\"courageous\" and \"historic\" decision 

him for carrying out the disengagement plan. The media 
reported that the two leaders have decided to meet. 
Jerusalem Post reported that PA Civilian Affairs 

Minister Muhammad Dahlan warned on Monday that \'new 
violence\" would erupt if Israel fails to relinquish 

control over the border crossings into the Gaza Strip. 


Jerusalem Post reported that a senior GOI official told 
the newspaper that Israel is likely to begin 

dismantling unauthorized settlements in the West Bank 
within 90 days of the evacuation of the northern West 
Bank settlements. The official was quoted as saying 
that the evacuation of the Gaza settlements has 

V changed the rules of the game. However 

quoted a senior official at Sharon\'s bureau as saying 
that the disengagement 

settler outposts 


HaVaretz quoted Brig. Gen Yossi Kuperwasser 

director of IDF Intelligence\'s Research Department 
saying on Monday before the Knesset\'s Foreign Affairs 
and Defense Committee that the Palestinian terrorist 
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organizations would try to increase their members\' 
motivation by attacking soldiers after the settlers 
leave the Gaza Strip. This morning 

reported that IDF troops were fired at near Jenin. 
There were no casualties among the soldiers. 


Leading media reported on conciliatory talks 

Palestinian PM Ahmed Qurei held Monday with leaders of 
\"rejectionist\" Palestinian organizations in Damascus. 
Jerusalem Post reported that Hamas and Islamic Jihad 
announced Monday that they have reached an agreement 
with the PA according to which the two groups will not 

be disarmed. 


Israel Radio cited the Council for World Jewry as 
saying that Pakistani President Pervez Musharraf has 
accepted an invitation from the organization to deliver 
an address. 

Maariv quoted Sharon associates as saying that the PM 
is considering quitting the Likud and establishing a 

new Center/Right party. 


Yediot and Maariv reported that news web sites in 
Russia and Russian-language web sites in Israel spread 
false reports of Sharon\'s death. 


Maariv reported that the United Nations Development 
Program financed banners bearing the UN emblem 
were displayed in Gaza Strip streets 

\"Today Gaza 

The newspaper says that the signs angered the Foreign 
Ministry and international Jewish organizations. 


HaVaretz reported that the Greek Orthodox Church in 
Jerusalem elected Theophilos 1 as a new patriarch on 
Monday 

alleged land deal with Jews in East Jerusalem that 
angered Palestinians and sparked a church crisis. 


Under the headline \"The First Bedouin Diplomat 
reported that Ismail Khaldi 

completed the Foreign Ministry\'s cadet course this 
week 


Channel 10-TV presented the results of a New Wave poll 
which shows a trend reversal among registered Likud 
voters: 

-\"If elections for Likud chairmanship were to take 
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place today 

35.6 percent; Binyamin Netanyahu: 28.3 percent. 
Maariv and Jerusalem Post also printed the polls 
results. 


Diplomatic correspondent Aluf Benn wrote on page one of 
independent 

formula accepted in recent years 

by Presidents Clinton and Bush 

Vfacts on the ground are a function of the number of 
settlers. V 


Conservative 

\"[Secretary of State Condoleezza Rice\'s] remarks send 
the wrong message. America needs to stands firm 
publicly so 

dismantle the terrorist infrastructure." 


HaVaretz editorialized: \"Israel explicitly committed 
itself to dismantling 24 outposts immediately after the 
disengagement.... The undertaking was given to U.S. 
Secretary of State Condoleezza Rice 


SIPDIS 
connection to the road map. V 


Senior columnist Dan Margalit wrote in popular 
pluralist Maariv: V'Some Israelis can\'t stand the tears 
of joy shared by soldiers 


Correspondent Yakov Shaus wrote in conservative 
Russian-language daily Vesty: V'Although the majority of 
Israelis support Ariel Sharon\'s [initiative] 

demolition of settlements is a serious drama for 

them.... But some ... media feel happy about it -- and 
this is an obvious sign of a split in Israeli society. V" 


Block Quotes: 


1. WA Dream Undone\" 


Diplomatic correspondent Aluf Benn wrote on page one of 
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independent 

hindsight 

futile delusion of Va planner whose computer got 
unplugged in the middle 

it.... Sharon ... is correct when he speaks sadly about 
the shattering of the dream 

Jewish people settled a million settlers in the 
territories 

things would have been different. The political 
formula accepted in recent years 

by Presidents Clinton and Bush 

Vfacts on the ground are a function of the number of 
settlers. ThatVs the factor that will determine what 
will remain and what will go. International law sees no 
distinction between Netzarim and Gush Katif 
destroyed 

the Ramot neighborhood in Jerusalem. V" 


Il. V'Spotlight on Abbas" 


Conservative 

(August 23): \"Israel\'s Prime Minister Ariel Sharon has 
handed Palestinian leader Mahmoud Abbas a rare 
opportunity. He shouldn't blow it.... If Abbas 

succeeds in building 

Palestinian society 

to help.... The U.S. 

to support a forward-looking Gazan entity.... Rather 

than seeking to out-Hamas Hamas 

Abbas 

the chance of moving forward in an accommodation with 
Israel 

apparatuses and those that operate under his own Fatah 
umbrella. The basic international demands of the PA 
have been repeated ad nauseam.... Meanwhile 
accurately gauging the mood in Israel when he promises 
that there will be no \'second disengagement and that 
\"consensus\" settlements ought to be nurtured. U.S. 
Secretary of State Condoleezza Rice has unfortunately 
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chosen to stir the pot on this sensitive topic 

The New York Times that she expected Israel to make 
additional West Bank concessions while paying mere lip- 
service to what America expected from Abbas. Her 
remarks send the wrong message. America needs to 
stands firm 

obligations to dismantle the terrorist infrastructure. 
The onus is on Abbas to show his people how to make 
constructive use of the opportunity presented to them 
at so painful a price 
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lll. \"Time to Disengage From the Outposts\" 


HaVaretz editorialized (August 23): “Тһе results of the 
evacuation of [the northern West Bank settlements of] 
Sa-Nur and Homesh are a forgone conclusion.... At least 
another 24 additional illegal outposts deserve to be 
evacuated in the same manner. We are referring to some 
of the illegal outposts that attorney Talia Sasson 
mentioned in the report she presented to the government 
in March.... Israel explicitly committed itself to 
dismantling 24 outposts immediately after the 
disengagement -- ones that were put up during Prime 
Minister Ariel Sharon\'s term of office. The 

undertaking was given to U.S. Secretary of State 
Condoleezza Rice 

map 

The illegal outposts are like magnets for the most 
negative elements among religious Zionism 

no reason to allow them to continue organizing 
themselves and to burgeon.... The Prime Minister has 
the right to decide on the next pullout 

reasons or political constraints forcing him to 

dillydally.\" 


IV. \"Warmongers\" 


Senior columnist Dan Margalit wrote in popular 
pluralist Maariv (August 23): \"Some Israelis can\'t 
stand the tears of joy shared by soldiers 

and settlers.... When they see an Israeli being 
uprooted from his home 

bitter fate of Palestinian refugees in 1948. They had 
a scenario 

would infringe the rule of law 

attack soldiers and policemen with fists and sticks 
perhaps even with machine-guns. But this didn\'t take 
place. How bad.... Ahead of the struggle over Sa-Nur 
today 

restraint 

editorialized on August 21]: \'In the coming conflict 
between the army and police and hundreds or thousands 
of zealots 

forbearance.Y Why іѕп\ї there room for this?.... Why 
conquer the target forcibly when this can be done 
reasonably?\" 


V. \"Evacuation ls No Reason For Fraternizing With 
Terrorists\" 


Correspondent Yakov Shaus wrote in conservative 
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Russian-language daily Vesty (August 22): \"Although the 
majority of Israelis support Ariel Sharon\'s 

[initiative] 

serious drama for them. Even if this decision was 
necessary because of the previous mistakes of the 
[Israeli government\'s] settlement policy 

clashes between soldiers and women and children are 
bound to traumatize people\'s hearts and consciences for 
along time. But some ... media feel happy about it -- 
and this is an obvious sign of a split in Israeli 

society. This split is caused by different attitudes 
towards the disengagement.... After the unilateral 
disengagement is completed 

demand ... fraternity with the Palestinians. The right- 
wing opposition is ... waiting for the Labor party to 
withdraw from the government in order to take revenge 
of Sharon\'s \'capitulation.\\" 


The Director of the Interdisciplinary Center\'s Global 
Research in International Affairs Center 

Barry Rubin 

Jerusalem Post: \" Has tne moment come when change is 
unavoidable? No 

least.\" 


Block Quotes: 


VMr. Mubarak Goes to the Polls\" 


The Director of the Interdisciplinary Center\'s Global 
Research in International Affairs Center 

Barry Rubin 

Jerusalem Post (August 23): \"Mubarak can ... take real 
credit for Egypt\'s performance under his rule. Things 
could have been a lot worse 

imperialist in Lebanon) 

Algeria (disastrous civil war) 

aggression and a bloodthirsty tyrant) have shown. The 
majority of people in Egypt seem to understand this 
fact 
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either Islamist or democratic alternatives. Has the 
moment come when change is unavoidable? No 
Mubarak\'s reign 

not named a successor. The door has been left open for 
his son 

Yet Mubarak seems to understand how controversial 
potentially destabilizing 

has not come close to indicating that a family 
succession is his plan. There are plenty of ex- 
generals who have served as cabinet ministers 
governors who could be candidates when the real 
election -- just before or after Mubarak\'s death -- 
takes place." 


Hebrew University Professor of Political Science and 
former Foreign Ministry director-general Shlomo Avineri 
wrote in conservative 

\"There is no way of putting Humpty-Dumpty together 
again.... It would be advisable to think outside the 

box and realize that Iraq is not a country anymore. V" 


Block Quotes: 


\"Iraq Is Not a State Anymore" 


Hebrew University Professor of Political Science and 
former Foreign Ministry director-general Shlomo Avineri 
wrote in conservative 

(August 23): Y There is no way of putting Humpty-Dumpty 
together again. The Kurds and the ShiVites will go 

their separate ways 

paramilitary capability to do so. There is no Iraqi 

army capable of maintaining the unity of the country. 

And 

countries -- Slovenia 

chance of creating coherent and democratic systems than 
the old coercive Yugoslavia 

Iraq.... The U.S. will obviously have to change its 

policy over Iraq -- maybe this is what President George 
W. Bush is devoting his vacation to. It would be 
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advisable to think outside the box and realize that 
Iraq is not a country anymore. This is not the end of 
the world 

thinking about alternatives." 


KURTZER 


39023 

39024 

39025 

39026 

HEADACHE OF THE CONSTITUTION.\" THE EDITORIAL REMAINS CAUTI 
ABOUT THE PEACEFUL COHABITATION OF THE THREE COMMUNITIES 
NOTES: WTHE ELECTIONS IN JANUARY AND THE CONSTITUTION ARE E 
PHASES IN A PROCESS THAT REMAINS IMPERFECT.\" INSIDE A REPOF 
TITLED “ТНЕ AMERICANS NO LONGER BELIEVE IN VICTORY" REVIEW. 
THE RESULTS OF VARIOUS U.S. OPINION POLLS ON THE WAR. PIERRE 
JEAN LUIZARD 

SCIENCE RESEARCH CENTER) COMMENTS: WIN ANOTHER PLACE AND 
THE DEBATES ABOUT THE CONSTITUTION MIGHT BE CONSIDERED A: 
OF DEMOCRACY. BUT NOT HERE 

CATASTROPHIC. THE POLITICAL PROCESS AND THE NATION\'S 
RECONSTRUCTION ARE UNDERMINED BY THE DIVISIONS AMONG THE 
COMMUNITIES 

THE U.S. BY DEFAULT. THE FUTURE OF IRAQ LOOKS COMPLICATED. E 
THE U.S. IS ALWAYS LEGITIMIZING ITS POLICY WITH PRETENSE 

WAS THE CASE WITH THE ANNOUNCEMENT OF IRAQ\S AUTONOMY. T 
DIFFERENCES PITTING THE THREE COMMUNITIES WILL BECOME MOF 
AN ISSUE IN SIX MONTHS OR A YEAR FROM NOW. AND THE IRAQIS WI 
BE EVEN MORE THE PRISONERS OF THEIR SECTARIANISM.\" 


RENEWED VIOLENCE IN AFGHANISTAN IS THE THEME OF A REPORT II 
FIGARO WHICH SUGGESTS THAT THE PERPETRATORSY AIM MAY BE 1 
VOPEN A NEW FRONT TO WEAKEN THE AMERICANS EVEN MORE." (SI 
PART C) 


POPULAR RIGHT-OF-CENTER LE PARISIEN DEVOTES A DOUBLE PAGE 
REPORT TO AL-QAEDA AND THE EFFORTS MADE TO DECIPHER THE 
VARIOUS MESSAGES FROM TERRORIST NETWORKS. THE PAPER CAR 
INTERVIEW WITH JEAN-PIERRE MILLELI 

AUTHOR WITH GILLES KEPEL OF A BOOK ENTITLED: 'UNDERSTANDIN 
QAEDA." "TODAY 

AFGHANISTAN BECAME FOR THE SOVIETS. IN SPITE OF THE 
TERRORISTSV MEDIEVAL DOCTRINES 

PERFECTION.\" 

IN LEFT-OF-CENTER LE MONDE GILLES KEPEL PENS AN OP-ED ON TO 
BLAIR\'S ANTI-TERRORIST MEASURES 

NEED FOR EUROPE TO \"DEFINE ITS IDENTITY WITH OUR FRIENDS OF 
MUSLIM ORIGIN 

KEPEL WRITES: \"THE QUESTION OF MULTI-CULTURALISM GOES BEY( 
THE UK. MULTICULTURALISM MAKES SENSE ONLY IF THE 
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REPRESENTATIVES AND LEADERS OF THE VARIOUS COMMUNITIES Al 
ABLE TO KEEP THEIR CONSTITUENTS UNDER CONTROL AND IF THEY 
TEACH THEM SPECIAL VALUES 

THE GLOBAL PUBLIC ORDER. THIS DEBATE NEEDS TO BE BROACHED 
OVER EUROPE. AFTER THE FAILURE OF THE EU CONSTITUTION 

TIME FOR THE EU TO TAKE ON A CHALLENGE THAT MAY PARTLY DEF! 
ITS FUTURE." 


LEFT-OF-CENTER LIBERATION PUBLISHES AN OP-ED BY SALMAN RUS 
CALLING FOR THE REFORM OF ISLAM. 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
IRAQI CONSTITUTION 


VTHE NEED FOR TIME\" 

DOMINIQUE QUINIO IN CATHOLIC LA CROIX (08/13): "WHEN A LITTLE 
OVER TWO YEARS AGO THE U.S. AND ITS ALLIES DECIDED TO GO TO 
WAR IN IRAQ TO ELIMINATE SUPPOSEDLY EXISTING WMD AND A GEN 
DICTATOR 

HARDEST TASK WOULD REMAIN. NOT A DAY GOES BY IN IRAQ WITHO 
ITS SHARE OF ATTACKS 

DRAFTING OF THE CONSTITUTION ILLUSTRATES THE COMPLEXITY OI 
IMPLEMENTING A STABLE AND DEMOCRATIC GOVERNMENT WHEN TF 
INTERESTS OF THE THREE COMMUNITIES ARE IN CONFLICT 

ONE READY TO CUT DOWN ITS DEMANDS. THE JANUARY ELECTIONS 
THE ADOPTION OF A CONSTITUTION ARE ONLY STEPS. AND IMPERFE 
ONES AT THAT. WHICH CANNOT HIDE THE RELIGIOUS AND ETHNIC 
CLASHES WHICH SERVE AS A PRETEXT TO VIOLENCE. PRESIDENT BL 
IS BUSY TRYING TO CONVINCE HIS PEOPLE OF THE SOUNDNESS OF ł 
POLICY. THE FINAL JUSTIFICATION FOR HIS CHOICES WILL DEPEND C 
IRAQVS ABILITY TO ESTABLISH PEACE BETWEEN THE THREE 
COMMUNITIES. SO THAT IRAQ STOPS SERVING AS A HOTBED FOR 
INTERNATIONAL TERRORISM. THE PERSPECTIVE IS FAR IN THE FUTU 
IT IS NOT ENOUGH TO GET RID OF A DICTATOR TO FREE A PEOPLE. 
IRAQ 

THE ERADICATION OF THE TALIBAN 


AFGHANISTAN 


VRENEWED VIOLENCE" 

MARIE-FRANCE CALLE IN RIGHT-OF-CENTER LE FIGARO (08/23): \"THE 
RECORD IS A SOURCE OF WORRY. NEVER SINCE THE END OF 'ENDUF 
FREEDOM\' HAVE THE AMERICANS SUSTAINED SO MANY CASUALTIES 
IN SUCH A SHORT TIME. THE SCHEDULED LEGISLATIVE ELECTIONS IN 
SEPTEMBER ARE PROBABLY PARTLY RESPONSIBLE FOR THIS RENEW 
VIOLENCE. BUT THE ELECTORAL CONTEXT DOES NOT EXPLAIN ALL. / 
IN PARTICULAR THE SUDDEN EFFECTIVENESS AND VIRULENCE WITN 
IN THAT ATTACKS BY THE ENEMIES OF KARZAI AND THE AMERICANS. 
MOST EXPERTS FEEL THE ANSWER LIES ELSEWHERE. WHAT IF THES 
ENEMIES OF THE U.S. AND OF KARZAI HAD OTHER IDEAS 
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OPENING A NEW FRONT TO WEAKEN WASHINGTON EVEN MORE THAI 
ALREADY BECAUSE OF THE IRAQI QUAGMIRE? WHAT IF THEY WANTE 
THROW THE AMERICANS OUT OF AFGHANISTAN 

IMPORTANCE WHICH STANDS ACROSS FROM IRAN? THIS IS WHAT MZ 
OBSERVERS BELIEVE. THEY THINK THAT THE KEY TO ALL THE 
QUESTIONS LIES IN THE INCREDIBLE LEVEL OF ORGANIZATION THAT 
CAN BE SEEN IN THE RANKS OF AMERICA\'S ENEMIES IN AFGHANISTA 
HOFMANN 


2. (SBU) Econoff met with Stanislaw Lewak (protect) 
general manager of California Tok to discuss the companys 
plans to introduce its calling service for the Polish 

market. Lewak began his presentation by emphasizing that 
as far as marketing his service goes 

\"VOIP.\" \"People hear that word 

Lewak said. \"| want our customers to have an absolutely 
trouble-free experience with our service 

moment they set up.\" California TOK uses a Cisco VOIP 
router that connects directly to a standard telephone RJ-1 1 
jack and to the Ethernet port on a broadband modem. 


3. (SBU) Lewak said that TOK\'s current investment in 
Poland is about $500 

amount double when service is officially launched. He 
emphasized that TOK saved tremendous amounts of time and 
money by establishing a branch office 

subsidiary 

much less than that required for a subsidiary 

purposes 

it needs. Lewak said that his firm got approval from the 
Polish telecoms regulator (URTIP) as both a voice service 
and a \"telecommunications (read data) provider 

surprised (as was Econoff) at URTIPYs openness to TOK\'s 
application. The firm plans to offer 100 minutes of talk 
time anywhere in Europe and North America for 49 Zloty 
(about 15 dollars) per month 

that of less than 10 cents per minute. This is far and away 
cheaper than rates charged by Telekomunikacja Polska (TPSA) 
which still dominates the telecommunications market in 
Poland 

access in Poland. And that presents a major challenge for 
TOK. 
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TPSA MODEMS AND TOK SERVICE: GEEKS NOT INCLUDED 


4. (SBU) TPSA\'s DSL service is primarily delivered through 
universal serial bus (USB) DSL modems. These modems have no 
Ethernet ports; rather 

and 

Windows 

order to use TOK\'s VOIP box (or any other router-based 
application 

customer must use an Ethernet modem. Currently 

charges twice the amount for an Ethernet modem as it does 
for its cheapest USB option. In addition 

rigged its Ethernet modems to block VOIP traffic. 


5. (SBU) California TOK plans on launching its service 
officially in Poland in September. In addition 

looking seriously at suing TPSA for violating EU antitrust 
regulations because of the Ethernet modem issue. Lewak 
confided that 

Subscribers to TOK are hooked up by a visiting technician 
well-equipped to bypass the TPSA access limitation. In 
fact 

may actually help TOK in its ad campaign 

in cooperation with a Warsaw radio station (and investor) in 
the service. 


6. (SBU) Time will tell if TOK really becomes a viable 
voice services provider in Poland. But if it does 

be a prime example of how for very little money 

U.S. firms can exploit technological advantages in 
restrictive telecoms markets to challenge stultified 
incumbents and make a profit as well. 
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schedule\" that is now awaiting final review. Once 

approved 

Act No.6 of 2000. The schedule details all work that is 
considered hazardous and not for persons below the age of 
18. (Minimum legal age for non-hazardous work is 14 in 
Malawi). 
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5. According to Justin Hamela 

the Stop Harming and Exploiting Children project 
number of cases have been reported where children have 
been trafficked from one town to another 

from villages to town on promise of a good job. The 
children are often orphans or from broken homes. 
Interventions have paid off in some cases 

14 children have been retrieved and repatriated in the 
past year. The establishment of child protection workers 
in the rural areas has contributed significantly to this 
success. These are voluntary workers but get paid small 
honoraria through a project supported by UNICEF. 


6. Ministry of Labor has conducted three refresher 
courses for its 150 child labor inspectors and its 
district and community labor committees. In addition 
child labor youth activists have been given training on 
child labor using the just-developed child labor code of 
conduct. These 77 youth activists have also received 
bicycles through a project funded by NORAD through 
UNICEF. 


7. Ministry of Gender 

Services has trained 240 child protection workers 
throughout the country. This has been possible through 
financial assistance from the Nordic Agency for 
Development under the \"Stop Harming and Exploiting the 
Children Project.\" This project has three components-- 
prevention 

street children 

in danger of abuse. It is also working with local NGOs by 
providing resources for working with local communities. 


8. GoM has set aside about US$60 

budget to support ministry of labor conduct civic 
education campaigns on child labor and to buy office 
equipment for district labor inspectors. This is the 

first time a specific amount has been put in the budget 
for child labor monitoring activity. 


EASTHAM 
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they stay in Guantanamo Bay. After discussion of the 
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bilateral interest in this process 

GOE had previously agreed to accept the Guantanamo Bay 
detainees. 


3. (S) Congresswoman Wilson then pressed Soliman for 
assurance that should the Egyptians be returned from 
Guantanamo 

USG access to them. Soliman recalled the assurances 
described in Ref A that upon their return to Egypt 

Egyptian detainees will be taken into custody and it will be 
determined whether they violated any law. He then added that 
the detainees will be treated \"very well" and that visits by 

a USG representative will be V'no problem" as the USG апа GOE 
are “опе team. Comment: Post believes that Soliman\'s oral 
assurance should clear the way for the return of Egyptian 
detainees at Guantanamo. End comment. 


Visit Embassy Cairo\'s Classified Website: 
http://www state.sgov.gov/p/nea/cairo 


You can also access this site through the 
State Department\'s Classified SIPRNET website. 
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Egypt Free Trade Agreement 

Ahmed Galal and Robert Z. Lawrence posited that the timing 
and environment are ripe for a U.S.-Egypt FTA. Egypt 
recently entered into two major free trade agreements: one 
with the European Union 

impact; and a second 

(GAFTA) 

Moreover 

implementing serious economic reforms 

to ensure the success of comprehensive trade agreements. 
The conclusion of these important trade agreements and the 
governmentYs economic reform program have created a 
positive environment for the implementation of a future U.S.- 
Egypt FTA. 


3. (U) The authors note that a U.S.-Egypt FTA would likely 
resemble recent U.S. trade agreements 

FTAs with Morocco and Chile. The agreement with Egypt could 
be relatively \"shallow\" if it addressed only trade in goods 

or relatively \"deep\" if it sought a more comprehensive 
integration 

barriers 

intellectual property 

regulatory practices and standards. 
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4. (U) According to the IIE study 

be more beneficial for both the U.S. and Egypt. Bilateral 
trade at its current level 

for Egypt. (Note: According to GOE statistics 

exports to the U.S. were $4.39 billion in 2004 

total exports. In comparison 

amounted to $2.96 billion 

End note.) Therefore 

resulting from an FTA would likely create a much larger 
economic gain for Egypt than for the U.S. 

authors. 


5. (U) Beyond the economic gains from trade expansion that 
Egypt would reap in a shallow FTA 

encourage greater foreign investment 

at more favorable terms 

integration would require harmonization of a number of 
policies and standards 

government politically as it tried to encourage domestic 
reforms in the economic sector. However 

wide discrepancy in the levels of development between the 
two nations 

rules and standards of an FTA would be necessary to avoid 
unfairly disadvantaging Egypt\'s local producers. 


6. (U) Unlike Egypt 

benefits from an FTA 

political rather than economic benefits for the U.S. The 

main economic gains would come from a diversion-avoidance 
effect 

exports to EU exports that began when Egypt signed its trade 
agreement with the EU. The real benefit to the U.S. 

however 

and 

spillover to other countries in the Middle East. 


7. (U) Referring to FTAs already concluded with the U.S. 
IIE speculates on the elements of a likely FTA with Egypt. 
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These would likely include: 


- Immediate elimination of tariffs on a majority of 
products 
15 years. 
- Phase-out of all agricultural tariffs within 15 years 
with carve outs for particularly sensitive products. 
- А \"negative list approach to services whereby all 
Service sectors are opened up unless specifically excluded 
in the agreement. 
- |nvestment rules guaranteeing equal treatment for U.S. 
investors. 
- Requirements for transparency and public comment in 
lawmaking and regulation pertaining to trade and investment. 
- Criminal penalties for corruption and bribery. 
- Laws regulating government procurement. 
- Provisions for technical standards and sanitary and 
phyto-sanitary standards. 
- Protection and enforcement of trademarks 
and patents with criminalization of end-user piracy. 


8. (U) Based on a V'static competitive applied general 
equilibrium\" model of the Egyptian economy 

the effects of a V'shallow integration agreement and a \"deep 
integration agreement. Both simulations assumed full 
implementation of the EU and GAFTA agreements. The results 
show economic gains in both scenarios 

larger gains in a deep integration scenario: 


Macroeconomic Indicators Shallow Deep 
(% Change) 

Household Welfare 0.16 1.63 

Real GDP 1.79 2.82 

Consumer Price Index -0.16 -1.60 

Real Exchange Rate 2.62 3.21 

Returns to Capital -0.42 0.84 

Returns to Labor 1.99 3.00 


9. (U) The authors note that the findings of their study 
have important implications for each side\'s negotiating 
strategy and dealings with domestic opponents to an FTA. 
For Egypt 
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increased foreign direct investment 

choice 

But to gain all these benefits 

willing to make more 

authors suggest that Egypt should seek to diverge from the 
standard commitments required under a U.S.-style FTA only 
when the demands diverge from Egypt\'s development or reform 
needs. 


10. (U) For the U.S. 

link the announcement of FTA negotiations to an unspecified 
level of reform undertaken by Egypt prior to negotiations. 
They argue that reform might be better advanced by anchoring 
it to the requirements of an FTA. Additionally 

warn that focusing on the narrow interests of particular 

U.S. companies that have large stakes in the Egyptian market 
(they cite pharmaceutical firms) may prove to be a pitfall. 
They argue that where these narrow interests conflict with 
Egypt\'s economic development needs 

prepared to be flexible and look at the broader interests of 
both countries. 


11. (U) The authors suggest that for Egypt 

not manufacturing 

pressures from an FTA. To gain the support of potential 
opponents in the agricultural and other sectors 
recommend the use of phase-ins and special safeguards to 
cushion the impact of an FTA on those most adversely 
affected. They also suggest that the U.S. might provide 
financial assistance to ease the transition process. As for 
political opposition in the U.S. 

should not be significant. They note that a projected 
increase in exports of $2 billion under an FTA would 
increase garment exports only $155 million. This increase 
would have a negligible impact on the U.S. labor market 
even on the textiles industry 

affected by an FTA with Egypt. 


12. (SBU) Trade agreements have traditionally been viewed 
with suspicion in Egypt. Major opponents include those in 
state-run and protected industries who fear that such 
agreements will reduce protective tariffs and lead to 

ruinous competition and increased unemployment. As the 
possibility of an FTA grows more real 

opponents of freer trade and greater economic reform to play 
on the public\'s fears and ignorance. This study by IIE 
prominent international think tank 
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economic reality into the debate. lts conclusion that an 

FTA with the U.S. would create significant economic benefits 
for Egypt lends credibility and support to those inside of 
government who are pushing hard for an FTA. End comment. 
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3. (C) That said 

obtained several positions--Prime Minister 

leader--that he believes are his birthright. As the male 

heir to the Bandaranaike dynasty 

has the rare distinction of having both parents (father 
S.W.R.D. Bandaranaike from 1956 until his assassination in 
1959 and mother Sirimavo Bandaranaike from 1960-65 

and 1994-2000) and a sister (briefly in 1994) serve as Prime 
Ministers and leaders of the SLFP. When it became apparent 
that his mother was bypassing him for the party leadership 
(and thus 

older sister Chandrika in 1993 

father founded 

opposition United National Party (UNP). He returned to the 
party in 2001 

victory in general elections in April 2004. As an architect 

of the short-lived alliance between the SLFP and the Marxist 
Janatha Vimukthi Peramuna (JVP) and a JVP \"booster\" within 
the Cabinet 

with his sister over the past year as relations between the 
coalition partners frayed. (In general 

closer to elder sister Sunethra.) There is some speculation 
that 

prospect of impending elections 

portfolio may have been offered to keep him in the party fold 
after he was passed up as SLFP presidential candidate yet 
again--this time by his sister--on August 1 (Ref C). 


4. (SBU) Bandaranaike was born on February 15 

educated at Royal College in Colombo (compulsory entrance 
examinations to this competitive institution were suspended 

the year academic underachiever Bandaranaike applied 

be re-instituted the following year) 

Among his classmates was Ranil Wickremesinghe 

Minister and current Leader of the Opposition. Bandaranaike 
received a B.A. in Western History from the University of 
London in 1973. Upon his return from the UK 

anointed him head of the SLFP Youth League and a member of 


Column 3 
the party central committee. 


5. (SBU) Bandaranaike 

continuously since 1977 

politics than his more famous sister 

national-level politics in 1994. He was first elected to 
Parliament in 1977 

year 

mother 

government 

Parliament. After losing out to sister Chandrika as his 
mother's chosen successor 

to the UNP in 1993 with the post of Minister of Higher 
Education 

appointed) UNP MP the following year. Following his election 
to Parliament on the UNP ticket in 2000 

elected Speaker--and promptly switched his party affiliation 
back to SLFP. The SLFP\'s victory at general elections in 
April 2004 brought him out of the opposition and into the 
Cabinet as Minister of Tourism 

Promotion. The Presidents August 1 announcement put to rest 
rampant speculation (some of it fueled by Bandaranaike 
himself) as to which SLFP stalwart--Prime Minister Mahinda 
Rajapakse or little brother Anura--would secure Kumaratunga\'s 
blessing to succeed her as President. Nonetheless 
Kumaratunga signaled her intention to keep the family in 
politics and politics in the family with her designation of 
Anura as SLFP candidate for Prime Minister in upcoming 
elections (Ref C). 


6. (C) Bandaranaike has turned in an unimpressive 
performance as Tourism Minister 

aftermath of the December 26 tsunami 

estimated USD 58 million in recovery costs on the devastated 
industry. On vacation in Canada at the time of the tragedy 
Bandaranaike was criticized for failing to return to his 

stricken homeland expeditiously 

holiday for another 12 days. Once back in Sri Lanka 

quoted widely in the local press as describing his sisterVs 
decision to ban post-tsunami reconstruction within 100 meters 
of the coastline as \"stupid.\" Following that incident 
Bandaranaike reported to POL FSN 

younger brother to V'keep quiet 

servants instead for high-profile roles in post-tsunami 
planning and reconstruction. 


7. (C) Director General of Commerce K.N. Weerasinghe 
(please protect) 

Bandaranaike in his capacity as Investment Promotion 
Minister 

has no scruples about claiming credit for the (successful) 
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efforts of others. For example 

accompanied Weerasinghe to Brussels for GSP negotiations 
Bandaranaike played little substantive role in aiding the GSL 
effort. When the negotiations proved fruitful 

Bandaranaike 

advertisements congratulating himself for a job well done. 
Weerasinghe also characterized his former boss as forgetful 
unable to remember basic points 

repeatedly. 


8. (C) A diabetic 

walking. (At a recent wreath-laying ceremony in Colombo 
proved nearly unable to climb the four steps to the 
monument.) An earlier drinking problem 

reported to be under control 

slimmed down as he has V'gotten serious about his political 
future. The Foreign Minister is an avid movie fan 

enjoys frequent \"film watching" trips to California and 
swapping film trivia with interlocutors . A Sinhala 

Buddhist 
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President of the Republic may object 

to the resolutions of the Constitutional Council. These 
objections shall be overruled by two-thirds of the votes of 
the total number of the members of the Constitutional 
Council. If the objections of the President are not 
overruled 

shall be considered not adopted." 


4. (SBU) Local observers do not expect Nazarbayev to contest 
the ruling. Yevgeniy Zhovtis of the Kazakhstani 

International Bureau of Human Rights termed the laws dead." 
He believes the drafts were initiated and supported by the 
Presidential Administration; their rejection by the 

Constitutional Council 

the seven members 

political decision to drop the legislation in the face of 
international criticism. He also pointed out that there 

would not be sufficient time to revise the legislation 

before December 2005 presidential elections (Ref B). Ninel 
Fokina of the Almaty Helsinki Committee believes that while 
the current legislation will not reappear 

elections the Presidential Administration will try to 

introduce certain elements through amendments to current 
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legislation. She highlighted in particular comments by 
Nazarbayev in August regarding the need for transparency in 
the financing of NGOs and the fact that only Kazakhstanis 
should head NGOs. 


5. (SBU) Comment: This is a very positive development. 
Signature of this legislation would have dealt a severe blow 
to the development of civil society in Kazakhstan 

beyond the circle of NGOs that are U.S. assistance partners. 
The legislation would also have significantly constrained 
the ability of international and local NGOs to help parties 
and observers prepare for December 2005 presidential 
elections. Today's announcement came as a pleasant 
surprise 

Constitutional Council appeared to be in no hurry to render 
a final decision. Given the recent passage of several other 
pieces of troubling legislation 

national security amendments (Ref C) 

political reform and the development of civil society in 
Kazakhstan is still not bright. 


6. (U) Dushanbe minimize considered. 


ASQUINO 
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side 


4. (C) The Ambassador also raised the issue of Iran\'s nuclear 
weapons program 

influence in Tehran and Vienna to support the EU-3 effort. 
Natwar reported that he will travel to Tehran September 2 in 
order to V'get to know the new set up.Y He noted that Iranian 
Foreign Minister Manouchehr Mottaki had lived in Bangalore 
for several years as a student 

counterpart has placed a high priority on relations with New 
Delhi. The Ambassador returned to our need for Indias 
assistance in bringing Iran into compliance with its NPT 
obligations 

Congressional debate over the US-India nuclear understanding. 
\"Yes 

going to Tehran in an exploratory mode. 

5. (C) Comment: The Minister seemed oddly aloof on this set 
of issues 

engaged presentations on Bangladesh and Pakistan (septel). 
Some of this may be a function of the prolonged Parliamentary 
session 

the US. But it was also clear that the GOI has not yet made 
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its decisions about who will be Undersecretary Burns! 
counterpart for the important negotiations that lie ahead. 
Hopefully the Secretary\'s letter will help to accelerate this 
decision. End Comment. 

MULFORD 
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listen to news in their own language. Minsk infringes on this 

right every day 

television and radio broadcasting. Today the EU has joined this 
policy.\" Ivonka Survilla 

National Republic\'s Rada complained 

Chancellor Gerhard Schroder 

Putin 

opposition leaders 

Poznyak 

the Belarusian Language Society (BLS) Ales Trusow issued similar 
statements condemning broadcasts in Russian. On the other hand 
leaders of the non-nationalist opposition 

Party leader Anatoly Lebedko and former chairman of the upper house 
of parliament Aleksandr Voitovich welcomed the DW broadcasts 
saying independent radio in any language is better than nothing. 


A Half-Hearted Protest 


4. (U) A group of Belarusian students 

Belarusian Language Society 

demonstrations August 22 to 26 against DW\'s Russian broadcasts. 
Poloffs observed the August 22 \"event.\" Despite receiving 
permission for the protest from Minsk City authorities 
demonstrators and three journalists appeared 

They held up one banner 

three feet away 

passers-by even seemed to notice the demonstration. Because this 
was an authorized protest 


Most Speak Russian 


5. (U) A November 2004 IISEPS opinion poll found that 81 percent of 
Belarusians speak Russian at home 

Belarusian (reftel). In February the Partnership NGO conducted a 
street poll 

language use. They found 45 percent of respondents claimed 
Belarusian as their mother tongue 

percent said both. This poll found regional differences as well 

with 65 percent in Grodno Oblast (western Belarus) claiming 
Belarusian as their mother tongue 
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Oblast (eastern Belarus). However 

overwhelming majority of all respondents answered the poll 
questions in Russian. Partnership\'s leader 

commented 

tongue 


6. (SBU) Based on anecdotal evidence 

Belarusians speak Russian in their daily life 

appreciate hearing Belarusian. Emboffs rarely hear Belarusian on 
the street or in shops. When the POL Section hired a new LES 
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assistant 

three of whom could speak Belarusian. However 

(even in chance encounters 

comment to Emboffs how happy they are that Ambassador routinely 
speaks Belarusian at public events. When he does 

receives thunderous applause. 


7. (SBU) Comment: The furor over Deutsche Welle\'s Russian-language 
broadcasting highlights the divisions within the opposition. The 
non-nationalist opposition (UCP 

opposed to Lukashenko 

Russia. The nationalist opposition (mainly the BPF) is usually 
opposed to Lukashenko 

government 

stress independence from Russia at all costs 

praise Lukashenko for his recent opposition to union with Russia. 
These nationalist groups will oppose any attempts to broadcast in 
Russian 

sources of information. As this Deutsche Welle example has shown 
these groups are able to make a loud fuss in local and 
international press. Nonetheless 

to be either Russophones or more pragmatic 

independent media 

interlocutors stress to Post the need for broadcasting in both 
languages; Russian to reach the masses 

the nationalists and help foster a Belarusian national identity. 

The most important element of alternative external broadcasting is 
that the programs be developed by Belarusians 

language. As one contact stated 

Belarusian poems on Radio Racija 

chances to attract support.\" 


PHLIPOT 
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Development Community (SADC) Summit held in Gaborone August 
17-18 tackled no thorny issues. Incoming SADC Chair 

Botswana President Festus Mogae 

SADC effective. The regional leaders did not speak out on 
Zimbabwe. They appointed a new Mozambican-Angolan duo to lead 
the SADC Secretariat 

deferred a decision on RwandaYs membership. The Summit voted 
on but did not pass a Protocol on the Free Movement of People 
within the region 

about the likely increased immigration from poorer to richer 

states. For the first time 

official event and 

issued a communiqu demanding greater respect for human 

rights 


FOCUS ON ENHANCING EFFECTIVENESS 


2. (U) The theme of President Mogae\'s acceptance speech as 
incoming chair was the need to improve the operational 
effectiveness of SADC. He pointed to slow implementation of 
the Regional Indicative Strategic Development Plan 

belated conclusion of the feasibility study for the new SADC 
headquarters 

ratify and ignore regional protocols. Mogae called for a 
mechanism to ensure implementation of protocols 

particularly the Trade Protocol 

regional objectives 

by the Secretariat. 


3. (SBU) Mogae asked that newly appointed Executive 
Secretary Tomas Augusto Salomao of Mozambique 


SIPDIS 

achieving these objectives. Mr. Salomao is a former Minister 
of Planning and Finance as well as of Transport and 
Communications. Joao Samuel Caholo 

deputy. Mr. Caholo previously directed the SADC Energy 
Commission and is a former Deputy Minister of Fisheries in 
the Angolan Government. (Comment: A SADC-country diplomat 
had expressed certainty that the female Botswana candidate 
would win the deputy slot 

female empowerment and the impossibility of having two 
Portuguese speakers in the top positions. End comment.) 


SADC SUMMIT AVOIDS PUBLIC COMMENT ON ZIMBABWE 
4. (U) At an August 18 press conference 


explained that the Summit had not deliberated on the 
situation in Zimbabwe because no country had included that 
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subject in the agenda. He added that while Botswana and 
other neighbors advise Zimbabwe\'s leaders \"privately and in 
confidence 

same day when former Mozambican President Joaquim Chissano 
named by the AUto mediate in Zimbabwe 

the overnment of Zimbabwe did not need his assistance n 
settling its internal disputes. Mogae\'s 

accptance speech as Chair includd a paean to Mugabe as a 
founding father of SADC (\"you did it all for us\") that was 

a reminder of the residual goodwill toward Mugabe 

the liberation history of the region. Mugabe received a warm 
public welcome at the Summit sessions and dinner. 


RWANDA MEMBERSHIP DEFERRED 


5. (С) While Rwanda\'s membership was on the agenda 
Summit deferred the issue. Botswana contacts told Charge 
that Rwanda had not yet qualified for membership 

tensions with the DRC were certainly a main reason for 
postponing a decision. SADC also seems undecided on the 
appropriate geographical parameters for membership. 
(Comment: Rwanda reportedly was one of the difficult issues 
that caused the official Summit closing to start three and a 
half hours late. End comment). 


REGIONAL REDISTRIBUTION KEY TO FOOD SECURITY 


6. (U) The Summit's communiqu emphasized that 

whole 

member countries need to mobilize resources to import food 
from neighbors with grain surpluses to prevent hunger 
(reftel). In his welcome address 

to the international community for emergency assistance 
but noted that 

to adopt policies to enhance agriculture output. 


NGO SUMMIT SEEKS ACTION ON ZIMBABWE AND OTHER ISSUES 


7. (U) For the first time 

preceded by a parallel civil society event. The SADC 

Council of Non-Governmental Organizations (SADC-CNGO) and the 
Media Institute of Southern Africa hosted a conference 

of civil society organizations from around the region August 

14-16 in Gaborone. The purpose of the event was to 

articulate a common agenda and to begin to exert some 

pressure on the SADC heads of state to respond to 

accordingly. 


8. (U) The participants\' concerns 
discussions and the resulting communiqu 
of civil and human rights issues as well as economic growth 
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and employment creation. These included absence of 
legislation facilitating access to information 

harassment of journalists 

governments in the region tend to adopt toward civil society 
organizations who hope to influence public policy 

and insufficient action to promote gender equality. 


9. (U) A focus group on regional integration castigated 
governments for their slow pace in lowering barriers to trade 
within the region 

unemployment and poverty. Delegates repeatedly expressed 
dissatisfaction with the regional response to HIV/AIDS. In a 
panel dedicated to the situations in Zimbabwe and Swaziland 
participants deplored the failure of regional heads of state 

to take any action to encourage the two regimes to respect 
their citizensY human and civil rights. The communiqu 

called upon the Summit to urge the Mugabe regime to accept 
the findings and act on the recommendations of the UN Special 
Envoy to Zimbabwe on Operation 

Murambatsvina. 


10. (U) Participants were clearly feeling their way into 

what they described as 

policy advocacy. Consequently 

frequently lacked direction and concrete strategy 

suggestions. Nonetheless 

the production of a communiqu represented an important 

step toward enhancing democratic accountability in the region. 


COMMENT 


11. (SBU) The official SADC summit underscored that Mugabe\'s 
historical role as a liberation leader and solidarity 

within the region\'s ruling elite remain more powerful 
influences on foreign policy than the adverse impacts of 

the situation in Zimbabwe on each member country. It remains 
to be seen whether civil society organizations will follow 
through on their commitment to engage their leaders 

the obstacles to doing so 

their problems - particularly pertaining to human and civil 
rights 

value of working with these groups and building their 

capacity to deepen democracy in Southern Africa. 

AROIAN 
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Niinisto would be a strong supporter of U.S. policy in 
general terms and a reliable partner within the EU on 
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security and other issues. However 

remain realistic about his slim chances of victory against 
a very popular incumbent. End Summary. 


2. (SBU) The Ambassador hosted National Conservative 
Coalition Party (Cons) presidential Sauli Niinisto and 
Member of Parliament Jari Vilen for lunch on August 22. 
DCM and PolChief also attended. With incumbent President 
Tarja Halonen (Social Democrats) and Prime Minister Matti 
Vanhanen (Center Party) as his principal rivals 
Conservatives face an uphill battle in the January 2006 
contest. (A Finland Gallup poll published August 22 
showed that if elections were held today 

take 58 percent 

Niinisto pulling ahead of Vanhanen for the first time.) 
Nevertheless 

minister 

President of the European Investment Bank -- is a 
charismatic and thoughtful candidate and a well regarded 
choice to represent the third-largest of Finland\'s \"big 
three\" political parties. 


Halonen: Resting on Past Successes 

3. (SBU) As he has done in public 

chief rivals for enjoying their terms in office and basking 

in the glow of FinlandVs recent period of economic and 
diplomatic success 

threats to the country's economic stability. Finland 

suffers from an aging population and a dwindling tax base 
Niinisto noted 

Vanhanen government has had the courage to convince Finns 
that small changes to Finland\'s welfare state model as well 
as an influx of skilled immigrants are crucial to 

maintaining social and economic success. Regarding Halonen 
-- who 

the polls -- Niinisto noted that 

because she had done nothing. Nevertheless 
acknowledged that she in enormously popular -- particularly 
among women voters who remain enthusiastic about Finland\'s 
first female president -- and that he will have to reach 

out to voters across the gender gap if he is to be 

successful. Niinisto also expressed frustration in getting 

the president and prime minister to engage in a campaign 
noting that 

worked to their advantage. 


Finnish Security: The Top Concern 


4. (C) Niinisto stated frankly that Finnish (and 
lesser extent 
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in his campaign. He supported the concept of greater 
Finnish participation in the European Security and Defense 
Initiative (ESDI) 

that Europe must take greater responsibility for its own 
security. However 

significant role in NATO activities and emphasized that his 
vision for Finnish involvement in an evolving ESDI would in 
no way diminish its support for and participation in NATO 
activities both inside and outside the NATO area. When 
pushed 

membership 

Finnish voters and that 

stress the importance of putting a European defense 
mechanism first. However 

that public opinion could be changed if the right leader 
were to lead the way 

security remains heavily based on a strong trans-Atlantic 
alliance. Niinisto further noted that his own unequivocal 
stance on European security would set him apart from both 
Halonen and Vanhanen 

clear position on ESDI or NATO. 


5. (C) Niinisto also expressed some lingering concerns 
about broader security issues. He noted that despite an 
upswing in its economy 

of insecurity. To the extent possible 

reassure Russia are in Europe\'s own security interest 
said 

relations. Niinisto marveled at the growth of China as a 
economic power 

Russian insecurity. The Ambassador took the opportunity to 
make crystal clear to Niinisto the importance the U.S. 
places on maintaining the arms embargo against China. 
In response 

our views on board and agreed that China\'s human rights 
record left much to be desired 

not be a playmaker\" on the issue. 


Turkey and the EU 

6. (C) Regarding further EU enlargement 

enthusiastic. Breaking somewhat from his party\'s usual 
line 

membership in the EU is of tremendous importance to 
European security. However 

certain to be difficult. Following the eventual accession 
of Romania 

suggested that all future candidates be subject to 
referendum -- a proposal he said is gaining currency 
throughout Europe following the \"non\" votes in France and 
Holland. Niinisto feared that this concept would likely be 
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popular in Finland 

is high. Despite his own views in favor of Turkish 
membership 

ready -- politically or structurally -- to V'absorb that 

large mass that is Turkey." In response 

eventual \"phasing inW process that would involve a well- 
defined set of conditions and perhaps a lengthy time 
period. Regardless of the mechanism 

needs to find a way to allay public opinion fears about 
Turkey while still sending a message to the Turks that \"you 
are part of Europe. V 


Comment 

7. (C) Were he to be elected president in January 

would prove a strong supporter of both enhanced European 
security capability and a trans-Atlantic security 

partnership. He would also likely be more supportive of 
U.S. policy than President Halonen. Occasional differences 
over nuance (some reported here) would certainly arise 
there is little reason to expect that Niinisto could effect 

(or would wish to effect) dramatic departures from 
FinlandVs typically pragmatic and forthcoming approach to 
shared security and trans-Atlantic cooperation. That said 
both Niinisto and we are realistic about his chances for 
victory 

President Tarja Halonen has a significant lead in current 
opinion polls 

win. Nevertheless 

campaign that will permit his party to continue working 

with Halonen and with the current Center Party government 
while at the same time raising legitimate 

on issues of concern to the United States. 

MACK 
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rather than as someone who resigned in self-admission of 
guilt. 


2. (C) While Rusko will lose his Ministerial post 

return to Parliament. One contact told us that this is 
Dzurinda\'s preferred solution 

remain in Parliament to preserve his immunity from 
prosecution. ANO will remain in the coalition. Rusko will 
propose ANO loyalist Vladimir Snir 

Eastern Slovakia 


INSIDE ANO: DIVISION OVER RUSKO 


3. (C) During an ANO Presidium meeting Monday night 
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members of the 22 person body either voted for Rusko to 
resign 

these five (Lubomir Lintner 

Culture Frantisek Toth) 

Contacts within ANO tell us that the meeting was quite 
heated 

for print about the actions of her V'cowardly male\" colleagues 
who failed to support Rusko. Rusko himself has vowed to 
Vclean house\" at ANO and remove the \"traitors\" from his 


party. 


4. (C) Comment: While today\'s Coalition Council meeting 
adds a degree of predictability to the future of Rusko and 
the coalition 

flux; post notes that this is Tuesday 

anything could happen. End Comment. 


POSTSCRIPT: PRO-U.S. POLICIES WILL CONTINUE 


5. (C) During the Ambassador\'s credentials presentation 
today 

\"problems 

government\'s pro-U.S. policies would remain unaffected. 
VALLEE 
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modified their counting methodologies. Shearer told Spiegel 
that there is still some difficulty of movement for 

Palestinians in some parts of the West Bank 

offered to a do \"pilot program\" which would ease the closures 
regime in a part of the West Bank and allow the Palestinians 
to take over the security of that area. There was some 
disagreement 

have the most impact 

at a future date to negotiate a location. End summary. 


2. (SBU) Brigadier General (res.) Baruch Spiegel 

of Defense (MOD) advisor 

UN Office for the Coordination of Humanitarian Affairs 
(OCHA) 

and OCHA have done on roadblocks 

obstacles in the West Bank 

here. Spiegel started off the meeting noting that the GOI is 
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interested in easing the PalestiniansY movement from the West 
Bank to the Gaza Strip 

this was important for the economic development and 
humanitarian status of the West Bank 

easing of closures depends on the security situation and the 
\"day after" atmosphere 

Spiegel cited as an example the recent Netanya bombing to 
show the impact of the security environment 

that the IDF had increased closures around Tulkarm as a 
result of the bombing. He explained that the closures regime 
in the West Bank is under the control of the IDF Central 
Commander 

that the connection between checkpoints 

access is \"affected by the noise. Spiegel added that it is 
important for the IDF to have 100 percent transparency 
however 

have been increases in obstacles at any given time. 


3. (SBU) Spiegel explained that prior to the technical 
meetings between OCHA and the IDF 

establishment had not counted empty watch towers 
agricultural gates 

Beituniya 

the IDF has been meeting with OCHA 

increased to take these differences into account 
disparity between OCHA\'s internal checkpoints and roadblocks 
is now about 40. As of July 2005 

roadblocks 

checkpoints 


4. (SBU) Shearer responded that OCHA\'s new counting 
methodology had decreased OCHA\'s numbers significantly 
that he never thought they would get to within 40 checkpoints 
of each other. He explained to Spiegel that OCHAYs numbers 
had been reduced by about 20 percent just by not counting 
staggered roadblocks on a road individually 

them as one roadblock instead. Shearer also said that OCHA 
had stopped counting trenches and ditches because people 
cross them anyway 

preventing movement. According to the map Shearer provided 
econoff 

\"earth walls\" as of July 30 

specify exact numbers of roadblocks 

or external checkpoints. End note). Sheared suggested one 
final technical meeting to try to bridge the small difference 
between the IDF and OCHA 
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5. (SBU) Shearer continued that OCHA had noted a marked 
decrease in the number of closures in the Tapuach Junction 
area west of Ramallah because of the construction of the 
separation barrier 

remains problematic 

disparity in OCHAVs and the IDF\'s figures along Routes 5 and 
465. Shearer commented that movement through Abu Dis to 
Bethlehem was also difficult 

of obstacles to decrease in the Gush Etzion bloc as the 
barrier is constructed there 

south of Hebron. He said that while movement between 
villages and towns is better 

city to big city. V 


GOI Suggests Locations to Ease Closures 
OCHA Has Different Ideas 


6. (SBU) Spiegel confirmed that there will be a reduction in 
closures in the Hebron area as the barrier is built there 

and added that now that the technical work is almost 
finished 

\"speak about access. V He offered the idea of a \"pilot 
program" where the IDF would ease closures and expect the 
Palestinians to take responsibility for that particular area 
and coordinate with the IDF. \"Let\'s be a little bit more 
optimistic that Abu Mazen can take responsibility 

Spiegel told Shearer he wants to work with the Palestinian 
Authority (PA) 

Palestinians can take responsibility for an area because the 
PA must play a role. 


7. (SBU) Spiegel suggested an easing of movement in the 
areas of Tarqumiya or Janin -- for easier access to the Gaza 
Strip and Tulkarm 

realistic 

Nablus in the short-run. He explained that there would be a 
lot of changes in Jerusalem when the separation barrier is 
completed 

between Hebron 

but in the near future they have to work on practical steps. 


8. (SBU) Shearer suggested that a joint team sit down 
together to come up with ideas of places where closures could 
be eased for the Palestinians to take control. He explained 
that settlement roads were still a problem and maybe 
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something around the Ariel bloc would work. Spiegel rejected 
this idea 

start 

out that the economic impact in these areas would not be 
significant because Palestinian towns in the northern West 
Bank trade mostly with towns further north 

the economic impact would be bigger if closures eased around 
Ramallah. 


9. (SBU) Spiegel again said this would be problematic 

do it in a big way.\" He explained that \"to give it a chance 

of success from the beginning 

be done in a place like Janin where there is less friction 

with settlers 

OCHA would consider this and would present Spiegel with ideas 
of where to go from here because OCHA wants the most economic 
impact and needs to study and compare locations around the 
West Bank. He said he would be in touch with SpiegelVs 

office soon to set a meeting to discuss further removal of 
obstacles. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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Turkish objections 

Vprivileged partnership." In any event 

support for its position 

to leave the negotiating framework as is. Austria opposes 
links to Turkish recognition of Cyprus 

a linkage between the Turkish and Croatian talks. By 


proposing language for the negotiating framework 


Chancellor Wolfgang Schuessel wants to show his constituents 
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that he has represented the views of up to 80 percent of the 
electorate who oppose Turkish membership in the EU. He does 
not have to win this fight 

to do so -- but he has to show that he has made the effort. 


End summary. 


2. (C) Economic-Political Counselor and Pol Unit Chief 
discussed ref (a) points with MFA A/S-equivalent for Southern 
Europe Clemens Koja on August 22. Koja confirmed Embassy\'s 
analysis (ref b). He stated categorically that Austria would 

not support a delay of the start of Turkish EU accession 
negotiations from October 3. Neither would Austria support a 
link between the start of the accession negotiations and 

Turkish recognition of the Republic of Cyprus. The 

resolution of Cyprus issue would have to be the result of the 
UN-sponsored peace process 


EU accession talks could disturb that process. 


3. (C) Koja emphasized that Austria did not seek a linkage 
between the candidacies of Turkey and Croatia. Austria 


remained convinced that Croatia belonged in the EU. However 
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Austria would address Croatia separately. 


4. (C) Koja said Chancellor Wolfgang Schuessel continues 
personally to determine Austria\'s policy on Turkish EU 
accession. Koja noted that Schuessel thought the EU had 
headed down the wrong road by offering eventual membership to 
Turkey. However 

about the European Council decision of December 17 

stood by the terms of that decision. Still 

seek \"clearer\" language in the negotiating framework about 
possible alternatives for Turkey in case the negotiations 
failed to culminate in membership. Koja rejected the phrase 
Vprivileged partnership\" out-of-hand 

since the Turks had ruled out the formulation. That said 
Austria recognizes that the goal of accession talks is full 
membership in the EU. The question of alternative outcomes 
would arise only if accession talks failed. 

5. (C) Koja noted that Schuessel faced a tough election in 
2006. Only V'ten percent" of the Austrian public supported 
Turkish EU membership 

Schuessel and Foreign Minister Plassnik to show that they had 
fought hard to press the views of the Austrian public 

majority in EU councils dealing with Turkish accession. 


Schuessel could not afford to let the other Austrian parties 
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portray him as weak on Turkey. On the other hand 

was under no illusions about the extent of Austria\'s clout. 

In fact 

currently supports the Austrian position. When we asked what 
Austria would do if it failed to win support for its proposal 

on language in the negotiating framework 

Austria would probably fall in line with a consensus of the 


major EU states. 


6. (C) Koja and (separately) MFA Common Foreign and Security 
Policy Director Andreas Riecken pointed to the August 31 
COREPER and the September 1-2 \"Gymnich\" ministerial as the 
next venues for discussions on the EU Commission\'s draft 
negotiating framework. The next regular GAERC 

3 

language objectionable. Koja alluded to a conversation in 

which Turkish MFA Under Secretary Tuygan specifically asked 
Schuessel to refrain from pushing for the \"privileged 
partnership formulation. Tuygan had also asked that the EU 
Council not delay action until October 3 

force Turkish officials literally to walk away from talks. 

7. (C) Our contacts noted that any EU Ministerial 


\"technical\" ones 
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an \"A-point\" (without debate). However 


poor option 

believed the UK Presidency would try to organize a meeting of 
the 25 EU Foreign Ministers on the margins of the UNGA in New 
York in September. lf the necessary consensus emerged 

FMs could then \"put on their GAERC hats\" to pass the 


negotiating mandate. 


8. (C) It would not be accurate to say that Austria is 
seeking new conditions for starting accession talks with 
Turkey. Schuessel considers the start of talks on October 3 
to be a done deal. However 

constituents that he has done something to represent their 
skeptical view of Turkey -- especially since they \"blamed\" 
him for helping to seal the December 17 agreement to set the 
date for the Turkish talks. Schuessel has settled on the 
issue of additional language in the negotiating framework as 
a battle he must fight -- and probably lose -- to maintain 

his domestic political standing. 

van Voorst 
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our interests." The PM added that Iran is interfering in 
southern Iraq and that the threat of potential Iranian 

nuclear weapons is a \"big danger for us.\" In a conciliatory 


tone 
them as friends. Ambassador then asked 
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listening?\" to which Sabah Al-Ahmad responded 


3. (C) Regarding new Iranian President Mahmoud Ahmadinejad 
the PM repeated a description he provided to local newspapers 
last week 

him to do something" sinister. \"Don\'t blame him 

because during the elections every politician says things 

that he does not mean. \"You have to keep trying 

urged Ambassador. 


4. (C) Turning to Syria 

discussions with President Bashar Al-Asad 

he had agreed to comply with any U.S. demands and asked what 
more was expected. Shaykh Sabah tasked Foreign Minister 

Shaykh Dr. Mohammed Al-Sabah Al-Salem Al-Sabah to convey that 
message during an August 9 meeting with Ambassador (ref C). 

To date 

has not received feedback from Washington. He urged the U.S. 

to provide him additional points to make to Al-Asad. 


Strengthening Counterterrorism 


5. (S/NF) Ambassador praised increased bilateral cooperation 
between intelligence agencies on counterterrorism issues in 
the past six months but added that Kuwaiti laws need 
strengthening to increase penalties and close loopholes in 
money laundering/terror finance laws. The PM responded that 
terrorists are not against only the U.S. but against the 

whole world. Shaykh Sabah was pleased by the enhanced 
bilateral cooperation. 


6. (C) Regarding trafficking in persons (TIP) 

highlighted the need for Kuwait to bolster the legal 
framework regarding the treatment of domestic workers. The PM 
said that some people do not care about other human beings 
but that the Government is \"serious\" about this issue. You 
will see this in the coming months 

respect to Kuwait\'s Tier 3 rating 

annual TIP Report 

we are not on the bottom." According to the PM 

two widebody aircraft full of repatriated trafficking 

victims 

2004. Ambassador noted the need to offer alternatives short 
of deportation. 


Regional Issues: Palestinians 


7. (C) In response to Ambassador\'s request for the GOK to 
expedite donations to the Palestinians 
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that the GOK transferred funds after the Arab League meeting 
in Algeria (ref B). The PM reported that Palestinian 

Authority President Mahmoud Abbas recently called him to 
schedule a visit to Kuwait. The PM said that Abbas is welcome 
in the emirate anytime and that further aid would be 

discussed at that time. Shaykh Sabah spoke positively of 
Abbas but cautioned 

but from the Palestinians.\" 


8. (C) While discussing the new Iraqi constitution 

blamed the news media for fostering negative sentiment 
against the Sunnis. He believes the media are 
mischaracterizing the Sunnis and are not allowing them to 
present their viewpoint. According to the PM 

Sunnis want to accept the new constitution but are afraid. He 
said that he is surprised by the number of ex-regime Iraqis 

in Jordan 

plans to launch a satellite news station. The PM added that 
Saddam sent a letter for public release via the International 
Committee of the Red Cross (ICRC) even though they are not 
permitted to carry politically-related messages. (Note: 
August 21 media reports indicate the note was censored by 
detaining authorities prior to delivery to the ICRC. End 

note.) 


Gitmo: Send the Kuwaitis Home 


9. (S) The PM spoke frankly about the GOKVs position 
regarding Kuwaiti detainees at Guantanamo. V'l am not happy 
he said 

mentioned that multiple detainees had been returned to Saudi 
Arabia and other countries 

Kuwaitis are asking why 

Kuwait has done for the U.S (ref A). In his words 

continued detentions are creating more hatred for the U.S. 
among the detainees\' family and friends. He urged that the 
next four scheduled for release should happen in weeks 
months. V'Send us all of them. We know how to take care of 
them 


Priorities for the Fall 

10. (C) When asked about legislative priorities for the fall 

the PM expressed his confidence that the GOK has secured 
enough votes to authorize Project Kuwait 

of northern oil fields employing foreign companiesV 
expertise. Ambassador noted the GOK\'s announcement of a 
large-scale anti-corruption campaign. Shaykh Sabah said 
want to see where corruption is and stop it.\" He added that 
the Government will follow corruption trails wherever they 
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may lead. 
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Visit Embassy Kuwait\'s Classified Website: 
http://www .state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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Shia throughout the Middle East 


The guy sitting next to me does not represent us 


6. (C) Kanaan gave poloff an unfiltered 

main Shia parties Amal and Hizballah. Sitting next to 

Berri\'s foreign affairs adviser Ali Hamdan 

raised in the Lebanese Shia community in Venezuela 

in Spanish his opinion of Berri\'s Amal Movement and 
Hizballah. Kanaan said 

Lebanon don\'t represent us. They have the backing of maybe 
ten percent of the Shia population here. Only ten percent 
actually support them 

communities and say nice words and tell people what they want 
to hear. But we know they don\'t represent our real 

interests. We don\'t want arms and weapons; we don't care 
about politics. We want to live in peace and have the right 

to practice our religion." Hamdan 

speaker 

was unable to understand. 


7. (C) Kanaan continued that Lebanon has parallels with 
Iraq 

the support of most Iraqi Shia. Kanaan continued to draw 
parallels between Iraq and Lebanon while making a veiled jab 
at Hizballah. Kanaan explained that Iraqi Shia groups are 
Iranian backed political organizations with a relatively 

small following in Iraq. Iran gives them money and guns 
theyVre organized and have clout. They don\'t represent the 
people. 


8. (C) Comment: This was our first encounter with Sheikhs 
Al-Amin and Kanaan 

how to present themselves to us. We will continue to follow 
up issues that they raised 


Column 3 

Energy and Water Mohammad FneishVs improvement of electricity 
service in Shia areas. We have heard from other sources that 
Hizballah sought this portfolio to demonstrate its 

capabilities as a contrast to the poor performance of prior 

Amal ministers who held the energy account. End Comment. 
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had neither sent envoys to Nouakchott nor received 
representatives of the military regime (V'as some states 
recently have" - i.e. 

ambassador to Mauritania 

events from the capital but was not meeting with coup 
leaders. Hadidi suggested that the U.S. had offered coup 
leaders \"de facto recognition" by meeting with them. Poloff 
responded by stating USG policy on the coup (reftel) 
stressing condemnation of the take-over and support for 
African Union leadership on the issue. 


2. (C) Poloff inquired whether the coup leaders intended to 
send a representative to attend the Arab League\'s annual 
meeting of foreign ministers scheduled for September 6 in 
Cairo. Hadidi was uncertain but responded to poloff\'s 
question on GOE visa policy by noting that Egypt \"would not 
deny visas\" to government representatives to attend Arab 
League events in Cairo. He added that it would be V'logical 
to assume\" that the new military regime would want to send a 
senior representative to the meeting in order to seek 
diplomatic support and recognition from the other 21 Arab 
League member states. 


Visit Embassy Cairo\'s Classified Website: 
http://www.state.sgov.gov/p/nea/cairo 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website. 
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in its withdrawal from Iraq. Instead 

departure 

will be done in close consultation with the U.S. and other 
Coalition partners. He emphasized that the new government 
wants to be seen as a reliable partner 

was willing to talk about other missions. WBulgaria will not 
abandon Iraq or the coalition 

move ahead with discussion of possible stationing of U.S. 
forces in Bulgaria. Kalfin thanked the U.S. for its support 
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on behalf of the Bulgarian medical workers imprisoned in 

Libya 

with CODEL Hagel following the SenatorYs meetings in Tripoli. 
He agreed with the need to maintain a predictable 

transparent environment for U.S. investors 

our close cooperation on arms and dual-use export controls. 
Kalfin confirmed that he would be in New York September 20-22 
for the UNGA FM event 

with the Secretary. He may also accompany President Purvanov 
to NY September 16-17. END SUMMARY. 


2. (C) Charge\' paid a courtesy call on FM Kalfin at the 
beginning of his first full week in office 

Bulgarian government to move slowly on Iraq despite a 
campaign promise to withdraw immediately. Kalfin 

also one of three deputy Prime Ministers 

Socialist-led coalition government would be Ya predictable 

and loyal partner of the U.S 

would be shaped within this context. The new government will 
stick to its predecessor\'s decision to withdraw its combat 
troops from Iraq at the end of the year 

close consultation with Coalition partners. \"We are ready to 
talk about other missions 

particular training of the Iraqi security forces 

need to think about Afghanistan as well." The new government 
looks forward to discussing its future Iraq policy with the 

U.S. as soon as it completes its own internal deliberations. 
Though Bulgaria would bring its combat troops home at the end 
of the year 

Coalition 


3. (C) Kalfin expressed a desire to quickly resume 
negotiations on stationing of U.S. forces in Bulgaria 
acknowledged that his government was not yet sufficiently 
prepared or staffed for a substantive discussion of the 

issue. He promised to review the proposed Status of Forces 
Agreement (SOFA) and Defense Cooperation Agreement (DCA) 
to re-engage as soon as possible. \"We will not delay 

said. ChargeY committed to invite Ambassador Loftis and his 
team back to Bulgaria as soon as the government is ready. 
Kalfin noted that Bulgaria would also like to discuss the 
modernization of its armed forces with the U.S. ChargeV 
noted in response that the director of the Defense Security 
Cooperation Agency 

September. 


4. (C) On Libya 

within the trilateral U.S./EU/Bulgaria format to gain the 
release of the five Bulgarian nurses unjustly imprisoned in 
Libya. \"We rely on your assistance and help 

Charge" urged Kalfin to review the food-for-thought paper 
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provided to the previous government by deputy Legal Advisor 
Jonathan Schwartz. Kalfin agreed the UK presidency had 
further energized the EU in support of the medics. He was 
noncommittal 

direct 

He said that UK officials planned soon to discuss the 
nurses\' fate with the Libyan ambassador in London 
Minister of Justice at the time of the nurses arrest. \"We 
need to take all measures possible\" before the next court 
hearing on November 15 

forward to meeting with Senator Hagel on August 29 

the latter\'s meetings in Tripoli. 


5. (C) Charge\' said the U.S. wanted to increase bilateral 
trade and investment 

to maintain a welcoming investment climate. It would send a 
very bad signal to U.S. investors if the recent agreement 
with the U.S. film production company Nu Image to privatize 
Boyana Film Studios were not upheld. Kalfin was supportive. 
He said that he had spoken to the chairman of the 
privatization agency about Boyana. \"The contract has been 
signed 

deal.\" He cautioned 

have the final say 

the new Minister of Culture 

skeptic within the government. In the end 

it\'s going to be a problem 

Bulgaria\'s priority was to attract more U.S. investment 

for this reason it would also like to move ahead quickly with 
the negotiation of a treaty on the avoidance of double 
taxation (DTT). 


6. (C) Charge" emphasized the importance the U.S. places on 
arms and dual-use export controls. In response 

he looked forward to continued cooperation between the MFA 
and the Embassy on this issue. 


7.(C) COMMENT: The new Foreign Minister appears committed 
to close relations with the U.S. He clearly understands the 
sensitivity of Iraq in our relationship 

encourage him to play an advocacy role for continued 

Bulgarian military involvement. With less than a week in the 
position 

appointment of deputy ministers and re-establishing the 
inter-ministerial process will be necessary before the MFA is 
again fully functioning. 


8. (U) Tripoli minimize considered. 


LEVINE 
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Inside the envelope was one sheet which carried writing in 
Arabic. An informal translation prepared inside the Embassy 
follows: 


3. (SBU) In the name of God 


God most high said 
they (the unbelievers) killed all of you 
is with the pious.\" 


Verily 

practiced against Islam and the Muslims in Iraq and many 
parts of the world will soon be pushed higher 

land of the Caliphate 


Indeed 

are observing your movements( and they will strike your 
necks (cut off your heads) soon( successive blows without 
end( We will target all of your personnel and their families 

and all of your abodes without exception ( The one who warns 
is forgiven(. 


4. (SBU) Comment by ECON Counselor who did the translation: 
It\'s very good Arabic 

close to a native speaker; some of the constructions are a 

bit complicated. The language is \"classical 

older 

may have had a religious education of some kind. 


5. (U) At Country Team on 23 August RSO summarized this 
incident 

security measures 

Self-Assessment Checklist. RSO will follow-up with the 
suggestion made at CT that the recent cable distributed to 
COMs addressing personal security and the checklist be sent 
out electronically to the entire mission. 


6. (U) The envelope and letter has been sent to the 
Intelligence Division of the Turkish National Police for 
investigation. 


7. (U) A full EAC has tentatively been scheduled for Friday 
August 26 and the overall security posture of post will be 
reviewed. 


8. (U) Point of contact is RSO JANET SABO AT 90-312-455-5555 
ext. 2348. 
MCELDOWNEY 
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2) (C) Pol-Mil Off Aug 23 notified the MFA that BAFTE has 
confirmed its import permit (for up to 20 

rifles) remains valid until September 18 

rifles are destined for conversion to semiautomatic and 
eventual sale to U.S. consumers (Ref B). The MFA contact 
expressed thanks for the information 

Czech arms exporter had placed him under significant pressure 
to issue a permit. The Czech MFA remains interested in 
staying current on new U.S. law and policy in regard to 

future weapons transfers. 


3) (C) A representative of arms supplier Ceska Zbrojovka told 
the Embassy August 23rd that 

of the GOCR 

permission to export more than 3 

the United States. Our contact said Ceska Zbrojovka plans to 
export this number of rifles in advance of the September 18th 
deadline. 


4) (C) Comment: It appears that 

the validity of the U.S. International Import Certificate for 

this deal 

10 

out to be accurate 

between proponents of the deal and officials who fear that 
any future consequences of such a transfer would be partially 
blamed on the Czech Republic. End comment. 

5) (U) Post would like to thank all those involved in 

providing a timely and detailed USG response. 

MUNTER 
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Turkish accession talks.) 

2. (C) MIDDLE EAST/GAZA DISENGAGEMENT: Riecken believed that 
the Foreign Ministers would want to take stock of the 
situation in Iraq 

Gaza 

contribute to the disengagement plan as a positive step in 


the peace process. Since the Gymnich could not take formal 


decisions 
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formulas for EU support for disengagement. 

3. (C) CROATIA: Riecken said that Austria continues to see 
itself as an advocate for CroatiaWs aspirations. He said 

that work was proceeding within the five-member Task Force 
most recently at the Political Director level. The next 

step 

Del Ponte\'s evaluation of Croatian progress toward full 
cooperation with ICTY. The Task Force should also consider 
CroatiaVs action plan for compliance 

investigating and rolling-up the networks that support the 
fugitive Gotovina. 

4. (C) POSSIBLE WESTERN BALKANS CONFERENCE: Riecken said 
that Austria was now leaning toward hosting a 
ministerial-level meeting on economic development and 
integration of the Western Balkans into Europe 

2006 Presidency (rather than a full-blown Summit follow-up to 
the 2003 Thessaloniki conference). This could take the form 
of an add-on to the Gymnich in Salzburg in early 2006 

five Balkan foreign ministers might join the EU-25. The 
AustriansV thinking on this was still evolving 

depend mostly on the outlook for further progress as their 
Presidency approaches. 

5. (C) IRAN: Austria and the other EU member states are 
closely following the status of talks between lran and the 


EU-3 on shutting down Iran\'s enrichment program. Riecken 
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thought it likely that the EU-3 Foreign Ministers would want 


to use the venue of the Gymnich to brief their partners on 
the state of play of the talks and their chances for success. 
van Voorst 
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allegations that these displacements of low-income 
residents throughout Zimbabwe are primarily from areas that 
do not support the incumbent administration. The health 
implications 

where home-based care programs were disrupted 

severe. 


7. Access Denied / Operation Throw out the Trash: Our site 
visit to Hatcliff Farm revealed the complete destruction of 
an entire community built under bilateral agreements 
involving the GOZ 

prior 

residents who had legally valid leases to their homes 
forced out by police and dogs and a residential area the 
size of 10 football fields was bulldozed flat. Interviews 

with residents revealed extraordinary suffering as they 
attempted to rebuild with limited resources. While | was 
walking through the camp 

residents asking me for food and blankets. Tents supplied 
by the International Organization for Migration (IOM) that 
could provide shelter have been denied pending GOZ 
approval. My visit to the GOZ-developed Hopely Farms 
resettlement area coincided with the delivery of a USG- and 
EU-funded WFP shipment of food aid for over 300 families. 
Despite the food shipment 

of Justice refused to allow me access to the camp and to 
the IDPs 

permission from a separate ministry. 


8. Based on reports from IOM 

the site in July without water and were provided food aid 
consisting solely of un-milled corn. Residents are only 
permitted to come and go if they report to the paramilitary 
that control the site. 


9. The battered relief community: Team meetings with NGOs 
demonstrated their plight in trying to provide support for 
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food aid and agricultural inputs throughout Zimbabwe (see 
ref C). As found in 2002 

the operation of NGOs trying to deliver humanitarian 
assistance. The NGO consortium 

to import 25 

to distribute 15 

reported 10 

South Africa. Last-minute GOZ restrictions on NGOs in 
2004 

than buy locally 

supplies throughout the country for the planting season in 
2004-05. 


10. "The Government of Zimbabwe has it in hand": During my 
meeting with Zimbabwe\'s Minister of Social Welfare 

ref B) Minister Goche stressed that 

face problems 

hand. He also stated that the GOZ is willing to accept 
humanitarian aid from those of good will so long as it 
Vcomplements our efforts." My teamVs overall impression is 
that the GOZ is very concerned with saving face and 
reluctant to share basic data related to the food 

emergency. For example 

amount of food grain or seed stocks it has on hand 

seriously hampering donor efforts to assess and plan for 
food and ag input requirements. 


11. WFP Food Aid in support of HIV/AIDS in Mutare: In 

Mutare 

joint WFP-Africare home-based care feeding program that is 
improving the lives of 3 

persons. The team learned about an innovative pilot 

program that encourages greater involvement of men in home- 
based care. During the presentations a plea was voiced to 
include anti-retroviral (ARV) medicines in the programVs 

home based care kits. This WFP/Africare program should be 
considered for the introduction of ARVs. 


12. FAO support for agricultural inputs and response to 
HIV/AIDS: the team visited demonstration gardens 
implemented by FAO through a program that distributes drip 
irrigation kits 

needs of persons living with HIV/AIDS. The GOZ imposed 
last-minute restrictions on NGO seed procurement for the 
last planting season and over 45 percent of farmers ran out 
of seed. FAO and other agencies are aggressively working to 
avoid similar shortfalls for the 2005/06 planting season. 

A preliminary 2005 report (ZimVAC) indicates that more than 
1/8 of farmers will need to buy seed for the next cropping 
season and 15 percent are unsure where they would obtain 
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seeds. This is a serious problem given the hyperinflation 
and reduced buying power. We look to FAO to alert the 
donor community as to any shortfalls for the procurement 
and distribution of basic agricultural inputs and extension 
services. 


13. At press briefings in Harare and Johannesburg 

the following points: 

-\"| remember when this country was a breadbasket of 
Southern Africa. Today 

thanks to counterproductive land reform policies and a 
drought that has made the situation even worse." 
-Commenting on being denied access to the Hopely Farm 
\"This is just the sort of bureaucracy that the UN 

Special Envoy spoke out against. We can\'t address the 
suffering of these people if we can\'t see them and 
assess their needs. 

"The United States will stand by the people of 
Zimbabwe 

it comes to feeding hungry people." 

-\"It would be easy to turn your back on this 

government 


14. This visit focused primarily on Zimbabwe 

community needs to be mindful of the emerging needs of the 
the 

five other countries in the region: Lesotho 

Mozambique 

USG regional donation of US$51.8 is a step in the right 
direction 

regional and country specific appeals. The current WFP 
appeal for the Southern Africa Region has a shortfall of 
US$199 million 


15. It is clear that the current problems in Zimbabwe are 
largely man-made 
While we must disassociate ourselves from the reprehensible 


GCZ actions 

Clear evidence of violations of humanitarian principles and 
human rights were found. These should be addressed in as 
many venues as possible. 
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16. There is a consensus that if actions are taken soon 
despite large out-migration of talented educated persons 
Zimbabwe still has the essential human capital of dedicated 
citizenry required for long-term development. 


17. In the short-term 

in-time assistance to keep the pipeline supplied 
combination of existing GOZ and related WFP 
assistance infrastructure is in place to avert famine. 


18. We should support FAO\'s efforts to alert the donor 
community regarding any remediable shortfalls for the 
procurement and distribution of basic agricultural inputs 
and extension services for the 2005 and 2006 planting 
seasons. 


19. Based on the observations in Mutare and discussions 

with USAID-Harare and others 

in international donor support for HIV/AIDS. In particular 

we hope that the GOZ can be encouraged to resume efforts to 
obtain funding from the Global Fund by revising its 

proposals to realistic funding levels 

programming to be implemented by NGOs and multilateral 
agencies. Despite problems with GOZ policies 

funding must be found to increase access to ARVs. 


CLEVERLEY 


NNNN 
2005ROME02787 - Classification: UNCLASSIFIED 


39051 
39052 


-- Sa Nur: In Sa Nur 

themselves in various buildings 

hours 

settlement and the IDF had removed the tent site erected in 
the settlement. The IDF then went to the yeshiva where 30 
protesters were holding out 

approximately 1030 hours. Other infiltrators on the roof of 

an old British fortress negotiated with the IDF during the 
morning and were evacuated around 1330 hours. A woman who 
intended to harm security forces with pepper spray was 
herself affected by the gas and taken away to receive medical 
treatment. An IDF soldier sustained light injuries in the 

eye by settlers throwing rocks. At 1500 hours 

police 

citadel in Sa Nur to remove between 30 to 40 protesters. By 
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early afternoon August 23 

people had been evacuated from 19 buildings in Sa Nur 

the number evacuated rising to more than 540 people by 1630 
hours. 

-- Homesh: Long-time residents of Homesh held a farewell 
ceremony the evening of August 22. Approximately 46 of the 
original 96 families remained in the settlement at the time 
that Israeli forces entered Homesh on the morning of August 
23. According to Israeli press reports 

arrested on August 23 in Homesh after he attempted to stab an 
IDF soldier. Anti-disengagement protesters barricaded 
themselves in the local synagogue 

shelter 

Corporation cut off the electricity to the settlement after 

fires set by Israeli settlers threatened the high voltage 
electrical poles in the settlement. Approximately 70 
protesters were arrested trying to infiltrate Homesh during 
the evacuation. The IDF raided the Har Shalom Yeshiva in 
Homesh and forcibly removed right-wing activists who were 
barricaded in the building. As of 1530 hours on August 23 
the IDF had evacuated approximately 360 people from the 
settlement. A police officer suffered injuries when an iron 
pole struck him on the leg. A total of 11 people required 
medical care. As of 1630 hours local time 

people had been evacuated from Homesh. 


3. (SBU) SECURITY SITUATION: 
West Bank: 


-- Northern West Bank: The Palestinian Security Forces (PSF) 
on August 23 proceeded with their deployment to the eastern 
section of Jenin. A total of 700 PSF personnel have been 
deployed thus far. While the deployment was coordinated with 
the IDF 

boundaries of the city. 


-- Palestinian sources reported that the IDF on the evening 
of August 22 took over several rooftops of Palestinian homes 
along the main Jenin-Nablus road (Road 60) for observation 
purposes. In the village of Ajja 

took over one house. The IDF also entered Anza and Arraba 
villages and took over the rooftops of four houses. 


-- Shooting: The IDF on August 23 entered Qabatiya village 
south of Jenin 

traveling near the village. Three Palestinians were lightly 
injured during the exchange of gunfire. There were no 
reported arrests. 


-- Closures: The IDF on August 23 closed all roads leading to 
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the Burga village 
village 


-- Settler violence: Israelis settlers on the evening of 
August 22 threw stones at Palestinians near Eli settlement 
south of Nablus. Two Palestinians sustained light injuries 
during the incident. According to Palestinian sources 
Israeli settlers on August 22 entered Haris village 

Ariel settlement 


-- Injuries/Arrests: According to Israeli press reports 

IDF soldiers and one settler on August 23 were injured during 
a violent demonstration at the entrance to the Qedummim 
settlement. Police arrested more than 50 activists near 
Qedummim who were attempting to reach Sa Nur and Homesh. 
Anti-disengagement protesters also slashed the tires of an 
IDF vehicle and set it on fire. In a separate incident 

Israeli police the evening of August 22 arrested Qedummim 
municipality head Daniella Weiss and several dozen right-wing 
activists in a demonstration outside the settlement. An IDF 
soldier sustained light injuries after protesters threw light 

bulbs filled with paint at the soldiers. 


Gaza Strip: 


-- The situation is Gaza is generally calm and quiet. All 
settlements there have been evacuated. 


- The IDF reported no mortar or rocket attacks overnight 
August 22-23. 


- The IDF reported no shooting incidents during the period 
between 0600 hours 

However 

the evening of August 22 shot and injured a Palestinian youth 
near Khan Yunis. 


-- Explosives Devices Discovered: In two separate instances 
IDF on August 22 dismantled explosive devices discovered near 
Kfar Darom. 


4. (SBU)PALESTINIAN REACTIONS: 

-- According to Palestinian media sources 

Ahmad Quraya\' (Abu AlaVa) on the evening of August 21 met in 
Damascus with the heads of Palestinian factions 

Hamas 

Palestinian faction representatives in attendance said that 

Abu AlaVa indicated that the PA would not disarm the factions 

in the Gaza Strip; however 

agreed to maintain the \"oneness\" of the authority and would 
refrain from displaying weapons in public following the 
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Israeli disengagement from the Gaza Strip. 


-- PA President Mahmud Abbas the evening of August 22 phoned 
Israeli PM Sharon to offer congratulations on the Israeli 
disengagement from the Gaza Strip. According to Israeli 

press reports 

\"historic\" decision and expressed hope that the disengagement 
would usher in a new era of relations between Palestinians 

and Israelis. Both Abbas and Sharon agreed to meet soon 
although no date was scheduled for the meeting. Abbas on 
August 23 also phoned Israeli President Katzav to offer 

similar congratulations. 


-- Rafiq Husseini 

August 23 told the Associated Press that the Israeli 
disengagement from Gaza represented a historic opportunity 
for Palestinians to build a future Palestinian state. 

Husseini said that the PA would push for a return to 
negotiations once Israel completed its disengagement from 
Gaza. 


-- SaVeb Erakat 
PA expected Israel to hand over Gaza in early October. 


-- Hamas has called for a central rally in Gaza on August 25 
to mark the Israeli disengagement from Gaza. 


5. (SBU)GOI POLITICAL DEVELOPMENTS: 


-- The Knesset Finance Committee is meeting in special 
session to discuss the alleged housing problems facing Gaza 
settler evacuees. The Director General of the Prime 
Minister\'s office reported that 600 apartments 

has rented for evacuees 

4 

Disengagement Authority (SELA) and that 793 of these have 
been approved. 


-- Fifteen Knesset members set up a \"lobby for the Gush Кай? 
uprooted\" in the Knesset on August 22. Likud rebel 

Kara 

Shas 

At their first meeting 

its alleged failure to deal with the housing 

educational and agricultural needs of the settlers. 


-- MFA contacts told poloff that the GOIVs public relations 
strategy is to focus on Palestinian responsibilities rather 

than be dragged into a debate over whether Israeli occupation 
in Gaza will persist post-disengagement. 
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6. (SBU) BORDER CROSSINGS/HUMANITARIAN ACCESS: 


-- Gaza Coastal Road: The coastal road is now open with free 
movement of traffic in both directions 
Palestinian sources. 


-- Erez Crossing and Industrial Zone: According to Gaza 
private sector contacts 

Palestinians 

of people to pass based on humanitarian/medical grounds with 
prior coordination. On August 23 

were allowed to enter Israel. Factory workers were also 
permitted into the Erez industrial zone 

Palestinian sources. 


v~-- in and out o\"Gaza 
is still required for Palestinian males aGd76 to 35 years. 


-- Abu Kholi JunQion: Re-opened Y 0115 hours and closed at 
0515 hours 


-- Karni Terminal: Karni remains open on August 23. It had 
been closed temporarily on August 22 as settlers were 
evacuated from Netzarim. 


-- Kissufim: The main crossing used to enter Gush Katif and 

Kfar Darom settlements 

traffic/persons leaving Gaza. The IDF tightened restrictions 

and announced that all media personnel must leave Gaza by 
2200 hours 

WALLES 
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shehu said grain prices in Maiduguri were continuing to 

rise 

and not to drought in Niger. He also said he had no 
knowledge of Nigerien refugees in Borno State but cautioned 
that the situation possibly was worse along northwestern 
Nigeria\'s border with Niger. 


4. Embassy officers found no local newspapers that might 
have reported local leadersV reaction to the humanitarian 
crisis in West Africa. 


5. Embassy officers found that large portions of Borno 

State were green and well watered 

on August 19. Corn fields north and south of Maiduguri grew 
up to six feet tall 

thin. 


6. Embassy Abuja remains alert to AF\'s interest in the 
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humanitarian crisis in West Africa. 


CAMPBELL 
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2. (C) Polcouns made other reftel points; in response 
official noted that Chavez likely would not succeed in 
hijacking the Social Charter negotiation process 
already were other proposals on the table 

Mexico\'s and Central America\'s. 

WHARTON 
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OfficeW . The contact officer for the visit is Bruce P. 
Kleiner 

tel.: (595-21) 660-975; and cell tel.: 0971-338-822. 


2. Hotel reservations have been confirmed at the Hotel Las 
Margaritas 

telephone: (595-21) 448-765; fax (595-21) 448-785. This 
hotel is located approximately four miles from the Embassy. 
Cost of the single room is USD 66 per night with tax and 
breakfast included. 


3. Due to budget constraints 

airport expediter for initial arrival and final departure of 
employees assigned to post 

Other travelers requiring special assistance should request 
an expediter in advance and provide fiscal data. Taxis are 
available from the airport. A taxi ride from the airport to 
your hotel may cost you anywhere from 45 

guaranies 


4. All U.S. citizens traveling to Paraguay are now required 
to have visas. Airport and border visas are not available 
at this time. Please contact the Paraguayan Embassy or 
closest Consulate for more information 

require a multiple entry visa. 


5. If travel plans involve visiting neighboring countries in 
the region 

country clearances from the appropriate U.S. Embassies. 
Brazil and Argentina requires visas for official travelers 

on diplomatic 

Official visitors contemplating travel to Iguazu Falls 

should advise the Embassy before doing so as well as Embassy 
Brasilia and/or Embassy Buenos Aires if they plan to cross 
into Brazil and Argentina. Travelers are reminded that 
Iguazu Falls is located on the border of Brazil and 
Argentina 
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Paraguay 
Brazil. 


6. Post recommends that even though you will be only 
transiting Brazil 

airline cancels or delays its flight to Asuncion 

may have to stay in Sao Paulo for one day while waiting for 
the next available flight to Asuncion. Brazilian 

authorities will not permit you to leave the airport to go 

to a hotel without a valid Brazilian visa. U.S. citizens 

may be fingerprinted and photographed upon entry into 
Brazil. This applies to holders of diplomatic and official 
passports 


7. Threat Assessment: 


A. Political Violence-Terrorism: There are not indigenous 
terrorist organizations in Paraguay. There are no political 
groups or parties that are currently active in this country 
that are specifically targeting U.S. interests. However 

given the presence of members of and support for extremist 
terrorist groups in the tri-border region (Alto Parana and 
Itapua Departments) 

possibility of terrorist activity 

anti-American violence. 


B. Crime: Paraguay is a high-threat post for crime. Petty 
street crime in the city of Asuncion and the immediate 
suburbs continues to be a problem for residents and visitors 
alike. Visitors to the city of Asuncion should be aware of 
problems with pickpockets or purse-snatchers on the street 
or on public transportation. Until recently 

affecting visitors has been non-violent; aggravated 
robberies 

in Asuncion 

of armed robberies of businesses and residence by criminal 
groups are occurring with greater frequency 

result 

traveling about the city. 


8. The seasons in Paraguay are the opposite of those in the 
United States. Asuncion\'s climate is extremely hot from 
November through April and cool or mild in July and August. 
The transitional seasons 

are unpredictable: they can be pleasant or hot. Health 
conditions generally are good. The water in Asuncion is 
potable 

problems. There is no endemic hepatitis or malaria in 
Asuncion although outbreaks of dengue fever are recurrent. 


9. As of 8/22/05 the exchange rate is 5 
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one US dollar. Personal Finances: Official travelers may 
cash personal checks at the Embassy for amounts ир to 
US$750.00 per week; and use their ATM cards at one of the 
many terminals located throughout the city. Because of 
restrictions with the embassy bank 

checks may only be cashed with one of the local exchange 
houses. 


9. Laptops 

cellular telephones and other electronic devices: Laptops 
and PDAs may not be brought into the Embassy without the 
prior approval of the Regional Security Office. Personally 
owned laptops 

USG-owned laptops may only be used in Controlled Access 
Areas (CAA) if the user certifies that the computer has been 
continuously under the personal control of a cleared 
American throughout transit. If this requirement is not 

met 

USG-owned PDAs are under the same restrictions as cellular 
phones and other electronic devices 

within the CAA. 


10. Security Clearance: State Department policy requires 
that all official visitors verify their security clearance 

in writing 

to the Embassy. Visitors whose clearances are not verified 
must be escorted at all times. TDYVers must schedule a 
security in-briefing with the security office as soon as 
possible after arriving at post. Access badges will not be 
issued until the employee has acknowledged receipt of the 
required security briefing. KEANE 
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still a new phenomenon in Iraq; and 

stigma against citizens asking the gGovernment for help 
finding a job still lingers. 


18. (SBU) Comment: Much of the discourse on the Iraqi 
labor market rightly focuses on unemployment. Yet at the 
same time 

especially those in uncompetitive state-owned 
enterprises 

opens itself more to international markets to compete for 
private-sector driven growth and jobs in a market-based 
economy. 
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Constitution" (Iraqi Press Website in Arabic 
B. \"Iragi Constitution and the Dialogue of the Deaf" (Iraq 4 All New 


Column 3 

C. \"Concession Over Self-Determination\" (Al-Rafidayn Web Site in Ara 
D. \"lraq 

(Soat Al-Iraq (The Voice of Iraq) in Arabic 


A. V'Citizenship and Sectarianism; The Difference Between The Sunni an 
Constitution 
(Iraqi Press Website in Arabic - Editorial by Ali Al-Shlah) 


http://www.iragipapers.com/dustoor 6 6 5 ali. htm 


\"Iraq is ruled by one sect which nobody used to talk about. Now sect 
familiar topic of conversation 

spectrums! . . . Which group committee members identify with or not 
qualifications 

international Arab issue. This point was taken to such extremes that 
State Rice visited Iraq and demanded that the Prime Minister guarante 
Sunnis in drafting the constitution 

But it seems that this topic only comes up when the government is fac 
necessity of giving non-Sunnis their rights (or not) in the political 
problems with SaddamVs regime not because he was Sunni but because he 
People would have turned against him even if he had been ShiVite. Why 
that every anti-terrorist operation is against Sunnis? . . | wish tha 
protesters on the Constitutional Drafting Committee say that they opp 
because it excluded an Iraqi legal advisor. But 

didn\'t have enough Sunnis іѕп\ї a good enough reason. The committee i 
sectarian because the leaders of the Sunnis convinced their group to 
Then those very same leaders demanded a big portion of the cake throu 
others with the threat of a boycott 

They are not legitimate. The government responded to their blackmail 
abroad to the extent that Nm afraid that Sunni extremists will boyco 
elections to get more than they could get in a free and fair election 

will continue to assume more power and get away with their grandstand 
constitution won\'t differentiate between one Iraqi and another and it 
over another. Political leaders should all concentrate on writing a p 

and not sectarianism one. V 


B. \"Iragi Constitution and the Dialogue of the Deaf" 
(Iraq 4 All News in Arabic - Editorial By Jihad Al-Khazin) 


\"It might be true that the constitutional committee had completed 90% 
its August 15th deadline 

disagreement among the three main groups . . . In fact 

on how deep the differences are among Shiites 

the negotiators to give themselves another week for deliberations des 
the United States. They went into the extension with no practical pro 
solution for problems that preventing their agreement in the first pl 
demand a federal region in the south that would enable them to benefi 
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resources. The Kurds in the north also want their own federal region 
idea of Islam as the main source of legislation . .. The 15 Sunni Со 
Committee members have threatened to withdraw from the process if Shi 
continue to insist on these concessions ... The United States has p 
give up their points and reach an agreement. Ambassador Zalmay Khalil 
disappointment over the postponement after acting as the 72nd member 
Maybe he was even the first . . . Federalism is the first step in the 
Shiites and Kurds are already talking about the next step 

real possibility that the failure of this process could lead to a civ 

could already be on the way 

from insane terrorism that could not be described as a resistance mov 
many lives on daily basis. While the United States 

is trying to emphasize the positive side of the situation that just d 


C. \"Concession Over Self-Determination\" 
(Al-Rafidayn Web Site in Arabic - Editorial by Venus FaViq) 


http://www.alrafidayn.com 


\"News of Kurdish concessions over the right of self-determination did 
shocking impact on my soul . . . Since | did speculate that Kurds wou 
nothing . . . | would have liked to ask Kurdish officials the questio 
have any rights to give up in the first place 

back to their people?. . | don\'t know what rights Kurds will have aft 
after agreeing that Islam should be the main source of legislation--t 
are enough to suppress the Kurdish people in a civilized manner right 
sight .. . We should point out that the American position changed du 
Americans 

ally ever 

can\'t think how any attention could be given towards Kurdish demands 
Kirkuk 

series of concessions and | hope I\'m wrong.\" 


(Soat Al-lraq 
http://www.sotaliraq.com 


\"Does the national assembly\'s decision to postpone the discussion of 
constitution represent a major setback for Iraq that has just been fr 

or is it merely a minor event on the road to democracy? . . . Failure 
constitutional deadline would be considered a drawback for only one r 
time the Iraqi leadership has failed to fulfill a political obligatio 
toppling of the previous regime . . . Despite the prospect of postpon 
tactical drawback for Iraqis 

recently freed from decades of dictatorship. Constitutional committee 
to pressures from different factions including Al-Sistani and the U.S 
... The vast majority of Iraqis are content with the manner through 
made 

forever 

they know it\'s no longer possible to ignore the will of the people . 
around the drafting of the constitution have included Iraqis particip 
conferences enabling 50 
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many unions 
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B. "Why Are We Afraid of Federalism\" (Al-Sabah 

C. V The Disagreement Points are Increasing\" (Al-Furat 

D. \"This Morning" (Al-Sabah Al-Jadeed 

E. VDividing Iraq Away from the National Zeal\" (Al-Mashriq 
F. "What is the Argument For the Constitution? (Al-Ittihad 


A. V'Constitutional Discussions V 
(Al-Adala Newspaper in Arabic P 3 Editorial by Ali Khalif) 


\"The current discussions on the constitution among the Iraqi politici 
important step in Ігад\'ѕ journey to democracy. However 

political group is trying to impose its own agenda on the constitutio 
who hold political opinions that do not serve the Iraqi national inte 
those who oppose the idea of federalism in Iraq might have accepted i 
resources in their own provinces. If we believe in democracy and fre 
be afraid of federalism . . . But | think that some political groups 
because of that they try to dominate all other groups. These are the 
idea of Kurdish federalism while at the same time refuse the concept 
federal territories in any other part of Iraq . . . Nevertheless 

process represents a great achievement and the Iraqi politicians who 
in this process must complete the task of drafting a constitution tha 
Iraqi people. We do not like anyone to make use of this achievement 
platform to launch bombastic slogans. The Iraqi people want to live 
want to enjoy their fair share of Iraqi wealth and natural resources. 


B. "Why Are We Afraid of Federalism\" 
(Al-Sabah Newspaper in Arabic p. 2 Editorial By SaVeed Abdul Hadi) 


\"Until yesterday 

constitution draft. As everyone knows there is a Shiite-Kurdish agre 
However 

The Arab Sunnis think that federalism will lead to the unfair distrib 
resources among provinces. We do not know the reason behind such fea 
politicians unanimously agreed on the distribution of natural resourc 
media focuses on the positive points of federalism and how important 
development. The conservative Pan Arab media outlets severely attack 
Iraq. We feel that they attack federalism in Iraq because they want 
political establishment. Those establishments would be threatened if 
succeeded in Iraq... The Arab countries are still governed by tyra 
regimes give a very good picture of what is called as the eastern tyr 
progressive Arab press opposes the rights of Iraqis to establish thei 
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Administrative federalism in Iraq is necessary because it would resto 
our many ethnic groups. We must not say bad things about each other. 
things like; Sunnis refuse federalism because they want to implement 
project for the sake of our neighbors or accuse the Shiites of being 

plan in Iraq. These accusations come from those who want to destroy 
and encourage sectarianism . . . What will the Shiites lose if a cent 
established that represented the majority in Iraq? What will the mi 
from having a central government? There must be a national movement 
honest Arab writers must support this move . . . Iraq is moving forwa 
democratic process will never stop. Disagreements among lraqvs Shiit 
Kurds are a healthy point in this process. V 


C. V The Disagreement Points are Increasing 
(Al-Furat Newspaper in Arabic P 2 Editorial By Majed Fadhel Al-Zaboon 


VDespite the Constitution Drafting Committees announcement that the 
working on the Constitution have resolved their differences and reach 
seems that there are still arguing . . . In fact they are still tryin 

sixty-six different points. How did six points of disagreement turn 

of disagreement? . . . One of my colleagues thought that members of t 
Drafting Committee would not be able to read the constitution article 
electricity where he lives. He lives far away from the Internationa 
nothing about the concrete walls and unlimited electricity. My other 

that they should schedule their discussions about the disagreement po 
with that solution is that Arabs want a schedule according to the Ara 
the Kurds want the Kurdish alphabetic 

Ambassador Khalilzad 

alphabetic. Everyone respects his wisdom and they liked the idea. Ho 
to add more articles to the Iraqi constitution draft. When some oft 
Drafting Committee members protested 

to do so because the United States is a permanent member in the Inter 
Council... This is why the members of the Constitution Security Co 
democratic additions. They accent the federalism 

are right for Iraq. They were so happy with Ambassador Khalilzad tha 
him. V" 


"Translators note: the author is actually sarcastically criticizing t 
writing the Iraqi constitution. 


D. \"This Morning" 
(As-Sabah Al-Jadeed Newspaper in Arabic P. 1 Editorial by Ismael Zayy 


“Тһе completed constitution will begin the next stage in our country 

do not worry about Qatar. Do not waste time on others issue or other 
campaigns against us. Go ahead brothers and ensure our children\'s fut 
not mean that you should be careless and accept anyone\'s opinion into 
But we should stand behind our own opinions about this historical doc 
establish the basic elements for the government in the new Iraq... 
participate in the referendum and vote for the constitution. It does 

vote. The most important thing is that we are free to express our op 
should first read the document and understand what it means. We shou 
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issues raised in this document. Then we are prepared to express our 
‚If we reject any interference in our affairs 

our land 

the courage to express its opinions. Casting a vote on the constituti 
national 


E. VDividing Iraq Away from the National Zeal\" 
(Al-Mashriq Newspaper in Arabic P7 Editorial by Shamil Abdul Qader) 


\"Some Iraqis have two main ideas about the unity of Iraq. One is tha 
divided 

States to maintain Iraqi unity. However 

They think that the governments of Western and Middle Eastern countri 
all along to divide Iraq for the benefit of Middle Eastern forces. T 

Iraq and its unity view federalism as a step backward under the prete 
from a centralized government... The former United States Civil Ad 
Ambassador Paul Bremmer repeated many times that he refused federalis 
sectarian issues. He maintained that he agreed with geographical fed 
that Iraq will be turned into 18 federal territories instead of 18 pr 
understand that Iraq needs a centralized government for security. We 
JaVafariVs government will give us the centralization of the former r 
destroy the idea of division. Their anger will come down on the head 
and on the heads of those who are trying to finance its division. V 


F. "What is the Argument For the Constitution? 
(Al-Ittinad Newspaper in Arabic P 5 Editorial by Karekar Abdullah Khu 


\"In today\'s session of the Transitional National Assembly 

decided or refused . . . In support of the Constitution 

issued 

Everyone is working on the Constitutions controversial issues. The 
the results to the Iraqi people. However 

another postponement . . . The leaders of the political blocks have i 
about the significant restrictions facing them. If they are able to 

the constitution draft 

up new horizons for the Iraqi people and will kick start reconstructi 

a break from the their current miserable condition . . . When the Pol 
complete the draft 

approve the draft the political process goes back to the beginning. 

to the Iraqi people in many ways. The political 

consequences of a denial will dishearten the people. It will also me 
of continued suffering 

benefits... The elected National Assembly should have finished the 
the efforts of the Constitution Drafting Committee by the first deadl 
reach an accord. That fact compelled the president to have the polit 
together in order to solve the restrictions . .. The statements are 
optimistic and some are pessimistic that the document will be finishe 
the TNA decision will remove these all doubts that the government is 
future .. . We still optimistic that the TNA will give us our final 

the draft the country will sink into chaos and face continued foreign 
internal issues . . . Iraqis want a constitution that will protect th 
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country 
Assembly to decide the constitution 
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tool to meet the economic 

the government.\" He intends to use it to pursue: 


- real GDP growth of 10 percent 

- unemployment of 10 percent of the active labor force by 
2010 

- inflation not to exceed 10 percent 

- reform and restructuring of state-owned enterprises 

- modernization of GOI administrative processes and 
procedures. 


9. (C) Mission officials gave Allawi and his chief of staff a 
copy of a draft 2006 budget predicated on the IMF Article IV 
consultations for their markup. They asked that the Ministry 
share with the Embassy what it will pull together so that it 
can in turn share this product with U.S. Treasury for 
follow-up with IMF. 


10. (C) Allawi agreed to participate in Embassy\'s proposed 
US/GOI joint task force on budget and fiscal issues. He made 
it a point 

a joint policy-making mechanism. 

Khalilzad 
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(SAFE) 

of State\'s Bureau of Diplomatic Security that the employee 
has undergone equivalent security training. The contact 
for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for 
any traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates 
the threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
incidents to the Regional Security Officer. 
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c. (SBU) Anonymous telephonic threats and obscure threat 
mail have occasionally targeted U.S. diplomatic missions 
in New Zealand. In response to U.S. policies and actions 
various groups in New Zealand have demonstrated 
occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
small and are peacefully conducted. During these 
demonstrations 

services normally provide adequate protection to the 
Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium threat crime 
environment. As such 

experienced an increase in violent and petty crimes 
they are usually non-confrontational in nature. However 
home invasion robberies and assaults 

becoming more frequent. Burglaries and thefts occur 
countrywide but primarily in the large cities of Auckland 
Christchurch and Wellington 

especially aware that street crime 

pickpockets 

Common sense precautions should be taken 

night 


e. (SBU) Generally 

significant role in the world drug situation; however 

evidence indicates that New Zealand has been utilized as a 
transit point for shipments of Ecstasy 

to Australia. The most abused drugs in New Zealand are 
locally produced methamphetamine and cannabis. There have 
been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 

f. (U) All forms of public transportation are generally 

safe at all times of the day; however 

should use common sense precautions so as not to become a 
target of opportunity. 


9. (U) The traffic situation in Auckland can be difficult 
with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however 
during rush hour moderate delays can be expected. 
Visitors are advised that traffic drives on the left-hand 
side of the road. Visitors are advised that traffic 
accidents are common and that it is safe to pull over so 
that police may take an accident report. However 
visitors who experience hostility or anti-American 
sentiment should depart the scene immediately and notify 
the RSO. 


h. (SBU) Travelers intending to bring and use any USG 
provided electronic or photographic equipment must contact 
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the RSO prior to introducing that equipment into the 
Chancery. Personal electronic or photographic equipment 
is not permitted in the Chancery. Only in severely 

limited cases will a notebook or laptop computer be 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular telephones 
and to securely safeguard classified or sensitive 
information at the Chancery and not at hotels or 
residences. 


j. (U) Visitors should also be aware of the State 
DepartmentVs Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements 

http://travel.state.gov 


k. (U) In essence 

appropriate caution and be alert to their surroundings 
with regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000 
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initials in Spanish) in Naco 

According to AHM 

disposable medical gowns manufacturer Avent initiated talks 
to expand their operation in Villa Nueva. Various Brazilian 
thread manufacturers are exploring Honduras as a production 
site. In addition 

companies have contacted them in recent weeks for general 
information 


6. (SBU) Post is currently coordinating with the Department 
of Commerce on a Secretary of Commerce-led regional trade 
mission October 16-22 

prominent U.S. businesses. These companies will visit the 3 
CAFTA countries that have ratified (Honduras 

and Guatemala) to meet trading partners and establish 
relations. The Department of Commerce will continue 
recruiting for the delegation until mid-September 

reports they already have strong interest from a number of 
companies 


7. (SBU) The Foreign Agricultural Service (FAS) office in 
Tegucigalpa notes an increase in inquiries both from 
companies interested in exporting to and importing from 


Column 3 
Honduras. According to FAS 
as follows: 


Interested in exporting from the U.S. to Honduras: Honduran 
businessman Jose Nolasco (looking for U.S. Manufacturers/ 
Suppliers of pasta products); Honduran businessman Javier 
Flores (looking for U.S. Suppliers of onion 

carrots); Honduran firm Inversur (looking for U.S. Suppliers 
of pork); and U.S. firm WISHH (looking for Honduran 
importers of texturized soy). 


U.S. company inquiries about Honduran import regulations: 
Cargill (concerning expedited processing for unloading of 

corn); Mayer 

levels for Distillers Dried Grains with Solubles 

Prima Tech USA (requesting an assessment of bovine and pork 
potential/needs in Honduras for animal health products). 


Several firms have also contacted FAS for information on 
exporting from Honduras to the U.S. 

Aguazul S.A.(Drinking water) and U.S. firm Citricos Coqui 
(oranges). Firms seeking information related to U.S. import 
regulations: Honduran firm Panificadora Real (color 
additives in food products) and Fosforera Centroamericana 
(concerning wood packing material requirements). 


Williard 
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religion.\") This language mattered to the President and the 
Secretary 


SIPDIS 

showed it was reaching a broad American audience as well 
underscored. After a moment of silence 

Islamic Law does not allow a Muslim to leave the Islamic 

faith. DCM and poloff emphasized that this language was 
found in international pacts 

pretend to be a leader on human rights without it. Abdel 
Mehdi accepted the point and promised to take our proposal to 
the Shia Coalition full leadership. 


4. (C) DCM also raised the ambiguous language we had seen 
concerning the quota reserved for women in the future 

national assembly and recommended a technical fix to clarify 
it. He also noted that the constitution needed to make clear 
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that the draft\'s guarantee of all human rights provided for 

in international treaties had to be unconditional 

attempt to circumscribe these rights through provisions of 
the constitution would constitute unilateral amendments to 
Iraqva treaty obligations 

international law. Abdel Mehdi understood the improvements 
and said they would try to get these approved also. 


5. (C) DCM then raised the issue of federalism laid out in 
section five. He highlighted the importance to the U.S. and 
Iraq of broad support 

community 

meetings with Sunni Arabs 

federalism is the most sensitive issue. The DCM noted that 
simpler language in section five 

would make it easier for Sunni Arab leaders to convince their 
own constituencies. It was especially important 

underlined 

determining the shape of federalism in Arab parts of Iraq. 
DCM suggested specific fixes to the section that might make 
it more palatable to at least some Sunni Arabs. 


6. (C) Abdel Mehdi pushed back hard: the Sunni Arabs were 
impossible to deal with 

constitution might look easy but would cause dissatisfaction 

in the Shia community. DCM agreed that the Sunni Arab 
negotiators were hard to work with 

reason for the Shia and Kurds to have avoided meeting them 
until almost too late in the process. We also noted that 

Shia and Kurdish credibility among the Sunni Arabs 

high 

diplomats met them more often than their fellow Shia and Kurd 
negotiators. Above all 

constitution should have some measure of Sunni Arab support. 
Abdel Mehdi asked whether we could guarantee that support. 
DCM responded that while we could not guarantee support 
the Shia and Kurds made no effort to meet some core Sunni 
Arab demands we could guarantee the Sunni Arabs would not 
support the constitution. 


7. (C) Kurdish leader Rowsch Shaways remained apparently 
unmoved and said the draft constitution deal was structured 
such that changing one section could unravel the deal in 

other parts. Abdel Mehdi then emphasized that the Shia 
Coalition leaders want the right to set up one or more 

regional entities like the one the Kurds have. PolCouns 

noted that we have stressed the Sunni Arabs must acknowledge 
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the right of governorates to join into regional entities even 

if the actual implementation is delayed. Abdel Mehdi swept 
this aside. The next national assembly is an \"unknown\" in 
terms of who would dominate it. Ultimately 

Rowsch agreed to take the language back to their leaders. 


8. (C) Lastly 

article 145 about the continued operation of the 
de-Baathification commission be removed. The commission is 
already working 

in any way on the constitution. Sunni Arabs have highlighted 
to us 

Arabs seeking language that instead promotes national 
reconciliation. We suggested alternate language that calls 
for the Iraqi judicial system to punish those responsible for 
crimes committed against the Iraqi people during the previous 
regime in accordance with Iraqi law. Abdel Mehdi argued that 
elements in the Shia community would not support the 
constitution without such language. DCM said there was less 
a question about support for the constitution among the Shia 
community than among the Sunni Arab community. 


9. (C) None of the Shia and Kurds appeared interested in 
engaging even Ayed AllawiVs Iragiya group 

Assembly''s third-largest bloc 

constitution 

Instead 

National Assembly now and can take the text to the referendum 
where they are certain the Sunni Arabs cannot muster a 
two-thirds vote in three governorates to block its passage. 
After the Ambassador weighed in to Abdel Mehdi with a phone 
call 

group of the Sunni Arabs to dinner August 23. Shia 
independent Ali Debbagh 

late August 23 that the atmospherics were good 

were reached. Sunni Arab negotiator Salah Mutlak said the 
initial discussions were unpleasant but as the dinner wore on 
the atmosphere improved and by the end the Shia and Sunni 
Arabs had agreed on much. He concluded that the two sides 
are \"not far" apart on agreed language on federalism. We 
have heard such kinds of optimism before only to see apparent 
deals founder 

We will be vigorously tracking both the textual changes and 
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the discussions between the Shia 
August 24. 
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officers.\" Regardless of method 

given a free 5-7 day trip to another Southeast Asian country 
(Cambodia and Vietnam are specifically mentioned in the 
media reports) plus NT$50 

the condition that upon arrival in the third country 

were to \"lend\" their passports to the \"tour leader" 
(actually a member of the smuggling ring). The \"tour 
leader" then passed them to Mainland Chinese who had already 
arrived in the country 

States or Canada. Immediately upon successful entry 
\"tour leader" then took back the passports 

Southeast Asia 

owners. For this 

head from the illegal Mainland Chinese aliens. 


4. (U) According to the press reports 

of eastern Taiwan are prime targets for this smuggling ring 
as the people there tend to be poorer. The aborigines 
interviewed by the police admitted that they knew what they 
were doing 

they were doing was illegal. They stated that they could 
not resist the NT$50 

household budget in these villages. 


5. (U) As best we can tell 

early 2005 when AITVs Fraud Prevention Unit forwarded to the 
Taiwan authorities reports of illegal Mainland Chinese 

trying to enter the United States using fraudulently 

obtained Taiwan passports. Many of these reports 

to AIT by Department of Homeland Security offices at several 
U.S. ports-of-entry 

investigation. 


5. AIT\'s Fraud Prevention Unit is continuing to work closely 
with local authorities to gather additional information on 

the individuals involved in this case 

report as additional information becomes available. 
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official visitors for a temporary membership fee of 
USD 10.00 per week. This can not be pro-rated for a 
shorter visit. In addition to the membership fee 
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you will be required to purchase a cash card 

10.00 per card or Taka 600.00. A copy of your 
passport data page or a passport-sized photograph is 
necessary to obtain a cash card. This card will 
enable you to have meals and use club facilities 
(which include tennis court 

pool 


B. The U.S. Commissary facility is available to U.S. 
citizen official visitors who are USG employees. 
However 

check or traveler checks. Cash dollars and local 
currency payments cannot be accepted. Change will not 
be provided for transactions using traveler checks. 
Therefore 

be more useful. 


8. NOTE: Health - Post cannot emphasize strongly 
enough that all travelers must have health insurance 
that will cover medical evacuations by air ambulance. 
Travelers should carry with them the 24/7 contact 
information for their insurer. Medical care in 
Bangladesh is very basic and Post does not recommend 
that anyone remain hospitalized here. 


Intestinal problems are common in Dhaka. Visitors 
must exercise care in what they eat and drink; food- 
borne diseases are common. Presume that all tap 
water is contaminated 

advised to drink bottled/boiled water and eat only 
fruits and vegetables that have been cooked and 
peeled. Undercooked meat should be avoided. 
Travelers should also avoid eating uncooked dairy 
products and food sold on the streets. Visitors who 
take medication on a regular basis should bring 
enough for the duration of their visit. It is not 

always possible to find equivalents for American 
prescriptions on the local market. In general 
medical facilities are substandard. The U.S. Mission 
has a Medical Unit staffed by a U.S. Physician and 
registered nurses. Travelers venturing outside Dhaka 
are advised to use standard anti-malaria prophylaxis 
including taking appropriate anti-malarial 

medication 

bed netting. It is strongly recommended that all 
visitors bring a supply of mosquito repellent to 
Dhaka. There have been cases of mosquito-borne 
illnesses 

is transmitted by a day-biting mosquito. The only 
effective repellant we are aware of contains DEET 
(2096 DEET is the maximum that is considered safe for 
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children). Supplies are usually available in the 
commissary; however it is a good idea to have your 
own supply should you arrive in Dhaka when the 
commissary is not open. We also recommend that 
travelers have updated immunizations 

up-to-date typhoid immunization (either oral or 
injectable.) 


9. Security: Bangladesh continues to experience some 
anti-American sentiment as the result of U.S. 

military and other actions in the war against 

terrorism 

American demonstrations throughout Bangladesh 
generally occur on Friday afternoons 

potential to take place any time and to be unruly. 

In addition 

the two leading political parties has prompted 

general strikes (hartals) 

marches. They can be called on very short notice and 
can turn violent. Normal vehicular traffic is 
discouraged during hartals. Visitors should strictly 
avoid all political protests 

marches. They should consider possible security 
risks in deciding whether to attend other gatherings. 


10. Post policy authorizes travelers visiting post 

to hand carry an unclassified laptop into the 
Controlled Access Area providing that the laptop is 
transported under the immediate personal control of 
the traveler 

with prior approval ofthe RSO. Alltravelers must 
also maintain continuous 

laptop while in the CAA. Further instructions will 

be given during the security brief upon arrival. 


11. The Embassy advises Americans to be aware of 
their surroundings at all times 

behavior 

individuals. Sensitive or personal matters should 

not be discussed over local telephone lines. 


12. The State Department has classified the crime 
threat in Dhaka as high. Foreigners are not 
generally the target of violent crime. However 
pocketing 

crime occur frequently 

frequented by foreigners. Visitors should avoid 
walking alone after dark 

money 

should be stored in the hotel safety deposit box and 
should not be left unattended in hotel rooms. 


Column 3 

Visitors should use the Embassy Motor Pool as the 
Chief of Mission has declared public transportation 

to be unsafe. The Regional Security Officer strongly 
discourages the use of rickshaws 

other public transport. In addition 

the Embassy\'s 24-hour emergency telephone number 
available at all times (880-02-885-5500); 

receptionists are on duty 24 hours a day. 


13. We look forward to your visit. Chammas 
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that it can be used as a concession in future negotiations. 
Kaplinsky said that Defense Minister Shaul Mofaz had told PA 
Interior Minister Nasir Yusif that the issue of ammunition 

and firearms for PA security forces could be discussed after 
disengagement is completed. End summary. 


2. (C) A/S Welch commended the IDF for its role in the 
disengagement process. Kaplinsky noted that the mission had 
been difficult for the troops 

permitted the security forces to accelerate the timetable and 
clear Gaza of settlers in less than one week. He predicted 

that Homesh and Sa Nur in the northern West Bank would be 
evacuated by the evening of August 23 despite the presence of 
2 


3. (C) According to Kaplinsky 

Gaza had left some of their personal belongings behind. A 
private company will pack these effects and transport them to 
Israel within a week. Working in all of the former 

settlements simultaneously 

units and remove military equipment 

estimated would be completed nearly three weeks earlier than 
planned 

will also remove the rubble. 


4. (C) Col. Zohar Palti 

affairs in the IDF intelligence branch 

that the Palestinians will attempt to enter the settlements 
before the IDF departs. Kaplinsky indicated that the GOI is 
aware of planned PlJ attacks in the southern West Bank (note: 
far from the settlements being evacuated 

used by Israeli personnel redeploying from Gaza to the north) 
and is uneasy about incitement and unhelpful rhetoric during 
Palestinian celebrations in Gaza. He stressed the importance 
of \"continuing the pressure" on the Palestinians to maintain 
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calm until the last IDF soldier departs Gaza 
mentioning the constructive role that Egypt can play. 


5. (C) Thanking General Ward for U.S. assistance 
described coordination between the IDF and PA forces as 
Vvery 

that this cooperation will continue after disengagement is 
complete. Gen. Ward said he had told PA Interior Minister 
Yusif that coordination must continue. 


6. (C) Palti stressed the importance of the V'day after" in 

Gaza 

want to move to the roadmap. Kaplinsky and Palti both 
questioned how long the convergence of interests between the 
PA and extremist groups will last once disengagement is 
completed and campaigns for the PA assembly begin. Palti 
charged that the PA has taken few concrete steps to maintain 
the calm 

political will -- but not the capabilities -- to confront 

radical groups. He noted recent remarks by President Mahmud 
Abbas on continuing the jinad and statements by Hamas leaders 
that they intend to continue attacks. 


7. (C) Chief of Strategic Planning BG Udi Dekel was more 
positive in his assessment 

demonstrates that the PA can create an atmosphere unfavorable 
to attacks. Kaplinsky suggested using both incentives and 
pressure to maintain the calm. He hoped that Egypt 

United States and others can influence the Palestinian 

factions 

to any attack. A/S Welch said that newly changed Egyptian 
views on security in Sinai offer a basis for closer 
counterterrorism cooperation with Israel. General Ward 
agreed that maintaining security after disengagement is key 
and can be addressed through a number of separate channels. 


8. (C) Dekel stressed the importance of creating positive 
momentum from disengagement 

Philadelphi 

of mutual steps under the Sharm el-Sheikh commitments as ways 
to promote a positive atmosphere. A/S Welch agreed 

the effect that such steps would have on public opinion. 

Kaplinsky replied that the GOI will only be able to move 
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forward on the peace process if the security situation 
remains calm. 


9. (C) The Ambassador noted that the Palestinians 
consistently tell USG officials that Rafah is their highest 
non-security priority. Kaplinsky said that he sees the focus 
on Rafah as a tactic; the Palestinians\' main concern is 
freedom of movement between the West Bank and Gaza 
as within the West Bank. Suggesting a flexible policy on the 
highly symbolic issue of Rafah 

on the Gaza-Egyptian line and on the Gaza-Israel border 
reinforce each other. He requested that the GOI consult with 
Embassy Tel Aviv to ensure that the USG fully understands 
Israel's needs and interests 

to pursue options involving third parties. 


10. (C) A/S Welch asked about GOI plans to maintain the 
region vacated by settlers in the northern West Bank as V'area 
CA" Speaking candidly 

the area would eventually be turned over to PA control 

the GOI wants to retain this concession for use in future 
negotiations. He noted that the IDF plans to vacate the area 
and only reenter in response to direct security threats. 
Kaplinsky added that DefMin Mofaz had told Nasir Yusif that 
\"now is not the time\" to discuss changing the status of 
additional areas 

disengagement to discuss the issue. 


11. (C) At the end of the meeting 

that he would see COGAT commander General Yosef Mishlev to 
discuss the transfer of equipment to the PA security forces. 

A/S Welch said that the Palestinians continue to insist that 

they need ammunition and firearms. Kaplinsky responded that 
Mofaz had told Yusif that the subject could be addressed 

after disengagement is completed. 


12. (U) A/S Welch has cleared this message. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 


Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
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Classified SIPRNET website. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 
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partnership with trust and confidence 

shared between the two governments would be treated with the 
utmost confidentiality 

He repeated this message in subsequent meetings with other 
ministries. 


The MOU: Unresolved Issues 


6. (U) The MOH asked to strike language in the agreement 
relating to the President\'s Emergency Preparedness for AIDS 
Relief (PEPFAR) 

PEPFAR paper that Vietnam is currently negotiating with the 
United States. Noting that this language had been added at 
Office of the Global AIDS Coordinator\'s request 

Simonson agreed to convey Vietnam\'s concerns to Washington 
but stressed that he could not make any assurances that the 
change would be accepted. The A/S agreed to include in 
brackets Vietnam\'s proposal to expand language on 
cooperation to include the areas of injury prevention and 
rehabilitation 

safety. He noted 

his mandate and within the jurisdiction of other HHS 
agencies. 


Joint FAO/WHO/UNDP Program 


7. (U) On August 15 

Representative Jordan Ryan 

Murakami of the World Health Organization (WHO) 
Rychener and Dr. Astrid Tripodi1 from the Food and 
Agriculture Organization (FAO) and a representative of the 
World Bank. They provided a copy of the latest version of 
the proposed Joint FAO/WHO/UNDP program to strengthen public 
health emergency management in Vietnam 

Developed in response to a request from the GVN 

proposal is now before Prime Minister Khai 

to approve it soon. The estimated budget required for the 
program is USD 18.9 million over two years. A number of 
donors have indicated interest in contributing funds. FAOVs 
Rychener emphasized that 

international help 

supplemental to GVN\'s own efforts. 


8. (U) FAOVs representatives described the GVN\'s massive 
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pilot program to vaccinate poultry in two provinces. lt is 
important to get a first round of vaccinations nationwide 
well underway by October 

before the Tet holiday. In response to a question from the 
Ambassador 

a good system to reach all producers 

farmers 

The GVN has had to rely on volunteers to complete the first 
round of vaccinations 

long run. 


9. (U) Dr. Horby (WHO) emphasized that surveillance is 
essential to evaluate the effects of the first round 

that with adequate data 

vaccinations in subsequent rounds. A/S Simonson asked if 
there was a consensus among international experts that a 
massive poultry vaccination campaign would be the best 
approach. Both FAO and WHO representatives emphasized that 
the vaccination program was based on a consensus of experts. 
Dr. Horby said that WHO believes the vaccination program 

will reduce human fatalities; the question is whether the 
program will be sustainable in the long run. 


10. (U) According the WHO representatives 

committed to using its own strain of virus to develop a 
human vaccine. However 

Science and Technology (MOST) will decide to use a strain 
provided by the WHO. For the time being 

the start of human trials. WHO noted that although Vietnam 
can develop a vaccine 

to produce it in the required quantities 

use alone. A/S Simonson suggested that one option might be 
producing the vaccine in a country with greater 
manufacturing capacity. 


11. (SBU) The UNDP 

a draft of Vietnam\'s National Emergency Plan in early 
September. The agenciesY advice is to think through the 
full range of options 

schools. Expressing doubt that MOH fully understands the 
concept of rapid response 

Vietnamese focus on training in that area. The plan would 
not work if it exists only on paper. A public education 
campaign is also important 

farmers is low and their behavior has not changed. The only 
outreach thus far has been a few posters and leaflets. 


12. (SBU) In response to a question from the A/S 

said it might take seven to ten days to diagnose a case of 
Al that occurs in a remote area. On average 

about five days before a sick person would be hospitalized 
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usually in a district hospital. If the illness persisted 

the patient would be transferred to a provincial or tertiary 
hospital and only then would samples be taken. Results from 
the samples would take a day or more and would initially be 
reported to MOH and only then to the hospital. If the 

hospital has not previously had a case of human AI 

illness might not be recognized immediately. Since early 
detection of Al is crucial 

is a serious problem 


13. (SBU) Lack of diagnostic capacity is another serious 
concern. Vietnam has only six diagnostic laboratories of 
which two can perform the full range of tests. Only 20-50 
samples can be processed per day 

a problem. The GVN has been reluctant to send samples 
abroad for testing 

a WHO lab in Tokyo provided results of their testing to a 
scientific journal (Nature). The results indicated that the 
Vietnamese tests resulted in a disproportionate number of 
false negatives. As a result the GVN suspended all shipment 
of samples for two months and the WHO had to work to 
reestablish trust. The Minister of Health must now approve 
sending positive samples abroad for retesting and does not 
approve sending negative samples for retesting. This action 
has implications for quality assurance. 


Support for Al Cooperation from MPI 


14. (U) The A/S expressed appreciation to Ministry of 

Planning and Investment (MPI) Vice Minister Cao Viet Sinh 

for the Ministry\'s interest and involvement in the Agreement 
for Economic and Technical Cooperation between the United 
States and Vietnam. He stated that the purpose of his visit 

is to identify additional investments that the United States 
could make to help Vietnam fight Al 

were ways the United States could make the process smoother. 
VM Sinh was well informed about the AI situation in Vietnam; 
he responded that approval of U.S. investment in Al 
containment efforts is a government priority 

implementing an agreement would have support at the highest 
levels. Stressing that Al is the most dangerous threat 

faced by the agricultural sector 

that MPI was ready to cooperate. 


15. (U) The VM stated that since the agricultural sector in 
Vietnam is not industrialized 

small farmers is a critical component of an RRP. He also 
singled out investments in personnel and equipment as 
priorities. Regarding reporting 

lack of communication links to small farms. At the end of 
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the meeting 

interested in exchanging information in a confidential 
manner. 


Informal Discussion at the Ambassador\'s Residence 


16. (U) The Ambassador hosted an August 16 luncheon in honor 
of the A/S. Attendees included VM Trinh Quan Huan and other 
officials from the Ministry of Health 

Ministry of Agriculture and Rural Development 

Ngoc Thang 

Science Division at the Department of Animal Health. The A/S 
said that he felt his meetings had been very constructive 

and that consensus on broad issues had been reached 

including on the critical issue of the need for rapid 

response. 


17. (U) Noting that farmers in two provinces had 

participated in the pilot vaccination program very well 

Bong said that Vietnam would start a nationwide vaccination 
program in September. The two biggest challenges will be 
reaching small farmers and providing funding for the 1 

staff needed in each province to administer the program. As 
it stands 

staff salaries. 2Dr. Nguyen Tran Hien 

National Institute for Hygiene and Epidemiology 

the highest risk of transmission is through exposure to sick 
birds. He also noted another risky behavior: Vietnamese eat 
some bird parts uncooked. 


18. (U) GVN representatives described a high level of 
cooperation between the central and local 

governments on Al. VM Bong and A/S Simonson agreed on the 
importance of further research into the mode of transmission 
of the virus in order to plan for prevention and treatment. 

Dr. Hien said that Vietnam is working to develop a vaccine 
using both domestically produced monkey kidney cells and 
cells provided by the WHO. Noting concerns previously 
raised by international organizations over the use of 

primary monkey kidney (PMK) cells 

will follow WHO established methods 

working with the PMK. 3 


In a side conversation with Dr. Sweeney 

that he was given the area of Al as part of his 
responsibilities as Vice Minister. Up until now 
Minister Liem was responsible for Al. 4 


Meeting at the MARD 
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19. (U) The Ambassador accompanied A/S Simonson to a meeting 
with Minister Cao Duc Phat of the Ministry of Agriculture 

and Rural Development (MARD). Minister Phat said that 

although Al outbreaks have greatly decreased in recent 

months compared to the same period last year 

the situation extremely serious 

flu season approaches. He is also concerned that infected 
chickens and ducks are increasingly asymptomatic. 


20. (U) The Minister said that MARD had just initiated a 
program to vaccinate all poultry in the country before 
winter. The initial response of farmers has been very 
encouraging 

birds for vaccination. MARD also has implemented an 
information campaign aimed at all types of producers 
particularly small backyard farmers 

all poultry. In the longer term 

encourage larger production operations where there is less 
contact between poultry and humans. 


21. (U) Minister Phat echoed other officials in emphasizing 
the need for increased monitoring capacity. He said the 
most pressing need is for human resources 

of qualified technicians in the provinces as well as in 
Hanoi. The Minister has made a request to the WHO 

the U.S. Government to provide experts who will be able to 
advise and assist the GVN with the vaccination program 
monitoring of the disease. 


22. (U) A/S Simonson said that he is working with the MOH on 
an emergency plan to have resources ready in the event the 
disease acquired increased transmissibility. He hopes the 
plan will be ready in time for the visit by Secretary 

Leavitt. He also noted the importance of looking at the Al 
problem as both an animal and human health problem. In 
answer to a question from the Ambassador 

that MARD has not seen the disease spreading to other 
species 

for testing. 


Concluding Thoughts 


23. (SBU) At an out-briefing with the Ambassador 

Simonson stated that he felt very positive about his visit. 

Besides working on the cooperative agreement 

had discussed ideas for building surveillance and response 
capacity in Vietnam 

be to work with retired U.S. scientists and public health 

officials. The Ambassador recommended that the USG focus on 
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bringing experts to Vietnam for extended TDY stints 
preferably three months or longer. He noted that the 
primary need is for public health experts who could assist 
in overseeing and coordinating survey work and sample 
processing 

Additionally 

interpreters should be hired to facilitate the efforts of 

U.S. experts. 


24. (U) A/S Simonson and his party cleared this message. 


MARINE 


1check spelling 

2Best to delete this statement as it 

3Dr. Hien actually said that they would be working on both 
the WHO and the PMK cell line. 

416 this important enough to add 
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between September 2004 and July 2005 to monitor 
SOP\'s three PRM-funded sub-programs: 


-- On January 26-27 

management turnover SOP is undergoing in its 
Jerusalem office and its related decision to 

alter the year-round activities it organizes for 
former summer camp participants from its 
Jerusalem Center with partial PRM funding (see 
paras. 5-7 for details) with interim Jerusalem 
Co-Existence Center Director Timothy Wilson and 
former Co-Existence Center Administrative 
Director Dr. Reuven Barneis 

retained as his private consultant. (NOTE: SOP 
has also retained Wilson in his former position 

as Director of SOPYs summer camp facility in 
Otisfield 

Wilson has been absent from Jerusalem since March 
due to health problems. Senior Program Officer 
Ariel Huler was appointed Deputy Center Director 
in February and has been acting as Center 
Director in WilsonYs absence. END NOTE.) She 
also reviewed SOPYs three PRM-funded sub-programs 
with the following staff responsible for day-to- 

day implementation: Center Supervisor Sami Al 
Jundi 
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participate in the summer camps SOP operates in 
Maine 

Wilkis 

effort to create an Arabic-language publication 
senior program officer Ariel Huler 

retained responsibility for implementing the 
traditional follow-up seminars SOP organizes for 
former Israeli and Palestinian campers 

staff members Lena Yehia and Zagloub Said 
Wilson hired in late 2004 to develop a new 
community service/outreach program for Jerusalem 
and West Bank refugee camps using current PRM 
funding (see para. 7). 


-- Refcoord reviewed PRM-funded activities again 
with Huler 
again on May 12. 


-- Refcoord carried out a final monitoring visit 

on July 21 

Wilkis to focus on SOPVs unexpected request for a 
no-cost grant extension (para. 4). 


3. (U) In addition to these visits 

William Millsap 

based firm Social Impact who is conducting for 
USAID the first systematic survey of attitudinal 
change among Seeds participants 

review his findings on SOP targeting/management 
in Jerusalem. She also met UNRWA Education 
Department Director Kabir Shaikh and West Bank 
Field Director Anders Fange at UNRWA\'s Amman HQ 
on June 14 to review SOP\'s coordination and the 
potential overlap between SOP\'s PRM-funded 
programs and the new PRM-funded phase ll 
\"tolerance project" UNRWA is implementing in its 
West Bank and Gaza schools. Due to limited 
security escort availability 

carry out a planned site visit to evaluate the 

new SOP community service activities in or near 
refugee camps in Jenin 

in East Jerusalem. 


4. (SBU) As was the case with its previous two 
PRM agreements 

Peace to increase the number of Palestinian 
refugees attending the three-week summer camp 
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sessions it started organizing in the U.S. in 

1993 to teach tolerance and conflict resolution 
techniques to youth from the Middle East 

secure their participation in the year-round 
follow-up activities its Jerusalem Center for Co- 
Existence organizes for former campers\' until 
they reach age 24 

arrangement (currently 125 

$25 

recruitment access problems eased as a result of 
the improvement in the political situation that 
followed the February 2005 meeting between 
Palestinian Authority (PA) President Abbas and 
Israeli Prime Minister Sharon and the subsequent 
cease-fire. The PA lifted its three-year-old 
boycott of Seeds of Peace shortly after the Sharm 
el Sheikh meeting 

with the PA Education Ministry to recruit 
campers. As a result 

refugee youth from Gaza for the first time in its 
history -- a long-time program goal. (COMMENT: 
In 2001 

refugee recruitment efforts 

identify and secure travel permits for refugees 
who held Jerusalem IDs. In refcoord\'s view 
could overcome its access problem and improve 
targeting of refugees further if it included 
UNRWA officials in its selection committees. END 
COMMENT.) 


5. (SBU) However 

network of road blocks and checkpoints that 

limits the movement of Palestinians -- combined 

with former Palestinian campers\' continued 
reluctance to participate in activities held at 

SOPYs Co-Existence Center in the French Hill area 
of Jerusalem -- has perpetuated the access issues 
that have made it difficult for SOP to 

effectively implement follow-on activities over 

the past two years (refs. D-E). As it did in 2004 

SOP responded by supplementing the four joint 
Israeli-Palestinian seminars it was able to schedule 
(as of July 30) with additional \"uni-national\" 
activities in Ramallah. However 

team decided in late 2004 to shift the majority of 

the $34 

participation of 80 refugees in SOP follow-up courses 
into a new refugee camp service/community outreach 
program in February (ref. B). 


6. (C) SOP has left the design of new programming 
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based in refugee camps to new local staff who 
have no prior experience working with Palestinian 
refugees due to the unexpected absence of the 
Jerusalem Center Director for the past five 

months. Their reliance on local NGOs and UNRWA 
community-based organizations for access has 
diluted the co-existence content of PRM-funded 
follow-up programming. While SOP\'s new refugee 
camp-based activities could facilitate SOPYs 
summer camp recruitment by providing supplemental 
English language training to refugee youth (a key 
SOP selection criteria) and by overcoming 
community distrust of SOP as a U.S.-based 
organization 

duplicate services that UNRWA and other NGOs 
provide. Lack of managerial oversight (combined 
with inadequate Arabic language capacity among 
its editorial staff) also appears to account for 

the problem SOP continues to have finalizing its 
third PRM-funded subprogram: publishing an 
Arabic-language youth magazine. Nine months into 
its second year of funding 

production goals to one edition. Although it has 
entered into discussions with UNRWA to introduce 
the magazine in its schools 

a distribution agreement. 


7. (C) SUMMARY: As of July 21 

one out of the three objectives contained in its 
current agreement: it increased the number of 
refugees in its summer camp program in Maine from 
12 to 17. On May 28 (ref. A) Jerusalem-based SOP 
staff informed refcoord that SOP would need a 
no-cost extension through September 2005 to meet 
its second objective of producing/distributing a 

youth magazine in Arabic. In late 2004 

significantly altered the content of its 

follow-up program (its original proposal was to 
include 80 refugee youth in year-round co- 
existence courses). In addition 

no database that can identify whether participants 
hold refugee status 

whether SOP has met its final 

Since February 2005 

English-language courses and communication workshops 
to at least 80 refugee youth 

aimed at facilitating SOP\'s recruitment for its 
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summer camp program and have no direct 
tolerance/co-existence focus. A summary of the 
specific activities SOP performed between 
September 2004 and July 2005 follows: 


OBJECTIVE A - 17 REFUGEES ATTEND SOPVS MAINE CAMP 


As it originally planned 

PRM funding (i.e. 

selection process and the participation of 
campers in a three-day pre-departure seminar) to 
help it expand the number of refugees attending 
its Maine camp from 12 in 2004 to 17 in 2005. Of 
the 80 Palestinians SOP recruited this year 
appear to hold refugee status (two are from 
UNRWAVs Shufat Camp in East Jerusalem 

from Jenin Camp 

Deheisheh Camp 

southern Gaza). (NOTE: SOP does not use UNRWA 
registration to verify the refugee status of its 
participants. Instead it uses residency in UNRWA 
camps as its working definition of a refugee. Al 
Jundi estimated that an additional 15-17 
Palestinian participants living outside UNRWA 
camps could be registered refugees. END NOTE.) 
All 17 received Israeli travel permits and 
participated in the sessions that ended August 9. 
In addition to meeting its numerical target 

met its long-standing goal to recruit refugees from 
Gaza this year. Center Supervisor Al Jundi 
attributed this to the PA\'s agreement to lift its 
boycott of SOP 

Minister Dahlan 

committee along with the PA Education Ministry 
representatives. Para. 13 describes SOP\'s 
selection criteria/process. 


OBJECTIVE B - PRODUCTION OF ARABIC MAGAZINE 


PRODUCTION DELAYS: SOP\'s current agreement 
provides an additional $8 

finalizing production of its first Arabic- 

language youth magazine. Under its FY 03 
agreement 

produce Arabic translations of SOPVs quarterly 
English-language \"Olive Branch" magazine for one 
year. During her January monitoring visit (ref 

B) 

been forced to halt production in late 2004 after 
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Palestinian staff at the Co-Existence Center 
objected to the poor quality of the Arabic- 

language translation 

speaker) had reportedly out-sourced to an Israeli 
firm using the full $20 

remaining funding 

January that he had abandoned SOP\'s original plan 
to produce quarterly Arabic translations in favor 

of producing one \"best of" edition 

ninth-grade audience 

of four volunteer former campers. On May 28 
Jerusalem informed refcoord that it would seek a 
no-cost extension through September 2005 to finalize 
production. Huler explained during refcoord\'s July 
monitoring visit that some original contributors had 
voiced objections to re-printing their articles. 
However 

that the \"best of" edition had been finalized and 
would be sent to the printers on August 18. 

(NOTE: A copy has been pouched to PRM/ANE. END NOTE.) 


DISTRIBUTION STATUS: Ref D reported that SOP 
planned to distribute its Arabic language 

magazine to schools in the West Bank and Gaza 
through UNRWA and UNDP. However 

pursued distribution with UNDP and is still in 

the process of securing the cooperation of UNRWA. 
UNRWA HQ Education Program Director Kabir Shaikh 
told refcoord June 14 that UNRWA continues to 
have concerns about its content. On August 14 
Wilkis informed refcoord that he had secured the 
provisional agreement of the UNRWA West Bank 
Field Education Director to distribute the 

magazine in its schools. However 

planning to leave SOP in September 

indicated that he is turning over responsibility 

for finalizing SOP\'s distribution plan to his 
successor. Huler told refcoord July 21 that it 

was unlikely SOP would start recruitment for a 

new magazine editor before September 

is scheduled to return to the region. 


OBJECTIVE C - 80 REFUGEES ATTEND ONGOING COURSES 


TRADITIONAL CO-EXISTENCE ACTIVITIES: SOPVs 
original proposal was to include 80 refugees in 

the follow-up co-existence courses it organizes 
through its Jerusalem Center. SOP is facing 
increasing difficulty securing travel permits 

but it has managed to maintain the joint Israeli- 
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Palestinian seminar program it restored in 2003 
scheduling three ongoing discussion groups for 
Jerusalem residents focused on film 

culture and media out of its Jerusalem Center. 

It also scheduled an intensive dialogue session 
for its former 2003-2004 year campers in Nevit 
Shalom in December 2004 

rights and education issues in Tanteu in February 
and June 2005 

political situation with a panel of Palestinian 

and Israeli officials and journalists that 

included Saeb Erakat. As was the case in 2004 
SOP supplemented these joint meetings with two 
\"uni-national\" seminars for Palestinians on the 
PA elections and co-existence issues in Ramallah 
this year. However 

to deliberately target the participation of 

former campers\' with refugee status 

the numbers of refugee participants were likely 

to be low during refcoord\'s three monitoring 
visits. (NOTE: SOP\'s current database does not 
permit it to track its summer camp and/or seminar 
participants by refugee status. SOP\'s past 
calculation that 50 percent of participants in 

its follow-up courses have been refugees was 
based on the fact that roughly half the 

population of the West Bank are registered 
refugees. END NOTE) 


NEW CAMP-BASED COMMUNITY SERVICE ACTIVITIES: 
Since February 

$34 

of refugees in its follow-on programming to 

instead implement new community outreach 
activities targeting refugee communities in East 
Jerusalem 

aborted 2003-year program (ref D) 

new full-time staff in October/November 2004 
(using non-PRM funding) to develop separate trial 
programs for Jerusalem and the West Bank focusing 
оп UNRWA\'s Shufat Camp in East Jerusalem and 
refugee camps/communities in the Ramallah and 
Jenin areas. Both programs have centered on 
SOP\'s summer camp recruitment by promoting the 
English language and communication skills that 
remain SOP\'s core selection criteria. As of June 
21 

for 25 Jenin refugee camp youth and two English 
language classes for an unspecified number of 
Shufat camp youth 

(see para 15 for staff qualifications. SOP has 
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left the design of other activities to its new 

staff members. The staffer in charge of the West 
Bank outreach program was formerly a head 
counselor at SOP\'s Maine Camp 

to retain a co-existence focus to his 

programming 

Ta\'awon Palestinian Conflict Resolution Institute to 
schedule two workshops in Ramallah with PRM 
funding designed to promote communication skills 
and \"self-confidence.\" SOP\'s Jerusalem program 
staffer also conducted one three-day 
communications workshop for refugee youth in 
April 

English language courses and summer 
camp/lifeguard services suggested by the UNRWA 
Womenvs Program Center in Shufat Camp 

as part of an agreement she reached to run SOPVs 
camp outreach program from this women\'s center. 


8. (SBU) MANAGEMENT TURNOVER: SOP is undergoing a 
protracted management turnover in its Jerusalem 
offices that is affecting its PRM-funded 

activities. When SOP dismissed Jerusalem Center 
Director Jen Marlowe (the architect of SOPVs 
original grant proposal) in mid-2004 

to respond to allegations that Co-Existence 

Center staff were introducing biased programming 

it brought in Tim Wilson (long-standing director 

of SOPVs summer camp facility in Otisfield 

Maine) in September to serve on an interim basis. 
Wilson told refcoord in January that he had begun 
to re-orient SOP\'s traditional regional 

programming from joint dialogue sessions/academic 
seminars to V'Peace Corps-type\" community based 
service activities demanded by former campers 
arguing that this would help SOP address the 
severe problem it faces in meeting its goal of 
retaining the participation of former campers in 

SOP activities until they reach age 24 (ref B). 


9. (SBU) WilsonVs subsequent five-month absence 
from the region 

comparatively inexperienced staff to design and 
implement SOPVs two PRM-funded ongoing 
subprograms: the development of Arabic language 
materials and courses designed to ensure refugees 
participate in ongoing co-existence courses. 

Acting Director Huler maintains regular contact 
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with SOP HQ and has been extremely responsive to 
refcoord requests for updates on SOP\'s programs 
but has a hands off" management style 

with staff responsible for PRM-funded programming 
once every two weeks. With only two years at 

SOP 

colleagues guidance on the content of their new 
activities and has not met witn UNRWA officials 

to coordinate SOP\'s new camp-based programming 
despite repeated urging from refcoord. The new 
local staff SOP has hired to develop its refugee 
camp community service programs 

SOP staff member in charge of its Jerusalem 
program 

organizations and NGOs in Shufat and Ramallah 
that have agreed to house their refugee camp 
outreach programs for programming suggestions. 
This has diluted the content of SOP\'s co- 
existence content to date 

SOP duplicating services that other NGOs can 
provide. It also increases the risk SOP will 
inadvertently align itself with a politicized 

group. (NOTE: SOP staff\'s lack of lack of 
familiarity with the political factions operating 

in camps in Bethlehem forced SOP to abandon its 
community service program in 2003 (ref D). END 
NOTE.) 


10. (SBU) TRAVEL RESTRICTIONS: SOP Jerusalem 
staff report that they are having more difficulty 
obtaining the Israeli travel permits Palestinian 
youth need to travel to SOP\'s workshops and 
seminars. SOP is aware that the completion of 
the security barrier around Jerusalem will 
exacerbate the problems it is having maintaining 
its East Jerusalem Co-Existence Center as a 
seminar site 

satellite office in Ramallah in response. To 
reduce staff travel 

housing in Ramallah for its staff member 
responsible for implementing its trial West Bank 
refugee camp outreach program using non-PRM 
funding. 


11. (SBU) SOP has traditionally relied on 
regional governments to help it identify its 
summer camp participants. While SOP has restored 
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the PA\'s participation 

no role in SOP selection processes. UNRWAVs 
absence from SOP selection committees probably 
limits ability to identify program beneficiaries 

given that the majority of SOP\'s target 

population attends UNRWA schools. (NOTE: SOP 
claims to have invited local UNRWA West Bank 
staff to participate in its selection committees 

in the past 

education program mangers from UNRWA HQ 
West Bank and Gaza Field offices. END NOTE.) 


12. (SBU) Lack of coordination in the field 

potential overlap with UNRWAVs own tolerance 
program 

not met with officials from UNRWAVs HQ or West 
Bank Field to discuss their new refugee camp 
Service programs 

located its Jerusalem program in an UNRWA 
community based organization in Shufat Camp (with 
the approval of UNRWA\'s Shufat Camp Director) 
and hopes to expand activities to other UNRWA-run 
West Bank camps. UNRWA West Bank Field Director 
Anders Fange told refcoord June 14 that this 
coordination gap would not lead UNRWA to limit 
SOP\'s access. However 

itself with local NGOs/UNRWA community service 
groups already working in or near UNRWA camps to gain 
access/facilities puts it at risk of serving as 

adjunct staff for those organizations. There is 

also strong potential overlap between SOP\'s 

effort to produce Arabic materials and the phase 

1 tolerance project UNRWAVs Education Department 
has just started to implement 

designed to expand the conflict-resolution 

teaching materials it has already started 

introducing in its West Bank and Gaza schools. 


13. (SBU) SOP continues to use English language 
skills 

leadership and social skills as selection 

criteria for its summer camp program. SOP staff 
readily admit that their heavy reliance on 

English language ability inadvertently led them 

to target wealthy Palestinians during the PA 
boycott of its program 

schools with strong English language programs 
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such as Al Quds University to identify potential 
participants for the past three years. However 
they are consciously working to target low-income 
youth. SOP has done a good job establishing gender 
balance in its summer camp caseload; 51 percent 
of its past summer camp participants have been 
male and 49 percent female. However 

ability to target refugees in its follow-on 
programming is limited by its own record keeping: 
SOP\'s database does not identify the refugee 
status of its former summer campers. SOP 
actively involves former campers its programming 
decisions. 


14. (U) Seeds of Peace does not use SPHERE 
standards to design its programming 

willing to do so if requested. SOP has a Code of 
Conduct and advises project staff of their 
obligations to report any suspected sexual 
exploitation and abuse of beneficiaries by its 
facilitators and escorts. No such cases were 
reported as of July 21. 


15. (SBU) STAFFING: Seeds of Peace currently has 
four full-time employees working on its three 
PRM-funded sub-programs on a part-time basis. 
(NOTE: SOP does not use PRM funding to support 
its full-time staff 

English teachers with BA-level credentials and 

has compensated several workshop leaders to 
implement its refugee camp outreach program. END 
NOTE.) Staff work five days per week. Center 
Supervisor/camp recruitment program manager Al 
Jundi and Olive Branch Editor Wilkis are based at 
the Jerusalem Center full-time. SOP\'s two 

refugee camp outreach program staff spend one day 
per week at the Jerusalem Center and the 

remaining four days working out of the Shufat 

Camp Women\'s Program Center or the apartment SOP 
rents in Ramallah. Al Jundi appeared fully and 
gainfully employed during refcoord\'s monitoring 
visits. Wilkis was absent on two occasions. 
Refcoord was unable to conduct site visits to 
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SOP\'s Shufat and Ramallah programs. The 
qualifications of SOP staff are mixed. Al Jundi 

is a long-time Jerusalem Center staffer who has 
conducted summer camp recruitment for SOP for 
over five years. SOP\'s new Ramallah-based staff 
member 

Camp who holds a BA degree from Earlham College 
appears cognizant of the political dynamics of 
refugee camps. However 

program officer has no prior experience working 
with Palestinian refugees. Olive Branch Editor 

Seth Wilkis 

implementing SOP\'s PRM-funded Arabic translations 
since October 2003 

forcing SOP to rely on out-sourcing or volunteer 
former campers. 


16. (U) OFFICES AND EQUIPMENT: SOP established 
its Jerusalem Center for Co-Existence in 1999 to 
provide office space and a meeting site for the 
follow-up activities it organizes for 
Palestinian-Israeli camp graduates. The Center 

is located in a clean and spacious private four- 

floor house in the French Hill area of East 
Jerusalem and was being used both as office space 
and a workshop/seminar site for former campers 
resident in Jerusalem during refcoord\'s 

monitoring visits. Office equipment appeared in 
good working condition 

with PRM funding. SOP has not used any PRM 
funding to equip the Ramallah apartment its West 
Bank refugee camp community service program 
director works out of four days per week. 


17. (SBU) FINANCIAL CONTROLS: SOP\'s finances are 
handled by its Maine offices 

part-time accountant in Jerusalem and appears to 

have appropriate financial reporting and 

inventory controls. 


18. (SBU) SOP\'s Jerusalem Center currently has 
the technical capacity to maintain Palestinian 
refugee youth targeting in its summer camp 
recruitment efforts 

need to establish a working relationship with 
UNRWA to improve its access and ensure refugee 
status remains one of its program criteria. It 
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is unlikely that SOP would be capable of 
targeting refugees in its follow-on programming 
without external assistance 

continues to maintain a database that fails to 
track the refugee status of its former campers. 
SOP does not currently have the capacity to carry 
out in-house Arabic translation activities: it 

lacks editorial staff fluent in Arabic. 


19. (C) Refcoord has reviewed the new $100 
project proposal SOP submitted to the Department 
on July 22 which asks PRM to continue supporting 
the same three activities it implemented this 

year (i.e. 

camp 

UNRWA refugee camps 

language tolerance materials). Given that 

funding for NGOs is limited and that SOP has 
struggled to fully implement the two year-round 
components in its current agreement 
recommends that PRM consider scaling back future 
agreements to support SOP\'s effort to recruit 
more refugees to participate in its summer camp 
in Maine. The new refugee camp-based activities 
that are now the focus of SOP\'s attempt to 
include refugees in its year-round programming 
may facilitate SOPYs summer camp recruitment 
efforts 

local NGOs to secure access has diluted the 
conflict-resolution focus of its year-round 

program. In some instances 

is undertaking in UNRWA refugee camps appear to 
primarily serve to rehabilitate SOP\'s reputation 

as an \"American NGO.\" In addition 

recently agreed to fund a phase Il tolerance 
project that may make SOP\'s publishing activities 
redundant. That said 

new activities under its phase ll tolerance 

project 

West Bank schools 

implemented effectively by SOP. If SOP were 
willing to revise its proposal/approach to year- 
round refugee programming 

Program Director Kabir Shaikh has indicated that 
he would be willing to work with SOP as an 
implementing partner. This partnership would 
provide SOP with the strong managerial oversight 
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and broad access to refugee camps that it 
currently lacks 

and co-existence focus. Refcoord does not 
support funding SOP\'s Arabic language program for 
a third year. Apart from duplicating texts UNRWA 
has in production 

distribute its publications outside UNRWA 
schools 

speaking editors or translators that would reduce 
its dependence on expensive out-sourcing. 
HENZEL 
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that Sanader had in fact informed Jansa of their agreement 
with the Italians 

\"with good will towards Slovenia 

in the HDZ that made his life difficult. Interestingly 

Jansa said the GOS had not yet gotten confirmation from Italy 
that the agreement was in fact concluded 

it within days. 


Privatization: Moving Forward with Telecom 


8. (C) COM told Jansa that he had had lunch the day before 
with EBRD reps to Slovenia and Croatia 

appeared to have a pre-privatization package for Slovenia 
Telekom that might help the GOS go forward. He reiterated 
EBRD points that Slovenia not make the mistake Croatia had 
made 

Deutsche Telekom) 

the price continued to drop. The lesson was to strike early 

in order to get the best price. After all 

changes in technology 

Telekom would even be worth ten years from now. Jansa was 
clearly in the loop and said that the GOS was reviewing 
favorably the EBRD plan 

go forward by the end of September. 


Other issues 


--Denationalization: Jansa agreed there had been no progress 
made on US cases since last meeting (ref b) 

that Justice Minister Sturm would introduce legislation 
concerning the State Defender that would make it easier to 
proceed more quickly. 


--FDI: PM highlighted that the GOS decision to gradually 
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eliminate payroll tax was directed at improving atmosphere 
for FDI. 


--Referendum on Slovenian television law: Admitted that it 
was too early to tell whether referendum to kill the recent 


GOS law would be successful 

turnout. Underscored that changes would \"rationalize\" state 
TV 

as similarly sized private television networks. 


--Changes in MOD: Jansa suggested that he had not been 
involved in replacement of key MOD personnel 

not have enough time to micromanage the ministry. He noted 
however 

the Armed Forces 


--Recent flooding: Jansa did not think the GOS would have to 
request EU assistance to deal with recent flooding in the 
Southeast. He reported that heavy rains this August would 
affect negatively GOS wine production 

September might bring. 


--Vega: Further changes in Mobitel management over the 
coming several months might make a settlement with Vega more 
likely. For that reason he did not believe the situation 

would drag on for years in the courts. 


--Troubles in textiles industry: Previous government had 
allowed the continuation of subsidies to keep these 
industries afloat 

spent in investments for retraining of employees to other 
more viable industries and business. 


10. (C) Comment: Asked what COM might deliver as a message 
from the GOS to his interlocutors in Washington 

quickly responded 

ally that will do what we can to support the United States." 

Jansa is a leader who understands that NATO membership means 
stepping up to contribute to stability in crises whenever it 

is needed. His doubling the GOS contribution to ISAF 
commitment to triple SloveniaVs contribution to KFOR by end 

of 2005 

in Bosnia reflect this commitment. 

ROBERTSON 
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roadmap 

violence and incitement; Palestinians must dismantle the 
terrorist organizations; all illegal weapons must be 
collected; and Palestinians must undertake the necessary 
reforms. 


5. Sharon continued that terrorism is the main problem and 
he repeated several times that nothing can move forward 
unless there is quiet. Sharon said that PA President Abbas 
had made a mistake in signing an agreement with Hamas in 
which Abbas committed not to dismantle Hamas or to collect 
Hamas\' weapons. It was also a mistake to agree that Hamas 
could participate in Palestinian elections. Sharon said that 
the PA had deployed some forces in the run-up to 
disengagement but had taken no active steps against 
terrorism. 


6. Sharon said that the PA should come under more pressure 
to take the necessary steps against terrorism. He opined 

that the PA might believe that the day will come when Israel 
will be pressured to give up its demands with respect to 
terrorism. Sharon promised that this day would not come. He 
said Israel has faced terrorism for 120 years and that there 
will be no compromises if terrorism continues. He said that 
his government is the only one in Israel that has the ability 

to move forward with the Palestinians; Labor cannot do it and 
Likud does not want to do it. 


7. Asked about Iran 

Iran is undertaking an effort to possess nuclear weapons. He 
spelled out in detail Iran\'s continued terror activities 

including efforts to recruit Israeli Arabs to participate in 
terrorism against Israel. He said Iran should be brought to 

the UN Security Council and put under pressure to abandon its 
nuclear program. Sharon said he was not persuaded by 
assessments of possible internal change in Iran; such change 
could take place 

pressure. 


8. Asked about Israel\'s request for additional U.S. 
assistance 

for developing agriculture in the Negev and the Galilee. 
Israel 

agriculture but it needs U.S. support. He promised the 
Congressional representatives that the GOI would provide 
further information on its assistance request. 
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Republic\" (NKR) to travel to the United States 
remains controversial. While it has been USG 
policy that it is useful for the NKR to have a 

voice in Washington 

independence of this territory is contrary to U.S. 
policy. Recognition of these individuals as 

officials of the Republic of Armenia also 
contradicts U.S. policy which recognizes the 
territorial integrity of the Republic of 

Azerbaijan. That means we would not recognize a 
travel document issued by the NKR nor have we 
granted a diplomatic visa to their representatives. 
We seek guidance in how to issue a visa to the new 
permanent representative of the NKR which allows 
him and his family to enter the U.S. without 
frequent returns to Armenia for visa renewal. END 
SUMMARY. 


2. Past practice has been for us to issue B1/B2 
visas which only allow for a six-month duration of 
stay in the United States. Thus previous 
representatives have worried that they would not be 
allowed to extend their stay in the U.S. in order 

to complete their tours of duty. For several years 
Post issued a letter to DHS in support of the NKR 
representative\'s extension of stay 

backfired last August when the Customs and Border 
Patrol (CPB) inspector at the port of entry took 
exception to the letter. 


3. During last year\'s discussion of the NKR 
representative\'s visa options via email 

out that use of a B1/B2 visa for such long-term 
stay in the U.S. can generate a suspicious travel 
pattern. Indeed 

situation 

office in Los Angeles went back and forth between 
Armenia and the U.S. every six months for several 
years until recently when his travel pattern was 
questioned by a CPB inspector. The subsequent 
misunderstandings during questioning in secondary 
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resulted in the inspector giving the Fund director 
a permanent ineligibility 

trying to erase from his record. 


4. The Armenian MFA reports that Deputy Foreign 
Minister Kirakossian recently raised with U.S. 
Minsk Group representative Steve Mann the idea of 
issuing an A2 visa in an Armenian Diplomatic 
Passport to the NK representative. Kirakossian 
claims that Amb. Mann reacted favorably to this 
idea. 


5. While the MFA proposal would allow for residence 
in the U.S. 

engender the very diplomatic problems that the 
policy of issuing of B1/B2 visas has sought to 

avoid. 


6. Post requests guidance on the appropriate type 
of visa to issue. If the decision is to continue 

to issue B1/B2 visas 

one-year multiple-entry visas. In that case 
requests guidance on the best way to alert DHS to 
this non-standard application of a B1/B2 visa and 
the need for one or more extensions of stay. 
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Under Vietnam\'s legal framework on religion 

has guaranteed the people the right of religious freedom. 
Thua Thien Hue has religious schools 

favorable conditions for all religious activities. For 
example 

city 

build two new stone pillars that had been destroyed before 
1975. The Ambassador said that if the religious situation 
is this good 

other provinces. Unfortunately 

in the picture of Vietnam\'s religion. For example 

bans on the churches of ethnic people in the Central 
Highlands 

provinces of the Mekong Delta. 


MIA Issues 


12. (SBU) In his meetings with both provincial leaders 
Ambassador emphasized that the USG values highly VietnamVs 
cooperation on recovering the remains of American MIAs. 
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This was the first issue President Bush raised with 
Vietnam\'s Prime Minister during their recent meeting in 
Washington. The Ambassador said that 

recovery teams have been limited in the amount of time they 
are allotted to conduct searches. The USG would like to 
expand the search times 

support in that process. The Quang Nam Chairman pledged 
assistance for the next round of recovery missions 
scheduled for early 2006. On August 13 

attended a repatriation ceremony in Danang at which five 
sets of remains and personal effects believed to be those of 
missing U.S. servicemen were returned with full military 
honors to the United States. (The remains were sent to 
Honolulu where further tests will be conducted.) 


Agent Orange 


13. (SBU) Local government officials and journalists raised 
their concerns over Agent Orange. The Ambassador reiterated 
that while the USG has a heartfelt concern for all 

handicapped persons -- the U.S. has provided USD 35 million 
to Vietnam since 1991 to assist persons with disabilities -- 
more cooperative scientific research on the effects of Agent 
Orange must be done. In this regard 

positive that the two countries were able to work together 

to sponsor a workshop on cleanup techniques for dioxins and 
chemicals associated with Agent Orange in Hanoi from August 
16-18. 


Social and Development Projects 

14. (U) On August 12 

training center for street children in Danang 

DeMatteis Foundation 

training in sewing 

repair for street children and disadvantaged children in the 
Danang area. (Note: The Ambassador\'s Fund has provided a 
grant of USD 16 

has graduated more than 1 

80 percent now have jobs 


15. (SBU) Comment: The Ambassador\'s visit highlighted why 
Quang Nam -- and to a lesser extent Danang -- have been able 
to promote economic growth 

provinces talk a good game 

preaches; not so Hue. A case in point is the Hue provincial 
chairman\'s claims that almost all hotels are no longer state 
owned. While he may wish it to be so 

the province are either state-run or co-owned by the state 

or the province 
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Ambassador\'s delegation stayed. Similarly 

that the religious freedom environment is \"perfect\" is 
belied by Hue\'s restrictions on the activities of Protestant 
house churches 

the United Buddhist Church of Vietnam (reftels). 
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Chavez. Further high-level consultations are needed to 
develop clear objectives and strategies for engaging Dutch 
and EU energies most effectively. End Summary. 


2. (S) In a series of meetings with Ambassador Sobel and 
visiting WHA/AND Deputy Director Bruce Friedman on August 23 
and 24 

Affairs 

Prime Minister\'s Office reiterated Dutch concerns about 
growing Venezuelan interference in the Dutch Antilles 
destabilizing Venezuelan activities in the region 

Chavez\'s undermining of civil society inside Venezuela. The 
Dutch made clear that they are committed to a \"dialogue\" with 
Chavez 

regional tour in October 

Minister Balkenende in November. The Dutch intend to use 
this dialogue both to deliver critical messages to Chavez and 
to elevate the profile of their concerns regarding Venezuela 
within the EU. Hugo Siblesz (POLDIR 

(Senior Foreign Affairs advisor to the PM) separately 
confirmed that the Dutch hope to get Venezuela on the agenda 
of upcoming GAERC and EU Council meetings 

visits as a trigger. Ambassador Sobel and Friedman stressed 
that Chavez has a history of misrepresenting his contacts 

with European leaders to his advantage; Siblesz made clear 
that the Dutch were aware of this problem and would consider 
how best to avoid this outcome. 


3. (S) In response to Friedman\'s remark that the U.S. did not 
truly appreciate the nature of Chavez\' ambitions in the first 
few years of his regime 

only now starting to grasp the problem 

EU remains asleep at the switch. He noted that the Dutch 
cabinet has only in the last few months begun to consider as 
a whole the implications of Venezuelan meddling in the 
upcoming Antillean elections. But 

Minister is now seized with the issue 

Foreign Minister Bot 

Affairs Minister Pechtold. 


4 (S) Minister of Justice Donner 
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and Colombia next week 

that the Dutch want to increase counter-narcotics cooperation 
with Venezuela but are concerned about Chavez\'s recent 
severing of ties with DEA and other steps suggesting a lack 
of commitment in countering narcotics trafficking. He 

other senior Dutch officials 

increase assistance to Colombia and other at-risk regional 
states 

how to do this most effectively (for example 

support for the demobilization of paramilitaries.) 


5. (S) Although the Dutch are prepared to elevate discussion 
of Venezuela to the ministerial level at the EU 

clear serious concerns remain at the working level about how 
forceful the EU will be in addressing the issue. Marion 
Kappeyne de Coppello (Head of the MFAVs Western Hemisphere 
Department) 

line would be \"difficult\" given the economic interests of 
several EU states in Venezuela 

\"provoking\" Venezuela by gestures such as U.S. ship visits to 
the Antilles. (Ambassador Sobel countered that the EU\'s 
economic interests in Venezuela also provided leverage to 
influence ChavezVs behavior 

clearly supported the ship visits.) 


6. (S) British Ambassador Sir Colin Budd similarly stressed 

that getting the EU to take a more forceful interest in 

Venezuela would be difficult. The issue was simply V'not on 

the radar screen\" of most EU members - including the British 
presidency. Given the resistance of the working level to 
address the issue 

British Presidency would be necessary to get London\'s 
attention; he suggested approaching Ambassador David Manning 
or POLDIR John Sawers at the P level would be a good place to 
start. Even with the UK and Dutch on board 

the EU in a more positive direction would require a \"critical 
mass!" of at least 4-7 V'important members (Note: Both Budd 
and Kappeyne de Coppello made clear they did not consider the 
ten new EU members to be important" in this regard.) Budd 
was doubtful that many states would have the stomach to 
challenge Spain on a Latin American issue 

acknowledged that the Caribbean interests of the UK 
Netherlands 

He added that those opposed to taking a tough line on 
Venezuela were aided by apparent discrepancies in U.S. 
evaluations of the threat (i.e. 

gun\" linking Chavez to FARC arms supplies exists) and general 
doubts about the quality of U.S. intelligence in the wake of 

Iraq. 


CONCLUSION: 
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7. (S) The Dutch are increasingly focused on Venezuela and 
see their dialogue with Caracas as the best mechanism for 
raising the profile of their concerns within the EU. While 
they understand that Chavez will seek to \"pocket\" any 
European contacts to his advantage 

to engagement. Given this fact 

consult and work with the Dutch to ensure that their 
engagement helps shift Dutch and EU policies in more 
favorable directions 

EU policies on arms sales to Venezuela 

negative influences in the region 

of democratic institutions in Venezuela. In this regard 

Dutch -- and EU generally -- are much more likely to respond 
to a \"positive\" agenda focused on shoring up pro-democracy 
forces in the region through education and other assistance 
programs 

overtly confrontational approach. The Dutch can be very 
useful in helping us define a set of specific achievable 
objectives for the EU 

building core groups within the EU to heighten awareness of 
the problem and enhance constructive engagement. 
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Daily columnist and former Minister of Information 
Saleh Qallab writes on the back-page of semi-official 
influential Arabic daily Al-Rai (08/24): \"The 

position adopted by the Islamic Action Front vis--vis 
the Aqaba crime 

responsibility ... and instead blaming the Americans 
and the Jordanian government 

of the position of political Islam organizations and 
forces towards terrorist operations in general must be 
conducted.... Now that the issue is clear and it has 
been proven that the terrorists have actually 
slaughtered the image of Islam and distorted it 

like \'but\' have no place 

West 

responsible instead of the real culprit has become as 
good as taking part in the crime itself... It is no 
longer acceptable that the position of political Islam 
forces be reflected in the portrayal of the crime of 
targeting a country as an individualistic crime while 
at the same time 

terrorism and continue to hold the traditional 
enemies 

This is a clear political ploy and it is no longer 
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possible to make people 
it.\" 


-- VThe withdrawal from Gaza\" 


Daily columnist Fahd Fanek writes on the back-page of 
semi-official 

(08/24): It is not yet clear who is the winner and 

who is the loser from the Israeli withdrawal from Gaza 
and the pullout of Jewish settlers. Sharon considers 
himself the winner because he achieved the plan that 
he talked about and worked on for the past two years. 
The Palestinian Authority considers itself the winner 
because the withdrawal from Gaza constitutes the 
beginning of a movement that cannot be stopped and 
will 

considers itself the winner because the withdrawal 
took place as a result of the Palestinian resistance 
and not because of negotiations. America considers 
itself the winner and wants to claim responsibility 

for this step that paves the way for a peaceful 
solution.... What determines whether the Israeli 
withdrawal from Gaza constitutes a victory or defeat 
for one party or another will depend on what happens 
after the withdrawal. If Palestinian internal 

fighting over the authority breaks out 

would be the winner. But if the Palestinians prove 
their worthiness of independence 

victory for them. If America exercises more pressure 
on Israel leading to more withdrawals and pullouts 
then America would be the winner 

Palestinian Authority fails to control Gaza from the 
security and political aspect 

winner.\" 


-- \"The dividing line\" 


Chief Editor Ayman Safadi writes on the back-page of 
independent Arabic daily Al-Ghad (08/24): \"There is a 
difference between justifying these [terrorist] crimes 
and the attempt to explain and analyze them 

dividing line between justifications and explanations 
is very thin 

support for those who kill the innocent in all parts 

of the world 

a clear religious 

humanitarian stand that condemns Al-Qaeda and its 
affiliates and all its actions and ideologies without 
attempting to justify them or link their actions with 
Arab and Muslim causes. No doubt 

the United States in the region were responsible for 


Column 3 

the suffering 

more than one Arab country 

Israel's responsibility for the tension borne from its 
illegal occupation of Palestine and other Arab lands. 
But Al-Qaeda is not serving legitimate Arab interests 
in Palestine 

link Al-Qaeda actions with just causes would only 
bring harm to these causes and serve the terrorists 
who take pride in killing a Jordanian soldier.\" 


-- VThe programmed destruction of Iraq\" 


Daily columnist Rakan Majali writes on the back-page 
of center-left 

(08/24): \"It is no longer a secret for the Iraqis 

that the United States is doing everything it can to 
tear Iraq apart while 

to hold on to a loose framework of contradictions and 
struggles within that create an internal Iraqi formula 
that 

civil war in Iraq unavoidable should the American 
forces pull out.. Some people believed that the 
destruction was related to the military operations 

that took place at the time of Iraq\'s occupation 

today it becomes clear that this destruction is a 
programmed strategy within a hatred-filled military 
political 

designed to destroy Iraq with the aim of controlling 

it and making it a model and lesson for others." 


-- \"lraq\'s fires are not an internal issue" 


Chief Editor Taher Udwan writes on the back-page of 
independent 

(08/24): V'There is a fire raging in Iraq and it is 
continuously growing. It would be a mistake to give 

in to the idea that this country is the sole concern 

of the United States or the responsibility of the 

Green Zone government in Baghdad. What is happening 
in this brotherly country constitutes a disengagement 
process for the state and the society.. Let us stop 
promoting or supporting the so-called political 

process in Iraq. This process is not going to lead to 
security 

on which President Bush and the neo-conservatives are 
insisting in order to create a military and political 

entity based on sectarian and tribal militias with the 

aim of continuing the war on behalf of the Americans.. 
The Iraqi situation is no longer the sole concern of 
Bush and Blair or even JaVfari. It is a regional 

issue and a blazing fire that threatens to consume the 
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entire region." 
HENZEL 
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forestry\" projects to give certain plots to disadvantaged and 
vulnerable social groups. Instead 

to well-connected elites and has been used to cultivate 
bananas instead of preserve forestland 

further asserted that when building materials for Eco Park 
and National Park walls have been stolen 

was wrongly accused of theft. 


3. (SBU) According to Ajay Mree 

Development Organization 

6 

including a case against the Pirgacha Mission and against 
Garo people who are not living in the Madhupur Forest area. 
Maloti 

have false cases filed against them 

court in Tangail 35 km away every other month for the past 
few years to avoid being arrested in relation to the case. 


4. (SBU) Eugin Nokrek 

Association Madhupur Branch 

Park Projects underway throughout Bangladesh 

situated in areas where indigenous groups have traditionally 

lived. On August 18 

Indigenous PeopleVs Rights organized a discussion in Dhaka 
demanding an end to \"encroachment on the lands of indigenous 
people in the name of eco parks and extensions of the Forest 
Department" in commemoration of an indigenous leader who was 
killed as he tried to resist an eviction five years ago. 


5. (C) COMMENT: This prolonged struggle between the Garo 
community and the BDG in Madhupur Forest underscores the 
BDGi\'s careless attitude towards indigenous group land rights 
throughout the country and the Forestry DepartmentVs 

reputation for mismanagement and corruption. END COMMENT 
CHAMMAS 
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initial report of suspected Al since 15 August. He 
estimated that the current quarantine regime could be 
maintained for two or three months. On the subject of 
preparedness plans 

plan to the Embassy. He asked for the Embassy\'s help in 
obtaining detailed information on other countriesY plans 
particularly the Republic of Korea. 


3. (SBU) Bizhanov 
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coordinating committee on Al 

(Note: As a supplement to Ref B 

also includes the Ministries of Environmental Protection and 
Transportation and Communications 

Committee of the Ministry of Finance. Bizhanov left open 
the possibility that the autumn hunting ban cited in Ref B 
may be relaxed to a postponement of the season until 
November. End Note.) 


4. (SBU) Bizhanov spoke at length about the GOK\'s efforts to 
contain the Al epidemic. Details will be addressed Septel. 
Generally 

outbreak occurring during the autumn migration season. 


5. (SBU) Bizhanov was not able at the time of the meeting to 
name a single point of contact 

However 

coordinating committee and reply to the Embassy by week\'s 
end. Until a POC is named 

deliver any desired messages on Al to any level of the GOK 
through our existing contacts. 


6. (U) Dushanbe Minimize considered. 


ASQUINO 


NNNN 
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the motivation to replace martial law with something else was 
\"pure and good 

forces had seized upon the general sense of alarm caused by a 
coordinated series of attacks in Yala on July 14 to force 
through a poorly conceived edict providing them greater 

power. 


DECREE A \"LEMON\" 


2. (C) Krit described the Emergency Decree itself as a 
\"lemon 

respond to the violence in the south. Particularly worrisome 
are: Section 11 (6) 

emergency to issue an order barring any act deemed to be a 
threat to public order 

state actor operating under the Emergency Decree from civil 
criminal or disciplinary liabilities for his actions so long 

as they were made in \"good faith.\" 


3. (C) Krit suggested that the Decree was rushed through 
the Cabinet while everyone was anxious to do something to 
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respond to the Yala attacks. He said that the draft Decree 

was presented to an assembly of about 70 Cabinet or Deputy 
Cabinet level officials in an atmosphere of crisis and passed 
before many of those gathered even had an opportunity to read 
the text. In the subsequent days 

leaders became alarmed at what they had endorsed and agreed 
that the decree needed modification. However 

that the edict can be changed any time soon because the Prime 
Minister cannot be seen to be vacillating in his response to 

the violence in the south. 


VOICES OF REASON MAY MITIGATE THE DAMAGE 


4. (C) Fortunately 

tasked with addressing the situation in the south 

Minister Chidchai Vanasatidya and Education Minister Chaturon 
Chaisaeng are honorable men -- and unlikely to act in rash 
ways. In addition 

Anand Panyarachun serves as the V'conscience of the Prime 
Minister" and can serve as a brake on ThaksinVs worst 
instincts. 


COMMENT 


5. (C) The Ambassador had gone to MFA to discuss the 
upcoming meeting between Thaksin and the President and the 
Strategic Dialogue. It was 

asked that the room be cleared so that he could share this 
candid assessment. Like many Thai diplomats 

more comfortable with protocol and diplomatic dinners than 
with security matters. Nonetheless 

bureaucracy and is progressive. He was visibly uncomfortable 
when he had to explain the Emergency Decree to the diplomatic 
community on July 18 and 

have expressed public misgivings about the order 

felt it best to explain to Washington that the Emergency 
Decree is not endorsed wholeheartedly among senior officials 
who may work behind-the-scenes to mitigate some of its more 
hard-line aspects. 

BOYCE 
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LE FIGARO NOTES THAT PRESIDENT BUSH WAS \"PREACHING TO THE 
CHOIR" IN UTAH WHERE 72 PERCENT OF THE VOTERS VOTED FOR HI 
REPORTS ABOUT THE ADVANCES MADE IN THE IRAQI CONSTITUTION 
LUKEWARM. FOR LE FIGARO IT IS A "SECOND RATE CONSTITUTION" 
WHILE LE MONDE TALKS ABOUT “АМ EMBRYO OF A CONSTITUTION 
WITHOUT THE SUNNIS.\" LE MONDE DRAWS A PORTRAIT OF AMBASS/ 
TO BAGHDAD KHALIZAD (SEE PART C) 
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LIBERATION DEVOTES MAJOR COVERAGE AND A SECOND EDITORIAL 
THE GAZA DISENGAGEMENT 

BECAUSE OTHER SIMILAR DISENGAGEMENTS ARE NOW POSSIBLE. (S 
PART C) LIBERATION ALSO CARRIES AN OP-ED TITLED THE MORALIT 
OF DISENGAGEMENT\" BY CERI RESEARCHER ARIEL COLONOMOS WF 
BEGINS: “TODAY GAZA 

TOMORROW IRAQ." (SEE PART C) 


RIGHT-OF-CENTER LE FIGARO CARRIES AN OP-ED BY STEVEN METZ 
WHICH APPEARED IN ENGLISH IN A PAKISTANI DAILY 
THE RUMSFELD REVOLUTION CONTINUE?" 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
IRAQI CONSTITUTION - PRESIDENT BUSH SPEECH 


\"THE ANTI-WAR MOVEMENT DOES NOT DISARM" 

GUILLEMETTE FAURE IN RIGHT-OF-CENTER LE FIGARO (08/24): 
VPRESIDENT BUSH HAS DECIDED TO COME OUT OF HIS RANCH TO BC 
SUPPORT FOR THE WAR IN IRAQ. ON MONDAY 

AUDIENCE OF VETERANS IN UTAH 

POPULATION VOTED FOR HIM 

THAT LOOKED VERY MUCH LIKE HIS PREVIOUS ONES. AND IN WHICH 
USED THE WORD 'LIBERTYY 26 TIMES. THE ONLY BREAK WITH PAST 
SPEECHES WAS HIS EXPLICIT MENTION OF U.S. CASUALTIES IN IRAQ. 
BUT HE WAS NOT MORE EXPLICIT ABOUT AN EXIT STRATEGY FROM II 
THE PROSPECT OF A CONSTITUTION FOR IRAQ IS NOT ELICITING FRC 
U.S. PUBLIC OPINION THE KIND OF SUPPORT FOR THE WAR THAT СА! 
AFTER THE ELECTIONS IN JANUARY.\" 


VFOR IRAQ 

CHRISTOPHE BOLTANSKI IN LEFT-OF-CENTER LIBERATION (08/24): 
VTHE WHITE HOUSE 

IRAQ 

AGREEMENT ON THE CONSTITUTION IS REACHED BY THURSDAY 
NOT HELP TO REDUCE VIOLENCE ON THE GROUND OR PUT AN END T 
CONTROVERSY IN THE U.S. IN ITS EDITORIAL 

VERY CRITICAL OF THE CHARTER WHICH IT CONSIDERS TO BE AN OF 
DOOR TO A 'IRANIAN- STYLE THEOCRACY\' IN IRAQ." 


VTHE NEO-CONSERVATIVE AMBASSADOR FROM KABUL TO BAGHDAD 
CORINE LESNES IN LEFT-OF-CENTER LE MONDE (08/24): \"KHALIZAD 
WAS AMONG THE NEO-CONSERVATIVES WHO HAD INITIALLY SAID TH 
TOPPLING SADDAM WOULD HELP SPREAD DEMOCRACY IN THE MIDDI 
EAST. AFTER HAVING BEEN `BUSHVS AFGHANV HE HAS BECOME 'CON 
IRAQI.\ BUT BAGHDAD IS NOT KABUL. THE FORMER AMBASSADOR 
NEGROPONTE HAD SHINED BY HIS DISCRETION. TODAY THE IRAQIS 
RESENT WASHINGTON\'S PRESSURES. KHALIZAD DOES NOT DENY НА 
PROVIDED FULLY WRITTEN PARTS OF THE CONSTITUTION TO THE 
IRAQIS. KHALIZAD CONTINUES TO BELIEVE THAT IRAQ CAN BE AN 
EXAMPLE FOR THE MIDDLE EAST. AFTER THE AUGUST 15 FAILURE 
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WENT BACK TO THE DRAWING BOARD 

CONSTITUTION IS THE KEY ТО WASHINGTONVS EXIT STRATEGY. 
GAZA DISENGAGEMENT 


VTHE END ОҒ A ТАВОО\" 

GERARD DUPUY IN LEFT-OF-CENTER LIBERATION (08/24): "WHILE 
EVACUATION DOES NOT MEAN PEACE 

PROCESS. ON THE ISRAELI SIDE 

DID NOT TRIGGER THE RESISTANCE PREDICTED BY SOME. THE LITTL 
REACTION THAT COULD BE NOTED AMONG THE ULTRAS 

BLOODBATH 

OF LAND OCCUPIED BY FORCE. A PSYCHOLOGICAL THRESHOLD HAS 
CROSSED AND EVERYONE KNOWS THAT PEACE WILL REQUIRE SIMIL. 
RESTITUTIONS. ON THE PALESTINIAN SIDE 

MAHMUD ABBAS WAS DELIVERED. THE PRESIDENT OF THE PALESTIN 
AUTHORITY WAS SUFFICIENTLY CONVINCING TO RESTRAIN THE 
TROUBLEMAKERS. THE DEPARTURE OF THE ISRAELI SETTLERS FROM 
IS THE FIRST POSITIVE RESULT HE CAN BE CREDITED FOR. IN A 
REGION SO FULL OF BAD NEWS 


VTHE MORALITY OF DISENGAGEMENT\" 

ARIEL COLONOMOS OF CERI IN LEFT-OF-CENTER LIBERATION (08/24): 
VTODAY GAZA 

IRAQ. INTERNATIONAL RELATIONS ARE HAUNTED BY THE SELF- 
FULFILLING PROPHESY THAT DISENGAGEMENT IS A SIGN OF WEAKNE 
THE UNILATERAL DISENGAGEMENT FROM GAZA IS AT ONCE A MASK / 
SYMPTOM OF THE FEAR OF SHOWING ONE\'S WEAKNESS. IF DISENG/ 
POSES A PROBLEM 

IS THE NOTION OF PERMANENCE IN A TERRITORY WHICH IS NOT FUL 
UNDER CONTROL. IT IS ESSENTIAL TO TAKE INTO ACCOUNT THE DEE 
TRANSFORMATION OF WAR AS SEEN FROM THE WEST: IN AFGHANIS" 
AND IRAQ ONE CAN DETECT PRE-EMPTIVE AND PREVENTIVE ACTION: 
THERE CANNOT BE INTERVENTIONS WITHOUT THINKING AHEAD TO A 
LIMITED PRESENCE OF THE OCCUPIED LAND. WE MUST THEREFORE 
REDEFINE THE NOTION OF JUST WAR. IF TOMORROW THE WEST GO! 
WAR AGAINST A NATION ON THE WAY TO NUCLEARIZATION 

NEED TO REFLECT ON THREE POINTS. IT WILL NEED TO BE CONVINCI 
ABOUT THE LEGITIMACY OF THE NATION DECLARING WAR: THE 
COALITION MUST BE AS WIDE AS POSSIBLE AND PROVE THE 
DANGEROUSNESS OF THE INVADED NATION 

THE COMMUNITY AT LARGE. THE DURATION OF THE OCCUPATION ML 
ANTICIPATED. AND THE TRANSFER OF SOVEREIGNTY TO PRE-IDENTII 
PARTNERS MUST BE PLANNED. THE WEST 

CAPACITY FOR KILLING 

DESTROY WHO IT WANTS WHEN AND HOW IT WANTS. REFLECTING U 
THE LENGTH OF TIME TO DEVOTE TO THE WAR HAS THE MERIT OF 
LIMITING THIS MADNESS. IT ESTABLISHES A RELATIONSHIP BETWEEN 
THE POLITICAL TIMEFRAME AND A MORAL TIMEFRAME.\" HOFMANN 


39096 
strengthen the bilateral relationship and highlight the 


Column 3 

Dialogue as a key part of that Action Plan. Krit suggested 
that an WAction Plan could be virtually anything that we 
wanted it to be and suggested that discussion of additional 
ways to strengthen the bilateral relationship would be a good 
topic for the Dialogue. 


3. (C) MFA DG for American Affairs Nongnuth Phetcharatana 
noted our need to now coordinate an agenda for the Dialogue. 
She indicated that 

discussed in reftel 

possible MOA on defense procurement modeled after the recent 
MOA between the United States and Australia. She also asked 
that we use MFAVs North American Affairs Division and the 
Embassy as the conduit for setting the final agenda. 


4. (C) In an aside with PolOff 

MOA would ideally help Thai private companies bid on U.S. 
defense contracts and serve as a tangible way to demonstrate 
benefits of Thailand\'s designation as a Major Non Nato Ally 
(MNNA). Nongnuth also said that 

outlined in reftel 

designating the talks a V'Strategic Dialogue. She asked for 
a few days to consult with other parts of her Government to 
arrive at a coordinated position on the name. 

BOYCE 


39097 

at Home) talk show of August 21 

professor praised the elections as being a \"good 
experience" for the Egyptian people. On August 16 
The vice editor of pro-government Al Musawwar magazine 
(circulation; 50 

show Milaffat Maftouha (Open Files) that talk about 
reform is no longer confined to intellectual or elite 
circles but is now widespread among all people. On 
August 15 

(circulation: 180 

parties 

be a forgone conclusion 

an opportunity to win their base among ordinary 
people. In pro-government AI Akhbar newspaper 
(circulation: 780 

in-chief Galal Doweidar asserted that the empowerment 
of the people is the main benefit of the presidential 
elections. Echoing the same sentiment 

editorial in pro-government Al Gomhouriya 
(circulation: 200 

upcoming \"free\" elections would enable the political 
parties to gauge their weight on the street and work 
on increasing their share of the votes in future 
elections. 
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3. Al Gomhouriya newspaper 

that Ghad Party Chairman Ayman Nour had visited Muslim 
Brotherhood Supreme Guide Mahdy Akef to solicit 
support in the upcoming elections. In an obvious 
reference to this visit 

Nahdet Misr (circulation: 20 

criticized presidential candidates (i.e. 

who \"deceived\" the public when they claimed to be 
\"liberals\" who rejected playing the religion card in 
politics 

Guide of the Muslim Brotherhood 

declaring that they wanted to establish an American- 
style system of government. Al Gomhouriya 

19 

praised Egypt\'s style of democracy and had remarked 
that anyone who does not vote would be considered a 
Vsinner.V On the TV talk show El Надіда (The Truth) 
August 21 

any involvement in politics by religious officials was 
wrong 

of support for Mubarak. 


No need for foreign election monitoring; we can do it 
ourselves 


4. On Egyptian TV Channel One\'s Malaff Khass (Special 
File) talk show 

Montasser said EgyptVs elections would be a model for 
the whole region 

is unnecessary as there are many TV channels that have 
trained their reporters to cover such events 

mention international TV coverage 

elements!" that surely would be present. Al 

Gomhouriya 

Presidential Election Commission saying that every 
candidate has the right to appoint a deputy in every 
polling station. On August 20 

newspaper Al Akhbar (circulation: 780 

newspaper reported that the Judges\' Club had sent a 
memorandum to the Presidential Election Commission 
stressing the need to assign a judge for every ballot 

box in all polling stations. The Club also said it is 

the right of civil society groups to monitor the 

electoral process. Іп the same article 
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and Al Wafd also reported that the head of the Judges\' 
Club had refused to meet with a U.S. Congressional 
delegation and had also condemned American attempts to 
\"check up\" on democracy in Egypt and \"teach it\" to 
Egyptians. (Note: No such meeting had been 
requested. End note.) Al Akhbar 

proclaimed that all Egyptian presidential candidates 
including President Mubarak 

international monitoring of elections and that they 

were all confident that the elections would be fair 
without any foreign supervision. Pan-Arab newspaper 
Al Sharq Al Awsat (estimated circulation in Egypt: 

5 

groups had decided to file a lawsuit with the 
Administrative Court against the head of the 
Presidential Election Commission for turning down 
their request to monitor the elections. 


5. Although media coverage was extensive 
commentaries on the Israeli withdrawal from Gaza were 
relatively few and muted. On August 15 

talk show V'Open to Question" focused on events in 
Gaza. The prime guest 

said that the withdrawal was \"significant\" but was not 
of VhistoricalV significance. He opined that even 
though Gaza was tantamount to a \"prison\" for the 
Palestinians 

scope to improve their situation. In Al Wafd 
newspaper (circulation: 180 

U.S. and anti-Israel columnist Sanaa Al-Said made 
light of the Gaza withdrawal. She said that Israel 
would not withdraw from any of the other occupied 
territories and that an unsupportable burden would be 
put on the shoulders of the Palestinians that would 
frustrate their efforts to oblige Israel to withdraw 

from the rest of the territories. 


Jones 
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Afifi said that SLM/A Secretary General Mini Menawi had in 
June requested an invitation from the GOE 

but failed to show up without explanation. Asked about 

reports of problems with humanitarian access to refugee camps 
such as the Zam Zam camp in northern Darfur (reftel) 
Abdelwahab said that he was unaware of any such problems. 
Abdelwahab took the opportunity to make a plug for Egypt\'s 
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field hospital located in El Fasher 
maintained 13 doctors who had \"treated thousands" of Sudanese. 


3. (C) Bio notes: Afifi Abdelwahab (Minister 

Plenipotentiary) was recently assigned to Jeddah 

Arabia as Consul General and plans to arrive there shortly 
with his wife and children. He welcomed contact with USG 
colleagues while in the Kingdom. Abdelwahab has been a good 
working-level contact of this Embassy 

language skills 

His previous diplomatic postings to Saudi Arabia should allow 
Afifi to quickly settle in. Abdelwahab\'s predecessor in the 
Sudan Affairs job 

Ambassador to Riyadh 

maintaining close relations with the Saudis on Sudan issues. 
Abdelwahab is expected to be replaced in the MFA Sudan 
Affairs Office by Egypt\'s Ambassador to Kampala 

Mafoum Marzouk (phonetic). End bio notes. 


4. (U) Minimize considered. 


Visit Embassy Cairo\'s Classified Website: 
http://www .state.sgov.gov/p/nea/cairo 


You can also access this site through the 
State Department\'s Classified SIPRNET website. 
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called the \"Intifada Fund." The original capitalization 
target for the funds 

differentiate between 

funds were set up shortly after the November 

Summit in Sharm El Sheikh but with only base capital of $700 
million USD. Furthermore 

2002 

capitalization by an additional $150 million USD. As of 
September 

$168.3 million USD for the funds. The money 

be very difficult to secure from the GOE Ministry of Finance 
according to our MFA contacts 

financial resources. 


3. (SBU) The second main category of Arab funding to the 
Palestinians involves direct budgetary support to the 
Palestinian Authority. According to the MFA 

22 Arab League member states agreed during their March 
Beirut Summit to contribute a total of $330 USD million every 
six months ($660 million per annum) for direct budgetary 
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support to the PA. That pledge was repeated during the 
following three Arab summits 

million USD (e.g. 

Of this figure 

million USD has actually been contributed by Arab states 
leaving a shortfall of $1 


4. (SBU) According to the MFA 

the Arab states have increased considerably over the past six 
months. Citing World Bank and PA Finance Ministry 
statistics 

has been paid for direct PA budgetary support 

($77 million USD) 

($15.4 million USD) being the primary sources. Saudi Arabia 
was the only state that had fulfilled its commitments 

whereas Syria 

Mauritania 

payments. The few states where external pressure was likely 
to succeed in extracting commited funds for the PA 

told 


5. (SBU) Egypt regularly provides the Palestinian Authority 
with humanitarian assistance including medical supplies 
stuffs 

Egyptian Red Crescent Society. Typically 

(denominated in Egyptian currency) is channeled to an 
Egyptian bank account and drawn upon directly by the 
Palestinian Authority for the purchase of Egyptian supplies. 
We have also seen media reports that Egypt provided the PA 
with approximately $1.7 million USD for building hospitals in 
remote areas of the occupied territories. In addition to the 
much publicised provision by Egypt of security-related 
training and assistance (both within Egypt and Gaza) 
Egyptian government has also reportedly encouraged local 
businessmen to invest in commercial projects to help with the 
reconstruction and development of Gaza and the West Bank. We 
have heard reports that Egypt recently opened a 
representative office in Ramallah by which to pursue its 
interests in the West Bank. The only official representation 
that Egypt currently maintains in the territories is its 

Embassy in Gaza. 


6. (U) Minimize considered. 
Visit Embassy Cairo\'s Classified Website: 
http://www.state.sgov.gov/p/nea/cairo 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website. 
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Recruit Contract". It is intended to allow small companies 
of up to 20 employees to more easily hire and fire new 
recruits during the first two years. The new contract will 
provide for financial compensation for the employee if the 
contract is terminated before the end of end of the two-year 
period. The employer is also required to give the new hire 
\"sufficient notice\" of a pending layoff decision. 


The Broader Emergency Employment Plan 

3. (SBU) This employment incentive comes on top of a 
broader measure that would abolish by 2007 all French 
employers\' Social Security contributions on wages equivalent 
to the French SMIC (or minimum wage 

per hour gross). It is part of a comprehensive emergency 
employment plan presented by de Villepin in early June. 
The plan calls for a 4.5 billion state-financed effort to 

facilitate the return to work of the unemployed 

and the over-50 population. Other resources V'already 
committed to employment policy!" will finance some employers" 
exemptions from Social Security contributions. At the same 
time 

unemployment benefit system 

package introduces sanctions for repeatedly refusing offers 
of reasonable employment 


Trade Union Discontent 

4. (SBU) Unsurprisingly 

issued a call for action in September (after the vacation 
period) to protest against the increase in Vlow-wage traps" 
that they claim will result from the V'New Recruit 

Contracts. Union representatives believe that the surge in 
oil prices and the resulting V'drop in purchasing power" has 
handed them a combination of issues which may rally the 
French populace against the Governments reform program. 


5. (SBU) Trade unions have announced that they may also 
delay action until October to give themselves time to 

present a united front. Some unions said they will test 

their call for action in French regions first 

calling for nation-wide action. In the meantime 

business community has responded positively to the new 
measures. The new head of the French employers\' federation 
MEDEF 

as V'a first chance for France to set in motion 

smaller firms 
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6. (SBU) COMMENT: The trade unions had hoped that their 
call for united public and private sector \"mobilization\" 
against the new contracts would gather momentum as people 
returned to work in September. However 

scheme in the doldrums of August 

slow down any momentum that protests might have had. At this 
point 

broadly to try and tap into perceived consumer discontent 
about higher oil prices 

purchasing power. They may find there is little appetite 
for a fight. End Comment. 
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the occasion of Ukrainian Independence Day. The regime has 
also given routine 

Maung Aye\'s hail and farewell meeting with the incoming and 
outgoing Russian Defense Attaches 

on August 23 and included the participation of several senior 
military officials. 

COMMENT: THE BEAT GOES ON 

7. (C) Senior General Than ShweVs most recent appearance in 
the state press was four days ago in coverage of his August 

19 meeting with visiting UN envoy Ali Alatas (reftel). The 
73-year old regime chief 

public view 

visit 

when he received credentials from the Spanish and German 
Ambassadors. Both Ambassadors reported to us that Than Shwe 
appeared to be in good physical and mental condition at that 
time. 


8. (C) If Than Shwe has indeed suffered a medical setback 
does not appear to have had any immediate impact on the 
regime\'s hierarchy or command and control capabilities. 
Local residents are 

of the SPDC\'s twelve ruling generals 

As of COB August 24 

activity and associated rumors aside 

any significant disruption. 

Stoltz 
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could not carry out such a planned and coordinated attack and 
suggested a larger 

He said India has geo-political interests in this country and 
therefore has genuine reasons to be involved in Bangladesh. 
He pointed to the issues surrounding the seven sisters and 
Indias lack of control over this region as motives for 

India\'s involvement in such actions in Bangladesh. He said 
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\"there is only a 17 kilometer strip of land that connects 
India to the seven sisters. Bangladesh is in the unfortunate 
position of being stuck in the middle.\" 


3. (C) In response to CDA\'s observation that this incident 
clearly points to the presence of extremism in this country 
the Minister said it is more likely that whoever is behind 

the attack wants to create the perception that there is 
extremism in this country. He said there is no need for 
Islamic extremism in this country. Extremism 

associated violence 

from the mainstream and is deprived economically or socially. 
He referred to the Chittagong Hill Tracts (CHT) situation as 
an example of unrest caused by isolation and loss of 
resources. He said that the tribal violence in the CHT 

exists because the indigenous tribes were deprived of their 
farmland and livelihood when the Kaptai dam was built in the 
Pakistan era in the 1960s. 


4. (C) In contrast 

problem associated with the Muslims in Bangladesh 

said. Almost the whole country is Muslim and the forces in 
power are Muslim. There is no reason for extremists to feel 
isolated or deprived and thus resort to violence. He alleged 
that some other larger force 

further tarnish the image of the country and create 
instability. 


5. (C) Speaking to concerns over the need for more effective 
investigations 

against the opposition leadership 

has shown that the Awami League (AL) was behind the attack on 
its own people. He said members of the AL have admitted to 
involvement and even disclosed how they planned and executed 
it. He conceded that it is hard to understand why a party 

would want to attack itself and it would take further probing 

to get to the actual motives behind last year\'s attack. 


6. (C) Minister Hussein admitted that the PM sees the August 
17 incident as a \"wake-up call" 

take the necessary actions to get to the bottom of these 
attacks. However 

government that do not cooperate with the PM. When pressed 
on whom these people were 

bureaucrats who do not see themselves as servants of the 
republic. They have political affiliations and take action 

based on party politics. AL backers in the civil service 

would not genuinely work to resolve persisting law and order 
issues and improve the country\'s image. The Minister also 
pointed to corruption and inefficiency at the lower levels of 
police and investigators as other reasons for lack of 
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effective investigations into acts of political violence. 


7. (C) Comment: Civil Aviation Minister Mir Nasiruddin also 
told us on August 23 that India is to blame for the attacks. 

It comes as no surprise that the BDG has immediately resorted 
to blaming foreign sources for the August 17 attacks. It is 
notable 

pointing fingers at India. On August 22 

Secretary General told us that he and his party's Chairman 


SIPDIS 

former Bangladesh President Ershad 

behind this attack. As a close PM confidant and a senior 
cabinet minister 

considers this a \"wake-up callW shows a shift in BDGVs stance 
towards increasing political violence. Unlike in the past 
BDG is showing political willingness to taking the situation 
seriously. However 

bureaucrats reveals BDG fears as to their ability to 
effectively investigate and solve this case. End Comment. 
CHAMMAS 
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any cost 

that \"so far 

confessions saying that Abdur Rahman had orchestrated the 
attacks." Our Directorate General of Forces Intelligence 
sources tell us that at least four of the arrested have 
confessed their affiliation to JMB but did not state any 
specific mentioning of Rahman. 


3. (C) PM Zia reportedly gave law enforcers 15 days to hunt 
down the criminals and unearth any foreign links as she 
personally supervises investigations. On August 23 
Secretary Hossain told poloff that capturing the masterminds 


SIPDIS 

behind the August 17 bombing was V'very difficult" and that he 
was not necessarily confident that the BDG could identify and 
arrest them. A National Security Intelligence (NSI) source 
says that neither Abdur Rahman nor Bangla Bhai may currently 
be in Bangladesh. 


4. (SBU) On August 22 

the Islamic Foundation 

Fariduddin Masud as he was boarding a flight bound for London 
on suspicion of links to an Islamist militant network. Law 
enforcement agencies claim he has a connection to the August 
17 blasts as a central leader of the JMB while newspapers 
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report that he is an Islamic scholar who controls an NGO 
hospital 

received substantial funds from the UK and the Middle East. 

In response to his arrest 

(JI) Ameer (leader) and Minister of Industries Nizami as 
Vresponsible for the bombings and plotting to have me 
arrested." The Awami League (AL) refuted press reports about 
Masud\'s link to ALVs Islamic scholar front. 


5. (SBU) On August 22 

garment industry leaders that \"there is no scope for 
practicing extremism in the name of Islam 

perpetrators of the bombings would be identified and V'dealt 
with a strong hand 

garment industry leaders paid a visit to the PM because 
prospective foreign buyers have canceled recent visits in 
response to the bombings and they are worried that buyers 
would shift their attention to other markets if the situation 
does not improve. According to press reports 

leaders have plans to arrange a dialogue between PM Zia and 
Opposition leader Sheik Hasina to discuss solutions and 
cooperation in the August 17 aftermath. The general manager 
of a major local hotel 

were back to normal within days after August 17. 


6. (SBU) In a BNP organized protest rally against the August 
17 bombings 

investigation into the August 21 

Awami League leaders was in its final stages and that a 
formal charge sheet (conclusive police report after 
investigation) would be submitted within a few days. 


7. (C) COMMENT: Masud\'s accusations against Nizami following 
Masud\'s arrest comes in the context of long-standing enmity 
between AL aligned Masud and the BNP-JI alliance. In 
Bangladesh\'s polarized political climate 

for the ruling party to use the August 17 bombings to hash 

out existing political rivalries. ALVs denial of links to 

Masud suggest 

viable suspect. END COMMENT. 

CHAMMAS 
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Turkish membership within the EU. 


2. (C) Post will reiterate reftel message in an upcoming 
meeting with the Polish MFA on the September 1-2 Gymnich 
agenda 

on internal EU dynamics on Turkey. 

Ashe 
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never exists a border between brothers. V' 


SABAH (GUNEY): Iskenderun district's Security Directorate and 
Jandarma seized 400 Indian hemp roots 
a cornfield. Security officers took one person into custody. 


OZGUR GUNDEM: The daily reported that 

state was seeking ways to have the PKK lay down its arms\" 
the other hand 

allegedly been forcing the civilians to take up arms as village 
guards. Reportedly 

village in Bitlis. However 

Command has been forcing the returnees to enroll as village 
guards. 


OZGUR GUNDEM: Reportedly 

\"bothersome\" questions when villagers attempt to bring food into 
a village in VanYs Gurpinar district. The soldiers reportedly 
demand information from the villagers about the food 

who will be eating it. The villagers are reportedly being 
questioned about the number of family members 

to bring in food. 


OZGUR GUNDEM: Itis claimed that Turkish soldiers 
deployed in SirnakVs Silopi district 
border at a village in lraq\'s Zaxo district. 


OZGUR GUNDEM: The Turkish Armed Forces (TAF) has reportedly 
been continuing its military operations in Tunceli. The paper 

reported that TAF was conducting unsuccessful operations in 
Tunceli\'s Herekol and Besta districts. 


OZGUR GUNDEM: A person wounded himself when the explosive he 
grabbed went off as he was collecting herbs in Uludere district 
of Sirnak. 


OZGUR GUNDEM: Some families in the U.S. want to extend help 
to R.G. 

her nose cut off her face by her brother-in-law and 

father-in-law in Diyarbakir in May (see press summary 05/05). 


RADIKAL / HURRIYET / CUMHURIYET: MGK (National Security 
Council) General Secretariat sent a report on terrorism to the 
members of МСК in advance of today's MGK meeting. The report 
read that the best way to address the terrorism problem was to 

focus on socio-economic dimensions of the issue through paying 
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due consideration to EU perspectives. 


HURRIYET: Murat Karayilan 

response to the intelligentsias call to lay down arms 
unconditionally 

definitely not cease its activities unconditionally. 


ZAMAN / RADIKAL / HURRIYET / CUMHURIYET: One of three 
terrorists 

with security officers in Macka district of Trabzon. The second 
terrorist was caught alive. Operations have been going on in 

Macka to catch the third terrorist. Security forces found 2.5 
kilograms of C-4 explosives 

hand grenades outside the town. When the angry local people 
attempted to lynch the terrorist 

security forces opened fire in the air 

terrorist in an armored vehicle. 


RADIKAL / ZAMAN: 50 Kurdish origin authors 

thinkers extended support to PM Erdogan who initiated a new 
period in addressing the Kurdish issue. The declaration of the 
group of intelligentsia called for an unconditional end to the 
violence. 


ZAMAN: Restoring the state of emergency rule in the 
southeastern region 

nowadays 

NGOs and political party representatives in Diyarbakir issued a 
joint call against the possibility of renewed emergency rule. 
Chairperson of the Diyarbakir Chamber of Commerce and Industry 
pointed out that the region has suffered serious economic losses 
during the emergency rule. MHP Diyarbakir Provincial 
Chairperson said that fighting terrorism should not curtail 

people\'s rights and liberties. 


ZAMAN: Sixty-two women in Southeastern Turkey have 
benefited from a U.S. program 

leaders. 23 women received 10 days of training in Ohio state in 
the U.S. The program drew the Turkish ParliamentVs attention 
and a DYP (True Path Party) deputy solicited information about 
the purpose 


CUMHURIYET: The Chief prosecutor started scrutinizing statements 
made by Leyla Zana and other DHT (Democratic Society Movement) 
members. The Prosecutor\'s office solicited from security 

offices the statements delivered in public addresses and 

meetings. The office has started examining related news articles 

and accounts published on various media. 
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this project revives prospects for the new railroad and 
threatens to nullify a big bargaining chip that Armenia has 
used to try to lure Turkey away from its alliance with 
Azerbaijan. Even more ominously for Yerevan 

new route would cause lasting economic damage to Armenia 
because it not only would bypass Armenia but also would open 
an alternative rail route between Turkey and Russia. As we 
reported in December (ref C) 

to be bending over backward to make the re-opening of the 
existing rail route attractive 

readiness to forego transit fees on rail cargoes. 


5. (C) Our primary concerns are focused more on the economic 
incentive for the states of the region to remove this 

disruption to normal transport routes. We believe that even 

a partial lifting of the rail blockade would produce results 

which could demonstrate the economic value of resolving this 
long-standing conflict. 

EVANS 
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ISTANBUL 


REF: A. ANKARA 3032 
B. ANKARA 4556 


(U) Classified by A/DCM Timothy Betts 
1.4 (b) and (d). 


1. (U) This is a joint AmCon Istanbul/Embassy Ankara message. 


2. (C) Summary: A conference at which independent-minded 
intellectuals will speak about the massacres of Armenians in 
1915 

A) 

Gul accepted organizers invitation to address the conference 
but canceled when the dates turned out to conflict with UNGA. 
The re-scheduling 

expected but positive 

accession bid. End Summary. 


University Confirms Rescheduling 
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3. (C) Congen Istanbul confirmed with Bogazici University 
History Department Chair Professor Selim Deringil (strictly 
protect) that the university and other organizers have 
rescheduled the Alternative Armenian Conference" for 
September 23-25 at Bogazici. Chastened by the controversy 
that erupted in when the conference was first scheduled in 
May 

except that the format will remain the same as was originally 
planned. Press reports indicate that historians who 
challenge the official GOT position on the events of 1915 
including Taner Akcam (author of a monograph on \"Turkish 
Nationalism and the Armenian Genocide\") and Halil Berktay 
remain the featured speakers. 


4. (U) Bogazici University had postponed the May conference 
after Justice Minister and AKP government spokesman Cemil 
Cicek denounced it as a \"stab in the back of the Turkish 
nation." Despite Cicek\'s statements 

that government did not pressure the university to cancel the 
conference (see 

conference would be re-scheduled. 


5. (C) In earlier conversations following the May 
cancellation 

the program was unbalanced. Murat Belge 

Comparative Literature Department at Bilgi University 
stressed that the conference\'s intent was to challenge the 
prevailing Turkish orthodoxy about the events of 1915. 
Inviting those who accept that orthodoxy 

make as little sense as inviting proponents of \"creationism\" 
to a conference on problems of evolution. 


6. (C) For Bogazici and its relatively new rector 

Ayse Soysal 

opportunity for redemption following the strong criticism 

they came under for bowing to pressure from the government 
and postponing the conference. Columnist Ismet Berkan 
himself a Bogazici graduate 

\"turning point in terms of academic autonomy and freedom in 
Turkey.\" The fact that the conference will remain at 

Bogazici 

co-sponsor Sabanci University 

to be heading in late May 

make amends. 


FM Accepts Invitation to Speak 


7. (C) Organizers invited FM Gul to make opening remarks at 
the conference. GulVs cabinet chief told us the FM accepted 
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the invitation \"in principle 

conference dates turned out to overlap with the UNGA. GulVs 
special assistant added that the FM might attend the last day 
of the conference but was uncertain whether his schedule 
could accommodate this. Neither had information on who 
anyone 

Ministry spokesman Tan later publicly repeated what Gul\'s 
staff told us. 


8. (C) The decision to invite Gul to open the proceedings 
highlights an additional issue some Bogazici contacts raised 
with Congen Istanbul: the problem lay not in the cancellation 
decision but in the failure to properly lay the groundwork 
with the government and public opinion. Had this been done 
some believe 


\"Expected 


9. (C) News of the rescheduling broke on August 22 

time in Turkey\'s EU accession process 

set for August 25 and 31 

all looking forward to the October 3 opening of accession 
negotiations. The Danish DCM here told us that news of the 
rescheduling was V'expected 

reference to the cancellation will remain in the EU Progress 
report on Turkey 

rescheduling. 

10. (C) Comment: Compared to May 

initially handling the event more adroitly. However 

expect nationalist rhetoric to heat up as the conference 
approaches. End Comment. 

MCELDOWNEY 
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Sunni and Shiite Constitution" (Iraqi Press Website in 
Arabic 

B. VIraqi Constitution and the Dialogue of the Deaf" (Iraq 

4 All News in Arabic 

C. \"Concession Over Self-Determination\" (Al-Rafidayn Web 
Site in Arabic 

D. \"lraq 

Uniqueness of the Iraqi Case" (Soat Al-Iraq (The Voice of 
Iraq) in Arabic 
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A. V'Citizenship and Sectarianism; The Difference Between The 
Sunni and Shiite Constitution" 

(Iraqi Press Website in Arabic - Editorial by Ali Al-Shlah 
http://www.iraqipapers.com/dustoor_6_6_5 ali. htm) 


\"Iraq is ruled by one sect which nobody used to talk about. 
Now sectarianism is a familiar topic of conversation 

the government is comprised of Iraqi people from all 
spectrums! . . . Which group committee members identify with 
or not 

concerns for Iraqis because it is a hot Iraqi and 

international Arab issue. This point was taken to such 
extremes that when Secretary of State Rice visited Iraq and 
demanded that the Prime Minister guarantee a larger role for 
Sunnis in drafting the constitution 

this was ethnic power sharing. But it seems that this topic 
only comes up when the government is faced with the 
necessity of giving non-Sunnis their rights (or not) in the 
political process . . . Iraqis had problems with SaddamVs 
regime not because he was Sunni but because he was a 
criminal. People would have turned against him even if he 
had been ShiVite. Why do people say that every anti- 

terrorist operation is against Sunnis? . . | wish that | had 
heard the protesters on the Constitutional Drafting 

Committee say that they opposed the committee because it 
excluded an Iraqi legal advisor. But 

they concluded it didn\'t have enough Sunnis isn\'t a good 
enough reason. The committee is considered sectarian because 
the leaders of the Sunnis convinced their group to boycott 

the elections. Then those very same leaders demanded a big 
portion of the cake through terrorizing others with the 

threat of a boycott 

spokespersons. They are not legitimate. The government 
responded to their blackmail with support from abroad to the 
extent that I\'m afraid that Sunni extremists will boycott 

the upcoming elections to get more than they could get in a 
free and fair election. In that manner they will continue to 
assume more power and get away with their grandstanding. The 
written constitution won\'t differentiate between one Iraqi 

and another and it won\'t favor one sect over another. 

Political leaders should all concentrate on writing a 

patriotic constitution and not sectarianism one.\" 


B. \"Iragi Constitution and the Dialogue of the Deaf" 
(Iraq 4 All News in Arabic - Editorial By Jihad Al-Khazin) 


\"It might be true that the constitutional committee had 
completed 90% of the draft before its August 15th deadline 
but its also true that the remaining 10% is the largest 
source of disagreement among the three main groups... In 
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fact 

differences are among Shiites 

differences led the negotiators to give themselves another 
week for deliberations despite pressure from the United 
States. They went into the extension with no practical 
program for reaching a solution for problems that preventing 
their agreement in the first place . .. The Shiites demand 
a federal region in the south that would enable them to 
benefit from its oil resources. The Kurds in the north also 
want their own federal region but they oppose the idea of 
Islam as the main source of legislation . . . The 15 Sunni 
Constitutional Committee members have threatened to withdraw 
from the process if Shiites and Kurds continue to insist on 
these concessions . . . The United States has pressured all 
parties to give up their points and reach an agreement. 
Ambassador Zalmay Khalilzad 

the postponement after acting as the 72nd member of the 
committee. Maybe he was even the first . . . Federalism is 
the first step in the plan to divide Iraq. The Shiites and 
Kurds are already talking about the next step 

autonomy ... It is a real possibility that the failure of 

this process could lead to a civil war. That kind of war 
could already be on the way 

about it yet. We are suffering from insane terrorism that 
could not be described as a resistance movement. It is 
claiming many lives on daily basis. While the United States 
which put Iraq in these circumstances 

emphasize the positive side of the situation that just 
doesnt exist. V 


C. \"Concession Over Self-Determination\" 

(Al-Rafidayn Web Site (independent) in Arabic - Editorial by 
Venus Faliq 

http://www.alrafidayn.com) 


\"News of Kurdish concessions over the right of self- 
determination didn\'t have any shocking impact on my soul . . 
. Since I did speculate that Kurds would end up with nothing 

. . . | would have liked to ask Kurdish officials the 

question: When did Kurds have any rights to give up in the 
first place 

to their people?. . | don\'t know what rights Kurds will have 
after this concession and after agreeing that Islam should 

be the main source of legislation--these two points alone 

are enough to suppress the Kurdish people in a civilized 
manner right under the world\'s sight . . . We should point 
out that the American position changed during the night. 
Americans 

and were their strongest ally ever 

on Kurds in favor of Shiites 

can\'t think how any attention could be given towards Kurdish 
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demands anymore 

Sistani\'s fatwa. | believe Kirkuk will be the next step in 
the series of concessions and | hope I\'m wrong. 


D. \"lraq 

Uniqueness of the Iraqi Case\" 

(Soat Al-Iraq (The Voice of Iraq) in Arabic - Editorial by 
Ameer Al-Taheri 

http://www. sotaliraq.com) 


VDoes the national assembly\'s decision to postpone the 
discussion of the draft constitution represent a major 
setback for Iraq that has just been freed from a 
dictatorship or is it merely a minor event on the road to 
democracy? . . . Failure to meet the constitutional deadline 
would be considered a drawback for only one reason 

first time the Iraqi leadership has failed to fulfill a 

political obligation on time since the toppling of the 
previous regime . . . Despite the prospect of postponement 
being seen as a tactical drawback for Iraqis 

a democratic development in an Iraq that was recently freed 
from decades of dictatorship. Constitutional committee 
members stood up to pressures from different factions 
including Al-Sistani and the U.S. Ambassador to Iraq... 
The vast majority of Iraqis are content with the manner 
through which decisions are made 

era where constitutions were imposed by tyrants is gone 
forever 

others 

possible to ignore the will of the people... The 
discussions around the drafting of the constitution have 
included Iraqis participating in over 300 conferences 
enabling 50 

the participation of many unions 

rights organizations.\" 


Khalilzad 
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meant well 

Indian terrorists taking refuge in Bangladesh 

got is \"there\'s nobody." He contrasted this state of denial 
with Musharraf 

radical Islamists in Pakistan. 


3. (C) Natwar was predictably critical of Bangladesh Minister 
of Industry Motiur Rahman NizamiVs public suggestion that 
India was to blame for the August 17 bombings 
communalist and a jihadi.\" After acknowledging the 
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Bangladesh Foreign Minister\'s clarification that NizamiVs 
statement was a personal view 

\"Bangladesh is a secular state sliding into chaos and 
fundamentalism.\" 


4. (C) Natwar had no good answers in response to the 
Ambassador\'s request for practical suggestions about how to 
reverse Bangladesh\'s slide towards radicalism. For the first 
time since August 17 

November SAARC Summit 

SAARC Summit will take place\" given the current climate of 
violence. Concluding 

people governed by a group that doesn\'t inspire confidence.\" 


5. (C) Comment: Natwar\'s bitter private comments on the 
August 17 bombings contrast with the GOIVs careful public 
line (reftel) 

impatience about the GOB\'s failure to come to terms with the 
threat posed by terrorist groups inside Bangladesh. The 
upcoming visit to New York (and perhaps Washington) by 
Foreign Secretary Saran is a good chance for us to have a 
frank sharing of views about what lies behind the August 17 
bombings and what we can do together to help Bangladesh 
restore a stable and secular democracy. 


Visit New Delhi\'s Classified Website: 
(http//www.state.sgov/p/sa/newdelhi) 
MULFORD 
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B. "Why Are We Afraid of Federalism\" (Al-Sabah 

C. “Тһе Disagreement Points are Increasing" (Al-Fourat 
8/22) 

D. \"This Morning\" (Al-Sabah Al-Jadeed 

E. VDividing Iraq Away from the National Zeal\" (Al-Mashriq 
8/22) 

F. "What is the Argument For the Constitution? (Al-Ittihaad 
8/22) 


A. V'Constitutional Discussions V 

(Al-Adala Newspaper (Affiliated with The Supreme Council of 
Iraqi Revolution in Iraq - SCRI) in Arabic P 3 Editorial by 

Ali Khalif) 


\"The current discussions on the constitution among the Iraqi 
politicians represent a very important step in Iraq\'s 

journey to democracy. However 

political group is trying to impose its own agenda on the 
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constitution . . . There are some who hold political 

opinions that do not serve the Iraqi national interest. 

For example 

might have accepted it if they had natural resources in 

their own provinces. If we believe in democracy and freedom 
we must not be afraid of federalism . . . But | think that 
some political groups in Iraq are selfish and because of 

that they try to dominate all other groups. These are the 
groups that accept the idea of Kurdish federalism while at 
the same time refuse the concept of establishing federal 
territories in any other part of Iraq . . . Nevertheless 

the current constitutional process represents a great 
achievement and the Iraqi politicians who have taken the 
lead in this process must complete the task of drafting a 
constitution that meets the needs of all Iraqi people. We 

do not like anyone to make use of this achievement to make 
it a platform to launch bombastic slogans. The Iraqi people 
want to live in peace and they want to enjoy their fair 

share of Iraqi wealth and natural resources. V 


B. "Why Are We Afraid of Federalism\" 
(Al-Sabah Newspaper (affiliated with the Hezbollah movement) 
in Arabic p. 2 Editorial By SaVeed Abdul Hadi) 


\"Until yesterday 

reaching an agreement on the constitution draft. As 
everyone knows there is a Shiite-Kurdish agreement on 
federalism. However 

provinces and totally refuse federalism. The Arab Sunnis 
think that federalism will lead to the unfair distributing 

of natural resources among provinces. We do not know the 
reason behind such fear since the lragi politicians 
unanimously agreed on the distribution of natural resources 
... The Western media focuses on the positive points of 
federalism and how important it is for Iraq\'s development. 
The conservative Pan Arab media outlets severely attack 
federalism in Iraq. We feel that they attack federalism in 
Iraq because they want to defend their own political 
establishment. Those establishments would be threatened if 
federalism succeeded in Iraq . . . The Arab countries are 

still governed by tyrannical regimes. Those regimes give a 
very good picture of what is called as the eastern tyranny. 
The so-called progressive Arab press opposes the rights of 
Iraqis to establish their own federalism. Administrative 
federalism in Iraq is necessary because it would restore the 
confidence of our many ethnic groups. We must not say bad 
things about each other. We must not say things like; 
Sunnis refuse federalism because they want to implement a 
nationalist Arab project for the sake of our neighbors or 
accuse the Shiites of being involved in an Iranian plan in 
Iraq. These accusations come from those who want to destroy 
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Iraqi confidence and encourage sectarianism . . . What will 
the Shiites lose if a central government was established 

that represented the majority in Iraq? What will the 
minority Sunnis benefit from having a central government? 
There must be a national movement in Iraq and honest Arab 
writers must support this move . . . Iraq is moving forward 
and the democratic process will never stop. Disagreements 
among lraqvs Shiites 

in this process." 


C. \"The Disagreement Points are Increasing\" 
(Al-Fourat Newspaper (independent 
P 2 Editorial By Majed Fadhel Al-Zaboon) 


\"Despite the Constitution Drafting Committee\'s announcement 
that the political parties working on the Constitution have 
resolved their differences and reached an agreement 
seems that there are still arguing . . . In fact they are 

still trying to reach an agreement on sixty-six different 
points. How did six points of disagreement turn into sixty- 
six points of disagreement? . . . One of my colleagues 
thought that members of the Constitution Drafting Committee 
would not be able to read the constitution articles because 
there is no electricity where he lives. He lives far away 
from the International Zone so he knows nothing about the 
concrete walls and unlimited electricity. My other colleague 
thought that they should schedule their discussions about 
the disagreement points. The problem with that solution is 
that Arabs want a schedule according to the Arabic 
alphabetic and the Kurds want the Kurdish alphabetic 
same goes for others political groups . . . Ambassador 
Khalilzad 

English alphabetic. Everyone respects his wisdom and they 
liked the idea. However 

the Iraqi constitution draft. When some of the Constitution 
Drafting Committee members protested 

against them! He has the right to do so because the United 
States is a permanent member in the International Security 
Council . . . This is why the members of the Constitution 
Security Council accept his very democratic additions. 

They accent the federalism 

standards that are right for Iraq. They were so happy with 
Ambassador Khalilzad that they applauded him." 


"Translators note: the author is actually sarcastically 
criticizing the US involvement in writing the Iraqi 
constitution. 


D. \"This Morning 
(As-Sabah Al-Jadeed Newspaper (Independent) in Arabic P. 1 
Editorial by Ismael Zayyer) 
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“Тһе completed constitution will begin the next stage in our 
country's development. So 

not waste time on others issue or other groups and their 
campaigns against us. Go ahead brothers and ensure our 
children\'s future . . . This does not mean that you should 
be careless and accept anyone\'s opinion into the 
Constitution. But we should stand behind our own opinions 
about this historical document. It will establish the basic 
elements for the government in the new Iraq . . . It is our 
basic rights to participate in the referendum and vote for 
the constitution. It does not matter what your vote. The 
most important thing is that we are free to express our 
opinions. But we should first read the document and 
understand what it means. We should also discuss the issues 
raised in this document. Then we are prepared to express 
our opinion toward it . . .If we reject any interference in 

our affairs 

our land 

says what is means and has the courage to express its 
opinions. Casting a vote on the constitution is the first 

step for national 

is the first step toward reconstruction." 


E. VDividing Iraq Away from the National ZealV 
(Al-Mashriq Newspaper (Independent 
Arabic P7 Editorial by Shamil Abdul Qader) 


\"Some Iraqis have two main ideas about the unity of Iraq. 
One is that Iraq cannot be divided 

Iraq would be an attack against the efforts of the United 
States to maintain Iraqi unity. However 

believe that Iraq will be divided. They think that the 
governments of Western and Middle Eastern countries have 
planned all along to divide Iraq for the benefit of Middle 
Eastern forces. The people who love Iraq and its unity view 
federalism as a step backward under the pretext of 
protecting it from a centralized government... The former 
United States Civil Administrator for Iraq Ambassador Paul 
Bremmer repeated many times that he refused federalism based 
on sectarian issues. He maintained that he agreed with 
geographical federalism. That means that Iraq will be turned 
into 18 federal territories instead of 18 provinces . . . 

All Iragis understand that Iraq needs a centralized 
government for security. We wonder if Al-JaVafariVs 
government will give us the centralization of the former 
regime. Iraqis will destroy the idea of division. Their 

anger will come down on the heads of IraqVs enemies and on 
the heads of those who are trying to finance its division. V 


F. "What is the Argument For the Constitution? 
(Al-Ittinaad Newspaper (ant-coalition 
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Arabic P 5 Editorial by Karekar Abdullah Khushanoo) 

\"In today\'s session of the Transitional National Assembly 
the Constitution will either be decided or refused . . . In 
support of the Constitution 

issued 

the political blocks. Everyone is working on the 
Constitution s controversial issues. The TNA will present 
the results to the Iraqi people. However 

with the issue and do not want to another postponement . . . 
The leaders of the political blocks have issued statements 
about the significant restrictions facing them. If they are 
able to come to an agreement on the constitution draft 
very act will save Iraq. The completed constitution will 
open up new horizons for the Iraqi people and will kick 
start reconstruction. The people need a break from the 
their current miserable condition . . . When the Political 
Blocks Leaders complete the draft 

of the TNA. If the Assembly does not approve the draft the 
political process goes back to the beginning. It will be 
destructive to the Iraqi people in many ways. The 

political 

denial will dishearten the people. It will also mean that 
after two years of continued suffering 

dangerous election 

The elected National Assembly should have finished the 
constitution through the efforts of the Constitution 

Drafting Committee by the first deadline. But it failed to 
reach an accord. That fact compelled the president to have 
the political blocks to sit together in order to solve the 
restrictions . .. The statements are continuing 

optimistic and some are pessimistic that the document will 
be finished. A decision from the TNA decision will remove 
these all doubts that the government is serious about the 
future .. . We still optimistic that the TNA will give us 

our final draft 

sink into chaos and face continued foreign intervention in 
our internal issues . . . Iraqis want a constitution that 

will protect their rights 

a bright future for their children. We are waiting for the 
National Assembly to decide the constitution 

referendum and hold the elections. V 
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В. \"Central Iraq" (Al-Mashriq 

C. Why They are Afraid of Establishing Federalism іп the 
South of Iraq?\" (Al-Bayyan 8/23) 

D. "The Constitutional Changing (Baghdad 8/23) 
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E. The Kurds and the Constitutional Crisis\" (Al-Fourat 

8/23) 

F. "Women and the Freedom of Expression" (Al-Mada 8/23) 
G. \"Frozen Green Zone People" (Al-Fourat 8/23) 

H. V The Calamity Named the Upcoming Constitution (Al-Dawa 
8/23) 


A. V'Our Constitution is Between Our Hands" 
(Al-Sabah Newspaper (Independent) in Arabic P 2 Editorial by 
Falah Al-MishVal) 


VOnce again Iragis have succeed in securing their political 
future 

the unity and wellbeing of Iraq. This document favors the 
people over other sectarian or ethnic allegiances . . . This 
accomplishment not only effects the current political 
situation in Iraq 

is the dream of freedom and civil rights ensured by a 
permanent constitution. Iraqis have kept that dreams alive 
through decades full of struggle . . . The document will be 
available for all Iraqis to read within two months. Тһе 
Iraqi people will then vote their opinions just like they 

did during the last election . . . We hope that the same 
efforts that went into the constitution will be applied to 
issuing new legislation toward what remains of SaddamVs 
government. These legislations will suit the new lawful 
democratic state that is born from Constitution. 
Congratulations go out to everyone for this national 
accomplishment and for each step toward granting the rights 
of safety and prosperity for our people." 


B. VCentral Iraq 
(Al-Mashriq Newspaper (Independent 
Arabic p. 7 By Shamil Abdul Qadder) 


V'There is a confusion about federalism and its relationship 
to breaking up Iraq into separate parts. Some lragi 
political groups only consider federalism in relation to the 
Kurds. It seems that 8096 of the Iraqi population do not 
accept any kind of federalism. They consider it a move 
toward lraqvs destruction . . . Today 

groups think that it is necessary to establish a central 
government with the presence of a Kurdish federal territory 
... Some politicians believe that presence of a Kurdish 
and Arab federal territories will stabilize security in 

Iraq. Others think that making each province a federal 
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territory with the presence of a central government will 
disrupt lraq\'s unity. | believe that if politicians 

continue to insist upon the establishment of federal 
territories we will start to see areas similar to Kurdistan 
such as Basrahstan 

all know that the British imperialists tried to cut Iraq off 
from the rest of the world. The Kurds are in a mountainous 
area. They are like a small Iraq without a shore. Hence 
it is impossible to establish a Kurdish state because the 
land is no more than hills. Israel was successful in 
establishing its own state because it occupied the 
Mediterranean seashore.\" 


C. "Why They are Afraid of Establishing Federalism іп the 
South of Iraq? V" 

(Al-Bayyan Newspaper (Affiliated with the Hezbollah Movement 
in Iraq) in Arabic P 1 Un-attributed Editorial) 

VOne day 

Washington and London to not support the ShiVites during 
their uprising in 1991? He said that he was afraid that the 
south of Iraq might become a ShiVite triangle that would 
extend to all other Arab countries in particular the Gulf 
States. This speech reminds us of the current objections to 
establishing federalism in south of Iraq... Why do the 
Iraqi people who live in the south of Iraq suffer from 
poverty when their areas contain a real wealth? Why they 
are they always exposed to tyranny 

humiliation and marginalization? We believe in the unity of 
Iraq. But 

right to federalism when it appears that no other area has 
that right . . . Some Iraqi groups have started to call us 
separatist. They don\'t remember that we were the first 
citizens who supported Iraq\'s unity. We lived in poverty and 
suffered tyranny in a wealthy land. Yet we never stopped 
supporting Iraqvs unity. We are the real advocates of unity 
and we will support any initiative that will unite the 

country 

D. "The Constitutional Changing" 

(Baghdad Newspaper (Affiliated with the Iraqi National 
Accord headed by lyad Allawi) in Arabic P. 3 Editorial by 
Jassem Al-Sagher) 


V'The new democratic process in Iraq is a unique development 
for the entire Middle East. A civilized Iraqi political 

government will emerge from the referendum and the coming 
election. It will be structured according to the principles 

of equality 

participation. These principles are important for 

supporting the political process . . . Every country needs 
strong political institutions in order to maintain 

stability. Backward countries do not have these 
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institutions . . . We are on the right path toward 

democracy. We began the journey when we received our 
Sovereignty 

approves modern democratic principles for Iraq. These 
principles include the mechanisms of democracy 
establishment of the Ministry for Human Rights. Compare our 
civil society to other countries in the region and you will 

see that we are more advanced. Our progress is really a 
civilized jump for our Arab region." 


E. V The Kurds and the Constitutional Crisis\" 
(Al-Fourat Newspaper (Independent 
Last Page Editorial by Hayan Al-Baghdadi) 


V'After the first gulf war the American government supported 
the idea of Kurdistan being outside the control of the Iraqi 
government... The United States did this in order to make 
friends in the region. They wanted a place where they could 
launch military and intelligence movements in order to 
topple the former Iraqi government . . . During this time 

the Kurds started to form an independent government with a 
parliament and a military (Peshmergas). They were able to 
do this because they felt that the Americans were protecting 
them. They also were free from the centralized authority. 
This is how Kurdistan became a semi-independent region. 
They are semi-independent because they need financial and 
political. This is why they are now arguing over Kirkuk . . 

. The Iraqis will never let go of Kirkuk. Nor will they 

agree to let the Kurds have it. It is a Kurdish conspiracy 

to cut Kirkuk from our unified Iraq for their own special 
interests. The question is 

forcing their allies to stand with them against the Iraqi 

will for unity? If they do 

for the rest of time . . . We can assure the Iraqis that the 
rest of the Kurds and its national powers in our northern 
regions reject any idea of separation from mother Iraq... 
Because they know that an independent Kurdistan will be an 
easy target for their neighbors and there will be no one 
around to help or save them then. V" 


F. "Women and the Freedom of Expression V 
(Al-Mada Newspaper (Communist 
6 Editorial by Amina Abdul Aziz) 


VBy the final deadline for the constitution draft we are all 
expecting a document that will ensure the rights of all 

Iraqi men and women . . . Since the beginning of this 

political process there have been demonstrations started in 
Baghdad from two types of women. The first type has 
demanded that women have equality with men while the other 
type has rejected the idea of women having equality with men 
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... With full respect to all point views 

misunderstanding for the concept of equality. The 
misunderstanding about womens rights 

between men and women 

from expressing free opinions. A significant gap occurred in 
understanding the real meaning of equality 

their sacrifices and suffering-for their patience they 
deserve practical participation in ruling the country 

suits their ambitions and performance. Equality means full 
awareness for the important role of women that is ascendant 
in the new generation 

have our rights in being nominated for senior positions in 
the Iraqi government 

right for us and to work toward planning for our new 
political role in Iraq. 

G. \"Frozen Green Zone People\" 

(Al-Fourat Newspaper (ant-coalition 

Editorial by Hussain Abdul Abbas Al-Wahili) 


YI can assure you that the people in the frozen green zone 
do not know anything about the change of seasons 

not know that we are now in summer and the heat in Baghdad 
is at peak temperature. To prove what | am talking about 

they are still wearing suits and jackets with ties; they 

fasten their jackets and they seem that they are shaking 

when they appear on TV as if it were still winter. Are they 
shaking because they are feeling so cold inside the frozen 
green zone 

because they are embarrassed since they have no answers to 
the many crises we are experiencing regarding the lack of 
water and power. It\'s as if electricity divorced all Iraqis. 

How a thing named electricity completely abandoned Iraqis is 
a beautiful old story we can tell our children who gather 
around the lamp at night; it will begin with 

time when we enjoyed that lovely element named electricity;V 
and it will continue with water and which was something we 
had in the past and it will go on to something else named 
security. These are our fairy tales now 

your neighbor when he abuses your rights and how to stay 
silent when someone occupies your land. They all live in the 
green zone. Iraqi government and national assembly members 
the ministers and the coalition 

working with them and that is why they do not know about 
Iraqis who live outside the green zone and that is why they 
are leading us with Transparency and Democracy. 

H. \"The Calamity Named the Upcoming Constitution\" 
(Al-Dawa Newspaper (Pro-Government) in Arabic P. 5 Editorial 
by Hady Jallaow Mariy) 


\"There are three basic political factions asking for 
demands 
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it. The first is the Kurds 

province. The second is the Sunnis who want the opposite of 
the Kurds. The last is the Shia who believe in the necessity 
of finishing the constitution on time; they also have 
limitations in what they\'re willing to relinquish. It\'s not 

only politicians who are committed like them 

majority of Iragis who believe in this commitment. At the 
same time 

certain issues in the constitution 

federalism 

The problem is how will Iraqis convince those with 
intertwined attitudes about the constitution? Especially 
since there are wide sectors of the populace still suffering 
from abuses inflicted by the former regime and it 

activities. parliamentary block leaders are responsible for 
reaching the final accord 

concessions. The results will be in the interests of the 

Iraqi people because any more postponement or dissolution of 
the National Assembly will take Iraq back to the first step 
and that sequences will reflect negatively on the Iraqi 
people 

the results of the upcoming negotiations with anxiety. V 
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3. (C) Rusko 

status 

\"victim\" of the coalition) rather than to resign under the 
shadow of his suspected dirty business deals. After the 
9:00am deadline passed 

recall Rusko to President Gasparovic 

his ministerial post at noon. Minister of Finance Ivan 

Miklos (a member of Dzurinda\'s SDKU party) has been placed in 
temporary and concurrent control of the Ministry of Economy 
until the installation of a new Minister. Rusko 

member of parliament 

prosecution. Miklos has already announced three initiatives 
that he will undertake as caretaker Minister of Economy: 
preventing suspicious financial transactions 

Slovak Power Co. 

construction of the new KIA plant in Zilina. 


IN PARLIAMENT 


4. (C) After Dzurinda\'s evening press conference 
immediately retreated to a late-night strategy session that 
we are told adjourned at 3:00am. Already plagued by the 


Column 3 

divisive vote of the party presidium on Monday night (during 
which five members -- including the two other ANO cabinet 
Ministers in government -- voted for Rusko to resign) 

midnight hours brought more potential disarray to the party. 
ANO MP Jozef Heriban announced that he was leaving the party 
and we are told that altogether eight of ANO\'s eleven MPs may 
defect; this number may be crucial 

to form a \"club\" in Parliament 

operate as a pro-coalition voting block independently of ANO, 


THE MEN WHO MIGHT BE MINISTERS 


5. (C) ANO 

Ministries: Economy 

of Culture Frantisek Toth and Minister of Health Rudolf Zajac 
both voted against Rusko in the ANO presidium meeting 
the party has thus called for their replacement as well. ANO 
proposes that Vladimir Menich 

the Ministry of Transportation 

the Economy 

regional representative in the Banska Bystrica government 
elevated to Minister of Culture 

identified a possible replacement for the Zajac at the 
Ministry of Health. 


PRIME MINISTER TO THE AMBASSADOR: SEVEN ON MY SIDE 


6. (C) However 

not yet taken action on the proposed cabinet shuffle 
he is waiting to see whether or not ANO continues to 
fragment 


with Rusko is worth retaining in the coalition. During the 
Ambassador\'s introductory call on him 

he felt there were at least seven of the former eleven ANO 
MPs already on his \"side\" and supporting the coalition 

if they split from the party 

to replace the ANO cabinet Ministers with other coalition 
representatives. However 

continue discussions with those remaining close to Rusko 
he hinted were ANO MPs Eva Cerna 

Henzelyova. 


COMMENT: WHY THERE WON\'T BE EARLY ELECTIONS 


7. (C) Early elections -- which would 
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only a few months before the regularly scheduled elections 
next fall -- are unlikely 

coalition or opposition parties have expressed serious 
interest in calling for early polls. Knowing this 

told the Ambassador that he does not consider this crisis 
\"serious 

to support him. For Dzurinda 

the Ministries of Economy 

before the election is likely wortn much mor than having a 
three-vote ANO remain in the coalition. 

VALLEE 
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stock market; and (6) corruption in the government is on the 
rise as a result of the country\'s booming economy. End Summary 


NBK\'s Global Expansion Plans 


2. (U) On August 22 

CEO of the National Bank of Kuwait (NBK) 

Kuwait (47 per cent market share) and the third largest in 
the Middle East. Dabdoub runs the day-to-day operations of 
the bank and remains a pivotal figure in the continued 
success of the bank since his appointment as CEO in 1983. 
Dabdoub highlighted the NBK\'s extensive international 
presence in New York 

Lebanon and recent acquisitions in Iraq (85 percent share in 
Al-Kubba family bank) 

(described as a \"listening post\") 

in the future. In response to the Ambassador\'s comment that 
foreign banks were a little slow in entering the Kuwaiti 
market 

BNP Paribas 

competition and would have difficulty competing with NBK\'s 
dominance of the Kuwaiti market. They would most likely 
focus on large project financing. 


3. (U) Dabdoub expressed confidence in NBK\'s international 
reputation and commitment to meeting the highest performance 
standards. He noted that complacency would put at risk the 
entire NBK operation 

its ability to recruit the best talent and invest in the best 
technologies. The bank\'s solid reputation 

Dabdoub 

operating license to the NBK London branch which then ran 
NBK\'s overall operations and ensured the NBKVs survival 
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during the Iraqi occupation of Kuwait. 


Terror Finance and Money Laundering 


4. (SBU) The Ambassador underscored the United States 
continued focus on clamping down on terror financing (TF) and 
money laundering (ML). Dabdoub commented that efforts to 
counter TF/ML were improving in comparison to past regional 
practices. He described TF/ML as a difficult challenge but 
one that could be addressed with a variety of approaches. 
With regards to the NBK\'s efforts 

bankYs commitment to protecting its reputation and avoiding 
complacency at all cost. He pointed to the bank\'s investment 
in a million dollar software warning system that detects and 
tracks any suspicious financial activities. He went on to 

say that terrorists are discouraged from using the NBK for 
their financial needs 

out of less sophisticated banks. He shared the Ambassador\'s 
concern about charitable organizations and exchange houses 
that are more vulnerable to exploitation. Dabdoub pointed out 
that to avoid even the appearance of possible impropriety NBK 
closed the accounts of a Kuwaiti Islamic charitable 
organization that was making repeated transactions just below 
the level that required mandatory checks. Dabdoub explained 
that although NBK had no particular reason to question the 
transfers he felt more comfortable not handling the charity\'s 
business. 


Kuwait in Need of an SEC 


5. (SBU) With regard to the Kuwaiti investment sector 
Dabdoub praised the efforts of the Kuwaiti Central Bank as 
\"the best in the region 

assessment for the establishment of a Kuwaiti Securities and 
Exchange Commission!" to ensure proper oversight of the 
Kuwaiti stock market. While noting that \"irrational 
exuberance\" was more evident in Dubai and Saudi Arabia 
Dabdoub did express some concern about the pace and scope of 
the booming real estate market in Kuwait. The Ambassador 
cautioned that the stock market\'s reliance on and reaction to 
the profitability of one company (Public Warehousing 
Corporation) was indicative of a shallow market. Dabdoub 
seconded the Ambassador\'s concern about the threat of 
corruption in Kuwait. Dabdoub described it as rampant and 
widespread 

the country's economic boom and the desire by many to copy 
their neighbors by acquiring a \"new Mercedes-Benz.\" 
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NBK Hiring Practices 


6. (U) Dabdoub noted that half of NBKVs staff is required 

by law to be Kuwaiti nationals and that 95 percent of the 
branch managers are Kuwaiti. On the other hand 

comprised of 40 different nationalities 

comprising over half (55 percent) of the bankVs staff. 
Dabdoub was quick to point out that the women outperform the 
men 

heads is a woman 

the Bank is Sheikh Mohammad Al-Bahar 

Al-Bahar merchant family.) Dabdoub explained that senior 
executives are recruited through two U.S. recruiting firms 
(Corn Ferry and Russell Reynolds) whereas mid-level officers 
are recruited primarily through Arab recruiting firms in 

Dubai. Dabdoub hand picks the bank\'s future leaders for 
additional training 

Harvard Business School. He noted that the bank hires many 
of its entry-level associates from the cadre of MBA graduates 
from the American Universities in Beirut and Cairo 

first preference to AUB. 


Grooming Future NBK Leaders 


7. (SBU) In response to the Ambassador\'s question about 
succession in the banks senior leadership (Dabdoub has been 
CEO for 23 years) 

place for himself and each of the other five Group Heads of 
the bank. He pointed out that his successor as CEO will be 
Issam Al-Sagar 

Al-Sagar merchant family. (Note: Al-SagarVs older brother is 
Mohammed Jassem Al-Sagar 

of the National Assembly\'s Foreign Affairs Committee. The 
Al-Sagar family is a founding member of the NBK and holds a 
significant share of the bank\'s capital stock.) Dabdoub 
praised his good working relations with the Al-Sagar family 
and the historical role played by merchant families in the 
establishment of the Kuwaiti state 

honesty as key factors in their continued financial success. 


Kuwait in the International Arena 


8. (U) Dabdoub is planning to attend the annual World 
Bank/IMF meetings this year 
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the upcoming U.S.-Arab Economic Forum in Houston. The 
Ambassador underscored the importance of ensuring Kuwaiti 
representation at these and other international economic 
conferences. Dabdoub agreed and noted that that 

participation of the Kuwaiti Minister of Energy at this 

year\'s World Economic Forum in Davos 

encouraging development. He informed the Ambassador of plans 
for an upcoming Kuwait Economic Forum with the possibility of 
former Secretary Powell appearing as keynote speaker. 


Bio Note 


9. (U) Ibrahim Dabdoub (a Christian) was born in Bethlehem 
and received his primary and secondary education at the 
French School there before enrolling in the Middle East 
Technical Institute (METI) in Ankara 

of the NBK\'s senior leadership аге METI graduates. After 
graduation from METI in 1961 

employment in Kuwait rather than pursuing opportunities in 
Saudi Arabia. He was appointed NBK CEO in 1983 and does not 
plan an early retirement. His designated successor 

Al-Sagar 

to be in his early 40s. Al-Sagar is the nephew of Abdulaziz 
Al-Sagar 

Speaker of Parliament. Dabdoub serves on numerous boards 
including Georgetown University\'s Center for Contemporary 
Arab Studies and the Council on Foreign Relations. Although 
Dabdoub retains his interest in selecting and grooming the 
bank\'s future leaders 

abroad on business. 
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He arrived on a Qatar Airways plane via Cairo. Sources 
indicate that the GOQ requires that he not engage in 
political activity while taking refuge in Qatar. 


Host for Exiles 


2. (SBU) Taya joins a motley mix of forced and voluntary 
exiles in Doha. Prominent among them is Dr. Yousef 
al-Qaradawi 

afoul of the Nasser regime in Egypt and was given a 
professorship at Qatar University in 1962. The former Iraqi 
Minister of Foreign Affairs under Saddam Hussein 

al-Hadithi 

one daughter (as ell as an assortment of family members for 
other former Iraqi regime figures). The Chechen leader 
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Zelimkhan Yandarbiyev found asylum in Doha until his 
assassination in February 2004. Hamas leader Khalid Meshaal 
resided in Qatar for some time 

have remained. Bilal Phillips 

moved to Qatar after his residency in the United Arab 
Emirates was revoked; he teaches at the Qatar Guest 
Center. In the same category is Wagdy Ghoneim 

national expelled from the U.S. in early 2005 for supporting 
extremism in mosques. Finally 

Islamic Salvation Front 

Qatar after his release from Algerian prison in 2003. 


3. (C) Qatar has thus become something of a refuge for a 
range personalities from across the political spectrum. As it 
did with Taya 

create political trouble. Madani 

criticize the Algerian government and recently supported 
President Bouteflika\'s recent proposal for national 
reconciliation. 


Possible Reasons for Granting Asylum 


4. (C) There are several theories why Qatar would choose to 
host such a disproportionate number of estranged figures. A 
simple one is that 

apace 

figures help the rest of the world locate the country on the 
political map. Linked to this idea is that fact that some of 

these individuals serve as a resource for the satellite 

channel Al Jazeera. Madani has appeared several times on the 
channel 


5. (C) It is not necessarily true that Doha plans to use 
these exiles as political chips against the governments of 
their home countries. To the contrary 

relations with Algeria 

And the GOQ did not state a position 

critical 

hosting Taya will not change Qatar\'s neutrality in the 
matter. Nevertheless 

useful international contacts. 


6. (C) While aiming to show Qatar as open to a wide range of 
political views 

case is judged independently. Ould Taya\'s reported close ties 
with the Qatari Amir would likely have been decisive. Some 
minor characters may have been drawn to Qatar for its relaxed 
reputation and were able to remain because the government 
does not want to create an unnecessary stir by kicking them 
out. 
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Comment 


7. (C) In Qatar it is the Islamic-oriented exiles who are 
active giving lectures (at one level) or nuturing a devoted 
following (at the higher level). Ould Taya 

of power from a poor country in the \"far west 

slip into relative obscurity. 

UNTERMEYER 
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congratulate Prime Minister Sharon for having made a 
very tough decision." The President was also quoted as 
saying: President Abbas has made a commitment to fight 
off the violence 

can\'t exist with terrorist groups trying to take the 

law into their own hands.Y Bush added: \"I understand 
that in order for [the road map] to go forward there 
must be confidence -- confidence that the Palestinian 
people will have in their own government to perform 
confidence with the Israelis that theyVll see a 

peaceful state emerging. And therefore itVs very 
important for the world to stay focused on Gaza 

helping Gaza -- helping the Gaza economy get going 
helping rebuild the settlements for Gaza -- for the 
people of Gaza." Jerusalem Post and Israel Radio 
reported that today 

Olmert will discuss with Secretary of State Condoleezza 
Rice the Israeli withdrawal 

road map 

HaVaretz says that high-level U.S.-Israel talks on the 
assistance request are expected to last several months 
as it can only be sent to Congress as part of a 
supplemental budget 

February at the earliest. Israel Radio reported that 
today 

USD 50 million to PA Finance Minister Salam Fayed. 


Leading media reported that on Tuesday 

[President] Mahmoud Abbas called President Moshe Katsav 
to express his gratitude to Israel for withdrawing from 
the Gaza Strip. Abbas referred to the V'brave steps V 
represented by the disengagement 

trying to change the way that Palestinians think about 
the peace process with Israel. WOnly through 
negotiations can we reach a reconciliation 

reportedly told Katsav. HaVaretz reported that Katsav 
called the recent developments V'a historic opportunity 
for peace and reconciliation. This morning 

Radio quoted Abbas as saying that Israel has pledged to 
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pull the IDF from the Gaza Strip by October 4. Leading 
media cited Palestinian dissatisfaction over the IDFYs 
maintained presence in the northern West Bank. Leading 
media reported that many Palestinians derided 
\"artificial\" scenes of settler anguish. However 
Jerusalem Post cited praise of Sharon by a minority of 
Palestinians for V'standing up to extremists.\" 


Jerusalem Post quoted Israeli officials as saying 
Tuesday that disarming the Palestinian groups is a 
prerequisite to a diplomatic process. 


Jerusalem Post and Israel Radio reported that 

of the expected agreement on the positioning of 
Egyptian policemen along the Philadelphi route 

has agreed not to provide weapons to the PA. Speaking 
on the station 

the agreement does not contradict provisions in the 
1979 Israel-Egypt peace treaty. Israel Radio reported 
that Abbas is in Cairo to discuss with President Hosni 
Mubarak the Israeli disengagement and the upcoming 
visit to Israel and the PA of Egypt\'s intelligence 

chief Omar Suleiman. 


Yediot reported that the Quartet is considering 

arranging a Sharon-Abbas meeting during the UN General 
Assembly\'s meeting next month. The two leaders would 
discuss the V'day after" disengagement. 


HaVaretz reported that the IDF and the Civil 
Administration in the territories began issuing land 
expropriation orders this weekend for construction of 
the separation fence around MaValeh Adumim 
Menachem Mazuz gave the bulk of the route a legal seal 
of approval. The newspaper quoted diplomatic sources 
in Jerusalem as saying that those expropriation orders 
Vare being carefully examined by the most senior 
officials іп the U.S. administration V' and that the 

issue is likely to be raised at today\'s Olmert-Rice 
meeting. 


HaVaretz reported that PalTrade 

company in charge of running the greenhouses that the 
Palestinians will inherit from Gaza evacuees 

signed its first export agreement for the produce 

slated to be grown there. The produce will be marketed 
via the Israeli firm Agrexco 

Israel\'s agricultural exports. 


Yediot reported that the Iranian TV station Al-Aalam 
broadcast an interview with the Israeli Bedouin 
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diplomat Ismail Khaldi 
that the PA dismantle the terrorist infrastructure. 


Israel Radio reported that Republican and Democratic 

U.S. Members of Congress are demanding an investigation 
of the use of UN funds for pro-Palestinian propaganda 

on UNDP-sponsored banners in the Gaza Strip. 


HaVaretz reported that on Tuesday 
of his joining Sharon and Shinui party chairman Yosef 
(Tommy) Lapid in the next Knesset election. 


Yediot reported that Amnesty International is demanding 
that Israel release five right-wing administrative 
detainees. 


Maariv reported that the U.S. Embassy to Israel 
announced Tuesday that indefinite visas 

had been reduced to ten years 

The newspaper also reported that 

new visas will be obtainable through the Embassy\'s 
Internet site. Maariv reported that Yossi Fattal 

head of the Israeli Travel Agents Association 

Tuesday with U.S. Consul-General in Tel Aviv Richard 
Beer. The two men reportedly agreed on a series of 
measures meant to accelerate the issuance of visas to 
travelers slated to leave for the U.S. in coming days. 


Maariv printed the results of a TNS/Teleseker Polling 
Institute survey conducted last night: 

"Now that the implementation of the disengagement plan 
is nearly over 

or are you opposed?\" Support: 56 percent; opposed: 35 
percent. 

HaVaretz front-paged a Dialogue Institute poll 

conducted among Likud members over the past two days 
which again illustrates that a deep rift has opened 

between Sharon and his voters: 

-In a face-off between Sharon and Binyamin Netanyahu 
the latter gains the upper hand -- 47 percent versus 

30.5 percent. Sharon versus Knesset Member Uzi Landau 
produces a 45 percent to 37 percent result in the 

latter\'s favor. 

-In a three-way race 

percent of the Likud members; Landau gets the thumbs up 
from 24 percent; and Sharon remains around the 30 
percent mark. 
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Summary: 


Independent 
cumulative accounting shows that this was only the 
first evacuation 


Editor-in-Chief Amnon Dankner and senior columnist Dan 
Margalit wrote on page one of popular 

Maariv: \"It is too early to assess the magnitude of the 
change that Israeli society has undergone in the eight 
days of the evacuation 

has changed beyond recognition." 


Senior columnist Nahum Barnea wrote from the evacuated 
settlement of Sa-Nur on page one of mass-circulation 
pluralist Yediot Aharonot: \"Israeli governments have 
refrained in the past from evacuating illegal 

settlement outposts.... This ... was rendered invalid 

on Tuesday." 


Military correspondent Alex Fishman wrote on page one 
of Yediot Aharonot: \"The intelligence failure of the 
army in assessing the opposition of the barricaders in 
Homesh and Sa-Nur Tuesday was a great success for 
Israeli democracy.\" 


Yahad-Meretz Party Chairman Yossi Beilin wrote in 
Yediot Aharonot: \"The withdrawal from Gaza opens up a 
substantial opportunity to continue towards a much more 
dramatic move.\" 

Uzi Arad 

minister Binyamin Netanyahu 

\"Israel must put a stop to the present erosion in its 
positions; it must fulfill and leverage every component 

of the road map that serves its interests and must 
implement the understandings that it has reached over 
the years with the United States.\" 


Block Quotes: 


|l. WPost-Evacuation Balance Sheet" 


Independent 

(August 24): \"The IDF will maintain a presence in the 
northern West Bank and will continue to fight terror 
especially the Palestinian Islamic Jihad. But Israel 
must also work to improve the lives of the Palestinian 
population in the area between Nablus and Jenin. The 
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Palestinians must feel a change following the 

evacuation of Ganim 

freedom of movement between Palestinian communities and 
use of the evacuated area 

have full responsibility for the area under its 

definition as Area C. The focus now moves to 
diplomatic and security relations between Israel 
Palestinian Authority and international parties 

as the U.S. and Egypt 

govern evacuated Gaza and to jump-start its economy.... 
The cumulative accounting shows that this was only the 
first evacuation 


II. WThe Eight Days That Changed Israel" 


Editor-in-Chief Amnon Dankner and senior columnist Dan 
Margalit wrote on page one of popular 

(August 24): \"It is too early to assess the magnitude 

of the change that Israeli society has undergone in the 
eight days of the evacuation 

that it has changed beyond recognition. The myth that 
settlements cannot be evacuated without a bloody civil 
war has been shattered. The myth that Israelis are not 
capable of meticulous planning has been shattered. The 
keys were not inadvertently taken away by the absent- 
minded red-head [as in the story by the late Israeli 
satirist Ephraim Kishon]. They were in capable 

and efficient hands. Israel proved to itself as a 

society that it is rock-solid. We got through a 

gigantic crisis with nothing more than a few scratches 
and bruises 

enormous sigh of relief. For 

we got through it unharmed and together." 


III. "We Got Out Safely\" 


Senior columnist Nahum Barnea wrote from the evacuated 
settlement of Sa-Nur on page one of mass-circulation 
pluralist Yediot Aharonot (August 24): \"[The completion 
of the evacuation under the disengagement plan] was a 
very sad moment for anyone who holds sacred the 
settlements in the territories. For all others 

a moment of relief.... Israeli governments have 

refrained in the past from evacuating illegal 

settlement outposts on the grounds that the army and 

the police do not have the ability to complete the 
evacuation without bloodshed. This excuse was rendered 
invalid on Tuesday. Whatever [the government] wishes 
to evacuate can be evacuated. The question is whether 
Sharon wants to 

of it. The determination he displayed during 
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disengagement had a profound effect on his image in the 
world and in Israel as well. Some see him as an 

intrepid leader 

dictator without inhibitions. Sharon has won his place 

in Israeli history." 


IV. \"Failure of Intelligence -- Victory of Democracy" 


Military correspondent Alex Fishman wrote on page one 
of Yediot Aharonot (August 24): \"The intelligence 
failure of the army in assessing the opposition of the 
barricaders in Homesh and Sa-Nur Tuesday was a great 
success for Israeli democracy.... The IDF did not have 
intelligence dossiers about the evacuation opponents. 
This is a mark of honor for our security establishment. 
It proves 

democracy.... Sa-Nur and Homesh 

a few isolated cases 

after displaying reasonable resistance. In retrospect 

it can be said that the rabbis\' activity for lowering 

the flames fell on fertile ground. In the day or two 
preceding the evacuation 

among the barricaders. They were certain that they 
were the vanguard 

would be 20 

The reinforcements did not arrive. This disappointment 
contributed to the inaction 

verdict 

soldiers and police officers who flooded every corner 
and every path in the settlements.\" 


V. VElections Now" 


Yahad-Meretz Party Chairman Yossi Beilin wrote in 
Yediot Aharonot (August 24): V'The withdrawal from Gaza 
opens up a substantial opportunity to continue towards 

a much more dramatic move -- a peace agreement with the 
Palestinians on the basis of the 1967 borders 

annexing settlements close to the Green Line in return 
for a land swap.... It has been made clear that there 

is a Palestinian partner. [This partner is] 

problematic 

and an agreement. The obvious step is to sit down with 
Abu Mazen and try to reach a final status arrangement 
with him. This will not happen. The election campaign 
has begun.... The Palestinians [also] stand before 
elections for the Palestinian Legislative Council in 
January.... The elections should be moved up in order 

to shorten the period of political stalemate as much as 
possible.... In [the Israeli] elections 

will have to present its real alternative ... 
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negotiations aimed at peace and ending the conflict... 

It will be faced by the Right 

camps: one camp that will speak about perpetuating the 
current situation.... The other camp will offer small 
unilateral withdrawals.... The people will be called 

upon to choose 


VI. VLeverage the Road Map" 


Uzi Arad 

minister Binyamin Netanyahu 

(August 24): V'Israel must put a stop to the present 
erosion in its positions; it must fulfill and leverage 

every component of the road map that serves its 
interests and must implement the understandings that it 
has reached over the years with the United States. In 
any case 

not be watered down 

particularly an immediate Palestinian frontal 
confrontation with the terror organizations 

have undertaken to do. The Quartet members must also 
adhere to the road map and the necessity to dismantle 
the terror organizations. Only then will Israel be 

able to negotiate with the Palestinians without being 
under violence and fire. Waiving this will lead to a 
Palestinian escalation and ultimately an armed and 
hostile Palestinian state will arise. The Palestinians 

do not wish for a state within provisional borders 
enabled by the second stage of the road map. This does 
not mean that Israel will give up what it is entitled 

to -- normalization on the part of the Arab states and 
regional cooperation initiatives. Only within the 
framework of demanding negotiations 

Netanyahu\'s policy of reciprocity 

to reach arrangements that will meet our security 
interests. But for this purpose a reversal is 

required: no more should leniency and appeasement be 
practiced outwardly and determination be shown 
inwardly; Israel should demonstrate firmness and 
determination outwardly and reconciliation at home. V 
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talks" End Note.) The Foreign Secretaries will review the 
progress of the working groups that discussed the following 
topics during May-August: 


-- Peace and Security 


- Demilitarizing Siachen Glacier 
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-- The Wullar Barrage/Tulbul Navigation Project 

-- Demarcating the International Boundary at Sir Creek 

-- Economic and Commercial Cooperation 

-- Promotion of Friendly Exchanges 

-- Terrorism and Drug Trafficking (to be held August 29-30) 


3. (C) The Foreign Ministers plan to meet on October 4 in 
Islamabad 

President Musharraf\'s expected meeting on the margins of the 
UNGA in September. New Delhi-based Pakistan watchers 

as Observer Research FoundationYs Wilson John 

UNGA event will be the one to watch. John commented recently 
that Musharraf would want to be associated with any 
breakthroughs 

to slow down over the summer. 


LambahVs Role Formalized 

4. (U) In a public sign of Indian commitment to dialogue 

with Pakistan 

Islamabad Satinder Kumar Lambah (Reftel) was appointed a 
Special Envoy within the PMO on August 22 

of secretary (the senior-most rung of the Indian 
bureaucracy). Although Lambah has been acting unofficially 
in this capacity for more than six months 

first public GOI acknowledgment of his position and the 
importance of his role. He relinquished his post as Convener 
of the National Security Advisory Board to former Foreign 
Secretary MK Rasgotra -- a frequent Embassy contact -- before 


SIPDIS 

the end of his two-year term 

focus more intently on Indo-Pak diplomacy 
expected Manmohan-Musharraf meeting. 


Indians are Pro-Peace 


5. (U) The recently published \"India Today: Mood of the 
Nation Poll 

voters from 19 states in late July-early August 

insights into Indian views of Indo-Pak relations. Although a 
42 percent plurality of respondents said the Indo-Pak peace 
process has a good chance of succeeding 

answered that Pakistan has not done enough to control 
cross-border terrorism. A dose of reality 


Column 3 

whopping 70 percent of respondents who \"do not trust 
President Musharraf." Moreover 

not done enough to pressure Pakistan on terrorism. 


High-Profile Spy Case Spices Up Diplomatic Stew 


6. (U) After the Pakistani Supreme Court cleared the way for 
the execution of an Indian national 

of being a RAW agent 

launched a major PR offensive. Photos of the accused\'s 
sister and two daughters graced the front pages of IndiaVs 
major daily newspapers 

have the wrong man!" and their threat to commit suicide if he 
is executed. The PM stated he would call Musharraf to push 
for clemency. As this drama unfolds 

our India-Pakistan watchers is that some swap of spies will 
be worked out before the accused faces the hangman 
importantly 

leaders. If this does not happen 

that unusual action will distract severely from the goodwill 
generated by the past yearVs spurt in people-to-people 
contacts. 


Positive Launch of Track-2 Parliamentarians Forum 


7. (U) Adding a positive note to Delhi-Islamabad relations 
respected Mahatma Gandhi disciple Nirmala Deshpande presided 
over the launch of the India-Pakistan Parliamentarians Forum 
(IPPF) on August 23. The guests of honor included Pakistani 
legislators MP Bhandara (PML-Q) 

Kunwar Khalid Yunus (MQM). Deshpande along with fellow 
Indian MP Shahid Siddiqui 

highlighted trade opportunities and the common cultures 

between the two peoples 

usual potholes of Kashmir and terrorism. The room was packed 
with pragmatic MPs -- many of whom are businessmen -- and the 
bonhomie was evident and genuine. Yunus particularly drew 
sympathy from the audience of MPs 

diplomats 

families divided by Partition; he added that he would soon 

visit his own sister 


Indo-Pak Independence Day Celebration V'The Biggest Yet" 


8. (C) Former Rajya Sabha member and Track-2 diplomat Kuldip 
Nayyar reported to us that this year's Independence Day 
celebration at the Wagah border -- the only active border 
crossing between India and Pakistan -- was \"the biggest yet." 
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Nayyar years ago had inaugurated the annual candlelight 

vigil for peace with a handful of fellow legislators; it has 

since grown to a massive event attended by thousands on both 
sides of the border 

The ebullient Nayyar 

changes he was witnessed in Indo-Pak relations in recent 
years 


Comment: Focus is on UNGA and Musharraf 


9. (C) The positive Indo-Pak headline-grabbers over the past 
year 

face-saving solution to the Baglihar Dam impasse 

place outside the CD framework (which is dominated by the two 
largely implacable bureaucracies) 

continued need for high-level political muscle to ensure that 
deliverables get delivered. The next such opportunity will 

be at UNGA. Despite the Bollywood-style press coverage 
Musharraf enjoyed during his April visit to Delhi 

overwhelming majority of Indians still do not trust him 
particularly after the spike in terrorist attacks and threats 

this summer. This widespread skepticism about Musharraf will 
require an extra sales effort to overcome should the PMO 
decide to make any special concessions to Islamabad. Absent 
a publicly accepted crack-down on cross-border terrorism from 
Pakistan 

from the BJP and security hawks 

dialogue remains firm. As the Parliamentarians seem to 
understand 

attracts political rewards from a population that largely 

wants normal relations with its neighbors. End Comment. 


Visit the Embassy New Delhi classified 
website :http:/Awww.state.sgov/p/sa/newdelhi. 
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Palestinians to see social assistance coming from the GOI 
the USG or other governments. Levi emphasized that it is 
important that the credibility of the PA among Palestinians 
remain intact. 


4. (C) Israel will have to rely on Palestinian President 
Mahmud Abbas and Fayyad to work this out. Levi noted that 
Fayyad controls all of the PA\'s financial institutions 

makes it easy to work with the PA 

hazardous 

vulnerable. Levi acknowledged that there is an ongoing 
debate in the \"Israeli security community" about the future 
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of the PA and the fate of Abbas. Levi remarked that V'we have 
to deal with the Palestinians because we do not have any 
alternative. On the other hand 

Arafat era. If Abbas and Fayyad do not work with us 

will pay the price as well." 


5. (C) Levi emphasized that success will also hinge on 
ensuring that international donor funds to the PA stay within 
PA structures 

Levi underscored that this issue has not yet been raised with 
the Europeans or the Gulf states 

might ask the USG to approach the Gulf states about it in the 
future. 


6. (C) Levi indicated that the NSC is 

nervous that the Europeans might change their attitudes to 
look more favorably towards Hamas after disengagement and 
Palestinian parliamentary elections. He said that in the 
NSC\'s view 

measures against Hamas funds in Europe 

is now hearing voices in Europe saying that Hamas should be 
regarded as a \"political entity worthy of dialogue\" after 
disengagement and elections. Levi commented that 

is a source of financing for Hamas 

flow of funds will be renewed. To counter this possibility 

he said 

evidence connecting the financial infrastructures of Hamas 
and Al Qaeda. The goal 

Hamas is allowed to operate freely 

freedom of movement as well. 


7. (C) Levi indicated that the GOI is also placing a priority 

on locating and capturing Vlost money" that Arafat and his 
cronies hid away in various accounts. He added that \"we\'ve 
got to get to it before anyone else does.\" Levi said the GOI 
is also asking the Egyptians to help the PA because some of 
the funding that gets to Hamas transits Egypt. He said Saudi 
Arabia has stopped most of the funding that went to Hamas 
through its territory. 
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8. (C) Levi stressed that Hizballah is one of the most 
dangerous enemies facing Israel today. He added that NSC 
lawyers are working to get the GOI and USG to place 50 
companies and NGOs that are operating internationally on an 
international \"blacklist\" due to the connections that the GOI 
says those organizations maintain with Hizballah. 


9. (C) Econoff and poloff also met on August 11 with Ministry 
of Foreign Affairs (MFA) Nonproliferation and 
Counterterrorism Director Yehuda Yaakov. Yaakov said that 
after the GOIVs withdrawal from Gaza 

shoulder the responsibility for fighting terrorism finance 
there. He asserted that it will be difficult for the GOI to 

carry out efforts against terrorism finance in Gaza because 
of the new political paradigm. He noted that monitoring and 
controlling the Israel-Gaza border is one way the GOI is 
going to fight terrorism finance. He said the GOI is going 

to ensure that money or assets crossing the border and headed 
for certain organizations 

stopped. The other way 

countries to exchange information and strengthen joint 
activities against terror finance. 


10. (C) Yaakov said he was not aware of any cooperative 
effort between the GOI and the PA to fight financing of 
terrorism in Gaza. He emphasized that the main efforts 
against terror finance in Gaza would take place at the 
borders and in the international arena through cooperative 
engagement and information sharing. 


11. (C) Yaakov said that the MFA is re-organizing its 
counterterrorism department and increasing its numbers to 
facilitate a more robust operation. He underscored the 
importance of Posts cooperation and correspondence regarding 
terror finance designation letters. He said that the 

increase in the counterterrorism departments budget and 
manpower will allow it to designate an individual who will be 

the responsible counterpart to examine these documents and 
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work with the rest of the ministries. 


12. (C) Yaakov touched on the European efforts against terror 
finance 

increased their efforts 

that this is a good sign. 
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coalition that could 

leader Shimon Peres 

same list. Sharon\'s response to the swirl of big bang 
speculation and mutations has been clear; he was 
shall forever be 

is 


6. (C) We see no reason to doubt Sharon on his stated 
intention to compete for and win the leadership of Likud 

and 

all his difficulties within Likud 

dominant player in the party 

settler evacuation 

currently holds 40 parliamentary seats 

Knesset. Sharon\'s opponents within the Knesset delegation 
are a strong minority 

powerful Likud Central Committee and the party more broadly 
the numbers are uncertain 

his departure for a new 

put 

claiming the right exclusively to carry the Likud banner 

thus leaving his enemies to make the tough calculation of 
whether to leave the country\'s dominant party to go off on 
their own. If that calculus later fails 

minority within Likud 

time; no need to do it now. 


7. (C) Even with disengagement ongoing 

the past week to play both offense and defense. He announced 
that he will yield no more on territorial or other 

concessions to the Palestinians -- and certainly not embark 
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on the roadmap -- absent solid Palestinian security 
performance. Facing Likud and Knesset opposition to a 
GOI-Egypt deal on turnover of the Philadelphi Strip in Gaza 
Sharon opted to seek not only Cabinet review of the deal 

to present it to the Knesset. When opponents 

powerful Likud chairman of the Foreign Affairs and Defense 
Committee 

Egyptian arms tansfers to the Palestinians 

team back to successfully re-negotiate the deal with Egypt 
stymying opposition. 


8. (C) Whether Sharon can first hang on to his marginal 
dominance within Likud 

in primaries and national elections 

responses to anticipated -- perhaps \"promised\" is a better 
word -- international pressure for further concessions to the 
Palestinians and re-embarkation on the roadmap. Sharon has 
two calendar facts that can provide a break during which to 
re-trench for his campaigns: (A) While settler evacuation 
has been completed 

for several weeks 

demands or government action until (B) the full month of 
continuous Israeli holidays in October. Those holidays 
largely prevent any serious political or other action until 

at least early November 

serious international demands 

prospective January 26 Palestinian Legislative council 
elections play into Sharon\'s calculation is uncertain. 


9. (C) The breadth and intensity of international pressure 
for further concessions both during and after this next 
two-plus months -- and Sharon\'s response to it -- will 
determine the extent to which he can sustain his primacy 
within Likud to win party primaries whose date he will 
rightly try to set for his own benefit. Early international 
pressure for concessions will increase rightist demands for 
Sharon to either rebuff the demands or call primaries 

then elections 

holiday period. Those earlier primaries 

still smarting from disengagement and facing more of what 
they would call V'surrender 

Likewise 

for further steps and for resumption of the roadmap 

likely consequent loss of momentum with the Palestinians 
would open the possibility of resumed violence that the Right 
-- particularly within Likud -- could use to attack both 
disengagement and Sharon as failures. In short 
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and the international community -- have a so-far 
indeterminate window during which the first Israeli prime 
minister to remove settlers from Eretz Israel can best seek 
re-election. 
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all planned meetings and immediately returned to Minsk. 
End Summary. 


2. (C) Poloff and LES political assistant arrived in 
Gomel on August 23 for a two-day visit to meet with 
local NGOs 

and Chernobyl rehabilitation programs. The trip was 
planned three weeks in advance with correspondence 
between the Ministry of Health and MFA to secure 
meetings with Gomselmash and the new radiation center 
hospital. As Emboffs left a meeting with 
representatives of Belarus\' largest combine producer 
Gomselmash 

videotaping and asked for a few words about Emboffs\' 
visit to Gomel. Emboffs asked them to stop filming and 
left for their next meeting. 


3. (C) Emboffs were to meet leader of the civil 

initiative \"Fund for Promoting Local Development" Victor 
Korniyenko and other NGO representatives at his home and 
office at Polesskaya St. During the meeting with 
Gomselmash 

cordoned off both ends of Polesskaya St. due to an 

alleged bomb threat in Korniyenko\'s neighborhood. No 
through traffic was allowed and the meeting would have 

to take place at another location. 


4. (C) At 14:15 

the meeting 

probable KGB officers standing in the courtyard next to 
darkly tinted cars with multiple antennas. The meeting 
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took place in a vacant apartment on the second floor. 
Those present included Korniyenko 

the Gomel Regional Center for Social Assistance Elena 
Dedkova 

VLimonY youth group activist Sergey Semenov 

initiative representative Vladimir Katsora 

VYarovitV cultural and educational center director 

Yevginy Kostsyushko. Five minutes into the discussion 

а \"plumber\" arrived to fix a \"problem\" in the apartment. 
[Note: This is the KGBYs most common method to disrupt a 
meeting.] The owner of the apartment refused to let him 
in. Five minutes later 

apartment on the grounds that a neighbor had reported an 
illegal gathering and demanded everyone\'s 

identification. 


5. (C) Poloff presented his dipcard 

would not allow Emboffs to leave. The LES\' documents 
were in the car and she was not allowed to get them. 
Poloff repeatedly told the officers they had no right to 
keep them from leaving 

block the door and would not even look at Emboffs 
directly when speaking. They asked ridiculous and 
sometimes irrelevant questions 

you been in Belarus?" 

is your nationality?" Poloff continued to keep the 
Embassy informed of the situation via mobile phone and 
took the officersY names and identification numbers. 
Eventually 

his superiors. When Poloff attempted to follow 
remaining officer shut the door 

leaving. The commanding officer returned and said to 
wait another five minutes until his \"colleagues\" 

arrived. 


6. (C) Twenty minutes after the police entered the 
apartment 

and a representative from the immigration department 
arrived. Poloff again told the police they had no right 

to detain the Emboffs. The major looked over Poloff\'s 
dipcard and damaged it by pulling the inner document out 
of its lamination. He then passed it to the immigration 
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officer 
was unclear what embassy Poloff represented. The 
immigration officer repeated the same actions as the 
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major 

immigration officer briefly looked over the biographical 
information and then scrutinized Poloff\'s visas and 
entry-exit stamps. The officers were not interested in 
the other participants\' documents. Emboffs were still 
not allowed to leave. 


7. (C) An independent journalist who Emboffs were to 
meet at a later time witnessed the commotion from 
outside. He called LES and informed her that the local 
government-controlled media had arrived and were 
preparing to enter the building. Emboffs immediately 
moved to the kitchen to avoid the possibility of being 
photographed. Fifteen minutes after the immigration 
officer arrived 

leave again. Poloff approached the immigration officer 
and asked to leave. Her response: \"Of course. No one 
has been holding you here." The same reporter and 
cameraman seen earlier at Gomselmash were standing in 
the stairwell and videotaped Emboffs leaving and then 
rushed outside to videotape the Embassy vehicle. 
Emboffs had been held for 40 minutes. 


8. (C) Not long after the incident 

and said that the police left immediately after Emboffs 
without questioning or apprehending the NGO and youth 
representatives. He also reported that the KGB had 
broken into his house on Polesskaya St. and searched his 
documents. The journalist who had called Emboffs 
earlier reportedly asked a police officer how the 

reporters and police knew about the new location for the 
meeting. The officer replied that they had received 

orders to follow the foreigners (Emboffs) around town. 
Emboffs tried to leave town via a road that led past the 
original meeting place at Polesskaya St 

police officer stopped the vehicle and said the street 

was closed to through traffic; however 

all public transportation to pass. Emboffs were forced 

to travel back through downtown Gomel to access another 
exit road to Minsk. They cancelled all further 

meetings. 


9. (C) Comment: The police hinted that EmboffsV 
detainment was due to LESY failure to have her passport 
on her person 

harass Emboffs 

meeting. Local state-controlled media frequently stakes 
out Emboffs\' visits to the region. However 

first time in recent years that the authorities have 

used such forceful means to stage a photo-op and 
interfere in a meeting. Charge spoke with the head of 
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the Americas desk at the MFA immediately after the 
EmboffsY release and expressed concern for the 
mistreatment of a diplomat and documents. Post will 
follow up with a diplomatic note protesting the 
incident. 
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international community on its nuclear program. Al-Maani 
replied that Omani foreign policy strives to do precisely 
that. 

BALTIMORE 
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\"al-Majarra\" are the liveliest and most comprehensive Arabic- 
language fora for political and social discourse in the country 
touching on issues and personalities rarely addressed in the 
conventional media. While not totally free 

reflective of Omani public opinion 

nevertheless offer a worthwhile window into the hot topics and 
unvarnished views of the day. This edition of Oman Online 
contains the following topics: 


-- Gaza Disengagement 
-- Oman\'s Media 


End summary. 


2. The Israeli disengagement from the Gaza Strip was a popular 
topic in al-Sablah 

respondents expressed skepticism about the event; \"Is this a 
Palestinian victory or an Israeli trap?\" wondered one member. 
Another claimed 

not have given up the Gaza settlements unless the Americans 
promised him something bigger - in other words 

in the West Bank. One contributor cited the small number of 
settlements in Gaza compared to the West Bank as \"proof that 
Sharon had the bigger picture in mind. V 


3. Not all forum participants shared this view; some felt the 
evacuation validated the Palestinian resistance 

chose not to pick sides. \"Finally 

does not benefit anybody 
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real solutions 

withdrawal should not be considered as a victory or a loss. 
Rather 

beyond the uselessness of killing and war." 


4. Tangentially 

of the American media towards the Gaza disengagement. As one 
author put it 

showing the crying and sobbing of Israeli families as they were 
evacuated 

that was going on simultaneously.\" 


5. A topic on press freedom allowed Al-Sablah contributors to 
return to familiar territory: criticizing the Omani media. When 
will we see the birth of a free press and an objective media that 
discusses issues of societal morality and government corruption?\" 
questioned a reader. Another complained 

country exaggerates everything the government does...they report 
that some government services are offered free of charge to 
citizens 

the privately owned Arabic daily \"al-Shabiba\" for praise 
commenting that \"Shabiba used to be a sports newspaper 
recently it has tackled issues such as price increases and 
homelessness in Oman." 
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on the way to move forward 

to be tackled in the future 

October 3. (Note: In contrast to Fernandez-Arias\'s remarks 
before the July GAERC (reftel B) 

strongly behind the commencement of negotiations with Turkey. 
Post suspects this is related to Turkey\'s co-sponsorship of 
GOSVs Alliance of Civilizations initiative.) 


3. (C) Fernandez-Arias also said that Spain was interested in 
giving this 'European perspective" to the countries of the 
Western Balkans 

and Bosnia. He mentioned that the EU should of course closely 
examine the qualifications of these countries 

their cooperation with the International Criminal Tribunal 

for the Former Yugoslavia (ICTY) 

proceed. He also said that while some EU countries were 
pushing for certain Balkan countries to enter the EU before 
Turkey (such as Austria for Croatia) 

be tackled down the road. 
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Middle East 

4. (C) Fernandez-Arias said that Spain was also pleased with 
how the disengagement in Gaza was proceeding 

obviously behind the UKVs declaration on behalf of the 
European Union supporting the pull-out. He suspected that 
there would be discussion at the Gymnich on re-engagement in 
the Road Map in the Middle East 

track to achieve the vision of two states living side by side 

in peace. He said that Spain had proposed four projects in 
support of the Palestinian Authority within the framework of 
Envoy Wolfensohn\'s proposal 

intend to follow through on their pledge of $40 million to 

the process 

underway or new proposals. 


Iran 

5. (C) The GOS is very worried about developments in Iran 
according to Fernandez-Arias 

be a topic of discussion in the Gymnich. He said that Spain 
hoped to get an update from the EU-3 at the meeting 
discuss the various human rights and foreign policy 
declarations that Iran has made of late 

having to do with its nuclear program. He said that strong 
action is warranted if Iran does not follow through with its 
commitments to the international community with regards to 
its nuclear program 

statements coming out of Iran right now 

like to clarify in the Newport meeting. 


Iraq 

6. (C) Fernandez-Arias was not certain that Irag would be a 
topic of conversation at the Gymnich 

to follow through on its financial commitments for 
reconstruction and other (i.e. election) support in the 
country. 


UK Arms Treaty Proposal 

7. (C) Fernandez-Arias said the UK will also want to discuss 
Jack Straw\'s proposal for a treaty on arms trade. The GOS is 
anxious to hear from Straw his thinking behind the proposal 
and further details. While Spain is not a major exporter of 
arms 

arms sales. Fernandez-Arias stated that Spain in general 
thinks the treaty idea is a good one 

details on what the UK is proposing. The GOS is skeptical 
about the concept 


Column 3 

this type of agreement 

the terms 

on whom to sell arms to 

producing or reselling arms may not get on board 
treaty essentially ineffective. 


China and Venezuela 

8. (C) Fernandez-Arias said that China and Venezuela were not 
on the Gymnich agenda 

not be on the agenda for EU meetings during the UK 
presidency. 
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is.\" Post-disengagement 

proposal for goods passage at Kerem Shalom 

passengers be permitted to cross at Rafah. Ambassador 
Kurtzer urged the businessmen to seek ways to address Israeli 
security concerns. Businessmen applauded the recent USG 
decision to move ahead with the water carrier project for 
Gaza 

projects now 

disengagement. 


5. (SBU)GOI POLITICAL DEVELOPMENTS: 


-- The Israeli High Court of Justice ruled August 23 that as 
much as possible should be done to maintain the memory of the 
synagogues in the Gaza Strip 

moved would be destroyed after their sanctity was withdrawn 
according to halachic procedures. 


-- In an August 24 interview on IDF radio 

criticized PM Sharon for going farther (on Gaza 
disengagement) than ex-Labor party chairman Amram Mitzna. 
Netanyahu accused MOD Shaul Mofaz of firing former IDF chief 
of staff YaValon V'because he told the truth!" (i.e. 
disengagement could lend a V'tailwind to terrorism"). 


6. (SBU) BORDER CROSSINGS/HUMANITARIAN ACCESS: 


-- Gaza Coastal Road: The coastal road is now open with free 
movement of traffic in both directions 
Palestinian sources. 


-- Erez Crossing and Industrial Zone: According to Gaza 
private sector contacts 

Palestinians 

of people to pass based on humanitarian/medical grounds with 
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prior coordination. Some factory workers were also permitted 
into the Erez industrial zone 

sources. 


-- Rafah Terminal: According to UNRWA 

August 24 for passenger movement in and out of Gaza 
coordination is still required for Palestinian males aged 16 
to 35 years. 


-- Abu Khuli Junction: Opened at 2255 hours August 23 and 
closed at 0530 hours August 24. 


-- Karni Terminal: Karni remains open on August 24. It had 
been closed temporarily on August 22 as settlers were 
evacuated from Netzarim. 


-- Kissufim: The main crossing used to enter Gush Katif and 
Kfar Darom settlements 

traffic/persons leaving Gaza. 
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weekend. Graham said the United States would have a huge 
problem if the Kurds are given independence from Iraq 
development which will turn Iraq into a ‘center of anarchy.V 
Hagel claimed that Iraq was becoming another Vietnam. `The 
last two-and-a-half years have shown that we are not winning 
in Iraq 

strategy from the war-torn country. 


Bryza 
Secretary of State Matt Bryza is to visit Ankara August 25- 


SIPDIS 

26 to discuss the PKK 

The paper also says that US generals John Abizaid and James 
Jones are expected in Ankara in early September. 


Karayilan Says One-Month Cease-Fire is Enough: Murat 
Karayilan from the PKK leadership told \"Roj TV\" that one 
month of suspension of operations is enough for Turkey to 
take "confidence-building measures 

cease-fire will be extended if such measures are 
implemented. Karayilan called for an end to Turkish 
military operations and to the isolation of Abdullah Ocalan 
and for dialogue with the elected representatives of the 
Kurdish people. "There is a confusion in Turkey 

different voices being heard. The position of certain 
circles is unclear. Will they carry on military operations 

or will they try to ameliorate the situation?Y Karayilan 
asked. 
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Mobs Attack Suspected Terrorists: An angry crowd attempted 
to lynch suspected supporters of the outlawed separatist 
group PKK in two separate incidents 

city of Izmir and another in the Black Sea town of Trabzon 
papers report. Security forces killed a PKK militant and 
wounded another in clashes in Trabzon. The terrorist who 
was killed was of Syrian origin. The police had to fight 

off an angry mob attempting to lynch the wounded terrorist. 
In Izmir 

for shouting slogans in favor of imprisoned PKK leader 
Abdullah Ocalan after getting involved in an argument with 
local shopkeepers. An angry mob of 1 

to lynch the southeasterners 

the crowd by shooting into the air. 


CHP MP on Return of Displaced People to Southeast Turkey: 
The main opposition CHP Diyarbakir lawmaker Mesut Deger said 
that 125 

homes in 14 provinces under the "Return to Villages\' 
project 

ministry 

interior ministry showed that 355 

homes in 2 

during violence in the southeast in the 1990s. "All houses 
have been destroyed in these villages. There are no 
stables 

resolve this problem by sending the villagers to empty land 
without providing support to them in some way 

stressed 

to make the return home project a reality. 

New Parties On The Way: Kurdish activist and former MP 
Leyla Zana invited the former mayor of Gaziantep 

Dogan 

a meeting on Monday 

and her colleagues are trying to win over social democratic 
voters to supplement their Kurdish base. Dogan reportedly 
told Zana that the DTH should pursue policies that cover all 
of Turkey 

principles should be observed in the DTH 

to turn itself into a political party in September. 

Meanwhile 

to join the new party he is about to establish. \"Aksam\" 
claims that Rifat Hisarciklioglu 

Union of Chambers (TOBB) 

Ankara Chamber of Commerce (ATO) 

a democratic nationalist party targeting the votes of social 
democrats. Meanwhile 

ProsecutorVs Office has launched an examination of 
statements by former DEP lawmakers 

who are involved in the DTH. Legal action may be taken 
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against the DTH if the prosecutor decides that a ban on 
propagating regional movements was violated. 


Significant Increase in Kurdish Satellite Broadcasts: 
\"Milliyet\" carries a report detailing a significant increase 
in Kurdish broadcasts via satellite from Iraq 

Europe to Turkey. A seventh Kurdish channel began test 
transmissions along with six others 

supportive of the PKK 

the others belong to Kurdish groups in northern Iraq. The 
Kurdish broadcasts reach 72 countries across Europe 
Middle East 

can also be received in America via satellite. The channels 
are as follows: 


1. Roj TV: Broadcasts in Kurdish 

Brussels and follows the PKK line. It broadcasts for 12 
hours starting at 1000 GMT. RojTV 

television 

children\'s programs. 


2. Mesopotamia TV (Me-TV): Close to the PKK cause 
broadcasts cultural 

morning and evening timeframe. Me-TV was allegedly set up 
as insurance against a possible closure of Roj-TV. 


3. Kurdistan TV: Broadcasts from the city of Selahaddin in 
northern Iraq. Kurdistan TV is controlled by the Kurdistan 
Democracy party (KDP) and broadcasts news 

shows 

also offers news in Arabic. 


4. Kurd-Sat TV: Broadcasts from the city of Suleymaniye in 
northern Iraq. Controlled by the Patriotic Union of 
Kurdistan (PUK) 

discussions 

It also has some programs in Turkish and Arabic. 


5. Zagros TV: Began broadcasting from northern Iraq a 
short while ago. Known to be close to the KDP. Zagros TV 
broadcasts news 

during the day and in Kurdish in the evening. 


6. Ishtar TV: Has begun test transmissions. The content 
and broadcast policies to be adopted by Ishtar TV 
close to Kurdish groups in northern Iraq 


7. Sahar TV: Iranian state television. Broadcasts two 30- 
minute Kurdish news and commentary programs every day. 


Women from Southeast Turkey Receive Leadership Training in 
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US: \"Zaman\" carries a report that 62 women from southeast 
Turkey received 10-days of training in Ohio under а 'womenVs 
leadership program funded by the US State Department. The 
program aims to make Turkey a "model country in women\'s 
leadership opportunities. True Path Party (DYP) lawmaker 
Mehmet Eraslan submitted a motion to the parliament asking 
the AKP government about the goal of the US program and the 
number of participants. State Minister Nimet Cubukcu said 
that the program 

Anatolia Project (GAP) 

Bahcesehir University in Istanbul 

November 2004. Cubukcu also said that George SorosV ‘Open 
Society InstituteW is to donate 300 

which aims to turn women in southeast Turkey into business 
owners. 


EDITORIAL OPINION: Turkey\'s Kurdish Issue; Israel 


\"The AKP Government Has No Kurdish or Middle East Policy" 
Cuneyt Ulsever wrote in the mass-appeal \"Hurriyet\" (8/23): 
V'Turkey will not be able to resolve the PKK problem without 
clarifying its policies on Iraq and the Middle East. Prime 
Minister Erdogan and his advisors are so confused on the 
Middle East that they cannot solve the Kurdish problem 
could proceed down a dangerous path. . It is unclear what 
the PM meant when he referred to a ‘democratic republic 
term used by Ocalan to define a republic founded by two 
separate but equal entities under the same roof. . Only 
about 600 people listened to Erdogan at a recent rally in 
Diyarbakir 

of vote in the last election. Couldn\'t Erdogan\'s advisors 
have predicted that after such tumult 

in a difficult position and the PKK would collect the gains? 
Why was the AKP provincial office only able to turn out a 
crowd of 600? PKK leader Ocalan 

prison 

lawyers since he was jailed in 1999. Does the PM have 
anything in mind to prevent this? Finally 

acknowledged a Kurdish problem in Turkey 

that Ocalan be accepted as an interlocutor have started to 
receive more attention in the press. V 


New Voices From Diyarbakir 

Oral Calislar wrote in the leftist/nationalist \"Cumhuriyet\" 
(08/22): The PKK announced a ceasefire for a one-month 
period. That is unacceptable. We need to create greater 
public pressure so that they will never touch their weapons 
again. We need to do what those who support violence do not 
want us to do. We need to strive for a new initiative that 

will completely destroy the atmosphere for violence. 
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Compared with two months ago 

stage now. Evaluating this new situation 

President of the Diyarbakir Bar Association 

"The time when problems were solved through violence has 
passed. In this light 

PKK to use violence as a method. At this point 

problem can be solved not through violence 

freedoms in a democratic environment through tolerance and 
compromise. That is why the PKK should not declare a 
ceasefire for one month 

altogether.\' The voices rising from Diyarbakir are proof 

that we have reached a new stage in terms of the region and 
the Kurdish problem. Now is the time to say \"stop\" to those 
who wish to take Turkey back to the old days. If the 

process that started with the 151 signatures becomes 
permanent 

the European Union. 


VSharon as a Deterrent Example" 

Mim Kemal Oke opined in the conservative/nationalist \"Halka 
ve Olaylara Tercuman\" (8/23): \"It was Ariel Sharon who 
settled the Israeli fundamentalist 

masses in the Gaza Strip in a bid to safeguard the region. 
He came under heavy attack by Jewish extremists for 
evacuating Gaza. Sharon defined the extremist settlers who 
resisted Israeli troops as "Jewish terrorists\' and 
"barbarians.Y Sharon now says іп a postmodern 

urban manner that you cannot achieve security through the 
use of force. This shows that human beings can be tamed by 
history. Palestinians 

a victory won by resistance groups like Hamas 

from Israel\'s experience that they cannot advance too far 
with such a mentality. You can capture a country by 
violence 

Fein is striving to disband the IRA 

exhausting itself to win the global war against al-Qaida 
group the Americans had propped up for use in the Afghan 
war. Those who will write the history of Israel will devote 

a chapter to Sharon. Reading it is not so important. What 
matters is to take a lesson from it.\" 
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experience. The PEC must shortly issue its regulations for 
the actual conduct of the election. The publication of these 
regulations should clarify the situation 

strengthen the PEC\'s credibility. The three leading 
candidates (Mubarak 

considerable media coverage 
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skewed in Mubarak\'s favor. End summary. 


2. (C) In an August 22 press conference 

Campaign for Monitoring Elections (NCME) complained that the 
PEC continues to stonewall the NCME and other aspirant 
monitors who are seeking guarantees that domestic monitors 
will have unfettered access to polling stations. As noted 
reftel 

monitors (from civil society groups) would not have access to 
the polling stations--sparked criticism from civil society 

and threat of a lawsuit by these groups against MaraVi. Тһе 
groups have 

lawsuit against Mara\'i (reported reftel) apparently out of 

fear that this might spark GOE retaliation 

governing presidential elections. 


3. (SBU) The PEC\'s legal existence derives from a new law 
("Law 174/2005\") Won the organization of the election of the 
President of the Republic. The law empowers the РЕС 
(composed of five judges and five eminent public figures) to 
administer all aspects of the presidential election. In 

addition 

from prosecution or lawsuits 

actions. Article 46 of the law states that \"anyone who 

insults the chairman or one the members ... during or because 
of the exercise of their functions 

imprisonment for up to two years and a fine ... or one of 
these two punishments.\" 


4. (C) The PEC has yet to issue its regulations for voting 
day 

with the practices that have regulated previous Egyptian 
polls--will not allow people other than voters 

candidate/party agents 

places. The domestic monitoring groups are already making 
plans for a worst case scenario. If they are not given 
permission to enter the polls as monitors 

powers-of-attorney from candidate agents to access to the 
polls. This tactic worked with some success during the 
parliamentary elections in 2000 when domestic monitors were 
barred from the polling stations. 


5. (SBU) Also on August 22 

in a report carried by the Kuwait News Agency (KUNA) 
rejected international observers playing a direct role in 
monitoring the polls during the September 7 election. 
Attawiya told KUNA that the PEC would guarantee V'full 
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judicial supervision!" of the presidential election and that 
international monitoring of the polling places would 
Vcompromise the dignity of the Egyptian judiciary.\" 


6. (C) An IRI delegation currently visiting Egypt (protect) 

told us on August 22 that the most striking thing they had 
observed so far was the V'absolute isolation and stonewalling\" 
of the Presidential Election Commission in response to 
requests for information from both domestic and international 
groups about the upcoming poll. The IRI team 

have participated in monitoring over 40 international 

elections 

Egyptian PEC was unprecedented in their experience. Emboff 
and USAID staff have also sought to reach out to key PEC 
staff 

the PEC funded by USAID 

the PEC responded with \"don\'t call us 


7. (C) Sociologist and civil society activist Saad Eddin 
Ibrahim said that the PECVs isolation and apparent lack of 
accountability was leading Egyptians V'to look back to the 
good old days when the Interior Ministry ran elections." 
Ibrahim ruefully observed that Wat least you weren\'t 
threatened with jail for criticizing Interior.\" Ibrahim and 

other activists have complained that rather than increasing 
the transparency of the presidential election process 

PEC has only increased the secrecy and lack of accountability 
surrounding the process. 


8. (SBU) In other developments 

relative sophistication and deep pocket of the Mubarak 
campaign 

faithful in key governorates outside of Cairo by conducting a 
series of video conferences. The video links 

far included Port Said 

allowed Mubarak to present messages customized to local 
concerns. For example 

Port Said 

said that he is considering a renewal of Port SaidVs V'Free 
Zone\" status 

knife-wielding man attacked Mubarak 

security detail 

its duty-free status 
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widely seen by Egyptian conspiracy theorists as an act of 
vengeance by the GOE for the assassination attempt. End 
note.) 


9. (SBU) Mubarak continues to hit his talking points 
especially his ambitious economic development goals 
include creating 1000 new factories 

acres of desert for agricultural expansion 

million new jobs. He has also stated that he is working to 
secure an FTA with the United States. There is widespread 
skepticism about MubarakYs economic promises 

skepticism is complemented by a growing realization that 
Mubarak\'s promises will give the Egyptian public a yard stick 
by which to judge his future performance. 


10 (SBU) \"Kifaya\" (\"Enough!\") embodied the frustrations of 
the opposition to Mubarak during the first half of 2005 

now the Wafd Party\'s new slogan \"Itkhana\'na\" (\"We\'ve been 
suffocated!\") seems to have captured the mood of the 
anti-Mubarak opposition. Although \"Itkhana\'na\" does not seem 
to be boosting the fortunes of Wafd candidate No\'man GomVa in 
his race for second place against Ayman Nour 

argue that Wafd Deputy Chair 

Abaza 

elections. A poor presidential election showing by the 
uncharismatic GomVa might clear the way for Abaza to take 

over the party leadership in the run-up to the parliamentary 
elections. With the public responding to Wafd\'s 

\"Itkhana\'na 

parliamentary gains 


11. (C) The consensus here remains that the campaign 
conditions (including resources 

are overwhelmingly in Mubarak\'s favor. (Note: Egyptian 
campaign monitors are set to issue a study on August 25 
documenting the way that coverage of the Mubarak campaign has 
dominated Egypt\'s media. End note.) Тһе PEC has 

not established itself as a positive force in the 

presidential election process. It may still be able to 
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remedy this problem when it issues its definitive ruling on 
access by outside monitors to the polling stations. 

Mubarak\'s advantages go far beyond those of an ordinary 
incumbent 

are witnessing a sea change in the process by which EgyptVs 
leader is determined. Saad Eddin Ibrahim 

us that it was simply remarkable to see an Egyptian president 
asking the citizenry to vote for him. End comment. 


Visit Embassy Cairo\'s Classified Website: 
http://www .state.sgov.gov/p/nea/cairo 

You can also access this site through the 

State Department\'s Classified SIPRNET website. 
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press forward with making the province part of the KRA. 
Turkey sees such a development (if true) as \"explosive 
asks that the U.S. use its influence to \"restore balance on 
Kirkuk in the constitution. Post seeks clarification on the 
current state of play on Kirkuk in the constitutional process 
to pass to the Turks. End summary. 


3. (C) On instructions from FonMin Gul 

for the Middle East Oguz Celikkol called in A/DCM Aug. 24 to 
express Turkey\'s concerns about articles in the new lraqi 
constitution which reportedly remove \"safeguards\" which had 
been present in the TAL which would prohibit Kirkuk from 
becoming part of the KRA. Specifically 

Articles 149 and 152 of what he said was the current draft 
constitution 

Article 58 and to para. a of TAL Article 53. The Turks are 
particularly alarmed that para. c of Article 53 has been 
removed; this para. specifically bars Kirkuk (and Baghdad) 
provinces from becoming part of any regional grouping. 
Additionally 

sets a low bar for demanding a provincial referendum on 
joining a regional grouping: one-third of the members of a 
provincial council or a petition signed by ten percent ofa 
province\'s population would be sufficient. 


4. (C) Celikkol asserted that the draft constitution upsets 

the previous balance hammered out within the TAL to protect 
KirkukVs special status. The Iraqi Kurdish groups will see 

this outcome as a \"green light" for their demand to take over 
Kirkuk and make it part of the KRA. Many thousands of Kurds 
have already moved into the province since 2003. This 
combined with the constitutional language 

accompli that Kirkuk will come under Kurdish control 

argued. Celikkol added that he understood that Sistani had 
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issued a statement opposing KirkukYs incorporation into the 
КВА. If this is the case 

oppose this 


5. (C) A/DCM asked if Turkey was also discussing its concerns 
with the Iraqis. Celikkol responded that һе understands that 
the constitution is being hammered out by a very small circle 
in Baghdad: SCIRI leader Hakim 

Ambassador Khalilzad. Celikkol complained that there is no 
easy ITG address in Baghdad with whom to speak about such 
issues. He said Turkey does talk to Hakim in general terms 
about Kirkuk 

language with him or the Shia. Discussing the issue with the 
Kurds is \"difficult.\" As for the Sunni Arabs 

to concentrate their dialogue on encouraging them to 
participate in the political process 

complaints. Turkey is asking the U.S. to use our influence 

to keep safeguards in place on Kirkuk in the constitution. 

If these safeguards are removed 

Vunleash additional tensions and divisions in Iraq." 


6. (C) A/DCM pointed out that we were being careful to ensure 
that the constitutional process was an Iraqi process. Amb. 
Khalilzad and our Embassy were working hard to promote 
dialogue and bring the parties together 

the Turks are concerned about is agreed to by all sides 
cannot change it. Noting that post has not seen a draft with 
the kind of language the Turks have found 

of Acting U/S Sensoy\'s earlier claims about the text to the 
Charge had proven to be erroneous (reftel) 

the text the Turks had obtained was authoritative. We 
understood that there are many different draft texts in 
circulation in Baghdad. Celikkol responded that it had come 
from the Turkish Embassy in Baghdad 

the text it had received from Arabic to Turkish. He added 
that the Turkish ambassador in Baghdad was talking to a 
number of contacts 

drafting committee 

genuine. He added that if we can clarify whether the text is 
authoritative 


7. (C) Action request and comment: Request Washington or 
Embassy Baghdad confirm our latest understanding of the state 
of play on Kirkuk in the draft constitution so that we may 
convey this to the Turks. We have encouraged the Turks to 
discuss this issue with the Ігадіѕ. While we cannot comment 
on the impact the language on Kirkuk will have in Iraq 

Turkey will react negatively and harshly if the 

constitutional language on Kirkuk is as the Turks claim. 
MCELDOWNEY 
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to implement it. The restructuring of the Jamaica 
Constabulary Force (JCF) is an essential piece of the 
modernization and reform effort. The present structure is 

not conducive to efficient and effective operations and 
prohibits accountability of individual and subordinate units 
within the JCF. Both internal and international reviews have 
concluded that restructuring of the JCF would be beneficial 

in terms of efficiency 

enhanced resource management. The proposal involves the 
elimination of the current five Area Command structures and 
the establishment of three Regional Commands along existing 
county boundaries with each region commanded by a deputy 
commissioner of police. The preliminary restructuring would 
be comprised of changes in lines of command 

reporting 

restructuring may be accomplished without extensive expense. 


3. (C) With regards to the NAS funded National Intelligence 
Bureau (NIB) Advisor 

a stickler for discipline and very professional. While 
Thomas admitted that the Advisor receives constant 
\"resistance\" from some members of the force 

\"discipline is what the force needs" at this time in addition 
to someone who could communicate well. Thomas stated that 
the NIB Advisor has his full support and should continue to 
work on vetting of officers. (Note: Although Thomas has 
voiced his support of the NIB 

resources as well as for strong 

A). NAS Director requested that the Commissioner visit the 
NIB to show his support for the Advisor and the Unit 

he agreed to do. 


4. (C) In June 2005 

Australia 

commissioners of police. The advertisements invite 
applications from serving or retired officers who have held 
senior command positions. Thomas explained the difficulty in 
recruiting foreign officers as due to concerns about pay and 
security in Jamaica. The deadline for applications was July 

15. The JCF has received over eighteen applications 

mainly from the UK and Canada. The Police Services 
Commission has interviewed an applicant from the UK and one 
from Canada. While acknowledging that there are some members 
of the JCF disgruntled at being V'looked over" in favor of a 
foreign officer 

officers in the force 

of the foreign recruits will be put in charge of the 

Professional Standards Branch (PSB) 

for investigating internal corruption 

being lead by Assistant Commissioner of Police Novelette 
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Grant. Thomas pointed out that he is aware that Grant is not 
pleased by the presence of foreign officers and stated that 
with encouragement 

come around." (Note: During an August 17 meeting with 
Grant 

with the presence of foreign officers but preferred to see 
JCF Officers going abroad for training 

done. End Note.) In addition to the PSB 

which the foreign officers will work include the homicide and 
serious crime division 

community policing. 


5. (C) Comment: While Commissioner Thomas voices enthusiasm 
and appreciation for both the NIB and LEDA advisors 

view is that the Commissioner can do more to support both 
programs. NAS will urge Thomas to play a more active role in 
showing support for the NIB Advisor by making appearances at 
the Unit and by compelling all officers within the Unit to be 
vetted. He should also play a more active role in the reform 
and modernization project by making clear to the Minister of 
National Security that the project is a big step in the right 
direction and is needed now. End Comment. 
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how it will pursue such investigations 

working closely with the OPCW on how it would conduct such 
inspections 

She cited the example of press allegations of CW use in 
Darfur 

tools are necessary to address this issue. 

9. (U) A/S DeSutter also encouraged Brazil to continue 
developing a leadership role in the region by continuing to 
assist other States Party on CWC Article VII implementation 
matters. She also urged them to continue to support 
universal adherence to the CWC. And finally 

provided Brazil with a brief status update of the U.S. 
Destruction Program. 


US/INDIA CIVILIAN NUCLEAR COOPERATION INITIATIVE 
10. (C) During lunch 

disappointment regarding the US/India Civilian Nuclear 
Cooperation Initiative. He stated that the announcement came 
as a shock to Brazil. In 1998 

Cooperation Agreement with India in the wake of Indian 
nuclear tests. He further noted that BrazilVs history of 
adhering late to the NPT 

debate 

problematic for the GOB both in terms of Brazilian politics 
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and Brazil\'s commitment to the МРТ. He said that at present 
Brazil is evaluating the impact of the US/India initiative to 

the Nonproliferation Treaty (NPT) and expressed concern about 
the impact to the Nuclear Suppliers Group (NSG). DeSutter 
responded by first noting that detailed discussions would 

need to be deferred to her colleague A/S Rademaker and his 
staff 

India into the NPT as a nuclear weapon state 

addressing the challenge of a nation that had remained 

outside the NPT by moving to bring them into the IAEA and AP 
and that this could be viewed positively. She further stated 
that the U.S. Congress would review the approach since legal 
changes would be necessary. NSG issues would also be 
addressed by her colleagues in the Nonproliferation Bureau 
which the Department is merging with the Arms Control Bureau 
to form a new Bureau of International Security and 
Nonproliferation. 


11. (C) Guerreiro reiterated Brazil's commitment 

international efforts 

proliferators to operate as defined under UN Resolution 1540. 
Plans are in place for a nuclear workshop to address United 
Nations Security Council Resolution 1540 through PRONABENS. 
The Foreign Ministry presented its 1540 report to Congress 

and is awaiting a response. 


MEDIA EVENT 

12. (U) A brief media event was held in the afternoon. In 
attendance were reporters from three top Brazilian daily 
newspapers. Questions covered various topics including 

Brazil's nuclear nonproliferation efforts 

protocol 

morning\'s meeting with Ambassador Guerreiro and explained the 
USG\'s approach to compliance diplomacy. 


MEETING WITH FOREIGN AFFAIRS COMMITTEE VICE CHAIR NILSON 
13. (U) Concluding the visit was a meeting with Nilson 

Mourao 

DeSutter explained VOVs legislative mandate and method of 
operations 

U.S. assistance to eliminate the country's WMD. The A/S 
further explained about the reorganization of the arms 

control and nonproliferation bureaus to address new areas 

with emphasis on counter-proliferation and addressing the 

nexus between terrorism and WMD. The A/S stressed Brazil\'s 
role as a leader in bringing other countries in to 

compliance. When asked about the bureau\'s opinion of the 
IAEA\'s questions about the Rezende Nuclear Power Plant in Rio 
de Janeiro 
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the additional protocols laid out by the IAEA and Brazil. 

The Brazil program is a peaceful program 

Iran program where evidence indicates that their government 
has undertaken covert activities for a number of years. When 
Mourao suggested that perhaps the U.S. should be more 
cautious in examining Iran given that no nuclear weapons were 
ever found in Iraq 

not the USGVs determination that Iraq had nuclear weapons but 
that they had a program which was not very far along. Part 

of the concern was the unaccounted materials in the ten years 
following the end of the Gulf War. In the case of Iran 

are not in a situation where other countries need to take the 
USGVs word regarding their weapons program. Rather 

refer to the IAEA Director GeneralVs reports to the Board of 
Governors which detailed Iran\'s noncompliance actions during 
the past two decades. Mourao concluded the meeting by 
reassuring the A/S that though the Lula administration is 

going through a delicate situation (scandals 

democracy has succeeded in building its institutions 

that the government is committed to disarmament. Mourao 
promised to draft a brief report of the meeting to be sent to 

the head of the Foreign Affairs Committee and the National 
Defense for Security Committee. 


A/S DeSutter approved this cable. 
DANILOVICH 
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B. VFederalism is the Decision of Our Free Will" (Al- 
TaVakhi 

C. VPending Issues" (Al-Adala 

D. \"The Solution is to Dissolve the National Assembly!" (Al- 
Zaman 

E. “Тһе Uncovered Lie!" (Al-Basaer Weekly 

F. VConstitution Draft is the Middle Compromise\" (Al- 
Destour 


A. “Тһе Second Step\" 

(Al-Bayyan Newspaper (affiliated with the Islamic Dawa Party 
led by Ibrahim Al-JaVafari) in Arabic P З Editorial by Salim 
Rasool) 


VAt last 
national assembly to give assembly members a chance to have 
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a look at it. The next step is to find out what the Iraqi 

people think of the new constitution . . . This constitution 
was not easy to draft. Indeed 

work very hard and discuss difficult issues in order to 

draft a constitution that guarantees the rights of all 

Iraqis . . . The Iraqi politicians were able to submit the 
constitution draft before the second deadline. Nobody 
thought that the constitution would be submitted on time due 
to the continuous disagreements among the politicians. 
However 

responsible and that they can reach an agreement despite the 
fact that their members come from different 

ethnicities and nationalities . . . The Iraqi leaders are 

moving forward wisely to continue the political process. | 
am optimistic about the next step 

Assembly\'s endorsement of the constitution draft. After 
that 

referendum. V" 


B. VFederalism is the Decision of Our Free Will" 
(Al-TaVakhi Newspaper in Arabic (affiliated with the KDP led 
by Masood Al-Barzani) p. 1 Editorial By Dr. Badr Khan Al- 
Sindi) 


V'Those who oppose federalism in Iraq are either ignorant 
about the true meaning of federalism or they have a 
nationalistic 

is not very surprising that there have been objections to 
the idea of establishing federalist territories . . . In 

fact federalism is somewhat of a strange concept for the 
majority of Iraqis. This is due to the media coverage of 
the concept. The Iraqi media has been responsible for 
educating people about federalism. It does not seem that 
they have done a good job. Today 

even those who support federalism 

world\'s countries live under federal regimes. The Iraqi 
people do not know that we are not the first country who 
called for the establishment of federalism . . . In 

addition 

admit that federalism means unity and it does not mean 
separation. Iraq has suffered for more than 80 years since 
the establishment of the first Iraqi state. It was formed 
according to a British plan. However 

unsuccessful. Iraq has experienced disasters 

wars and tyranny in the south. We all know that the Kurds 
and the Arabs are brothers in this country. But 

not forget that Irag is made up of two main nations and the 
Kurds have the right to decide their own future . . . 
Without a doubt 

people who condemn dictatorship. Actually 

suffered from that dictatorship. We must accept that here in 
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Iraq centralized governments are ripe for dictatorships. 
Federalism is the only way that can prevent the creation of 
another dictatorship in Iraq. Removal of a dictator does 

not mean that the Kurdish people are ready to receive a new 
dictator in the name of nationalism or religion . . . It is 

very important to include federalism in the constitution 
because the Kurds and the Arabs who support this option want 
to establish it in new Iraq. Federalism is the best way to 
defend the new Iraq and we think that federalism reflects 
our free will. V" 


C. VPending Issues V" 
(Al-Adala Newspaper affiliated with SCIRI in Arabic P 3 
Editorial by Ali Khalif) 


\"Iraq\'s enemies have been shocked by the timely submission 
of the constitution draft to the National Assembly. 

However 

happiness of Iraqi people incomplete. In fact 

need to be explained in order for the Iraqi people to 
understand them. The issue of federalism in the territories 
cannot be described as separation because all Iraqi 
political groups call for Iraq\'s unity. In addition 

United Iraqi Alliance has demanded to give every province 
the right to establish one or more territories. 

Furthermore 

territories. Does this sound like separation? This system 
will unite Iraq according to the will of the territories. 

If those who oppose federalism want to unite Iraq 

they establish their own federal territories and demand to 
be merged with the south or the north in an attempt to unite 
the country. . ? Why they want to omit from the 
Constitution the article that speaks about the BaVath party? 
We want to mention the BaVath party in order to remind 
people with its crimes . . .Concerning the distribution of 
natural resources; if we want to be selfish we would make 
United Iraqi Alliance the big loser. But 

to fairly distribute the revenue among all Iraqis. However 
the Iraqi people are waiting for the referendum in order to 
give their final opinion on the merits of the constitution. V 


D. V'The Solution is to Dissolve the National Assembly" 
(Al-Zaman Newspaper (independent 
last page Editorial By Fateh Abdul Salam) 


\"It would be no big sacrifice to dissolve the National 
Assembly and admit the failure of the drafting committee. 
This would ensure safety for the Iraqi people while they are 
witnessing the failure of all of their hopes . . . The best 
choice is to dissolve the TNA 

resolve the issues that plague the draft Constitution . . . 
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Therefore 

already a temporary entity . . . full of problems. The TNA 
was established under exceptional circumstances and the 
Iraqis will not feel sorry for dissolving it. This 

political body has not benefited the Iraqis at all. 

However 

elections. They have learned to keep their eyes wide open 
at the ballot boxes in the future... So 

of dissolving the TNA and stop trying to build this heavy 
Constitution on such a weak base 

in the end.\" 


E. VThe Uncovered Lie\" 

(Al-Basaer Weekly Newspaper (affiliated with the Association 
of Muslim Scholars 

attributed Editorial) 


\"It is a bad situation for any nation when its leader 

becomes a liar and does not fulfill his promises. The Arab 
and Islamic nations are included in this as well. Nations 
that have found themselves in this situation have a bad 
destiny in the modern era. Iraq is one of these nations and 
its people have suffered for three long decades. We have 
moved from crisis to crisis until now we have reached 
occupied country status . . . We were looking forwarded to 
the time that we could be free of bad leaders. We were 
looking forward to forgetting about this phenomenon of a 

liar leader. Unfortunately 

bigger than it was before because now we have more than one 
leader. Sometimes the leaders get along and sometimes they 
are looking out for their own interests. No matter what 

each of those leaders acts as though he is the main leader 
of our people. He assures us that he is taking care of the 
nationVs interests better than anyone else... Those 
leaders talk about the constitution in the name of Iraq and 
they act like unity is the most important thing in the world 

to them. However 

they behave in the best interests of their own sect or party 
and not in the best interest of Iraq . . . Some of them 

claim that Iraqis are drafting the constitution without any 
external pressure. Not even American pressure. However 
did see the US Ambassador attending sessions of the TNA. 
The government continues to put out statements that are full 
oflies. They promise 


F. VConstitution Draft is the Middle Compromise\" 
(Al-Destour Newspaper (Independent) in Arabic P. 1 Editorial 
by Bassem Al-Sheikh) 


“Тһе accomplishment of submitting the permanent constitution 
to the Iraqi National Assembly was underscored by the 
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challenges of the postponement . . . Every one admired the 
flexibility of the political forces during the negotiations 

over the permanent constitution. The political leaders were 
able to complete the draft despite the short amount of time 
they had to achieve this victory and the stress involved . . 

. Iraq is anxiously awaiting the results of National 
Assembly\'s vote process. They are watching to see how they 
resolve several pending issues between the cross-sections of 
different political forces . . . The Sunni representatives 

still claim that they are being ignored and marginalized by 
the powerful parties in the Constitution Draft Committee. | 
think this is to be expected because the previous electoral 
process allowed those political parties to dominate the 
political process. However 

eager to consider the minority opinions and allow those 
opinions into the constitution draft. They also took the 

time to consider all disagreement points and reach a 
compromise among all the political involved. They did this 
because this path benefited all Iragis. The submitted 
constitution draft is a document that was achieved through 
compromise. The Iraqi politicians did this to secure safety 
for all Iraqis. 
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added a preemptive complaint against the GOA\'s upcoming 
labor reform bill to a series of existing complaints the 

ACTU had already lodged with the ILO Committee of Experts on 
the Application of Treaties. The Committee has deferred its 
consideration of the new complaint to September when it 
expects the GOA to have released the details of its proposed 
legislative package. 


Government Revives Labor Diplomacy 

4. (SBU) Department of Employment and Workplace Relations! 
Director of International [labor] Affairs Scott Evans 

(protect) told us on August 17 that the Government had 
expected to face increased scrutiny from various ILO expert 
committees following complaints from the ACTU and individual 
unions. According to Evans 

revived its traditional labor diplomacy objective of 

promoting higher labor standards in Asia and the Pacific 

and had managed to garner support for its re-election to the 
ILC after a nine-year absence. Evans argued that the 
Coalition\'s re-engagement with the ILO was “ап extension!" of 
its post-9/11 foreign policy objective of exerting a 

positive 

Evans noted 

Asia and Pacific Sub-Regional Tripartite Forum on Decent 
Work. After the meeting 

on the GOA\'s commitment to develop a regional occupational 
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health and safety inspection training program. A former 
Australian diplomat 

re-emerging interest in labor diplomacy and his advising 
role on Australia\'s obligations under ILO treaties. 


Comment 

5. (SBU) The GOA\'s reengagement with the ILO 

the ILC 

region are all welcome developments. It is too early to 
tell 

in labor diplomacy is principally about advancing the 
international labor agenda of Australia and like-minded 
countries 

itself against the expected raft of union complaints brought 
before the ILO. End Comment. 

STANTON 


39147 
the police refused to produce identification 
continued on foot. 


4. (SBU) After they had gone about 30 meters 

van approached from the other direction. The police in 
the van asked the monks to go back to their car and 
return to Hue 

unless the police could show they were authorized to 
stop the monks. According to Hanh 

began threatening to arrest the driver of their van 

they ended their attempt to visit Thich Huyen Quang and 
returned to their vehicle. Once on the National 
Highway 

After 12 kilometers 

the driver's papers. At that time 

confrontation with the police ensued. One monk 
fainted. The police asked the monks to follow them to 
the office of the District's People Committee 

they stayed overnight 

following morning 

Hue. 


5. (SBU) Hanh said he plans to try again to visit Thich 
Huyen Quang in the near future 

officials in advance. However 

the result would be any different. Hanh said that of 
the 25 monks living at the Bao Quoc Pagoda 

only one allowed to travel. The Ambassador indicated 
that he is prepared to intercede with the GVN in 
support of a visit to Thich Huyen Quang. (Note: 
According to our UBCV contacts 

the Ambassador 
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for a 24-monk delegation from Hue to visit Thich Huyen 
Quang on August 22 

company in the province terminated the car rental 
contract at the last minute and no private car owner 
agreed to transport them to Binh Dinh.) 


Status of the UBCV 


6. (SBU) Turning to the status of the UBCV 

Ambassador emphasized that the USG supports the UBCV 
and has encouraged the GVN to recognize it as an 
independent organization. Hanh replied that he is 

aware of and appreciates USG support. He added that 
the UBCV would continue to fight for democracy for all 
Vietnamese 

some religion. The Ambassador advised Hanh that the 
UCBV needs to begin a dialogue with the GVN to restore 
its legal status 

and effective organization in Vietnam while operating 
outside the law. Noting that political change in 

Vietnam will be a slow process 

UBCV accept the leadership roles of the Communist Party 
and the Vietnamese Government. Hanh replied that were 
the Party to demonstrate good leadership 

would be willing to cooperate. However 

doubt about the Party 

the UBCV since 1981 

the Vietnam Buddhist Sangha. He added that if the 
United States does not support bringing democracy and 
more freedom to Vietnam 

their affection for America. V 


7. (SBU) Comment: At least Thich Thien Hanh did not 
completely rule out discussions with the GVN on 
regularizing the status of the UBCV. However 

present 

In a separate conversation 

Thien Hue Peoples Committee told the Ambassador that 
the religious freedom situation in the province is 
\"perfect 

tight control. For his part 

his impromptu attempt to visit Thich Huyen Quang would 
fail and would provoke a response. And by trying 
embarrassed those officials in Hue who had sanctioned 
his travel (to another UBCV event) in the first place. 
Hanh also does not appear ready to yield or to ease up 
on the political elements of his organization's agenda 
the sine qua non of any compromise with the GVN. End 
Comment. 
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WINNICK 
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designed to increase welfare benefits for the working poor 

and large middle-income families. Labour\'s public 
advertisements showcasing WWF originally were to culminate in 
triumph this month 

But when the public seemed underwhelmed 

National\'s pledge to cut taxes for all New Zealanders 
repackaged WWF as \"tax relief" and announced on August 18 it 
would expand the program to cover 350 

estimated annual cost of NZ $400 million (US $277 million). 

The move has been applauded by many voters 

have reacted with skepticism: the Government had previously 
insisted there was no money for tax cuts. (Many of the funds 

for expanded WWF allegedly come from higher-than-expected tax 
revenues.) 


9. (C) Matthew Palmer (protect) 

Geoffrey Palmer 

spending down the surplus precisely so the Government could 
use the money for election year dazzlers as needed. More 
spending announcements are to come 


10. (C) With Labour battered by the National Party on 
domestic issues and bettered by National in the polls 

starting in May 

National: foreign policy. One cabinet member asserted -- but 
later could offer no evidence -- that U.S. interests were 
providing National with campaign funds and advice (ref D). 
Foreign Minister Goff separately accused National of seeking 
U.S. advice on how to move New Zealand public opinion to 
reverse its ban on nuclear-armed and nuclear-propelled ships 
(ref C). 


11. (C) LabourYs spending promises 

it has raised about National on both domestic and foreign 
policy 

August 21 showed Labour widening its lead over National from 
four to eight points 

versus National at 37 percent. 


12. (C) In addition to satisfying some voters\' suspicions 
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over Labour\'s sudden ability to fund election-year bonanzas 
the Party still has some vulnerabilities heading into 
elections. Working for FamiliesW and student loans do 
nothing for higher-income wage earners or singles. The large 
budget surplus has fueled a public perception that there is 
plenty of money available to fund tax cuts 

now see that Labour has largesse to spend but they will not 
benefit. Moreover 

National\'s claims that the Government bureaucracy 

grown significantly under Labour 

money that rightfully belongs to them. 


13. (C) Labour also still suffers from a perception among 
some in the public that the Government is arrogant in its 
belief that it knows better than taxpayers how to spend their 
money. Similarly 

Labour officials -- and particularly PM Clark and her circle 

of female advisors and confidantes -- often appear obsessed 
with political correctness and more interested in fringe 
groups than the V'mainstream.V 


14. (C) Meanwhile 

issues involving Maori 

Labour supporters are being drawn to the Maori Party. While 
the loss of Maori support alone will not cost Labour the 

race 

members over clashes on Foreshore and Seabed legislation and 
has spent a lot of time campaigning among this electorate. 
Maori compose 15 percent of New Zealand\'s 4 million people. 
Even before National\'s May up-tick in the polls 

leaders warned party members at their Party conference that 
the loss of Maori support could threaten the GovernmentVs 
reelection. But Labour\'s efforts to attract Maori voters 

top of the Governments proclivity to afford Maori special 
status in cultural and economic programs 

lower- and middle-income voters the Government is trying to 
court. 

15. (C) Meanwhile 

negotiate a trade deal with China has drawn fire from both 
sides of the political spectrum. The Greens criticize 

China\'s environmental and labor records; the trade unions and 
some business executives see a threat of even greater 
competition with low-wage Chinese manufacturers. 


16. (C) A coalition will likely be needed for whatever party 
proves the top vote-getter. Labour currently governs in 
coalition with Jim Anderton\'s Progressive Party and is 
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supported by United Future on budget and confidence motions 
and by the Green Party on a case-by-case basis. While 
National and NZ First have demurred on naming their preferred 
coalition partners 

ties to the Progressives and strengthen the role of the 

Greens. 


17. (C) The Greens cooled their relations with the Labour 
Party when Labour allowed a moratorium on genetically 
modified agricultural products to lapse in 2003. In recent 
weeks 

Jeanette Fitzsimmons on the campaign trail. While Labour has 
likely sapped some Green support with its student loan 
program 

percent of the vote 

represented in Parliament. This would keep the Greens as a 
viable coalition partner. By campaigning so closely with the 
Greens 

centrist Party 

implications for the United States of this and other possible 
coalitions.) 


18. (C) Helen Elizabeth Clark 

Parliament since 1981 and as Prime Minister since December 
1999. She has served as Minister of Housing and 
Conservation 

and was leader of the opposition during the National 
administrations from 1993 to 1999. She is a political 

survivor. David Lange 

August 13 

discussions of the economic reforms of the late 1980s. While 
some Labour members suffered politically due to public 
backlash over the pace and breadth of the reforms 

emerged untarnished. Many people forget that she was nearly 
toppled as leader by Michael Cullen 

minister 


19. (C) With an approach deemed managerial if not 
micro-managerial 

policy decision. She holds nearly absolute influence and 
authority over her party and cabinet. Such centralized 
control contributes to a dearth of young Labour 
leaders-in-waiting 

would follow Clark and Cullen. Clark is believed to want to 
head an influential world organization after she leaves 

office. Clark regularly beats National\'s Don Brash and other 
opposition Party leaders in polls asking Kiwis to name their 


Column 3 
Vpreferred Prime Minister.\" 
Burnett 
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at 16 years of age. In general 
Hofmann 
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ways. Speaking for the Church 

preferences for political candidates: not a fan of Fidel 

Ramos 

support Ramos in the 1992 presidential race. When Ramos won 
Sin was not at all helpful to Malacanang and successfully 
opposed a proposal floated by Ramos supporters that the 
Constitution be adjusted to allow more than one presidential 
term. He was also uncomfortable with Estrada\'s candidacy in 
1998 and made it clear that he would prefer other candidates 
to win the race 

de Venecia. Sin was vocal on many other matters 

peace in Mindanao 

etc. Asked about SinVs activist posture 

well-known political commentator 

seemed to have an opinion on everything under the sun and he 
spoke out almost every day on something. V 


3. (C) With Sin gone 

remove itself from a direct political role. Observers have 
remarked on a V'Sin effect" whereby members of the current 
hierarchy of the Church have viscerally reacted to his 
departure by pulling the Church back from overt involvement 
in political issues. In part 

resentment that many in the hierarchy felt towards Sin and 
the immense role he played in Church affairs for almost 30 
years. In addition 

such as Ricardo Cardinal Vidal 

Rosales 

(CBCP) President Archbishop Fernando Capalla 

in discussions with emboffs that they simply do not believe 
that the Church should be directly involved in politics. 

While noting his respect for Sin 

Capalla has told Acting Pol/C that he thinks V'Sin went too 
far into politics on occasion to the detriment of the Church." 


4. (SBU) This reluctance to get fully involved in politics 

was shown most clearly on July 10 when the CBCP during its 
annual meeting issued a statement on the ongoing political 
turbulence sparked by Opposition demands that Arroyo resign 
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from office. In its carefully crafted statement 

made clear that Arroyo had to be held accountable for her 
actions. However 

of the Church like former president Corazon Aquino 

Church declined to call for her resignation (see ref d). 

Some observers have commented that the CBCP statement would 
probably have taken a different stance if Sin had been 

involved in its drafting (Sin was very close to Corazon 

Aquino and may have been swayed by her). Many observers also 
believe that if the CBCP had called for ArroyoVs resignation 

she would have been finished. Due largely to the CBCPVs 
non-interventionist posture 

her balance and survive in office. 


5. (C) Another of the reasons for the Church\'s current 
posture relates to Vatican teaching. During Pope John Paul 
Is reign 

of the Church should not get involved in politics and Sin was 
reportedly told at times by Vatican officials that he had 

gone too far. More recently 

Papal Nuncio 

annual meeting in July. Franco reportedly made clear to the 
group that it should keep out of politics to the full extent 
possible (refs b and c). CBCP General Secretary Hernando 
Coronel told us that he did not think that Francos speech 
\"pressured\" the bishops per se 

bishopVs heard his point loud and clear. 


6. (C) There are elements of the Church that are urging that 
it take a more active political role. Bishop Deogracias 

Iniquez 

several other bishops (possibly 5-8 of the total of 90) are 
known to be close to the left. Most of these bishops come 
from poor areas and they advocate poverty alleviation 
programs at every opportunity. They are also 
anti-\"Globalization\" and oppose mining by foreign firms and 
plans to raise the Value Added Tax (VAT). Led by Iniquez 
these bishops also demanded the resignation of Arroyo earlier 
this year. Another group in the Church that has a bit of a 
leftist tilt is the Association of Major Religious Superiors 

of the Philippines (AMRSP) 

involved in social work and human rights issues 

matters. AMRSP as a group came out in July in support of 
calls for Arroyo to resign. Overall 

moved a long way from the 1960s-80s when many priests and 
nuns and some bishops maintained close links with the 
Communist Party of the Philippines/New Peoples Army 
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(CPP/NPA). Some even went into the jungle to join the NPA. 
Taking a cue from the Vatican 

as a whole strongly condemned \"Liberation Theology 
interpretation of Catholic teaching that advocates political 
and social activism 

gradually has ebbed in Church circles. 


7. (C) Although he is not left-leaning per se 

Oscar Cruz 

anti-jueteng (illegal gambling) efforts. Cruz testified in 

the recent Senate hearings on jueting and has brought forward 
witnesses who he says prove his case about jueteng-related 
corruption. Cruz has also made no secret about his view that 
members of President Arroyo\'s immediate family have been 
involved in jueteng profiteering. While he would deny it 

Cruz is also known to be close to Opposition circles who want 
Arroyo to resign. 


8. (SBU) In regard to social issues 

hew to a conservative stance in line with Vatican teaching. 

In this area 

Church continues to oppose abortion 

Philippines 

option. In regard to family planning 

what it calls natural family planning 

\"standard days\" method) and breast feeding. The Church 
continues to urge the government not to make family planning 

a high priority and it opposes any use of taxpayer money to 

fund family planning efforts. Along these lines 

has strongly opposed a Department of Health program launched 
in early 2005 called \"Ligtas Buntis 

distribution of information on family planning nationally. 

The program also provides contraceptives to those who want 
them. The Church has also strongly opposed a bill (H.B. 

3773) submitted in the House that advocates adoption of a 
comprehensive policy on population management. The bill 
seeks to provide government funds for mobile family planning 
services that would provide contraceptives upon request. The 
Committee on Women gave the bill a favorable recommendation 
in early 2005. The House has not acted on the bill and it 

seems that it will not 

strong Church opposition and the current focus on impeachment 
charges (ref a). President Arroyo 

the Church 


Comment 
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9. (C) To some extent 

take a less activist role is a return to the situation that 
existed before Cardinal Sin came on the scene and became 
involved in political issues in the 1970s-90s. Before that 
timeframe 

not taken an activist posture on political issues. Although 
the Church is refining its role 

player on the political scene 

As was made clear at the time of the CBCP statement 
Filipinos look to the Church for guidance -- and the fact 

that the CBCP did not call for Arroyo\'s resignation pretty 
much doomed the Opposition\'s efforts to undermine her at that 
time. In the near- to mid-term 

plans to remain engaged and that it will become more active 
if it feels some sort of national crisis warrants its 
involvement. lt will remain under countervailing pressure 
however 

itself to maintain a focus on spiritual and doctrinal 

matters 


Visit Embassy Manila\'s Classified SIPRNET website: 
http://www. state.sgov.gov/p/eap/manila/index. cfm 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website: 
http://www.state.sgov.gov/ 
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centrist China Time" all carried U.S. Defense 

Secretary Donald Rumsfeld\'s remarks оп Taiwan\'s arms 


SIPDIS 

procurements at a Pentagon pres briefing Tuesday. The 
two pro-independence newspapers emphasized 
particular 

to Taiwan as a Vsovereign nation.\" The \"Liberty Times V 
carried the news story on its page three 

with the headline: \"Rumsfeld: Taiwan is a sovereign 
nation"; V'Taiwan Daily" ran a banner headline on its 
second page that read: Rumsfeld [talking about 
Taiwan\'s arms procurements]: It is up to the sovereign 
nation to decide. All Chinese-language Taipei dailies 
also carried the news story regarding a decision by 
Taiwan\'s Executive YuanVs to withdraw its original 
special budget for the U.S. arms procurement bill 

to include the purchase of PAC-3 missiles in the 
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regular annual budget. In addition 

Times\" and V'China Times\" reported in their inside pages 
that the United States is likely to commission a 

Spanish shipbuilder to manufacture the submarines for 
Taiwan. 


2. In terms of editorials and commentaries 

Times\" editorial called on new KMT Chairman Ma Ying- 
jeou to meet with President Chen Shui-bian and discuss 
the U.S. arms procurement bill. A \"Taiwan Daily\" 
editorial also urged the Pan-Blue legislators to 

respect the rules of procedure in the Congress and to 
not block the passage of the arms procurement bill any 
more. End summary. 


A) VBian-Ma Meeting to Unlock the [Controversial U.S.] 
Arms Procurements Is a Common Expectation of All the 
Taiwan People 


The pro-independence V'Liberty Times" [circulation: 
600 


V. Taiwan is naturally the main target of China\'s rise 

and China will definitely walk on the road of becoming 

a hegemonic power 

world. The United States and Japan have thus been on 
the alert against it. In other words 

camp\'s boycotts against the U.S. arms procurements will 
not only endanger Taiwan\'s own security but will also 
create a potential crisis [with regard to] the peace 

and stability of the world. This is why the United 

States has been gravely concerned about the arms deal 
[with Taiwan]. On the one hand 

demonstrate its determination to defend itself; it must 

not rely solely on the United States and put its 

survival on the moral support of an ally. On the other 
hand 

Opening in the defenses of the [united] front formed by 
the free world 

a Chinese hegemony that will ravage the free world. As 
a result 

situation 

newspaper hopes Chairman Ma Ying-jeou would change his 
mind and accept President Chen\'s invitation to engage 
in a candid and reasonable meeting and exchange of 
views on major issues such as the U.S. arms procurement 
bill. .\" 


B) \"Legislative Yuan\'s Procedure Committee Has Blocked 
the [U.S.] Arms Procurement Bill for 26 Consecutive 
Times; This Is an Outrageously Bizarre Move\" 
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V. We believe that the Legislative Yuan\'s Procedure 
Committee 

force 

to the U.S. arms procurement bill] simply because new 
KMT Chairman Ma Ying-jeou\'s personal attitude. These 
Pan-Blue legislators have grown used to a conditioned 
response when they were under the helms of Lien Chan 
and James Soong earlier; namely 

whatever [Chen Shui-] Bian said\' and ‘resist whatever 
Taiwan needs\'. The Pan-Blue legislators should figure 
out how to act in their capacity and start respecting 

and abiding the rules of procedure in the Congress 
their voters will not possibly tolerate their reckless 

or contradictory acts that disregard "political 

ethnics 

responsibility WM" 
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constitution in May and the dissolution of the German 
parliament 

GAERC remarks (reftel B) 

a changing EU consensus. However 

decided to co-sponsor Zapatero\'s Alliance of Civilizations 
proposal before the UN 

position. In the meeting with poloff on August 24 

policy coordinator Carlos Fernandez-Arias said that USG 
talking points on Turkish accession (reftel C) V'could have 
been written by our Ministry 

about Spanish support for the October start date of 
negotiations for Turkish accession (reftel D). 


2. (SBU) In terms of public opinion 

of critical interest to Spain 

Muslim immigration in the country is a significant issue 
which almost certainly ties into views of Turkish membership 
in the EU. Public opinion on Turkish accession is divided. 
The latest Eurobarometer poll in June 2005 showed 42% of 
Spaniards in favor of Turkey\'s entry into the EU 

against 

Instituto Elcano report in July showed a higher percentage 
against Turkish accession -- 53% -- with 4196 in favor 
previous polls from early 2005 and from 2004 consistently 
show a larger number of Spaniards in favor or Turkish 
membership than against 

\"indifferent\" response rate. At this point 

seem not to be following the issue 

interest on the part of the public allows the GOS leeway to 
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pursue broader interests. 
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He frames the debate over enlargement solely in the context 
of the twin referenda defeats and the imperative of the EU to 
immediately address the complaints that led the French and 
Dutch voters to say no. He warns against a \"helter-skelter 
enlargement 

belong to Europe" is not on the agenda 

cheap promises!" will end up reducing the EU\'s ability to 
absorb new entries. His comments are not explicitly directly 
against Turkey 


4. (С) Svoboda\'s published comments tracked with those of MFA 
Director for EU Coordination Tomas Ulicny 

Counselor on August 19 that the GOCR position on launching 
negotiations October 3 had to reflect the V'new reality" in 
Europe and the Czech Republic following the referenda 
defeats. As evidence of the latter 

thick binder that allegedly contained 12 

Czechs opposed to Turkish accession (the petition was open 
over a two-week period following a July 29 demonstration on 
Wenceslas Square against EU accession 

Josef Zieleniec as part of the Voice for Europe campaign). 


5. (C) Discussing the landscape of EU members on Turkish 
accession 

firm supporters 

\"the Nordics\" firm opponents. He said the Czechs are now іп 
the \"ambiguous\" category. In the end he admitted that a 
qualified majority in favor of changing the December decision 
was probably impossible 

argument against accession. While Ulicny readily accepted 
the strategic importance of opening the Turkish negotiations 
as agreed last December 

position by stating this ignores the \"cost\" of Turkish 
accession 

paying 


6. (C) Ulicny said that in the end the GOCR position would be 
determined by the question of whether the recent Turkish 
declaration refusing to recognize Cyprus was found to be 
against the acquis. Ulicny said MFA lawyers had determined 
it is not 

Commission lawyers 

prior to the September 1-2 Gymnich. 


7. (C) Ulicny reported that Turkish MFA U/S Sensoy would 
visit Prague on August 25 for a single meeting with Czech MFA 
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Deputy Minister Muller. (Note: Embassy will follow-up with 
Ulicny and the Turkish embassy after this visit). 


8. (C) Ulicny\'s boss 

told Charge August 24 that a change in the Czechs\' formal 
position on accession talks was unlikely given the UK 
Presidency\'s firm position. She added that she was surprised 
by the FM\'s editorial the previous day. 


9. (C) UK Embassy DCM reports HMG is confident the discussion 
at the Gymnich will not alter the status quo 

that they see little likelihood that the Czechs will end up 
opposing the start of accession talks on schedule. 

10. (C) Comment: The FM\'s published comments and the 
passions of one of his senior staff against Turkish accession 
were both a significant departure from past debate on the 
topic. It is not clear how much this reflects a true shift 

in public opinion post-referenda 

firm position in favor of accession from the Prime Minister. 
While our bottom-line assessment is that 

GOCR is not likely to actively oppose launching talks in 
October 

was last year. We will need to continue to engage the 
Czechs 

MUNTER 
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the investor consortium. The GRP appears resistant to paying 
even a first installment until the total cost is clarified. 

Although the government is soliciting bids for 

concessionaires 

terminal without a guarantee to cover potential losses 

incurred by further delays. A World Bank-affiliate will 

start arbitration hearings next year to determine the amount 
owed investors; the government may float a bond to obtain the 
necessary funds. The business community initially supported 
the expropriation 

has done more harm than good to investor confidence. End 
Summary. 


2. (SBU) The new terminal at Ninoy Aquino International 
Airport (NAIA) in Manila remains closed and idle 

months after the GRP expropriation and two months after the 
governmentVs projected opening date. Although the terminal 
is "98 percent completed 

Commercial Counselor Eike Sacksofsky 

have relocated to the new facilities and the government is 
still taking bids from potential concessionaires and baggage 
handlers. Sacksofsky speculated that the government is 
having trouble learning how to operate the complex 
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state-of-the-art technology. Earlier this month 

tried to hire the Japanese general contractor for the 
terminal 

the computer equipment in the terminal. The Japanese firm 
declined the offer 

allegiance to the investment consortium that hired them in 
the first place. Sacksofsky said the investment consortium 
PIATCO -- the Philippine International Airport Terminal 
Company 

has not received any money from the government for building 
the new terminal. The Japanese general contractor has 
received about $200 million to date for its work and is owed 
another $50-80 million 


3. (SBU) In a meeting with Econoff August 17 

Undersecretary for Air Services Ed Pagunsan in the Department 
of Transportation and Communication said the GRP is 
constrained by several legal hurdles in operationalizing the 

new terminal. The Philippine Constitution requires the 
government to provide \"just compensation\" for any 
expropriation. In January 

granted GRP permission to take over the airport also ordered 
immediate payment of the $62 million deposit and selected a 
panel to determine the full amount due. In the meantime 

lower courtYs order prohibited the GRP from performing acts 

of ownership 

Although a Temporary Restraining Order (TRO) by the Supreme 
Court that is still in effect blocks implementation of the 

lower court order 

terminal 

to relocated to the new terminal unless the GRP guarantees 
payment for any lost income due to delays or closures as a 
result of the pending arbitration hearings. The government 

has refused this request 


4. (SBU) Sacksofsky told Econoff on August 23 that the 
parties held many discussions about payment 

hiring an international accounting firm to assess 
compensation after the GRP declared the BOT contract null and 
void in November 2002 due to alleged corruption and cost 
overruns. The consortium balked 

insistence upon capping the amount at $350 million 

original price. Following the expropriation in December 

2004 

International Center for the Settlement of Investment 

Disputes (ICSID) 

Treaty as the legal basis for a decision on compensation. 

The ICSIC will hold a preliminary hearing next month and then 
hear oral arguments starting early next year. In addition 

the company awarded the concession Chang also filed a case 
with the International Chamber of Commerce (ICC) in 
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Singapore 
the concession agreement. 


COMMENT 


5. (SBU) Although government officials still express hopes 
for a soft opening in October 

thinks the terminal will be ready to open this year. The GRP 
may have planned on using the revenue stream from the new 
terminal\'s operations to fund its construction. It now 

appears the government must begin to resolve the compensation 
issue before it can open the airport. Without the funds to 

pay for the new terminal 

issuing a bond 

which the GRP is reluctant to provide. The government took 
over the airport to reassure investors it would not allow 
financial squabbles to hold up important new infrastructure 
projects. GRP promises to pay just and fair compensation 
sound hollow after eight months 

expropriation is now sending yet another negative signal to 
investors about the machinery of government and the judicial 
system in the Philippines. 

JOHNSON 
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rather than into the regular budget for two reasons. First 
the regular budget covers only a single fiscal year and 
cannot readily include long-term 

Second 

have exceeded the limit on central government budget deficit 
(expenditure minus revenue) of 15 percent in any fiscal year. 
Special Budgets are not subject to this limit. However 

they are subject to the limit on total outstanding central 
government debt of 40 percent of average GNP over the 
preceding three years. 


4. (C) Special Budgets also require additional legislation 
authorizing the budget 

two-step legislative process. The Defense Special Budget 
package was split into two bills 

StatuteW and a Special Arms Procurement Budget. The 
Executive Yuan (EY) 

simultaneously rather than the usual consecutive submission 
which gave the opposition Pan-Blue legislators one more 
reason to oppose the Defense Special Budget. Other reasons 
for opposition included claims of excessive weapons prices 
opposition to one or more of the three weapons systems 
later 
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Lien-Soong Mainland China trips in April and May. 
Legislative Gauntlet 


5. (C) LY draft bills must go through the following 
two-committee 


(1) Submission: EY submits proposed bill to LY. 


(2) Procedure Committee: Bill must be approved by a majority 
of the Procedure Committee 

the five political parties in the LY 

agenda. 


(3) First Reading: Reading of the draft bill on the LY 

floor 

committee (or 

Reading). In this full LY session 

party caucuses opposed to the bill can call for a prescribed 
four-month negotiation period 

The political parties theoretically have the same obstructive 
muscle in the Second and Third Readings 

likely to occur so late in the legislative process. (Note: 
Conversely 

is a way to force a floor vote if supporters of the bill can 
obtain the support of a simple majority of legislators and 
thus 

government has never invoked this option 

been able to verify the claim that this option exists with 

any LY member or staffer. End Note.) 


(4) Specialized Committee: After hearings and testimony in 
the relevant LY functional committee -- the Defense Committee 
in the case of the Defense Special Budget -- draft bills must 
win approval of a simple majority of members. Some bills 
languish in committee through an entire three-year 

six-session LY 

zero\" (zidong guiling) and must be reintroduced from scratch 
by the EY in the next session. 


(5) Second Reading: Second reading on the LY floor 
by general discussion 
Final revisions occur at this stage. 


(6) Third Reading: Final reading and vote 
presidential promulgation. 


6. (C) The four-month negotiation provision is tantamount to 
a requirement for unanimous approval by all party caucuses in 
order to avoid the long four-month \"freeze\" delay. The 
Defense Special Budget bills 
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of the Procedure Committee and on to the LY floor in the fall 
and spring 2004-2005 LY sessions. In twenty-six weekly 
sessions 

Committee members voted against the Defense Special Budget 
bill 

reading. 


President Chen Modifies the Special Budget 


7. (C) Office of the President Senior Counselor Liu 
Shi-chung visited AIT on August 24 to inform the Deputy 
Director that President Chen personally decided to shift the 
PAC-III missiles from the Special Budget into the regular 
defense budget. This would 

remaining Special Budget package for P3c\'s and electric 
diesel submarines from NTD 480 proposed in the spring LY 
session in February to 370 billion (USD 15 to 11.6 billion) 

in hopes that the lower amount would facilitate LY passage 
this fall. Liu pointed out that the preceding day 

23 

Ying-jeou to meet and discuss the Special Budget. Noting 
that Ma publicly rejected the invitation 

asked if there had been any private discussion with the KMT 
before the President publicly announced his invitation 

which Liu responded in the negative. The government 
explained 

which has been adamantly opposed to the Special Budget under 
the leadership of its Chairman 


Once Again 


8. (C) The EY will re-submit the revised Defense Procurement 
Special Budget to the fall LY session opening September 13. 
There are scattered signs of more support 

reduced automatic opposition 

the Special Budget out of the Procedure Committee on to the 
LY floor. KMTVs LY Speaker Wang Jin-pyng and Policy 
Committee Director Tseng Yung-chuan have both publicly 
responded positively to reports of the Defense Special Budget 
revision 

least discuss the proposal which 

by the Procedure Committee and placement on the LY agenda. 
New KMT Chairman Ma Ying-jeou could also play a role in this 
process; close advisor and KMT legislator Lai Shi-pao stated 
on August 21 that Ma will support the Special Budget 

a lower level of funding -- though Lai did not clarify how 

low 

would look like. Even PFP legislator Lin Yu-fang 
self-described defense expert who has been a mainstay of the 
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PFP opposition over the past two sessions 

now supports moving the two Special Budget bills out of the 
Procedure Committee into the Defense Committee for 
discussion. Whether other PFP legislators will follow Lin\'s 
lead remains to be seen. 


Long and Winding LY Road 


9. (C) The Defense Procurement Special Budget has been 
through the following four and a half year odyssey: 


-- April 2001: USG informs Taiwan MND of Bush Administration 
approval of the sale of major defense systems with an 
estimated value of USD 20-30 billion (NTD 680 billion - 1 
trillion). 


-- May 2001: MND submits 20-year 

plan to LY 

submarines 

and M-109 A-6 Self-Propelled Artillery. LY passes resolution 
demanding U.S. allow state-owned China Shipbuilding to 
participate in production of submarines. 


-- Autumn 2002: In response to Taiwan MND 

prioritize among the April 2001 items approved for sale 
conducts assessment of Taiwan defense priorities 
most urgent items are C4ISR 

capabilities. 


-- January 2003: Executive Yuan (EY) creates task force to 
promote domestic production of diesel. 


-- June 2003: LY approves budget for purchase of four 
Kidd-class destroyers with enhanced anti-air capability; 
opposition parties force 15% budget reduction. 


-- July 2003: NSC SecGen Chiou l-jen informs USG of plan to 
fund the three priority procurement programs (PAC-III 

and diesel electric submarines) via NTD 510 billion (USD 15 
billion) special budget. 


-- August 2003: MND Minister Tang Yiao-ming publicly 
announces plan to fund purchase of PAC-Ills 

diesel electric submarines via a special budget. Separately 
EY submits funding request to LY for the C4ISR program via 
regular defense budget process. 


-- March 2004: Non-binding referendum on accelerating 
procurement of anti-missile systems fails LY passage; 
opposition parties later cite result to demand the government 
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scrap plans to procure PAC-III missiles. 


-- March 2004: DOD announces sale of early warning radar 
(EWR) to Taiwan at USD 1.8 billion. 


-- May 2004: President Chen Shui-bian appoints CGS Chief Lee 
Jye Minister of National Defense; Lee immediately approves 
Special Budget proposal and forwards to EY. 


-- June 2004: EY Approves Special Budget proposal of NTD 
610.8 billion (USD 18 billion). LY President Wang Jin-pyng 
leads delegation of LY Defense Committee members to the U.S. 
to inspect systems included in Special Defense Budget 
package. Taiwan MND requests the USG cite a lower price for 
construction of the eight diesel submarines to address LY 
complaints over high cost of program. 


- August 2004: MND announces it will not insist on building 
submarines in Taiwan in order to reduce the overall cost of 
the diesel submarine program. 


-- September 2004: EY submits Special Defense Procurement 
Budget to LY. Premier Yu Shyi-kun and MND Minister Lee Jye 
defend budget plan during full session of the LY; Pan-Blue 
activists stage anti-defense procurement rally in Taipei. 

MND Minister Lee Jye tells LY Defense Committee he will 
resign if Special Defense Procurement Budget is rejected. 


-- November 2004: LY Procedure Committee rejects 
consideration of the Special Defense Procurement Budget 
forcing delay in LY review until after December 11 

legislative elections. 

-- January 2005: LY Procedure Committee votes down Special 
Defense Procurement Budget in its final meeting. 


-- February 2005: MND announces it will reduce the funding 
amount for the Special Defense Procurement Budget to NTD 480 
billion (USD 15.5 billion) in order to meet opposition 

demands for a price cut. 


-- March 2005: EY approves revised MND 
and resubmits budget to the new LY session. 


-- March-May 2005: LY Procedure Committee vetoes the Special 
Budget bill each Tuesday through the end of the session in 
late May. 


-- May 2005: PFP announces it will not cooperate absent an 
apology from President Chen for alleging PFP Chairman Soong 
met with Taiwan Affairs Office Director Chen Yunlin in the 

U.S. 
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POLITICAL 
EVALUATION 


1. FOLLOWING IS THE EVDB EVALUATION OF SUBJECT PROGRAM: 


START FIXED-FORMAT TEXT (PLEASE DO NOT EDIT): 

: THE FOLLOWING DATA IS IN A FIXED FORMAT WHICH ENABLES 

: AUTOMATED PROCESSING IN WASHINGTON AND SHOULD NOT BE 

: EDITED EXCEPT BY MEANS OF THE POST-EVDB SOFTWARE. 
EXPORT-SOURCE: POST-EVDB 

VERSION: 3.0.7 

POST-EMAIL: ALDADAWM@STATE.GOV 

TRANSMITTING-POST: PAS AMMAN 

TRANSMITTING-POST-ID: 2887 

EXPORT-TYPE: PROJECT EVALUATION 

START PROJECT-EVAL-REC: 

POST-PROJ-ID: 235 

ECA-PROJ-NO: E/VGN-2005-0014 

PROJ-NAME: YOUNG LEADERS: EFFECTING SOCIAL 

ECONOMIC CHANGE 

CPTHEME: DEMOCRACY AND HUMAN RIGHTS 

START MEMO IMPACT: 

MR. BADER AL-QAID FOUND THE PROGRAM \"EXCELLENT\" AND A V'RIC 
EXPERIENCE." HIS FAVORITE COMPONENT WAS IN WASHINGTON 
AND HIS FAVORITE MEETING OF THE TRIP WAS AT THE STATE 
DEPARTMENT WHERE THEY DISCUSSED U.S. FOREIGN POLICY. HE 
WOULD HAVE LIKED THE OPPORTUNITY TO MEET WITH STATE 
DEPARTMENT OFFICIALS TO DISCUSS HIS ACTIVITIES IN JORDAN ANE 
LEARN HOW JORDANIAN NGOS SUCH AS HIS COULD PARTNER WITH 
STATE ON REFORM-ORIENTED PROGRAMS. [EMBOFF ADVISED THAT | 
COULD DIRECT QUESTIONS ON THIS MATTER TO THE EMBASSY\'S 
PUBLIC AFFAIRS OFFICE.] 

HE WAS VERY IMPRESSED BY THE ROLE OF NGOS IN AMERICAN 
SOCIETY AND THEIR ABILITY TO OBTAIN FUNDING FROM 

INDIVIDUALS 

CONCERNED THAT THE PROCEDURES USED BY U.S. NGOS WOULD 
PROBABLY NOT EASILY TRANSFER TO JORDAN 

NGOS ARE FUNDED BY THE GOVERNMENT OR THROUGH MEMBERSH 
THE GROUP DYNAMICS WORKED WELL AND HE BENEFITED FROM 
INTERACTION WITH OTHERS FROM THE REGION. 

HIS ONLY CRITIQUE OF THE PROGRAM WAS THAT IT WAS TOO 
INTENSIVE. AT THE SAME TIME 

PROGRAM 

HAVE LIKED TO SPEND MORE TIME WITH EACH SPEAKER IN-DEPTH. F 
MIGHT HAVE BENEFITED MORE FROM FEWER SPEAKERS BUT MORE ` 
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WITH EACH ONE. 

FINALLY 

AMERICANS 

END MEMO IMPACT: 

START MEMO AUDIENCE-REACHED: 

MR. BADER AL-QAID IS THE PRESIDENT OF THE NORTHERN BADIA 
FORUM FOR CULTURE AND DEVELOPMENT. HE IS ALSO A TEACHER C 
CIVIC EDUCATION AND VOCATIONAL EDUCATION AT THE MINISTRY Ol 
EDUCATION. HE ONLY RECENTLY RETURNED FROM THE U.S. BUT IS 
PLANNING ТО GATHER HIS FORUM\S MEMBERS TOGETHER TO TELL ` 
OF HIS EXPERIENCE IN AMERICA. HE WAS ALSO VERY EAGER TO 
LEARN ABOUT WAYS THAT THE FORUM COULD APPLY FOR FUNDING 
THE MIDDLE EAST PARTNERSHIP INITIATIVE OR OTHER U.S. 
SOURCES. 

END MEMO AUDIENCE-REACHED: 

ECA-PROGRAM-OFFICE-RATING: 5 

START MEMO ECA-PROG-OFFICE-COMMENT: 


END MEMO ECA-PROG-OFFICE-COMMENT: 
PROGRAM-AGENCY-RATING: 5 
START MEMO PROG-AGENCY-COMMENT: 


END MEMO PROG-AGENCY-COMMENT: 

START CITY-CIV-EVALUATION: 

CITY-CIV: ACADEMY FOR EDUCATIONAL DEVELOPMENT : 1309 
RATING: 5 

START MEMO COMMENT: 


END MEMO COMMENT: 

END CITY-CIV-EVALUATION: 

START ESCORT-INTERPRETER-EVALUATION: 
ESCORT-INTERPRETER: SANA ABED-KOTOB 
RATING: 5 

START MEMO COMMENT: 


END MEMO COMMENT: 

END ESCORT-INTERPRETER-EVALUATION: 
START ESCORT-INTERPRETER-EVALUATION: 
ESCORT-INTERPRETER: MOHAMMED SMADI 
RATING: 5 

START MEMO COMMENT: 


END MEMO COMMENT: 

END ESCORT-INTERPRETER-EVALUATION: 
START ESCORT-INTERPRETER-EVALUATION: 
ESCORT-INTERPRETER: NABIL MAHMOUD 
RATING: 5 

START MEMO COMMENT: 


END MEMO COMMENT: 
END ESCORT-INTERPRETER-EVALUATION: 
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START ESCORT-INTERPRETER-EVALUATION: 
ESCORT-INTERPRETER: MIRIAM KHOURSHED 
RATING: 5 

START MEMO COMMENT: 


END MEMO COMMENT: 
END ESCORT-INTERPRETER-EVALUATION: 
END PROJECT-EVAL-REC: 
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disengagement-related aid from the U.S. Israel Radio 
reported that today 

meet with Secretary Rice. The station notes that 
Olmert and Livni are both Sharon associates. 


Israel Radio reported that Olmert and his Egyptian 
counterpart 
asked the U.S. to expand their joint free-trade zones. 


All media (lead stories in many of them) reported that 
a British yeshiva student 

was stabbed to death last night 

in the Old City of Jerusalem 

AmCit 

that last night in the Tulkarm refugee camp 

Forces of the IDF killed five Palestinians 

them senior wanted men from Islamic Jihad and Fatah. 
Israel Radio cited Palestinian claims that the IDF had 
killed teenagers and a denial by the IDF. Leading 
media reported that Fatah and Islamic Jihad (or Hamas) 
vowed to take revenge on Israel. 


Israel Radio reported that late this morning 
shell landed next to Margaliot 
border. There were no casualties. 


Maariv reported that following a special security 
meeting convened by Defense Minister Shaul Mofaz on 
Wednesday 

could deploy along the Philadelphi route in two weeks. 
For its part 

officials decided that the IDF would withdraw from the 
corridor by the end of the year. Leading media note 
that the cabinet is expected to vote on the Israeli- 
Egypt agreement on Sunday 

course of next week. 


Jerusalem Post reported that representatives of various 
Palestinian groups in the Gaza Strip (the Popular 
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Committee for Defending Palestinian Lands) accused 
Israel on Wednesday of burying \"toxic materials\" under 
the rubble of dismantled settlements to prevent 
Palestinians from exploiting the land. 


Leading media cited a statement issued on Wednesday by 
the UN Security Council 

the Security Council welcome the beginning of the 

Israeli withdrawal from Gaza and parts of the northern 
West Bank and they commend the ongoing implementation 
of this process.\" 


HaVaretz quoted Palestinian sources in Gaza as saying 
it would be difficult for the PA police to guard the 
evacuated settlements and prevent the Palestinian 
public and armed groups from entering them. 


IDF Radio Wednesday cited the Popular Resistance 
Committees militant network as saying that it has 
developed a rocket capable of striking targets 15 km 
away from the Gaza Strip -- enough to strike Ashkelon. 
Maariv reported that the Shin Bet has fortified 
Sharon\'s Sycamore Farm against Qassam rockets. 


Israel Radio reported that elements in the Arab world 
are prodding Islamic Jihad to participate in the 
Palestinian Legislative Council elections. 


Maariv reported that senior IDF officers told residents 
of the northern West Bank settlements of Hermesh and 
Mevo Dotan this week that they are V'next in line" for 
evacuation. Hatzofe reported that the government and 
the settlers had reached an agreement postponing the 
evacuation 

wanted a tough image of Gush Katif residents to be 
engraved in the public eye. 


Leading media reported that the Likud leadership is 
preparing for early Knesset elections. Citing 
conversations with aides of PM Sharon and other figures 
in Israeli politics 

Sharon\'s close advisers believe that he should leave 
the Likud and set up a new party. 


Maariv bannered a TNS/Teleseker Polling Institute 
survey that found that Binyamin Netanyahu would 
overcome Sharon in internal Likud elections 

the party would come out weakened from the contest: 
-Should Sharon retire from politics 

Likud would garner 32 Knesset seats; Peres-Led Labor 
would obtain 31 seats. 
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-Should Sharon remain in politics 

would garner 38 Knesset seats; Peres-Led Labor would 
obtain 22 seats. 

-Should the Likud split 

seats; \"Netanyahu\'s Likud\" would get 20 seats. 
-Should the \"big bang\" in Israeli politics happen 
Sharon-Peres-Lapid party would reap 54 seats; 
\"Netanyahu\'s Likud\" would obtain 23 seats. 


Yediot and Jerusalem Post reported that the American 
computer chip giant Intel plans to base its next 
generation of processors on the models developed in its 
Israeli branch. 


Washington correspondent Shmuel Rosner wrote in 
independent 

week of disengagement 

see eye to eye on the next stage.\" 


Liberal op-ed writer Ofer Shelach commented in mass- 
circulation 

experienced magician [Sharon] draws all of the public\'s 
attention to his one hand 

wits will prevent them from seeing what his other hand 
is doing.\" 


Middle East affairs commentator Guy Bechor 

at the Interdisciplinary Center 

Aharonot: \"The automatic hold on the Gaza Strip has 
become 

Pavlov\'s dog.... Israel must let go of its hold since 
the situation has changed and we have left.\" 


Nationalist 

enjoys that achievement [the disengagement] 

he\'ll certainly credit to himself -- as well as the one- 
on-one understandings he reached with Ariel Sharon.\" 


Block Quotes: 


I. "Washington: It\'s the Palestinians\' Move Now!" 


Washington correspondent Shmuel Rosner wrote in 


Column 3 

independent 

\"Official Washington was quite open this week about its 
expectations for a continuation of the diplomatic 
process in the Middle East. The President himself said 
bluntly that what \'must happen now is the establishment 
of a working government in Gaza\..... In Israel 

course 

now in the other court. Thus 

disengagement 

eye on the next stage. Israel has proven its 
determination in carrying out the pullout from Gaza 

and now the Palestinians must implement the required 
reforms. The message was clearly spelled out in 
telephone calls from Washington to Ramallah in the past 
days.... The diplomatic dialogue between Israel and the 
U.S. this week indicated mutual satisfaction.... In the 
background is the understanding of the political 
difficulties Sharon faces in his party.... Even the 

issue of settlements is now being mentioned by the 
administration in more hushed tones.... Therefore 
should not expect too much fuss about the building of 
the fence in the MaValeh Adumim area: the 
administration is not going to argue with Israel about 

its security needs and its right to defend itself 

[Assistant Secretary of State David] Welch said. The 
question is the fence\'s route 

studied. Then if necessary 


II. \"What the Other Hand Is Doing" 


Liberal op-ed writer Ofer Shelach commented in mass- 
circulation 

\"[The erection of a separation fence encompassing 
MaValeh Adumim] will create a state of physical 
separation that will render impossible most of the 
existing ideas for how to solve the question of 
Jerusalem and how to create a Palestinian state with 
territorial contiguity. The next stage will be to 

present the construction plans that will build houses 
right up beside the fence and will create a situation 
that will be difficult to reverse.... Under the cover 

[of disengagement] and against the backdrop of the 
public\'s deep sleep 

for Greater Jerusalem. On the very day when all eyes 
were turned to Kfar Darom and Sa-Nur 

established on the ground in Jerusalem -- the place 
where 

arrangement will ever be achieved between us and the 
Palestinians. All this was done far from the eyes of 
the public 

without knowing for what 
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yet to cost Israel dearly in blood and money: either 
this initiative will be scuttled as a result of 
international and legal pressure 

the separation fence 

create a reality that complicates the achievement of a 
political solution. While the Left rose to cheer its 

new hero 

implementation of his plan 

the ground elsewhere. Like an experienced magician he 
draws all of the public\'s attention to his one hand 
assuming that their dull wits will prevent them from 
seeing what his other hand is doing." 


III. VIsrael and Pavlov\'s Dogs" 


Middle East affairs commentator Guy Bechor 

at the Interdisciplinary Center 

Aharonot (August 25): “Тһе Palestinians claim today 
that Israel\'s decision to reserve responsibility for 

air 

any such recognition by the UN regarding Gaza. For 
this reason 

receive world legitimacy any time soon. Worse than 
that 

could be criticized in the world and this trend has 
already begun -- with the claim that the withdrawal 
only made the problem worse 

imprisoned in an Israeli cage and the occupation is 
being done by remote control. In order to nip this 
claim in the bud 

Gaza full control over their border crossing with 
Egypt.... The automatic hold on the Gaza Strip has 
become 

PavlowW's dog 

ringing to the meal he was supposed to receive. Israel 
must let go of its hold since the situation has changed 
and we have left. That is the meaning of the word 
VdisengagementY and the possibility of gaining 
international legitimacy. As of now Israel is 

reserving to itself air and sea supervision of Gaza due 
to fear of terrorism 

itself 

by land and with the entire Arab world in the most free 
and complete manner." 


IV. VBush Has Failed in Iraq -- the Compensation Is a 
Deportation of Jews" 


Nationalist 
25): VU.S. President George Bush \'applauds\' Prime 
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Minister Ariel Sharon for the completion of his work -- 
the deportation of the Gush Katif Jews. So do [Bush\'s] 
partners in the military coalition that is rolling in 

its own blood in Iraq. Bush enjoys that achievement 
[the disengagement] 

himself -- as well as the one-on-one understandings he 
reached with Ariel Sharon. The U.S. is enduring 
countless blows in Iraq 

slaughterhouse.... Bush also experiences humiliations 
from the number one enemy of Christendom and the 
Western world -- Al-Qaida.... Israel is the heart of 

the nations; when it bleeds 

will have to take part in its torments.\" 


Conservative 

VA vast gulf separates Amman and Cairo on the issue of 
border security. That divide must be bridged as soon 

as possible." 


Block Quotes: 


V From Aqaba to Тарау 


Conservative 

(August 25): \"Only a few dozen kilometers 

separate the Red Sea resort cities of Agaba in Jordan 
and Taba in Sinai. Yet a vast gulf separates Amman and 
Cairo on the issue of border security. That divide 

must be bridged as soon as possible.... No matter 
whether Palestinians or global jihadists are the source 
of [terror] threats 

three countries.... With that in mind 

that all three countries could agree on the need to 
clamp down on terrorism at the borders. Unfortunately 
though 

lagging noticeably.... Egypt could take a lesson from 
Jordan 

peace along its border with Israel.... [And] Amman must 
remain vigilant 

leader Abu Musab al-Zarqawi is suspected of trying to 
take over his native Jordan.... The challenge of 

border security in our region 

becoming all the greater as Israel prepares to leave 
Gaza altogether. The Israel-Egypt peace treaty may be 
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tested as never before. Terrorism is a threat that no 
country can allow to cross its border." 


KURTZER 
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THE GOVERNMENT\'S POLITICAL RENTR IS TODAY\S MAJOR FRONT-F 
STORY WITH PM DE VILLEPIN SAID TO BE FACING \"SEVERAL 
CHALLENGES\" (LE FIGARO 

CLIMATE\" (LA CROIX.) LEFT-OF-CENTER LIBERATION CARRIES AN 
OPINION POLL INDICATING THAT WHILE PRESIDENT CHIRAC HAS GAI 
TWO PERCENTAGE POINTS SINCE THE BEGINNING OF THE SUMMER \ 
32 PERCENT OF RESPONDENTS SUPPORTING THE PRESIDENT 
VILLEPINYS ECONOMIC MEASURES REMAIN UNPOPULAR: DE VILLEPIN 
LOSES TWO PERCENTAGE POINTS AND IS DOWN TO 42 PERCENT IN 
POPULAR SUPPORT. SAYS FRANCOIS MIQUET-MARTY OF THE LOUIS- 
HARRIS POLLING INSTITUTE: \"WHAT IS UNUSUAL IS TO SEE A 
PRESIDENT AND HIS PM WITH UNDER 50 PERCENT SUPPORT SO SOO 
AFTER A GOVERNMENT RESHUFFLE.\" 


PRESIDENT BUSH\'S SEPTEMBER 7 MEETING WITH CHINA\'S PRESIDE! 
JINTAO SERVES AS BACKGROUND FOR TWO REPORTS ON CHINESE- 
AMERICAN RELATIONS 

THAT THE W“HONEYMOONV TRIGGERED BY 9/11 AND THE FIGHT AGAIN 
TERRORISM IS COMING TO AN END. WHILE LE FIGARO INSISTS ON 
ECONOMIC AND OIL-DOMINATED CONFLICTS 

FOCUSES ON CHINA\'S MILITARY EXERCISES WITH MOSCOW AND ITS 
MESSAGE TO WASHINGTON ABOUT TAIWAN. (SEE PART C) 


PRESIDENT BUSH\'S LATEST SPEECH ON IRAQ ELICITS AN ACERBIC 
COMMENTARY FROM EDITORIALIST JACQUES AMALRIC IN LEFT-OF-CI 
LIBERATION TITLED: \"PRESIDENT BUSH\'S DISTURBING OPTIMISM.\" 
(SEE PART C) 


SEVERAL DAILIES REPORT EXTENSIVELY ON THE U.S. REACTION TO 
LANCE ARMSTRONGVS V'FALL FROM GRACE.\" IN POPULAR RIGHT-OF- 
CENTER LE PARISIEN THOMAS CANTALOUBE WRITES: \"FOR THE 
AMERICANS 

AN ICON. FOR HIS FANS 

LOSERS.\\" 


FRANCE SOIR DEVOTES A TWO-PAGE REPORT TO THE THREAT OF Al 
AVIAN FLU PANDEMIC IN EUROPE AND NOTES THAT FRANCE\'S STOCI 
VACCINES REMAINS INSUFFICIENT. 

(C) SUPPORTING TEXT/BLOCK QUOTES: 


IRAQ - PRESIDENT BUSH SPEECH - IRAQ STRATEGY 
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VBUSHVS DISTURBING OPTIMISM\" 

JACQUES AMALRIC IN LEFT-OF-CENTER LIBERATION (08/25): 
VEXPERIENCE HAS TAUGHT US THAT PRESIDENT BUSHVS REMARKS / 
EXCELLENT BAROMETER FOR MEASURING THE EVOLUTION OF THE 
SITUATION IN IRAQ - THE MORE HE IS OPTIMISTIC 

SITUATION. THIS IS WHY WE SHOULD BE CONCERNED ABOUT HIS 
OPTIMISTIC DECLARATIONS ON TUESDAY. REALITY OF COURSE IS 
DIFFERENT: THE TEXT OF THE CONSTITUTION IS SAID TO BE GIVING 
THE LIONS SHARE TO ISLAM AS THE "PRINCIPAL SOURCE\' IN IRAQ\'S 
LEGISLATION. THE FACT THAT THE SUNNI COMMUNITY HAS NOT BEEI 
INTEGRATED IN THE CONSTITUTIONAL PROJECT IS A MAJOR POLITIC, 
FAILURE FOR THE U.S. AND A MARKED SUCCESS FOR THE `РВО- 
SADDAMISTS\ AND THEIR ISLAMIC ALLIES. THE U.S. REFUSED TO 
ALLOW ENOUGH TIME FOR THE PROJECT BECAUSE OF ITS EAGERNE 
ACCELERATE IRAQ\'S POLITICAL PROCESS. IF THE CONSTITUTION IS 
REJECTED NEXT OCTOBER 

WAR AND PUSH THE KURDS AND THE SHIITES TO PROCLAIM THEIR 
AUTONOMY. THIS WOULD BE ENOUGH TO DESTABILIZE AN ALREADY : 
REGION WHICH HAS IRAN INCREASINGLY ENMESHED IN IRAQ\'S AFFA 
TIME IS PRESSING FOR BUSH THE OPTIMIST 

APPROVED BY A MERE 34 PERCENT IN THE U.S." 

EAST ASIA: CHINA - U.S. RELATIONS 


VHU JINTAO FOR THE FIRST TIME IN WASHINGTON" 

JEAN-JACQUES MEVEL IN RIGHT-OF-CENTER LE FIGARO (08/25): 
VAFTER FOUR YEARS AS PRESIDENT 

REVERTED TO HIS CAMPAIGNING STANCE ABOUT CHINA 
"STRATEGIC RIVALY THAN A PARTNER. THE PARENTHESIS OPENED Al 
9/11 AND THE IRAQ WAR APPEARS TO BE CLOSING. BECAUSE OF ITS 
INCREDIBLE ECONOMIC 

BACK ON WASHINGTONVS WARNING RADARS. BUT СНІМА\5 NEWFOU 
CONFIDENCE IS DAMPENED BY A NEW PROTECTIONIST MOVEMENT I! 
U.S. . AND THE CHINESE-RUSSIAN MILITARY MANEUVERS ARE МОТ 
HELPING. BUT IT IS CHINAYS RECENT “OIL DIPLOMACYY WITH 
UNSAVORY ALLIES SUCH AS IRAN 

WASHINGTON WORRIED. WHEREVER THE U.S. TURNS FOR ITS OIL IT 
SURE TO BE CROSSING CHINA\'S PATH. 


VCHINESE-RUSSIAN MILITARY EXERCISES: A CRUSADE AGAINST TAIM 
FREDERIC BOBIN IN LEFT-OF-CENTER LE MONDE (08/25): "ONE NEED 
BE EXTREMELY NAIVE NOT TO READ THE MESSAGE SENT BY THE 
CHINESE. THE SCENARIO OF THE CHINESE-RUSSIAN MILITARY 
EXERCISES IS CLEARLY A SCENARIO FOR THE CONTAINMENT OF TAI 
THE OFFICIAL COMMENTS OF THE CHINESE AND THE RUSSIANS ARE 
CREDIBLE 

SECRETARY OF DEFENSE 


SIPDIS 

ILLUSTRATES A DESIRE NOT TO COMPROMISE BUSHVS VISIT WITH TF 
CHINESE IN SEPTEMBER. IT IS CLEAR THAT TAIWAN CONTINUES TO B 
BEIJINGYS DREAD. GREATER THAN ANY SUPPOSED TERRORIST THRE 
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BUT THE MESSAGE GOES WELL BEYOND TAIWAN. IT IS ADDRESSED 1 
WASHINGTON 

HELPING TAIWAN. WILL THE MESSAGE BE HEARD? RELATIONS BETW 
BEIJING AND WASHINGTON HAVE RECENTLY IMPROVED 
APPRECIATING CHINAVS OFFER TO HELP IN THE FIGHT AGAINST 
TERRORISM AND ITS HELPFUL SILENCE ABOUT IRAQ. BUT IT APPEAR: 
THE HONEYMOON IS OVER. ON THE ONE HAND THERE IS THE MILITAF 
ESCALATION OF BEIJING AND ON THE OTHER AN AMERICAN GAME WI 
BEIJING READS AS A STRATEGY OF ANTI-CHINESE CONTAINMENT. BC 
ARE FEEDING MUTUAL FEELINGS OF MISTRUST.\" HOFANN 
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delete all mention of federalism from the draft 
constitution or to make the text sufficiently vague in 
order to postpone a clear definition of the concept. 
According to Dulaimi 

because they believe it will separate Ігад.\" PolOff told 
Dulaimi that Sunni leaders should discuss their concerns 
directly with the ShiVa and Kurds. 


3. (C) Dulaimi said that U.S. expressions of support for 

the new constitution 

President August 23 

for talks among Iraq\'s three communities. He said the U.S. 
position has led Sunnis to conclude that they had to choose 
between federalism and violence. PolOff countered that 
Dulaimi should make every effort to press for peaceful 
Sunni dialogue with other communities. 


4. (C) Dulaimi argued that opposition to federalism extends 
beyond Sunnis to members of all communities who are 
concerned about Iran\'s growing influence in southern Iraq. 
He warned that \"Ігап wants to export the Shia revolution to 
Iraq with clerics ruling the government" Dulaimi claimed 
that a group of like-minded Iraqis from all communities 
(Shia and Sunni 

Baghdad 

\"federalism\". 


5. (C) COMMENT: Several of our Sunni Arab contacts on 
August 24 noted that the Arab media\'s spin on the 
President\'s August 23 remarks concerning the Iraqi 
constitution had made negotiations harder. The general 
thrust of the President's remarks 

such as Sharq al-Awsat and the BBC Arabic service 

the President had said that Sunni Arabs should either 
accept the draft constitution or face living with more 
violence. We are sharing the actual text of the 
President\'s remarks with Sunni Arab contacts to show the 
media spin here was quite wrong. DulaimiVs effort to blame 
the U.S. for the Sunni position on the constitution -- and 
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even violence -- is self-serving. However 

an influential figure among many lraqi Sunnis 

are trying to get him to take a moderate and constructive 
stance. Getting Sunni Arabs like Dulaimi to support the 
draft will be hard 

broadening support for the political process and 
undercutting Sunni Arab community support for violence. 


Khalilzad 
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(Comment: Judging by Turmagambetovavs relatively positive 
assessment of GOK policy 

particular 

more acceptable to the GOK than KIBHR is. Her departure 
would not be entirely unwelcome among the donor community 
as she is known to be difficult to work with and reluctant 

to share information. End comment.) Clearly aware of how 
the situation appears 

there were already rumors that her office at KIBHR was not 
robbed because she was a GOK \"informant.\" 


8. (SBU) Comment: Burglaries are relatively uncommon in 
Almaty 

value items for the taking. Given the nature of the items 
stolen and their relatively low resale value 

that this may well have been a politically-motivated effort 
to impede KIBHRVs work. End comment. 

9. (U) Dushanbe minimize considered. 


ASQUINO 


NNNN 
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5. Half of Wiwat\'s group has remained in the village to train and educate villa 
Their effort is coordinated with local self-government Tambon Administrative ( 


6. Wiwat explained that his work runs counter to the interest of officials from ' 


7. Since kicking off the citizenship education effort this month in the Mae Sak 


forms of interference. The district office reportedly alerted 


local officers and military units about the presence of a group who might interf 


8. Other groups working in the Mae Fa Luang district have 
reported similar intimidation tactics. A group of local 
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teachers at Ban Thoed Thai School was cautioned by the district office for brit 
rights senators. Another NGO 

Education under the support of PLAN International-Northern Program has alsı 


9. Sakda Saenmi 


10. Comment: Hill tribe citizenship issues are complicated and contentious. 
and district officials to rake off a little money. Itis not 

surprising that an NGO trying to by-pass the bureaucracy would meet with opp 
grenade-thrower(s) were caught. 


CAMP 
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Schuster deceived my government" 

Rajashekhara Reddy told a private TV channel 
confident that the probes in Germany and by the CBI 
(Central Bureau of Investigation) will confirm this fact. V 


4. (U) VW\'s quick and effective assistance to GoAP\'s damage 
control efforts helped. On July 21 

public statement that the company will repay the two 
million Euros to AP. V'The company is thus assuming 
responsibility for the damages caused by the suspected 
illegal dealings of the former Head of Human Resources at 
Skoda 

added that the group will V'call to account those 
responsible for the damage both inside and outside the 
company," VW sent former German Ambassador to India 
Elbe 

Minister Reddy in Hyderabad on August 1 

state of the companys continued interest in Andhra 
Pradesh. 


5. (U) Chief Minister Reddy\'s decision to leave the 
investigation to the federal agency 

Industry Minister Botcha Satyanarayana to another 
department also helped mitigate the damage. The CBI has 
arrested Ashok Jain and conducted searches at associated 
premises. Chief Minister Reddy\'s political colleagues 
meanwhile 

with the VW while they were in power. Senior Congress 
leader and Municipal Administration Minister Koneru Ranga 
Rao told Post that Telugu Desam Party leader Chandrababu 
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Naidu had promised to buy 50 ambulances from Volkswagen at 
five million rupees ($120 

million car project. 


6. (U) All these efforts 

GoAP of what the media calls 

minds of the public. It is widely believed that the money 
was probably paid to Vasishta Wahan as \"facilitation 
charges" 

participation. Newspapers have also raised allegations on 
the shunted minister Satyanarayana\'s and his brother 
MuralikrishnaVs private real estate and other business 
deals in connection with Volkswagen investment. The 
Frontline magazine of July 30 raised several questions for 
the CBI to answer: \"Was the government conned by a glib 
operator? Why did the government release the money to 
Vasishta Wahan and not to Volkswagen 

an MOU? Could such a payment be made to a company whose 
authorized share capital is just Rupees 100 

operates from a one-room office in Delhi?\" 


7. (SBU) If it is the ruling party that is facing the 
allegations in AP 

India Marxist (CPI-M) that is on trial in Kerala. The 
Party State Secretary Pinarayi Vijayan is caught in the 
middle of a controversy involving a contract awarded to SNC 
Lavalin of Canada in 1996-97 

Minister. In the context of an ongoing power struggle 
within the CPI(M) 

the allegations might threaten Vijayan\'s Chief Ministerial 
prospects. Vijayan is widely considered to be relatively 
more open to FDI and private sector activity than CPI-M 
alternatives. 


8. (SBU) Congress party leaders allege that Vijayan 

a 1996 visit to Canada 

service agreement with SNC Lavalin for the modernization of 
three hydroelectric projects (Pallivasal 

Panniyar) into a Rupees 3.74 billion fixed price contract 
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without global tenders. Senior Congress leader and 
legislator M.M. Hassan told Post that that Comptroller and 
Auditor General in his draft report has mentioned that the 
entire expenditure in this project was wasteful as it 

failed to enhance production. According to Hassan 

also pointed out that Lavalin had gone back on its promise 
to provide a grant of Rupees 983 million $23 million) for 
Malabar Cancer Center in return for the contract 

only Rupees 89.8 million ($2.1 million). Hassan believes 
that SNC Lavalin might have paid all the money 
intermediaries probably siphoned off. He hinted to Post 
that the money might have gone into the launching of the 
CPI(M)Vs private TV channel company 

described the SNC Lavalin deal as the biggest scam in the 
history of the state. 


9. (SBU) CPI(M) Central Committee Member and prominent 
Kerala leader M.A. Baby (Protect) told Post that his leader 
Vijayan is being pilloried for taking a proactive role in 
solving the energy problems of the state. V'All he wanted 
was to go fast in solving serious energy crisis V 

said. Ranji Kuriakose 

writes on the scam 

grown sensational in the context of the internecine power 
struggle within the CPI(M). \"Vijayan\'s diehard opponent in 
the party 

exposing the deal 

Chandy has ordered a vigilance enquiry into the affair. 
Ranji 

proceeding fast 

party\'s former Energy Minister 

have had a part in the deal. 


10. (SBU) Unlike Volkswagen 

initiative in clearing its name. Hassan pointed out that 

SNC Lavalin is remaining silent 

raging in Kerala. Ranji has heard rumors that the Canadian 
High Commission has written to the GoK saying that the 
company has paid all it owes 

details of the payment. 


11. (SBU) COMMENT: Both the VW and SNC Lavalin episodes 
show how a lack of transparency in deals between multi- 
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national corporations and state governments can lead to 
serious issues of corruption. The companies have reacted 
differently. While VW\'s proactive steps clearly helped 
salvage its reputation 

of helplessness 

the region. In the case of VW 

learned another lesson too: In the eagerness to compete 
with neighboring states in securing FDI 

careful not to go too fast. END COMMENT 

CANDADAI 
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top billing on August 25. Additional top \"stories\" included 
typically bland coverage of the regime\'s mass-member 
organization 

Association (USDA) 


4. (C) As of COB August 25 

appearances by either Senior General Than Shwe or Vice Senior 
General Maung Aye since the rumors of an alleged struggle 
emerged late on August 23. However 

routine and there are no signs that the SPDC has canceled or 
postponed regularly scheduled functions and events. 

According to Thailand Embassy contacts 

change to plans for a visit on August 31 by Foreign Minister 
Kanthati 

Shwe. 


5. (C) Comment: If nothing has taken place 

practice would portend an imminent and public display of 
regime unity via a photo op with many or all of the top 

generals. The SPDC\'s prolonged silence and/or absence from 
public view of top leaders could generate additional 

speculation that something is amiss. The diplomatic corps is 
split 

have not provided compelling evidence 

removed Than Shwe from power. Several other missions dismiss 
entirely the talk of either illness among the generals or a 
top-level struggle. From our own perspective 

uncertain what has or has not taken place within the SPDC. 
However 

disruption. End Comment. 

Stoltz 
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assassination of Foreign Minister Lakshman Kadirgamar. 
Norwegian Ambassador Hans Brattskar told ChargeY August 25 
that he expects the talks will take place within the next two 
weeks 

and LTTE-controlled territories in northern Sri Lanka. The 
Norwegian envoy denied Sri Lankan press reports that Norway 
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had urged the EU not to list the LTTE as a terrorist 
organization. The GSL looks to the U.S. to send the LTTE Wa 
very 

makes \"business as usualV impossible 

Secretary H.M.G.S. Palihakkara told ChargeV on August 24. In 


SIPDIS 

particular 

other countries 

investigate the flow of money from the Tamil diaspora to the 
Tigers. Embassy recommends that the Department raise with 
Brussels the possibility of listing the LTTE as a terrorist 
organization; encourage the Governments of Thailand and 
Indonesia to investigate reported LTTE weapons procurements 
in those countries; and review possible sources of LTTE 
funding in the U.S. End summary. 


FROM NORWAY TO \"NO-MAN\'S LAND": 
TALKS VENUE SHIFTS AFTER GSL GRUMBLING 


3. (C) Nearly a week after the Liberation Tigers of Tamil 

Eelam (LTTE) agreed to talks with the Government of Sri Lanka 
(GSL) to strengthen the Ceasefire Agreement 

regarding the timing 

unresolved. Norwegian Ambassador Hans Brattskar told ChargeV 
on August 25 that he remains in the middle of GSL and LTTE 
jockeying over these specifics. He said it is increasingly 

likely 

instead of Oslo 

venue (Ref B). Where in Sri Lanka 

the air. The GSL refuses to meet at LTTE headquarters in 
Kilinochchi 

concerns 

Norwegians are thus working for agreement on a neutral site 
like the \"no-man\'s landW between GSL- and LTTE-held 
territories in the north. To assuage LTTE concerns about 
security 

accompany the Tigers from Kilinochchi on the drive down to an 
agreed-upon location in \"no-man\'s land\"--most likely Omanthai 
in the northern district of Vavuniya. Brattskar said that 

the meeting could take place as early as next week 

following week is likelier 

can be worked out. Norwegian Deputy Foreign Minister Vidar 
Helgesen would come for the meeting 

while London-based LTTE theoretician Anton Balasingham almost 
certainly would not. 


4. (C) The GSL had strongly opposed the selection of Oslo 
as a venue for several reasons. In an August 22 meeting 
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Acting GSL Peace Secretariat head John Gooneratne told 
Charge! that if the purpose of the proposed talks truly was 

to address ways to strengthen the Ceasefire Agreement (CFA) 
working-level 

commanders of both sides familiar with V'the ground realities!" 
would be the most practical vehicle to achieve that. 
Military-to-military meetings used to occur regularly at the 
district level 

in preserving the CFA 

in them except in Jaffna. Ifthe venue were Oslo 

would send a high-level political delegation (most likely led 

by Tiger ideologue Thamilchelvan) 

generalities with no reference to what is going on on the 
ground." The LTTE mouthpieces would use Oslo as a backdrop 
for posturing and evasiveness 

commitments to end violations of the CFA 

predicted. The GSL had been looking for some time for ways 
to strengthen the CFA--not to rewrite it--but the WLTTE has a 
different idea of what the talks should be. They see talks 

as a delaying tactic 

avoiding (the) international opprobrium" the LTTE deserves 
for KadirgamarVs assassination. 


5. (C) In an August 24 discussion 

H.M.G.S. Palihakkara emphasized to the Charge" that the 
perception of an Oslo venue as a reward for the Kadirgamar 
killing could cause President Kumaratunga\'s embattled 
government significant political damage. V'Our commitment to 
the peace process is unchanged 

explained 

Kumaratunga has already come under fire from her right-wing 
rivals for proposing talks so soon after the assassination; 

an all-expense paid Tiger boondoggle to a European capital 
would only \"give the extremists a chunky bone to chew on." 
To dispel that perception 

working-level CFA talks at any venue in Sri Lanka except LTTE 
headquarters in Kilinochchi 


POSSIBLE EU DESIGNATION: 
BEARS FURTHER SCRUTINY 


6. (C) Both Gooneratne and Palihakkara complained to Charge\' 
about reports in the Sri Lankan media that Norwegian Deputy 
Foreign Minister Helgesen had told an Oslo press conference 
that Norway does not support an EU designation of the LTTE as 
a terrorist organization. The GSL had been looking for V'more 
muscular facilitation" from Norway 

\"continually humoring the Tigers" is not productive. While 

the GSL is pursuing talks with the Tigers 


Column 3 

to its friends in the international community 

U.S. 

its Vculture of impunity\" for Kadirgamar\'s assassination and 
other violence is completely unacceptable 

Although the GSL V'got positive feedback from several European 
countries 

militating against the EU listing the Tigers as a terrorist 
organization. 


7. (C) In his August 25 meeting with Brattskar 

passed on GSL discomfiture at HelgesenVs alleged remarks to 
the press in Oslo advising against EU listing of the LTTE. 
Brattskar said the GSL had made its frustration clear to him 

as well 

raised it there. Brattskar maintained 

Helgesen\'s comments had been miscast by \"journalists who 
don\'t know anything about Sri Lanka. V 


8. (C) As facilitator 

individual countries or regional groupings choose to do 
regarding the LTTE 

comments had not been an effort to tell the EU what to do. 
Rather 

the possible ramifications of an EU listing be carefully 

thought through. (Note: This tracks with Ref B report of 
HelgesenVs August 19 briefing to the diplomatic corps in 

Oslo. End note.) For example 

could its citizens still continue to serve with the Sri Lanka 
Monitoring Mission (SLMM) 

make up the majority? Would listing the LTTE affect the 
ability of EU member states to participate in the 

Post-Tsunami Operational Management Structure (P-TOMS)? 
Brattskar said he had also pointed out to the GSL that an EU 
listing of the LTTE could cut off all other European channels 
of communication with the Tigers except Norway at a time when 
the GSL periodically stipulates that the Norwegians should 

not be the only channel. In sum 

sees EU listing as a key element of a \"crackdown\" against the 
LTTE in the wake of Kadirgamar\'s assassination but has not 
analyzed all of the possible ramifications. Brattskar 

confided to the Charge\' that he had suggested to Oslo that it 
seek guidance from Foreign Ministry lawyers on what the legal 
implications of an EU listing would be for Norway\'s 

facilitation role. 


PASSING THE WORD TO THE LTTE: 
NOT VBUSINESS AS USUAL" 


9. (C) While the GSL has made clear that Kadirgamar\'s 
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assassination has not altered its commitment to the 
ceasefire 

the U.S. to send a strong 

that it is contemplating \"certain actions!" to tighten 
restrictions on the LTTE 

that the U.S. listing of the Tigers as a Foreign Terrorist 
Organization already imposes more stringent sanctions than 
most other governments have in place 

said that his government is seeking \"U.S. leadership in 
sending a strong message that the LTTE culture of impunity 
cannot prevail\" and the LTTE cannot go back to \"business as 
usual" after the brutal assassination. He and the Charge 
discussed several potential measures 

money flows from the U.S. 

Rehabilitation Organization (TRO) 

key LTTE leaders as individuals 

an organization 

effect 

the EU to explore the possibility of listing the LTTE 

that the Indian government had agreed to undertake a similar 
demarche. 


10. (C) Palihakkara said that the GSL had approached the 
Governments of Indonesia and Thailand about reported LTTE 
weapons procurements in their countries 

\"Thais are more serious (about terrorism) now 

Prime Minister Thaksin Shinawatra 

more difficult." In general 

headway 

procurement) network" in Southeast Asia. 


11. (C) Brattskar told ChargeV that he understood from Oslo 
that a co-chairs meeting on the margins of the UNGA on either 
September 15 

any of those three dates would work for Oslo. 


12. (C) The GSL has laudably renewed its public commitment 
to upholding the ceasefire and pursuing the peace process in 
the wake of Kadirgamar\'s murder. By doing so 

Kumaratunga faces substantial domestic political risks 
especially as her government may face elections in the next 
few months. We recommend the Department consider the 
following U.S. measures to help support the GSL in this 
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difficult period and to increase international pressure on 
the LTTE: 


--Demarches to the governments of Indonesia and Thailand 
urging them to crack down on reported LTTE weapons 
procurement operations in their countries; 

--A demarche in Brussels to sound out EU thinking on listing 
the LTTE as a terrorist organization. Emphasize that we 
believe listing would be a powerful message but that we 
understand there are various ramifications 

restrictions on EU contacts with LTTE in Sri Lanka 

be fully explored; 


--Investigate possible LTTE fundraising in the U.S. 
recommended in Ref D; 


--Explore the possibility of designating key LTTE leaders as 
individuals. 


ENTWISTLE 
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Dispute\" (Sotal Iraq 

B. VConstitutional Difference and Involved Parties\" (Al- 
Rafidayn 

C. V'Important Date 

news 

D. \"What Constitution and For Which Iraq?!" (Elaph 


A. VFree Opinion for Iraq Will be for Iragis Without 
Dispute\" 

(Editorial by Wedad Fakher 
http://www.sotalirag.com/articles-irag/nieuws .php?id=14585) 


\"At last the National Assembly received a copy of draft 
constitution right before the deadline 

attempt of those who want the political situation to return 
back to square one. Their goal is exacerbate the challenges 
created by the constitutional vacuum and further spread fear 
and anxiety. They hoped that the NA would be forced to 
dissolve 

the democratic experience... So many people 

Salih Al Matlag 

exists. They believe that their threats of violence will 

make Iraqis hesitate in taking a strong and determined 
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course of action. . . Al Matlag should be ashamed to call 
his fellow Sunnis \"Absentees\" of the political process. 
Nobody forced them to be absent during this process 
they chose shamelessly to boycott the elections 

their backs on the Iraqi people 

outside of the political game. He should know that when he 
criticizes the two sides that insisted on submitting the 
draft constitution 

Iraqi people 

process according to democratic principles . . . At last we 
want to tell them whoever claims he loves Iraq 

work to build it. On the other hand 

wealth should search for a substitute home. V 


B. VConstitutional Difference and Involved Parties" 
(Editorial Mohammed Issa 


\"In the last minutes before the national assembly session 
right before Hachim Al-Hasani opened the session 

clear to Iraqis that no agreement was reached over the 
constitution. If we go back to the three debated issues 
mentioned by Mr. Al-Hasani after the session we find they 
are federalism 

and the BaVath party. Some Sunnis 

oppose Federalism. Regional formation mechanisms are 
opposed by some Sunnis since relates to the issue of 
federalism. The third point is the prohibition of the 
\"Saddam BaVath 

constitution. Sunnis 

its non-general nature 

and Kurdish parties see the language as a concession 

it focuses only on the Saddam led Ba\'ath. Previously they 
had supported the prohibition of any BaVath related visions 
... What is the reason behind insistence over omitting 
this phrase since it only mentions Saddam\'s BaVath 

party that led to Ігад\'ѕ catastrophe? Could it be to re- 
open the way for the return of Saddamist BaVath members to 
the political life? The answer is yes 

does not represent the main Sunni population. Even if the 
phrase was taken out of the draft constitution 

removed from the memory of all Iragis.V' 


C. \"Important Date 
(Editorial by Rai al-Bayan 
(www.irag4all.org) 


\"The process of developing the Iraqi constitution seems to 
be coming to an end 

Baghdad. Legal considerations and US pressure have 
seemingly imposed more rapid bargaining and deeper 
concessions among the factions 
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acceptance among Iraqis . . . Any understanding among Iraqi 
parties is welcomed in today\'s Iraq 

assists in completing an important document such as the 
constitution. However 

constitution 

federalism and the role of religion 

the involved parties . . . Many issues have been unclear in 
the constitution regarding representation abroad 

currency 

disposition of natural resources. If would be preferred to 
build a constitution based on conscientious decision-making 
and clarity of purpose." 


D. VWhat Constitution and For Which Iraq?!" 

(Editorial by Aziz Al-Haj 

V'They have finally done it. They have formed a religious 
state. The sections in the Constitution that state 

are the source of legislation 

decisive factor here is what is mentioned in the V'Principles 
V of the draft. It states that Islam is the main source for 
legislation and laws cannot conflict with its standards . . 

. The temporary constitution mentioned that Islam is\" a 
source of legislation meaning it represents only one of the 
source 

This makes all other sources secondary in importance . . . 
Ambassador Zalmay Khalilzad is dancing with joy since this 
mutated constitutional birth took place under his 
sponsorship while Bush and Rice express optimism for Iraqvs 
future ... The main losers in this process turn out to be 
Iraq's democracy 

While other loser happens to be Washington even though they 
don\'t know it yet. The history books will place a question 
mark over the effects of its liberation war on democracy in 
this region . . . If this draft were to be ratified 

send out our condolences to the democratic experiment in 
Iraq.\" 
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punishment for exploitive child labor includes: human 
trafficking (one to eight years imprisonment and fines under 
Section 7 

prostitution (one to six years imprisonment and fines under 
Section 7 

to seven years imprisonment and fines under Section 7 
Chapter 20 

in child pornographic material (two to four years 
imprisonment and fines under Section 9 

263). 
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-The minimum age for completing educational requirements in 
Armenia varies according to the age at which the child first 
enrolled in school. Generally 

education is compulsory to age 14. UNICEFYs 2004 Armenia 
report asserted that 25 percent of children in Armenia did 

not continue studies after eighth grade. 


B) Regulations for implementation and enforcement of 
proscriptions against the worst forms of child labor: 


-On March 24 

and President Robert Kocharian signed legislation that 
established the State Labor Inspectorate 

agency with responsibility for implementing and enforcing 
Armenia\'s new labor code. On April 19 

Inspectorate officially replaced the Monitoring and 
Inspections Department of the State Social Insurance Fund. 
The Monitoring and Inspections Department had neither 
received nor investigated a single child labor complaint 
since its establishment in 1992. 


-According to State Labor Inspectorate Director Arsen 
Grigoryan 

Fund Monitoring and Inspections Department transferred to the 
new State Labor Inspectorate. The Labor Inspectorate will 
maintain ten regional field offices 

progress toward establishing a support infrastructure 
implementing an inspection regime or sifting through the 
requirements of the new labor code. The new agency -- which 
resembles the old department -- has not designated specific 
inspectors to specialize in child labor issues and has not 
received any child labor complaints. 


-During a USG-sponsored workshop in May 2005 

drafted the Inspectorate\'s mission statement 

Labor Inspectorate\'s departmental structures 

timelines for training inspectors. USAID also sponsored a 
study tour for eight State Labor Inspectorate officials to 
visit their counterparts in Bulgaria. 


-According to UNICEF child protection officer Naira 
Avetisyan 

international protocols and European Union standards -- 
conflicts with existing Armenian legislation 

enforcement mechanisms 

The new Labor Inspectorate 

time\" to \"wade through\" its new duties. 


-Head of the Ministry of Labor and Social Affairs Department 
of Women 
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department drafted the child labor section of the new labor 

code 

effective.\" Minister of Labor Aghvan Vardanyan 

Ghazaryan 

interagency commission that will now revise the legislation. 
Ghazaryan predicted the commission would submit 
recommendations to the National Assembly \"by around December" 
2005. 


-According to Armenian Human Rights Ombudsman Larissa 
Alaverdyan 

she received this year included cases of child labor. 
Armenian National Police Juvenile Police Division Head Nelly 
Duryan said none of the 280 juvenile police officers she 
manages had investigated any cases related to child labor. 


C) Social programs to prevent children from engaging in the 
worst forms of child labor: 


-According to official Ministry of Education statistics 
approximately ten thousand Armenian children are currently 
enrolled in special state-run boarding schools and 
orphanages 

of charge. Approximately nine hundred children reside in 
state orphanages. The remaining nine thousand reside in 53 
special boarding schools. UNICEF-Armenia child protection 
officer Naira Avetisyan said approximately eight thousand of 
these enrollees are registered with the Ministry of Education 
as disabled. 


-Ministry of Labor and Social Affairs Social Support 

Department Head Astghik Minasyan confirmed press reports that 
the GOAM has begun issuing one-time allowances of AMD 20 
(approximately USD 43) to approximately five thousand needy 
families. The program 

intended to provide families with assistance in purchasing 
clothing and school supplies for their primary school-aged 
children. 


-Armenian NGO \"Orran\" maintains a home for approximately 
sixty orphaned and abandoned children 

rescued from Armenian streets. According to Executive 
Director Heriknaz Harutunyan 

her NGO provides assistance had been victims of exploitive 
child labor 

prostitutes. 


-\"Orran\" NGO Executive Director Heriknaz Harutunyan estimates 
that approximately fourteen thousand Armenian children do not 
attend school because their families lack funds for basic 

supplies 
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compiled data on homelessness in Armenia 

Ministry of Interior had identified 135 \"children living and 
working in Armenian streets. UNICEF-Armenia child 
protection officer Naira Avetisyan says the number of 
children currently \"living and working\" in the streets in 
2005 is \"about the same." 


-The NGO Fund for Armenian Relief (FAR) maintains a 
Children\'s Reception Center that shelters 

refers V'troubled and vulnerable!" children to special 
institutions including state-run boarding schools and 
orphanages. Acting Director Sarkis Movsisyan told us that 
since 2000 

than 900 children to the center. According to Movsisyan 
some parents or family members had charged fees to 
\"customers\" for the minorsY \"sexual services. Juvenile 
Police officers and state social workers work with the 
children to develop criminal cases and provide social 
services. 


D) Comprehensive policies designed to eliminate the worst 
forms of child labor: 


-On February 23 

UNICEF Representative Sheldon Yett signed the Program of 
Cooperation between the Government of Armenia and UNICEF 
2005-2009 Action Plan. The Action Plan defines the current 
situation of children and women in Armenia 

learned" from past cooperation 

and \"social programs for disadvantaged groups 

children and women 

should implement 

commitments. The GOAM-UNICEF Action Plan tracks goals 
enumerated in the National Plan of Action for the Protection 
of the Rights of the Child (ref B and C) 

2002. 


E) Armenia\'s continued progress toward eliminating the worst 
forms of child labor: There are no significant exploitive 

child labor problems in Armenia. 

EVANS 
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of fire fighting and land management regulations 

adjustments to the criminal code (as it pertains to arson). 

The draft law includes efforts to increase arson prosecutions 
and sentences and would stipulate a 30 year minimum waiting 
period before land lost to forest fires could be re-zoned. 

Given the 15 deaths (which took place after the government 
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tabled the draft law) 

attach to this law a more general reform of fire fighting 
practices. 


4. Spanish Environment Minister Cristina Narbona has 
publicly linked the fires to Spain\'s ongoing drought. 
Reservoirs are currently at 43.6 percent of their capacity 
(down from 50 percent in June) 

authorized opening 16 emergency wells\" in the Murcia and 
Alicante regions 

capacity. Narbona has underscored Spain\'s needs to make 
greater efforts to limit water use and that raising water 
prices is an essential element of any such strategy. Total 
2005 rainfall in Spain is the lowest since records began to 
be kept. 


5. Once the outline of the expected Forest Law becomes 
clear 

Government authorities to explore greater fire fighting 
cooperation. This summerVs fires revealed that Spain\'s 
firefighting practices are relatively outdated compared to 
the U.S. and other major EU states. If Spain is serious 
about improving its firefighting capabilities 

able to help them do it. 
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Prime Minister Singh with pushing the PMO team to begin 
focusing systematically on what can be accomplished in the 
US-India bilateral relationship over the next few months. 


2. (C) Baru confirmed reports in a Hindi daily (not yet 
picked up elsewhere) that this advisory team will be headed 
by respected strategic analyst K. Subrahmanyam. However 
Baru added 

and military issues. The PMO intends to review the full 
spectrum of bilateral interaction and to develop a machinery 
for winning over skeptics of the transformed US-India 
relationship. 


3. (C) Comment: Subrahmanyam\'s selection is a shrewd one 
bringing to our bilateral agenda someone with long standing 
credentials among Indias nuclear hawks who more recently has 
emerged as one of the most prolific and forceful advocates of 

a US-India partnership grounded in India\'s own interests. 
Subrahmanyam 

brought together to background members of the Indo-US 
Parliamentary Forum before the formal debate on the PM\'s trip 
to Washington. A former Secretary (Defense Production) and 
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long time security analyst 

India\'s strategic commentators. An active participant in 
Track ΙΙ fora like the Aspen Strategy Group 

knows the vocabulary of US-India relations as well as anyone 
in Delhi (helped along by his son 

Jaishankar). India has a long tradition of ineffective 
advisory panels that provide little more than a sinecure for 
retired officials. But Sanjaya Baru\'s enthusiasm for this 
exercise and his report that the idea sprang directly from 
the PM suggests this group will be different. In the best 
case 

consensus for rapid progress on the steps that technocrats 
like Brau support as a means to fulfill the promise of the 
July 18 Joint Statement. 

MULFORD 
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AGENDA\"; CRITICAL RECEPTION LIKELY 


REF: A. AMMAN 6612 
B. AMMAN 5230 
C. AMMAN 4125 
D. AMMAN 2427 
E. AMMAN 2378 
F. AMMAN 2043 


Classified By: CDA Christopher Henzel for Reasons 1.4 (b) 


1. (C) SUMMARY: The Royal Commission charged by King 
Abdullah with drafting a National Agenda has nearly completed 
its work. Commission staff say 80% of the agenda\'s 
recommendations are approaching final form. There is still 
disagreement over a new elections law 

traditionalists fighting to keep the current system 

favors the East Bank minority. The King hopes to have a 
complete working document ready before traveling to the U.S. 
in mid-September. Amman\'s political class remains skeptical 
about the agenda 

public input. The GOJ hopes to counter this sentiment with 

an intensive public relations campaign once the agenda is 
unveiled. The Commission\'s draft recommendations for a new 
political parties law are an improvement on a poorly-received 
draft law released in March. END SUMMARY. 


2. (C) King Abdullah named a 26-member Royal Commission in 
February 2005 to draft a comprehensive V'National Agenda\" that 
would guide JordanYs development over the next ten years. 


Column 3 

The Commission is composed of a cross-section of prominent 
Jordanians 

liberal community activist 

modernizing Deputy Prime Minister Marwan Muasher. The 
Commission has formed sub-committees and working groups that 
include outside experts and private citizens to examine 
specific subject areas (ref E). Meetings of the Commission 
and related groups are not open to the public; most of the 
work to date on the National Agenda has similarly been kept 
out of the press. Except for a few MPs on the Commission or 
its working groups 

involved in the National Agenda process. Another commission 
appointed by the palace in January 2005 is separately working 
on a decentralization plan to divide Jordan into three 

regions 

commission 

politicians 

maintain East Banker political power. 


3. (C) Ashraf Zeitoon 

Muasher 

update on the Commission\'s work in drafting the National 
Agenda. According to Zeitoon 

agenda\'s recommendations have been or are currently being 
drafted following the completion of substantive discussions 
and study on relevant subject areas. Some of these 
recommendations were \"easy\" to reach 

resulted only after considerable debate. Zeitoon added that 
he had initially been skeptical about the National Agenda 
given that traditionalist forces had \"won too many battles\" 

in past reform attempts 

what he had seen. Muasher hopes to complete a working draft 
for King Abdullah prior to the King\'s trip to the U.S. in 
mid-September 

release at the end of that month. 


4. (C) Despite the progress that has been made 

that there was still serious disagreement regarding electoral 
law reform. East Bank hard-liners inside the Commission 
intent on preserving the status quo were firmly resisting any 
major changes to the existing system of electoral districts 
that over-represent rural and tribal areas at the expense of 
the urbanized Palestinian-Jordanian majority. Reformers were 
equally intent on giving voters a broader choice of 
candidates on the national level 

the store to the Islamists\" who would probably do very well 
if a new system rewarded nationally-organized slates. 
Zeitoon said he was confident that a recommendation for 
meaningful electoral reform would ultimately be achieved as 
the King and the GOJ know all too well that the National 
Agenda could be roundly derided if it failed to move the 
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country toward more representative politics. Zeitoon said 
Muasher will seek a consensus within the Commission in 
support of the recommendations 

he is confident that a majority will vote for the package 
that is now taking shape. The challenge would then be to 
dissuade opposition members from going public with their 
objections. 


5. (C) Zeitoon further noted that the commission appointed 
by King Abdullah to draft a decentralization plan was also 
considering the subject of national electoral reform in the 
context of creating regional parliaments. This commission 
would likely reach a recommendation on elections at odds with 
that of the National Agenda 

awkward situation for the GOJ. Zeitoon said that only the 

King would be able to step in to prevent this from happening. 


6. (C) The comments of our contacts from across the 

political and ethnic spectrum reveal widespread skepticism 
regarding the National Agenda. Much of this stems from a 
lack of transparency. Almost all meetings of the Commission 
and working groups are held behind closed doors 

have been no public briefings on the agenda since MuasherVs 
statements at a press conference in June (ref B). Several 
newspaper editors 

PAO that despite the approaching September deadline 

have heard nothing about the Commission\'s possible 
recommendations. (NOTE: Muasher granted a brief joint 
interview to two Arabic dailies on August 24 in which he 
stated that National Agenda conclusions would be published in 
the end of September 

topics tentatively scheduled for September 9 and 10. He also 
confirmed that no \"vision\" had yet been reached on a new 
elections law. END NOTE.) Similarly 

lower house of parliament 

Charge and A/DCM August 18 that MPSs (including those on 
National Agenda committees) had been relegated to the 
sidelines 

legislation implementing whatever the Commission recommends. 


7. (C) When asked about transparency concerns 

defended the National Agenda process as being truly 
representative of differing viewpoints in Jordan 

the clash on electoral reform as proof that the GOJ wasn\'t 
simply dictating the outcomes. He nevertheless acknowledged 


Column 3 

that drumming up broad public support for the National Agenda 
would be a difficult task. Consequently 

preparing a V'major marketing campaign 

\"roadshows\" in each of the country's governorates 

the benefits of the National Agenda to Jordanians. (NOTE: On 
August 24 

over the lack of transparency 

Agenda was not meant to be a \"national convention 

means to implement the Kings will. He added that 
transparency and discussion would come after the agenda was 
published. END NOTE.) 


8. (C) As an example of the progress made on the National 
Agenda 

new laws regulating political parties. These recommendations 
(although not yet final) represent an attempt to address the 
Severe criticism which party leaders launched against a draft 
political parties law unveiled by the GOJ in March 2005 (ref 
D). While the recommendations still include the principle of 
public funding long demanded by parties 

prohibitions against \"interference\" in the affairs of other 
states or \"harming\" Jordan\'s relations with other countries. 
(NOTE: Political parties would still be subject to 

provisions of the constitution that give the government 

powers to control activities that threaten V'public order. V" 

END NOTE.) In contrast to the March draft law\'s ban on the 
use of clubs or charities by political organizations 
recommendations allow recognized parties to establish 
charities and clubs 

centers. Burdensome government oversight requirements that 
were in the draft law are also considerably eased. 


9. (C) Although the bulk of the work on the National Agenda 
may be complete 

consensus can be reached on electoral reform 

party (or parties) could attempt to sabotage the document 
even before its formal unveiling. A parliament dominated by 
traditionalist East Bankers will balk at recommendations that 
threaten their hold on political power 

environment of fiscal belt-tightening it will be hard to buy 
much support with pork-barrel projects. Thus 

Abdullah\'s August 17 address to Jordanian politicians 
which he expressed exasperation at the frequency with which 
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he was require to intervene in Jordanian politics (ref A) 
the King will probably have to engage personally if the 
National Agenda is to advance political reform. 
HENZEL 
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following through on the EUVs repeated promises to Turkey. 
But he also reviewed the challenges the EU is facing since 
the constitution referendum defeats. In the end 

believes the decision on what to do with Turkey in October 
will be made not by Foreign Ministers (and he personally 
expects little fruitful discussion of this topic at the 
Gymnich) but by Prime Ministers and Presidents balancing 
their domestic political concerns with the strategic 
importance of Turkey. 


B) Iraq: Kaiser said that 

will be pushing for a more active EU role in Iraq 

the opening of an EC office in Baghdad. The Czechs hope that 
the final completion of the constitution will provide the 
momentum necessary to expand EU activity. But the Czechs are 
not pushing for any specific EU steps at this point. 


C) Iran: Kaiser described Czech thinking as squarely in 
line with the U.S. 
\"hardliners\" within the EU. 


D) China: Kaiser took the opportunity to restate the CR\'s 
opinion on the Chinese arms embargo: human rights 
improvements remain essential before the embargo is lifted; 
lifting of the embargo should not result in any increase in 
exports of destabilizing military material 

effective toolbox is much better than the unevenly-applied 
\"embargo;\" and the EU\'s strategic dialogue with the US and 
Asian partners needs to continue. Kaiser 

export licensing and was instrumental in efforts last year to 
cancel the planned sale of the sensitive VERA-E radar to 
China 

role in the internal EU debate on the arms embargo 
expressed satisfaction that it was no longer on a fast track. 
MUNTER 
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Metadata Extraction to Preserve the Digital Contents of 
Biomedical Collections 

Visualization 


2. Embassy understands that no assistance is necessary. 
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3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. THREAT ASSESSMENT: 


In general 

other large cities in Spain --including resort/convention 

areas such as Benidorm-- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart 

In the event you are victimized by crime 

security-related incident 

Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas 

threat information through its Consular Information Program 
documents 

http://travel/state.gov. In addition to information on the 
Internet 

calling the Department of State in Washington 

202-647-5225 from their touch-tone telephone 

information by automated telefax by dialing 202-647-3000 from 
their fax machine. 

AGUIRRE 
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concluding their bilateral agreement with each country. 


5. (U) For its part 

Washington to this issue as well as the relevant African 
Embassies in Rome. After coordinating with the U.S. Embassy 
in each African host country 

Embassies will then contact the local authorities to begin 

the bilateral exchange of diplomatic notes. (Note. Italy\'s 
situation is complicated by the fact that it does not have a 
diplomatic mission in Guinea. Italy\'s Embassy in Dakar will 
handle the exchange of notes with Conakry. Furthermore 
ItalyVs Military Attache in Morocco is responsible for 
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Senegal 
Ghana. End note.) 


Background 


6. (U) The WATC exercise is a MARFOREUR/NAVEUR-sponsored 
amphibious exercise that will take place from 
October-December 2005 designed to increase the tactical and 
operational capabilities of multiple West African and Gulf of 
Guinea nations\' amphibious forces. Exercises will be held in 
Ghana 

participation of local military forces. An invitation was 
extended to Italy to participate by U.S. Marine Corps Forces 
Europe in February. Italy plans to send 63 personnel from 

the army\'s Serennissima regiment and the navy\'s San Marco 
regiment. The Italians view this exercise as an excellent 
opportunity not only for bilateral training with U.S. and 

other troops 

own forces. (Note. This will be the first time the 
Serennissima and San Marco forces participate together in an 
amphibious training exercise. End note.) Spanish forces also 
will participate in the exercise. In addition 

Spanish 


part in the UK-led exercise Green Osprey in Senegal. The 
Netherlands and Norway will also participate in this exercise. 


7. (SBU) Action requested. Post requests that Department ask 
Embassies Abuja 

discussing with their Italian counterparts 

to contact the appropriate host government officials to 

notify them of the forthcoming Italian request for an 

exchange of diplomatic notes 

agreements are to allow Italian forces to participate in the 
US-led WATC exercise 

governments expedite conclusion of the agreements. 


SPOGLI 
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activities related to the second National Child Parliament 
which was held in April 2004 in Maputo 

reports from different provinces about the follow up to the 
recommendations adopted at the National Child Parliament. 
The program is being produced in close collaboration between 
UNICEF and the Ministry for Women and the Coordination of 
Social Action. UNICEF has supported the production of the 
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first 13 parts financially and technically 

facilitate the coverage from additional provinces in 2005. 
La Lime 
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after the reports of the 3 

(Note: Ref B reports that the plans for the houses in E-1 
have been completed and are awaiting approval from the 
Defense Minister. Once the Defense Minister gives his 
approval 

as with the police station. End note.) 


4. (C) Comment: Given that construction of the police 
station in E-1 had already started at one point 

stopped until the issue of the Palestinian-owned land was 
resolved 

new plans go to public review. End comment. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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desk 
possibly conduct tours. 


6. (C) Nazif expressed appreciation for Deputy Secretary 
Zoellick\'s recent statement about Egypt 

continue coordinating with the U.S. on Egypt\'s reform 
message. He noted that Minister of Foreign Trade Rachid 
would be visiting the U.S. soon to discuss reform and 
expansion of the QIZs. Welch replied that the Administration 
was confident that Egypt could handle reform 

nevertheless have to comment on the elections. POTUS had 
already told Nazif his thoughts during their meeting last 
spring. Congress 

scrutinize the elections closely. It would be hard to change 
perceptions in Congress 

the legitimacy of the elections. Rachid\'s visit was timely 

as trade was an area in which Congress could react negatively 
if the elections didn\'t go well. Moreover 

Administration was moving cautiously right now 

just squeaked through Congress. Welch encouraged Nazif to 
travel to the U.S. himself after the elections. He also 

pointed out that the GOE needed to make better use of 
international media to get out the reform message. He noted 
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that international media was present in Egypt and readily 
accessible. A good starting point would be explaining that 
the GOE had solidified its reform agenda. Nazif replied that 
he was exploring use of the media to convey the reform 
message and head off criticism of the upcoming elections. 


7. (C) Continuing on the issue of media 

the issue of a license for Radio Sawa. Nazif explained that 
Mubarak had rejected issuing a license to Radio Sawa as a 
condition for U.S. assistance. Had the licensing issue not 
been tied to assistance 

Welch pointed out that the issue had been on the agenda for a 
long time 

prompted Congress to tie the issue to assistance. Nazif 
repeated that Mubarak would not accept licensing as a 
condition for continued assistance. He pointed out that his 
staff was working on reform of the regulatory framework of 
the media. The current law 

media 

resolved in the context of overall reform. Nazif noted that 
Nile TV was undergoing privatization and that a regulatory 
body was being created to separate media regulation from 
production. Once this new body was in place 

be issued 


8. (C) Welch asked if it would be possible to receive 
assurances that the Radio Sawa issue would be resolved in the 
context of media reform. Nazif replied that a decision on 

that would have to come from President Mubarak. He was not 
sure if assurances were possible 

staff\'s plan for media reform. Charge pointed out that the 
message that reached the U.S. was that media reform would 
take at least 5 years. Nazif replied that he thought it 

would happen much sooner and that he had already signed one 
Prime Ministerial decree related to the reform. Welch said 

that Rachid should prepare to explain the issue during his 

visit to the U.S. 

U.S. officials. 


9. (C) Continuing on the issue of U.S. assistance 

said that he would like to see additional review of how U.S. 
assistance funds were spent. A/S Welch replied that the U.S. 
was eager for more reform of the assistance program 


Column 3 

tying assistance to the GOEVs reform agenda would be well 
received in Congress. U.S. support for political reform was 
now narrowly focused 

program should include support for broad socio-economic 
reforms. A/S Welch pointed out that the USAID Director in 
Cairo was very supportive of increased reform of the 
assistance program. 


10. (C) Turning to Iraq 

process was progressing. Welch replied that progress had 
been made; importantly 

Security was really the main issue. Jihadis were coming into 
Iraq through Syria. Saudi Arabia understood the importance 
of controlling the border 

job controlling its border than Syria was. The jihadis saw 
Iraq as the new frontier in the fight against the V'infidel. V" 
The U.S. needed support from its friends 

security issues but in the political and intellectual realm 

as well. Welch noted the positive outcome of the recent 
IslamistsY meeting in Jordan. Nazif replied that terrorism 
was a concern for everyone 

everywhere now. Terrorist cells could now get to new 
recruits without even meeting with them face to face. 


11. (C) Regarding recent events in the Sinai 

that the U.S. would try to be accurate and fair in its 

advisory about travel to the Sinai. Although the GOE did not 
believe an advisory was necessary 

the London bombing 

Jones noted that the U.S. advisory would essentially caution 
U.S. citizens to avoid the Sinai until the GOE had the 
situation under control. In that regard 

the GOE investigation of the attacks was proceeding. Nazif 
replied that while the GOE was investigating the actual 
attacks 

underlying the outbreak of violence. South Sinai was 
prosperous and developed 

with petty crime such as drug and migrant smuggling. 


12. (C) Nazif said he didn't think the overall economy would 
be affected by the July 23 bombings in Sharm el Sheikh. Gulf 
businessmen were moving conferences to Sharm el Sheikh to 
support Egypt after the terrorist attacks 
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to see Egypt\'s economy falter. Although Sharm itself was 
running at 40% capacity 

were full of visitors from the Gulf. He hoped the U.S. 
advisory would not include areas other than the Sinai 

as the Red Sea coast 

wouldn\'t. A/S Welch asked if there would be an Arab League 
summit in Sharm. Nazif replied that there would be 
probably after the presidential elections. Welch asked if 
the GOE planned to do anything on the tenth anniversary of 
former Israeli Prime Minister RabinVs death. Nazif said that 
if Gaza disengagement went well 

something positive. 


13. (U) This message was cleared by A/S Welch. 
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reticent to queue in public for the trip to the 

hospital. She said many fail to test and receive ARV 
treatment due to their lack of private transportation 
and thus 


4. Lack of transportation also makes it difficult for 
health workers to reach home-based care patients and 
distribute information in remote areas. According to 
the district council staff in Ghanzi district 

are 352 identified Mobile Stops serviced by government 
nurses. These Mobile Stops include remote villages 
where meetings are often held under a tree for lack of 
sufficient meeting space. The difficulty inherent in 
reaching these remote areas without adequate 
transportation resources reduces the ability to 
regularly visit the sites 

persons in severe condition. 


5. Compounding the problem of transportation is a 
nationwide shortage of nurses. The Council Secretaries 
in the western and northern villages of Ghanzi and Maun 
both declared their urgent need for more nurses. They 
claimed that many of the most qualified are now leaving 
Botswana for higher paying positions in developed 
countries. The Council Secretary in Maun added that it 
is even more difficult to recruit nurses to live in 


Column 3 

remote areas due to inadequate provision of services 
including housing and electricity 

the positions. 


Unemployment 

6. An extremely high rate of unemployment in rural 
areas (ref B) 

percent 

among rural Batswana and the ethnic minority 
Basarwa/San people. This 

of alcohol abuse in Botswana 

contributing factor to the spread of HIV. Alcohol 
abuse can both increase the potential for contraction 
of HIV by altering behavior patterns and inhibit 
efforts to treat the disease. Concern about the 
widespread abuse of alcohol was a consistent theme in 
meetings with local officials in villages across 
Botswana 


7. Ms. Lilian Costa 

an NGO in Maun that works with dropout students and 
street children 

of both parents and children as a major contributing 
factor to both the spread of HIV/AIDS and poor school 


attendance. Many students 

as a distraction and typically engage in sexual 

activity at extremely early ages. Mr. Makwati 

manager of Permaculture Trust 

community development programs for the Basarwa/San 
said 

the direct result 

unemployment. 


8. The police captain in Nata stated that alcohol and 
drug abuse 

young people 

rape and sex prostitution in the village. He told 
Econoff that he regularly responds to accusations of 
rape involving young women from the village and truck 
drivers 

unwillingness to pay for the service rather than 
legitimate cases of sexual abuse. He credited this sex 
trade with contributing to the extremely high rate of 
infection in Nata. 


Knowledge Without Action 


9. In a positive sign 
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to be widespread in Botswana 

HIV/AIDS education is incorporated into the primary 
school curriculum 

in extensive outreach programs 

and television regularly discuss the devastating impact 
the disease is having on Botswana. The Deputy Council 
Secretary in the southwestern district of Tsabong 


SIPDIS 
Mwualefe 
percent awareness of the disease. 


10. The social and community development officer in 
Nata agreed that the vast majority of people are aware 
of the disease 

said 

changes in behavior. For example 

of the Prevention of Mother to Child Transmission 
program in Nata lamented that nearly half of the women 
in the program are repeat customers and are now on at 
least their second HIV positive pregnancy 

knowing their children will be at risk of infection. 


Conclusion 

11. Unemployment 

alcohol abuse 

behavior are probably just a few of the factors 
contributing to the spread of HIV/AIDS and the failure 
of those infected and affected to obtain treatment and 
care. Meanwhile 

poor by forcing them to divert resources away from 
productive enterprises towardS health and funeral 
expenses 

members of families 

condition of those affected. This mutually 
degenerative cycle will continue to spiral downward 
without greater emphasis on and government attention to 
the link between poverty and HIV/AIDS. 

AROIAN 
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stands. 


-- Removal of toxic materials in Sa Nur and Homesh was 
scheduled to begin on August 24 
demolition of residences 
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-- Palestinian groups in the Gaza Strip have accused Israel 
of burying \"toxic materials under the rubble of dismantled 
settlements 

Ministry of Environment contact told econoff that the MOE can 
not and will not respond to such accusations in the media. A 
СОІ official said that if the Palestinians were serious about 
such accusations 

details to back up the charges. The contact added that MOE 
personnel have inspected demolition sites in Gaza \"once or 
twiceW in the past week. Although not every small violation 
(e.g. 

have been noticed 

such as barrels of toxic materials 


-- UNRWA reported that the IDF started demolishing 
greenhouses in the Netsa Khazani settlement. Such action 
would be contrary to GOI commitments to the Quartet Special 
Envoy\'s (QSE) team that the IDF would not destroy any 
greenhouses and - if verified -- could result in a reduction 

in the compensation payment. The Israeli assessor hired by 
the private donors who purchased the Gush Khatif greenhouses 
will return to Gaza on August 28 to start a four-day 

assessment. 


3. (SBU) SECURITY SITUATION 
Jerusalem: 


-- Death/Injury: An assailant stabbed to death a British 
yeshiva student in the Old City; a second British student was 
seriously wounded. Initial media reports that the second 
victim was American were erroneous. 


West Bank: 


- Deaths: Israeli security forces killed five Palestinians 
during what the IDF characterized as an attempted arrest 
operation in the Tulkarm refugee camp at 2335 hours on August 
24. According to Palestinian sources 

militants and one al-Aqsa Brigades militant (who had recently 
been incorporated into the security services). A third PIJ 
activist reportedly sought by the IDF evaded capture. During 
ensuing clashes 

Palestinian source reported that the Palestinians fired no 
shots atthe IDF. Israeli officials said the suspects opened 
fire rather than face arrest. 


-- Shootings: The IDF reported two shooting incidents 
overnight 
IDF outpost near Jenin. 
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Gaza Strip: 

-- Rockets: Two rockets were fired at Israel between 1215 
and 1230 from the Beit Hanoun district of the Gaza Strip on 
August 25 

landed near the Negev town of Sderot. There were no 
casualties. 

-- Shootings: The IDF reported two shooting incidents 
overnight 

other near Khan Younis. 


4. (SBU) PALESTINIAN REACTIONS 


-- PA Prime Minister Ahmed Quraya\' condemned the August 24 
Israeli action in Tulkarm in a media interview 

brutal crime that is a clear proof that Israel is not 

interested in maintaining the truce. President Abbas 

similarly criticized the action. Palestinian Islamic Jihad 
spokesman Khalid al-Batsh vowed revenge for the killings in 
statements provided to the Cairo-based Middle East News 
Agency (MENA). 


5. (SBU) GOI POLITICAL DEVELOPMENTS 


-- Zvulun Orlev 

Attorney General Mazuz to order the release of all Israelis 
arrested in the course of disengagement. Earlier on August 

25 Rabbi Ovadia Yosef asked President Katsav to pardon army 
dissidents and those arrested in the course of disengagement. 


6. (SBU) BORDER CROSSINGS/HUMANITARIAN ACCESS 


-- In general 

movement imposed at the start of the disengagement remain in 
effect. However 

flexibility 


-- Gaza Coastal Road: The Coastal road is now open with free 
movement of traffic in both directions 
Palestinian sources. 


-- Rafah Terminal: Rafah remains open for passenger movement 
in and out of Gaza 
for Palestinian males aged 16 to 35 years. 


-- Erez crossing and industrial zone: According to Gaza 
private sector contacts 

Palestinians 

of people to pass with prior coordination based on 
humanitarian/medical grounds. On August 25 

workers were allowed to enter Israel. Factory workers were 
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also permitted into the Erez industrial zone 
Palestinian sources. 


-- Abu Kholi junction: The junction remains closed during 
daylight hours until further notice. The IDF re-opened the 
crossing at 2255 hours on August 24 and closed it at 0500 
hours on August 25. 


-- Каті Terminal: Karni remains open on August 25. 


-- Kissufim 
Kfar Darom settlements 
leaving Gaza. 
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detainees) stay in Guantanamo Bay 

them in the spirit of counterterrorism cooperation. As 
Soliman noted 

risk on Egypt and will require the mobilization of resources 
to monitor the individuals to ensure they do not pose a risk 
to Egyptian or U.S. national security. 


6. (S) Soliman\'s Aug 20 presentation on this subject 
represents the definitive Egyptian response to our request 
for assurances. 
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Soliman said the factions commited to non-violence towards 
Israel for 2005 

will be extended for 2006. As for allaying the GOl\'s fear 
that post-withdrawal Gaza will be a ticking bomb 
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said that substituting professional border guards on the 
Egyptian border will address this concern and stop arms 
smuggling through the border tunnels. Soliman speculated 
that the GOI may submit the border guard agreement between 
Israel and Egypt to the Knesset for approval as soon as the 
week of August 28. If approved 

deployment of the guards would take less than three weeks. 
Although the GOI and GOE have yet to agree on third party 
monitoring of border crossings such as Rafah 

that the parties do not want to use the United Nations in 

this role. 


5. (C) Congressman Thornberry thanked Soliman for the 
critical role Egypt has played to ensure a peaceful 
withdrawal and asked Soliman to comment on the strength of 
Abu MazenVs internal support. Soliman stressed that Abu 
Mazen 

is committed to achieving peaceful coexistence through 
dialogue and realizes that Arafat was wrong to launch the 
intifada. Nonetheless 

physical 

particular 

this note 

ongoing rejection of donor efforts to support the PA. He 
offered 

import clearance for 50 cars (intended as a donation to the 
PA) that have been sitting at the Rafah border since 2000. 
In addition 

rifles or ammunition. Without this 

Palestinian Security Services have no hope of fighting Hamas 
or the Palestinian Islamic Jihad. Although many countries 
have offered to help the PA 

Israel\'s refusal to allow them to \"deliver 

even stopped trying. 


6. (C) In response to Congressman Cramer\'s question as what 
factors could impact further progress and Abu MazenVs 
influence after withdrawal 

advancing peace in 2006. Touching first on the impact of 
Israeli internal politics 

Party will withdraw from the coalition after withdrawal 
leaving Sharon without adequate support for the budget. If 
there is no budget by March 2006 

government will have to resign 

early election 

Soliman explained 

that could frustrate the Palestinians. But Soliman said that 
to sustain Palestinian optimism 
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return to the line held on 28 September 2000 and redeploy IDF 
forces from the remaining five cities. 


7. (C) Soliman expressed doubt that any Palestinian faction 
would act against Israel in the near term because so doing 
would give Israel an excuse to retaliate. In addition 

Soliman noted that in the Cairo Declaration 

Palestinian Islamic Jihad said they want to join the 

Palestine Liberation Organization (PLO). This would be a 
positive step 

factions would become party to the Oslo Agreement and 
theory 

the PA when asked. 


Iraq 


8. (C) Revisiting a message delivered in a recent meeting 
with USG officials (see reftel) 

for focusing on building its version of democracy in Iraq and 
not taking the steps necessary to establish security and 
support economic development. Soliman explained that the GOE 
is not belittling the democratic process 

cannot function until security is established and economic 
development is proceeding. Soliman accused the USG of \"not 
caringW that the new Iraqi constitution may give privileges 

to Kurds that could lead to a civil war. V'You just stick to 

your track V" by pushing for elections 

though Iraqis will not participate 

will remain unchanged. V'Democracy under fire without full 
participation is not democracy 


9. (C) Focusing on security 

forward because Iraq cannot build a democracy without the 
confidence of the people. Soliman encouraged the USG to open 
a back channel with the Sunni insurgents 

responsible for 70 percent of the violence. The Coalition 
must not underestimate the power of the Sunnis 

warned. In addition 

because corruption is enabling foreigner fighters to enter 

Iraq freely. This should be done through dialogue with Syria 
and Iran. Soliman noted that it is in IranVs interest that 

Iraq remain poor and unstable 

Iranians 

Najaf and Karbala. The USG must engage to counter this 
warned. Likewise 

with Syria so it does not \"turn its eyes\" when insurgents try 
to cross into Iraq. Finally 

Coalition should immediately press forward with economic 
development projects in peaceful areas in order to garner the 
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support of the Iraqi people. 


10 (C) Congressman Thornberry expressed appreciation for 
SolimanVs advice and signaled that there may be an 

opportunity to reexamine the USGVs approach in Iraq. Both 
Congressmen thanked Soliman for GOE cooperation on terrorism 
in particular 

together. 


11. (U) The Codel did not have an opportunity to clear this 
cable. 
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Party government did not have a special action plan for the 
southeast 

problems in the region had been continuing for 2.5 years. 
Businessmen from southeast Turkey demanded a detailed 
package of economic measures 

government to issue a package of economic measures as well 
as social 

Diyarbakyr Trade Chamber 

Diyarbakyr people had been encouraged by the visit of the PM 
to the mainly Kurdish province 

thus far. "People will not join terrorists in the mountains 

if their economic problems are resolved 
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Antonio CADENAS at a Sao Paulo bus station under an 
international order for his capture. The Colombian 
government has accused Cadenas of maintaining links with the 
FARC 

rebellions. Cadenas is being held at the Federal Police 
Regional Headquarters in Sao Paulo under the authority of the 
Brazilian Supreme Court (STF). The STF will make a decision 
on CadenasY extradition after a formal request from the 
Colombian Government is received. (Note: Cadenas is also 
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known as Francisco Antonio COLLAZZOS 
Camilo LOPEZ 


2. Cadenas 

Brazil 

ties to leftist paramilitary groups. In March 2005 

Brazilian weekly news magazine \"VEJA\" accused Cadenas of 
creating a plan to funnel US$ 5 million to Workers Party 

(PT) representatives in support of President Lula da Silva\'s 
2002 presidential campaign (reftel). In 2000 

detained in Brazil for using fake documents and an expired 
visa. 
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concerns.8 These Ministers were focused on changing laws 
according to Embassy sources 

of V'street children V" 

Administration. End Summary. 


3. Promulgation of Decree 4951 on March 22 

Paraguay has defined the worst forms of child labor or 
hazardous work 

worst forms of child labor 

action Paraguay took on this matter over the last year. The 
Decree identifies twenty-six (26) occupations and/or 
hazardous work considered to be the worst forms of child 
labor. 


4. Paraguay developed a National Plan in 2008 to eliminate 
child labor and the eradication of the worst forms of child 
labor. It is to be implemented over the course of five 

years 

promulgating the National Plan also envisioned the 
development of annual Action Plans to facilitate execution of 
the overall five-year Plan. 


5. The principal objectives of the National Plan are as 
follows: establish a baseline of relevant information and 
statistics; train and mobilize personnel; raise societal 
awareness; establish the requisite legal framework 

with the ratification and implementation of Conventions 182 
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and 138; implement a system of inspections and monitoring 
with an emphasis on the worst forms of child labor and 
hazardous work; develop effective public policies that will 
direct the activities of public- and private-sector 

institutions and civil society; design and implement 
intervention programs and projects; and adopt efficient 
effective mechanisms for monitoring and evaluating the Plan. 


6. The Duarte-Frutos Administration continues to make 
positive steps in the implementation of the National Plan and 
the signed international agreements but the lack of resources 
continue to hamper their efforts. The Government\'s focus on 
street children is an indication of its intent to deal with 

the problems most visible to the public. 


7. The other major problems with child labor in Paraguay that 
require attention are the existence of \"criados/criadas8 
sexually exploited children and rural child workers. 
\"Criados/criadas8 are under-aged children that are domestic 
workers 

for their services and rarely attend school. According to 
Embassy sources these children are often the victims of 
interstate trafficking with full knowledge of the parents 

who were told their child would be sent to school. In one 
case 

Adoptions was arrested for having a nine (9) year-old criada 
at her residence 

never attended school. The case is now in judicial 
proceedings. 


8. Sexually exploited children 

to be a problem. It has been reported that parents and other 
relatives often accept money for children as young as nine 
(9) for sexual favors and/or pornographic activities. 
Sometimes 

later trafficked. Rural child workers are mostly engaged in 
farming and fishing related activities. These children work 

a considerable amount of time but are rarely seen and 

it is likely that the GOP 

not address this issue in the near future. (NOTE: Executive 
Decree 4951 does not cover farming and fishing activities 
probably due to the importance of both of these industries to 
the economy.) 


9. The Code on Children and Adolescents was established to 
create a new 

enforcing the rights of children and adolescents at the 
national 

designated a new Secretariat for Children and Adolescents 
with ministerial rank and reports to the Executive 

principal authority for implementing the system. The Code 
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created National 

Children and Adolescents 

officials and NGO representatives and charged with developing 
policies 

institutional level. The Code also created a network of 
Municipal Advisory Councils on the Rights of Children and 
Adolescents (CODEN!) 

professionals with a known history of providing legal 
psychological 


10. Per the Code on Children and Adolescents 

CODENIs serve as the foundation for implementation of the 
system. They are charged with protecting and promoting the 
rights of children and adolescents by performing functions 
that include the following: intervene to prevent violations; 
serve as an alternative dispute resolution mechanism; refer 
cases to competent judicial authority 

maintain registries of working adolescents and their 
employers; and coordinate training programs for working 
adolescents. 


11. Regarding the registration system established by the 
Code 

of working adolescents 

work performed 

attended 

CODEN! s to provide the registration data to the regional 
labor authority for inspection and compliance purposes. 
Articles 60 and 61 require employers to establish and 
maintain records with the same information 

the information to the appropriate CODENI within 72 hours 
after hiring an adolescent employee. Article 66 requires 
adolescent domestic employees to present the written 
permission of a parent 

obtain employment authorization from the CODENI in the 
adolescent\'s municipality. 


12. In order to comply with the above articles 

number 191 

mandates that each school must complete a form indicating the 
personal information of each student 

medical 

In the labor section 

where the child works and the type of work. 


13. Comment: Child Labor is obviously very important to the 
legal and illegal economy of Paraguay. This unfortunate 
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reality makes it extremely difficult for authorities to 
eradicate the worst forms of child labor. For example 
Ciudad del Este 

forty (40) percent of the children in primary grades 
whom are under the legal working age 

jobs 


14. Paraguay has continued to make positive steps toward 
eliminating child labor and eradicating its worst forms. The 
Government has designated authorities to implement and 
enforce child labor laws and regulations. However 
implementation and effective enforcement are still years off. 
The lack of resources to fully fund the agencies and 
programs continues to be a serious impediment to 
implementation 

enforcement. Thus 

technical and financial support and the volunteer services of 
members of civil society. 
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investigative weekly that made the ongoing government 
investigation public. The weekly hints at least some 

involvement by former France Telecom CEO and current Economy 
Minister Thierry Breton 

minister and the government. END SUMMARY. 


2. (SBU) The investigation results from an original 
complaint by French consumer group UFC-Que Choisir in 
February 2002. The consumer association noted that each 
mobile operator had adopted \"strictly identical rates.\" An 
investigation carried out by the Economy and Finance 
Ministry\'s Competition 

(DGCCRF) documented the allegations further 

VLe Canard Enchaine\" in its August 24 issue. In its May 
2004 report 

\"secret regular meetings V" between the three operators to 
allow them to be more reactive to market changes. (Note: 
Orange is owned by France Telecom 

owned 


3. (SBU) “Че Canard" cites many of the operators! 
documents which were never intended to be V'communicated to 
outsiders 

authority or to the Economy and Finance Ministry." The 
documents further point to the minutes of an October 28 

2002 meeting between the three operators 

then- France Telecom CEO Thierry Breton. During that 
meeting 

referred to the V'Yalta of market share\" agreed by the three 
operators. An earlier note claims that Breton\'s predecessor 
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Michel Bon had given a green light to the secret agreement. 


4. (SBU) Finally 

investigation carried out by the Fraud Office concluded the 
(tortured?) reasoning behind the alleged collusion : to keep 
financially ailing Bouygues afloat in order to prevent FTVs 
Orange market share from crossing the watershed 49.6 percent 
mark 

in and set prices. The Fraud OfficeWs report allegedly 

quotes Thierry Breton as using this explanation in a meeting 

it documents. FT allegedly feared that if Bouygues went 
bankrupt 


5. (SBU) Breton 

before being named Economy and Finance Minister 

France Telecom\'s gradual transformation from a state- 
controlled company to one where the GOF owns approximately 
39 percent. Mobile operator Orange was a publicly trade 
company in 2000 when France Telecom acquired it from 
Vodafone 

authorities. Under Breton\'s tenure 

outstanding shares of the company. 


6. (U) Breton and other ministry officials categorically 

deny these allegations. Breton says the facts being 
investigated took place before he took over at FT 

that France\'s three mobile phone operators V'would have to be 
punished" should any evidence of a price-fixing agreement be 
found. 


COMMENT 

7. (SBU) In the short-term 

could weaken the ministers personal efforts to push for tax 
reform in the fall 

Prime Minister de VillepinYs singular focus on employment. 
If it mushrooms 

(France\'s fourth Economy minister in two years) could be 
politically damaging for the Chirac government. A scandal 
involving one of the new government's leading ministers 
would certainly provide the deeply divided Socialist Party 
with one thing to agree on. (In parliament next week there 
will be no lack of socialist lambasting of price fixing by 
capitalist fat cats). Chirac\'s other rivals and their 
supporters are also lining up to take political advantage of 
the governmentVs weaknesses. The knives may be even sharper 
next week as much of France returns to work and school. 
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anti-gang initiative was that gang-related violence was the 
leading cause of homicide. For his part 

Criminal Investigation agreed that recent months\' homicides 
were primarily related to gangs 


5. (U) According to the FGR\'s Chief of Criminal 
Investigation 

available at each FGR subregional office at night and over 
weekends. A PNC investigator outlined that during weekends 
when five or more murders often occur each night 

PNC Technical-Scientific Unit is on duty to collect 

evidence 

added that investigation of homicides in El Salvador is 
hamstrung by the lack of consistent investigation 
guidelines. 

6. (U) Inasmuch as the Constitution stipulates that the FGR 
shall be responsible for directing criminal investigations 
courts often exclude evidence collected by PNC officers 
without the FGR\'s authorization and oversight 
(WDireccionamiento Fiscal). In the absence of uniform 
national rules of evidence 

judges\' virtual autonomy in deciding the admissibility of 
evidence; two different judges can--and often do--rule 
differently on the admissibility of the very same evidence. 

7. (U) Despite the problems faced by police 

that the PNC is the institution in which Salvadorans place 
their highest confidence. According to a nationwide October 
2004 poll by the University of Central America\'s Institute 

of Public Opinion (IUDOP) 

hold a positive view of the PNC 

characterized the PNC as \"bad\". In striking contrast to 
citizens positive perceptions of the police 

judicial system ranks as the nation\'s least-respected 
democratic institution 

holding a negative view of the judiciary 

percent qualifying the courtsY work as \"good\". (Note: 
According to a February CID-GALLUP poll 

Salvadorans identified at least one positive accomplishment 
resulting from the administrations \"Very Firm Hand\" anti- 
gang initiative. End note.) 


8. (U) A May IUDOP poll revealed that only 3.2 percent of 
the population viewed the increase in homicides as a failure 
of the government. Most Salvadorans were more concerned 
with economic problems; 37 percent saw the high cost of 
living as the administrationVs fault. In August 

organizations including the Catholic Church and the 
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Salvadoran Foundation for Economic and Social Development 
(FUSADES) made public statements on the problem of crime; 
Monsignor Fernando Saenz Lacalle 

urged the government and citizens to redouble efforts at 
deterring the violence El Salvador suffers. FUSADES 
expressed its concerns to the Minister of Governance 

urged further reforms in firearms law. 


9. (U) On August 14 

announced that the government would strengthen evidence 
collection and homicide investigation 

aggressive plan to arrest more than 150 murder suspects in 
coming weeks. The plan includes the creation of the new PNC 
Homicide Investigation Unit (PNC/DIHO) 

the FGRVs elite investigation unit. Additionally 

soldiers will join 800 already deployed in a joint task 

force patrolling rural areas 

will be transferred to the nation\'s maximum security prison. 
10. (SBU) COMMENT: Recent passage of CAFTA has raised 
expectations for improved economic growth 

critical crime problem is widely viewed as a serious 
impediment to foreign direct investment. Crime also holds 
political ramifications. Municipal and Legislative Assembly 
elections will take place in March 2006; if past experience 
holds 

ruling party as voters look ahead to the 2009 presidential 
election. Governance Minister Rene Figueroa 

the PNC 

presidential candidates; lack of progress in addressing the 
nation\'s staggering homicide rate could affect the viability 
of his candidacy. END COMMENT. 
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has been under the effective domination of the FARC for 
years and has large areas of mature coca 

plants producing up to five harvests a year. The Embassy 
would like to initiate spraying in the park By October 1. 

The Embassy asks that the Department begin consultations 
with the Hill to comply with relevant U.S. ACI legislation. 
END SUMMARY. 


THE RESOLUTION 


2. (SBU) On August 17 
Council of Controlled Substances (CNE in Spanish) 
of Justice and the Interior Sabas Pretelt 
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5 CNE resolution authorizing him to approve aerial spraying 
with glyphosate in specific national parks 

conditions. The resolution is principally based on Article 

91 of Law 812 from 2003 

responsibility of destroying illicit crops using the most 
appropriate means 

local populations and the environment. Post is translating 
the resolution and will forward it to Washington. 


THE FOUR STEPS 


3. (SBU) Four steps are required for spraying in each 
national park: 


A. (SBU) There must be an evaluation of the park by the 
Counternarcotics Police (DIRAN) in consultation with other 
ministries and entities as necessary. We understand that 
this will look at socio-economic factors 

ethnic factors 

will form the baseline for any future claims or accusations 
of damage from aerial spraying. 


B. (SBU) There must be consultation with any indigenous 
communities resident in the park by the National Directorate 
for Controlled Substances (DNE) 

technical/administrative arm of the CNE. Colombian law does 
not require the GOC to accept their suggestions or 

petitions 

the past outside of the parks and have generally gone very 
well. 


C. (SBU) DIRAN must certify that illicit cultivation exists 

in the park and that it is increasing. DIRAN information 
information from the Crime and Narcotics Center (CNC) 
information from the UNVs Integrated Monitoring System for 
Illicit Cultivation (SIMCI in Spanish) demonstrate that 
cultivation is increasing in the parks. Overflights and 
anecdotal information also indicate that cultivation in the 
parks is increasing. 


D. (SBU) The DIRAN also must report on the security 
situation in the park to compare the security risks of 

aerial and manual eradication. If appropriate 

can address topographical characteristics to describe how 
they may impede manual eradication. One indicator may be 
that the Colombian National Police (CNP) has previously 
asked the Army to provide security in the national parks for 
manual eradication and has been denied. 


CNE PRESIDENT\'S APPROVAL 
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4. (SBU) Pretelt has expressed his support for spraying in 
the national parks. The Embassy believes that once the four 
steps have been fulfilled for a specific park 

authorize spraying. 


THE PARK UNDER CONSIDERATION 


5. (SBU) The primary national park under consideration is 

the WParque Sierra de La Macarena!" located in the 
southeastern departments of Meta and Guaviare 

the \"Plan PatriotaW operational area. The park has been 
under control of the FARC for years 

favorite overflight targets when we want to show visitors 
massive fields of mature coca 

tall and with up to five harvests per year. There are no 
indigenous communities living within WLa Macarena\'s\" 
boundaries. V'La Macarena!" is believed to be the park least 
suited for manual eradication due to the heavy FARC presence 
and the difficult terrain and access. The CNC found 3 
hectares of coca in La Macarena!" in 2004. This is 53 
percent of the 6650 hectares observed by the CNC. DIRAN\'s 
internal estimates for this park are 3 

SIMCIVs estimates for 2004 in this park are 2 

While lower than the other two estimates 

estimate is an increase of 76 per cent compared to the 1 
hectares estimated by SIMCI in 2003. 


POSSIBLE OPPOSITION 


6. (SBU) The CNE resolution is essentially an executive 
action. Interested parties could file a motion to annul the 
resolution with the Administrative Tribunal of Cundinamarca 
which can support it 

highest administrative court in Colombia 

Estado!" (State Council). Legal experts believe an outright 
halt is unlikely since the resolution implies no \"flagrant\" 
contradiction or abuse of the constitution. In the past 

NGO called \"Colectivo de Abogados\" (The Lawyers\' Collective) 
has filed motions against aspects of the spray program 
never could shut it down. Legal experts estimate that a 
motion or appeal to annul the resolution would take at least 
a year and probably longer. While it is possible under 
Colombian law that such action would halt the park spraying 
operations 

halt to spraying is an unlikely outcome. 


THE TIMELINE 
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7. (SBU) The DIRAN 

soon as possible. President Uribe fully supports spraying 

in the national parks. The DIRAN and DNE employees who will 
be doing the technical work believe that they can complete 

the necessary steps by October 1 

optimistic. 


WASHINGTON CONSULTATIONS NEEDED 


8. (SBU) Embassy supports spraying in La Macarena! as soon 
as possible. The 2005 ACI legislation prohibits using ACI- 
funded equipment and assets to spray іп Colombia\'s national 
parks without first satisfying certain requirements. Post 

asks that Department begin Congressional consultations to 
comply. Embassy recommends that consultations begin 
immediately. 
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constitution process 

which Coalition forces would feel compelled to respond. 
PolOff replied by pressing the Sadrists to urge their 
followers to avoid confrontation 

undermine progress on the constitution. 


4. (C) Minister of Interior Bayan Jabr has sent BG Mohammed 
the SCIRI-linked commander of the “Wolf Brigade 

assess the situation. MOI sources claim that the Minister 

has discussed the events with Grand Ayatollah Sistani 

well as with Prime Minister JaVfari. Given uncertainty over 
further developments 

scheduled visit to Amman to meet the Jordanian Prime Minister 
and Minister of the Interior. 

Khalilzad 
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Tribuna 

entitled \"I Can\'t!\" VWe are an undeveloped country because 
we have a 'negativism syndromeY and prejudices such as: “I\'m 
embarrassed to do thatV or `I can\'t.\ If we don\'t change 

our mentality we will continue to carry these burdens and 

will let them conquer us and crush our right to think. V" 


“We shouldn't allow national and international sociologists 
to declare that we lack initiative and morals. We can prove 
them wrong if we show that we are willing to work hard 

fair salaries 
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and administrative ability." 


\"To make this possible we must be firmly committed to 
building a national educational project that will develop a 
new man who will generate wealth and be capable of 
innovation." 


\"The political and economic elite have the valuable 
opportunity to make changes in the judicial 

cultural structures so that the country will have efficient 
institutions that guarantee equal opportunities and fast 
answers to social demands. LetVs not forget that these 
changes are requirements established by international 
financial organizations so that the debt forgiveness will 
help us get out of the poverty and terrible ignorance that 
we are currently suffering." 


VCAFTA 
aid are part of a “Marshall Plan" that will allow us to 
fight against poverty. V 


V'There is no justification for us to continue blaming 
someone else for our misfortunes 

"North American Imperialism\' that is - giving us a hand to 
improve our future. We are architects of our own destiny: 
either we rise like the Japanese and Europeans did or we 
will be "Africanized.\\" 


Williard 
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and acknowledged the United States as Colombia\'s most 
important ally. Since taking office 

focused on establishing a state presence throughout national 
territory. 


-- Plan Patriota: The military\'s multi-phased campaign plan 

to re-take areas dominated by the Revolutionary Armed Forces 
of Colombia (FARC) is entering its third year. The first 

phase 

which surrounds Bogota 

of the capital and resulted in the deaths of at least five 
mid-level FARC commanders. The second 

phase has reached the eighteen month mark and is focused on 
the FARC\'s traditional stronghold in southeastern Colombia. 
Infectious diseases - especially leishmaniasis 

skin and intestinal infection - and landmines are the leading 
causes of military casualties. 


-- FARC Attacks: FARC violence in the first half of 2005 
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although tactically aggressive 
tool than military tactic. 


-- Center for Coordinated Integral Action: With support from 
the U.S. MILGRP 

facilitate social services in seven areas that have 
traditionally suffered from little state presence and 

pressure from illegal armed groups. The Center focuses on 
providing immediate social services 

and medical clinics 

such as economic reactivation. Approximately 40 
individuals have been enrolled in state health care 
investigators 

16 municipalities of the Plan Patriota area 

library was recently opened in the town of San Vicente del 
Caguan 


-- Drug Eradication: Eradication and interdiction are at 
record levels. As of August 2005 

coca and 1 

the beginning of 2005 

were manually eradicated. Ground fire against spray planes 
is well below 2003 levels but remains problematic. 


-- Plan Colombia Il: The GOC committed to provide us with a 
draft proposal of Plan Colombia Il soon. Most of the program 
areas outlined are a continuation of the same goals the US 
has supported since Plan Colombia\'s inception in 2000. 
Congress will be asked to consider one new program area 
which includes peace negotiations 

reintegration of illegal armed groups. 


3. (U) The USAID mission in Colombia funds programs to 
improve transparency of the justice system 

growing alternative legal crops and livestock production 
supports more than 1.4 million Colombians displaced from the 
internal violence. USAID is also strengthening a center to 
support children who had been forced to serve as child 
combatants. These programs help reinforce Colombian 
society\'s democratic and social institutions. 


4. (U) The Colombian military justice system has been 
criticized for inefficiency and weakness. We have emphasized 
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the importance of creating a system that delivers credible 
findings to ensure expeditious justice for both the innocent 
and the guilty. In April 

Director submitted a \"shock\" reform package to Congress as 
the first step towards institutional streamlining. A second 
reform package 

few weeks 

institution. 


5. (SBU) President Uribe is a strong supporter of the 
U.S.-GOC extradition relationship 

has approved more than 250 extraditions to the U.S. 
President Uribe 

officials have expressed concern about the impact of the Deal 
Amendment in the Senate version of the Foreign Operations 
Appropriations Bill. 


6. (SBU) The GOC has been holding negotiations with the 
United Self-Defense Forces of Colombia (AUC) since 2002. 
Almost 9 

GOC has said up to 10 

demobilize by the end of Uribe\'s term in August 2006. The 
GOC has repeatedly stated that the peace process will not 
damage the excellent U.S.-Colombia extradition relationship. 


-- Aid to Demobilizations: Almost 9 

demobilized since Uribe took office 

demobilize the rest of the paramilitaries by year\'s end. 
Colombia has requested U.S aid for the demobilization and 
reinsertion process 

inroads in areas formerly under paramilitary domination. 


-- Deserters: Since Uribe took office 

armed group members have deserted and entered the 
government's reinsertion program. The program has limited 
funding and logistical problems 


7. (SBU) The Mexican government was facilitating peace talks 
between the GOC and the National Liberation Army (ELN) 

the ELN has refused to suspend kidnapping. The ELN 
unilaterally ended the facilitation process on April 18. The 
FARC has shown no willingness to have peace talks or hold a 
Vhumanitarian exchange" to swap prisoners 
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continues to attempt talks with both groups. President Uribe 
accepted the Catholic Church\'s offer to broker a cease-fire 
with the ELN and the FARC on August 23. 


8. (U) President Uribe approved the Justice and Peace Law in 
July and established mechanisms to hold demobilized 
terrorists accountable for their crimes. The law offers 
demobilized terrorists a five to eight year sentence followed 
by a 2.5 to four year parole period only if they fully 
demobilize 

hostages and child soldiers 

Individuals or groups organized for drug trafficking or 

illicit enrichment would not be eligible for reduced 
sentence. Only crimes committed during membership in 
the service of 

The law has been criticized since the debate phase about 
being too soft on criminals 

key to ensure that both the goals of peace and justice are 
realized. 


9. (SBU) The Uribe Administration continues to make progress 
on human rights. Homicides fell by 16 percent 

by 42 percent 

2004 

dialogue with NGOs 

meetings with local and international human rights 
organizations that included over 40 hours of discussions on 
the United Nations High Commissioner for Human RightsV 27 
human rights recommendations for Colombia. Human rights 
training is mandatory for all members of the military and 
police. Less than two percent of human rights violations are 
attributable to government security forces 

statistics. Recent credible allegations of violations by 
members of the armed forces demonstrate the need for further 
improvement. 


10. (SBU) On February 20 or 21 

three members of the San Jose de Apartado peace community 
were killed by unknown actors. The Colombian government 
immediately condemned the killings and initiated an 
investigation. On February 25 

prosecutors 

arrived at the remote gravesites in La Resbalosa where they 
recovered 18 types of ballistic evidence 

evidence 

then ambushed 

one policeman was killed. In April 
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returned to the site to collect additional ballistics 
topographic 

investigation 

that a powerful object 

the kitchen of one of the victims. In addition 

commission went to the headquarters of the 17th Brigade to 
obtain aerial locations and operations orders for the region 
near the massacre site 

investigated the types of arms and munitions used by a 
battalion of the Brigade during the period of February 17-23. 
The commission returned to the massacre site the week of 
August 8. 


11. (SBU) Executive-legislative relations have been tense 
over the last two years. A major issue has been Uribe\'s 
break with traditional pork barrel projects and patronage for 
members of Congress 

as a result. Uribe\'s presidential reelection reform 

initiative 

Constitutional Court is currently reviewing the reform 

it remains to be seen if it will strike the measure down. 
Uribe\'s popularity is over 70 percent and he is expected to 
win an additional four year term if the Constitutional Court 
upholds the reelection law. Other major issues before 
Congress include pension and tax reform 

proposals that face tough sledding. 


12. (SBU) Elections for Congress and President will be held 

in March and May 2006 

Congressional session began on July 20 and will likely center 
around campaigning and the upcoming Congressional elections 
in March 2006. 


13. (U) Tremendous gains in security have helped the 
Colombian economy. In 2004 

product (GDP) increased by 4.1 percent to nearly USD 90.8 
billion. Colombian exports grew 26 percent in 2004 to USD 16 
billion. Exports to the U.S. grew by USD 1 billion. The 
Colombian Congress recently passed a pension reform package 
that will improve the long-term sustainability of the 

country\'s retirement system. Although the International 
Monetary Fund has recommended that Colombia revamp its tax 
system 

of Congress. Unemployment remains high 
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the rate has been declining since the beginning of the Uribe 
administration. 


14. (U) The eleventh round of negotiations toward a free 
trade agreement with Colombia 

in Miami last month. The talks are progressing slowly 
agricultural issues representing the biggest stumbling block. 
As the Colombian political season approaches 

are concerned that significant delays in completing the 
agreement this year could put the FTA on hold until late 
2006 


15. (SBU) In February 2003 

contractors and a Colombian military representative crashed 
in FARC-controlled territory in southern Colombia. The three 
surviving hostages\' safe release continues to be one of our 
top priorities. 
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published an op-ed by Fausto Leonardo Henriquez entitled 
VCAFTA Central America-Dominican Republic-U.S.A.\" “Тһе 
economic agreement of July 28 

debates 

in the North American Congress was fast and the votes were 
tight" 


\"\'ve been a witness 

several fora 

poverty in Honduras and the fears this new form of economic 
globalized neocolonialism brings." 


VCAFTA is a brotherhood among people and a path to 
"Americanization.\' What is yet to be determined is whether 
or not it is unfair 

to the people involved in this treaty. This treaty is to 
prepare ourselves for Americas continentalization 

that is what we are: America. V" 


VWe are taking painful and sometimes incomprehensible steps 
toward a full continental identity. A process that can be 
considered as "Americanization.\' What today seems to us as 
craziness is part of a journey that will end in a single 

idea: America. V 


VA constitution 
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liberty 
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procedures in the reactor\'s heavily radiated areas. Another 
worker 

that he had been forced to work without standard monitors to 
measure the level of radiation and without a protective mask. 
In discussions with reporters 

press reports that more than 50 former employees have filed 
such suits. 


3. (C) The plaintiffs have asked the court to obtain 
classified records on their cases from the Israeli 
authorities. An IAEC official told poloff that the GOI will 
not release any of the material on either Soreg or Dimona 
unless ordered to do so by the courts. (Note: Court cases 
like these are not typically open to the public. The courts 
usually publish their verdicts at the end of each case 
classified or sensitive material is expunged. End note). 


4. (C) According to an IAEC official 

have brain tumors of unrelated types 

lymphoma 

The IAEC noted that the latter case was filed by the family 

of a former employee who suffered from several major diseases 
(in addition to the cancer) at the time of his death. The 

four employees worked in different locations in the following 
fields: radiochemistry research 

radiation safety. None were involved in any incidents 

involving radioactive material. The IAEC said that radiation 
exposure levels for three of the plaintiffs measured 0.05-0.5 
Roentgen Equivalent Man (rem) over employment periods 
spanning from two to 20 years. The employee in the fourth 
case was exposed to nine rem over 28 years. The IAEC has 
told reporters in the past that it attempts to limit annual 
exposure for its employees to 300 millirem 

admitted that some employees register up to 500 millirem each 
year. 


5. (C) An official at the IAEC told poloff that GOI studies 
have shown no causal link between the cancer cases and 
employment in nuclear research centers in Israel. The 
official also claimed that the GOI updates its safety 
equipment at all nuclear facilities Vin accordance with the 
international standards in this area.\" 
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Visit Embassy Tel Aviv\'s Classified Website: 
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http://www state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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Vatican document on world hunger planned for drafting this fall 
offers another opening for our work on the issue and a chance to 
influence a wide segment of the population in Europe and the 
developing world. 


2. (SBU) Michael Hall 

Regional Economic Development Services Office in Nairobi 
with Monsignor James Reinert of the Pontifical Council for 
Justice and Peace (J and P) 

EB/TTP/ABT/BTT 

Council Cor Unum 

biotech issues 

current state of play on biotech in the Vatican generally. Both 
meetings took place at the Vatican. J and P takes the official 
lead on biotech issues at the Vatican 

in recent years 

03 ROME 5205; 04 VAT 3810). Cor Unum 

clearinghouse for aid efforts worldwide 

ally on biotech 

part of its brief. 


3. (SBU) Discussing the climate on biotech foods at the 

Vatican 

the legitimacy of the science of these technologies would not be 

a long-term problem in efforts to bring the Holy See further 

along on biotech. He noted that the Holy See did not feel that 

the genetic modification of plants posed any moral problem. 
Osborn mentioned a few clerical and other critics who had spoken 
out at PostVs biotech conference last year co-sponsored by the 
Pontifical Academy of Sciences (04 VAT 3810) 

about the alleged dire effects of biotech food on health and the 
environment. \"You\'re going to have a few people who continue to 
use scare tactics about the science 

by little 

he said 
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Bobo filled Osborn in on recent studies that backed up this 

view 

(WHO) report that found: \"GM foods currently available on the 
international market have passed risk assessments and are not 
likely to 

health." The report is available in English 

Spanish at: 

http://www.who.int/foodsafety/biotech/who_stu dy/en/index.html. 


4. (SBU) According to Osborn 

will continue to be the economic angle of biotech food. Many in 
the Church fear that these technologies are going to make 
developing-world farmers more dependent on others 

serve to enrich multi-national corporations. In his 


conversation with Reinert 

but noted that some researchers were working on crops such as 
cowpeas and cassava that were unlikely to make big profits 
could benefit the developing world. Bobo pointed out to Osborn 
that competition between companies and the regulatory process in 
individual countries provided some safeguards on these issues. 
Poloff mentioned presentations given at PostVs conference 
showing that in several communities in various parts of the 
developing world 

significant economic benefits for developing-world farmers. 
While seed companies had made some profits 

appeared to have been multi-national pesticide companies. 
Describing several examples of his groups projects 

assured Reinert that USAID initiatives sought to empower 
Africans and address their needs rather than blindly promote 
U.S. interests. 


5. (SBU) Post notes that Catholic opposition to biotech food is 
still active. Elements of the Catholic population 

the English-speaking world 

Sciences and J and P with hostile emails when they moved forward 
on the issue in the past two years. The UK-based anti-GMO 
Catholic Institute for International Relations has been very 

active on the issue 

English Catholic magazine 

CIIR member in the July 30 Tablet made questionable assertions 
attacking biotech.) Reinert said that many clergy 

those working in the developing world 
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anti-biotech 

He pointed to the Philippines as a country with a particularly 
anti-GMO Catholic hierarchy 

would \"go into schism\" if the Vatican came out any stronger for 
biotech food. 


6. (C) By word and action the Pontifical Council for Justice 

and Peace and the Pontifical Academy of Sciences have 
established the Holy See as giving at least a cautious go-ahead 

to bioengineered foods. It may be difficult to get much more in 

the near future. The pope has not shown his cards on the issue 
but some feel he may have been influenced by European prejudices 
against biotech food. Further 

and P sent a document laying out a moral/theological case for 
biotech food to the pope\'s old curial dicastery for clearance -- 

the theological watchdog Congregation for the Doctrine of the 
Faith (CDF). For whatever reason 

from CDF. What's more 

the question 

pushing the issue. A Martino deputy told us recently that the 
cardinal had cooperated with Embassy Vatican on biotech over the 
past two years in part to compensate for his vocal disapproval 

of the Iraq war and its aftermath -- to keep relations with the 

USG smooth. According to our source 

the need to take this approach. 


7. (C) Despite these less encouraging signs 

exist to press the issue with the Vatican 

influence a wide segment of the population in Europe and the 
developing world. According to Osborn 

the lead this fall on the updating of a Holy See document on 
world hunger. In light of recent work that has been done on the 
subject 

United NationsY 2003-04 State of Food and Agriculture report 
that gave a cautious backing to the use of biotech food for the 
developing world 

the issue. We will continue to press the moral imperative\" of 
biotech 

benefit of these technologies to farmers 

safeguards that exist to prevent economic exploitation. Sharing 
information on research on non-cash crops such as cassava will 
also be important to winning Vatican hearts and minds. 


SANDROLINI 
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Israeli-Arab contact indicated that there is an unofficial 
social support network within economically depressed 
Israeli-Arab communities 

hand to another family 

families. The Israeli-Arab contact said that some families 
also engage in small informal employment in agriculture and 
small business trade and do not report income to the GOI. 
Employee income from these family enterprises do not show up 
in CBS data. End Note 


7. (U) CBS states that Israeli Arabs earn less than their 
Jewish counterparts; however 

increasing for both groups. Sikkuy (Israeli NGO) reports in 
a recent research paper that the national average monthly 
salary in 2002 was NIS 7 

Arab sector at NIS 5 

the national average. 


8. (U) National Insurance Institute 2004 data show that 
Israeli-Arab families represent 31.1 percent of families 

living in poverty in Israel. 49.9 percent of Israeli Arabs 

live in poverty compared to 15.9 percent of Israeli Jews. 
According to Ministry of Industry 

statistics from 2005 

stands at 36 percent 

located in the Negev stands at 61 percent. According to the 
report 

of Bedouin women are working. The MOIT attributed this lack 
of participation in the work force to cultural norms in the 
Bedouin community. 


9. (U) In recent meetings 

have asserted to econoff that Israeli-Arab students on 
average do not do well compared to their Jewish counterparts 
especially in the Bedouin community. CBS reported that in 
2003 

university studies 

community. 


10. (U) A 2002-2003 report by the Mossawa Advocacy Center for 
Arab Citizens of Israel claims that 15.1 percent of Israeli 
Arabs applied for acceptance into a university course of 
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instruction leading to a degree 

Jewish students. Only 9.8 percent of Israeli Arabs are 
accepted into a university. Out of the Arab student 
population only 9.5 percent received their bachelor\'s degree 
4.8 percent received their masters degree 

received a Ph.D. As for participation in the major 
universities 

students at Haifa University 

University 


11. (U) According to the Ministry of Health 

in the Israeli-Arab sector is higher than for the Jewish 
community. The Ministry reports that there are nine deaths 
per 1 

per 1 

itis around 17 deaths per 1 


12. (U) In a recent article 

National Center for Disease Control claimed that the health 

gap between the Arab and Jewish community continues to widen. 
The article claims that ministry data from 2003 show that 

Arab men live 3.4 years 

average than their Jewish counterparts. The article also 
acknowledges that although the gaps between the sectors have 
grown over the past decade 

in longevity; a drop in infant mortality; and a drop in 

cancer 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www. state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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Reform Project\" (Editorial by Fehed Al-Naser 

B. VA Hasty Constitution . . . A Disgrace for a Great 
Nation\" (Editorial Sameer Ubaid 

C. \"Iragi Draft Constitution . . . and the Incomplete 
BirthW (Editorial by Hamza Al-Shamkh 

D. V The Suggested Constitution and the Challenges!" 
(Editorial by Yousif Fadhil 
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SELECTED COMMENTARIES 

A. “Тһе Iraqi Constitution . . . The Downfall of the US 
Reform Project 

(Editorial by Fehed Al-Naser 

( 

) 


\"The American President George Bush expressed great joy on 
the occasion of completing the Iraqi draft constitution. 

His happiness also reflects an admission that the American 
Middle East project for political reform 

tyrannical regimes 

democracies 

severe setback. We will all realize that the broad hopes of 
the United States governmentVs promotion of the era of 
freedom and human rights in Iraq is facing a crisis as soon 
as we take the first look at the Iraqi draft constitution . 

.. The announced draft constitution was nothing more than a 
bomb project. It is a warning of complicated political 

affairs full of ethnic and sectarian wars with uncalculated 
consequences. lt was written to serve the interests of 
particular sides and they are explicitly expressing their 
ethnic and sectarian ambitions. By placing the name of 
Saddam and his fascist party in the drafts introduction 
these sides are sending out a message to lragis that they 
should accept this document in return for their salvation 
from the former dictatorship\'s suppression . . . The Iraqi 
constitution 

the administration of the United States. It will witness 

its visions of modern personal and civil freedoms being 
replaced by the rights of sects 

It is a document that recognizes human beings by their 
ethnic and sectarian backgrounds and not by accomplishments 
ideas 

forget about our hopes for our state being ruled by law. 

We need to reconcile ourselves to the fact that our state 
will be ruled by ethnic and sectarian authorities and aging 
tribal traditions that deform our societal relations 

create huge obstacles for freedom of political and 
intellectual activities . . . Anyone who wants a free and 
prosperous future for Iraq should say no to this 
constitution. V 


B. VA Hasty Constitution . . . A Disgrace for a Great 
Nation" 

(Editorial Sameer Ubaid 

0 


\"The issue will not withstand further debate 
or hiding 
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united Iraq. The current constitution is similar to a United 
State fast food meal and it isn\'t worthy of respect. It is 
suitable for the era of occupation 

law was considered a Qu\'ran coming down from the Israeli 
Noah Fieldman 

Negroponte 

hastily drafted constitution; written according to President 
Bush\'s orders 

Satterfield 

percent. It only met some of the Kurds\' ambitions for 
separation 

We can summarize the constitution by saying it pleased the 
Kurds 

the document 

approved 

supporting them 

while the west will become another Somalia with no resources 
and a very fragile economy. From an American point of view 
Iraq is a candidate to become the new Chechnya by attracting 
extremists . . . What took place during the constitutional 
discussions was nothing more than an American stage play. 
Because the constitution was drafted before the war on Iraq; 
today\'s discussions are only part of the play performed to 
the world . . . For the first time in history 

Ambassador (Khalilzad) and his assistant (Satterfield) 
played the role of monitor and inspector for an independent 
nation\'s constitution . . . Has there ever been a situation 
where a nationVs constitution was drafted within days and 
submitted to Parliament eight minutes before deadline. 
WonYt this movie of fantasy and disrespect ever come to an 
end in Iraq? And who will tell Khalilzad and Satterfield 

that enough is enough? . . . There should be an uprising of 
the people to drive the occupation forces out of our 

country. They should also fire the failed politicians 

call for Iraq to be left to honorable Iraqis from all 
backgrounds who know how to put together the best political 
government 

. those who wish to vote in favor of such a constitution 
please send a greeting to the Zionists 

Iran on a golden plate. V" 


C. \"Iragi Draft Constitution . . . and the Incomplete 
BirthV" 

(Editorial by Hamza Al-Shamkh 

Democratic Alternative) Web-Site 


0 


\"Many politicians are making statements to local and foreign 
media outlets about the absence of deep differences that 
could prevent the completion of the Iraqi constitution draft 
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on time .. . But unfortunately 

reflect what is actually going on. There are many 
differences and disagreements among the different components 
of the Iraqi people. This is quite natural taking into 
consideration the variety of religions 

ethnicities 

After the expiration of the second deadline the draft was 
submitted to the National Assembly. Unfortunately 

wasnt finished. This was due to the unresolved differences 
between the participants. So 

three-day extension . . . Postponements and extensions are 
useless if the parties involved refuse to compromise . . . 
Everyone should have the unity of Iraq and its people as 
their primary goal. This should not be done by media 
statements 

come to an agreement. This agreement needs to be something 
that keeps the entire sectarian 

trends on the front burner. Without this agreement the 

draft constitution will not see the light of day 

it be submitted to a referendum by mid-October . .. So we 
have the right to ask all concerned parties 

three days witness a miracle and will you present a final 
draft to the National Assembly. Or will we witness another 
round of struggles that take us back to square one." 


D. \"The Suggested Constitution and the Challenges V" 
(Editorial by Yousif Fadhil 
http://www.nahrain.com/d/news/05/08/25/nhr082 5a.html) 


VI smiled as | watched the scenes of joy coming from all 
over Iraq when the draft constitution was finished. Then | 
read draft constitution and heard the plans of the Sunni 
faction and Sadr movement and saw the demonstrations in 
Kirkuk and other regions. | went to the Iraqi websites and 
read the statements from American president George Bush and 
other American politicians talking about the possibility of 
dividing Iraq into three small states! . . | then asked 

myself what stance should | take on this constitution? | 
have seen Kurds place demands on the constitution. | have 
heard the Shiites concerns addressed and province\'s demands 
for the fair distribution of the oil wealth and a non- 
centralized rule met . . . But our concerns will remain as 

long as the intensions of the political parties are not 

good. Is there а way to overcome bad intentions? This is 
the biggest challenge Iraq will face. lraqvs progress and 
prosperity will depend on good intension and good intensions 
are the sole guarantee for our economic and political unity 
... Nm an Arab and | suppose | have rights so why do | 
consider them a gift? These rights that the Kurds 

Turkmen 

natural and civilized part of what it means to be an Iraqi. 
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Yes they are all included in the constitution however 

practical implementation takes time. The people need to be 
educated about these rights in order to have them be shaped 
in the community. If we can achieve this then we have 
succeed in writing our constitution . . . Writing a 

constitution isn\'t hard 

principles that is difficult to do. Iraq had permanent 
constitution but our leader paid no attention to it. The 

peak of these violations took place under Saddam Hussein\'s 
rule. As | said before if federalism or non-central rule 
doesnt include good intentions with the correct 
implementation all of this effort will not achieve anything 

ἐν. Its worth mentioning that there is still a chance to 
change the constitution if we find any problems in it. V 
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B. VThe Overwhelming Majority" (Al-Fourat 8/25) 

C. WA Kurdish Vision for the Iraqi Constitution" (Al-Taakhi 
8/25) 

D. VDevils of the Constitution\" (Az-Zaman 

E. The Favorable Disagreement\" (Ad-Dustoor 8/25) 

F. "Money 

8/25) 

G. "Who Wants to Divide Iraq? V' (Al-Adala 8/25) 


A. V'Committed Period" 
(Al-Bayyan published in Arabic a page four editorial about 
the constitution by Zainab Al-Khafaji) 


“Тһе National Dialogue Council\'s position opposing 
concerning the draft constitution may prevent it from wide 
participation in the constitutional process. Initially the 

draft of the constitution was drawn up following an accord 
that was reached by the majority of Iraqi political parties 
that ostensibly represent the people. Therefore 
discussions cannot be described as based on ethnic power 
sharing because discussions on the constitution led to an 
agreement amongst politicians. The recent dispute on pending 
issues does not represent a refusal of the draft 

constitution but it is a good chance for political parties 

and blocs to end their disagreements. | think that these 
disagreements are insignificant if we compare them to the 
issue of the Ba\'ath Party\'s destiny in Iraq and the 
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distribution of powers.The National Dialogue Council must 
understand that it has to reconsider its attitude especially 
after the Kurdish coalition and the United Iraqi Alliance 
agreed to postpone ratification of the constitution in order 
to grant them more time to settle pending issues. Prime 
Minister Ibrahim Al-JaVafari said that this resolution is 
necessary and that every thing must be resolved within three 
days because the current period is a decisive and sensitive 
one. Otherwise 

a big opportunity to actively participate in the upcoming 
constitutional process." 


B. The Overwhelming Majority 

(Al-Fourat published in Arabic a page-two editorial by Majed 
Fadhel Al-Zaboon on the referendum) 

V'The technical process for the upcoming referendum still 
remains unclear. The majority of Iraqis say they are unaware 
of the voting procedures 

Iraqi electoral commission!...Some of the voters think that 
the electoral process involves a simple `yesV or `по\ on the 
draft constitution; such a procedure would deprive Iragis 

the right to explain their opinions about good and bad 
principles and the basics of the draft constitution. The 

Iraqi electoral commission should not render the referendum 
process a generic one because lragis must express private 
opinions about their new constitution.If this process is 
difficult to achieve 

disagreement points 

will gain legitimacy. An accepted compromise to satisfy all 
Iraqi sects should be designed to enable us to rebuild and 
to succeed in our political and democratic process without 
any marginalization or neglect for any Iraqi sects. This 

will be the way we can reach our national compact and 
independence and force the occupation forces to leave our 
country. The upcoming constitutional referendum should 
include all Iraqi sects (specifically the opposition) 

because some of the constitution articles should be removed 
and others affirmed. The majority of Iraqis should decide to 
accept the draft constitution 

everyone must participate in the upcoming referendum process 
to decide for Iraq. V 

C. VA Kurdish Vision for the Iraqi Constitution V 

(Al-Taakhi published a front-page editorial in Arabic by its 
Editor-in-Chief 

constitution) 


“Тһе Kurdish Parliament has approved and supported the draft 
constitution. President Barazani said that this draft is a 

great achievement (especially during this period) despite 

the inclusion of some items that do not coincide with 

Kurdish ambitions. Kurdish support comes as a reply to those 
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who want to blame the Kurds for attempting to obstruct the 
genesis of the Iraqi constitution.For the second time 

Kurds have proved that they are committed to the main 
principles 

parties at points earlier. The Kurds want to make this 
constitution successful and they\'ve placed emphasis on the 
principles of reconciliation and the wide participation of 

all Iraqi sects. However 

national interests 

destiny. We think that the current draft constitution will 
strengthen the federalist experiment in Iraq in a way that 
reinforces unity without the marginalization of any other 
sect.This is a new Iraq 

distribution of resources apart from the control of the 
central government that devastated the country. We do not 
think that the current constitution satisfies Kurdish 

desires. However 

and dictatorial mentalities trying to impart the 

constitution with tyrannical ideals. Everyone must 
understand that Iraq is moving forward and the federal 
solution is the best way to solve all problems. As we 
approach the referendum 

economic prosperity 

this awareness will not surprise Iraqis one day when they 
hear that the Kurds want to decide their own destiny. V" 


D. VDevils of the Constitution!" 
(Az-Zaman published in Arabic a page six editorial by Jihad 
Zayyer about the constitution) 


\"Today Iraqi politicians 

professionalism and sufficient experience 

draft constitution in the national assembly. At the same 
time 

items of this constitution because they want to know the 
results of politiciansY disagreements over pending 
issues.lragis have the right to know the details and 
implications of the constitutionVs articles 

govern their lives. We know that the majority of Iraqis 
for instance harbor anti-federalist attitudes 

information on governmental structure especially in 
countries that have ethnic diversity. Hence 

right to be suspicious of current Iraqi politicians because 
they do not know what the Iraqi people need. Current 
political parties are still distant from the people and 
these parties are ignorant about peopleVs intentions and 
orientations. Current Iraqi politicians speak about 
federalism 

equitable distribution of natural resources. On the other 
hand 

corruption. These politicians want to occupy Iraqi minds with 
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complicated political concepts. But 

was marginalized from real political participation 
understand concepts that may contain devils and disasters? 
Modern concepts and the sound policies of politicians alone 
cannot help Iraqis reveal the true intentions of these 
politicians.\" 


E. \"The Favorable Disagreement\" 

(Ad-Dustoor published in Arabic a front-page editorial by 
Bassem Al-Sheikh about the Sunni rejection of the 
constitution) 

\"The Sunni rejection of the draft constitution submitted to 
the national assembly is a healthy reaction; they initiated 
publicity campaigns to encourage “по votes\' in the upcoming 
referendum. Disagreements and different points of view are 
normal in life and dealing with such issues should be done 
in a civilized way; democracy means different points of view 
and more importantly how much influence one can 

wield. Therefore 

constitution is to create an influential opposition and 

enough supporters to back that opinion and then to have the 
influence to change and rule the political process. The 
technical processes are good because it keeps the process 
within the safety margins; public oversights 

political scrutiny 

birth of the new constitution.Now parliamentary members have 
legitimate authority to discuss every single article in the 
constitution. They will not permit a premature constitution 

to pass and even if they did 

say no in the upcoming referendum. This is the Iraqi will 

and public influence in the democratic process. The Sunni 
powers which are protesting through conservatives on the 
draft constitution committee decided that the upcoming 
referendum will be their way to say no to a constitution 

that does not include all their rights and demands.\" 

F. \"Money 

(Asharq al-Awsat published in Arabic a page nine column by 
Abdul Rahman Al-Rashed about the Iraqi constitution) 
V'There are several points of the disagreements inside the 
TNA that postponed the agreement on the constitution.Sunnis 
made a mistake last year by boycotting the election and are 
paying for it now. Realizing the scope of this mistake 
suddenly their leaders are now calling for participation in 

the political process. Today 

would be making a grave mistake if they did not grant the 
Sunnis guarantees in the constitution. Without the Sunnis 
the large 

weak small states.It is surprising that the constitutional 
disagreement has become Shiite-Sunnis or Arab-Kurds. The 
deepest disagreements are within each team 

The real disagreement is between the Islamists and the 
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secularists 

will deepen in the future 

dealing with the fundamental issues." 


G. "Who Wants to Divide Iraq? V 
(Al-Adala published in Arabic a page five editorial by 
Zuhair Al-Baghdadi on federalism) 


V'No one has the right to accuse any Iraqi of not being 
patriotic 

the correct path toward a new nation. We are lragis before 
anything else. The argument now is about federalism and its 
implementation in the new Iraq. On one side 

that federalism means the division of Iraq into small 
separated states 

countries. As such 

On the other hand 

not result in weakness and division 

other federal countries that have one border 

constitution 

determine whether accept it or not 

opinion through the referendum on the constitution. People 
not political factions will determine our destiny. Let us 
stop talking under a particular sect or nationality 

all Iragis.Some say that the Kurds should have the right to 
implement the federalism 

or the central areas should not 

Gulf States will interfere. This is unacceptable. One can 
not claim the right of federalism for one part of Iraq and 
not accept it for another. Federalism is the fair 

distribution of resources 

reconstruction 

it will establish security and stability 

greater authority for the districts and provinces. V 
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2. Reservation has been made at the Hotel Marrol\'s (Address: 
Tobrucka 4 

Room charge at the hotel is USD 160 which is within Bratislava 
perdiem. Please note that the Radisson SAS Carlton hotel was 
not available for the requested period. Post understands no 
other logistical assistance is required. 


3. Тһе U.S. Embassy\'s address is Hviezdoslavovo nam. 4 
02 Bratislava 
0861 or +421-2-5443-3338. 
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4. Security clearances and building access: if necessary 
regional security officer will provide a temporary embassy 
badge for you. However a clear telegraphic indication of your 
security level must be provided for unescorted access into any 
mission facility. 


5. Computer access to mission facilities: privately owned 
laptops and personal computers (including palm pilots) 
peripherals 

facilities. Travelers with United States Government (USG) owned 
unclassified laptop or notebook computers 
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diskettes and tapes must receive RSO/IPO authorization prior to 
being granted access to U.S. mission buildings. USG-owned 
classified computers must be sent to post via classified 

diplomatic pouches. Classified equipment must bear external USG 
bar codes 

commensurate with the highest level of information processed on 
the system. 


6. Security: post reminds traveler that we are under a high 
level threat of potential terrorist activities. This warning 

is especially applicable to those of us in diplomatic missions 
overseas. The U.S. government continues to receive credible 
indications that extremist groups and individuals are planning 
additional terrorist actions against U.S. interests worldwide. 
Such actions may include 

operations. Because security and security awareness have been 
elevated within the United States 

U.S. interests overseas. There is a possibility that American 
citizens may be targeted for kidnapping or assassination. 
Employees are reminded to remain vigilant with regard to their 
personal security and to exercise caution. 


7. The Slovak republic has a medium" rate of crime 

violent crime is relatively uncommon. Visitors are urged to 
exercise reasonable precautions. If you must walk alone at 

night 

to your wallet 

are popular targets of the local thieves. The local 

pickpockets are professional and most active during the summer. 
They tend to utilize distraction techniques to confuse their 

target 

and public transportation in the vicinity of the \"old town!" 

near major hotels where foreigners stay and tourist sites 

the night trains to Prague and Warsaw. Power struggles between 
organized crime elements 

to time. This activity is not/not directed against Americans 

or other foreigners. The rate of auto theft 
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connected to organized crime 

market European and American cars are preferred targets. The 
use of alarm systems or anti-theft devices is strongly 
encouraged. 


8. Medical: The Embassy\'s principal physician liaison is Dr. 
Julia Bruce (tel.+421-2-5922-3138). If you experience a medical 
emergency after work hours 

cell phone 0903-703-666. If you cannot reach the duty officer 
the embassy has a contract with an English-speaking Slovak 
doctor 

consultations and arrange treatment at local hospitals. Dr. 
Capova can be reached at 6252 5068 (home) or at 0904 637 836 
(cell phone). Tell Dr. Capova that you are with the U.S. 
embassy and require emergency assistance. If necessary 

155 to contact the city ambulance service. 


VALLEE 
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their agency certify to the State Department Bureau of 
Diplomatic Security that the employee has undergone 
equivalent security training. The contact for this 
certification is Assistant Director of training 

telephone (703) 205-2617. Country clearance will not be 
granted for any traveler with planned TDY in excess of 30 
days if this information is not stated/certified. POC for 
additional information is DS RSOBangkok@state.gov. 


- (U) Crime is generally non-confrontational in nature. 
Criminal acts are usually crimes of opportunity such as 
purse-snatchings 

pocketing. Visitors should be especially alert in crowded 
buses 

should lock valuables in hotel safe deposit boxes not in 
their hotel rooms. 


- (U) Be aware of common scams and frauds (including credit 
cards 

at well-established and reputable businesses. Visitors 

should be careful when purchasing branded or copyrighted 
goods. There are many pirated counterfeit products in the 
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marketplace; their purchase is against post regulations and 

it is ¡llegal to import these products into the U.S. Be wary 

of common scams for jewelry 

antiquities. There are no Thai government-owned or sponsored 
gem stores. If victimized 

Police by dialing 1155. 


- (U) Visitors are cautioned from visiting bars involved in 

the sex trade. Many of these operate illegally and clients 

can be subject to RTG law; they often charge exorbitant drink 
prices and cover charges. There are also many incidents of 
crime against patrons in these establishments. Drugging and 
robbing of unwary individuals is not uncommon. There are 
frequent reports of victims being drugged and robbed or 
beaten when visiting these bars. The drugs used can cause 
serious temporary memory impairment 

overdosed 

C. (U) TRAFFIC: 


- (U) The traffic situation in Bangkok can be difficult and 
dangerous for both pedestrians and vehicle occupants. All 
visitors should be alert to traffic patterns and unexpected 
motorcycle drivers. Traffic drives on the left-hand side 
opposite from the U.S. 

flows in the opposite direction. Pedestrians should use the 
overhead walkways for crossing busy streets. 


D. (SBU) TERRORISM: 


- (SBU) The threat from transnational terrorist groups to 

the U.S. Mission in Bangkok is currently ranked high. Despite 
stepped up RTG efforts to monitor its borders 

relatively porous and allow easy illegal access. 

Transnational terrorist groups 

Jemaah Islamiyah (Jl) 

point. 


- (SBU) The threat from indigenous terrorist groups is 
currently rated as low. There is no evidence to indicate 
that indigenous terrorist groups are planning acts against 
U.S. personnel or facilities. The far south of Thailand has 
experienced incidents of criminally and politically motivated 
violence 

Muslim separatist groups. Although Americans have not been 
specifically targeted in the past 

of past attacks by these groups - including bombings of 
public places - indicates a potential threat to American 
citizens. 
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- (U) The State Department is concerned that there is an 
increased risk of terrorism in Southeast Asia 

Thailand. Travelers to Thailand should therefore exercise 
caution 

such as clubs 

areas 


E. (U) OTHER SECURITY TIPS: 


- (U) Visitors should avoid making any pejorative comments 
about any members of the Thai Royal Family or engaging in 
disrespectful conduct within temples or toward religious 
objects. Such behavior can result in arrest and/or expulsion 
from Thailand. 


- (U) Precautions should also be taken not to discuss 
sensitive or classified matters outside secure environments 
or over unsecured and/or cellular telephones 

safeguard classified or sensitive materials at the Chancery 
and not at hotels or residences. 


- (U) Visitors should also be aware of the State 

Department\'s Consular Information Sheet for Thailand and the 
most recent Worldwide Caution Public Announcements 
available via the Internet at http://travel.state.gov. DOD 
personnel must review the PACOM Force Protection Levels for 
Thailand found at http://131.84.1.218/staff/at/athome.shtml. 


- (U) In essence 

appropriate caution and be alert to their surroundings with 
regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Bangkok (Tel. 
02-205-4000 

we hope you have a safe and pleasant visit. 

BOYCE 
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essential to victory in this years city/county elections and 

the 2008 presidential race 

members a warm homecoming and a respected place in the party. 
PFP leaders dismissed Ma\'s gestures as empty talk 

that if the KMT sincerely wanted Pan-Blue cooperation 

would agree to let PFP candidates represent the Pan-Blues in 

five key year-end elections. Newly appointed KMT 
Secretary-General Chan Chun-po recently met with PFP leaders 


SIPDIS 
to begin the discussion of election cooperation 
possibilities. PFP representatives professed optimism 
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the devil will be in the details 

out. PFP leaders know they have little leverage 
image-conscious KMT will choose to cooperate with its much 
weaker ally. End summary. 


2. (U) During his campaign for KMT Chair 

for the KMT to work closely with its erstwhile Pan-Blue 

coalition partner 

publicly welcomed PFP Chairman James Soong and other former 
KMT members back into the fold 

Return Home 

KMT\'s 17th National Congress 

rule banning disciplined or expelled KMT members from running 
for the Central Standing Committee or for KMT Chair. This 

was widely interpreted as a peace offering to Soong 

ousted from the KMT by Lien Chan 

an independent against Lien in the 2000 presidential race. 

The rule change passed the KMT National Congress on August 
19. During his Chairman acceptance speech 

gradually integrate the PFP back into the KMT 

Pan-Blue cooperation on policy matters 

elections. Ma declared his first order of business as 

Chairman was to assure a KMT victory in this December\'s city 
mayor and county magistrate elections 

acknowledged 


3. (C) On August 16 

Cultural Affairs Liao Wen-chang told AIT that he doubted Mas 
sincerity 

reintegrate the two parties 

contacted the PFP to discuss a process to do so. No one 
said 

cooperation in advance of this December\'s city mayor and 
county magistrate elections. Liao alleged that Mas calls 
for reunification are actually a cynical attempt to further 
marginalize the PFP by convincing Pan-Blue voters that the 
PFP is responsible for fracturing the Pan-Blue unity that is 
So critical to success not only this December 

2008. Rhetorically 

unify with the PFP in 2000 

when the PFP is weak and getting weaker 

members are insulted by 

to welcome them back into the KMT. Liao said Ma must first 
demonstrate his good faith 

leadership to discuss plans for inter-party cooperation. 
That plan must yield tangible benefits for the PFP; namely 
the KMT must be willing to yield five or six key elections in 
December to PFP candidates. If the KMT is unwilling to do 
that 

would be fighting for its very survival. 
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4. (C) On August 18 

that his recent election to the PFP Caucus Leader position 
revealed a deep divide among those PFP members who favor 
returning to the KMT and those 

loyal to Chairman Soong. Hwang\'s Caucus Leader opponent was 
Lin Yu-fang 

PFP-KMT reunification. A vote of thirty of the PFPYs 
thirty-four LY members resulted in a 15-15 tie. In the weeks 
before the vote 

ultimately cast the tie-breaking vote for Hwang. Hwang said 
Lin now \"holds a grudge against Soongl for favoring Hwang. 
After his loss 

out rejoining the KMT. Hwang said LinVs threat to defect is 
merely a ploy to get control of the PFPYs Arms Committee -- 
Lin knows his status within the KMT would be very low 

would lose the high media profile and the authority he enjoys 
as a senior PFP member. Hwang also said Pan-Blue voters 
question the loyalty and integrity of politicians who switch 
parties. Lin too would likely suffer this \"defector\'s 

Achilles heel 

some time 

halved in the next LY election. 


5. (C) Hwang argued that Ma needs the PFP in order to retake 
the presidency in 2008 

almost 50-50 between Pan-Blue and Pan-Green. Hwang predicted 
the PFP could deliver (or withhold) at least 200 

well in excess of the 23 

presidential election. (Comment: This glib suggestion that 
PFP support will put a Blue candidate over the top in 2008 
ignores the reality that the Blue lost in 2004 

PFP Chairman on the ticket. End Comment.) However 

said 

the PFP as a \"hostile takeover.\" In order to dispel that 
resentment 

KMT must agree to run PFP candidates in five of the 
twenty-three December city/county elections: the Keelung 
mayoral race 

Lienchiang 

PFP distrusts polls 

that method to decide the best Pan-Blue candidates. The PFP 
simply wants the КМТ to \"reserve\" these five races for PFP 
candidates. Hwang hopes the KMT will cooperate 
acknowledged the PFP does not have the financial resources or 
the candidates to oppose the KMT in all 23 races 

KMT refuse to cooperate. 


6. (C) On August 23 

former Ma campaign manager) Chan Chun-po led a delegation to 
the PFP to discuss improving relations between the parties in 
advance of the December city and county elections. The China 
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Post reported that the parties 

reached a tentative agreement to cooperate in the upcoming 
elections. A KMT participant reportedly repeated Ma\'s 

invitation to meet with PFP Chairman James Soong upon Soong\'s 
return to Taiwan from the US. Both the KMT and PFP 

participants reportedly expressed optimism about prospects 

for improved relations under Chairman Ma\'s leadership 

final details on election cooperation must wait until PFP 

Secretary General Chin Chin-sheng returns from a visit to 
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Mainland China. 


7. (C) Comment: Before being sworn in as KMT Chairman 
could not communicate directly with PFP leadership without 
violating KMT protocol; moreover 

the two men could not meet 

moves until they do. After his swearing-in 

time in opening up direct communication with the PFP 

had promised during the Chairman campaign. Unfortunately 
and other KMT leaders\' repeated public calls for KMT-PFP 
reunification have fed a wellspring of resentment and 

distrust within the PFP. The KMT has enjoyed an increase in 
popularity in recent public opinion polls 

to \"democratizing\" efforts like the contested Chairman race 
and the National Party CongressVs direct election of the 
Central Standing Committee. While Pan-Blue supporters want 
and would support a KMT-PFP coordinated election strategy 
trying to force KMT hopefuls to step aside for PFP candidates 
could strain KMT party discipline to the breaking point. 
Realizing their limited power 

Ma will be able to convince the KMT that giving away a few 
nominations is worth perpetuating the image of an 
increasingly democratic KMT 

cooperation in the bargain. End comment. 

PAAL 
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MALAWI PROGRAM WITH IMF SUPPORT 

MALAWI." THE PROGRAM WOULD SUCCEED OR FAIL BECAUSE OF W 
MALAWI WILL DO. 'OWNERSHIP 

MALAWIANS. HE EMPHASIZED THAT HIS OBJECTIVE WAS TO CHANGE 
THE EXISTING MENTALITY 

ASSISTANCE IN ALL SECTORS TO A COUNTRY THAT TOOK ACTION ON 
ITS OWN AND CONTROLLED ITS OWN FUTURE. 


4. (C) TURNING TO POLITICS 

OF A RELAY RACE 

EXPLAIN THE SITUATION TO HIS COUNTERPARTS AT THE RECENT SA 
SUMMIT IN BOTSWANA. THE POINT OF MULTIPARTY POLITICS 
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SAID 

THE RUNNER HANDS THE BATON AND MAINTAINS HIS GRIP 

IS LOST. HIS PREDECESSOR BAKILI MULUZI WAS USING OPPOSITION 
IN PARLIAMENT TO GOVERNMENT INITIATIVES AS HIS MEANS OF 
GRIPPING THE BATON 

THE GOVERNMENT. TALK OF IMPEACHMENT WAS ANOTHER MULUZI 
TACTIC. MUTHARIKA ANALYZED THE PARLIAMENTARY LANDSCAPE 
BRIEFLY 

GOVERNMENT\'S NOMINEE TO HEAD THE POLICE 

BEEN BY ONLY ONE VOTE IF THREE ABSENT MUTHARIKA SUPPORTEF 
HAD BEEN ON HAND. HE LAMENTED THE FACT THAT HE DID NOT HAV 
A MAJORITY IN PARLIAMENT BUT ADDED THAT WITHOUT A TWO-THIR 
MAJORITY ON THE OPPOSITION SIDE 


5. (C) AT THE CONCLUSION OF THE CONVERSATION 

OFFERED DEEP APPRECIATION FOR THE CLOSE AND SUBSTANTIVE 
RELATIONSHIP BETWEEN THE U.S. AND MALAWI. HE WELCOMED THE 
PROSPECT OF COLLABORATION IN THE MILLENNIUM CHALLENGE 
CONTEXT 

COOPERATION 
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Vietnam relies very heavily on imports of fertilizer 
agricultural chemicals 

and fish meal to exploit comparative advantages in the 
production of aquatic products and rice to achieve this 
export surplus in food commodities. It is impossible given 
available statistics to calculate a true balance when these 
other food production imports are taken into consideration 
but clearly they significantly reduce 

trade surplus. Even an incomplete analysis 

for imports of petroleum and machinery used in agriculture 
aquaculture and fishery shows a surplus equal to less than 1 
percent of Vietnam\'s food needs. 


4. In fact 

competing for limited land and other resources have created 
a very precarious food security situation for Vietnam as 
clearly indicated by its high malnourishment rate. In 
addition 

status unfairly penalizes Vietnam for adopting the very 
market-driven private sector initiatives that the Food for 
Progress program is intended to encourage. 


5. The Mission also questions USDA/Washington\'s apparent 
assessment that Vietnam has failed to make adequate efforts 
to introduce political freedom 

prerequisite of the program. Although Vietnam is by no 
means a representative democracy -- it is a one-party state 
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ruled by an unelected group of leaders -- it has made 
progress over the years in expanding personal freedoms 
strengthening representative institutions and improving the 
situation for religious believers. For example 

Vietnamese are now essentially free to live the lives they 
choose 

Furthermore 

legislative body) is increasingly playing a role as a 

\"check\" to Government waste and abuse. In addition 

has created a new framework on religion that bans forced 
renunciations of faith and seeks to encourage heretofore 
\"underground\" churches to operate freely and out in the 
open. The number of prisoners of conscience in Vietnam has 
declined significantly over the past two years. Finally 
Vietnam\'s press is increasingly able to play a watchdog 

role 

and uncovering corruption. While none of this makes Vietnam 
a \"free\" country 

country making progress in this direction. 


6. Thus 

its priority list of countries for Food for Progress 

Mission believes strongly that the need for the program 
remains great and that VietnamVs current situation is quite 
consistent with the goals outlined in the Food for Progress 
legislation. Vietnam has used past donations to great 
effect and can be expected to continue to do so for any 
future program. 


7. Accordingly 

million program for Vietnam to be realized through 
monetization of a 24 

accordance with with domestic needs and to support U.S. 
industry marketing efforts 

split between Dark Northern Sprin (minimum protein 14 
percent) and Western White (maximum protein 10.5 percent). 
Wheat is not produced in Vietnam and this shipment should 
thus not disrupt domestic agricultural production. 


8. Post proposes that the proceeds from the monetization be 
used as follows: 


A. Agricultural production and research. (Approximately 62 
percent of the estimated proceeds. Areas of focus would be: 


Improve systems for animal disease monitoring and control. 
The ongoing outbreak of avian influenza in Vietnam points 
out the great inadequacy of the country\'s current system and 
the great threat this poses not only Vietnam but the entire 
world. Emphasis would be placed on in-country training to 
develop expertise in disease monitoring and management at 
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all levels in both the private and public sector. Money 

would also be allotted for needed equipment and to encourage 
the development of less disease-prone production systems in 
the poultry and swine sectors. 


Building on previous donations 

irrigation systems in several provinces. Many provinces are 
poverty stricken and suffer from seasonal food shortages. 
This project would develop several canals to feed a series 
of smaller water networks throughout the provinces. 


Continue research on quick testing methods for pesticide 
residues in fruits and vegetables 

survey for chemical residues in Hanoi and Ho Chi Minh City. 
As Vietnam becomes a larger producer of fruits and 
vegetables 

more information about chemical residues in the food. 


Encourage development research and support for adoption of 
biotech crops. Vietnam is expected to soon pass 

legislation that will allow [biotech] adoption of biotech 

crops. This will create a huge opportunity for improving 
agricultural productivity in Vietnam. Funds will be used by 

the Center for Plant Biotechnology to advance to development 
of crops appropriate for Vietnam and to facilitate the 
commercial adoption of biotech varieties. 


B. Investment in rural infrastructure development for 
building and rehabilitating rural roads 

medical stations 

water systems (approximately 30 percent of estimated 
proceeds.) 


The largest share of the funds would be allocated to the 
construction of primary schools and health clinics in rural 
areas. The key to improving the lives of rural children is 
to provide each child with the opportunity to attend school 
and to ensure that there is a medical clinic within the 
commune or district. 


C. Disaster relief primarily small grants for construction 
of housing 

empowerment projects. (Approximately 8 percent of the 
estimated proceeds.) 


MARINE 
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may even have listed on the Ho Chi Minh City stock 
exchange by that time. Although the State Bank Governor 
has already approved VietcombankVs equitization plan 
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final decision rests with the Prime Minister. The Prime 
Minister has already agreed to allow the bank to hire a 
foreign consultant to value its assets and a foreign 
underwriting firm to handle the transaction as well as 
possibly seeking a foreign strategic partner. The MOF and 
SBV will have to select the foreign consultant. While 
officials will not name a target date 

that valuation will begin in December 2005. Vietcombank 
officials expect the Government is likely to keep from 60 
to 70 percent of equity initially 

this to 51 percent for at least three to five years after 

the IPO. Vietcombank officials also do not expect the 
Government to relax its 30 percent cap on foreign 
investment in financial firms 

individual foreign holdings in the near future. 

3. (SBU) Vietcombank\'s planned equitization is one element 
of a larger restructuring process that began in 2000. The 
World Bank and the Dutch Government have been providing 
technical assistance to help Vietcombank value and settle 
its bad debt. In 2000-2001 

proportion of its non-performing loans 

collateral or writing off bad debt. The bank reported an 
initial USD 300 million in non-performing loans before the 
restructuring 

accounting standards 

international standards. The restructuring effort has been 
slow 

equitization will help jump-start much needed internal 
reforms. They also hope to expand the bank\'s services to 
include insurance 

4. (SBU) Vietcombank continues to make plans to raise 
capital with the clear intention of selling its shares to 

the public in the future. To generate capital before its 
anticipated initial public offering (IPO) 

General Director has announced plans to issue 5 to 7-year 
convertible bonds in September. Currently 

equity capital is estimated at VND 7 to 8 trillion (about 
USD 433 to 506 million). The VND 2.5-3 trillion (about USD 
158 million to 198 million) bond sale will be open to the 
Vietnamese public 

capital adequacy ratio is about five percent 

international standard is eight percent. Bank officials 
expect capital adequacy to increase to between six and seven 
percent after selling the convertible bonds 

eight to ten percent after the IPO. According to press 
reports 

domestic banks during the first half of 2005 

4 

41 per cent from the same period last year and accounting 
for 18 per cent of the total profit made by Vietnamese 
credit institutions. The first SOCB to enter the ATM market 
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Vietcombank now has some 400 machines nationwide. 
5. (SBU) Comment: Despite many overtures about going 
public 

been a slow process that still hinges on the Prime 
Minister\'s approval. Disagreements among various 
ministries about whether to issue preferential bonds 

well as a reluctance to adopt international accounting 
standards 

Governments stated willingness to allow foreign 
consultants to value Vietcombank\'s assets is a positive 
sign. However 

investors 

financial information during the equitization process than 
it or any other Vietnamese bank has so far. End Comment. 
MARINE 
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breakdown in relations between Mpofu and Merafhe had become 
So complete 

compelled to intervene. 


3. (U) Charles Thembani Ntwaagae 
Secretary for Foreign Affairs (1996-2000) and Permanent 
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Representative to the UN in Geneva (2001-2005) 

to replace Mpofu as Permanent Secretary. Ntwaagae was the 
Coordinator of the African 

2003 

also Chairman of the Africa Group in the last quarter of 

that same year and Chairman of the Commonwealth Developing 
Country Ambassadors Group earlier in 2005. Ntwaagae 
participated іп an International Visitors Program on V'US 
Foreign Policy Decision Making" in 1999 during his stint as 
Deputy Permanent Secretary. Before joining the Ministry of 
Foreign Affairs and International Cooperation 

CEO of the National Environment Secretariat (January 1995 - 
September 1996). His previous experience included 
assignments as Deputy Permanent Secretary of Local 
Government 

1995) 

ministry (August 1992 - January 1993) 

Commissioner in the South East District (November 1990 - 
August 1992) and in the Kgalagadi District (May 1988 - 
November 1990). 


4. (U) Ntwaagae was born May 6 

Bachelor of Arts Degree in Political Science and Public 
Administration from the University of Botswana and 
Swaziland in 1977. Between 1983 and 1985 
completed a Masters of Public Administration at 
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Pennsylvania State University. He is married to Elizabeth 
Mmasello Ntwaagae and has three children. 


5. (U) Ntwaagae\'s deputy likely will be Mustaq Ahmed 

Moorad 

from Addis Ababa where he opened Botswana\'s mission to 
Ethiopia and the African Union in 2000. He was also 

accredited to Ethiopia 

United Nations Economic Commission for Africa. Moorad\'s 
previous assignments included one as Counselor (equivalent 

to DCM) in Washington DC in the mid-1990s and Spokesperson 
of the MFA in the late 1990s. 


6. (U) Botswana\'s Ambassador to the EU and Belgium 
Chasala George is expected to return to Gaborone in the 
coming weeks to become the Director of Multilateral 
Affairs. George has represented Botswana in Brussels and 
was accredited as Ambassador to France 

and the Netherlands since 1996. Previously he served as 
BotswanaVs High Commissioner to Zambia 

and 

other assignments included London and Stockholm. 


7. (C) Ms. Tshenolo Modise 
of Director for Multilateral Affairs 
with George. As Director for Multilateral Affairs 


was the MFA\'s point person on counter-terrorism issues and 
participated in a committee that drew up terms of reference 
for a new counter-terrorism mechanism within the GOB. Her 
previous assignments include New York and South Africa. 
She is married to Mr. Modise Modise 

for Development Affairs in the Office of the President 

her son is pursuing a bachelors degree in the US. 


8. (С) COMMENT: Mpofu\'s deferment of retirement is a 
welcome development since he was instrumental in quietly 
turning off some earlier discontent within the Cabinet 
regarding the IBB transmitting sation in Selebi-Phikwe. 
Mpofu is also among the enior personnel who tend to be 
understanding of ur positio regarding the Mugabe regime. 
Given hs earlier indications of imminent retirement 
transfer to the Office o the Presient suggests that the 
President and Vce President repose considerable trust in 
him. lis also worth noting that MFA persnnel have 
complained that the Office of the President tends to treat 
foreign policy formulation largely as its preserve. Although 
none of these personnel changes has been officially announced 
yet 

presidentVs office 
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independently confirmed this information. 
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(the President and four Vice Presidents) to discuss elections 
and other issues critical to the success of the Transition. 
End summary. 


2. (SBU) Presidency officials organized a meeting with CIAT 
chiefs of mission on August 25 as a follow-up to the August 
15 inter-institutional meeting hosted by President Kabila 
(reftel A). Called on short notice 

meeting was put to question at a preparatory CIAT meeting 
earlier in the day in light of the fact that key GDRC players 
would be absent. Not in attendance were President Kabila 
(currently in Katanga) 

Kivus) 

presidential inauguration in Bujumbura) 

Interior (in Ituri) 

East). The meeting nevertheless went forward in order to 
review progress made in voter registration since the August 
15 meeting. With Vice President Zahidi Ngoma presiding 
GDRC was also represented by Vice President Bemba 
Independent Election Commission (CEl) President Malu Malu 
the National Assembly and Senate presidents 

Kabila 


3. (U) CEI President Malu Malu told CIAT members there had 
been a \"clear improvement" in voter registration since August 
15. Thanks to MONUC 

voter registration kits were being delivered more smoothly 

he said 

which they are distributed locally. Registration has begun 

in Maniema and North and South Kivu provinces 

tentatively. As of August 24 

have been registered country-wide. 


4. (U) The CEI reported that with 100% of the registration 
centers operational in Bas-Congo and with almost a million 
voters registered 

and kits will then be sent from there to Equateur or Bandundu 
provinces where registration has not yet begun. In Orientale 
province 

operational 

registration has been completed there 
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available for registration in other provinces. 


5. (U) The three provinces in the third phase of the 
registration process -- Katanga 

Kasai -- where registration commenced on August 7 
behind schedule. In Katanga 

opened (though Malu Malu said about 200 more would be opening 
imminently) 

to-date. Progress is being made in Western Kasai (579 
registered) 

operational. The situation in Eastern Kasai was termed the 
&most critical8 by Malu Malu 

open 


6. (U) Registration began in the Kivus and in Maniema on 
August 21. By August 24 

were open in North Kivu (with only 33 

69 of 689 were open in South Kivu (with slightly more than 
20 

Maniema (with fewer than 5 

said that more registration kits had been delivered that day 
to the Kivus. 


7. (SBU) Malu Malu reported that 

in the registration process 

significant problems. Among those cited were the 
distribution of registration kits at the local level 

security concerns in Ituri (reftel B) 

numbers of Congolese refugees pressing to return from 
Tanzania to areas in South Kivu where virtually no 
infrastructure exists. Moreover 

periods first in Kinshasa and then in Bas-Congo and Orientale 
provinces has had a domino effect that will render it 
impossible to complete national registration by September 26 
as originally envisaged. 


8. (C) SRSG and CIAT chiefs of mission raised additional 
problems. Despite assurances by the Minister of Interior 
that police would be paid 

registration centers have not been made. Many registration 
officials have not been paid 

at centers where local communities have rejected them as 
&outsiders 

government has apparently not availed itself of repeated 
offers made by Chamber of Commerce officials to provide 
logistical support. And although MONUC is providing logistic 
support 
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9. (C) Vice President Bemba noted that President Kabila 
through the Minister of Interior 

and provincial and territorial officials to provide the 
maximum possible logistical support. He noted 
additional problems that had come to his attention. They 
included the long distances citizens in rural areas must 
often travel to get to a registration center. Worse still 
once citizens make the long trip to centers 

centers so crowded that they cannot register that day. 


10. (C) Of significant concern is the fact that no progress 
has been made in drafting an election law nor in arranging to 
convene an extraordinary session of parliament in September 
for it їо be discussed and debated. Both the presidents of 
the National Assembly and Senate pointed out that many 
members of parliament are currently in their home districts 
where they are involved in the registration process. Both 
noted 

the urgency to move forward with the election law. Vice 
President Zahidi suggested that the matter should be raised 
at the next meeting of the Council of Ministers. 


11. (C) While the inter-institutional meeting was useful as a 
progress report on registration efforts 

briefing with the CEI president would have been just as 
effective. Unfortunately 

questions to answer were not in attendance. The Minister of 
Interior 

not been paid despite repeated assurances from him that they 
would be. Progress must be made quickly on the election 
law 

of the government living up to its commitments to provide 
logistical support throughout the country -- needs to be 

heard clearly by the senior-most leadership. To that end 
CIAT members were clear in asking for another follow-up 
inter-institutional meeting and 

regular meetings with the l'Espace Presidentiel\" to discuss 
election-related and other issues critical to the success of 
the Transition. End comment. 
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timeV had pressed unsuccessfully for HYre Protestants to renounce 
their faith. At the end of July 

10 HVre Protestant families to an area closer to the provincial 
capital \"for better control" and reportedly destroyed their houses 

in their village. While some H\'re complied with the order 

refused to move 
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3. (SBU) An affiliate of the Chief Representative of the Quang 

Ngai SECV Representative Board confirmed the reports to us on 
August 26. This contact said that the Provincial Chief 

Representative would meet with the General Secretary of the SECVVs 
National Executive Committee. 


4. (SBU) The Chief of the Quang Ngai Committee for Religious 
Affairs refused to take our phone call on August 24. On August 
26 

of External Relations. We handed over a letter requesting 
additional information on the incidents (letter emailed Embassy 
Hanoi and EAP/BCLTV). We stressed to Hang that the incidents -- 
if confirmed -- would be a serious violation of Vietnam\'s new 
legal framework on religion. That said 

implementation of the new legal framework on religion by local 
authorities has been uneven 

While provincial and other senior-level officials may not be able 
to prevent unfortunate incidents 

been alerted is critical. Hang undertook to contact provincial 
leaders and to provide us with a \"clarification\" as soon as 
possible. 


WINNICK 
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BE AVAILABLE IN FRANCE NEXT WEEK. 


THE ECONOMIC PRESS AND POPULAR LE PARISIEN LEAD WITH THE H 
COST OF OIL. THE EDITORIAL IN LES ECHOS IS TITLED VLIVING WITH 
HIGH OIL PRICES WHILE LA TRIBUNE HEADLINES: \"HIGH OIL PRICES 
PENALIZE WORLD MARKETS. (SEE PART C) 


IRAQ AND THE POSTPONEMENT OF THE CONSTITUTION ARE FACTUA 
REPORTED 

MERCENARIES BEING RECRUITED FROM LATIN AMERICA THROUGH T 
INTERNET TO SERVE IN IRAQ. 


LEFT-OF-CENTER LIBERATION DEVOTES ITS LEAD TO THE WORLDWII 
THREAT OF AVIAN FLU AND ASKS ON ITS FRONT PAGE: SHOULD WE 
WORRY?vY THE ANSWER IN THE EDITORIAL IS CLEARLY THAT V'ALTHC 
THERE IS NO IMMEDIATE THREAT 

NECESSARY 


UN REFORM AND THE WU.S. STRONG ARMING ATTEMPTS ARE THE B 
FOR A REPORT IN LE FIGARO WHICH COMMENTS: \"THE 750 AMENDMI 
PROPOSED BY JOHN BOLTON EXPLICITLY AIM TO TAILOR THE 
INTERNATIONAL ORGANIZATION TO MEET AMERICAN INTERESTS." (S 
PART C) 


THE MIDDLE EAST AND THE ISRAELI DISENGAGEMENT FROM GAZA El 
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AN OP-ED BY JAVIER SOLANA IN LE FIGARO AND AN INTERVIEW WITH 
MAHMUD ABBAS IN LIBERATION. SOLANA WRITES: \"ТНЕ EUROPEAN L 
IS FULLY READY TO TAKE ON THE ROLE OF THIRD PARTY IN THE 
REGION AS FAR AS BORDER CONTROL IS CONCERNED 

BOTH SIDES. THIS ROLE OF UMPIRE WILL CONTRIBUTE TO FACILITAT 
THE FREE CIRCULATION OF GOODS AND PEOPLE BETWEEN GAZA AN 
REST OF THE WORLD. THE EUVS EFFORT IN TERMS OF COORDINATIC 
WITH THE U.S. AND THE QUARTET MARKS ITS DESIRE TO BE MORE TI 
JUST SUPPORTIVE. WE ARE READY TO INTENSIFY OUR INVOLVEMEN™ 


INTERVIEWED IN LIBERATION 

THE WEST BANK ARE ILLEGAL. WE MUST DISCUSS THE FUTURE OF TI 
WEST BANK WITH THE ISRAELIS THROUGH THE U.S. 

AMERICANS HAVE DEMONSTRATED THEIR DETERMINATION TO SEE A 
FREEZING OF THE SETTLEMENTS. THIS IS WHAT PRESIDENT BUSH S/ 
WE MUST OF COURSE SPEAK WITH THE ISRAELIS 

WILL HAVE TO COME FROM THE U.S. AND EUROPE. THE EGYPTIANS ^ 
THE AMERICANS WILL BE HELPING US IN THE RECONSTRUCTION. WE 
ALREADY HAVE THE ASSURANCE OF THE U.S.\" 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
GLOBAL ECONOMY: PRICE OF OIL 


VLIVING WITH THE HIGH COST OF OIL\" 

JEAN-MARC VITTORI IN RIGHT-OF-CENTER LES ECHOS (08/26): "WITH 
THE BARREL OF OIL CLOSE TO 70 DOLLARS 

POSSIBLE TO HIDE ONE\S HEAD IN THE SAND. WORLD MARKETS ARE 
BEGINNING TO FEEL THE CRUNCH AND SO ARE THE ECONOMIES. THE 
COUNTRIES REGISTERING ECONOMIC GROWTH ARE GOING TO SLOV 
THIS IS TRUE FOR ASIA. THOSE WITH A SLOWER GROWTH 

EUROPE 

CONSUMERS ARE PAYING MORE FOR GAS 

ARE INCREASING 

BELEAGUERED CONSUMER. WE MUST REACT. WHAT ARE THE OPTIO 
FRANCE? THERE ARE A NUMBER OF MEASURES THAT CAN BE TAKEN 
OF THEN MUST BE GOVERNMENT INITIATIVES. ENERGY ISSUES CANN 
BE LEFT TO THE MARKETS. THOSE WHO HAVE DOUBTS ABOUT THIS € 
LOOK BEYOND OUR BORDERS: IN WASHINGTON 

ENERGY IS A HIGH LEVEL STRATEGY ISSUE. 


UN REFORM 


VU.S. STRONG ARMING ATTEMPTS\" 

ALAIN BARLUET IN RIGHT-OF-CENTER LE FIGARO (08/26): "BEFORE 
THE GENERAL ASSEMBLY ON UN REFORM 

ITS CONDITIONS. THE U.S. INITIATIVE IS DESCRIBED IN A 
CONFIDENTIAL DOCUMENT WHICH THE NEW U.S. AMBASSADOR 


SIPDIS 
BOLTON 
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CLEARLY INDICATING WASHINGTON\'S PRIORITIES FOR THE "NEW UN 
AT THE HEAD OF THE LIST IS THE U.S. PREOCCUPATION WITH THE 
FIGHT AGAINST TERRORISM. THE OBJECTIVE IS TO ERASE ANY TRAC 
OF AMBIGUITY BETWEEN TERRORIST ACTIONS AND ARMED RESISTAI 
MOVEMENTS. ANOTHER AMERICAN PRIORITY IS THE REPLACEMENT ( 
HUMAN RIGHTS COMMISSION 

WITH PERMANENT MEMBERS WHO HAVE DEMONSTRATED THAT THE' 
GOOD STUDENTS OF DEMOCRACY. THE U.S. EXPLICITLY WANTS THE 
TO CONFORM TO ALL THINGS PERTAINING TO U.S. INTERESTS. THE 
"BOLTON ΑΜΕΝΡΜΕΝΤΟΝ SUGGEST THAT ANY MENTION OF ΤΗΕ FIGH 
AGAINST CLIMATE CHANGE SHOULD BE OMITTED. WITH A STROKE ΟΙ 
PEN THE AMERICANS ARE CROSSING OUT THE OBJECTIVES OF THE 
MILLENNIUM ACCOUNT. INSTEAD OF THE FIGHT AGAINST POVERTY T 
WANT TO PUT THE ACCENT ON LIBERALIZING ECONOMIES. THESE 
PROPOSALS ARE SURE TO RAISE OPPOSITION FROM POOR COUNTRI 
SAYS A UN SOURCE: "THIS IS TRULY A STRONG ARMING TACTIC. FOR 
THE AMERICANS 

AMENDMENTS ARE NOT A COMPLETE SURPRISE. THE NEGOTIATIONS 
THREE WEEKS TO GO BEFORE THE OPENING OF THE SUMMIT 

TO A MISSION IMPOSSIBLE. OR A SINKING OF THE REFORM PLANS. 
"NEGOTIATIONS WILL BE VERY 

AMBASSADOR." HOFMANN 
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Jackson said that now that the disengagement has been 
carried out 

Palestinians. 


Jerusalem Post reported that a senior Israeli official 
praised the V'most positive EU statement in years. The 
statement issued by Britain 

rotating EU presidency 

Vhistoric progress made on Israel\'s withdrawal from 
Gaza and parts of the West Bank 

courage of Sharon and his government. 


HaVaretz cited the IDF\'s fears that violence might 
escalate in the coming weeks following the army\'s 
killing of five Palestinians in Tulkarm Wednesday. On 
Thursday 

the IDF\'s belief that the firing of a rocket across the 
Lebanese border on Thursday was unintentional. The 
media reported that PA Chairman [President] Mahmoud 
Abbas slammed the killings and accused Israel of 
causing a deliberate provocation in order to undermine 
his efforts to maintain calm. Israel Radio reported 

that a Palestinian stabbed and slightly wounded a 
border policeman in Hebron this morning. The attacker 
was arrested. 


Israel Radio reported that 
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Sharon held with senior defense officials last night 
Israel will soon ask Egypt to deploy forces along the 
Philadelphi route. HaVaretz and the radio reported 
that Israel insists on the Palestinians crossing from 
Egypt through a point other than Rafah. HaVaretz says 
that Defense Minister Shaul Mofaz made that proposal. 
Israel Radio says that 

on the Rafah crossing point 

customs agreement with the PA 

latter hundreds of millions of dollars annually. The 
station and other media reported that the cabinet will 
vote on the agreement with Egypt on Sunday 

Knesset on Wednesday. 


Maariv cited Interior Ministry statistics 

which the number of Israelis living in the West Bank 
has increased by close to 13 

exceeding that of the settlers evacuated during the 
disengagement. Over 250 

the Green Line. Jerusalem Post reported that the vast 
majority of the Gaza Strip\'s Jewish residents have 
elected to end their settlement enterprise in the lands 
Israel won in 1967 

settlement movement to absorb them into West Bank 
communities. Still 

private American investors have pledged USD 5 million 
to build 60 housing units in four West Bank settlements 
for Gaza evacuees. 


Israel Radio reported on the meeting Justice Minister 
Tzipi Livni held with Secretary of State Condoleezza 
Rice on Thursday. Livni told the radio that 

terror organization 

Palestinian Legislative Council elections. Israel 

Radio quoted Abbas as saying that there is no reason 
why Hamas could not enter his government if it achieves 
good results in the elections. 


Jerusalem Post quoted a source close to Sharon as 
saying that 

his Likud party to oust him as leader 

consider asking President Moshe Katsav to disperse the 
Knesset and initiate early elections. Israel Radio 

says that the buzz in Israeli politics is of elections 

late in 2005 or early in 2006. Leading media expect 
Binyamin Netanyahu to formally announce next week his 
candidacy for Likud chairmanship. Yediot reported that 
Sharon severely attacked him on Thursday. Speaking on 
Israel Radio this morning 

General 

belief that Labor will quit the government in November. 
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Leading media reported that Meretz-Yahad party leader 
Yossi Beilin will support the move led by the right- 

wing factions to topple Sharon\'s government. However 
HaVaretz notes that other senior Meretz-Yahad members 
do not agree with him. 


Israel Radio reported that the police have arrested a 
man and a woman who admitted to hurling a pig\'s head 
into the courtyard of a Jaffa mosque a few days ago. 
They reportedly acknowledged that they wanted to 
provoke the Israeli Arab public in the context of the 
disengagement. The radio reported that the police are 
preparing for possible confrontations at the site this 
afternoon. 


Yediot reported that on Wednesday 

the Chinese Foreign Ministry officially responded to 

the U.S.-Israeli memorandum of understanding regarding 
the ban on sales of sensitive military equipment to 

China. According to Yediot 

release V'China and Israel are sovereign countries and 
they ought to conduct an independent policy as part of 
the development of relations between the countries 

and that \"the U.S. has no right to intervene in normal 
exchanges and cooperation between the sides." 


Maariv and other media reported that Abbas and other 
Palestinian officials have recently expressed their 
support for the relocation of Palestinian refugees from 
Lebanon to Gaza. 


Yediot and Maariv reported that 

since the establishment of diplomatic relations between 
Israel and Egypt 

Ahram printed an article by an Israeli diplomat -- 
Ambassador Shalom Cohen 

opportunity created by the disengagement. The 
newspapers note that Al-Ahram attached an editorial 
comment of its own to Cohen\'s article 

withdrawal from Gaza is only the first stage in a 
comprehensive pullout 

commitments under the road map 

38 years of Israeli occupation in Gaza. 


Maariv cited a denial by Cindy Sheehan 

son in the lraq War and is picketing President Bush\'s 
ranch in Crawford 

or anti-Semitic comments. 


Under the headline 
pictures FM Silvan Shalom presenting U.S. Ambassador to 
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Israel Dan Kurtzer with a Jewish National Fund 
certificate recording the planting of trees in his 
name. 


HaVaretz features efforts by U.S. Rep. Debbie Wasserman 
Schultz (D-FL) to turn January into an official Jewish 
history month. 


Yediot bannered the results of a Mina Zemach (Dahaf 
Institute) poll conducted on Wednesday: 

-54 percent of Israelis favor the evacuation of West 
Bank settlements; 42 percent are opposed. 

-68 percent of Israelis support the evacuation of 
unauthorized settler outposts. 

-49 percent would like Sharon to continue his political 
life; 47 percent believe that he has concluded his 
historical role and that he should retire. 


According to a HaVaretz/ Dialogue Institute poll 
conducted over the past two days 

Israelis believe that \"Israel has been hurt and pained 

by the disengagement\"; only 23.5 percent describe post- 
evacuation Israel as Ya normal 


Independent 

\"Israel\'s top priority right now should be resuming a 
dialogue with the PA 

ventures." 


Military correspondent Alex Fishman wrote in mass- 
circulation 

Border Guard Force 

Road 

security. V 


Senior columnist Nahum Barnea wrote in Yediot Aharonot: 
“Тһе U.S. administration will prefer to embrace Sharon 
rather than to pressure him." 


Former editor-in-chief Moshe Ishon wrote in 
nationalist 

actually set a date [for Israel\'s withdrawal from the 
West Bank] 

state that pertinent talks would start as early as this 
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year" 


Block Quotes: 


I. \"A Poorly Timed Provocation\" 


Independent 

(August 26): \"Under American pressure 

plan to build 3 

[corridor]. But Washington does not buy his 

explanation that it is possible to create 

\'transportation contiguity\' for the Palestinians via 
overpasses and tunnels that would connect the northern 
and southern West Bank. Secretary of State Condoleezza 
Rice is more attentive to the PalestiniansV fear that 

Israel seeks to divide the West Bank into isolated 
cantons. It is hard not to view the decisions about 

the fence and the new construction near MaValeh Adumim 
as a poorly timed provocation. They damage the efforts 
to rebuild trust with the Palestinian Authority and to 
strengthen its leader 

future negotiations.... They erode the contribution 

that the successful disengagement made to reviving the 
diplomatic process and show that Sharon has returned to 
his evil ways in the settlements. There is widespread 
agreement within Israel about keeping the settlement 
blocs 

arrangement. But this must be done through an 
agreement with the Palestinians that takes their needs 
into account as well 

ground unilaterally 

created by the spread of settlements in the West Bank 
even more complicated. Israel\'s top priority right now 
should be resuming a dialogue with the PA 

provocative construction ventures.\" 


Il. \"No Cause For Concern\" 


Military correspondent Alex Fishman wrote in mass- 
circulation 

\"The Egyptian Border Guard Force 

Philadelphi Road 

Israel's security.... The main question is whether the 
Egyptians will indeed succeed 

force 

Strip. They are committed to do so in the agreement 
but Israel has no ability -- apart from international 
pressure -- to supervise the quality of the Egyptians\' 
activity and motivation.... The hope is that the 
Palestinian interest to keep the crossings open and the 
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Egyptian interest to keep the calm will cause them to 
monitor the borders effectively. Beyond this 

has no real influence. The Egyptians currently face a 
problem of internal terrorism. In cooperation with 

other countries 

and the smuggling.... Perhaps they will succeed in 
doing something [along the Philadelphi Road]. There is 
another great and important advantage to the deployment 
of the Egyptian force on Philadelphi Road: the presence 
of this force enables Israel to withdraw its soldiers 

from the road in a dignified manner. That too is worth 
something in these troubled times. The only problem 
with this force lies in the fact that it creates a 

precedent. Stationing such a force does not conform to 
the spirit of the military appendices attached to the 
peace accords between Israel and Egypt. It should be 
ensured that this precedent does not lead to a flood of 
breaches in the accords.\" 


III. WReturning Home 


Senior columnist Nahum Barnea wrote in Yediot Aharonot 
(August 26): Sharon believes that the world will give 
him a long break in the peace process. The 
Palestinians will do their best to restrain terror. 

This time they are motivated not only by external 
pressure 

opinion. They too have elections. The U.S. 
administration will prefer to embrace Sharon rather 
than to pressure him. They will neither remind him of 
the settlement outposts that have not yet been 
evacuated 

Bush 

this week 

view 

road map\' stage. [But] the voters are cruel. They are 
usually not grateful for what is not present -- not for 
the mortar shells that will no longer be fired at 

Jewish settlements in the Gaza Strip 

economy that will improve as a result of the 
evacuation\'s success 

exist between Israel and Western Europe and the 
moderate states of the Arab world. The evacuation is 
over. Israelis apparently moving into a year of very 
intensive internal politics." 


IV. While the World Is Happy 
Former editor-in-chief Moshe Ishon wrote in 


nationalist 
of State Condoleezza Rice said last week ... that the 


Column 3 

withdrawal from Gush Katif doesn\'t constitute a 
conclusion. When one of the journalists told her that 
Prime Minister Ariel Sharon said that this pullout was 
final 

President Bush has expressed his hope that the Vroad 
тару process would begin after the uprooting of Gush 
Katif. He hasnVt actually set a date 

Prime Minister hastened to state that pertinent talks 
would start as early as this year. It should be 
assumed that he coordinates his remarks with the 
\Quartet.\ The U.S. Secretary of State is also aware 
of those developments. It is no secret that President 
Bush has already said upon previous occasions that 
Israel must withdraw from Judea and Samaria [i.e. the 
West Bank]. We should expect a transition period until 
the elections in the Palestinian Authority 

supposed to be held during the second half of January 
2006. Until then 

withdraw from Judea and Samaria. If Hamas wins a 
majority in those elections 

reason to oppose the pullout. On the other hand 

Fatah wins 

demand an Israeli withdrawal from Judea and Samaria. 
He also hopes to win the support of the United States." 


Deputy Managing Editor and extreme right-wing columnist 
Caroline B. Glick wrote in conservative 

Jerusalem Post: \"There has been no indication 
whatsoever that Washington cares about fostering 
peaceful relations between Israel and post-Saddam Iraq 
and as a result 

leaders to consider withdrawing from our eastern border 
on the Jordan River." 


Block Quotes: 


“Тһе End of Mythology" 


Deputy Managing Editor and extreme right-wing columnist 
Caroline B. Glick wrote in conservative 

Jerusalem Post (August 26): \"Since it toppled Saddam\'s 
regime 

continued Iraqi rejection of IsraelVs right to exist 
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and bellicose statements in favor of Israel\'s 

destruction which have been heard from all quarters. 
The best-case scenario for Israel from a post-U.S. 
withdrawal from Iraq is that Iraq will act in a manner 
similar to Saudi Arabia in its dealings with the Jewish 
state.... In any case 

whatsoever that Washington cares about fostering 
peaceful relations between Israel and post-Saddam Iraq 
and as a result 

leaders to consider withdrawing from our eastern border 
on the Jordan River. V 
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inconsistent in his policy statements 

where the operational leadership has a weak mandate and lack 
of strategic focus. He has wavered back and forth between 
carrot and stick. On the one hand 

hearts and minds 

incentives (subsidized food sales and funding to encourage 
sports). On the other hand 

emergency decree (refs A 

repeated public assurances that the decree will not lead to 
human rights abuses 

community in the South was extremely negative 

has provoked increased fear and suspicion of the governmentVs 
intentions. A senior Thai MFA official (ref A) has also 
expressed serious concern about the decree 

some Thai officials are also concerned that the edict was 
poorly conceived. 


POLICY MISSTEPS DO NOT HURT THAKSIN POLITICALLY 


4. (C) Thaksin inherited a long-standing problem and made 
it worse. He faces serious criticism internationally and 

from some Thai NGOs and political opponents. However -- and 
while it may be counterintuitive -- Thaksin is not paying a 
serious political price domestically for his failing southern 
policy. Thaksin simply has not had the domestic political 
incentive to amend his policies 

Buddhist Thais in the South 

take a harder line toward militants. The overall effect of 
these attacks on Thai institutions and civilians has often 
been to bring out strong nationalistic feelings among the 
Buddhist majority and strengthen the Prime Minister\'s 
political position as a tough leader willing to make hard 
decisions. 


THAKSIN BEGINS TO UNDERSTAND 
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5. (C) Against this background 

realization within the government and from Thaksin himself 
that they are not making sufficient progress 

changes are necessary. An advisor to the National Security 
Council (NSC) recently told us that the Prime Minister had 
developed a better understanding of the southern situation 
following a meeting with southern businessmen who were able 
to explain to the Prime Minister in economic terms -- the 
language Thaksin understands best -- the effect the 
insurgency is having on commercial interests in the South. 

His establishment of the National Reconciliation Commission 
(NRC) in March 2005 led by Anand Panyarchun 

highly respected figures in Thailand 

positive development. The NRC is working on proposals to 
address the underlying causes of the unrest. The Commission 
is composed of highly credible and representative members 
and Anand will not let himself be manipulated by Thaksin. 


ENCOURAGEMENT AND ENGAGEMENT 


6. (C) When considering how we approach the Prime Minister 
on the South we should remember that Thaksin dominates the 
Thai political scene as no other civilian prime minister has 
before him. Although his popularity has waned somewhat 
according to recent opinion polls 

dominant leader of an overwhelming parliamentary majority. 
Additionally 

personal relationship with the President 

visitors of their common Texas roots.\" To the media 
Thaksin has likened his upcoming meeting with the President 
to a conversation between personal friends. The meeting with 
the President therefore represents an excellent opportunity 

to raise our concerns about his sometimes erratic approach to 
dealing with the South while encouraging him to stay the 
present course as represented by the NRC 

hardline approach embodied by the emergency decree. Coming 
from the President -- a leader the Prime Minister clearly 
admires -- rather than through impersonal public statements 
which often provoke a negative and contrary reaction 

message should resonate. 


7. (C) The Prime Minister told Ambassador he is eager to 
explain his southern policy and to rebut concerns that his 
measures are dictatorial and counterproductive. We suggest 
the following points in response: 


-- We recognize this is an internal Thai affair 
ready to cooperate to the extent we can 


Column 3 
intelligence 
if the Thai side so desires. 


-- We appreciate the RTG\'s assurances that the emergency 
decree will not be used to justify human rights abuses in the 
South. If there are human rights violations by security 
forces in the region 

and could have a negative impact on our overall bilateral 
security cooperation programs. We do not want that to 
happen. 


-- We are encouraged by the work of the National 
Reconciliation Commission; we are optimistic that this 
distinguished group will come up with good recommendations 
and hope that the government will be able to work with them 
on implementation. 
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subsidiary) next week 

discounted press rumors that Indias Ой and Natural Gas 
Corporation (ONGC) might attempt to top PetroChina\'s bid. A 
well-placed employee of a SINOPEC (Chinese Petroleum and 
Chemical Corporation) subsidiary 

SIPC 

PetroChina joint-venture. The oil community consensus here 
is that the Chinese paid a premium for PK. The proximity of 
PK\'s fields to the Chinese pipeline 

significant unbooked PK assets 

magnitude of that premium. The Government of Kazakhstan 
(GOK) has yet to officially acknowledge the sale 

insiders now assume that CNPC had the GOKVs blessing prior to 
public announcement of the deal. End Summary. 


Ownership Surprise 


2. (C) In a August 25 conversation with Emboffs 

President Rob Goldsmith dismissed press reports that India Vs 
ONGC was likely to top CNPOVs bid. ONGC had not approached 
PK about such a bid 

neither economic nor political sense for the two companies to 
compete over PK: the proximity of PKYs Turgai fields in 
Eastern Kazakhstan to the Chinese pipeline made the company 
worth Wat least seven dollars a share moreW to CNPC than to 
ONGC 

Turgai oil to market. Further 

would undermine a recent energy cooperation agreement with 
China in order to secure PK assets. 


3. (C) On August 26 
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International Oil Corporation 

subsidiary of SINOPEC -- told Emboffs that the PK ownership 
surprise would come from a different direction: SIPC 
subsidiary of SINOPEC 

joint-venture partner in the buying \"PetroChina\" entity. 

Asked why SINOPEC''s role in the deal was being kept secret 
the FIUC employee speculated that the Chinese did not want 
this deal associated with SIPC/CNPC\'s failed attempt to buy 
into the Kashagan consortium (ref B). 


Valuation: Paying a Premium or Unbooked Reserves? 


4. (C) The general consensus here is that CNPC overpaid for 
PK. Conoco-Phillips Country Director Hakim Janah called the 
$4.18 billion bid \"crazy 

for PKYs Shymkent refinery ($300 million in his estimation) 
was factored out 

for PK\'s proven and probable reserves (estimated at 

500 

barrel. Goldsmith seemed to acknowledge that the Chinese had 
paid a premium 

activities also added value to the company. Our FIUC source 
reinforced the point 

suggesting that PK had recently made some significant 
discoveries which had not yet been booked as reserves. 


Kazakhstani \"Yukos\" 


5. (C) To date 

sale. When the Charge asked the Canadian Ambassador if she 
thought the GOK had blessed the deal 

giving a noncommittal answer. Nevertheless 

daily \"Kazakstanskaya Pravda 

articles about an ongoing CNPC venture here 

August 23 and August 25. In one piece 

Chinese national director pledged to go beyond GOK requests 
for discounted diesel during the harvest season -- a cause de 
guerre for PetroKazakhstan and flashpoint with the 
government. A Russian internet trade journal 

dubbed the sale \"Turgaiskii Yukos 

PetroKazakhstan has its fields. A Kazakhstani-based 
electronic media source 

GOK since the state producer KazMunaiGaz lost out. Our 


sources 
the Shymkent refinery to KMG to placate the GOK. 


6. (C) Comment: lt appears that the GOK is on-board with 
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this deal. If so 

up to gain the GOK green light? Contacts tell us the 
Shymkent refinery is one possibility. That leaves the 
Russians to placate. They may 

of this deal 

the kind of one-sided Kazakhstani justice with which Lukoil 
helped bring down PK. If the GOKVs guarantee is good 
CNPC-owned PK has little to fear from Lukoil in Kazakhstani 
courts. Nevertheless 

we get a public GOK statement. End Comment. 
ASQUINO 
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and expect further appreciation (daily ups and downs aside) 
during the next 12 months. 


CHECKING THE BOOKS 


3. (C) As interim Minister of Economy 

is reportedly to scour through paperwork to check all of 
Rusko\'s dealings in the Ministry. Coalition members have 
disclosed that they expect to discover additional 

improprieties including dubious transactions and overpayments 
of state subsidies that personally benefited Rusko. The 
government believes that decisive action will shift the focus 
away from the turbulence of Rusko\'s removal and have a 
positive affect on the economy as transparency increases and 
corruption is punished. 


FOREIGN DIRECT INVESTMENT 


4. (C) Although Rusko has taken credit for attracting 
foreign direct investment to Slovakia 

diminish after RuskoVs departure. In fact 

already stated that he will implement specific rules for FDI 
and end Rusko\'s secretive negotiations and oral contracts. 
One contact close to Foreign Minister Kukan contended that 
the country will still attract investments but will not have 

to pay the overly generous incentive packages typically 
promised by Rusko. Such transparency is welcomed by the 
business community 

increasing in spite of Rusko 

recent visit of potential German investors to U.S. Steel 
Kosice 

strangely 

commented after that 


Column 3 
see such a circus performance". 


PRIVATIZATIONS 


5. (SBU) The lead opposition party announced August 24 that 
it would attempt to stop the privatization of the Slovak 

power company and railroad cargo rights because an unstable 
minority ruling coalition should not be permitted to 

undertake such important economic actions for Slovakia. 
Miklos 

proceed as planned before elections in 2006. 

VALLEE 
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as long as the GoT fulfills the EUYs Copenhagen criteria. But 

he said the Holy See had not been straightforward enough in 
correcting misimpressions of that policy when cardinals or 

others in the hierarchy - most notably Cardinal Ratzinger - 
strayed from the party line. It is unclear if the papal trip to 
Istanbul will actually occur 

much of a political subtext as an ecumenical one. End Summary. 


2 (C) Ali Riza Ozcoskun (protect) 

Embassy of Turkey to the Holy See 

Vatican-Turkey relations were on the rocks. \"What relations?" 

he retorted when asked about the state of affairs between the 

two countries. He complained that the two had no dialogue 

that the last time a high-level GoT minister came to Rome 
Ozcoskun had a hard time convincing him he should see anyone at 
the Vatican. \"What could | say?\" he said. \"There\'s nothing to 
talk about.\" 


3. (C) Ozcoskun went over the well-known stalemate 

that the Catholic Church sought certain legal assurances from 
Turkey that as a secular state it could not offer. \"We don\'t do 
this to discriminate against Christians 

against radical Muslims.\" In the event of Turkish entry into 
the EU 

Turkey would have to adhere to EU norms. For this reason he 
thought it silly that some within the Vatican were lukewarm or 
worse towards Turkey joining the club. In fact 

them many of the things they're looking for 
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4. (C) Pope Benedict is considering a visit to the Ecumenical 
Patriarch in Istanbul for the November 30 feast of St. Andrew 
an event of great importance to the Orthodox. According to 
Ozcoskun 

situation for the GoT under the circumstances. V'If the pope 
comes and doesn\'t make it a state visit 

Turkey. If he doesn\'t come 

said. Ozcoskun recounted that he had proposed that the GoT 
organize a conference to be attended by the top leaders in 
Istanbul just before the possible papal visit. In this way 

Turkey could manufacture an opportunity for a meeting with the 
pope in a face-saving way 

Benedict would certainly not go to Ankara. Ozcoskun didn't get 
much of a hearing on the idea. Ankara is “іп no mood" to bend 
over backwards for the Vatican 


5. (C) Oscoskun was sensitive about Pope BenedictVs highly 
publicized criticism of TurkeyYs EU candidacy (made as Cardinal 
Ratzinger prior to his election as pope). When reminded that 

the official line of the Holy See on the issue was one of 

neutrality as long as Turkey lived up to the EU\'s Copenhagen 
criteria (04 VATICAN 3196) 

satisfied. V[At the time of the Ratzinger interview] and at 

other times 

they always do so in private." [Comment: Ozcoskun makes a good 
point - at the time of the Ratzinger controversy we spoke with 

FM Lajolo and encouraged him to reinforce the Holy See\'s view in 
light of confusing media accounts of Ratzinger\'s comments. He 


confirmed the Vatican position 

in public. End Comment] Ozcoskun said he didn\'t think Vatican 
opposition could thwart Turkey\'s EU bid 

make it more difficult. V 


6. (C) Ozcoskun did not seem to be current on tensions between 
Ecumenical Patriarch Bartholomew and the GoT. When asked 
example 

camp sponsored by Bartholomew (ISTANBUL 1333; ANKARA 4653) 
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Ozcoskun waved it off. \"There\'s always something 

claimed that Bartholomew was trying to become \"the pope of the 
Orthodox 

patriarchs 


7. (C) The Holy See is still considering the Istanbul trip 

though at World Youth Day in Cologne August 20 

spokesman said that nothing had been fixed on the calendar. A 
curial contact told us August 25 that he \"wouldn\'t bet the 
grocery money" on the trip actually happening 

noted the strong appeal to Pope Benedict of making a grand 
gesture for Catholic-Orthodox relations. The thrust for him and 
for many would be this ecumenical relationship 

be no escaping the diplomatic subtext of Turkey and the EU. As 
for Ozcoskun 

this farewell call. He does not seem to have been very active 

in the Vatican diplomatic corps 

heading back to Ankara now. 


SANDROLINI 
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itself constrained by the exigency of current budget demands 
base; over 80 percent of GON revenues flow from the petroleum 
sector and any appreciable dip in these revenues immediately 
diminish the governments fiscal strength. As the first 
generation of PSC projects (e.g. 

come on-line 

projects for several years while the operators recover costs. 
The GON is determined not to find itself in the same fiscal 
bind with the new blocks up for bid in 2005. Dr. Daukoru 

also argues the Nigerian deepwater is no longer frontier 
territory 

incentives as the high-risk early projects. 


MPR Will Follow Brazilian Local content Model; 
Using Pre-Qualification to Avoid Speculators 


7. (U) The MPR has examined a number of national models for 
development of local content 

and Norway to develop their petroleum sector. However 

MPR Believes the Brazilian system most applicable to Nigeria. 


Column 3 

Recently a MPR team including Dr. Daukoru 

Brazil to learn more about their local content efforts. 
Through pre-qualification of national firms 

to avoid the V'hawking of Nigerian assets overseas" by 
Nigerian companies selling acreage to foreign concerns 
believes occurred in past bid rounds. This is just one change 
instituted as a result of their study of the Brazilian model. 

In past years 

received rights to develop acreage which they had neither the 
skills nor intention to develop 

for a quick profit. The MPR designed the qualification 
System to make sure indigenous firms had the requisite 
technical 

being admitted to participate in the bid round with a foreign 
partner. 


Local Content Vehicles 


8. (U) In its quest to increase the level of national 
content in the petroleum industry 

all bidders take on a minority technical partner. After an 
evaluation of their competency and work histories 
pre-qualified a number of firms to participate as &local 
content vehicles 

stake in a project. DPR Director Tony Chukwueke admits not 
all firms will be able to obtain 10 percent of the equity for 
their project 

financially by their foreign partners. Conoil 

presence in the downstream sector 

the Nigerian petrol station market 

firm which qualified to participate in the bid round as a 
full bidder in its own right 

partner. 


9. (SBU) The screening and approval LCVs has been 
problematic. Finally 

bid round 

prospective bidders. DPR and Ministry of Petroleum Resources 
have been encouraging a number of the &one man shops8 to 
merge 

their foreign partners. While majors continue to complain 

about the low technical and financial capability of the LCVs 
most majors appear committed to working with the current 
situation. 


Majors 
ExxonMobil Expects its Bid may Disappoint GON 
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10. (C) lan Fischer 

ExxonMobil Nigeria 

deepwater blocks on offer 

expectations 

(fiscal) terms are worse.8 To underscore EM 

regarding fiscal terms 

showed the total government &take8 from the blocks 
auctioned under 1993 fiscal terms was 43% of the revenue; 
under 2003 62% of the revenue; and under the 2005 fiscal 
terms 

&take8 in this round was too high 

terms of Nigeria 

assume the sole risk for billions in exploration and 
development costs for deepwater. 


11. (C) Fischer elaborated on the poor prospectivity 

most deepwater blocks in Nigeria currently under exploration 
were on the &inner shelf 

meter of water. Some of the blocks in the current bid round 
(and in last fall 

the &outer shelf 

stated that 

a disappointment.8 While noting both EM and rival firms are 
loath to advertise their failures 

wells in the outer shelf had come up &dry.8 


12. (C) Based on EM 

have poor prospectivity along with tough fiscal terms 
Fischer anticipates the GON may well be disappointed with 
EM 

expectation ExxonMobil will be in full force for the bid 
round.8 He added Government 

per block was &a problem 

willing to submit low 

blocks 


Chevron Echoes Pessimism re: Bid Round 


13. (C) Chevron Nigeria Planning Manager Kevin Lyon stated 
that Chevron would likely only bid on 2 blocks 

would leverage existing Chevron assets in neighboring blocks. 
He too indicated tightened fiscal terms were a significant 
deterrent to Chevron 

continually stresses the stiff competition within Chevron for 
investment capital; Nigerian projects compete with projects 
from around the world for funding. With returns in Nigeria 
ranking near the bottom for Chevron 

the firm is making the decision to allocate scarce investment 
capital elsewhere. (Comment: Industry interlocutors 
consistently indicate in this era of record-high oil prices 
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the additional economic rent from these revenues completely 
accrues to the GON 

Nigeria at this time. For example 

currently earn much higher returns of U.S.-based projects in 
the Gulf of Mexico 

the world. End comment.) 


Independents Weigh In with Negative Views on Round 


14. (C) The larger independent firms appear to share similar 
views about the bid round. Devon Energy Nigeria Managing 
Director (MD) Raymond Marchand stated they were still 
&running its numbersg8 for the bid round during our last 
conversation 

participation was decidedly pessimistic. MD of Canadian firm 
Nexen 


New Entrants Seem More Enthusiastic 


15. (С) However 

entering the Nigerian market for the first time in this bid 
round. While cautious 

prospects for Nigerian deepwater than do the established 
players. In recent months 

of visitors from U.S. independents Occidental and Amerada 
Hess. Amerada Hess 

entering Nigeria initially as a non-operating partner 

both firms are upbeat about the commercial potential of the 
blocks on offer. U.S. independent Pioneer is also apparently 
planning to bid 

to Nigeria. 


Nigeria Moves onto the World Stage; 
Chinese Firms 


16. (C) The Ministry of Petroleum Resources seems to view 
this bid round as Nigeria 

Seeking to broaden the Nigerian market beyond the traditional 
&Big 58 (Shell 

by which Nigeria has often felt itself dominated 

worked hard to attract interest from both new countries and 
new entrants 

in Nigeria. The bid round road show traveled to London 
Houston 

participation. The Ministry of Petroleum Resources believes 
its efforts have been worth it: they expect 4-5 Chinese firms 
to bid 
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Oil Company will also bid. Several U.S. independents will 
also participate. (Comment: Unfortunately for U.S. firms 
appears from press reports the Chinese firms may well have 
secured preferential access to certain blocks 

parastatal firms 

downstream sector projects (refineries and independent power 
plants). China 

security 

unprofitable downstream investments to secure strategic 
access to upstream blocks. U.S. firms 

profitability of the still price-regulated Nigerian 

downstream 

comment.) 
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pillars\" policy. The Palace has not made any request as of 

yet for a meeting between the King and PM Manmohan Singh on 
the margins of the UNGA summit 

Brahimi has not mentioned to India the idea of a four party 
(India 


2. (C) Notwithstanding the RNA debacle at Kalikot 

remarked that New Delhi still sees a Maoist victory as 
impossible given the guerrillas\' rudimentary arms and lack of 
broad support 

at this point would only postpone the eventual political 
settlement that must end the conflict. Nevertheless 

is disturbed by continued reports of Chinese and Pakistani 
arms deals with the RNA 

transactions (reftel). Rae said that his China division 
counterpart was meeting August 26 with the PRC Ambassador to 
reiterate Indian unease. For now the GOI believes the PRC is 
disinclined to adventurism in Nepal and shares India\'s 
concern about a deteriorating political situation. MEA also 
plans to protest to the South Korean Ambassador after 
receiving an overflight request for a shipment of 
rocket-propelled grenades from South Korea to Nepal. 


3. (U) Visit New Delhi's Classified Website: 
(http//www.state.sgov/p/sa/newdelhi) 
MULFORD 
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right now.V Taiwanese news reports just prior to 

Fernandez 

while Fernandez might strengthen ties with the PRC 

president was a Wlong-time friend of TaiwanW who had promised 


Column 3 
to maintain ties between Taiwan and the Dominican Republic 
after taking office. 


(SBU) In January 2005 

Dominican press as saying that the Dominican Republic should 
select which entity 

diplomatic and commercial relations. He said that the PRC is 
a Vgreat reality in the worldW and that it has made important 
investments in Latin America. 


(SBU) In January 2005 

with members of the Partido de la Liberacion Dominicana 
(PLD) 

Palace. The delegation included Wang Yulin 

Latin American issues 

representatives reminded the Dominican government of the 
importance of PRC-Dominican relations and discussed the 
possibilities for commercial cooperation. Wang said that the 
PRC has formal relations with 166 countries in the world and 
that he hoped the Dominican Republic would be number 167. 
Dominican news report that Reinaldo Pared Perez 

General of the PLD 

to the Dominican Republic and could provide a solution to 
some of the important problems the country now faces 

the energy crisis. 


(SBU) The PLD hosted a celebration in the Presidential Palace 
for the Chinese delegation. When asked by press if the 
Dominican government relationship with Taiwan would hinder 
relations with China 

maintain and strengthen relations with the PRC. 


(SBU) In mid-2004 Dominican Ambassador to the United States 
Hugo Guilliani Cury visited the PRC seeking investment in 
export-oriented factories in the Dominican Republic (ref B). 

This visit was followed by that of nine Dominican senators 
including Senate President Andres Bautista 

іп the PRC 

Shanghai. The group was accompanied throughout the visit by 
Vice Foreign Minister Ji Peiding. Many PRC officials 

including the National People\'s Assembly president 

reportedly expressed their government\'s desire for diplomatic 
relations with Santo Domingo. Dominican senators had been 
guests of Taipei authorities on a previous trip 

and caused a brief stir when a Taipei legislator reported 
speculation by Dominican Revolutionary Party (PRD) Senator 
Ramon Albuquerque that the incoming administration might want 
to recognize the PRC. 


(U) The following 4 questions are answered jointly 
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(C) Q: What is the composition and value of host country\'s 
trade with China (imports and exports)? Please indicate 
source of statistics and whether this includes trade with 
Hong Kong. Please also advise on the trend line in key 
resource areas 

timber/timber products 


(C) Q: What is the value of Chinese investment in host 
country? In which sector(s) is it concentrated? Is there 
data to distinguish between portfolio investment and 
investment in productive sectors? Please include figures for 
realized investment as well as for contracted investment if 
possible. From the host country perspective 

financial or policy support does the Chinese government 
provide for Chinese companies seeking to invest in Latin 
America? 


(C) Q: Does the local response to China\'s increasing demands 
pose the risk of potential environmental degradation and/or 
create long-term health hazards? Does China contribute to 
helping address environmental and health-related concerns 
that stem from its economic engagement with host country? 


(C) Q: Has host country and/or China sought preferential 
trade arrangements 
sub-regional or regional arrangement? 


(SBU) A: The PRC commercial office in Santo Domingo has a 
staff of three PRC nationals and two local hires. Cai 

Weiquan 

Domingo 

relations has prevented the development of a legal framework 
to facilitate trade and investment (ref C). Still 

that PRC exports to the Dominican Republic amount to some USD 
250 million annually and are more likely to grow than 
Dominican exports to China. Chinese exports include 
electronics 

total Dominican exports to China amounted to USD 20 million 
and included coffee 


(SBU) Recently the PRC has made some attempts at investment 
in the Dominican Republic. Earlier this year a Chinese firm 
China Minmetal 

operations of the Canadian company Falconbridge 

operates a nickel mine located in Bonao 

capital. The deal did not materialize. 


(C) In another instance this year 

Kong firms attempted to buy a 35 percent share of the 
Dominican Caucedo port 

Caribbean (ref D). Three Chinese companies bid on Caucedo: 
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Hutchison 

local partners told Embassy Officer that they did not want a 
\"Chinese\" partner because this might have a negative impact 
on Caucedo 

Chinese companies was selected; instead 

was sold to DPI Terminals of Dubai. 


(SBU) In June 2005 the Dominican press reported that 
Commercial Officer Cai Weiquan was promoting two PRC 
investment projects here valued at USD 100 million. In the 
first instance 

factory at a cost of USD 50 million in the Dominican province 
of San Cristobal. Cai stated the cement factory would use 
the latest technology and would follow international 
environmental standards. The other proposed investment 
worth USD 50 million 

to provide five cranes to be used at Caucedo port. 


(C) The PRC does not have any current projects or investments 
in the agricultural sector in the Dominican Republic 

according to a planning director in the Dominican Ministry of 
Natural Resources and the Environment. 


(SBU) A Chinese delegation visited the Dominican Republic in 
January and according to Cai 

ocean areas 

health 

reported to have met with the Dominican ministers of 
environment 

commercial officer suggested creating a mixed commission to 
oversee these efforts. 


(C) Another possible area for investment by the PRC here is 
tourism. In late 2004 

informed Emboffs that PRC investors are looking at tourism 
investments in the country \"if the Dominican Republic 
recognizes Beijing. V 


(SBU) The PRC is involved in the Dominican Free Trade Zones 
areas (FTZ). According to Dominican Council on Free Trade 
Zone Exportation (CNZFE) 

investments of USD 4 

reports that 16 PRC companies bought FTZ exports in 2004. 
Additionally 

the PRC 

second only to the United States. 


(SBU) The Embassy has not heard of any PRC suggestions of 
preferential trade treatment or bilateral trade agreements. 


(C) Q: What if any assistance is China providing to host 
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country? What is the breakdown between grants and loans? 
Does the Chinese government typically propose aid or does the 
host country request it? Who proposes specific projects? Do 
the Chinese push certain types of projects and shy away from 
others even if the host country has requested them? 


(SBU) A: No aid is expected from the China until the 
Dominican Republic formally recognizes the PRC. There is no 
indication that this is likely in the near term. 


(SBU) Journalists have suggested that the January 2005 
technical delegation mentioned above was considering a 

possible Chinese purchase of Dominican bonds but we have seen 
no evidence of this. 


(C) Q: What are official and popular attitudes to the 
Chinese presence? What are expectations for future relations 
with China? 


(SBU) There are no strong popular attitudes to the small 
Chinese population in the Dominican Republic. The current 
government is interested in maintaining good relations with 
the PRC 

mutually beneficial trade and investment relations. 


(C) Q: What is the extent of military contact and assistance 
between China and the host country? 


(SBU) There appears to be little or no PRC-Dominican military 
contact or assistance. 


(C) Q: Describe Chinese military-to-military contacts and 
efforts to sell weapons in your host country. 


(C) A: There appears to be no PRC efforts to sell weapons to 
the Dominican Government. 


(С) Q: We also welcome additional information on China\'s 
engagement with host country 
exchanges 


(U) A: A Chinese music and dance troupe performed in the 
Dominican Republic in November 27-30 

commercial delegation arranges well-publicized events during 
the year 


End Cable. 
HERTELL 
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Comment 


8. (C) In addition to the potentially negative 

consequences of the proposed regulation 

make such an existential change via administrative regulation 
and not through the legislative process is troubling. While 
we have yet to determine if the GON is completely earnest 
about this regulation or whether it is a catVs paw to induce 
other less fundamental concessions from the companies 
concerned that such a proposal has even been put on the 
table. This type of suprise is becoming frequent in Nigeria. 
A bad strain of economic populism or nationalism seems to be 
advising the GON\'s approach to the oil majors. The GON 
appears to be giving contract sanctity and creation of a 
favorable investment climate short shrift. Many in the 
industry believe President Obsanjo is behind this latest 
move. We are not sure of that assertion. However 
Obasanjo is stuck between a moribund refining sector 

by the Nigerian citizens for affordable crude products 
international crude prices which show no signs of falling. 

We do know President Obsanjo expects the majors to play a 
greater role in helping him resolve these conflicting 
problems than they believe is within their ambit or their 
margin of profit. Finding a sustainable balance will be 

tough and will likely need the help of some will-timed 
advocacy efforts on our part. 


9. This cable was cleared by Embassy Abuja. 
BROWNE 
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components for HIV positive patients not yet eligible for 
ARVs. 


5.(U) This integration issue makes it extremely 

difficult to reach 55% of funding dedicated to treatment 
because 

supporting program elements such as wellness and CT should 
expand as well. The newly revised budgetary guidance 
compounds conflicts between program goals and budgetary 
mandates. The revised measurement of abstinence and be 
faithful (AB) targets will require that we increase funding 
support to AB programs at the expense of other prevention 
programs. Similarly 

funding dedicated to ARV treatment can only be accomplished 
by further reductions in other areas. We were reassured at 
the annual Emergency Plan meeting in May and in the prior 
version of the COP guidance that As was the case last 
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year 

earmark. Instead 

continued progress toward this result. 


6.(U) The changes to the COP guidance will place 

additional burdens on our implementing partners 

their programs 

their largely completed ҒҮ06 program plans and COP entries. 
These additional burdens interfere with service delivery 

and target achievement and could have been avoided with the 
timely dissemination of any essential guideline revisions. 


7.(SBU) The impact of these changes on our relationship 
with the South African Government is particularly 

worrisome. We have overcome significant challenges to 
build a firm foundation of political and private sector 

support for the Emergency Plan 

of President Bush and Ambassador Tobias. One of the 
fundamental principles outlined in these engagements has 
been our commitment that every Emergency Plan project will 
contribute to the implementation of the South African 
Comprehensive Plan. This commitment has been demonstrated 
through programming decisions 

facilitated aggressive Emergency Plan implementation in 
South Africa. The recent guidance cannot be cast as fully 
consistent with the strategy of the South African 
Government 

the Government and NGOs 

we are truly partners. 


8.(SBU) Program design and budget requirements have 

e 

caused us to reduce the overall percentage of our program 
dedicated to prevention from 22% in FYO5 to 17% in FY06. 
Under the newly adjusted budget 

country funding committed to prevention is just about level 
from FY05 to FY06 

treatment 

Government has criticized the Emergency Plan for what they 
view as an overly strong emphasis on treatment 

vocal on the need for the Emergency plan to maintain an 
emphasis on prevention programs consistent with the South 
African GovernmentVs comprehensive ABC approach. We сап 
work with the South Africans to coordinate our views and 
activities 

9.(U) Comment. Post is firmly committed to achieving 

25 percent of the Presidents 2-7-10 goals under the 
Emergency Plan for AIDS Relief as well as to respecting the 
Emergency Plan legislation. We have identified changes 
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ges 

required to meet the revised AB guidelines 

expressed a willingness to accommodate South Africa on the 
stricter treatment target. However 

that moving the goalposts in the middle of the game 
undercuts South Africas country-appropriate program 

design 

implementing organizations and potentially undermines US 
collaboration with the South African Government. At worst 

it potentially undercuts our ability to achieve our portion 

of the 2-7-10 goals. Post appreciates the efforts of those 

at OGAC who are working with us to overcome communication 
challenges between the field and headquarters. We trust 
that the way forward will continue to include field 

leadership in program design as we all work together to 
achieve the Presidents goals. End Comment. 


3t FRAZER 
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also increased their share slightly 

fell sharply from nearly 80 percent to 63 percent. 

However 

people continued to advance post-2002 

all other groups remained static 

slightly among black Africans. According to the AMPS 
survey 

significant decline in black poverty is occurring 

largely to the expansion of social grants; (2) there is a 
modest but significant expansion of the numbers of blacks 
in the \"not so poor" category of R1 

rands per dollar) to R4 

or severe poverty among coloured people is roughly half of 
what it is among blacks and impacting less than 10 percent 
of Indians and less than 5 percent of whites; (4) the 

lower middle class among blacks (R4 

month) has not expanded over the two years; and (5) the 
expansion of the categories of relative wealth of R12 
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and more per month has been more rapid among coloureds 
Indians and whites than it has been among blacks. The 
semiannual AMPS is one of the largest annual measures of 
income and other socio-economic patterns provided by the 
All Media Products Surveys (AMPS) of the South African 
Advertising Research Foundation 

representative samples of 25 

surveys is to estimate readership patterns and to relate 
them to basic social and economic characteristics 

including household income per month. Source: Pretoria 
News 


7. Comment. The AMPS survey is the only South African 
expenditure survey conducted each year. The survey and 
results are private. Official expenditure studies will 

use the StatsSA expenditure surveys 

and methodology are readily available. However 

official surveys are only conducted every five years and 
their changing methodologies make comparisons over time 
difficult. End comment. 
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trust the Maoists\' willingness to participate in a peaceful 
political process. 


5. (C) In response 

that the Maoist statements of willingness to cooperate were 
only a tactic aimed at persuading the political parties to 

join forces against the King. Once the King was gone 
implied 

dispense with the parties. Moreover 

treatment of the people in areas under their control belied 
MuniVs assurance that they were true democrats at heart. 
Muni responded that the Maoist leadership has come to the 
conclusion that it cannot win militarily and is therefore 
ready to join a democratic government. Embassy officers 
underlined that the Maoists\' past practice placed the burden 
on them to change behaviors 


Maoists Are Out-thinking the Rest of Us 


6. (C) Terrorism and insurgency expert Ajai Sahni of the 
Institute for Conflict Management complained that India 

US 

accurately both Maoist actions and the proper course to end 
the conflict because of short-term thinking. While the 
Maoists are content to play out strategies that will advance 
their goals over the course of a decade or more 
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international community is so determined to seek a solution 
within a timeline of months that it is unable to respond 
effectively. Muni disagreed with Sahni\'s assessment of 
Maoist intentions 

the international community\'s emphasis on short-term fixes 
was precluding an accurate assessment of how to end the 
conflict. 


7. (C) Sahni 

naxalite insurgents 

focusing on the military dimension of the conflict 

instead adopt a longer-term perspective of how to address 
political concerns of all parties to the crisis for a lasting 
solution. Rajan 

military assistance to the RNA (Ref A) as a means to break 
the Maoist insurgency 

impossible. All participants agreed that the international 
community must seek some path that will bring the Palace 
parties and the Maoists into a political process 

upholds the traditional \"twin pillars\" format or not. None 
ofthem 

approach. 


Comment: Down with the King 


8. (C) We were struck by the widespread acceptance among New 
Delhi\'s Nepal watchers of the idea that King Gyanendra has 
made himself dispensable. We have convoked this group 
repeatedly since February 1 

stark souring of views on the King 

GOIVs continued commitment to the \"twin pillars\" of 
constitutional monarchy and multiparty democracy. While 
several of these interlocutors had earlier focused on pushing 
the King into an alliance with the parties 

given up hope that he will do so. Disparaging the V'twin 
pillars" formula as obsolete 

solution without 

agreement among our interlocutors that Washington 

New Delhi 

combined with MEA\'s admission that it is searching for more 
effective policies (Ref B) 

a way forward and sharing those ideas with India. 


9. (U) Visit New DelhiVs Classified Website: 
(http//www.state.sgov/p/sa/newdelhi) 
MULFORD 
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high value targets such as V'strategic buildings 
populated areas 
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forth the following plan of action: 


-- Doubtful aircraft: A plane that deviates from its course 
does not respond to the ATC 

transponder. The ATC informs the IAF Joint Control and 
Analysis Center (JCAC) while trying to contact the pilot. 

-- Rogue aircraft: A doubtful aircraft that ignores repeated 
ATC directions 

answer radio calls. (Note: Pilots are required to have 
secondary communications 

back-up to their on-board communications. End Note.) The 
JCAC alerts the IAF operations wing 

scramble fighters to escort the plane. The ATC notifies the 
Committee of Secretaries on Aircraft Hijack (COSAH) 
convenes under the Director General of Civil Aviation and 
acts as the crisis management group under the CCS. 


-- Threat aircraft: A rogue aircraft that continues to ignore 
ATC directions and those of IAF pilots 

appears in line with a high value target. IAF HQ determines 
if a plane is a threat aircraft. 


5. (U) The fighter escorts for any hijacked plane are 
directed to force it to land at the nearest airport. 

However 

before the CCS can order the IAF to shoot it down. If the a 
decision is required before the CCS can convene 

Defense Minister 

hijackings during take-off or landing -- when the window for 
reaction is particularly small -- senior IAF officers are 
authorized to give the shoot-down order. 


Different Rules for Foreign Aircraft 


6. (U) The new policy makes some concessions for foreign 
aircraft: 


-- Тһе IAF is directed to prevent a hijacked foreign plane 
from entering Indian airspace or landing at an Indian 
airport 

running low on fuel. 


-- The GOI will coordinate with the appropriate country on 
how to proceed if a hijacked foreign plane is grounded. 
Airport personnel are not automatically empowered to 
immobilize foreign planes. 


Limits for Negotiators 
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7. (U) Negotiators now have a limit on what they are 
empowered to offer hijackers. The new policy permits 
negotiators to talk to hijackers to prevent loss of life and 

to end the hijacking incident 

accede to their demands 

terrorists. The 1999 IC-814 hijacking ended with the release 
from Indian jails of three terrorists 

Jaish-e-Mohammad founder Masood Azhar and Omar Saeed Sheikh 
who was later convicted of murdering Daniel Pearl. 

Muted Opposition by Tarnished BJP 


8. (U) The most vocal political opposition -- on procedure 

not policy -- to the announcement was senior BJP leader 
Jaswant Singh 

Parliament before the public announcement. In recent months 
the UPA government has used IC-814 as a cudgel whenever the 
BJP has criticized its own counter-terrorism policies for 

being too soft on Musharraf. 


No-Fly Zones Proposed for \"Sensitive Venues\" 


9. (U) A committee of security experts from the Home 
Ministry and the state of Uttar Pradesh 

July 5 terrorist attack on the controversial Ayodhya shrine 
(Ref A) 

four historic/religious sites. These sites include the Taj 
Mahal 

shrines in Mathura and Varanasi. The MHA has not yet 
announced a decision on this recommendation. 


A Year in the Making 


10. (C) The GOI announced last fall that it was considering 
a new policy to deal with hostage situations 

the kidnapping of three Indian truck drivers in Iraq in 
summer 2004 (Ref B). This policy appears to be a subset of 
that effort. Our counterparts in the British High Commission 
tell us that their CT dialogue with New Delhi last year 
included discussions on London\'s hostage-taking policy. 
Nevertheless 

Kandahar. 


Some Operational Issues Unclear 


11. (C) A number of operational details have not yet been 
announced that will require coordination through the many 
parts of the Indian bureaucracy that have slices of this pie. 


Column 3 
We still seek from the bureaucracy: 


-- More specifics on how the GOI will accommodate foreign 
aircraft 
Indian airspace. 


-- What additional equipment or training Indian entities will 
require 
firms. 


-- How first responders will prioritize between timeliness 
and seniority in trying to contact senior officials. 


Comment: Now to Live Up to the Policy 


12. (C) The Indian press covered the policy\'s roll-out with 
sufficient fanfare to attract the attention of terrorist 

groups who would enjoy nothing better than to test the GOI to 
see if it has the resolve to stick to its no concessions 

line. The increase in air traffic between the US and India 
since the new Open Skies agreement 

non-stop flights 

Washington and New Delhi in the minds of many South Asian 
terrorists and the large community of Indian-Americans 
increases the possibility that a future Indian hijacking may 
include American hostages. If we have views on the GOIVs new 


policy 


13. (U) Visit New Delhi\'s Classified Website: 
(http//www.state.sgov/p/sa/newdelhi) 
MULFORD 
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communities build upon the peace 

that the IFI was antiquated. He explained that although 
major violence had ceased 

become \"balkanized\" in their respective residential areas 
exacerbating the challenge of reconciliation. In addition 
there were rifts among unionists 

political leaders were not adequately representing their 
constituents. Whereas unionists had initially repudiated the 
IFI 

programs -- a trend that offered the possibility of bringing 
communities together on the ground. Senator Lugar recounted 
past Congressional support for the IFI and said that 
developments in Northern Ireland would be considered in 
determining future levels of assistance. 


The Colombia Three and Extradition 
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3. (C) The recent return of the Colombia Three to Ireland 
was a brazen 

the Irish Government by surprise 

that the Government and Sinn Fein had not discussed the 
Colombian Three case prior to the IRA\'s July pledge to 
abandon paramilitarism. Although the Government was 
unsympathetic to the three individuals 

legal difficulties inherent in any prospective Colombian 
request for extradition 

extradition treaty and against the background of 
controversial extradition cases involving the UK during the 
Northern Ireland Troubles. Ahern contrasted the situation 
with new EU mechanisms to facilitate Irish extraditions to 
Member States 

extradite citizens to Colombia 

When the Ambassador pointed out that the Irish Government 
had not acted on numerous U.S. requests to extradite criminal 
fugitives from Ireland back to the United States 

he was unfamiliar with the requests and asked for follow-up 
details. Senator Lugar said that he could understand the 
legal complexities involved in extradition cases 

that Ireland would not want to be seen as a haven for 
terrorists. 


Immigration: the United States and Ireland 


4. (C) Ahern cited strong Irish Government interest in 
Congressional debate on the McCain/Kennedy immigration bill 
as there were 20-30 

States. He said that the Irish public held sympathy for 

these Villegals 

V80s during the height of the Troubles at a time of record 
unemployment. Senator Lugar replied that the McCain/Kennedy 
bill was a top legislative priority for the Congress 

that the bill was framed primarily to address the presence of 
several million undocumented Mexicans in the United States 
including 325 

employment opportunities in the Celtic Tiger economy 

was able to welcome lrish returnees and European immigrants 
a situation that contrasted with isolationist/nativist 

pressures in the United States. Ahern observed that 100 
immigrants from the new EU Member States had arrived since 
May 2004 and that over 20 

United States between 1998 and 2002. He added that Ireland\'s 
challenge in accommodating this inflow was to sustain 
economic growth and to secure the future for an aging 
population. 


UN Reform 
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5. (C) Ahern noted in closing that he had consulted widely 

in Europe as UNSYG Annan\'s regional envoy on UN reform and 
had emphasized in his travels that opportunities for overall 

UN reform should not be lost in the debate on UN Security 
Council reform. Senator Lugar agreed on the importance of 
seizing the moment to improve the UN system. He also quipped 
that Ahern was the first European leader he had met in recent 
months who had not sought to discuss a particular formula for 
restructuring the UNSC. 


6. (U) Senator Lugar did not have an opportunity to clear 
this cable. 
KENNY 
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statements on Cyprus 

Turkey\'s comments were mere rhetoric and should not disrupt 
the process. In any case 

press for no EU reaction-- or in a worst case 

moderate statement. Syrjala further noted that there was 
some uncertainty over the Turkish question 

the possible election of Germany\'s Angela Merkel looming in 
September. He said that he did not believe a decision would 
be made on the talks at the Gymnich 

likely be postponed until later in September 

an ad hoc ministerial meeting in New York during the UNGA 
opening. 


Middle-East Peace/Gaza 

4. (U) Syrjala said that the GoF is pleasantly surprised by 
the relatively smooth operation in Gaza and the lack of 
accompanying violence. He said that Finland believes it is 
now time to V'build a bridge to the future\" and quickly return 
to the process set out in the roadmap. He said that there is 
some concern in Helsinki about possible Israeli plans for the 
West bank and Jerusalem post-Gaza; if Gaza came at the price 
of a tightening of Israels grip on the West Bank 

situation could deteriorate rapidly. Syrjala said that he 
believes many Palestinians are fearful that this was the 
case 

centered on this. He also said the U.S. needs to use its 
influence with Israel to moderate potentially unhelpful plans 
with the West Bank and Jerusalem. In this regard 

that the Secretary\'s recent remarks had been very useful. 


Arms Trade Treaty 


5. (U) Syrjala said that support for a mechanism to 
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regulate small arms proliferation had been part of Finnish 
policy for some time. UK Foreign Minister Straw has now 
Vpersonally picked this up 

at the Gymnich meeting. Syrjala linked the ATT to the 
Helsinki Process 

Denmark had all shown interest in moving ahead with the 
still-nascent project. He said that Finland will attempt to 
raise awareness of the issue at the Gymnich meeting 
there were no specific goals set for the September meeting 
although the issue might be addressed later in New York 
during the UNGA. 


Western Balkans 

6. (U) On Kosovo 

Review was a work in progress 

draw any conclusions. However 

recently had put a negative spin on the review process 

that the final result may not be as positive as Serbia and 
Kosovo once believed. He opined that Eide\'s posture had a 
positive effect in the form of increased Serbian and Kosovar 
compliance. Syrjala confirmed that the UNSYG had been in 
touch with former Finnish President Ahtisaari about taking 
the UN lead on Kosovo 

early stage. He declined to comment on whether Ahtisaari 
would eventually do so. 

7. (U) On Croatia 

cooperate and comply as regards the arrest and transfer to 
The Hague of Gotovina. Some countries wished to be less 
strict with the Croats 

line would establish a negative precedent and jeopardize 
Croatian cooperation in future cases. He said that the EU 
Task Force might meet in New York to discuss the situation 
more fully later in September. 


Irag/lran 

8. (U) Syrjala said that he did not believe either Iraq or 

Iran would be substantively addressed at the Gymnich meeting 
in early September. 
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Sakik Calls on Ocalan to Give Up Armed Struggle - Hurriyet 
US Formula Against the PKK - Sabah 

A New Front Against Ocalan - Milliyet 

US Praises Turkey for Democracy Drive - Milliyet 

Greek Cypriots Launch Initiative for Counter-Delaration - 
Aksam 

Conflict Among Shiites in Iraq - Aksam 
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Support from US to Erdogan - Turkiye 


OPINION MAKERS 

Shiite Clashes Spreads-Radikal 

US: \"Turkey\'s Steps on Democratization are Impressive - 
Radikal 

Bush Determined to Continue War in Iraq - Cumhuriyet 
DAS Bryza: \"No Magic Wand to Eliminate PKK\"-Cumhuriyet 
Foreign Ministry Warns Revival of Article 8 Would Harm EU 
Drive - Zaman 

US Examines Turkish Model for Training of Imams - Zaman 
MIT Investigates TV 

Zaman 

US Requests Imams from Turkish Religious Affairs - Yeni 
Safak 


BRIEFING 


DAS Matt Bryza Visits Ankara: All papers report on US 
Deputy Assistant Secretary Matt Bryza\'s second visit to 
Turkey within the past month. During the first day of his 
two-day visit 

Religious Affairs officials 

Ministry. Following his meeting with Foreign Ministry 
Deputy Undersecretary Ertugrul Apakan 

that he had had fruitful meetings with Turkish officials. 
\"Hurriyet\" reports that Bryza expressed full support to 
Turkey ont the PKK and Cyprus issues. Bryza underlined that 
the US is determined to coordinate with Turkey in every 
field to eliminate the PKK. He said the PKK is a common 
problem for Turkey 

interest to eliminate the PKK 

"we cannot stop PKK or other terrorism in Iraq by pushing a 
button.\' \"Sabah\" highlighted Bryza\'s claim that the US is 
working on a new effort aimed at the arrest of PKK leaders 
in Europe 

such as \"Roj-TV 

the PKK. Bryza stressed that the PKK issue cannot be 
resolved solely through military means. \"Sabah\" also 
highlighted BryzaVs positive comments on the state of the US- 
Turkish bilateral relationship. Bryza acknowledged that 
there had been a period of tension in the relationship 
earlier this year 

"hit bottomY and had now started to rebound. Islamist- 
oriented \"Zaman\" reported that when asked about his visit to 
the Religious Affairs Directorate 

Muslim countries 

democracy. The Religious Affairs office employs imams 
ensures that the country's secularism is preserved. This 
office provides secular control over mosques and imams in 
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Turkey. Religious Affairs may be able to help us work with 
our allies in Turkey and in Europe to help immigrants from 
Turkey 

from their own traditions. These traditions provide a 

natural shield against extremism.\' \"Radikal\" columnist Murat 
Yetkin drew attention to two messages issued by Bryza. When 
asked about the possible revival of Cyprus talks 

that the uncompromising attitudes of the Greek Cypriot 

leader Papadopulos could lead to recognition of Northern 
Cyprus as a separate political entity by a third country at 
some point. Bryza added that demands for the recognition of 
Greek Cyprus by Turkey as a precondition for the start of 

EU entry talks are ill-advised. 


US Charge McEldowney Visits State Minister Tuzmen: US 
Embassy Charge d\'affaires Nancy McEldowney said after a 
meeting with State Minister for Trade Kursad Tuzmen that 
“the US is determined to cooperate with Turkey in the fight 
against terrorism.Y When she was asked about the concrete 
results of that cooperation 

impatient in solution of PKK problem. | understand the 
reason for this impatience. The US is ready to exert every 
effort for a solution to this complicated problem. 
McEldowney recalled that the US has always supported Turkey 
in the fight against terrorism. Minister Tuzmen in turn 

said that the US is "doing a lot of singingW about fighting 
against the PKK 

dancing.Y 


US Praises Turkey\'s Democracy Drive: In a written response 
to a question taken at the State Department press briefing 
earlier this week 

McCormack said that the US has long supported Turkey\'s 
democratization efforts as it continues on its path toward 

the European Union. MacCormack noted that Turkey has made 
impressive strides on democratization and human rights 

issues 

Turkey a date for accession talks. 


Semdin Sakik Urges Ocalan to end PKK Violence: \"Hurriyet\" 
gives extensive front page coverage to a letter by jailed 

PKK militant Semdin Sakik to jailed PKK leader Osman Ocalan 
calling on Ocalan to give up the PKK\'s armed struggle and 

urge militants to lay down their arms. The paper recalled 

that Sakik had been Ocalan\'s right-hand man when the two men 
controlled PKK attacks back in the 1990s. In his letter 

Sakik wrote that "your only responsibility in solving the 

Kurdish issue is to make the PKK militants lay down their 
weapons. 


Kurdish Groups Form New Front Against PKK: \"Milliyet\" 
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reports that Kurdish groups not connected to PKK are making 
new efforts to restart Kurdish political movements. One new 
movement is led by HAK-PAR leader Abdulmelik Firat. Another 
group is chaired by Kurdish activist Serafettin Elci 

former government minister. Firat is planning to convene a 
meeting of Kurdish activists and intellectuals in Ankara 
September 4 to discuss the way forward. Elci says he is 
accelerating work to establish a new political party. Both 
groups want to become alternatives to Leyla Zana\'s 
Democratic Society Movement (DTH) 

being regarded as a satellite of the PKK terror 

organization. 


MIT Investigating TV Stations Seeking to Start Kurdish 

Language Broadcasts: \"Zaman\" reports that Turkish 
intelligence (MIT) has initiated investigations against TV 

and radio channels that have applied to begin Kurdish 

language broadcasts. Local TV and radio channels must 

obtain permission from the Supreme Broadcasting Board (RTUK) 
before launching the broadcasts. \"Zaman\" says that while 
making its decision about the applications 

into account the MIT report. 


General Electric to Enter Turkish Banking Sector: Papers 
report that the US-based General Electric Consumer Finance 
Corporation has reached agreement with the Dogus Holding 
Group on the purchase of a 25.5 percent stake in Garanti 
Bank. The deal would reportedly be worth about 1.8 billion 
USD. It would represent the first siginificant US 

investment in Turkey\'s banking sector. 

EDITORIAL OPINION: Iraq; Gaza Disengagement 


\"Iraq\'s Constitution V 

Erhan Basyurt wrote in the Islamist-intellectual \"Zaman\" 
(8/26): WThe new Iraqi constitution was drafted by the 
Shiites and the Kurds 

ignored. At this point 

seem unlikely. The constitutional draft includes advanced 
standards on freedom and minority rights. It accepts Arabic 
and Kurdish as the two official languages 

for Kurdish language education in a federal region of 
Kurdistan. . Other minorities 

Assyrians 

in their mother tongue will be allowed upon request. . It 

is also important that the Iraqi constitution defines a good 
structure with regard to the relationship between the state 
and religion. The constitution accepts Islam as the stateVs 
official religion 

which is against both Islam and democracy. In other words 
Iraq will not be a religious state 

the state and religion is prevented. . The main issue about 
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the new constitution is the extent to which it will really 

be implemented 

Iraq. The constitution 

chaos to Iraq in the short term 

a deeply-rooted democratic experience. On the contrary 
Iraq presents a complex picture with its competing ethnic 
linguistic 

tribal culture in daily life and the low level of education 
Iraq may not continue to sail toward freedom 

itself in chaos and under pressure from divisive forces. 
Deferring the status of Kirkuk until 2007 is another 
potential problem for Iraqvs future. . Under its new 
constitution 

LetVs hope that it will not end up being dragged into a 
chaos of freedom. V" 


\"Sharon\'s Plan" 

Kamuran ozbir wrote in the nationalist \"Ortadogu\" (8/26): 
\"Israel has pulled out of the Gaza strip 

necessarily represent a defeat for the Sharon 
administration. As expressed by Israeli authorities 
withdrawal decision was not the result of terrorist attacks. 
Israel had managed to control the level of attacks prior to 
the withdrawal plan. Israel still has control over the 
withdrawal plan 

power than before in Eastern Jerusalem and the West Bank. . 
Even after the withdrawal 

East still favors Israel. Israel continues to control the 
West Bank 

Palestinians by pulling out from a limited area. V 
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1. (S/NF) Holy See Balkans Director Maury described to us 
August 22 the \"undiplomatic behavior" of ICTY Chief Prosecutor 
del Ponte on her recent visit to the Vatican foreign ministry 
(HAGUE 2263). Maury said the Vatican would not respond to the 
strong letter sent by del Ponte to the pope after the visit 
criticizing the Holy See\'s dealings in the case of accused war 
criminal Ante Gotovina. Maury insisted that the Vatican had 
investigated the Gotovina case and did not believe the 
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Franciscans in Herzegovina or Croatia were harboring him. He 
said the Holy See would not call for Gotovina to be handed over 
to the Hague 

matter for the local Church to consider. The Gotovina case 
aside 

active in trying to resolve the situation with the Franciscans 

of Herzegovina 

The situation is complicated; the Holy See resents the 
Franciscans holding out against Church authority 

appreciation for what it sees as their heroic stand in 
maintaining the Catholic faith for generations against hostile 
forces. End Summary. 


2. (S/NF) Holy See Balkans Director Monsignor Miguel Maury 
described to us August 22 the \"very ugly impression" ICTY Chief 
Prosecutor Carla del Ponte made on her recent visit to the 
Vatican foreign ministry (HAGUE 2263). Though he did not attend 
the meeting himself as he was on leave 

session with Vatican FM Lajolo and described del Ponte\'s 
behavior as very undiplomatic. According to Maury 

very strong 

being hidden among the Franciscans. She was also abrasive 
said 

that Gotovina himself had been granted an audience with Pope 
John Paul II. (Maury was unaware of any such audience but 
surmised that if it was true 

been one of many people typically directed to approach the pope 
for a handshake or kiss of the ring at the end of a general 
audience.) 


3. (S/NF) It was unclear whether Maury had seen del Ponte\'s 
subsequent letter to the pope (HAGUE 2263) 

general attitude and behavior had left Holy See officials 

shaking their heads. V'She showed who she is 

When asked if the pope would respond to the letter 

there was nothing to respond to. “Тһе pope wouldn't respond in 
a case like this 


4. (S/NF) Maury told us the Vatican took very seriously 
accusations that Gotovina was being hidden in Franciscan 
monasteries in Herzegovina or Croatia. Maury insisted that the 
papal nuncio (ambassador) in Bosnia and Herzegovina (BiH) had 
investigated the situation and concluded that Gotovina was not 
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being hidden by the Franciscans. V'Was he there at one time?" 
Maury asked 

not there now.\" The Gotovina situation aside 

a previous meeting that \"all levels V of the Vatican were now 
involved with the question of the Franciscans of Herzegovina. 

In practice this means a rather complicated assortment of 
Vatican departments that plays a role in BiH. The Secretariat 
of State (foreign ministry) is only one 

important 


5. (C) The Herzegovina Franciscans have been a thorn in the 
Vatican\'s side for some time 

Church authority on certain issues. Maury said the Vatican was 
frustrated that they remained in violation of longstanding 

orders to quit certain of their churches. The Holy See 

however 

enforcement involved in the dispute. They hoped the Church could 
handle this internally. 


6. (C) Maury had no knowledge of any public comment about 
anti-Catholicism contributing to hesitation on Croatia and the 


EU (HAGUE 2263). When asked if the Holy See would consider 
making a public appeal for Gotovina to be turned over to the 
Hague 

consider whether to make such a statement 

Vatican would not make a specific appeal in a case like this." 


7. (C) Post had raised the issue of obstructionist Catholic 
influence in Mostar to several officials here last year 

including FM Lajolo. Former OSCE Bosnia Chief Beecroft also 
made his case to the Franciscans and the Vatican foreign 
ministry (04 VAT 1231). The bottom line at that time: all 
listeners were sympathetic to us and Beecroft 

which they were willing or able to engage Bishop Peric of Mostar 
or the Franciscans was limited. Now Maury is outlining a more 
active approach by the Vatican 

and incredulity at Franciscan intransigence. Maury told us that 
the Holy See had learned that one of the Franciscans had (in 
violation of canon law) presided at a confirmation ceremony 
recently - and read a forged note of blessing from Pope Benedict 
XVI. 
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8. (C) The dynamic here is complicated. The Vatican resents the 
Franciscans holding out against Church authority 

appreciation for what it sees as their heroic stand in 

maintaining the Catholic faith for generations against hostile 
forces. This sentiment is also reflected in Maury\'s comments on 
Bishop Peric. In previous conversations mentioned above with 
Lajolo 

hesitant to criticize the Mostar bishop 

the need for more forward-looking approaches to reconciliation 
efforts among Catholics in Mostar. Maury 

further in our conversation 

Catholic figures like Poland\'s Cardinal Wyszynski and (more 
controversial -- though beatified) Croatian Cardinal Stepinac 
holding their people together in difficult circumstances. We 

can work with the Vatican on these sensitive issues 

tread carefully. 


SANDROLINI 
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groups. AtakaWs leader 

voters Νο take a stand against the occupation of our country" 
by Turkish and Roma minorities and Vreturn Bulgaria to the 
Bulgarians.\" Ataka has also successfully exploited recent 
tensions between ethnic Bulgarians and Roma in Sofia 
Bulgarians staged protests after a university professor was 
killed in a race-related brawl. 


3. (U) Although Ataka\'s entry into Parliament was condemned by 

all major political parties 

more frequent expressions of ultra-nationalistic sentiment. 
Inflammatory rhetoric against and physical confrontations with 

Roma have become more commonplace over the past several months. 
A disagreement between a farmer and his Roma employee over 
wages led to a melee in Kozloduy 

on July 28 that left ten people hospitalized. 


4.(U) On August 1 in a neighboring district 

Roma leaflets were distributed 

another large brawl that took place in Pleven two days before. 
Bulgarian residents of the Storgozia area in Pleven have asked 
the municipality to evict the Roma residents from the building 
in which the fight took place. Another recent incident took 
place in Elin Pelin 
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violent confrontation between ethnic Bulgarians and members of 
the Roma community. Several people were injured in the fight. 


5. (U) Recent clashes between Roma and Bulgarians led members 
of Ataka and more moderate nationalists from the ethnic- 
Macedonian party VMRO to draft two separate laws providing for 
the creation of \"self-defense groups" designed to take punitive 
action against V'Roma criminals." The MPs involved explain that 
the goal of the legislation is to find and punish "Нота 

criminals who are terrorizing the population but are beyond the 
reach of law enforcement and the judiciary.V It is unlikely 

the laws will pass 

being proposed is cause for concern. 


6. (U) Euroroma 

June elections 

Ataka\'s anti-Roma campaign 

local media are fueling a negative image of the Roma minority. 
Party leaders argue that this incites ethnic conflict and 

creates a vicious cycle in which Roma are unjustly blamed for 
every confrontation. Indeed 

prominent coverage to clashes involving ethnic Bulgarians and 
Roma 

that ethnic Bulgarians are under siege. The mainstream media 
continue to perpetuate negative stereotypes of the Roma 
community by consistently identifying accused Roma criminals by 
their ethnicity. Following recent flooding throughout 

Bulgaria 

allegations that Roma were stealing sand intended for sandbags 
and that displaced Roma had trashed a public school where they 
were temporarily housed. There has been little coverage of the 
fact that Roma have been disproportionately affected by the 
flooding. 


7. (U) Responding to the upsurge in tensions 

Purvanov on August 14 strongly criticized V'the chauvinistic 
overtones of rhetoric in the current parliament. In another 
positive development 

Center 

an antidiscrimination case against a Bulgarian restaurant that 
had denied services to Romani customers. The decision is based 
on a provision of BulgariaVs Protection Against Discrimination 
Act 

December 2003. In the central Bulgarian town of Kazanlak 
municipal government decided August 12 to tear down the wall 
that for 25 years has separated the Roma ghetto from the rest 
of the community. 
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8. (U) The majority of Bulgaria\'s Roma (approximately 1 
million 

depressed areas 

subsidies as their only source of income. According to 
official statistics 

never attended school 

higher education. In comparison 

have some formal education 

higher education. The unemployment rate within the Roma 
community is also extremely high -- around sixty-five percent 
on average 

unemployment rate for Bulgaria overall is around twelve 
percent. 


9. (U) There are more than 650 

registered in Bulgaria 

manipulated in various ways by mainstream political parties. 
Ahead of the June 25 general elections 

parties opted for a Roma partner. As in the previous elections 
the Roma party led by MP Toma Tomov signed an agreement with 
the Socialist-led Coalition for Bulgaria. The chairman of the 
predominantly ethnic Turkish Movement for Rights and Freedoms 
(MRF) 

votes. In a populist effort to secure votes 

restore electricity to the Stolipinovo ghetto in Plovdiv 

was suspended several years ago because Roma inhabitants had 
not paid their bills. 

10. (U) Euroroma chose the 27-year-old cross-dressing pop 
singer Aziz as the party\'s honorary chairman and parliamentary 
candidate. The party\'s leader 

had been previously sentenced to prison for battery and 
extortion 

before the election campaign started. Despite its colorful 
campaign 

falling shy of the 4 percent needed to enter Parliament. Of 

the other three ethnic Roma candidates 

on the ticket of the Socialist coalition. 

11. (SBU) The predominantly ethnic Turkish MRF 

nearly doubled the percentage of votes it received in the June 
2005 elections as compared to the 2001 elections. Much of this 
increase is attributed to Roma voters. There have been 
widespread and credible allegations of voter fraud surrounding 
the MRF\'s efforts to mobilize the Roma vote. The Roma 
community\'s participation in voter fraud in support of the 
Turkish party both dilutes its own political voice and 

contributes to the hostility in the majority community towards 
Roma. 


12. (SBU) COMMENT: In a country where many are finding it 
difficult to cope with the economic challenges of transition 
Roma remain an easy target for demagogic politicians and 
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frustrated members of the majority community. Despite the 
designation of 2005 as the beginning of the WDecade of Roma 
InclusionW and the government of Bulgaria\'s integration plan 
little is being done to address the serious social problems 
represented by the Roma. They are treated as second-class 
citizens at best. Discrimination is pervasive 

community\'s fragmented nature further complicates its 
situation. In response to the recent upsurge in negative press 
reporting and inflammatory comments by politicians 

will be pushing its political and media contacts to condemn 
racist rhetoric and other efforts to exploit anti-minority 
sentiments. END COMMENT. 
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done to establish a Joint Standing Committee on Nuclear 
Energy Cooperation (JSCNEC). Hendricks said that South 
Africa viewed the research and development agreements with 
the United States 

nuclear materials safeguards technologies 

bigger package\" regarding nuclear bilateral cooperation on 
which South Africa was almost ready to move forward. 
Hendricks also said that South Africa was interested in 
returning U.S. origin spent fuel assemblies as well as other 
areas of scientific and technical cooperation. The 
Ambassador noted that Secretary Rice may be visiting South 
Africa in the near future 

to launch the Joint Standing Committee with joint Department 
of State and Department of Energy participation. End Summary. 


2. (SBU) Ambassador Frazer 

M/C Jeff Hartley met with Minister of Minerals and Energy 
Lindiwe Hendricks and Deputy Director General Neliswe 
Magubane on August 22 to discuss the path forward on 
bilateral cooperation in the area of nuclear energy. 
Ambassador Frazer framed U.S.-South African cooperation on 
nuclear energy in the context of the broader bilateral 
relationship 

Bush and Mbeki. Hendricks indicated that South Africa was 
ready to move forward on a series of collaborative endeavors 
and assured Ambassador Frazer that positive answers to the 
letters of Secretary Rice and Secretary Bodman were 
forthcoming. She agreed that South Africa\'s collaboration on 
nuclear energy is part of broader bilateral relations with 

the United States. Noting the constructive meeting between 
President George W. Bush and President Thabo Mbeki on June 
10 

relations with the United States 

should change. You have my commitment and assurance that 
this won\'t change. V 
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JSCNEC 


3. (SBU) Hendricks told Ambassador Frazer that both sides 
only needed to \"do what needs to be done to establish\" a 
Joint Standing Committee on Nuclear Energy Cooperation 
(JSCNEC). She noted that her officials had already created a 
list of potential areas for cooperation. When asked how we 
should move forward 

have the highest levels voice their commitment in the 
presence of our officials 

follow through. With a chuckle 

Frazer that the creation of a JSCNEC \"should not give you 
sleepless nights.\" 


4. (C) Ambassador Frazer noted that Secretary Rice may be 
visiting South Africa in the near future 

present an excellent opportunity to launch the Joint Standing 
Committee 

States and the Department of Minerals and Energy (DME) led 
for South Africa. There ensued some discussion as to what 
would be the best way for both sides to publicly express 

their commitment to closer relations in this area 

agreement that we needed to chart the way ahead in an 
exchange of letters. 


Research and Development Agreements 


5. (SBU) Hendricks said that South Africa viewed the research 
and development agreements with the United States 

nuclear energy and the other on nuclear materials safeguards 
technologies 

bilateral cooperation on which South Africa was almost ready 
to move forward. She said that DME had consulted with ESKOM 
the Nuclear Energy Corporation of South Africa (NECSA) 
PBMR 

surrounding the annex on intellectual property rights 

somehow DME would work around them. Both sides agreed to 
explore venues for a signing ceremony. 


6. (SBU) In a related exchange 

Nuclear Policy Tseliso Maqubela assured Econoff that all 
interagency hurdles had been overcome on the research and 
development agreements 

property rights. However 

approved by the Minister and might need to go to Cabinet for 
general approval. In a separate exchange 

Nuclear Policy Tseliso Maqubela told Econoff -- which 
Hendricks confirmed to the Ambassador -- that Minister 
Hendricks would not be attending the IAEA General Conference 
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in Vienna September 26-30 because South Africa would be 
hosting the 18th World Petroleum Congress in Johannesburg 
September 26-29. In her place 

would attend only IAEA\'s opening ceremony. For this reason 
a signing ceremony on the margins of the General Conference 
with Secretary Bodman 

Department of Energy 

explained that South Africa viewed the R&D agreements as a 
significant step forward in bilateral relations 

therefore preferred a venue affording more attention than Wa 
five-minute signing on the margins of a multilateral event." 
Maqubela said that they were looking at organizing an event 
either in Washington or Pretoria \"but not inbetween.\" In her 
general discussion with Ambassador Frazer about developing 
the bilateral relationship with the United States 

seemed to echo this sentiment. 


Safari Reactor Conversion 


7. (SBU) Minister Hendricks mentioned that her announcement 
to convert the SAFARI Research Reactor to non weapons grade 
fuel was one of few memos that she has submitted to her 
Cabinet so far. In reference to Secretary Bodmanvs July 22 
letter of congratulations and Former Senator Sam Nunn\'s very 
supportive statement on behalf of the Nuclear Threat 

Initiative 

happy with that.\" In response to the Ambassador\'s question 
about South Africa taking further steps to remove U.S.-origin 
HEU fuel assemblies 

program 

the \"Spent Fuels Take Back Program 

there seemed to be \"no problems with moving ahead on that." 
She later confessed to still reading into her new portfolio. 


State of Relations 


8. (C) Overall 

that both sides were very close to entering a new chapter of 
bilateral cooperation in this very important area. The fact 
that the South Africans view closer bilateral relations with 
the United States in nuclear energy as part of a bilateral 
program rather than a set of piecemeal activities is 
encouraging. 

FRAZER 
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appropriate time V' to send it for ratification. Assembly 
President Gerardo Gonzalez from the PresidentVs Social 
Christian Unity Party (PUSC) is still pursuing the 
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acceptability of a deputy submitting CAFTA-DR to the 
Assembly if the President will not. COMMENT: Most 
constitutional experts believe that only the President is 
permitted to submit an international agreement such as 
CAFTA-DR to the Assembly for ratification. END COMMENT. 


5. (SBU) The Constitutional Court finds problems with many 
bills it reviews and in that likely case would send its 
comments on potential conflicts to the Assembly for 
correction. If there are significant issues 

may be sent back to the International Relations and Foreign 
Trade Commission to study the Court's comments and to 
implement corrective changes 

CAFTA-DR 

President of the International Relations and Foreign Trade 
Commission Rolando Lacle (PUSC) has primed the process by 
discussing conduct of the review with Commission members. 
The first vote is expected in approximately three to four 
months 

Constitutional Court. In a best-case scenario 

vote would be held approximately four to five months after 
CAFTA-DR is introduced in the Assembly. (Note: In the case 
of the CARICOM FTA 

elapsed between the first vote in the Assembly and the 
agreement coming into force. Many Costa Ricans estimate 
that 6-8 months of debate may be needed for CAFTA-DR before 
the first vote.) 


6. (SBU) There still exists a question as to whether a 
simple majority or two-thirds majority is required to pass 
CAFTA-DR. The prevailing opinion from many sources is that 
only a simple majority (half plus one) is necessary in each 

of the two Assembly votes to approve CAFTA-DR. However 
there are some political experts who believe that a two- 
thirds majority will be necessary. Based on information 
provided by a former COMEX official and Legislative 
Assembly staff members 

more than a two-thirds vote 

requirement was only a simple majority. During the most 
recent FTA vote 

a ruling stating that the approval of the CARICOM FTA 
required only a simple majority. 


7. (SBU) The Constitutional Court reviewed the case and 

did not take issue with his ruling. FTAs may vary in the 
breadth and detail of the texts. It appears that the issue 
regarding how many votes will be needed to pass CAFTA-DR 
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remains unclear. A former COMEX official stated that the 
investment-related portions of CAFTA-DR may be an aspect 
that could lead one to believe that a two-thirds majority 

is required. COMMENT: Based on information available to 
Post 

current Assembly to pass the agreement even if a two-thirds 
majority is required 

National Liberation Party (PLN) 

Party (ML) deputies vote in favor of CAFTA-DR 

currently say they will. END COMMENT. 


8. (SBU) Legislative Assembly staff members insist that 
only a simple majority is required for CAFTA-DR approval 
and cite the most recent FTA with CARICOM as an example. 
Based on information provided by these sources 

a minimum of three to four months until the first vote is 
expected. The Constitutional Court review will take at 

least one month 

case of finding significant issues 

review process. 


9. (SBU) Proponents of requiring a two-thirds majority to 
pass CAFTA-DR refer to a much-disputed 1993 Constitutional 
Court ruling involving the World Bank\'s International 

Center for Settlement of Investment Disputes (ICSID). The 
Constitutional Court stated that due to the ceding of 

control of legal remedies to a supra-national body 

thirds majority was required. However 

former COMEX official 

an obscure 1960 change to the constitution that was passed 
to discourage closer ties with other Central American 
countries. The Constitutional Court\'s decision in that 

case seems not to have been based on precedent and has not 
been repeated during the review of numerous other 
international agreements 

Organization 

jurisdiction on commercial disputes than is contemplated 
under CAFTA-DR. 


10. (SBU) The Legislative Assembly\'s history regarding the 
length of time it takes to approve an FTA does not bode 

well for a rapid approval of CAFTA-DR. The Assembly took 
approximately 18 months to approve the most recent FTA with 
CARICOM. Post believes that the process to approve CAFTA- 
DR 

six months. Complicating the CAFTA-DR approval process are 
the Presidential and Legislative elections that will be 
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held in February 2006. The President and entire Assembly 
will be replaced in May 2006 as consecutive terms are not 
permitted under Costa Rica\'s constitution. 
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the United Civic Party\'s (UCP\'s) website to alter its 
home page. In addition 

Human Rights Alliance and the Belarusian Association of 
Journalists were hacked and shut down. 


Polish Editor Banned from Leaving Belarus 


7.On August 19 

VMagazyn Polski\" Editor-in-Chief 

Belarusian Poles (UBP) spokesman 

leaving Belarus. The court ruled that Poczobut did not 
pay a BYR 5.1 million [USD 2 

after participating in an unauthorized protest. Mr. 
Poczobut said that he intended to pay the fine 
arrested and not physically able to pay anything." 


Authorities Liquidated Evangelical Reformed Church 


8. On August 22 

Belarusian Evangelical Reformed Union Church for lack of a 
legal address. [Note: this is a common method the GOB uses 
to close NGOs 

Lacking adequate funds to secure a proper location 

leader Leonid Lipen had refused to re-register the church as 
required by law 

denomination\'s churches and historical buildings. 


Skrebets Formally Charged 


9. On August 23 

Respublika MP Sergey Skrebets for defrauding Belarusbank of 
more than USD 500 

general of the BelBabyevsky Trading House in 2001. Skrebets 
denies the accusation 

received the loans after he had already resigned from the 
company. 
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Buy Belarusian 


10. Effective July 18 

created a list of foreign-produced items that can no longer 
be purchased with government funds. The list of items -- 
including books 

official use and has not been shared with the public. 
Libraries 

purchase books 

this decree since most of their books are printed in other 
CIS countries. The Ministry of Culture has sent a letter to 
the Ministries of Finance and Economy requesting guidance on 
how to handle the impending information gap. 


Domestic Adoptions Increase 


11. On August 23 

reported to President Lukashenko that domestic adoptions 
have increased 11% over the past year. This result has 
been part of a serious initiative to ensure that 
Belarusian families adopt Belarusian children. While 
the MOE claims adoptions of Belarusian children by 
foreigners are still possible 

introduced this year is very difficult. No foreign 
adoptions have taken place under the new rule. 
Lukashenko has stated publicly that his goal is to 
completely eliminate foreign adoptions. 


Love and Marriage 


12. According to the Ministry of Statistics and 

Analysis 

almost 20% since last year 

divorces has not slowed at all. Pre- and ante-nuptial 
agreements have become popular addendums to marriage 
ceremonies. 


Salaries Up 


13. The Ministry of Finance reports that June\'s mean 
monthly salary 

last year. Nurses and agricultural workers received the 
lowest average monthly salaries 

[USD 105 and USD 115 respectively]. Oil sector workers 
faired the best with an average monthly wage of BYR 
993 
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Largest EU Project in Belarus in Jeopardy 


14. Delays in issuing proper licenses to contractors 
could jeopardize the progress of the EU funded 
construction of cargo terminal Kozlovichi-2 on the 
Polish-Belarusian border. This cargo terminal would 
double processing capacity at that border crossing. The 
European Commission has already transferred funds to 
Belarus to cover construction through the end of the 
year 

the EC may halt subsequent funding. 


EU Takes Steps to Suspend Trade Benefits for Belarus 


15. On August 22 the European Commission initiated the 
process to suspend EU Generalized System of Preferences 
(GSP) for Belarus unless the GOB brings its labor 
legislation and the country\'s commitments into 

compliance with international norms within the next 14 
months. If Belarus fails to comply 

cost to the GOB range from EUR 100-280 million annually. 
Belarus believes it could respond to the EU decision 
however 


Math Textbook Teaches Anti-Western Equations 


16. The Ministry of Education recently published a new 

edition of a popular mathematical textbook. This textbook 

which is used in junior high academic competitions 

sample \"mathematical\" equations such as \"US + NATO = WAR!" 
and \"NATO + GO HOME = PEACE." 
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Outgoing Ukrainian Ambassador Offered New Employment in 
Belarus 


17. On August 19 

Shapoval departed Belarus. Two days before his 
departure 

Shapoval to return to Belarus 
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find him employment. 


Border Incident Settled 


18. On August 17 

mushroom and berry gatherers returned home. Belarusian 
police had arrested nineteen Ukrainians who had 

illegally crossed the border into Belarus to gather 

fruits and vegetables. Questions about whether they 
entered Belarus deliberately or at Belarusian police 
gunpoint arose 

that the Ukrainians entered Belarus unintentionally. 


Belarusian & Venezuelan Legislatures Pledge Cooperation 


19. Following his meeting with Venezuelan National 
Assembly Member Saul Ortega last month at the World 
Youth Festival in Venezuela 

Belarusian Republican Youth Movement Mikhail Orda 
announced that the legislatures of Venezuela and Belarus 
have agreed to work together to promote bilateral 

political 


Neighbors Discuss Policy to Belarus 


20. On August 19 

Ceslovas Jursenas announced that in September 
Parliamentary Assembly will discuss the condition of 
Belarus ethnic minorities. Jursenas also asked the 
European Commission to address the GOB\'s attempts to 
control the leadership of the Union of Belarusian Poles 
(UBP). He called on neighboring countries to make known 
their views on the UBP conflict. Polish Prime Minister 
Marek Belka suggested that Lithuania 

Ukraine coordinate policies regarding Belarus. 


Belarusian Auto Plant to Open Office in Cuba 


21. Responding to Cuba\'s growing interest in Belarusian 
automobiles 

its plans to open a representative office in Cuba. MoAZ 

has already signed a contract with Cuba to produce 42 

mine dump trucks. MoAZ and the GOC have also discussed 
opening a service center and spare parts warehouse. 


22. On August 19 
farmers of the Grodno region on collecting 1 million 
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tons of grain: 


\"One million tons are a real victory 

to gather 500 

discipline decree for ten minutes and propose a toast to 
the Grodno Region farmers.\" 
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understood the causes of that impatience. McEldowney further 
said that the U.S. 

do all it can in the struggle against the PKK. 


OZGUR GUNDEM: DEHAP National Chairperson Tuncer Bakirhan 
will not be able to attend a conference titled \"Turkey-EU 
relationships and the Kurds\" because he has been barred from 
going abroad by the court. 


OZGUR GUNDEM: Six attorneys of Abdullah Ocalan applied to 
the European Court of Human Rights to end the isolation of their 
client in a prison cell in Imrali island. 
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international framework" which includes India. The Europeans 
will also discuss Indian participation in ITER and climate 
change during the upcoming EU-India Summit in New Delhi. 
Since the Indo-French V'Strategic Dialogue" began іп 2000 
business 

and India have been blooming 


Indo-French Relations are \"a la mode" 


2. (C) Indian NSA Narayanan will have a chance to preview 
the PMVs trip when he meets with ChiracYs Diplomatic Advisor 
Maurice Gourdault-Montagne on September 2 for their biannual 
Strategic Dialogue. After the Strategic Dialogue began in 
2000 

direct access to the Foreign Secretary. Strategic Dialogue 
meetings ordinarily review all aspects of Indo-French 

relations 

Trade and investment between the countries has risen by 30 
percent in the past two years 

seventh largest trading partner 

the next month 

the former French IMF President 
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and a Nobel Prize winner in Physics to India. Bourbou 

observed that France has lately become \"fashionable\" in 

India. COMMENT: Not that we have noticed. END COMMENT. 


3. (C) Despite being India\'s third largest military partner 
after Russia and Israel 

in the relationship is concluding big contracts. In addition 
to the Indian decision on the Multi-Role Combat Aircraft 
tender 

submarines and 40 Airbus aircraft. 


Paris Trip \"Directly LinkedW to US-India Joint Statement 


4. (C) Since the PMVs return from Washington in late July 
MEA has been in constant contact with the French Embassy. A 
few days after returning from the trip 

sent the French a letter to V'inform France of the nuclear 
developments and stress India's commitment to nuclear 
security.\" At the beginning of August 

requested an official visit in Paris on his way to the United 
National General Assembly. PM Singh will arrive in Paris on 
the evening of September 11 

leave for New York the next day. While in Paris 

have a V personal talk and lunch V" with President Chirac 
dinner with Prime Minister Raffarin 

Minister of Foreign Affairs Douste-Blazy. 


5. (C) Bourbou reported there is V'no specific agenda yet 
but the Indians want to talk nuclear. In the wake of the 
US-Indo nuclear deal 

modifying international nuclear rules. He recalled that 
France has always been more supportive of the Indian civil 
nuclear program and did not administer sanctions after the 
Pokhran tests. According to Bourbou 

favors using civilian nuclear power to help responsible 
countries such as India to meet their energy needs. As a 
result 

to look for ways to develop a new international framework" to 
include India. He characterized the new US position as 
\"closer to the traditional French view. V 


India-EU Summit to Focus on ITER and Climate Change 


6. (C) On September 7 

British-led India-EU Summit in New Delhi 

unveil an V'Action Plan for the Strategic Partnership" that 
the Europeans have been negotiating over the past several 
months. The GOI also hopes to discuss Indian Participation 
in the ITER reactor project. France is V'happy to integrate 
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India into the project 

indicated that the EU has yet to reach consensus on this 
issue. The British are \"insisting on an environmental and 
climate change agreement 

Summit. Bourbou concluded by saying that V'the agenda is 
linked to the European perception that India is a 
responsible 

Imitation is the sincerest form of flattery. END COMMENT. 


Comment: GOI Proactively Building International Consensus 


7. (C) After deftly managing its internal debate on Indo-US 
civil nuclear cooperation (Ref B and C) 

going on the offensive for international support. 

Longstanding French backing for Indias civil nuclear program 
makes Paris an easy first stop. Stay tuned for a flurry of 
Indo-European activity at the September 2 Strategic Dialogue 
Meeting 

September 11-12 meetings with top French leadership. 


8. (U) Visit New DelhiVs Classified Website: 
(http//www.state.sgov/p/sa/newdelhi) 
MULFORD 
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FIASCO\" 


*** LA CROIX 8/25/2005 
VGBAGBOVS FAITHFULS STRIVE TO CONTAIN TURMOIL\" 
correspondent in Abidjan Stephane Auvray 


*** LE MONDE 8/24/2005 
- VIVOIRIAN REBELS READY FOR ANTI-GBAGBO COUP" 
correspondent in Pretoria Fabienne Pompey 


** LE FIGARO 8/24/2005 
VPRESIDENCY FACES ARMY TRAITORS\ WITH "SERENITY" 
special correspondent in Abidjan Patrick de Saint Exupery 


*** LIBERATION 8/24/2005 
VELECTIONS ARE INCREASINGLY UNLIKELY" 


*** LE FIGARO 8/22/2005 
VGBAGBO ENJOINED TO GIVE-UP POWER!" 


*** LA CROIX 8/22/2005 
VGENERAL DOUEVS RETURN MAKES ABIDJAN NERVOUS" 
correspondent in Accra Stephane Auvray 


Column 3 
*** | E MONDE 8/21-22/2005 
WGENERAL DOUE WANTS TO FORCE GBAGBO OUT" 


3. BURUNDI 
*** LE MONDE 8/20/2005 
VPRESIDENTIAL ELECTION OFFERS NEW HOPE TO MARTYR COUI 
VPIERRE NKURUNZIZA 
PEACE" 


4. NIGER 
** LIBERATION 8/24/2005 
\"AMID CRITICISM 
Schwartzbrod 


*** LE FIGARO 8/23/2005 
VTHE FOOD CRISIS HAS MULTIPLE FACES\" 
correspondent in Zinder Caroline Dumay 


5. ANGOLA 
*** LA CROIX 8/23/2005 
VFIGHTING ILLNESS AND FEARW 


6. SUDAN 
*** LIBERATION 8/20-21/2005 
VTHE AMAZING MARCH OF 60 
correspondent in Bahr al Gazal Alexis Masciarelli 


7. Minimize considered. 
(ARS) STAPLETON 
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massacres 

citizens from the city of Tulkarm 

mujahidin from our brothers at the Al-Aqsa and Al-Quds 
brigades.\" 

-- PA police reported to UN sources that HamasY Qassam 
Brigades held a \"show of strength" demonstration between 
Jabalya and Beit Hanoun 


West Bank: 


-- Shooting: The IDF reported a shooting incident at an IDF 
outpost near Kadim at 2250 on August 25. 


-- Stabbing: A Palestinian stabbed a border policeman in 
Hebron 


-- Funerals of the five Palestinians killed in Tulkarm August 
24 took place without incident. The Popular Resistance 
Committees and Islamic Jihad claimed the responsibility for 
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August 25 rockets attacks (reftel) as retaliation. 


4. (U) PALESTINIAN REACTIONS 


-- The Palestine National Council (PNC) 

legislative body 

withdrawal from the Gaza Strip and some parts of the West 
Bank must be completed through rebuilding the port and the 
crossing points and enabling the Palestinian people to move 
and travel freely. In a statement marking the Israeli 
withdrawal that was disseminated by the official news agency 
of the Palestinian Authority 

to link the Gaza Strip to the West Bank and enable the 
Palestinian people to control their airspace 

waters 

noted that the continuing Israeli control of these areas does 
not change the legal status of the Gaza Strip and does not 
mean that the Israeli government has fulfilled its 

obligations and implemented international resolutions. 


-- Hamas held a rally in Deir al Balah in the Gaza Strip to 
celebrate Israeli disengagement. 


5. (U) GOI POLITICAL DEVELOPMENTS 


-- The Israeli cabinet is expected to meet on Sunday 

28 and to endorse an agreement that will enable the 
deployment of an Egyptian border guard force along the 
Philadelphi corridor. The agreement 

to the Knesset for approval on August 31 

possible for the IDF to withdraw from the road situated on 
the border between Egypt and the Gaza Strip. 


-- The Labor Party is likely to quit the government by 
November now that the disengagement plan has been 
implemented 

MK Eitan Cabel 


-- The Israeli daily Yedioth Ahronot reported August 26 that 
54 percent of Israelis would be in favor of further pullouts 
from Jewish settlements in the West Bank 

percent who say they oppose further withdrawals. 


-- An Israeli court in the Negev ordered August 25 the 

release of some 180 disengagement opponents who were arrested 
at Kfar Darom. MK Uri Ariel from the National Union party 

reacted: \"! am happy that finally there is some sanity. The 

arrest of minors was unnecessary.\" 


6. (U) CROSSINGS 
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Rafah: Defense Minister Sha\'ul Mofaz on August 25 proposed 
operating the Rafah terminal as a one-way border crossing 
from the Gaza Strip to Egypt 

withdrawal from the Strip and the Philadelphi route. 
According to the proposal Mofaz presented to Prime Minister 
Ariel Sharon on August 25 

leave the Gaza Strip for Sinai without Israel\'s presence or 
intervention. People and goods entering the Strip would pass 
via a new terminal near Kerem Shalom 

of the Israeli customs authority. The Defense Ministry could 
build the new terminal within six weeks 

that the head of the tax authority 

proposal. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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acquire 700 million USD of Garanti\'s non-core assets over two 
years. Closure of the deal is contingent only on transfer of 

the bank\'s pension fund to the state (President Sezer earlier 
vetoed legislation providing for such transfer but the GOT is 
expected to pass it over his veto early this fall.) 


3. (SBU) Onward and Upward: Analysts welcomed the deal both 
as an indication of U.S. interest in the sector 

for the increasing valuation for Turkish assets that it 
represents. Indeed 

three-fold 

billion USD 

as \"rich.\" This has led some leading brokerages to advise 
minority shareholders to sell into the tender call that GE 
plans on conclusion of the deal. Analysts also believe the 
deal bodes well for Garanti\'s future operations. As analyst 
Figen Cevik at Oyak Securities notes 

partnership with GE 

Dogus will \"clean up the balance sheet and boost 
profitability in line with an improved cash equity base.\" 


4. (SBU) Going 

string of acquisitions in the banking sector that have 
prompted national debate over what the appropriate level of 
foreign involvement should be. Over the past year 

sector has successively witnessed foreigners acquire in whole 
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or in part a small bank (the Turkish Economy Bank-- TEB) 
medium-sized bank (the Dogan Group\'s Disbank) 
franchise (the Cukurova Group\'s troubled Yapi Kredi Bank) 
and now a second major bank 

have increased the level of foreign participation in the 
sector from 3 to 18 percent 

BilginVs prediction last year that in the near future foreign 
ownership could reach a third of the sector. Only one deal 
has been for outright control by a foreign partner (Belguim\'s 
Fortis BankVs acquisition of Disbank). Others have involved 
equal partnerships-- BNP-Paribas in TEB 

Garanti. Koc-Unicredito\'s acquisition of Yapi Kredi stands 
as a hybrid case of a joint Turkish-Foreign partnership 
acquiring overall control of the market leader in commercial 
lending and credit cards. Further deals may be on the 
horizon 

market leader Akbank and Citibank. In public comments this 
week 

stressed that the Sabanci group is not interested in selling 
off control of the bank 

\"partner.\" 


5. (SBU) Nationalist Backlash: The trend initially sparked an 
outcry in nationalist circles 

investment such as Radikal\'s Yigit Bulut leading the charge. 
The issue was swiftly picked up by both government and 
opposition politicians. A recent report by the Republican 
People\'s Party (CHP) suggested capping foreign participation 
in the banking sector at 30 percent. This level is similar 

to that advocated by Deputy Prime Minister Sener earlier in 
the summer 

\"personal\" view. EFG Brokerage Chief Economist Baturalp 
Candemir observes that AK party contacts have frequently 
questioned him about whether it would not damage Turkey\'s 
national interests if foreign banks took over their Turkish 
counterparts. His AK interlocutors 

particularly concerned about whether in a crisis foreign 
banks might refuse to lend to the Turkish Treasury 

whether the supply of credit to Turkish businesses wouldn\'t 
dry up. Candemir has dismissed such concerns 

moments of international tension 

hesitation 

incentives are the same for foreign as for domestic banks. 
Candemir believes most in AK have come to accept this view 
though the fact that dissension continues is evident in the 
continuing dialogue between Sener and BDDK Chief Bilgin over 
the percentage limit idea. 


6. (SBU) Business Concern: National concerns are not totally 
absent even from the ranks of progressive business circles. 
One of our most thoughtful business contacts 
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Chamber of Industry President Tanil Kucuk 

personally opposes restrictions on foreign investment in any 
but strategic sectors 

important that two or three large banks remain Turkish to 
ensure that there is healthy competition between foreign and 
domestic participants in the sector. Overwhelming foreign 
predominence in banking 

such foreign banks may not fully appreciate Turkish 

realities. Isbank CEO Ersin Ozince 

Banking Association 

foreign ownership in the sector should be limited 

most recently that national capital accumulationW should be 
the sector\'s main aim 

the government. Other business contacts remind us that the 
concern about the sale of leading Turkish banks largely 
reflects profound ambivalence about foreigners taking over 
flagship Turkish institutions 

job-creating foreign investment. In this 

Turkish opponents of such sales are not so different from 
Americans who opposed the sale of Unocal to CNCC. 


7. (SBU) Comment: Whatever the basis of the critique 
advocates of foreign direct investment 

this year spent their time rueing its absence from Turkey 
now must spend their time defending the necessity of such 
capital for Turkey\'s economic development. Increasingly 
they recognize that the best defense is a good offense 
have spilled ink and taken to the airwaves to stress that 
Turkish capital alone is insufficient to bring Turkey the 

level of economic growth it needs both to raise standards of 
living and absorb new entrants to the labor market. Turkey\'s 
trade imbalance is another justification they have seized on. 
As Erdal Saglam 

Turkey\'s leading paper \"Hurriyet\" wrote recently about the 
country\'s looming trade deficit 

trade imbalance cannot be against foreign investment.\" At 
the very least 

criticisim of such acquisitions in that foreigners are not 
profiting from Turkish \"firesales 

healthy premiums to take a stake in what they perceive will 
be a growing and profitable market. End Comment. 
JONES 
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MFA SAYS NO TO VIETNAM 


REF: A. PRAGUE 1104 
B. PRAGUE 1146 


Classified By: Political-Military Officer Brian Greaney 
for reasons 1.4 (a) (b) (c) (d) (e) (g) 
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1. (S/NF) Summary: The Czech Ministry of Foreign Affairs has 
decided to formally oppose a sale of a passive surveillance 
system 

blocks that deal for the immediate future. The GOCR is 
currently involved in a high-level debate on the merits of 
issuing a license for a one-year transfer of the same system 
to Pakistan. Septel will provide post suggestions for next 
steps. End summary. 


2. (S/NF) MFA licensing head Petr Kaiser told Pol-Mil Off Aug 
22nd that the MFA had decided to oppose the proposed sale of 
an ASDD-01 passive surveillance system to Vietnam. Under 
Czech licensing procedures this will effectively end the deal 

in its current form. 


3. (S/NF) On Aug 23rd MFA licensing officer Frantisek Gal 
told Pol-Mil Off that the proposed one-year marketing loan of 
an ASDD-01 to Pakistan was \"no longer in MFA Παπάς.” Gal 
further reported that the MFA had insisted that 
nonproliferation measures be part of the Pakistan deal (Note: 
We have requested a list of the MFA-required nonproliferation 
measures and will report them septel). Under normal 
circumstances 

licensing of the transfer. However National Security Advisor 
(equivalent) Miroslav Kostelka Aug 25 confided to Charge that 
the GOCR is involved in a high-level discussion on the merits 
of the ASDD-01 transfer to Pakistan. The GOCR was minaful of 
U.S. non-proliferation concerns but was also aware that the 
U.S. had taken the decision to sell F-16\'s to Pakistan. 
Kostelka noted possible ramifications for the Czech-Indian 
economic relationship could also be a significant factor. 


4. (S/NF) Post continues to engage on this topic and will 
build on our policy recommendations (Reftels) septel. 
MUNTER 
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relations with Morocco. While Morocco is generally wary of 
Algerian officials with military backgrounds 

reportedly approved Belkheir\'s agrement the same day. One 
MFA official 

Loulichki 

that Morocco expected that Bouteflika would keep Belkheir on 
a tight leash 

sympathetic to Morocco than other members of Bouteflika\'s 
circle. Post will report further reactions septel. 
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KING MOHAMMED VI RECEIVES KING OF BAHRAIN 


3. (U) King Mohammed VI received King Hamad Ben Issa Al 
Khalifa of Bahrain at the Royal Palace in Tetouan on August 
23 

Arabe Presse (MAP). The two leaders reportedly discussed 
ways to improve bilateral relations and the implications of 
Israel's withdrawal from the Gaza strip. 


4. (U) On the occasion of the Revolution of the King and the 
People on August 20 

sisters that were sentenced to 5 years in prison in January 
2004 on charges they belonged to a Rabat terrorist group and 
volunteered to serve as suicide bombers (ref A) 

the English-language Morocco Times website. In an interview 
with Morocco Times 

been caught up in fundamentalist ideology and vowed to live a 
normal life free of extremism. The sisters explained that 
poverty and a divided family contributed to their decision to 
turn to extremism. The twins were transferred upon their 
release to the Childhood Protection Center in Casablanca 
where a judge decided they will remain until they reach the 
age of 18 or are claimed by their families. The sentencing 

of the twins had caused widespread anguish in Moroccan 
society. 


5. (U) The United Nations 

Amnesty International have issued public statements since 

August 18 commending the release of the 404 Moroccan POWs in 
the Tindouf camps by the Polisario 

Kofi Annan and Amnesty International called the release a 
\"positive step 

that the release would lead to a final negotiated solution to 

the conflict. 


6. (U) The Socialist Union of Popular Forces party (USFP) 
and the Islamist Party for Justice and Development (PJD) have 
been waging a media war over the role of cultural festivals 
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in Morocco through various media outlets since July. The 
clash began after the Movement of Unity and Reform (MUR) 
conservative wing within the PJD 

criticizing the \"ethical drifts\" (such as hashish smoking) 

that occur at these festivals and calling them places of 
debauchery. In tit-for-tat fashion 

Mohammed Achaari 

interview with French-language daily Aujourd\'hui le Maroc 
that Islamists are \"against modernity.\" Minister Achaari 
defended the rights of young Moroccans to challenge those who 
would impose their morality on others. The editor-in-chief 

of the PJD-affiliated 

Benkirane 

a right to bring to the attention of its readers the 

\"illegal\" behavior that takes place during festivals. The 
PJD-USFP media war is reminiscent of a similar clash between 
the two parties in February 2005 when Attajdid carried 
articles claiming that Muslim victims of the tsunami in 
Southeast Asia were being punished by God for inappropriate 
behavior. 


7. (U) The province of Larache in northern Morocco will be 
declared \"cannabis-free\" on September 12 

French-language daily Aujourd\'hui le Maroc. The official 
ceremony marking the occasion will be overseen by a 
delegation from the European Commission as well as Minister 
of Interior Al Mostapha Sahel and Director of Agency for the 
Development of the Northern Provinces Driss Benhima. The 
government has reportedly destroyed some 3 

cannabis in the campaign. 


8. (U) In two separate operations between August 20-22 
Royal Navy seized 109 would-be illegal immigrants off the 
coast of Al Hoceima in northern Morocco 

All 109 suspects 

to Spain 

medical attention 

RILEY 
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Campero! company have told EconOff that they аге in 
preliminary stages of exploring potential expansion of their 
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restaurant chain and chicken distribution into China. 

However 

mainland China politics and complains of how complicated the 
Chinese market is to enter. 


4. (U) Central Bank Trade Statistics 


Exports from Guatemala to mainland China (USD): 
19.3 million representing 0.7 percent of total exports 
Composition: 94 percent sugar 


Total Imports originating in mainland China (USD): 

345 million representing 4.8 percent of total imports (of 
which approximately 124 million or 36 percent is bought 
directly from China with the remaining 64 percent purchased 
from third country suppliers) 


Composition of principal imports of Chinese made goods: 
Mechanical machines and appliances - 10 percent 
Vehicles - 9.6 percent 

Apparel - 8.7 percent 

Footwear - 8.2 percent 

Games - 7.2 percent 

Various manufactured goods - 5.7 percent 


Hong Kong activity is separately measured by the Central Bank: 
Exports from Guatemala to Hong Kong (USD): 

0.8 million representing 0.03 percent of total exports 
Composition: 94 percent fruit 


Imports from Hong Kong (USD): 

53.3 million representing 0.7 percent of total imports (of 

which approximately 50 percent are produced in Hong Kong 
remaining half is produced elsewhere and purchased from Hong 
Kong suppliers) 


Composition of principal imports: 

Games - 18 percent 

Mechanical machines and appliances - 9.4 percent 
Plastic materials - 7.4 percent 

Various manufactured goods - 6.6 percent 


5. (C) Chinese economic activity is not sufficiently 

important 

impact on domestic cultural 

political conditions. Press coverage and general talk of the 
impact of Chinese growth on the Guatemalan economy 

the lead of international news coverage 

on the effects of growing Chinese competition in the textile 

and apparel markets and inflationary pressures on raw 

materials thanks to China\'s booming demand. CAFTA has been 


Column 3 

seen as the counterweight to Chinese competition in the 
textile and apparel sectors. As for Chinese resource demand 
driving up local prices 

officials privately acknowledge this is just a foreign 
boogeyman on which to blame domestic economic problems. 


Political Overtures - Taiwanese Exclude Chinese Access 


6. (S) Taiwan has successfully restricted Chinese political 
access and influence in Guatemala (REF B). Taiwanese 
officials are active and enjoy broad access to the GOG 
Chinese activity is extremely limited. Legitimate assistance 
programs and alleged bribes to Guatemalan officials ensure 
continued diplomatic recognition of Taiwan. The Berger 
government is committed to a strong relationship with Taiwan 
a commitment generally shared by segments of the population 
interested enough to have an opinion on an otherwise 
uninteresting topic here. Guatemalan elite are also 
notoriously conservative and suspicious of overactive 
governments. In particular 

Taiwan\'s development path and is suspicious of China\'s 
controlling government. A limited free trade agreement was 
recently signed with Taiwan while on-again-off-again public 
speculation about increasing economic ties with China have 
again fallen from view. 


7. (C) Copies of several checks publicly resurfaced recently 
causing a wrinkle in the otherwise cozy relationship with 
Taiwan. Former President Alfonso Portillo received at least 
three checks from the Taiwanese Embassy for USD 500 thousand 
each 

have received others. Copies of several of these checks 
including one cashed in the US several weeks before Portillo 
assumed the Presidency have been available to authorities for 
several years. Recent press coverage reflected negatively on 
Taiwan for its role in the scandal but has since died down. 

For a variety of reasons (Ref B) 

scandal will have any long-term implications on the 
GOG-Taiwan relationship. The government of Taiwan 

insists the checks were \"donations\" for a book program 
dodged requests from Guatemalan prosecutors for cooperation 
to pursue corruption charges against Portillo. 


Cultural/Educational Activities 


8. (C) The Chinese government is not involved in any visible 
cultural or educational activities. Their lack of access 

within the GOG and the Guatemalan cultural elite would make 
any such overtures difficult 
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continuing Taiwanese assistance in these areas. 


Military Activity and Weapons Sales 


9. (C) Neither the Chinese government nor military have been 
involved in direct weapons sales to any GOG security forces. 
However 

to China for supplies 

processes and competitive Chinese pricing. However 
complain of quality 

difficulties in buying from Chinese suppliers. 

10. (C) Post is not aware of any military to military 

contact with Chinese officials. The Taiwanese attache 
maintains excellent contacts within the Guatemalan military 
community and actively fosters that relationship to the 
exclusion of contact with Chinese counterparts (REF B). 


Unofficial Chinese Activity - People Smuggling 


11. (C) Chinese alien smugglers use Guatemala as a transit 
point en route to the US. PostVs best intelligence suggests 
that Chinese organized crime uses intermediaries from 
Guatemala or elsewhere in Latin America and is not locally 
established. However 

implicated Guatemalan immigration and foreign affairs 
personnel in Guatemalan visa fraud. Evidence also suggests 
that money is occasionally laundered directly from China into 
Guatemala to support smuggling activity and pay these 
intermediaries. Guatemalan law enforcement lacks the tools 
to adequately track this smuggling to determine the extent of 
involvement of Chinese organized crime in alien smuggling. 
Officials are reluctant to attempt investigative coordination 
with their Chinese counterparts due to a lack of trust and 
understanding in addition to their lack of capacity for 
large-scale international investigations. There are no 

formal or informal mechanisms for sharing information with 
Chinese law enforcement. 


Comment 


12. (C) The Chinese government 

trade mission 

in Guatemala and steal formal recognition away from the 
Taiwanese. So long as Taiwan maintains its aggressive 
courtship of Guatemala and Central America 

the Chinese will be successful. Guatemala has not been an 
attractive place for foreign direct investment from anywhere 
and China is certainly no exception. Guatemala is not a 
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major commodity producer and is unlikely to attract serious 
Chinese attention as an economic partner. China\'s future 
influence here depends more on the value it places on 
Guatemalan political recognition and its level of 
aggressiveness in challenging the Taiwanese for influence in 
Central America. 

WHARTON 
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Quito\'s populist VLa Hora!" (circ. 120 


Quote: \"The unusual request made by the US 
evangelist preacher Pat Roberson demonstrates 
incredible arrogance and disrespect for human life. 
Not since the times of the Monroe Doctrine and 
McCarthyism have we seen this kind of attitude 
towards a Latin American leader. . . 


VOne can either agree or disagree with the ideology 
or actions of a chief of state 

assassination via the mass media is a criminal 
terrorist act 

US should react . . .\" 


JEWELL 
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among \"Cuscatlan IV\" soldiers shortly before their departure 
from Iraq. Some 83 percent of those interviewed 
characterized their experiences in Iraq as either "Very Good" 
or \"Good\" 

his time in Iraq had been a \"Bad\" experience. Approximately 
77 percent of those interviewed outlined that the worst 
problem they faced while in Iraq related to difficulties in 
language and communication. (Note: El Salvador is the only 
remaining Spanish-speaking nation with troops in Iraq 

the Cuscatlan Battalion is deployed as part of an 

international brigade 

eight languages are spoken. End note.) Twenty-two of 30 
interviewees said that 

service in Iraq 

93 percent were of the view that the \"Salvadoran presence was 
necessary in Hilla\" (the city in Babylon province in which 

they were deployed). Not surprisingly 

polled identified their families as what they missed most 

while overseas. 


4. (C) COMMENT: The degree to which Salvadoran soldiers 
portray their experiences in Iraq in an upbeat light is 
somewhat surprising 
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the privations that a military camp in the desert entail. 
(Note: During the fourth contingent\'s February-to-August 
deployment 

reached as high as 131 degrees Fahrenheit. End note.) Their 
positive experiences 

serious combat casualties 

exposure to one of his only political vulnerabilities--his 
unpopular dispatch of Salvadoran troops in support of 
Operation Iraqi Freedom. END COMMENT. 

Barclay 
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region\" and would continue to support us. 


3. (C) The Ambassador stressed that the October 21-22 visit 
of Commerce Secretary Carlos Gutierrez is of the highest 
importance 

representative of President Bush 

timeliness shortly after the passage of CAFTA. Saca said he 
never doubted President Bush would get the votes he needed 
and described the President as a masterful politician. Asked 
by the Ambassador if he would be willing to invite the other 
Central American presidents to join him and Gutierrez for a 
group meeting during the Commerce Secretary\'s visit 

said he would start calling each president as early as Monday 
August 29 

to help coordinate the event within Bolanos\' present role as 
chair of the Central American Integration System (SICA). Saca 
envisioned that the other presidents could fly into San 
Salvador\'s airport and hold the meeting there. 


4. (C) The Ambassador raised El Salvador\'s intent to apply 
for the Millennium Challenge Account (MCA) and offered that 
this process would be an excellent opportunity for the GOES 
to undertake a serious analysis of the 16 MCC criteria 

El Salvador fared in relation to those criteria 

reforms which would need to take place. He offered the 
Embassy\'s assistance at the working level 

assist the GOES team pursue reforms as part of the MCA 
process. Saca expressed gratitude and pledged to maintain 
fluid communication with the Embassy as they moved forward on 
the process. 


5. (C) Saca expressed concern over remarks made the weekend 
of August 20-21 in Havana by FMLN leader Shafik Handal. Saca 
affirmed that he took very seriously Handal\'s remarks that 

the FMLN would send fighters to Venezuela if Chavez was 
attacked by the U.S. 

proof thatthe FMLN continues to maintain arms caches in EI 
Salvador. He pledged that the GOES would continue to search 
for those arms caches left over from the war. He added that 
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some 118 Salvadoran medical students had graduated last 
weekend from Fidel Castro\'s Latin American Medical School in 
Havana 

feared that these \"students\" were really political cadre 

trained by Castro to undermine El Salvador\'s democracy. Saca 
also expressed concern over the attendance of President 
Torrijos of Panama at the graduation exercise. Regarding the 
March 2006 municipal and congressional elections 

he\'s convinced that ARENA will do very well 

not sure just how well at this point. He added that ARENA 

has a very strong campaign team 

Communications Secretary Julio Rank 

leave to run the campaign. 

6. (C) In closing 

Washington his desire to have President Bush stop over for a 
brief visit to El Salvador either on his way to the Summit of 

the Americas meeting in Mar del Plata in November 

return. Saca added that 

visit 

from the summit. The Ambassador said he would convey Saca\'s 
request. Separately 

\"Thunderbirds\" have been confirmed for the annual Salvador 
Air Show in October 

positive U.S. experience with the Salvadoran people. 


7. (C) Comment: Saca 

charming 

Commerce visit a success. As in the past 

the opportunity to request more face time with the President 
which 

capital for him and ARENA at home 

to the crucial March 2006 elections. Saca\'s apparent concern 
over Handal\'s remarks seems a bit overplayed. In fact 
political pundits here consider that Handal\'s remarks were 
most helpful to ARENA in helping remind Salvadorans that the 
FMLN has neither broken with their violent past nor with 

their historic (and notorious) internationalist alliances. 

Barclay 


39278 

39279 

Legislative Assembly. Note: Based on conversations with 
Assembly staff members 

deal with China-related issues in an ad hoc manner and on an 
unofficial basis. These deputies include Guido Vega (PLN) 
Jorge Alvarez (PUSC) 


3. (C) From Tovar\'s point of view 

appear to be concentrating on members of the National 
Liberation Party (PLN) 

Arias 
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upcoming February 2006 elections. An Arias win may also help 
sweep PLN deputies into the 57-member Assembly. San Jose 
Mayor Johnny Araya 

Chinese in Beijing. Tovar said that PLN president Antonio 
Pacheco visited his office some time ago to ask for visas for 
high-level PRC officials. (Tovar did not say if they 

received their visas.) Finally 

might look favorably on establishing relations with the PRC 

and the PRC may be working through PLN members to persuade 
him to do so. Tovar stated that he thinks relations with 

China 

could develop in stages 

said that the PRC will most likely try to first establish a 
commercial office with some diplomatic status. 


4. (U) President Pacheco\'s recent visit to Taiwan and Japan 

in August 2005 

Costa Rican-Asian relations 

An August 22 

growth in both imports from and exports to China and Hong 
Kong. Exports to China and Hong Kong reached approximately 
USD 300 million in 2004 

Over the same period imports from China and Hong Kong grew 
from USD 106 million to USD 330 million. In 2004 

ran a trade surplus of USD 79.1 million with Hong Kong and a 
deficit of USD 109 million with China. It is clear that the 

PRC is emerging as an important trade partner for Costa Rica 
particularly as a supplier of goods. China has outpaced 

Taiwan and even Hong Kong during the last five years in terms 
of total trade with Costa Rica. 


5. (U) In 2000 

78.4 million and exports were USD 12.7 million (this was 
equivalent to 1.4 percent of Costa Rica\'s total foreign trade 
that year). Statistics related to Hong Kong for 2000 were 
USD 37.5 million in imports and USD 17.4 million in exports. 
By 2004 

and exports to USD 162.3 million (for Hong Kong 

amounted to USD 57.7 million and exports were USD 136.8 
million). This resulted in China accounting for 5.9 percent 
of Costa Rica\'s total trade in 2004. In a short time 

Kong and China thus have positioned themselves among Costa 
Rica\'s top 10 trading partners. In the first seven months of 
2005 

same period in 2004. If current trends continue 

will soon be Costa RicaVs second largest trading partner 
after the U.S. 
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6. (U) The majority of Costa Rican exports to China are 
high technology electronic devices such as microprocessors 
modular circuits and semiconductors (Intel has a large 
operation in Costa Rica) and leather garments. Demand for 
Costa Rican exports of ornamental plants 

products 

in Hong Kong. Imports from China include cotton textiles 
radio-telephone reception devices 

photo-recording and reproducing devices. 


7. (U) TABLE ONE - COSTA RICAN EXPORTS* 


2000 2001 2002 2003 2004 


Total Exports 5 
(USD and %) (100.0%) (100.0%) (100.0%) (100.0%) 100.0%) 


U.S.A 3 
(51.8%) (49.7%) (50.2%) (46.5%) (44.1%) 


China 12.7 13.8 337 88.9 162.3 
(0.2%) (0.3%) (0.6%) (1.5%) (2.6%) 


Hong Kong 174 273 51.6 132.8 136.8 
(0.3%) (0.5%) (1.0%) (2.2%) (2.2%) 


РВС Total 30.1 411 85.3 2217 299.1 
(0.5%) (0.8%) (1.6%) (3.7%) (4.8%) 


Taiwan 99 113 229 38.4 34.8 
(0.2%) (0.2%) (0.4%) (0.6%) (0.6%) 


8. (U) TABLE TWO - COSTA RICAN IMPORTS* 


2000 2001 2002 2003 2004 


Total Imports 6 
(USD and %) (100.0%) (100.0%) (100.0%) (100.0%) 100.0%) 


U.S.A 3 
(53.2%) (53.5%) (53.0%) (50.8%) (45.9%) 


China 78.4 100.5 121.6 160.2 272.5 
(1.296) (1.596) (1.7%) (2.1%) (3.3%) 


Hong Kong 375 418 450 499 57.7 
(0.6%) (0.6%) (0.6%) (0.7%) (0.7%) 
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PRC Total 115.9 142.3 166.6 210.1 330.2 
(0.5%) (0.8%) (1.6%) (3.7%) (4.8%) 


Taiwan 65.4 68.3 662 664 71.1 
(1.0%) (1.0%) (0.9%) (0.9%) (0.9%) 


*Data Sources: Costa Rican Ministry of Foreign Trade 
(COMEX) 
(PROCOMER) 


9. (U) Environmental degradation related to Chinese energy 
or other natural resource demands is currently not a concern 
in Costa Rica. Costa Rica has a long history of 
environmental stewardship 

policy will continue regardless of Chinese demand for 
resources. However 

effect on oil prices may have negative economic effects in 
Costa Rica 

10. (U) According to the BCCR 

invested approximately USD 1.7 million in Costa Rica over the 
last five years 

compares to FDI of USD 2.5 billion in Costa Rica by the U.S. 


11. (C) Popular attitudes toward China vary. On the one 
hand 

consumers. On the other hand 

deficit with the PRC 

Costa Rican industries. However 

rapid growth of the Chinese economy are covered regularly in 
the press 

economic force to be reckoned with. There is no evidence of 
widespread negative attitudes toward the PRC. COMMENT: 
Attitudes toward Taiwan also vary. Because of Taiwan\'s 
funding of many development projects 

viewed positively. However 

implicated in several high-profile scandals involving illegal 
campaign contributions and funding the MFA 

resulted in a degree of skepticism of Taiwanese government 
motives in Costa Rica. END COMMENT. 


12. (C) With respect to trade issues 

look upon the Chinese as fierce competitors and 
industries 

to the conclusion that some jobs 

and apparel industries 
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due to lower wages. Textile industry experts in Costa Rica 

have told Econoff that it is getting more difficult to 

compete against the Chinese 

American-Dominican Republic Free Trade Agreement (CAFTA-DR) 
which will make permanent tariff-free textile exports to the 

U.S. market 

in Costa Rica. (Note: For reasons unrelated to the subject 

of this correspondence 

CAFTA-DR.) 


13. (C) Econoff attended a textile industry sourcing 

seminar held in Costa Rica in July 2005 in which U.S. 

Central 

to study the successful nature of the Chinese textile 

industry in order to learn about their competition 

to seek Chinese companies with which they could partner in an 
attempt to leverage the efficiencies of the Central and South 
American manufacturers. 


14. (C) Based on a June 2000 census 

National Institute of Statistics and Census (INEC) states 

that there were approximately 8 

identified themselves as Chinese out of an estimated 4 

million Costa Ricans. (Note: There was no differentiation 

drawn between Taiwanese and persons from China or Hong Kong.) 
This number 

number of Chinese who reside in Costa Rica and does not 

include Costa Ricans of Chinese ethnicity. Anecdotal 

evidence revealed that there are probably more Chinese who 
have immigrated to Costa Rica than Taiwanese over the last 
several years. According to Costa Rican immigration sources 
approximately 4 

have resident status in Costa Rica. Also 

of PRC tourists in Costa Rica has ranged from 2 

The numbers from Taiwan are about 3 

Non-immigrant visa applicants at the U.S. consulate in San 

Jose average about 400 Chinese per year and 200 Taiwanese per 
year. 


15. (C) Costa Rica\'s military forces were disbanded by the 
Constitution that was ratified in 1949. There are no 

military forces per se 

exist under the auspices of the Ministry of Public Security. 
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Post maintains close contact with this Ministry 
are no indications of any interactions with the PRC. 


16. (C) The Xinhua News Agency 

information organization 

maintains a Spanish-language website 
(www.spanish.xinhaunet.com). This organization covers news 
of interest to China as well as Central American current 
events. This agency also offers information about all 

aspects of Chinese culture including economics 

politics 

Beijing-based 


17. (C) China has no official ties with Costa Rica. 

However 

accelerating pace of development 

countries will grow and may result in closer ties. Although 

still running a trade deficit with China 

to the PRC jumped ten-fold from 2000 to 2004. These numbers 
will only increase and result in closer economic ties between 

the two countries. However 

official relations with China considering the long history of 
diplomatic and financial ties between Costa Rica and Taiwan. 
President Pacheco\'s recent trip to Taipei has reinforced 

those diplomatic ties 

ever-growing economic presence of a developing China. A new 
administration will take office in May 2006 

gradual changes to the relationship with the PRC. 

FRISBIE 
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one 

most contentious. In the end both sides agreed that 1) there 
need to be more items controlled to Iran and North Korea than 
on the current Taiwan list; 2) non-sensitive items should not 
be on the new control list; and 3) both sides would work 
together to develop a more extensive control list. Taiwan 

will provide a new list within 60 days for the U.S. to 

review. In the meantime 

the gameplan. AIT also presented ref B comments on export 
license application 94-000417. End summary. 


General Flow of Discussion 
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2. (S) AIT Taipei Deputy Director Keegan emphasized at the 
beginning of the talks that the export control issue was of 
critical importance to the most senior leadership in 
Washington 

exports to proliferators. While stating their general 
agreement with this position 

taking steps that all other Asian economies were not being 
asked to take 

empowered only to hear the U.S. out and pass recommendations 
to higher levels for later decision. The U.S. delegation 
repeatedly emphasized the seriousness of the proliferation 
problem 

relations 

get back to you later" answer from Taiwan unacceptable. 


3. (S) The most contentious and time-consuming issues 
concerned \"what is controlled" to Iran and North Korea in the 
near-term portion of the U.S. gameplan (point 1 

enforcement in point 2). Taiwan had to be pressed hard by 
the U.S. delegation to move from not wanting to add anything 
more to control 

tools and certain chemicals identified in past U.S. 

demarches 

data 

\"non-sensitive\" items that would not be subject to additional 
export controls. The Taiwan position then evolved to 
Vbasically agreeing in principle to everything the U.S. 
proposed 

which the U.S. made clear that Taiwan industry needed to 
choose between the burden of additional controls for 
Iran/DPRK and the burden of restricted trade with the U.S. 
prompted by proliferation concerns. 


4. (S) Discussion then shifted to detailed expositions of 

how the U.S. 

controls on unlisted items 

re-export -- with U.S. experts Warker (DHS/CBP) and Sonderman 
(DOC/OEE) providing key input. The positive momentum of the 
experts discussion -- which clearly revealed deficiencies in 
Taiwan practice that substantiated the U.S. diagnosis of the 
problem -- was accelerated by the related discussion of the 
more procedural aspects of the U.S. gameplan (points 3-6). 
This revealed that Taiwan already was taking some of these 
steps 

had a legal framework for the rest but had not been 
implementing it. The U.S. delegation was able to redirect 

this momentum back into the \"what is controlled" portion of 
the gameplan (points 1 and 2) 

most of the gameplan had been agreed 
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reiteration of the security/political consequences of failure 
to agree to all of the gameplan (including in frank side 
discussions with senior Taiwan officials) 

willingness to move from a \"negative\" to a \"positive\" list 
describing the additional items to be added to control to 
secure Taiwan agreement to the rest of the gameplan. 


What Was Agreed 


5. (S) Two days of non-proliferation talks between U.S. and 
Taiwan interagency delegations held in Taipei August 10-11 
ended with satisfactory results and agreement beyond the 
expectations of either delegation. Agreement was reached on 
all six points in the U.S. gameplan: 


-- On Gameplan point 1a 

immediately require individual export licenses for all direct 
or indirect exports to Iran and North Korea of all goods 
software 

Weapons Convention 

Nuclear Suppliers Group 

(collectively known as the Strategic High-Tech Commodity 
SHTC lists) 

Taiwan indicated that it already has this requirement for 
China 

North Korea and Iran. 


-- Point 1b: Both sides agreed that it is necessary to 
expand the scope of the export license requirements beyond 
the items on the SHTC lists for exports to Iran and North 
Korea 

export license requirements. Both sides also agreed that 
because of BOFT 

patterns of trade according to the Harmonized Tariff System 
designations 

categories to divide the HTS code into two categories; one 
category requiring and the other not requiring an export 
license. Taiwan agreed to consult with nonproliferation 
experts and industry and provide this list within 60 days for 
U.S. approval. 


-- Point 1c: Taiwan agreed that all transits and 
transshipments through Taiwan to Iran/North Korea of cargoes 
that would require an export license from Taiwan 

under the expanded list developed under point 1b 

require a license to transit/transship through Taiwan. 

Taiwan law already requires all SHTC items transiting or 

being transshipped through Taiwan to obtain a license from 
BOFT. However 

fully implemented this provision 
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collecting the manifest data necessary to determine 
compliance. Taiwan agreed to work out how it will begin to 
ensure compliance with this license requirement 

inform the U.S. in 60 days of how it will be implemented. 


-- Point 1d: Restrictions on intangible transfers of 
sensitive technology (i.e. 

telephone 

Technology Protection Law now being deliberated in Taiwan\'s 
legislature. Both sides recognized that passage of this bill 
and the exact contents of its final version would be 
determined by the legislature. National Science Council 
Director Yang Ing-shoang expressed his belief that the 
legislature would take the bill as a priority in its upcoming 
session 

intangible transfers. 


-- Point 2: Taiwan Customs agreed to closely monitor all 
exports 

all Iran/North Korea-flagged or -bound ships and aircraft. 
Taiwan Customs said it currently conducts 100% inspection of 
all cargoes exported to North Korea. Taiwan Customs said it 
will work with BOFT to ensure that manifest data is collected 
for all transit/transshipped cargoes bound for Iran/North 

Korea and that AIT is informed of unlicensed items that 
required a license or licensed items that do not correspond 

to the items authorized by the license. 


-- Point 3: Taiwan agreed that export licenses it grants for 
individual exports to territories other than Iran/North Korea 
will include a proviso that subsequent Taiwan government 
authorization is required if the items are re-exported to 

Iran 

that a global re-export control proviso was already included 
on all Taiwan export licenses. Taiwan also agreed that 
end-users found to have re-exported without permission will 
be denied future licenses. 


-- Point 4: Taiwan agreed that all applications for travel 
visas to visit Taiwan by present or former (as indicated in 
information on the visa form) Iran/North Korea citizens will 
be reviewed for non-proliferation concerns and those visits 
Taiwan assesses as posing a proliferation risk will be 
denied. Taiwan officials noted that they already have a 
rudimentary system of nonproliferation review 

to provide the U.S. a list of previous Iranian and North 
Korean applicants 

review. 


-- Point 5: Taiwan agreed to consult with U.S. agencies 
through AIT prior to issuance of export/transit/transshipment 
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licenses for cargoes bound for Iran/North Korea and before 
granting travel visas to any present or former Iran/North 

Korea citizens with a background in science or high-tech. 

The U.S. agreed to comment on visa applications within one 
week (with the ability to ask for more time in complex cases 
and with the understanding that the time limit may need to be 
adjusted based on experience) and will comment on other 
licenses within an agreed timeframe. Taiwan agreed to inform 
the U.S. of its final decision in each case. 


-- Point 6: Taiwan agreed to strengthen its efforts to 
investigate and impose penalties on Taiwan entities that 
violate its export control policy. 


AIT To Draft Information Exchange Procedures 


6. (S) Both sides agreed that AIT will work on procedures 
for relaying license and visa information for Washington 
review 

Taiwan within two weeks. 


Export License Application 94-000417 


7. (S) On the margins of the non-proliferations talks 
delivered ref B talking points to BOFT. 


PAAL 
PAAL 
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interests\" at this time and that 

terrorism on its own 

how to pursue national reconciliation. In the process 
sense of inevitability of the passage of the \"reconciliation\" 
Charter has been created and any inclination to seriously 
debate the content of what is in effect a partial amnesty for 
those with blood on their hands has been dampened. 


2. (C) For sure 

groups 

criticized the proposed Charter as providing for impunity at 
the expense of justice and truth-telling. For the most part 
however 

substance 

pardoning or not prosecuting those with blood on their hands 
in the end promote reconciliation 

integrist elements into society 

weaken terrorist remnants still in the maquis? Bouteflika 
himself has been careful to say that his proposal will not 
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solve all the problems and that real reconciliation will 

require more time. We agree. At best 

an interim measure passed by a people weary after more than a 
decade of terrorism and willing to hope that 

Charter\'s faults 

nightmare. (End Summary and Comment) 


THE POLITICS OF THE REFERENDUM 


3. (C) In a speech delivered August 14 

outlined his long-awaited vision for National Reconciliation 
(Ref B). A day later 

Peace and National Reconciliation 

parameters for implementing the plan 

legal details. The benchmark of success for Bouteflika\'s 
gambit will 

referendum both in positive votes and voter turnout. Another 
measure will be whether it is followed by rolling back the 
national state of emergency in a return to normalcy. 
Terrorist elements will not be completely eliminated 
Bouteflika hopes that by passing the referendum 

put the violence of the 1990\'s behind it 

abroad to return home 

still operating in the country of the futility of continuing 
their struggle. In his first day of campaigning for the 
charter in Skikda 

never again. We will do everything so that terrorism won\'t 
find its way to Algeria. The fight against terror will 
continue against Wthose who want to keep the country in 
darkness. 


4. (U) Madani Mezrag 

(AIS) leader hailed August 23 the Presidents initiative and 
the Charter for Peace and National Reconciliation. While 
making no apologies for his previous actions and claiming the 
AIS had been engaged in V'a just war 

with President Bouteflika today and tomorrow 

name is Bouteflika 

political project of reconciliation." While regretting that 
members of the banned party Islamic Salvation Front (FIS) are 
\"forbidden from any political activity 

is not the objective of Muslims; we have other places to 
express ourselves such as associations 

society in general.\" Based on his contacts with armed 
terrorist groupd 

terrorists V' will lay down their arms after the referendum. 

Even some members of the GSPC 

Ed-Daawa Es-Salafiya 

said. Mezrag\'s sole criticism was that the FIS was portrayed 
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as the only party to bear responsibility for the crisis. He 
countered that \"The former regime in place was the one 
responsible for the crisis." 


PRESS REACTION VARIED AND OPEN 

5. (U) Press coverage has been extensive 

ranging from positive to negative 

skepticism but most in the end 

President\'s proposal will prove effective 

El Moudjahid 

blitz of positive coverage highlighting support for the plan. 
LVExpression highlighted prospective beneficiaries of 
National Reconciliation by publishing daily interviews with 
and comments by former Islamic Salvation Front (FIS) and 
Islamic Salvation Army (AIS) leaders. The latter issued a 
statement favorable to the National Reconciliation 

Initiative 

political activity 

and Le Quotidien dVOran 

expressed skepticism about National Reconciliation and its 
end results. The two French language papers which most 
openly criticized Bouteflika\'s project were the opposition 
Liberte and the tabloidish Le Soir dVAlgerie. They pointed 
out that \"the notion of justice" is completely absent from 
the charter 

security solutionW more than anything else. Both of these 
papers insisted that the compensation proposed for the 
victims of \"the National Tragedy" were overly financial. 
Since Algeria was currently \"a country with means\" throwing 
money at the problem was the painless solution. Both 
newspapers complained that the President did not \"tackle the 
roots of the crisis 

and mismanagement. El Watan 

daily 

articles but has neither endorsed nor rejected the Charter. 


6. (U) In the Arabic-language press 

daily 

PresidentVs project by interviewing all parties concerned. 
Unlike some papers which openly favored the V'pros 

also presented the \"cons.\" The other Arabic papers like El 
Bilad (close to the MSP) 

and Al Shorouk El Youmi did not show the same objectivity. 
These papers openly expressed full support for National 
Reconciliation. 


7. (SBU) Unsurprisingly 

and operated by the Government 

Both television and radio stations aired spots encouraging a 
\"yes\" vote. Three public-service ads now air frequently on 
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Algerian TV. The first spot shows the Algerian flag. In the 
background 

Algerian singer 

around writing on the screen which says 

to national reconciliation for the sake of Algeria: September 
29 

appeared all over Algiers as well.) The third and most 
poignant ad shows a youth who says to the camera 

has been killed by terrorists 

come to forgive." The radio spots largely feature songs on 
national reconciliation mixed with testimonies from victims 
and all with the same voice-over conclusion 

this for Algeria. For our country 

reconciliation.\" No coverage has been afforded in 
electronic media to the dissenters. Post contacts note that 
average Algerians overwhelmingly rely on radio and television 
for their news 

in the electronic media should have a direct impact on the 
outcome of the referendum. 


POLITICAL PARTIES MOSTLY FAVORABLE 


8. (U) For the most part 

comprising the Presidential Alliance (FLN 

opposition 

for Peace and National Reconciliation. The following are 
notable quotes from statements or communiques issued by the 
main political party: 


-- National Liberation Front (FLN) - \"It is an extremely 
laudable project 
crisis." 


-- Democratic National Rally (AND) - \"Тһе RND will completely 
back the PresidentVs project." 


-- Society of Peace Movement (MSP) - \"The national 
reconciliation charter will definitely turn the page on the 

black decade." 

-- Opposition Islamist Islah Party (National Reform Movement 
Party) - "We welcome the project with satisfaction 

to point out that we were the first ones to talk about 

national reconciliation.\" 


-- Far left Labor Party - \"The Labor Party will call on all 
its members to vote for the charter 
stability will come back to the country.\" 


-- Berber-dominated opposition Front des Forces Socialist 
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(FFS) - "Тһе Charter is a very confusing document 

looks more like a compromise between the decision-makers than 
anything else." 


-- Rally for Democracy and Culture (RCD) - The leader of the 
small Berber-based party opposes. 


NGO\'s AND FAMILIES OF VICTIMS AGAINST PROPOSAL 


9. (C) Many of the non-governmental organizations (NGO) 
representing the interests of the families of V'disparus 

the V'disappeared 

security forces during the 1990Ys 

Bouteflika\'s speech. Even more critical were the families of 
victims of terrorism. The victim\'s families see themselves 
as twice victimized since they have lost a relative and feel 
their right to justice has been denied. The following NGO\'s 
provided us reaction on the Charter: 


-- SOS Disparus (State) - \"Truth should be a priority for the 
President; nothing is said about telling us what happened to 
our loved ones. V 


-- Algerian League for the Defense of Human Rights - \"The 
President of the Republic has exculpated the army and the 
security services from any responsibility for crimes against 
humanity by declaring the State V'responsible 

guilty 

before the law 


-- Djazairouna - V'After the implementation of the Civil 
Concord 

nothing of the kind happened. What is more shocking today is 
that in the charter the notion of justice is completely 

absent.\" 


-- Somoud - \"How can the President talk about compensation 
when the \'prejudice\' has not been defined? We are not 
against peace but this charter is more a charter about 
impunity than anything else. Did terrorists acknowledge 

their crimes? It is for us 

people 

harm that they have caused to us. It looks like the 

President is more concerned about reconciling the security 
forces and the terrorists groups than Vtaking real care of 
us.\\" 


10. (C) NGOs representing families of the victims are 
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launching an operation called VA Caravan Against Impunity 
which will stop at cities and villages to argue that the 
document proposed for ratification is a charter for impunity 
and not for peace 

forces on the one hand 

other those responsible for thousands of deaths 

and rapes. The NGOs are seeking support from international 
NGOs and institutions in their campaign. 


VOTER REACTION MIXED 


11. (C) According to our contacts in Algiers 

Oran 

as to whether the Charter will prove to be a decisive blow 
against terrorist remnants or merely a short-term palliative 
to a broader societal problem. Though the overall concept of 
national reconciliation was outlined in Bouteflika\'s speech 
and the Charter 

still not clear. According to most Embassy contacts 
Algerians were expecting a more straightforward text 
greater detail. As one teacher from Algiers said 

the text on Civil Concord was clearer since we knew that 
blood crimes were excluded from it 

details were given." 


12. (C) Despite the fact that collective massacres 

and attacks with explosives in public places are excluded as 
pardonable crimes under the Charter 

and the reaction of Embassy contacts 

how to assimilate those individuals who killed but did not 
commit one of the three excluded crimes. According to 
several Embassy sources 

Bouteflika 

tragedy 

terrorists and the terrorists who killed individual victims. 

In the Charter 

appointed to ask in the name of the nation the forgiveness of 
all the victims of the national tragedy and thus seal peace 
and national reconciliation.\" Algerians 

sources 

check 

issue. 


ERDMAN 
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concern\" with Iranian President Mahmoud Ahmadinejad -- Iraq 
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the Iranian nuclear program 

maritime boundary -- and that he welcomed U.S. views on these 
matters. The FM mentioned that he would \"congratulate\" 
Ahmadinejad on his election and would invite him to visit 
Kuwait. The Ambassador provided points received from 
Department emphasizing continued U.S. support for EU-3 
efforts. (Note: Earlier in the day 

met with the FM. In addition to the standard points tracking 
our own 

the EU-3 told the FM that there would be no EU \"fudging\" on 
the issue of uranium conversion. End note.) 


Iraq 


2. (C) On Iraq 

Iranian government to change its policy 

nonetheless encourage Ahmadinejad to use Iranian influence to 
help stabilize the situation in Iraq 

major item of concern to Kuwait. He confided to the 
Ambassador that Kuwait was also trying to convince V' people we 
have contact with\" in Iraq to help secure the situation in 

the country. 


Iran 


3. (C) Regarding Iran\'s nuclear program 

was \"very concerned\" about the presence of a nuclear reactor 
іп the Gulf and the possibility of a nuclear accident with 
catastrophic environmental ramifications. The Ambassador 
argued 

of a nuclear-armed state emerging in the Gulf. The 
Ambassador added that the international community needed to 
do everything it could to delay Iran obtaining nuclear 

weapons 

this capability. 


4. (C) The FM asked if the provision of safe nuclear 
technology would prevent Iran from acquiring nuclear weapons 
in the short term. The Ambassador stressed that Iran 

every government 

develop a nuclear bomb and therefore acquiring safe nuclear 
technology did not appear to be its priority. The FM said he 
did not dispute the fact that the current Iranian government 
wanted nuclear weapons 

tack to pursue was to argue to Iran that if it really wanted 
nuclear technology for peaceful purposes it should accept the 
EU-3 deal 

advanced 

he would present the Gulf countries\' concern about Iran\'s 
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nuclear program to Ahmadinejad. The FM also mentioned that 
he met with the EU-3 ambassadors the morning of August 27 
but did not elaborate on their conversation. 


Kuwaiti-Iranian Maritime Boundary 


5. (C) Regarding the disputed Kuwaiti-Iranian maritime 
boundary 

the two countries reconvene bilateral meetings to negotiate a 
resolution to the boundary issue. 
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Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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religion\" in the text of the preamble and Article 1. This 
type of thinking could take Iraq back to a time when women 
had to cover and there was no liquor in the country 
complained. 


2. (C) Shaikh Mohammed commented that \"the Kurds are asking 
for too much!" -- they already have their own parliament and 

70 

country's oil wealth \"would be the end of Iraq." He was 
particularly upset about language characterizing Iraq as part 

of the Islamic world and Iraq\'s Arabs being part of the Arab 
world. He argued that Iraq was a founding member of the Arab 
League and was an Arab country even if there were non-Arab 
citizens. Morocco has Berber citizens but the country is 

still considered to be Arab. He said Bahrain was less 
concerned about the article on de-Baathification. 


3. (C) Shaikh Mohammed worried about Iranian influence in 
southern Iraq. He asked 

fought for?\" He said Iran no doubt was pleased with Shia 
influence within the Iraqi government but does not want that 
government to succeed 

leaders fear their citizens could view the Iraqi government 
as a model for their own. 


4. (C) The Ambassador asked that Bahrain not pre-judge the 
constitution before seeing the final text. International 
reactions will have an impact in Iraq. Bahrain should urge 
Iraqis to move forward towards the referendum and the next 
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elections. He suggested that Bahrain issue a positive public 
statement about the constitution when it is settled so Iraqis 

know their neighbors support them. Shaikh Mohammed said that 
he will leave Manama September 4 for a GCC foreign ministers 
meeting in Jeddah. He requested that the Ambassador provide 
him with an update on the state-of-play and the USG position 

on the constitution before that meeting. 


5. (C) Shaikh Mohammed said that Bahraini charge in Baghdad 
Hassan Al Ansari 

July 5 (reftel) 

week 

ForMin said that an Iraqi guard posted outside the Bahraini 
Embassy in Baghdad was kidnapped August 24 and his captors 
demanded a $250 

guard was released soon afterwards. An lragi-Bahraini dual 
national employee of the Embassy fled in fear to Amman. 
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a private farm.\" Of greater concern to Kuwait was the recent 
BaVath Party meeting in Amman 

permitting the meeting 

known BaVathist sympathizers like the outspoken journalist 
Salah Mugtar 

Sanaa. Kuwait conveyed its \"dismay\" to the GOJ 

noted 

Abdullah II\'s statements expressing concern about the BaVath 
Party meeting. 


2. (C) Shaykh Dr. Mohammed also mentioned that the GOK was 
continuing to pressure its contacts in lraq to resolve the 

political situation and stabilize the country. He agreed 

with the Ambassador\'s statement that the support of Arab 
countries was vital to the success of the political process 

in Iraq. (Note: The Iraqi Foreign and Finance Ministers may 

be visiting Kuwait next week. End note.) 
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4. (SBU) Al-Sabah explained that the National Assembly was 
aware of the pending law and its comprehensive nature 
intended to address shortfalls in the country's TF/AML 
regime. He admitted that the country\'s TF/AML efforts should 
be centralized under one authority to ensure a streamlined 
process. He commented that the struggle against TF and ML 
would be a long-term endeavor for Kuwait and the region. 


Independent Audit Firm for Charity Oversight 


5. (C) With regard to charity oversight 

alternative solution to the current Cabinet decree requiring 
the Ministry of Social and Labor Affairs\' (MSLA) approval of 
all charity fund transfers abroad. In an effort to further 
strengthen the current system 

independent non-governmental auditing firm 

MSLA 

for review and appropriate action. Al-Sabah noted that he 
seemed to have convinced the Minister of Social and Labor 
Affairs but needed to follow-up with him on the matter. The 
Ambassador offered to follow-up with the minister as well to 
advance the idea. 


6. (C) The Ambassador took the opportunity to mention the 
ongoing efforts of U.S. customs advisors assigned to the 

Kuwaiti Customs Agency to strengthen customs enforcement and 
launch new anti-money laundering initiatives. The Ambassador 
called for continued GOK support for their efforts as part of 

the broader TF/AML program. Al-Sabah was familiar with this 
cooperation and voiced support for the effort. 


Another Great Year for the Kuwaiti Economy 


7. (SBU) On the Kuwait economy 

with continued record growth rates (20 percent nominal GDP; 
10 percent real GDP growth) but cautioned against the excess 
liquidity in the economy spurred by increased government 
spending 

added that export of capital was lower than import capital 

(for this traditionally capital exporting country) and that 

the Central Bank had increased its interventions in the 
market to control inflation 

(annualized) in comparison to its typical range of 0.7 and 

1.5 percent. Al-Sabah was less optimistic about the 
prospects of economic reform given GOK officials\' 
unwillingness to tackle the issue amidst unprecedented 
economic growth. 
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8. (C) The Ambassador asked about the possibility of 
establishing a Securities and Exchange Commission for Kuwait 
to help regulate the country\'s stock market. Al-Sabah agreed 
on its utility but cautioned that without good corporate 
governance 

whims of powerful politicians. The Ambassador emphasized the 
need for electoral reform to resolve the current districting 
problems. He explained that KuwaitVs current districting 

laws bind parliamentarians to a select constituency in small 
districts rather than to broader and more diverse 
constituencies and issues of national interest. 


Looking Ahead: Kuwait as Regional Financial Hub 


9. (C) Al-Sabah said he was not attending the World Bank/IMF 
meetings in Washington because he was recently assigned to 
head a government committee to explore the prospects of 
Kuwait becoming a regional financial center. He pointed out 
that Kuwait\'s infrastructure 

extensive laws provided the key ingredients for a successful 
outcome and that a key missing ingredient was incentives for 
foreign banks. He dismissed the notion of Dubai serving as a 
financial model 

country's financial institutions made it an V'imprudent 

market" plagued by excessive freedom and lack of appropriate 
regulations. With regard to foreign banks entry into the 
Kuwait market 

completed its application to begin operations 

Paribas and HSBC which are already operational. 


Rights of Kuwait\'s Expat Laborers 


10. (C) The Ambassador urged the Governor to take into 
account the rights of expatriate laborers within the context 

of labor laws and the assessment for a Kuwaiti financial 
center 

rights of the country\'s laborers. The Ambassador explained 
that the problem had become a growing human rights concern 
with the potential to impact the bilateral relationship. 

Al-Sabah accepted the criticism and expressed dismay with the 
manner in which many expatriate laborers are treated. He 
said a stronger legal framework is required to regulate this 
part of the economy. 


Bio Note 
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11. (U) Sheikh Salem Abdulaziz Al-Sabah was born on November 
4 

the American University of Beirut. He has been Governor of 
the Central Bank of Kuwait and Chairman of the Board of 
Directors since October 1 

board of a number of financial institutions including the 

Institute of Banking Studies 

Authority 

on Planning and Development and as Alternate Governor of the 
State of Kuwait atthe IMF and Arab Monetary Fund. One of 

his sons is currently employed by BNP Paribas and another by 
the Social Services Endowment. 
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terror finance and other types of support. He said the GOK 
also wanted to strengthen existing legislation to address 
conspiracy and intent. (Note: The UAE law defines terror 
and clearly outlines the penalties for terror finance 
trafficking and training 

sufficiently addressed by Kuwaiti laws. Post would 
appreciate an assessment of the UAE laws and their 
enforcement in order to better engage the GOK on improvements 
to existing laws. End Note.) 


Weak Laws Undermine State Security Efforts 


5. (S/NF) Recently arrived SIMO Chief briefed the CWG on 
his initial calls on Kuwait State Security (KSS) officials. 

He reported that KSS indicated it would take a more 
aggressive approach to finding Al-Fadhli and Al-Dosari 

that its efforts were hampered by inadequate legislation. 
SIMO recently discussed current legal improvements with 
National Security Bureau President Shaykh Sabah Al-Khaled 
Al-Sabah 

did not respond to an offer of assistance from SIMO. Despite 
the legal limitations 

extremists in Kuwait and was conducting name checks for the 
Ministry of Defense in an attempt to root out hardliners from 
the military. SIMO Chief further noted that expanded 
cooperation with Joint Special Operations Command (JSOC) 
elements in Iraq had revealed the possible presence of 
additional undesirable CT-related targets in Kuwait. 
Coordination between SIMO and JSOC in the region is 
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excellent 
this regard. 


Promises of Detention and Prosecution of GITMO Detainees 


6. (S/NF) PolChief briefed the CWG on the approved transfer 
of one Kuwaiti detained at Guantanamo and the review of four 
others for transfer. Post has asked the GOK for written 
assurances that the detainees would be incarcerated upon 
return 

The GOK has given oral assurances that Kuwait will abide by 
all transfer conditions and repeated its request that all 11 
detained Kuwaitis be returned (ref C). GOK officials added 
that Nasser Al-Mutairi 

acquitted in June 

observation (ref E). 


Terror Finance 


7. (S/NF) EconChief advised the CWG that the GOK continued 
to make progress in dealing with money-laundering and terror 
finance. He a welcomed planned visit by a team from 
Treasury\'s Office of Foreign Assets Control 

visit would provide valuable opportunities to engage Foreign 
Ministry and Central Bank personnel on measures to eliminate 
funding for terror activities. In order to have а more 

focused dialogue with the GOK 

specific cases where the GOK did not take the exact action 
requested by the U.S. in order to isolate the source of any 
failure and take corrective action. EconChief added that the 
arrival of anew U.S. Customs Law Enforcement Advisor 

has extensive experience in anti-money-laundering programs 
would also help to bolster GOK anti-terror finance efforts. 


Training Tops All 


8. (C) RSO reported that Kuwait remained stable 

was the possibility for terror incidents. GOK security staff 
wanted to do a good job 

training. The GOK has solicited special operations training 
from Blackwater for its SWAT and black operations teams 
welcomed continued Anti-Terrorism Assistance (ATA) training 
from the U.S. (Note: Post has proposed the following ATA 
training programs for Kuwait: in FY 2006 

Terror Organizations-Advanced and VIP Protection MATT and in 
FY 2007 

Cyber Terrorism 

Cyber-Investigating Cyber Terrorism 
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Strategies at the National Level - Implementation 

Integration CT Strategies at the National level - Polity 

Interdicting Terrorism Organization - Advanced 

Harbor Security 

WMD Awareness. End Note.) RSO added that he has raised with 
GOK security officials the importance of protecting their 

critical infrastructure. 


9. (S) OMC-K informed the group of its work with the 
Preventative Security Directorate (PSD) -- a branch of the 
Ministry of Defense\'s J2 tasked to address counterterrorism 
extremist groups 

training requirements. Courses under consideration include 
basic and advanced Foreign Military Sales (FMS) courses for 
intelligence officers and military police 

courses available through FMS such as Intel Support to 
Counterterrorism and Security Officer Basic. Working with 
other agencies at post 

specialized Human Intelligence (HUMINT) and specialized 
analysis training. The GOK was also being proactive 
regarding training and invited Kuwait Center for Strategic 
Studies President Dr. Sami Al-Faraj to lecture about the 
spread of terrorism and the need for a sustained 

approach to fight terrorist organizations. He stressed the 
need for Kuwait\'s security and intelligence organs to work 
together 

were well received and re-ignited interest in CT work 

building on J2 plans to launch a campaign against extremism 
in the military. OMC-K is working with CENTCOM on the visit 
of a Mobile Training Team to assist with the campaign. 


10. (S) In addition to training needs identified by RSO and 
OMC-K 

training and a strengthening of the military\'s intelligence 
services. Not all training would need to be provided by the 
U.S.; Kuwait could also benefit from regional expertise. 
(Note: The UK has a long-standing training relationship with 
the Ministry of Interior. End note.) 


Keeping Suspected Terrorists Out of the U.S. 


11. (S/NF) The Consul updated the CWG on efforts to secure 
NIVs for Kuwaiti Members of Parliament suspected of having 
ties to violent organizations. MPs Waleed Al-Tabtabei and 
Awad Barrad Al-Enezi were recently approved for G visas to 
attend a UN parliamentary conference. MP Hassan Al-Jowhar\'s 
NIV application is still pending (ref H). He noted the 

complexity in having a name removed from the look-out system 
and advised the group that Shaykha Hessa Al-Sabah 
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of the Crown Prince 

presence of derogatory information. Nonetheless 
look-out system is an extremely useful tool and recently 
helped to identify a Kuwaiti applicant who 

faces several charges for supporting terror activities 
approved by the Kuwaiti Ministry of Health for medical travel 
to the U.S. (refs B and F). Her medical history referred to 
vague traumatic experiences 

after being captured by the police for being part of a terror 
cell that planned attacks on U.S. and Kuwaiti interests. 
Based on the contradictory information provided in her 
application 

officers on how to spot information that may link a visa 
applicant to a terrorist organization. 
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about the Al-Moayad case 

a long time ago.\" The English language independent Yemen 
Times 

the Love of Israel 

Al-Moayad \"has proven once again that...the United States is 
now also the official lynch man for the Zionist state. 
...Originally 

9/11 

aiding Hamas 

service to Israel." 


3. Opposition media 

yemen.net) 

other news websites 

jointly by political parties and some civil society 

organizations condemning the sentencing of Sheikh Al Moayad 
in a statement which stated that the case 

anti-US sentiments.\" Pro-opposition newspapers commented 
that the verdict \"has exposed\" the U.S. Administration\'s 
\"claims about the independence of its judicial system." 

V'The verdict was based on preconceived assumptions magnified 
by post-9/11 sentiments 

weekly Annas (circulation 15 
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4. Independent newspapers carried a statement by Yemeni 
clerics urging President Saleh to work diligently so the 

U.S. releases Sheikh Al-Moayad and his associate; moreover 
they urged all political forces 

society organizations to continue advocating 

demands are met 
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coverage in all media. Most newspapers ran factual 
accounts. Official papers 

daily Al Thawra (circulation 40 

official view that withdrawal is a step forward in 
establishing peace in the region 

on the part of Israel with respect to both the West Bank and 
Jerusalem. Officials of various political parties and party- 
affiliated media outlets saw withdrawal as evidence of the 
effectiveness of resistance and called for continued 
resistance until the remainder of \"the occupied territories 
are liberated.\" Politicians and commentators generally 
welcomed the withdrawal 

the \"legitimate\" force of resistance. Most of the credit 
for the withdrawal has been attributed to Hamas\'s attacks 
Vwhich drove the occupiers out of Gaza." End Summary 


2. (U) Media outlets most frequently referred to V'the 

liberation of Gaza\" when reporting on it commenced on August 
15. Government media outlets 

Yemen State TV (08/15) 

frequently used news source for all Yemeni media) (08/15) 
reported President Ali Abdullah Saleh\'s telephone 
conversation with Palestinian President Abbas 

congratulating Abbas and hoping that withdrawal would be Wa 
step forward in the course of a full Israeli withdrawal from 

all occupied Palestinian and Arab territories.\" 


3. (U) In an editorial published August 16 

opined that the Gaza withdrawal can be seen both as the 
result of pressures exerted by Palestinian resistance and of 
the economic burden of maintaining and protecting Israeli 
settlements in Gaza more than it can be viewed as an 
indicator of Israeli interest in peace. Headlines of news 
and opinion in some government newspapers read: 
\"Purification of Gaza from the filth of occupation; " VA new 
proof from Gaza: Israel withdraws only under (the pressure 
of) resistance; and 

to be a trap!" 


4. (U) Opposition newspapers and the website (www. Alsahwa- 
yemen.net)of Al Sahwa (08/18) 


Column 3 

Islah party 

the opposition Nasserite party (circulation 12 

welcomed the withdrawal and portrayed it as a meager victory 
for resistance after V'four decades of occupation." All 
media urged the Palestinians \"to carry on the path of 
resistance that deprives Israel of the sense of security 
until all other territories are liberated.\" Opposition 

media underscored the reactions of Palestinians in Yemen 
including those of the office directors of the Hamas and 
Fatah resistance 

effective way of securing freedom. 


5. (SBU) COMMENT: The Yemeni man in the streets is heavily 
influenced by the portrayal of the withdrawal offered by the 
Palestinian Authority 

mosques. Generally 

brought about the withdrawal; however 

about Israel\'s long-term intention and many voice their 
suspicions that Israel might reoccupy Gaza 

rest of the West Bank and Jerusalem 

\"purge the intifada.\" In sum 

about as the result of resistance has strengthened the 
belief that resistance must be supported and should 
continue. End comment. 
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one-on-one activities 

regularly go on recreational outings or meet for educational 
activities. The project considers each child\'s experience and 
specific needs in partnering with organizations whose 
resources match individual cases. The World Bank funded the 
mentoring program until April 2005. The program is still 
operating 

Questscope lobbies for additional funding to keep it 
operational for another 18 months. The second project is 
dubbed \"Earn & Learn\". Citing statistics that some children 
provide 40% of their families\' income 

work and potentially dangerous jobs 

teach them vocational skills to help them attain higher 

grades of employment. The children start by participating in 
informal education classes after normal working hours to earn 
a diploma from the MOE. Those that earn the diploma are 
guaranteed one-year of vocational training. The Earn & Learn 
project is funded by the European Union and sponsored by the 
MOE. Currently 

classes 

for the graduates. Jordan\'s Development and Employment Fund 
provides microfinance assistance to participants 

them to start their own businesses. 
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4. The National Council for Family Affairs (NCFA): The NCFA 
was founded by royal decree and started official operations 

in 2001. The NCFA shares the original mandate of the National 
Task Force for Children 

Jordanian youth. The NCFA 

ensuring a better life for Jordanian families. The NCFA is 
quasi-governmental 

advocacy. It also facilitates coordination between the GOJ 

and the NGO community. The issue of child labor falls under 
the responsibility of the Childhood Unit at the NCFA 

has worked hand in hand with Questscope on both the mentoring 
and Earn € Learn projects. 


5. MOL: In January 2004 

ILO project to combat child labor in Jordan. The project was 
to be implemented in coordination with the MOE and MoSD 
aimed to rehabilitate working children under 18 years of age 
sending them back to school while helping their families to 
earn a living. The project set the lofty goal of benefiting 

500 families within three years. To date 

barely gotten off the ground. The current ILO administrator 
says that her predecessor had trouble organizing the project 
but that work on a rehabilitation center is ongoing. 
Organizers hope to achieve tangible results by 2006. 


6. SCREAM - Stop Child Labor: The Ministry of Labor\'s Child 
Labor Unit (CLU) initiated this ILO-IPEC (International 
Program on the Elimination of Child Labor) program to raise 
awareness of child labor among young people. (NOTE: According 
to a 2002 CLU study 

Jordan. END NOTE.) The program consists of 14 modules in 
arts 

in June 2004 to train 38 educators and volunteers on child 
labor and its negative consequences. Since then 

conducted subsequent workshops at public universities in 
Jordan. The CLU is now working on an initiative to introduce 
the SCREAM modules in private universities 

incorporating them in a formal degree program on child 
protection studies. 


7. Pending Legislation: Jordan has signed the UN Convention 
on the Rights of the Child 

ratification and implementing legislation is still pending 
approval in parliament. lt was on the agenda for the recent 
extraordinary session of parliament this summer 

addressed. It will remain on the agenda when parliament 
reconvenes for its next ordinary session 

According to a UNICEF official 

children and juveniles have traditionally not been a high 
priority for members of parliament. Included in the 
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implementing legislation is a provision to increase the 
minimum age for workers in hazardous occupations from 17 to 
18. In 2003 King Abdullah issued a royal decree increasing 

the minimum age of these workers to 18 

Labor has issued instructions to its inspectors to enforce 

this change. Jordan has ratified ILO convention 138 

raises the minimum working age to 18 

calls for the elimination of the worst forms of child labor. 


8. The National Center for Human Rights (NCHR) 

UNICEF are jointly working on addressing child labor on two 
fronts: through the pending child rights law 

current laws. The ILO and MOL are preparing to administer a 
rapid assessment survey on the worst forms of child labor 

with the ILO currently finalizing the questionnaire. They 

hope to have preliminary results by November 2005. Current 
labor law does provide some measure of protection for working 
children. It limits the workday of a minor (defined as under 

18) to six hours 

four continuous hours of work. Also 

children must be between 6:00am and 8:00pm. In practice 

law is not always strictly observed. The same 2002 CLU report 
revealed that 19 percent of children worked at least 10-hour 
days. 


9. The street scene: Child beggars are present on some 
streets in Amman. Many of these children are forced to beg by 
their parents. While there is no empirical evidence of sexual 
abuse 

activities do occur 

vulnerable to exploitation 

those who seek to employ them. The Ministry of Social 
Developments anti-vagrancy campaign works to detain and 
investigate the child beggars 

exploit them. According to the MoSD 

beggars are rounded up daily. Detained children must be 
picked up by their parents/guardian. However 

currently no fine or penalty assessed against the parents. 
Consequently 

keep their children from returning to the street. 
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from industry to service sector programs including health and 
education. (According to its 2003/2004 Annual Report 

has funded projects in the following sectors: transportation 
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(33.6 percent) 

percent) 

percent) 

percent) 

Al-Bader mentioned that KFAED had received funding requests 
for hospital construction in China in addition to existing 

KFAED projects there. 


Renewed Contacts with USAID 


12. (U) Al-Bader renewed his call for increased cooperation 
between KFAED and USAID and accepted the Ambassador\'s 
suggestion that he seek to meet with USAID officials during 

his upcoming visit to Washington for the World Bank/IMF 
meetings in late September. Ambassador encouraged 
KFAED-USAID dialogue on development initiatives and offered 
Post\'s assistance in setting up an introductory meeting for 
Al-Bader. 


13. (SBU) Action Request: Kuwait Desk assistance is requested 
to contact USAID Director and Millennium Challenge 
Corporation for a possible meeting with Al-Bader during his 

visit to Washington for the World Bank/IMF conference. 
Al-Bader will be at the meetings only on the two weekend days 
and would like to meet at the WB/Fund meeting site. Contact 
information for Al-Bader to be supplied by e-mail. 


Bio Data 


14. (U) Abdulwahab Ahmed Al-Bader was born in 1955. He holds 
a BA in Economics and was appointed Director General of the 
Kuwait Fund on April 30 

Director of the Fund from 1986. He has also served as 
Alternate Governor of Kuwait to the OPEC Fund of 

International Development (1981-1986); Governor of Kuwait to 
OPEC Fund (1986-Present); Member of the Board of the Arabic 
Bank of Economic Development in Africa (1982-1994) and has 
also served on the boards of Kuwait Consulting and Investment 
Company 

Fisheries Company. Al-Bader is married and speaks excellent 
English. 


Background on Kuwait Fund for Arab Economic Development 
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15. (U) KFAED is the GOKVs primary vehicle for providing 
assistance and aid to other countries. It was founded the 
same year that Kuwait gained its independence 

originally intended to assist Kuwait\'s Arab neighbors. In 
1974 its mandate was expanded to include all developing 
countries. To date 

USD in low interest loans to 100 countries through 650 
separate projects 

grants and technical assistance 

billion USD to other development institutions. 

LEBARON 


39299 

statement we interpreted as an implicit acknowledgment that 
Kuwait would be willing to pay IraqVs share of the costs. 
(Note: Iraqi \"buy-in\" would be through participation in the 
committee. End note.) 


3. (C) Shown a commercial satellite map of the border near 

Umm Qasr by the Ambassador as an example of the type of 

satellite imagery the U.S. would provide the UN as requested 
(ref B) 

infringed on Kuwaiti territory 

10 to 15 meters across the border. 
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the Sunnis on the street" The Ambassador observed that he 
and his UK colleague had made every effort to ensure that 
Sunni interests would be protected in the new constitution. 


3. (C) Iraqi Dialogue Spokesman Saleh Mutlak complained of 
statements from PM Jaafari\'s office indicating that the Shia 
would push the constitution forward to a vote 

Sunnis did not support it. Ambassadors Khalilzad and Patey 
agreed that divisive comments need to be avoided by all 
parties. 


4. (C) COMMENT: Subsequent to the meeting 
representatives met with Kurdish counterparts. If agreement 
is reached 

representatives will step forward to publicly support the new 
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constitution. Abdul Nasser\'s apparent angst over the \"Sunni 
on the street" is widespread among his colleagues. We will 
be pressing them hard on August 28 to take a public stance in 
support of the process. END COMMENT. 

Khalilzad 
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(As-Sabah al-Jadeed 

B. VThe Constitution--Between Harmony and Veto" (Al-Bayyan 
8/28) 

C. \"Our Iraqi Efforts and Our Kurdish Hopes" (Al-Taakhi 
8/28) 

D. "We Are Waiting for the Good News! (Ad-Dustoor 

E. "Harmonious Agreement Is A Healthy Sign in the March 
Toward Democracy!" (Al-Ittihad 

F. \"The Constitution and Political Memory" (As-Sabah 


A. V'The Constitution is the Fruit of the Political Process" 
(As-Sabah al-Jadeed published in Arabic a page-eight 
attributed editorial on the constitution) 


VAfter the downfall of the dictatorial regime 

like the sun in Iraq and the country began to move forward 
towards security 

Iraqi people have to play a big role to make this process 
successful. All Iraqis 

the current political process 

national interest. The Iraqi people challenged and crushed 
terror when they headed for the ballot boxes during the 
elections on the 30th of January. Now 

complete this process by drafting a constitution for this 
country and its people. It is time for Iraqis to now harvest 
the fruits they have been waiting for. They will not be 
affected by terror as long as the constitution will open the 
door to hope and progress. The development of the political 
process means that we are defeating terror in Iraq. So 

call on all Iraqis to bring their containers to collect the 
fruits of the political process." 


B. VThe Constitution--Between Harmony and Veto\" 
(Al-Bayyan published in Arabic a back-page editorial by Adel 
Al-RubaiVee on the constitution) 


\"All civilized countries have their own democratic and 
constitutional experiments that were developed over years 
before reaching their final forms and many countries\' 
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experiments are similar. However 

communities does not come from nothing but is developed 
through years of political work and effort. Indeed 
constitutions of other countries have taken years to 

develop. Concerning our draft constitution 

current disagreements and disputes amongst Iraqi politicians 
in the National Assembly represent a healthy debate to build 
a new Iraq. The lraqi people will have their final say about 
the constitution during the referendum. But 

important matter now is to solve all pending issues in 
accordance with national interests. These issues must not be 
resolved according to a minority veto at the expenses of the 
majority because this does not benefit the political process 
or national interests.\" 


C. \"Our Iraqi Efforts and Our Kurdish Hopes\" 
(Al-Taakhi published in Arabic a front-page editorial by 
SaVad Badr Khan on the constitution) 


V'The Iraqi constitution is being drafted amid disputes 
disagreements 

represents the proper way to reach the goal that is to make 
the constitutional process successful. This constitution can 
make Iraq\'s two main nationalities 

addition to other sects 

The Kurdish list insists on defending Iraq as one country 
and at the same time it defends Kurdish rights through this 
constitution. When the Kurds insist on not making Iraq an 
Islamic republic this means that they want to build a modern 
state for all lraqis. When the Kurds demand women\'s rights 
they call for guaranteeing all Iraqi women\'s rights without 
discrimination. The Kurds believe in democracy and in a new 
Iraq and they also think that it is necessary to install 
federalism throughout Iraq. We know that federalism is an 
optional choice that has its own justifications. These are 

the Kurdish orientations that represent purely Iraqi 
viewpoints. The Kurdish attitude was characterized with 
transparency and insistence on making all Iraqis participate 
in the current constitutional process. The Kurds have played 
a vital role in encouraging dialogue about the constitution. 
History will record the great Kurdish role in making the 

draft constitution successful. History also must appreciate 
the Kurdish National Assembly\'s decision on approving the 
draft constitution. This approval came after Barazani worked 
hard to make all dissenting opinions come together to 
prevent IraqVs enemies from disrupting the political 

process. The upcoming stage following the referendum will be 
more dangerous and sensitive. The next period requires more 
wisdom 

referendum successful and to pass the constitutionVs 
articles. This is the main goal of any honest Ігаді.\" 
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D. "We Are Waiting for the Good News 
(Ad-Dustoor published in Arabic a front-page editorial by 
Bassim Al-Sheikh) 


VWe are expecting the National Assembly to approve the draft 
constitution today by two-thirds of its members. A 
promotional campaign will begin to educate Iraqis about the 
basics and principals of the constitution 

who are working against Iraq\'s unity and trying to create 
crisis and sectarianism among Iraqi sects; those who are 
singing for civil war and division will never relent in 

their mischievous plots against Iraq. The draft constitution 
was submitted to the National Assembly by the deadline of 
the first extension and now members are having discussions 
and making amendments to the last draft to vote for final 
approval. Hence 

is no way to go back--the political process should move 
forward and we should all work together to help it succeed. 
We should all work for the benefits of our Iraq and work 
against our enemies\' will апа make this day a day of good 
news.\" 


E. \"Harmonious Agreement Is A Healthy Sign in the March 
Toward Democracy\" 

(Al-Ittinad published in Arabic a page-three column by Abdul 
Hadi Mahdi about the constitution) 


\"The structure of Iraqi society is considered complicated 
compared to other societies. Iraqi society consists of 
pluralistic nationalities and a diversity of religions and 

sects that have uniqueness that must be respected.Despite 
all that 

societies which lack such diversity. Therefore 

considered during the drafting of the 

constitution. Harmonious agreement is considered a healthy 
sign in the democratic march 

cannot withstand a certain group imposing its will on 
others. The time of marginalizing others has gone; all 

Iraqis must assert their political and national rights and 

this cannot happen without a permanent constitution drafted 
through harmony. 

Today 

leaders\' announcement of a final draft for the permanent 
constitution.\" 


F. \"The Constitution and Political Memory" 
(As-Sabah published in Arabic a page-two editorial by Falah 
Al-MishVal about the constitution) 


\"An observer of the constitutional committee\'s work can find 
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some relevance in the political memories of committee and 
TNA members. Those members recall their disasters and 
sacrifices while they are drafting the constitution phrase 

by phrase. The majority of TNA members are Shiites and Kurds 
and they share joint obsessions 

under the former regime. Therefore 

demands in line with their political memories.The Sunnis are 
against the others because they represent the ruling class 
in Iraq from the establishment of the Iraqi state in 1921 

until Saddam\'s toppling in 2003. Therefore 

ruler\'s logic and not that of one who has been ruled. And 
their political memory functions in the past more than it 
does in the future.The question is: will the draft 

constitution define BaVathist ideology as a terrorist one 

that propagated real criminal activity 

triumphed in the comprehensive destruction throughout Iraq 
because of Saddam\'s policies? This trail of destruction will 
require more than decades in order to be forgotten. It is 
etched in the memories and the spirit of Iraq more than 
merely being mentioned іп a document made of paper." 
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Draft Constitution" (Irag4all 

B. VHow Serious is the Constitutional Referendum?" 

(Irag4all 

C. V Referendum Is an Opportunity to Reject the Constitution V" 
(Al-Dar al-Iragia. 8/28) 

D. WThe Draft Constitution. the People\'s Dilemma" (Al- 
Rafidayn 


A. \"The Telephone Call and Its Effect on Influencing the 
Draft Constitution 

(Editorial by Ali Al-Basri 

(http://iraq4all.org) 


\"Day after day U.S. interventions in the drafting of the 

Iraqi constitution reveal themselves. Where what was 
previously said about Iraqi politicians not being able to 

even talk to themselves without American consent has proven 
right with time. After fierce clashes around the 

constitution 

through satellite channel debates and sedative press 
conferences 

over all struggling parties in a manner that depicts that 
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our fate doesn't lie within our hands but in the hands of a 
ruler thousands of miles away governing us by a remote 
control.When President Bush held a phone conversation with 
Abdul Aziz al-Hakim to impose his conditions 

that your religious titles 

mean a thing to us 

whereas all your drafts are nothing more than sheets of 
paper suitable for the waste basket. All of the political 
chaos taking place in Iraq is a result of the political 

poverty residing within those who are called decision 
makers 

street during their period of opposition to the ousted 
regime 

stripping themselves of the ability to make decisions 
independent of the occupiers\' consultation. All phone calls 
and repeated visits have demonstrated the failure of 
politicians and their inability to solve even their personal 
problems. V 


B. How Serious is the Constitutional Referendum ?\" 
(Editorial by Yousif Alwan 
(http://www. iraq4all.dk) 


\"It\'s not clear for most people what form the Iraqi 
constitutional referendum will take. Will people simply vote 
\"Yes\" or \"No 

with an empty question 

completely good or bad constitution 

constitutional process reflects all the well known flaws and 
inabilities to reach agreements over any proposal. So does 
the referendum truly provide Iraqis with the opportunity to 
express their opinions?...People fear that what took place 
during the elections will repeat itself in the referendum 
where religion and sect had their say in the results.A 
referendum requires voters to reflect political and cultural 
awareness to decide the fate of the nation 

being 

where 75% are illiterate. Despite eight million Iraqis 

turning out on polling day (on Jan. 30) facing terrorist 
threats and gaining the world\'s admiration (except for some 
Arabs) 

impact on results by taking advantage of religious 
allegiances of simple and uneducated people 

effects threatens the constitutional referendum.lragis fear 
that religious clerics who derailed previous elections from 
their democratic course through a fatwa 

fatwa driving simple people to vote in favor of a 
constitution they know nothing about.\" 


C. \"Referendum Is an Opportunity to Reject the Constitution\" 
(Editorial by Hussam Kanfani 


Column 3 
House) Website http://www.normal.iraq- 
ina.com/showarticles.php?id=1260) 


\"The American demand to Sunni Arabs to agree on the draft 
constitution reflects the democracy that U.S President 
George Bush promised the Iraqi people. The first signs of 
that democracy were elections that omitted the role of one 
third of IraqWs people. Today the constitution doesn\'t take 
into consideration the opinion of that same one third 
addition to other parties who don\'t see the future of one 

Iraq in the constitution. Perhaps thats what the Bush 
administration meant by democracy..Constitutional 
disagreements don\'t represent the roadblocks any more. The 
biggest crisis is the show of power in the parliament\'s 
“majority 

agreement of Sunni Arabs who represent no more than 25 out 
of 275 seats thanks to the misstep of the Sunni boycott of 
elections-a step the Sunnis and their allies have recently 
regretted. This mistake contributed to leading Iraqis to hell 
because the parliament\'s majority is comprised of a Kurdish 
coalition together with a Shiite alliance which is holding 
Iraqvs future. The first step is approval of the draft 
constitution which parliament will approve only after 

holding a public referendum which can be scuttled by just 
three [of 18] provinces. We can thank the Kurds for their 
persistence in that clause in the TAL (to be used in Irbil 
Sulaimaniyah and Duhok) but it ultimately serves the Sunni 
Arabs.Fears are rising today of a repeat of the election 
boycott (in the referendum on the constitution) whereby 
extremists begin to threaten those wishing to participate in 
the constitution by setting off explosions and 
assassinations. These acts shouldn't prevent Iraqis from 
doing their duty and expressing their demands. This is the 
last chance for Sunnis if they really want to guarantee true 
participation in forming the future of one Iraq.Since there 

is no hope of reaching an agreement among parties before 
parliament votes 

associations to call for active and intensive participation 

in the referendum which could represent a guarantee for an 
effective Sunni participation in the new draft project 

despite the lack of a significant presence in parliament." 


D. \"The Draft Constitution. the Peoples Dilemma" 
(Editorial by Faten Nour 
http://www.alrafidayn.com/Story/Articles/Ar28 08 05 13.һіті) 


VBefore | read most of the articles of the draft 
constitution 

draft began with basic principles and a dilemma of 
interpreting words and statements filled with double 
meanings which were shaped in their own ideological 
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contradictions. Let\'s review an article which is full of 
these contradictions: 


First: Islam is the official state religion and a main 
source of legislation. 


A. Laws contradicting the standards of Islam\'s teachings 
are not allowed 

B. Laws contradicting the principles of democracy are not 
allowed 

C. Laws contradicting the basic freedoms and rights 
mentioned in this constitution are not allowed. 


Second: this constitution guarantees an Islamic identity for 
the majority of Iragis and also guarantees the full 

religious rights (in beliefs and religious practices) of all 
individuals.W ell 

rights 

delicious but it can\'t be reduced into one pot and melted 
into implementation. Items A 

Each one of them negates the other in content 

viewpoint 

obligatory in item A then *notY in items B and C should be 
dropped 

then dropping it in item A is a necessity.Let me ask 

wonder 

freedoms in Islam as mentioned in item A. If so 

is no need to include items B and C in this article.Is this 

a subconscious announcement that Islamic laws and standards 
are on one side and democratic principles on the other side? 
If so then how can concurrence be reached between two 
opposites in one of the constitution\'s articles 

mention its principles?" 
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Parliamentary seats to govern. 

While NZ First has not said which party it would prefer to 
back 

partner. When the parties shared rule in the 1990s their 
government fell apart 


2. (C/NOFORN) Led by the unpredictable and charismatic 
Winston Peters 

that will preserve New Zealand\'s traditional way of life. 
The party is populist 

rights for minority groups 

toned down its rhetoric somewhat in response to flagging 
support in the polls. The United States could face 
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difficulties in dealing with any coalition government 

beholden to NZ First: the party wants to restrict foreign 
investment and supports New Zealand\'s anti-nuclear policy 
(though would back a referendum to change it). Then again 
Peters is pragmatic: he tends to back any policy that he sees 
as raising his public profile 

hand as Finance Minister in the \'90s. The party also favors a 
strong defense establishment. End Summary. 


3. (SBU) New Zealand First party leader Winston Peters may 
be dabbling in irony when he labels the major Labour and 
National Parties as the \"two tired old parties\" competing for 
the country 

be tagged as the election 

second-oldest candidate for prime minister and is one of 
Parliament 

party 

has been marched out in slightly different forms for every 
campaign since Peters split from National and formed NZ First 
in 1993. 


4. (C) The party 

and its five policy priorities appeal to an older 

constituency that seeks personal security and is cheered by 
nostalgic references to a largely bygone New Zealand. Down 
in the polls with three weeks to go (support has plummeted 
from about 12% to 5% in the last weeks) 

familiar territory. At this point in previous campaigns 

Peters uncorked his personal charm and laid out his 
appealing 

election night that pollsters had judged his party far too 
pessimistically. His tireless 

methods may pull off another hurrah -- possibly not Peters 
last -- making NZ First a potential kingmaker in a coalition 
with either Labour or 


5. (SBU) The public sees NZ First as a party for older New 
Zealanders. In the 2002 election 

voters were over 50. In an August poll 

supporters were three times more likely to be over 55 (40.9 
percent) than under 24 (13.6 percent). The party 

to battle crime 

asset sells to foreign investors and manage race relations 
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resonate most strongly with seniors. This year 

a senior-specific campaign pledge: to raise the rate of 
social welfare support for the elderly. As a result 

First has won the not-insignificant support of Grey Power 
100 

that is a key component of NZ First\'s campaign success. 


6. (C) NZ First policies generally seek to protect and 
preserve a distinct New Zealand identity. Foremost among 
them 

often saying that New Zealanders have \"the right to stop 
being swamped by a flood of immigrants. Peters recently 
said that New Zealand is replacing its first-world emigrants 
of the postwar period with third-world workers and 
threatening the Kiwi way of life. NZ First calls for a 

drastic reduction in immigrants 

often has used the mechanism of parliamentary privilege to 
name immigrants he thinks pose threats to national security 
without supporting evidence or disclosure of his sources. 


7. (SBU) Peters 

and once was ticketed as the likeliest prospect to become the 
country 

critics as being Maori in name only. He first came to 

national prominence in the mid-1980s by uncovering scandal in 
the government 

what he calls the \"bro-racracy\" of Maori that seeks large 
government payouts to settle treaty claims 

criticized some tribe Maori leaders as nepotistic and 

corrupt. However 

Brash\'s January 2004 Orewa speech stole much of the thunder 
on this issue 

its race policy. For example 

language and culture as a vital part of New Zealand 

national identity. 


8. (C) Arguably the most charismatic figure in Parliament 
Peters propels the party 

his long experience in Parliament 

to deliver polling gains in the remaining weeks of the 
election campaign. Four weeks out from the 2002 elections 
NZ First polled between 4 and 5 percent. Largely on Peters 
charisma 
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similar performance remains possible this campaign 
especially as older voters appear to be disengaged from the 
two major parties and other minor parties. 


9. (C) Peters 

its support among the elderly notwithstanding 

message and its leader have worn thin on many New Zealanders 
who may be sympathetic to its views but not convinced of its 
effectiveness. Other parties 

have cannibalized the party 

(anti-corruption 

leaving the party with little new or different on offer. 


10. (C) As in the last three elections 

NZ First as a potential coalition \"king-\" or \"queen-maker 
suggesting that he could help Labour or National reach a 
Parliamentary majority. However 

and National 

Peters 

before the election. National likely worries voters will 
remember how after the 1996 election 

National and NZ First to form a coalition 

essentially fell apart in 1998. Labour 

further apart from Peters 

the Green and Progressive Parties already have agreed to back 
a Labour coalition 

as a political lone wolf 

more casual collaboration with NZ First would better serve 
Labour or National. This might the form of an agreement by 
NZ First to work with a minority government on an 
issue-by-issue basis 

believe 


11. (C) Another factor complicating NZ First 

that NZ First 

that Labour would be their first choice for a coalition 
partner. As a conservative in centrist clothing 

feels more at home with National 

without Peters 


12. (C) Consistent with its overall strategy to protect the 
national identity 

anti-nuclear policy. However 

they could support a public referendum concerning the policy. 
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NZ First remains skeptical of free trade agreements 
especially arrangements with developing nations. It believes 
deals with \"low-wage economies 

negotiated with China 

although it favors increasing New Zealand 

the South Pacific. 


13. (C/NOFORN) On the whole 

to draw on NZ First policies would be neutral to the United 
States. However 

expanded intelligence sharing within Parliament and his 
party 

infrastructure to 24.9 percent 

is rumored that National might tap Peters as Foreign Minister 
in a coalition government 

less than academic. Then again 

pragmatic. We believe he would support any policy that makes 
him look good. 


14. (SBU) Winston Raymond Peters 

politics and law at Auckland University before working as a 
teacher and a lawyer. In 1978 

as a National Party member. After losing in 1981 

returned to Parliament in 1984 by winning in Tauranga 
that he continues to hold. He resigned from the National 
Party in 1993 over policy differences 

involving privatization of state infrastructure. He founded 
NZ First that same year 


15. (SBU) In the 1996 election 

six of which were electorate seats (including five dedicated 
to Maori) 

joined in coalition with National 

minister and Treasurer. However 

between Peters and National leadership 

sacking from cabinet. A collapse in NZ First followed 
some members of Parliament breaking in favor of National. In 
the party 

established himself in opposition 

best. 


16. (C) Although Peters exercises autocratic control over the 
party 

district in Tauranga. A recent poll of the Tauranga 
electorate indicates their preferred party is National 

26 percent; Labour 

However 
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is tenuous. In the 2002 election 

the party vote while National and NZ First posted 22 percent 
each. Peters decisively won the seat with 52 percent of the 
electorate vote. The next closest contender 

sitting Labour MP (Speaker Margaret Wilson) 

Burnett 
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have their agency certify to the Department of State\'s 
Bureau of Diplomatic Security that the employee has 
undergone equivalent security training. The contact for 
this training is Assistant Director for Training at (703) 
205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 


b. The U.S. Mission in New Zealand currently rates the 
threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
incidents to the Regional Security Officer. 


c. Anonymous telephonic threats and obscure threat mail 
have occasionally targeted U.S. diplomatic missions in 
New Zealand. In response to U.S. policies and actions 
various groups in New Zealand have demonstrated 
occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
small and are peacefully conducted. During these 
demonstrations 

services normally provide adequate protection to the 
Embassy and Consulate. 


d. New Zealand is considered a medium threat crime 
environment. As such 

experienced an increase in violent and petty crimes 
they are usually non-confrontational in nature. However 
home invasion robberies and assaults 

becoming more frequent. Burglaries and thefts occur 
countrywide but primarily in the large cities of 
Auckland 

should be especially aware that street crime 

scams and pickpockets is a daily occurrence in these 
cities. Common sense precautions should be taken 
especially at night 

opportunity. 


e. Generally 
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role in the world drug situation; however 

indicates that New Zealand has been utilized as a transit 
point for shipments of Ecstasy 

Australia. The most abused drug in New Zealand is 
locally produced methamphetamine and cannabis. There 
have been increased amounts of lab seizures and violent 
crime associated with groups attempting to control this 
market. 


f. All forms of public transportation are generally safe 

at all times of the day; however 

should use common sense precautions so as to not become a 
target of opportunity. 


9. The traffic situation in Auckland can be difficult 

with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however 
during rush hour moderate delays can be expected. 
Visitors are advised that traffic drives on the left-hand 
side of the road. Visitors are advised that traffic 
accidents are common and that it is safe to pull over so 
that police may take an accident report. However 
visitors who experience hostility or anti-American 
sentiment should depart the scene immediately and notify 
the RSO. 


h. Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular 
telephones 

sensitive information at the Chancery and not at hotels 
or residences. 


i. Visitors should also be aware of the State 

DepartmentVs Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements 

http://travel.state.gov 


j. In essence 

appropriate caution and be alert to their surroundings 
with regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000 
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have their agency certify to the Department of States 
Bureau of Diplomatic Security that the employee has 
undergone equivalent security training. The contact for 
this training is Assistant Director for Training at (703) 
205-2617. Country clearance will not be granted for any 
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traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 


b. The U.S. Mission in New Zealand currently rates the 
threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
incidents to the Regional Security Officer. 


c. Anonymous telephonic threats and obscure threat mail 
have occasionally targeted U.S. diplomatic missions in 
New Zealand. In response to U.S. policies and actions 
various groups in New Zealand have demonstrated 
occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
small and are peacefully conducted. During these 
demonstrations 

services normally provide adequate protection to the 
Embassy and Consulate. 


d. New Zealand is considered a medium threat crime 
environment. As such 

experienced an increase in violent and petty crimes 
they are usually non-confrontational in nature. However 
home invasion robberies and assaults 

becoming more frequent. Burglaries and thefts occur 
countrywide but primarily in the large cities of 
Auckland 

should be especially aware that street crime 

scams and pickpockets is a daily occurrence in these 
cities. Common sense precautions should be taken 
especially at night 

opportunity. 


e. Generally 

role in the world drug situation; however 

indicates that New Zealand has been utilized as a transit 
point for shipments of Ecstasy 

Australia. The most abused drug in New Zealand is 
locally produced methamphetamine and cannabis. There 
have been increased amounts of lab seizures and violent 
crime associated with groups attempting to control this 
market. 


f. All forms of public transportation are generally safe 

at all times of the day; however 

should use common sense precautions so as to not become a 
target of opportunity. 
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9. The traffic situation in Auckland can be difficult 

with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however 
during rush hour moderate delays can be expected. 
Visitors are advised that traffic drives on the left-hand 
side of the road. Visitors are advised that traffic 
accidents are common and that it is safe to pull over so 
that police may take an accident report. However 
visitors who experience hostility or anti-American 
sentiment should depart the scene immediately and notify 
the RSO. 


h. Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular 
telephones 

sensitive information at the Chancery and not at hotels 
or residences. 


i. Visitors should also be aware of the State 

Department\'s Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements 

http://travel.state.gov 


j. In essence 

appropriate caution and be alert to their surroundings 
with regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000 


2. (C) Al-Ajeeri visibly recoiled when Ambassador brought up 
the plan by Minister of Information Dr. Anas Al-Reshaid to 
restructure the ministry 

B). VHe wants to touch my agency 

distastefully. Al-Ajeeri stated that the plan was hastily 
prepared 

to make an impact. Al-Ajeeri added that there were elements 
of the ministry that needed support 

arm 

that the minister should not interfere in the workings of 
KUNA. The problem with the ministry 

was that there were no provisions for firing bad workers 
which had the dual result of institutionalizing 

unsatisfactory performers and sapping motivation from those 
willing to work hard. Al-Ajeeri pointed out that while KUNA 
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like the ministry at large 

underperformers 

system of merit-based promotions to maintain motivation and 
reward top performers. 


Not Ready for Real Criticism 


3. (C) Asked by the Ambassador about the prospects for 
passage of a new press and publications law in KuwaitVs 
upcoming legislative session 

misgivings. At issue 

appropriate punishment for violations of the law 

libel. The government 

jail time for violations 

any punishment that results in prison.\" Because of this 
disagreement 

law for now. 


4. (C) The larger problem 

officials are not ready to be criticized in a serious way. He 
argued that officials were \"not fit for real democracy" -- 
real democrats 

encouraged critics. V'If you are a public person 

criticize your work 


Training and Exchanges 


5. (U) A discussion of professional exchanges and cooperative 
training ventures began and ended the meeting. Al-Ajeeri 
asked Ambassador to foster familiarization tours by KUNA 
reporters and administrators to the U.S. 

meet with their counterparts at news agencies 

schools 

and best practices. Al-Ajeeri characterized these trips as 
Vvisits 

but also said that he would like to send some of his senior 
staffers for advanced training. 


6. (U) Al-Ajeeri extolled the virtues of KUNA\'s own in-house 
training center 

of Media Skills 

employees and regular 

in specialized areas. He said that U.S. expert visitors to 

the training center would be welcome 

cooperation on such efforts between the Embassy and the 
center\'s director 

meeting towards the end 

came up in the discussion. 
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Visit Embassy Kuwait\'s Classified Website: 
http://www. state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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2. (SBU) Shaikh Mohammed said that the GOB was seeking 
funding for a facility for the BCEE. The BCEE would be \"an 
unwelcome guest\" at the Bahrain Institute for Banking and 
Finance (BIBF) 

institution. The BIBF had agreed to house the BCEE 
temporarily 

said he would prefer not to have to use it at all. In 

response to the Minister's question 

funding a building 

building 

that the BCEE will be a G8-BMENA establishment and 

the G8 should fund development of an independent Center. The 
Ambassador noted that Mosby 

assist the GOB in identifying longer-term facilities options 

for the BCEE 


3. (C) Shaikh Mohammed said that Bahrain would host a 

meeting of the Forum for the Future (FfF) steering committee 

at its Embassy in London on Friday 

whether NEA PDAS Cheney plans to attend. He noted that Crown 
Prince Salman will be in London at that time and intends to 

host a lunch in honor of steering committee participants. 

Shaikh Mohammed stated that the November 11-12 FfF conference 
in Manama should highlight for the people of the BMENA region 
progress made on the many initiatives discussed at Sea Island 
and Rabat. The September 9 meeting is a good opportunity to 
get updates and make decisions about which initiatives to 

focus on. 
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official visitors for a temporary membership fee of USD 
10.00 per week. This can not be pro-rated for a 

shorter visit. In addition to the membership fee 

will be required to purchase a cash card 

card or Taka 660.00. A copy of your passport data page 
or a passport-sized photograph is necessary to obtain a 
cash card. This card will enable you to have meals and 
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use club facilities (which include tennis court 
court 

restaurant/bar.) 


B. The U.S. Commissary facility is available to U.S. 
citizen official visitors who are USG employees. 
However 

check or traveler checks. Cash dollars and local 
currency payments cannot be accepted. Change will not 
be provided for transactions using traveler checks. 
Therefore 

be more useful. 


8. NOTE: Health - Post cannot emphasize strongly 
enough that all travelers must have health insurance 
that will cover medical evacuations by air ambulance. 
Travelers should carry with them the 24/7 contact 
information for their insurer. Medical care in 
Bangladesh is very basic and Post does not recommend 
that anyone remain hospitalized here. 


Intestinal problems are common in Dhaka. Visitors must 
exercise care in what they eat and drink; food-borne 
diseases are common. Presume that all tap water is 
contaminated 

drink bottled/boiled water and eat only fruits and 
vegetables that have been cooked and peeled. 
Undercooked meat should be avoided. Travelers should 
also avoid eating uncooked dairy products and food sold 
on the streets. Visitors who take medication on a 
regular basis should bring enough for the duration of 
their visit. It is not always possible to find 

equivalents for American prescriptions on the local 
market. In general 

substandard. The U.S. Mission has a Medical Unit 
staffed by a U.S. Physician and registered nurses. 
Travelers venturing outside Dhaka are advised to use 
standard anti-malaria prophylaxis 

appropriate anti-malarial medication 

protection and the use of bed netting. It is strongly 
recommended that all visitors bring a supply of 

mosquito repellent to Dhaka. There have been cases of 
mosquito-borne illnesses 

fever 

The only effective repellant we are aware of contains 
DEET (2096 DEET is the maximum that is considered safe 
for children). Supplies are usually available in the 
commissary; however it is a good idea to have your own 
supply should you arrive in Dhaka when the commissary 
is not open. We also recommend that travelers have 
updated immunizations 
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immunization (either oral or injectable.) 


9. Security: Bangladesh continues to experience some 
anti-American sentiment as the result of U.S. military 
and other actions in the war against terrorism 

events in the Middle East. Anti-American 
demonstrations throughout Bangladesh 

occur on Friday afternoons 

place any time and to be unruly. In addition 
longstanding confrontation between the two leading 
political parties has prompted general strikes 
(hartals) 

be called on very short notice and can turn violent. 
Normal vehicular traffic is discouraged during hartals. 
Visitors should strictly avoid all political protests 
demonstrations and marches. They should consider 
possible security risks in deciding whether to attend 
other gatherings. 


10. Post policy authorizes travelers visiting post to 
hand carry an unclassified laptop into the Controlled 
Access Area providing that the laptop is transported 
under the immediate personal control of the traveler 
or is transported via diplomatic pouch 

approval of the RSO. All travelers must also maintain 
continuous 

CAA. Further instructions will be given during the 
security brief upon arrival. 


11. The Embassy advises Americans to be aware of their 
surroundings at all times 

behavior 

individuals. Sensitive or personal matters should not 

be discussed over local telephone lines. 


12. The State Department has classified the crime 
threat in Dhaka as high. Foreigners are not generally 
the target of violent crime. However 

purse-snatching and other forms of street crime occur 
frequently 

foreigners. Visitors should avoid walking alone after 
dark 

expensive jewelry. Valuables should be stored in the 
hotel safety deposit box and should not be left 
unattended in hotel rooms. Visitors should use the 
Embassy Motor Pool as the Chief of Mission has declared 
public transportation to be unsafe. The Regional 
Security Officer strongly discourages the use of 
rickshaws 

addition 

emergency telephone number available at all times (880- 
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02-885-5500); receptionists are on duty 24 hours a day. 


13. Agency specific general information: None. 
14. We look forward to your visit. Chammas 
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diagnosed HIV-positive individuals to have sex with a person 
who is unaware their status. MOH is considering legislation 
to make individuals criminally liable even if they 

unknowingly transmit the virus. MOH Deputy Director of 
Epidemiology and Disease Control Dr. Jeffrey Cutter told 
EconOff that strong public opposition has made this 
legislation highly unlikely. 


Educational Efforts Expanding 


5. (U) The MOH collaborates with outside organizations 
including the American Chamber of Commerce 

HIV prevention through its statutory arm the Health 
Promotion Board (HPB). HPB is the main driver for national 
health promotion and disease prevention programs. 


6. (SBU) Senior Minister of State for Health Balaji 

Sadasivan announced formation of a Singapore V'AIDS Alliance V 
at an American Chamber of Commerce meeting on August 25. 
The AIDS Alliance will coordinate the efforts of government 
business 

promote AIDS education and end discrimination against HIV- 
positive individuals. 


7. (SBU) The vast majority of Singaporeans contract HIV 

through sexual means. Still 

reaction prevent MOH from undertaking safe sex education 
promoting condom use; MOH opts instead to promote abstinence 
and monogamous sexual activity as prevention methods. Some 
activists here argue that educational programs directed at 
condom usage could decrease the infection rate more 

effectively than this or legislation aimed at already 

infected individuals. 


-- HIV infections are not high among youths (age 10-19) but 
incidence of other sexually transmitted infections 

(including gonorrhea and syphilis) has upsurged 

increased unsafe sexual activity. 


-- A 2004 National University of Singapore study found that 

while V'almost all\" Singapore men use a condom when engaging 
in casual sex in Singapore 

condom when abroad. Singaporean men do engage in sex 


Column 3 

tourism; the nearby Indonesian island of Batam 

is a popular destination for Singapore men seeking 
inexpensive prostitutes 

infections than Singapore. 


Singapore Actions to Stem Spread Have Economic Impact 


8. (U) The Singapore economy has benefited from homosexual- 
oriented consumerism 

acts. However 

and concerts on the grounds that reported sexual activity at 
earlier homosexual gatherings contributed to the HIV 

infection rate. (NOTE: The Nation Party 

lesbian festival held annually in Singapore since 2000 

hosted 8 

(US$3.63 million) in tourism revenue in 2003. END NOTE.) 


9. (SBU) COMMENT: Authorities are worried about the 
increased rate of HIV 

legislate responsible behavior 

like personal privacy are encroached upon in the process. 
While it is too early to speculate whether new infections in 
2005 will be higher or lower than 2004 numbers 
individuals are taking HIV tests 

government efforts to increase HIV awareness among the 
population is working. END COMMENT. 
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twice since taking office in 2001. 


GOA Likely to Send Reconstruction Team 

4. (C) After adding another 40 Special Forces troops to the 
150 it had committed in July 

Abdullah\'s visit that it was also considering sending a 
200-strong provincial reconstruction team (PRT) to 
Afghanistan in mid-2006 for a period of up to two years 
(reftels A 

principle on July 30 to send the team and would make a final 
decision in early November. The GOA would not send an 
independent team and would instead look at partnering with 
the U.S. 

the advantages of interoperability and opportunities to use 
specific Australian expertise at partner locations. Types of 
troops and deployment details would be dependent on the 
partner country and location selected. The Dutch need 
additional troops to complete a PRT and thus are very 
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interested in an Australian partnership 


$5.3M in New Aid 

5. (U) Australia announced U.S. $5.3M (A$7M) in new 
assistance to Afghanistan during FM Abdullah\'s visit. A 
$3.8M (A$5M) non-earmarked donation will go to the World 
Bank-administered Afghan Reconstruction Trust Fund 
(A$2M) will go to the UN Development Program to further 
support the September National Assembly elections. Australia 
contributed $83.3M (A$110M) towards Afghan reconstruction 
from September 2001 through June 2005. GOA forward estimates 
had allocated $19.7M (A$26M) for the 2005-06 fiscal year 
which the $5.3M is the first installment. 


CT MOU Discussions 

6. (C) One of Abdullah\'s primary goals for the visit was to 

start negotiating a counterterrorism memorandum of 
understanding (CT MOU) with Australia. Howarth confided that 
Australian officials had not been keen to begin discussions 

on a CT MOU because they did not believe Afghanistan\'s 
institutions were ready for substantive engagement on CT 
issues. Nevertheless 

as a symbolic gesture 

CT MOU framework to the Afghans for consideration. Howarth 
indicated that if PM Howard or FM Downer were to visit 
Afghanistan in the near future 

recent troop deployments 

make a timely deliverable. (Note: The GOA signed its 11th 
bilateral CT MOU with Pakistan during President MusharrafVs 
June visit (ref C).) 


Political Will 


7. (C) Dr. Abdullah\'s other major request during his visit 

was that Australia establish an embassy in Kabul. FM Downer 
said publicly that given the \"intensity of the relationship" 
Australia had with Afghanistan 

GOA was considering funding in the context of next year\'s 
budget. DFAT\'s Howarth 

issue was Vdear to Downer\'s heart 

would be able to provide the funding needed to meet the 
security requirements for an Embassy in Kabul. 


Comment and Action Request 

8. (C) The increased Australian commitment 

political 

the GOA continues to be one of our strongest allies in the 
war on terror. When asked by the press why Australia was 
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sending more troops to Afghanistan 

Australian national interest is in making sure that the 
democratic Afghanistan continues. If the democratic 
experiment in Afghanistan fails then thats a huge victory 
for terrorism." DFAT\'s Howarth was cautiously hopeful that 
the upcoming elections in Afghanistan would contribute to the 
stability of the country. With the elections marking the end 
of the Bonn Agreement 

on the future structure of the relationship between the 
international community and Afghanistan. Howarth also 
expressed concern about the illegal narcotics situation and 
asked for best practice information from the USG to assist in 
establishing the GOAVs own counter-narcotics policy for 
Afghanistan. He was particularly interested in lessons 
learned by the U.S. in Afghanistan and Colombia. Howarth 
also expressed interest in USG thinking on Pakistan\'s V'end 
game in Afghanistan 

of the Taliban and other transnational fighters 
\"inconsistent.\" Post would appreciate Department guidance to 
assist in responding to HowarthVs questions. 

STANTON. 
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oppositon leaders 

Lu 

their war buddies" ties 

have together attracted many of the DPP 

Justice Alliance 

generally seen as essentially a one-person faction. Welfare 
State was founded by Premier Frank Hsieh and has strong 
support among DPP educated elites in both northern and 
southern Taiwan. 


- New Tide faction was founded by opposition (non-KMT) 
student activists in the mid-1970Ys. Members emphasize 
ideological purity and claim to pursue long-term goals for 
the DPP rather than short-term victories in local or national 
elections. New Tide is the best organized 

and most united faction in exercising its influence in the 
DPP 

strategists 

expand 

government 

members tell AIT that their faction focuses particularly on 
getting its members into number two and three positions in 
ministries and government agencies. DPP Party Chairman Su 
Tseng-chang 


SIPDIS 
faction 
his bid to succeed Chen as 2008 DPP presidential candidate. 
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New Tide 

was made in last year 

party factions. The supporters of the resolution explained 
that the proposal was intended to dismantle the New Tide 
faction 

resources but also government resources. The proposal was 
rejected 

regulation that requires party members serving in an official 
capacity to withdraw from party factions. 


-- The Green Friendship Alliance: Founded in 2004 
Friendship Alliance is the newest and smallest faction. It 
is also the most loosely structured 

the least influence in party politics. 


7. (C) Comment: Some contacts tell AIT that DPP factions 
are less important today in intra party politics because the 
DPP 

cooperation. However 

factions still compete for nominations at the local and 
national level and that the DPP factions often do not 
cooperate on important policy issues in the LY. As long as 
the DPP remains a minority in the LY and as long as the issue 
of Chen Shui-bian 

unresolved 

and even intensify as the 2008 presidential election draws 
near. 


8. (C) In fact 

have already begun in the run up to the year-end county 
magistrate/city chief elections 

bellwether for assessing the political climate prior to the 
2008 presidential race. Incumbent Nantou County Magistrate 
and Green Friendship Alliance member Lin Tsung-nan 
example 

December as an independent 

intraparty primary to a Justice Alliance member. Acting 
Kaohsiung Mayor and Justice Alliance member Chen Chi-mai 
moreover 

Tide member Lai Ching-de for accusing him of mismanaging 
imports of foreign laborers into Taiwan in the wake of the 
violent protest of Thai laborers in Kaoshiung earlier this 
month. Chen charged that Lai\'s criticism had an ulterior 
motive -- to absolve fellow New Tide member Chen Chu 
Chairwoman of the Council for Labor Affairs 

responsibility for the riot in order to bolster her candidacy 

for Kaohsiung Mayor against Chen himself next year. One 
Justice Alliance member defined to the media the difference 
in \"styles\" between New Tide and Justice Alliance: for New 
Tide 

Justice Alliance 
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friend.\" It appears that a line is being drawn in the 

political sand between these two factions. Whether the DPP 
as a party will be strengthened or weakened by these internal 
factions will depend on how well President Chen and other 
party leaders manage these conflicts in the months to come. 
End comment. 


DPP Factions 


9. (C) The official DPP list (classified \"internal\") of DPP 
faction members in the LY is as follows: 


New Tide (26): Hsiao Bi-khim; Lee Kun-tse; Lee Wen-chung; 

Lin Shu-fen; Shen Fa-Hui; Perng Shaw-jin; Lin Wuei-chou; Kuo 
Chun-ming; Tsai-Chi-chang; Wang Shih-hsun; Wei Ming-ku; Chiu 
Chuang-chin; Lin Su-shan; Cheng Kuo-chung; Yeh Yi-ching; Lai 
Ching-te; Lin Tai-hua; Yen Wen-chung; Pan eng-an; Wang Tuoh; 
Chen Chin-de; Hong Chi-chang; Lin Cho-shui; Tien chiu-chin; 
Huang Sue-ying; Lu Tien-lin. 


Welfare State (11): Kao Chien-chih; Hsu Kuo-yung; Wang 
Shi-cheng; Ker Chen-ming; Chai Tong-rong; Lee Chun-yee; Lin 
Yun-sheng; Cheng Tsao-min; Chang Chuan-tien; You Ching; Chang 
Chun-hsiung. 


Justice Alliance (30): Lin Chung-mo; Kuo Julian-liang; Lan 
Mei-chin; Chuang Suo-hang; Chen Chin-jun; Wu Ping-jui; Chau 
Lai-wang; Chen Tsiao-long; Jao Jung-ching; Kuo Jung-chung; 
Lee Chen-nan; Tu Wen-ching; Hsieh Hsin-ni; Lee Ming-hsien; 
Charles C. Chiang; Tsai Chi-fang; Chang Hwa-kuan; Hou 
Shui-seng; Huang Wei-cher; Yu Jan-daw; Chen Chi-yu; Lu 
Po-chi; Chen ying; Tsai Huang-liang; Gao Jyh-Peng; Chang 
Ching-hui; Chen Shui-hui; Chen Min-jen; Winston Dang; Peng 
Tien Fu. 


Green Friendship Alliance (6): Cheng Yun-peng; Lin 
Chin-hsing; Wu Fu-quei; Lin Yu-sheng; Hsu Chi-ming; Hsueh 
Ling. 


Others (16): Kuo Wen-chen; Wang Shu-hui; Huang Chien-hui; 
Huang Chao-hui; Hsieh Ming-yuan; Tang Huo-shen; Chen 
Hsien-chung; Lin Kuo-ching; Wang Sing-nan; Tang Bi-A; Wang 
Jung-chang; Wang To-far; Tsai Ing-wen; Chiu Yeong-jen; Kuan 
Bi-ling; Sandy Yen. 

PAAL 
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Vdevelopmental approach to HR planning and management 
the plan. By 2001 
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professionals were working in Britain 

and New Zealand. By March this year 

was left with only 42 

and 1 

of tuberculosis (and complications such as multi-drug resistant 
TB) 

increase in chronic \"lifestyle\" diseases such as diabetes have 
increased demands on the health sector. The plan\'s admission 
that there has been a \"lack of a developmental approach!" refers 
mainly to the fact that training institutions have not kept 

pace with the demands of the population. Between 1998 and 
2003 

did not even keep up with population growth over the period. 
Yet 

care from hospitals to primary health clinics 

was an even greater need for more nurses. The plan itself 
concedes that proper management is a key problem. South Africa 
spends 8.5 percent of its GDP on healthcare 

substantial portion in global terms. Treasury has also set 

aside about R4.6 billion ($720 million) for provinces to train 

and develop health professionals over the next three years. 

For the next two weeks 

stakeholders including trade unions 

training institutions. Stakeholders have until 15 September to 
make written submissions on the plan. By January 

develop national training standards for health workers is to be 

in place. Source: Health-e News 

August 19. 


ERRATIC INFANT FORMULA SUPPLY POSES HIV TRANSMISSION PROB 


8. The Health Department met with representatives of Nestle 
an international food and beverage company 

shortages of the infant formula 

state to the babies of HIV positive mothers. The company is to 
provide a full report to the South African government on how it 
is addressing the erratic supply of infant formula to public 
health facilities. The company holds a government tender for 
providing infant formula to 2 

national prevention of the vertical HIV transmission of HIV 
program. Exclusive formula feeding reduces the risk of 
transmission via breast milk by one-third 

in the program are advised to bottle-feed. But the shortfall 

in supplying the formula could jeopardize the vertical 
transmission campaign. According to Nestle 

partly due to a 20 per cent increase in demand for the formula 
in 2004 

facilities. In a statement the company said: \"In order to 
address the shortage 

have commissioned our Brazilian market to assist us to meet our 
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backlog and current needs. The supply will improve over the 
coming weeks and should gradually normalize as of October." 
Source: IRIN News 


SA HOSPITALS CHEAPER THAN U.S. AND AUSTRALIA 


9. According to a study sponsored by the Hospital Association 
of South Africa 

of their surgery better 

hospitals in Australia and the United States. The report shows 
that South Africa is up to 50 percent cheaper than the US and 
Australia with regard to procedures requiring hospitalization. 
On average 

($1.3 billion) in health-care technology annually 

percent of the sectors revenue. According to the study 
average combined cost of hospital and surgical fees 

surgical equipment for an uncomplicated Caesarean section in a 
private hospital in South Africa is about R15 

almost half the R29 

the R58 

in a private South African hospital 

third less than the cost of the identical procedure in 

Australia 

R11 

between 53 percent and 58 percent cheaper than in Australia and 
less than 10 percent of the U.S. cost. A hip replacement is 77 
percent cheaper than in Australia and 58 percent cheaper than 
in the U.S. A vasectomy costs R3 

percent of the R39 

of time a patient spends in South Africa\'s private hospitals is 
among the lowest worldwide. The average stay for an 
uncomplicated Caesarean section is four days in a private 
hospital in South Africa 

and 5.9 days in Australia. Patients who undergo a 
straightforward hip replacement in South Africa\'s private 
hospitals spend an average of 5.58 days in hospital 

length of stay for the identical procedure in the U.S. and 
Australia is 4.59 and 9.5 respectively. Source: Sapa and Mail 
8 Guardian 


POVERTY AND GENDER INEQUALITY HAMPER SOUTH AFRICA\'S RESP 
HIV/AIDS 


10. Speaking ata recent HIV/AIDS forum organized by the 
HIV/AIDS networking organization 

of Religion and Peace (WCRP) 

HIV/AIDS Research at the Nelson Mandela Medical School of the 
University of KwaZulu-Natal (KZN) 

rates 
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problem in South Africa that enough resources could not be 
utilized to control the HIV/AIDS pandemic. He noted that 
recent statistics released by the national Department of 

Health 

from 26.5 percent in 2002 to 29.5 percent in 2004 

that there was something terribly wrong with this country\'s 
HIV/AIDS program. Nevertheless 

country\'s success in implementing one of the most extensive 
prevention of mother-to-child transmission (PMTCT) programs in 
the world 

national treatment plan. He called on researchers to pay 
greater attention to the link between HIV/AIDS and gender 

to remember that women were at higher risk of infection. 
Approximately 25 percent of South African women are raped or 
suffer domestic violence. According to Cookie Edwards 
provincial coordinator of the KZN Network of Violence Against 
Women 

unrelated. Discussants at the forum also asserted that the 
country's fight against HIV/AIDS relied heavily on medical and 
technical solutions 

such as behavior 

relationships. Source: PlusNews 
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find ways in which the government and Islamic leaders could 
work together more closely to combat the spread of extremism 
within Australia\'s Islamic community (Refs A and B). After 
the meeting 

issued a statement of principles condemning terrorism and 
laying out a framework for further dialogue and action. 

Future meetings will consider issues such as the training of 
imams and curricula at Islamic schools. Plans for the summit 
received criticism from some quarters for not being 
\"inclusive\" enough 

the most vocal radical clerics (Ref B). The PM was 
unapologetic 

\"change the minds of people who are hardened fanatics 
rather to curtail their influence. END SUMMARY. 


Terrorism Condemned 


2. (C) As part of the Australian Governments efforts in the 
wake of the London bombings to reduce the likelihood of 
domestically-nurtured terrorism 

August 23 hosted a summit with thirteen prominent Australian 
Muslims to ask for their help in battling extremist ideology 
within their communities. After a two-hour meeting 

and the Muslim leaders issued a joint statement of principles 
rejecting and denouncing terrorism and committing to work 
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together to promote understanding and combat extremism. In 
the statement 

responsibility Vto challenge and to counteract\" would-be 
terrorists. With government political and perhaps future 
financial support 

to foster \"mutual understanding and Australian values" and to 
challenge advocacy of violence and extremism within Islamic 
organizations and their communities more generally. For its 
part 

state and territory governments at a special meeting of the 
Council of Australian Governments scheduled to be convened by 
the PM on September 27 (Ref A) in an effort to design a 
national strategy to address intolerance and the promotion of 
violence. 


Practical Dialogue 

3. (C) PM Howard also announced that John Cobb 

Minister for Citizenship and Multicultural Affairs 

convene future meetings with the Muslim leaders and involve 
other relevant ministers for specific topics as appropriate. 
Participants would break into small groups to develop 
practical policy recommendations for the government on issues 
such as the training of imams 

Muslim youth 

Minister and Cabinet (PM&C) Senior Adviser for Domestic 
Security Policy Sarah Chidgey told us that the next meeting 
with Muslim leaders would take place in Melbourne on August 
31 


PM Defends Guestlist 

4. (U) According to press reports 

summit with frank remarks stating that Australia was not 
immune from terrorist attacks and that anyone who thought 
Australia could escape terrorism was \"deluding themselves." 
Howard emphasized that his purpose in convening the meeting 
was to identify ways of preventing the emergence of terrorist 
behavior and that he had engaged the Islamic community 
because the common thread in most terrorist attacks in recent 
years was that those attacks had occurred \"perversely in the 
name of Islam." He acknowledged that the ability of the 
government to eradicate extremism by legislation was limited 
and that was why he looked to Muslim leaders to influence 
their communities against embracing violence. Legislation 
was necessary to protect the community 

government had to \"win the hearts and minds!" of people as 
well. 


5. (U) Amidst continued criticism from parts of the press 
and excluded clerics that his guestlist for the summit was 
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not \"inclusive 

his opening remarks at the meeting and subsequent media 
interviews his reasons for not inviting the most radical 

Muslim clerics (Refs A and B). He made no apology for not 
inviting people with extreme views because they would have 
dominated media coverage and obscured the summit\'s more 
important purposes. \"You won\'t change the minds of people 
who are hardened fanatics and hardened extremists 

said. \"You have to identify them and take measures to ensure 
that they don\'t become a problem. The main aim of policy at 
present is to make sure that young and impressionable people 
in the Islamic community do not come under the sway or the 
influence of those hardened fanatics 


Muslim Leaders (Mostly) Make the Right Sounds 

6. (U) Dr. Ameer Ali 

of Islamic Councils (AFIC) 

the summit was an \"historic event\" since no previous PM had 
invited the Muslim community for open talks about problems 
facing the country and the Islamic community in particular. 
While he acknowledged that there might be differences in 
political points of view among the participants 

the media that the vast majority of Muslims shared the same 
values as other Australians. \"We are Muslims but we are 
Australian Muslims 

the time 

majority of the Muslim community did not see Osama bin Laden 
as a leader 

who had called bin Laden a \"great man!" (Ref B). 


7. (U) Yasser Soliman 

Multicultural Australia 

press conference that the Muslim community was a diverse and 
vibrant one that should not be described only in the 

\"language of terrorism.\" He also responded to recent 

criticism of multiculturalism in Australia by some 

politicians and commentators 

multicultural policies were in fact important elements in 

fighting extremism (Ref B). 


COMMENT 

8. (C) The summit was a positive 

the Howard Governments renewed effort to enlist Australian 
Muslims to police extremism in their own ranks. The success 
or failure of the initiative will depend on whether it can 
achieve practical outcomes 

world view reportedly being taught in at least some of 
Australia\'s Islamic schools -- and 

can better integrate the country\'s some 300 
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residents into the mainstream of Australian society. 
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be preserved. Wildlife management areas can then be 
established around it in which residents could use the 
wildlife that moved out of the Reserve. 


ANOTHER COURT FIELD TRIP TO THE CKGR 


4. (U) Dr. Alexander\'s testimony followed the courtVs 
August 10 field trip to Gope 

where currently uneconomical kimberlite pipes are known to 
exist 

applicants had not alleged that mining activity had begun or 
was impending there 

assertion that they needed to verify that this indeed was 

not the case. Three helicopters 

Africa 

deployed to support this trip to the bush. 


FPKVS FUNDING TO RUN OUT BY SEPTEMBER 15 


5. (SBU) On August 25 

Bennett 

run out by September 15. He complained that the case 
was originally expected to last just over a month 

a year. He attributed this to the large amount of time 
spent on tangential issues. Bennett suggested that either 
the State conclude its presentation by September 15 or the 
court take a three-month recess at that time to allow his 
clients to raise additional funds 

2004. Pilane refused to truncate his presentation. The 
judges have yet to make a decision. 


PILANE DOMINATES COURT ROOM 


6. (SBU) The judges appear to have granted Pilane 
considerable leeway. During proceedings observed by PolOff 
on August 24 

answered not by the judges but by Pilane himself. The 
judges 

\"ruling\" 


another incident 

leading the witness 

threatening to drag out the proceedings even further. The 
judges overruled the objection and asked Pilane to continue. 
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FPK BARRED FROM CKGR 


7. (SBU) Bennett\'s legal assistant informed PolOff on August 
24 that that Pilane had been overheard instructing an 

official of the Department of Wildlife and National Parks 

not to allow the applicants into the CKGR anymore. Two 
weeks ago 

the grounds that if any applicant in their case is living 

within the Reserve 

reversed the Governments practice over the past year of 
granting FPK permits to move in and out of the Reserve. 
When PolOff spoke to the Assistant Director for National 
Parks in an attempt to verify that the Department had indeed 
barred FPK from returning to the Reserve 

Mr. Pilane 


8. (U) Although FPK has been denied the opportunity to 
enter the Reserve to consult its clients who have returned 
the State attorneys team has done so. In early July 
Alexander traveled to the Reserve to inspect the property 
particularly the goats and dogs 

returned to live in the Reserve 

applicants in the case. Pilane\'s team neglected to give the 
FPK attorneys advance notice 

the opportunity to consult with their lawyer on whether or 
not to cooperate. 


DITSHWANELO PLEADS FOR RETURN TO DIALOG 


9. (U) Perhaps perceiving that the FPK faces a potential 
breakdown in its litigation 

issued a statement on August 12 calling for a return to 
dialogue between the San and the GOB to find a mutually 
acceptable arrangement to allow San to remain on their land. 
Ditshwanelo had facilitated such a dialogue before 

litigation began in 2004. When PolOff raised this point 

with FPK member Jumanda Gakalebone 

is welcome to attempt it 

dialogue with the Government would make any headway. 


COMMENT 


10. (SBU) The fact that the Department of Wildlife and 
National Parks deferred to the Legal Advisor to the 
President a straight-forward question about whether or not 
it had barred FPK from the CKGR illustrates the extreme 
political sensitivity of this issue. It also lends credence 

to the suggestion that the Office of the President 

Pilane personally 

the CKGR. While dialogue is the strategy most likely to 
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yield constructive results 

media hype have damaged whatever relationship might have 
existed before as a basis for negotiation. If dialogue 
resumes 

than obtained previously. 

AROIAN 
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Taiwan\'s biggest daily 

page six August 27 that was topped with the headline: 
VTaiwan-U.S. military talks [i.e. the Monterey Talks] 

will be held in the wake of the Bush-Hu meeting." Both 
the \"Liberty Times and centrist \"China Times August 
28 quoted TECRO Chief David Lee as saying the U.S. 
government would announce the appointment of a new AIT 
chairman right before President Chen Shui-bian transits 
San Francisco and Miami this September so that the new 
chairman could accompany Chen during his transits. 
Both newspapers also said former AIT Director Raymond 
Burghardt will be taking up the position. The \"Liberty 
Times 

Taiwan relations have stabilized since he took office. 


With regard to the China-Russia joint military 

exercises 

a news story on its page four August 29 with the 
headline: Taiwan secretly dispatches military aircraft 
to monitor China-Russia military drills." The sub- 
headline added: YA C-130 military cargo plane departed 
from [Taichung\'s] Chingchuankang military base for 
Okinawa last week 

intercepted electronic intelligence. [Taiwan\'s] Air 

Force Headquarters declined to confirm [the report].\" 


2. In terms of editorials and commentary 

Times\" editorial commented on the China-Russia military 
exercises and said the drills have indeed marked a new 
milestone in terms of confidence building between the 
two nations. Chinese Council for Advanced Policy 
Studies Secretary-General Andrew Yang noted in an op-ed 
piece in the mass-circulation V'Apple Daily" that the 

joint Sino-Russia military exercises are a concrete 

move for China and Russia to demonstrative their 
determination to protect their own interests. An 

editorial in the limited-circulation 

unification 

said China\'s saber-rattling proves that it is a threat 

and shows that it is eager to project its power beyond 
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its borders. An editorial in the limited-circulation 
pro-independence 

strongly criticized Washington\'s decision to cancel the 
\"Monterey Talks" with Taiwan; the newspaper later 
carried the news that the talks had merely been 
postponed. Finally 

circulation 

News 

the triangular relationship between Taipei 

and Beijing. End summary. 


1. China-Russia Military Exercise 


A) WHow Should Taiwan View the Joint Sino-Russia 
Military Exercise V" 


The centrist 
[circulation: 400 


\"Judged from the [current] situation 

Russia military exercises have indeed marked a new 
milestone in terms of the confidence building between 
the two nations. The mutual trust between China and 
Russia is closely related to the rapidly changing 
geopolitical strategy of the two countries 

weirder and more changing their neighboring environment 
becomes 

under pressure to move toward closer cooperation. It 
is thus 

strategic plan of the United States and Japan if China 
and Russia were pushed to an extreme. . 


\"Given the current development 

or estimate to which extent the strategic partnership 
between China and Russia will develop. But if [we] 
reflect on the security alliance mechanism that the 
United States has been working eagerly to establish 
[we will see that] it takes four or five decades for 
such a mechanism to develop into the state it is in 
now. As for the relations between China and Russia 
the two nations did not divest their past grudges until 
a decade ago. What grounds [do we have] to believe 
that China and Russia will establish an equal mechanism 
in such a short period of time to counterbalance the 
U.S.-Japan security alliance? .\" 


В) The Intent and Capabilities of China-Russia Joint 
Military Exercises V" 


Chinese Council for Advanced Policy Studies Secretary- 
General Andrew Yang noted in the mass-circulation 
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\"Apple Daily" [circulation 570 


V. China and Russia have [clear] strategic and 

political intentions for spending so much effort and 
money on a joint military drill that appeared to be 
complicated and confusing to the outside world. Even 
though the two nations have stressed repeatedly that 
their military exercises are not aimed at any 

[particular] threat or third nation 

in the eyes of experts 

try to cover up their intentions 

will become. The greatest symbolic significance of the 
joint Sino-Russia military exercises is that the two 
nations are troubled and concerned about the current 
changes in the geopolitics of Asia; in particular 

Russia [is concerned about] an expanded U.S. force deep 
in the backyard of Central Asia 

apprehensively the strengthened military alliance 
between Washington and Tokyo in Northeast Asia and the 
Taiwan Strait. The increasingly enhanced energy 
cooperation between China and Russia and the security 
challenges they both face have also tied the future 
development and fundamental interests of the two more 
closely together. Their joint military drills are a 

concrete move to demonstrative their determination to 
protect their own interests. .\" 


C) \"Beijing\'s Saber-rattling\" 


An editorial of the conservative 
English-language \"China Post\" [circulation: 30 
wrote (8/27): 


V. But the show of force [by China and Russia] could be 
counterproductive. On the one hand 

would try to strengthen its military alliance with 

Japan to maintain its military dominance in this part 

of the world. On the other 

enough to beef up its defense by buying more modern 
arms from the United States. It goes without saying 
that Beijing\'s relations with Washington would be 
adversely affected 

visit to the United States by Chinese President Hu 
Jintao 

Sept. 7 in the White House. The least thing Beijing 
should do is to prove that it is a 'threatV to the 

world. 


VBut the saber-rattling gives fodder to China basher 
in Washington and elsewhere 
threat 


Column 3 
country is eager to project its power beyond its 
borders. .\" 


2. U.S.-China-Taiwan Relations 
A) V'US Opts for Cents and Insensibility\" 


The pro-independence 
[circulation: 30 


V'The news that Washington has canceled the highest 
level US-Taiwan defense talks that take place each year 
[in Monterey 

inability of the Bush administration to conduct 

sensible foreign policy 

when it comes to questions of principle. 


VWhen Washington abandons pragmatism and ideology in 
its diplomatic affairs 

Unfortunately 

Je 


\"The problem with such reactive diplomacy is that it is 
shortsighted and sends the wrong message to 
Washington's allies 

"strategic competitorsV as the politically correct call 
them. . 


\"The tension between China and Taiwan is neither a 
minor trade dispute nor a diplomatic gaffe that can be 
papered over. A conflict could involve the worldWs 
largest economies - the US 

direct confrontation over vital strategic interests. 


\"Yet the Bush administration once again demonstrates 
its lack of imagination as it sacrifices what is 

clearly in the USY interest - support for a democratic 
state on the periphery of its security frontier - just 

so that Bush can have a nice 

tyrant. . 


\"The White House is making a grave mistake allowing 
itself to be influenced by Chinese President Hu 
Jintao\'s visit next month. After all 

exercise in fluff 

is likely to come of it is hours of TV coverage of two 
men in suits sitting in chairs with half-smiles on 

their faces. . 


\"Before it decides to sacrifice necessary security 
preparations 
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everything is achieved in East Asia came at the price 
of blood. 


\"The shattered husks of fighters and warships that 
litter the ocean floor from the Solomons to Okinawa - 
and rivers of blood from soldiers and civilians - mark 
the last time an ultra-nationalist 

to be brought to heel in the region. 


\"Does anyone want to see that happen again?\" 
B) VU.S.-China Ties Face High Hurdles\" 


The pro-independence 
[circulation: 20 


V. The drive by the Bush administration 

forceful leadership of Rice 

constructive 

Chinese Communist Party-ruled PRC government have 
created huge challenge for Taiwan\'s Democratic 
Progressive Party administration. 


\"In the light of this new trend 

should carefully reevaluate the triangular relationship 
between Taipei 

thoroughly how the new "Asian teamV of the Bush 
administration perceives China. . 


\"As far as Taiwan is concerned 

Chen administration to seriously design a grand 
strategy that combines elements of strengthening its 
relationship with Washington while at the same time 
closely observing and flexibly responding to the U.S.- 
China rapprochement in a global context. .\" 


PAAL 
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briefing the EU Gymnich on progress in the region. 


Western Balkans: Grk said that Kosovo would dominate the 
Western Balkans discussion and he expected Croatia would come 
up as well. He said Slovenia was “оп the same page\" as the 
U.S. vis a vis the ICTY and Gotovina 


Iraq: While Iraq was not on the Gymnich agenda 
it will come up 


Iran: Grk suggested Iran would be a key topic in Wales and 
beyond - he thinks it will dominate the Autumn agenda 
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particularly since Iran did not accept the EU\'s recent offer 
on Iran\'s nuclear program. 
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League" in Khalil ($1.5 million) 
at Beir-Zeit University ($1 million). 


Tough Questions on Gaza Withdrawal 


3. (C) During the meeting 

Ambassador for an update on the Israeli withdrawal from Gaza. 
The Ambassador responded that the possibility of further 
terrorist activities by Hamas remained a concern and 
emphasized that the success of the withdrawal depended to a 
great extent on the ability of the Palestinian leadership 
cooperation with the international community 

viable economic options for the Palestinian people in Gaza. 
Shaykh Dr. Mohammed asked if the Palestinian Authority (PA) 
would be allowed to import weapons if PA President Mahmoud 
Abbas wanted to confront Hamas. The Ambassador said that the 
problem did not appear to be lack of weapons 

way President Abbas wanted to deal with Hamas. 


4. (C) How would the U.S. respond to Prime Minister Ariel 
Sharon\'s recent decision to expand Israeli settlements in the 
West Bank while international attention was focused on the 
Gaza withdrawal 

stated long-standing U.S. opposition to an expansion of 
Israeli settlements in the West Bank and said that we had 
expressed our concerns regarding this issue to the Israeli 
government. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk 


Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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issue 
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refined products for all customers. \"We\'re selling 
everything we can produce 

current era of oil prices and profits \"the strangest period 
(he has) ever seen 

doing well simultaneously. He specifically noted the 
exceptional profits of KNPC 

said that the expansion of the refining sector was \"coming 
along well 

2010. End Summary. 


OIF Fuel: \"We\'ll See What We Can Ρον" 


2. (C) The Ambassador met August 28 with Kuwait Petroleum 
Corporation (KPC) CEO Hani Hussain and thanked KPC for all 
its support for OIF and for providing U.S. military forces 

with discounted jet fuel. Ambassador noted that 

roughly 800 

appreciated 

be 1.1 million ора. He explained to Hussain that DESC 

actual purchaser of the fuel 

in KPC that there was not any further capacity with which to 
expand deliveries to US forces. 


3. (C) Hussain took down a note of the requested amount but 
was noncommittal and said that he would V'see what we can do." 
He also said that he thought DESC was not taking its maximum 
contractual liftings recently. He explained that KPC 

currently “Пав an issue with all (of its) products and all 
customers" based on limited capacity. To illustrate 

explained that he would be meeting with the Minister of 
Energy the next day to discuss products and customers 
specifically mentioning state-owned Kuwait Airways 
Corporations complaints about having to pay full market 
price for jet fuel. He emphasized that the related issue of 

fuel supplied to U.S. forces under the Defense Cooperation 
Agreement (DCA) was a \"problem\" for KPC 

not receive proper payment for the fuel from the Ministry of 
Defense 

came back to the issue at the end of the meeting 

KPC has V'no problems with our colleagues at DESC 

KPC needed accountability 

He said that KPC\'s marketing department 

responsibility for negotiating fuel contracts with DESC 

a certain reluctance to get involved with complicated fuel 
deals because of its \"problems in the past 

certain deals with oil traders (NFI) 

case (reftel). 


Refining Capacity Expanding 
Can Produce" 
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4. (C) Hussain explained that refining capacity was truly 
stretched to the max in Kuwait 

everything it could produce." He said that there was more 
crude available to the world markets from Kuwait and 
elsewhere 

crunch.V The refining sector was expanding 

plans to increase V'sophisticated refining of premium 
products." He noted that Kuwait National Petroleum Company 
(KNPC) 

Kuwait 

have a new 600 


5. (C) KPC has a team looking at opportunities around the 
world for participation in the refining sector 

explained 

market opportunities" for sales of end products. The 
Ambassador encouraged dialogue between KPC 

the Department of Energy to look at ways that the Kuwait oil 
sector could invest in refining capacity in the U.S. 


\"All Sectors Are Doing Well 

6. (C) Hussain called the current period of sustained high 
oil prices V'the strangest period (he has) ever seen. He 
explained that normally one part of the Kuwaiti oil industry 
would be doing well 

sectors 

case 

that \"it\'s scary 

explained that KPC has started sending out the prices for 
Kuwait Export Crude (KEC) everyday so that the Council of 
Ministers and other decision makers \"don\'t get confused\" by 
all the different prices being quoted on world markets. (The 
market price for KEC was well below the world oil prices 
quoted in the media. On August 26 

$56.93 

and Brent crude was $66.27.) 


Bio Note 


7. (C) Hussain is an avid reader 

classical Arabic writing and history books 

American history. His father 

avid reader and donated his book collection to start a 
library and cultural center in Kuwait. Hussain told us that 
his wish is to retire and simply spend time reading at this 
library named after his father. He said he had been offered 
the Energy Minister portfolio twice and rejected it both 
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times. When the previous KPC CEO Nader Sultan retired in 
2004 

to taking on additional responsibility 

position with the idea that he would serve one three-year 
term. Hussain\'s oil industry background is in refining. 
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Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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4. (SBU) A National Intelligence Agency (NIA) contact in Mae Hong Son confi 


5. (SBU) Meanwhile 

hardliners 

Tan Lay has stepped down from the premiership 

compromise. While the current KNPP executive panel has made no 
decision on ceasefire talks with the SPDC 


6. (U) Comment: Resettlement options pose a dilemma for Burmese disside 
country. The so-called urban Burmese confronted this Hobson\'s 
choice earlier this year when forced to register or forfeit the chance for resettlı 
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Roces 

Poe Jr. 

pro-Opposition religious and civil society groups to the 
House of Representatives 

from the gallery. The hearings were briefly interrupted when 
several pro-Opposition spectators unfurled banners calling 
for the impeachment of President Arroyo. This prompted the 
presiding officer to order the removal of the group from the 
session hall. Outside of the House 

protesters held an anti-Arroyo rally. According to emboff 
who observed the rally 

leftist groups such as Bayan Muna 

Migrante 

demonstrators from entering House grounds and there were no 
reports of violence as of 5:00 PM August 30. 


5. (C) It appears that the only chance the Opposition has 
now to push forward with impeachment is to gain enough 
support for its complaint to earn a referral to the Senate. 
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The Opposition\'s complaint seems to have anywhere from 45 to 
65 endorsers depending on what source is being cited 

that is not enough: it needs 79 or more endorsements (or 
more than one-third of the total House membership). At this 
point 

seems that there is little chance that its complaint is going 
anywhere. lf the Opposition loses in the Justice Committee 
however 

the Opposition has made clear that it will continue its 

effort to oust Arroyo via demonstrations 


Visit Embassy Manila\'s Classified SIPRNET website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website: 
http://www.state.sgov.gov/ 
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thanking Bouteflika appears to have substantially assuaged 
earlier disappointment. The importance of the letter for the 
leadership here was reflected in the fact that the text was 
published almost verbatim in the government-owned press and 
received wide coverage in the independent press as well.) 


BOUTEFLIKA SENDING PRESIDENT A LETTER 


4. (C) Messahel 

Bouteflika would shortly be sending a letter to President 
Bush. Messahel commented that Senator Lugar had left a very 
positive impression 

in Morocco suggesting that Algeria and Morocco should 
directly negotiate an end to the Western Sahara dispute had 
perhaps unintentionally gone beyond what Algeria understood 
to be U.S. policy. Ambassador said we knew Algeria\'s 
sensitivity on this point and thus were careful to refer to 

the need for Algeria and Morocco to improve relations and 
create a regional climate conducive to a Western Sahara 
settlement. Messahel reiterated that Algeria was not a party 
to the dispute. However 

Baker Plan 

parties find a political solution 

the United Nations 

self-determination. 


REJECTING BAKER PLAN A \"MISSED OPPORTUNITY" 
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5. (C) As in previous discussions 

separately expressed regret that Morocco had rejected the 
Baker Plan 

voting procedures as a \"missed opportunity" that would have 
enabled Morocco to secure the outcome it needed. Ambassador 
said we needed to move beyond the Baker Plan 

had clearly rejected it 

the Plan that might offer a way forward. Messahel commented 
that the Vlack of a real interlocutor" on the Moroccan side 

was a problem for Algeria. Morocco needed to realize that 

its current course of unilaterally declaring Moroccan 
sovereignty over the Western Sahara -- at a time when no 
other country in the world accepted the legitimacy of this 

claim -- would not work. 


RESOLVING THE WESTERN SAHARA 
A STRATEGIC ISSUE FOR MOROCCO 


6. (C) The Western Sahara was a strategic issue for Morocco 
but not for Algeria 

some in Morocco saw the Western Sahara issue as a way of 
diverting public attention from problems and rallying the 
public around the king and national unity. In fact 

the dispute was a drain 

that were needed to address economic 

terrorism challenges within the country. The solution to the 
Western Sahara conflict did not rest with Algeria 

Morocco itself 

have to understand that legitimacy could only be achieved 
through a process of self-determination. The Baker Plan had 
offered such a process 

Morocco\'s favor while honoring the idea of 
self-determination. Algeria had been very consistent in its 
position 

for the Moroccans to come to this conclusion. In a now 
familiar refrain 

conclusion toward the end of his life 

efforts 

had Hassan II lived. 


ALGERIA SEEKS IMPROVED RELATIONS WITH RABAT 


7. (C) Messahel said Algeria agreed on the desirability of 
working to improve relations with Morocco. In this regard 
Algeria had viewed Prime Minister OuyahiaVs planned June 
visit to Rabat 

part of a process that would have re-energized the bilateral 
commission process 
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and culminated with a Bouteflika visit in December and the 
reopening of the border. He discounted the idea that the 

visit had been canceled because of Moroccan disappointment 
over the insufficiently \"political\" composition of the 

Algerian delegation. Algeria had specifically proposed 

the Moroccans had accepted 

bilateral commission process 

level of foreign ministers to that of prime ministers. This 

was consistent with how Algeria handled bilateral commissions 
with Tunisia and Libya. The Moroccans knew all along that 
Foreign Minister Bedjaoui was not on the delegation. 
Messahel claimed that from the outset 

that the Interior 

himself would be the ministerial component of the Algerian 
delegation. 


BUT NO NEW INITIATIVES ANYTIME SOON 


8. (C) Asked about next steps 
agreed that the POW release 
Secretary Generals Personal Representative for the Western 


SIPDIS 

Sahara 

were all positive elements. Both confirmed there were no 
current plans for a van Walsum visit 

there would be a visit at some point. In any case 

doubted much could happen in coming weeks because Algeria was 
entirely absorbed by the campaign to win substantial approval 
of President Bouteflika\'s Charter for Peace and National 
Reconciliation in the September 29 referendum. Other than 
saying it would be important to resume the work of the 
bilateral commissions 

question as to what it would take to get a meeting between 
the two Prime Ministers and their delegations rescheduled. He 
also reconfirmed that he had accepted the Ambassadorial 
posting in Rabat 

would probably leave for Rabat in October. His first 

priority would be to try to establish better communication at 
senior levels 

also looked forward to close contact with Ambassador Riley. 


AMBASSADOR AGREES COMMUNICATION 
A SERIOUS PROBLEM FOR BOTH SIDES 


9. (C) Ambassador agreed that communication has been a 
serious problem for both sides. He added that Belkheir 
virtue of his experience 

authority 
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and help both sides avoid the kind of miscues that have 
plagued their relationship. Belkheir agreed 

of example that if only the King had called Bouteflika in 
advance about the 2004 Moroccan decision to lift the visa 
requirement 

Ambassador said both sides needed to be more sensitive to the 
needs of the other and to communicate informally and at high 
level before taking any public steps. This would help ensure 
they were properly received and understood. He added that 
Algeria had made a \"serious error" in not responding more 
concretely to the King\'s significant gesture of attending the 
Arab League Summit in Algiers last March. Algeria\'s 
perceived lack of response had thus needlessly angered and 
undercut those in the Moroccan leadership who sought 
rapprochement with Algeria. Similarly 

signaling Algeria\'s serious interest in moving toward a 
reopening of the border might have averted Rabat\'s abrupt 
cancellation of the Ouyahia visit. 

ERDMAN 
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Vcrawling peg\" exchange regime. The GVN has taken a heavy- 
handed approach to foreign exchange rates 

Adams. Vietnam\'s crawling-peg policy has further weakened 
its already weak foreign exchange position 

more vulnerable to external supply shocks. Vietnam\'s 
dollarized economy has also become a cause of concern for 

the SBV. At least in urban areas 

accept U.S. dollars as well as Vietnam dong and change in 
dollars. 


10. (SBU) Comment: Even though SBV officials are still 
honing their monetary policy making skills 

monetary policy has been prudent over the last year with a 
few exceptions. In its capacity as a central bank 

the SBV would do well to limit its politically motivated 
decisions. Specifically 

tighten monetary policy in the face of rapid inflation may 
have been politically motivated. In any case 

considers that the impact of interest rate changes is 
unclear. The exchange rate position might benefit from 
looser controls. Better risk management and less policy 
lending will be needed to control inflation as well as 
credit growth to SOEs in the future. End Comment. 


MARINE 


1Sam: | could not read your comment on this. | added what I 
could make out. 
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reported that Palestinians have assigned the names of 
\"Arafat\" and \"Yassin\" to abandoned Gush Katif 
settlements. 


Jerusalem Post quoted chief PA negotiator Saeb Erekat 
as saying Sunday that the PA will continue to work 

toward moving Yasser Arafat\'s tomb to the Al Aqsa 
Mosque in Jerusalem. Foreign Ministry Spokesman Mark 
Regev was quoted as saying in an interview with 
Jerusalem Post that 

issue is not on the agenda. 


On Sunday 

Ambassador to the U.S. 

StateVs Attorney\'s Office recordings of senior Foreign 
Ministry officials that revealed that FM Shalom and his 
wife demanded that Ayalon\'s personal assistant be 
dismissed because he didn\'t arrange a meeting between 
them and Madonna. 


All media reported that in Frankfurt on Sunday 
prominent Israeli author Amos Oz received the Goethe 
Prize 

importance to the Nobel Prize. Oz 

the painful disengagement from the Gaza Strip and 
northern West Bank 

Europe must lend a supportive hand to Israel and to 
peace 

or the Palestinians. 


Jerusalem Post reported that 20 Bedouin families -- all 
Israeli citizens -- from the Gaza Strip village of 
Dahaniyeh 

will move today to new homes in Tel Arad 

eastern Negev. 


Maariv reported that the IDF has dismantled the unit of 
the IDF Intelligence Branch that collected information 
about Jews. (It was established ahead of the 
disengagement.) 


The advance of Hurricane Katrina toward New Orleans 


dominated this morning\'s broadcasts in the electronic 
media. 


Summary: 
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Liberal op-ed writer Ofer Shelach opined in the 
editorial of mass-circulation 

Aharonot: “Тһе ... insight [that] only a light at the 
end of the Palestinian tunnel 

with Israeli support 

insight has not yet dawned on the decision makers in 
Jerusalem." 


Conservative 

\"Having praised the terrorists to the hilt and credited 
them with pushing Israel out of Gaza 

to campaign resolutely to make sure they are armed to 
the teeth." 


Senior columnist and chief defense commentator Zeev 
Schiff wrote in independent 

\"Egypt needs this new agreement to succeed 

why President Hosni Mubarak acquiesced to Israel\'s last- 
minute request to add a new clause to the agreement.\" 


Senior op-ed writer Akiva Eldar wrote in Ha\'aretz: \"The 
time for indulging [Sharon] is now over. Sharon\'s good 
deeds will be counted in his favor 

will be chalked up against him." 


Block Quotes: 


1. \"There Is a Connection 


Liberal op-ed writer Ofer Shelach opined in the 
editorial of mass-circulation 

Aharonot (August 29): Common sense -- and public 
Palestinian sources 

say that the Palestinians have learned from 
disengagement that Israel understands nothing but 
force. What other conclusion could be drawn 

years in which every Israeli administration declared 
that there would be no negotiations or territorial 
concessions under fire?.... However 

whether this indeed brought about an increase in 
terror 

with the terror attack in Beersheva or any other local 
action.... The change can only be made by a 
[Palestinian] government that is capable of giving its 
people hope -- and a clear Israeli message of 
supporting this hope. Unilateral steps 

Prime Minister insists to this day constitute a 
punishment to the Palestinians (although no one besides 
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him understands what kind of punishment this is) 
not contribute a thing to creating this kind of body on 
the other side. Israel has long since relinquished its 
habit of bombing PA targets after terror attacks 
perhaps because the absurdity of these steps was 
painfully obvious and perhaps because there were no PA 
targets left to bomb. But the opposite insight -- only 
a light at the end of the Palestinian tunnel 

in the making with Israeli support 

terror -- this insight has not yet dawned on the 
decision makers in Jerusalem. V 


ll. WHudna 


Conservative 

(August 29): V'Suicide bombing isn\'t an individual 
undertaking; it is the culmination of a carefully 
orchestrated effort. The bomber is the agent of an 
entire terror infrastructure. It is this 

infrastructure that the Palestinian Authority has been 
called upon to dismantle 

promised just prior to yesterday\'s Beersheva blast that 
the truce he committed the Palestinian side to long ago 
- a Vhudna 

enforced -- would be of unlimited duration... 

Meanwhile 

and credited them with pushing Israel out of Gaza 
Abbas continues to campaign resolutely to make sure 
they are armed to the teeth. This is the dangerous 
subtext of his demands that Israel forfeit all controls 

on incoming land 

Were he sincere about eradicating terror he\'d have put 
Hamas master bomb-maker Muhammad Deif behind bars 
instead of allowing him to remain at large within his 
fiefdom to dispatch taped messages exhorting 
Palestinians to greater bloodshed in order to wrest 
Jaffa 

Deif\'s in-your-face harangues are emblematic of what is 
wrong with the PA.\" 


III. "Egypt Needs Success" 


Senior columnist and chief defense commentator Zeev 
Schiff wrote in independent 

(August 28): The uniqueness of the Philadelphi 
agreement with the Egyptians lies not in the deployment 
of 750 Egyptian border guards along the 14-kilometer 
stretch between the Gaza Strip and Egypt. Rather 

lies in the direct involvement of Egypt in Palestinian- 
Israeli security 

the activity of Islamic extremist groups that could 
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spill over from Gaza into Egypt.... In the past 

Egypt\'s involvement in the Palestinian-Israeli conflict 
consisted mainly of giving advice and criticizing 

Israel. Egypt needs this new agreement to succeed 
which is why President Hosni Mubarak acquiesced to 
Israel\'s last-minute request to add a new clause to the 
agreement.... A formula was found that indirectly deals 
with a prohibition against selling or giving Egyptian 
weaponry to the РАХ" 


IV. “Ап Insufficient Remedy" 


Senior op-ed writer Akiva Eldar wrote in HaVaretz 
(August 29): V'The disengagement from Gaza was a 
necessary but insufficient remedy for the prevention of 
a binational reality 

one. A state where 40 percent of the residents under 
its control are not Jewish cannot be called a Jewish 
state. The disengagement plan justifiably gave Sharon 
parliamentary immunity against initiatives of the 
extreme right to foil the pullout of the civilians and 

the soldiers who risked their lives needlessly. The 
time for indulging him is now over. Sharon\'s good 
deeds will be counted in his favor 

will be chalked up against him. V" 


Senior Likud member and former ambassador to the U.S. 
Zalman Shoval wrote in mass-circulation 

Yediot Aharonot: \"China\'s accelerated economic growth 
is causing an increase in demand for Middle East oil 

and more active political activity by Beijing in our 

region -- a reality that Washington cannot ignore." 


Block Quotes: 


VFriendship Dependent on Black Gold" 


Senior Likud member and former ambassador to the U.S. 
Zalman Shoval wrote in mass-circulation 

Yediot Aharonot (August 29): Those who want to 

spot certain clouds that have recently appeared in the 
blue skies of IsraelVs relations with the U.S. For 

example 


Column 3 

announcement of the Vdisengagement grant -- and it was 
said that the proposed sum will reach half of what was 
requested by Israel. Is this a diplomatic step hinting 

at American expectations for the post-disengagement 
stage -- or perhaps Vmerely further proof that Israel 
has not yet learned the complex rules of requests for 
special aid from the Americans?.... But what should 
raise more in-depth thought on our part are possible 
trends in U.S. foreign policy for the long term. The 
name of the game is oil. If Washington had hopes that 
its military victory in Iraq would assure an orderly 
supply of the black gold 

Moreover: Chinas accelerated economic growth is 
causing an increase in demand for Middle East oil and 
more active political activity by Beijing in our region 

- a reality that Washington cannot ignore.... In the 
present situation 

the opinion that after the abandonment of Gaza 

should actually strengthen our hold on the settlement 
blocs in Judea and Samaria [i.e. the West Bank]. What 
will the Americans say? There will probably be 
criticism 

an explicit commitment by President Bush 

support of both houses of Congress 

these blocs will remain in Israel's hands. V 
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THREE-PAGE REPORT IS ENTITLED: \"TIRED OF THE WAR 

OPINION REJECTS BUSH.Y IN HIS ARTICLE PASCAL RICHE EXPLAINS 
WHY A MAJORITY OF AMERICANS \"DISAPPROVE OF PRESIDENT BUSH 
IRAQI POLICY" CONCLUDING THAT THE PRESIDENT IS FACING VA 
HISTORIC PRESIDENTIAL LACK OF POPULARITY.\" THE ARTICLE ALSO 
MENTIONS SENATOR CHUCK HAGELVS CRITICISM OF THE WAR: \"THE 
LONGER THE U.S. STAY IN IRAQ 

DESTABILIZED.\" A SEPARATE ARTICLE AND EDITORIAL ARE DEVOTEL 
THE IRAQI CONSTITUTION WHILE IN RIGHT-OF-CENTER LE JOURNAL L 
DIMANCHE COMMENTATOR GILLES DELAFON TITLES HIS ANALYSIS: \" 
ON THE BRINK OF BREAKING.\" (SEE PART C) 


AS PRESIDENT CHIRAC PREPARES TO MEET THE ASSEMBLED CORPS 
FRENCH AMBASSADORS THIS MORNING 

ISSUES HE WILL BE COVERING IN HIS REMARKS: \"GIVING NEW 
MOMENTUM TO EUROPE 

SECURITY AND OPPOSING MULTILATERALISM TO THE EXCESSES OF 
GLOBALIZATION: THESE ARE THE THREE DIRECTIONS CHIRAC WILL G 
TO HIS AMBASSADORS. CHIRAC WILL SPEAK IN FAVOR OF A STRONG 
EUROPE 

RECALLS THE COMMUNITY OF VALUES BETWEEN FRANCE AND THE L 
CHIRAC IS AWAITED ON HIS POSITION ON THE GEOGRAPHICAL 
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EXPANSION OF THE EU. ABOUT TURKEY IN PARTICULAR 

EXPECTED TO DEFINE THE EU-25\'S DETERMINATION TO ASK ANKARA 
CLARIFY ITS POSITION ON CYPRUS. HE WILL RECALL DEMOCRATIC 
VALUES IN FIGHTING AGAINST TERRORISM. AND INVITE IRAN BACK T( 
THE NEGOTIATING TABLE. SHORT OF WHICH FRANCE AND ITS PARTN 
WILL HAVE NO OTHER CHOICE BUT TO GO BEFORE THE UNSC. FRAN( 
EMISSARIES WILL ALSO BE EXPECTED TO ENCOURAGE REFORMS IN 
MIDDLE EAST. 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
IRAQI CONSTITUTION 


\"FAILURES\" 

GERARD DUPUY IN LEFT-OF-CENTER LIBERATION (08/29): "WITHOUT 
THE ALLIED ARMIES 

IRAQIS HAVE BEEN SO CLOSE TO HAVING A CONSTITUTION SO WELL 
TAILORED TO THEIR MULTIPLE NEEDS. ALITTLE ISLAM 

HUMAN RIGHTS. THIS INTRICATE DISTRIBUTION IS ALSO THE ONLY 
CHANCE FOR THE TEXT TO BE ADOPTED BY THE IRAQIS. THE SUNNIS 
WHO HAVE VIOLENTLY REJECTED THE U.S. PRESENCE. COULD LEAD 
PROJECT TO FAIL. A PROJECT WHICH IS ALSO THE ONLY TRUMP CAR 
BUSH HAS IN HIS HAND TO BRING BACK HIS TROOPS. WITH "THE BOY. 
IN MIND 

FAILS 

WHILE TRYING TO GAIN TIME 

BECAUSE THERE IS NO DOUBT THAT THE COUNT DOWN HAS BEGUN 
MINDS OF THOSE SURROUNDING THE PRESIDENT. HIS PUBLIC OPINIC 
IS AGAINST HIM 

RESULT OF THE PRESIDENT\'S MOUNTING UNPOPULARITY. AS THE Gi 
PLAY BECOMES MORE DIFFICULT 

AND LESS TIME. ON THE OPPOSITE SIDE 

POSSESS A DEADLY WEAPON: TO PROLONG THE SITUATION.\" 


\"FOR THE IRAQIS 

PIERRE PRIER IN RIGHT-OF-CENTER LE FIGARO (08/29): \"IF ONE IS 
TO BELIEVE IRAQI PRESIDENT JALAL TALABANI 

FROM THE RISKS OF A CIVIL WAR. BUT IF ONE LOOK CLOSELY AT THE 
CONSTITUTIONAL TEXT 

RESOLVED. THE MAIN CONCERN OF THE GOVERNMENT AND THE VAF 
FACTIONS SEEMS TO HAVE BEEN TO GAIN TIME AND GIVE IN TO 
PRESSURES FROM WASHINGTON 

OUTCOME AND BEGIN MILITARY DISENGAGEMENT PROCEEDINGS. BL 
REALITY 

U.S. AMBASSADOR SHOWED LESS ENTHUSIASM THAN PRESIDENT BL 
ACKNOWLEDGING THAT A REJECTION BY THE SUNNIS ON OCTOBER ' 
WOULD CREATE `A PROBLEM." 


\"A HIGH RISK CONSTITUTION\" 
CHRISTIAN BOLTANSKI IN LEFT-OF-CENTER LIBERATION (08/29): “АТ 
THE IRAQI PARLIAMENT 
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REJOICED IN ΤΗΕ 'GIFTY OFFERED TO "THE IRAQI PEOPLE.\ BUT THE 
TEXT COULD WELL TURN OUT TO BE A POISONED GIFT. THE IRAQIS 
HAVE NEVER SPOKEN SO MUCH OF THE RISKS OF `A CIVIL WAR\' SINC 
THEY STARTED DISCUSSING THE CONSTITUTIONAL TEXT" 


\"IRAQ ON THE BRINK OF BREAKING\" 

GILLES DELAFON IN RIGHT-OF-CENTER LE JOURNAL DU DIMANCHE 
(08/29): \"IT IS WASHINGTON\'S WHOLE STRATEGY OF RECONCILIATIO 
WHICH IS AT STAKE AND COULD FAIL. PRESIDENT BUSH\'S WORRIES , 
SUCH THAT HE EVEN CALLED THE SHIITE LEADER EL-HAKIM ASKING F 
MORE FLEXIBILITY. THE DEMOCRATIC SOLUTION THAT WILL BE COMI! 
OUT OF THE BALLOTS DOES NOT APPEAR TO BE A GUARANTEE FOR 
PACIFYING IRAQ. AND THE NEW VICTIM OF IRAQVS PARADOXES IS 
PRESIDENT BUSH HIMSELF: NOT ONLY HAS HE HAD TO COURT EL-HA 
IRAQ\'S PRO-IRAN FIGURE 

SADDAM PROPONENTS 

EVANGELISTS WHO SAY THEY WILL WITHDRAW THEIR SUPPORT IF TI 
IRAQIS ADOPT A CONSTITUTION WHICH GIVES TOO MUCH IMPORTAN 
ISLAM.\" STAPLETON 


39332 
REF: A. RANGOON 989 
B. RANGOON 979 


1. SUMMARY: The SPDC Information Committee 

\"press conference\" held in Rangoon 

groups \"unlawful associations\" and again accused 
\"destabilizing Western countries\" of being behind recent 
security threats to Burma. In response to a press query 
GOB official dismissed rumors that Burma\'s de facto leader 
Senior General Than Shwe had fallen ill and said he is well 
and hard at work 

broadcasting \"fabricated rumors\" designed to destabilize the 
SPDC. The GOB also urged the ILO to mend its ways. END 
SUMMARY. 


2. The GOB held its sixth \"press conference\" of 2005 on 
August 28. Present were the Minister of Information 
Brigadier General Kyaw Hsan; Minister of Home Affairs 
General Maung Oo; and representatives of other ministries 
including the Myanmar Police Force. Officials openly blamed 
the BBC for intentionally broadcasting \"fabricated rumors\" 
about separatist movements in Shan State and the health of 
Senior General Than Shwe in order to destabilize the SPDC. 
The officials reported that Than Shwe is well and is hard at 
work at the War Office 

appearances or statements since August 20. 


3. The GOB rehashed old news by again raising the names of 
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various groups and individuals they believe were behind May 7 
bombings in Rangoon and the April bombing in Mandalay. They 
announced the recent arrests of several alleged conspirators 
whom they accuse of having contacts with external 

destructive elements. The Minister of Home Affairs also 
announced the official designation of four opposition groups 

as V'unlawful associations." These groups are: the National 
Coalition Government of the Union of Burma (NCGUB) under 
\"renegade\" Sein Win (a cousin of ASSK); the Federation of 
Trade Unions of Burma (FTUB) under \"terrorist\" Maung Maung; 
the All Burma Students Democratic Front (ABSDF); and the Shan 
State Army - South (SSA-S) under Colonel Yawd Seuk. 


4. The GOB again blamed Western nations!" for financially 
supporting opponents of the State Peace and Development 
Council (SPDC) with the intent to destabilize the regime. In 
response to a question about the International Labor 
Organization (ILO) 

been making trouble for Burma and that government organized 
associations (GONGOS) were correct in recently condemning the 
ILO. 


5. (SBU) COMMENT: This V'press conference" brought only old 
news and no new details to light 

attention to the rumor mill. The SPDC\'s convoluted efforts 

to try to pin blame on the May 7 bombings in Rangoon give the 
impression that the GOB still has no clue who was behind 
them. Publicly naming four associations \"unlawful\" is also 
nothing new 

to life in prison for associating with them. The fact they 

have officially become illegal 

the regime intends to crack down even harder on anybody who 
has ever had dealings with them. As for Than Shwe 

the official party line on his health may be unchanged 

absence from the media will continue to feed the rumor mill. 
END COMMENT. 

Stoltz 
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Ambassador said that informing U.S. businesses and potential 
investors about opportunities in Lithuania was one of his 
highest priorities and he reviewed the Embassy\'s recent 
efforts 

London and Washington. Cesna offered that Lithuania could do 
a better job of promoting itself as an attractive investment 
location. The Ambassador pressed Cesna to ensure that U.S. 
companies are equally considered in future tenders emanating 
for his Ministry 

will be significant interest in anticipated airport upgrade 
projects. 
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4. (SBU) The Ambassador asked Cesna for his outlook on the 
GOL\'s plans for airport upgrades and the rumored possibility 
of constructing a new airport between Vilnius and Kaunas. 
Cesna 

Vilnius airport 

in Lithuania\'s second city of Kaunas was more strategically 
advantageous and more likely. Cesna doubted that rumors of 
an entirely new airport somewhere between the two cities 
would come to fruition. 


5. (C) Cesna told the Ambassador that 

Minister of Economy 

redirect exports away from Klaipeda in response if Lithuania 
did not guarantee energy sales to Belarus. He said that 

while it is important to be sensitive to business interests 
especially since Belarusian cargo comprises approximately 23 
to 25 percent of exports from Klaipeda 

will not be intimidated into changing its policy. The 
Ambassador acknowledged the difficult diplomatic job the GOL 
faces on this issue 

distinguished itself through its efforts to promote 

democracy. Cesna said that he believes that trade and 
business between Lithuania and Belarus will continue 
unabated 


6. (C) The Ambassador asked Cesna how he gauged support 
might be within the GOL for an external broadcasting program 
that would deliver independent news into Belarus. Cesna said 
a decision to support such a project would come from the 
President and Foreign Minister. He stressed that the GOL 
would not likely take such a step alone 

Lithuania could undertake such a project jointly with 

Belarus\'s other neighbors. 


7. (C) Cesna is a seasoned political player and maintains a 
Minister of Economy\'s outlook. Cesna\'s comments on Belarus 
were surprisingly forward leaning for a Minister who has the 
responsibility for promoting Klaipeda as an export terminal. 

If the GOL endorses Lithuanian-based Belarus-aimed radio or 
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TV 

government ties 

justifying the political and economic risk. 
Mull 
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PRICES\"; MIN ENERGY U/S TO VISIT U.S. 


REF: KUWAIT 3173 


This cable is sensitive but unclassified; please protect 
accordingly. Not for Internet distribution. 


1. (U) Kuwait\'s Minister of Energy and current OPEC 

President Shaykh Ahmad Fahd Al-Ahmad Al-Sabah said in a 
statement released August 28 that OPEC would \"explore options 
to reduce prices\" at the September OPEC meeting in Vienna. 
VWe are becoming increasingly concerned at the continuing 

high level of oil prices 

underlying fundamentals of the market 

continued 

has been producing more than the total OPEC quota by 1.5 
million bpd in the third quarter of 2005.\" 


2. (SBU) Ministry of Energy Undersecretary for Oil 

Al-Own 

meeting with Department of Energy counterparts. He told Econ 
Officer that he is planning on leaving for London September 

19 

taking part in a conference in Houston for about ten days 

and plans on arriving in Washington around October 7. He 
envisions being available for meetings in Washington Oct. 
8-10. He would like to have these meetings to further the 
energy dialogue and cooperation between Kuwait and the U.S. 
and to discuss the \"Strategic Studies Center!" described in 
para 4-5 of reftel. Further details on this trip will be 

available when the Undersecretary returns from vacation on 
September 12. (Comment: U/S Al-Own is second-in-command to 
the Minister and is intimately familiar with all aspects of 
KuwaitVs oil industry. He is an excellent contact for the 
Embassy on all energy issues and we encourage a good set of 
meetings at DoE and State (EB) for the Undersecretary during 
his visit. End Comment.) 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk 


Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State Department's Classified SIPRNET website 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk 


Column 3 
LEBARON 


39335 
editorial on August 29 entitled “Тһе Other Side Of Gaza 
Disengagement\": 


\"The world has now started to realize Sharon\'s real intentions 

after disengaging from Gaza. He immediately began building a 
discrimination wall around Jerusalem in an attempt to make it a 

solely Jewish area 

Roadmap. We had expected those who were involved with the peace 
process to demand that Israel halt settlement activity and the 

building of the discrimination wall 

Palestinians have been left alone to fight this particular 

battle.\" 


2. Also on August 29 
published an editorial entitled \"Shedding Tears For Political 
Interests\": 


\"The Western media have purposely and cleverly selected 
particular Gaza scenes to show to the world 

images of Israeli settlers shedding tears are given front-page 
treatment. The purpose was to show that Israel is sacrificing 
for the sake of peace. But 

difficult it was for the Israelis to leave the settlements 

can the world expect a simple 

the Palestinians? The Israeli government should work diligently 
towards a genuine peace 

own political interests.\" 


3. \"Oman\" ran an editorial on August 28 under the headline \"Until 
Iraq Emerges From The Dilemmal": 


\"Taking into consideration the importance of ratifying the new 
Iraqi constitution 

challenges and worries to the future of Iraq. There are 
unfortunate events taking place 

a civil war that may erupt between clashing factions - primarily 
due to disagreements over the new constitution. On the other 
hand 

communicate to reach an agreement that will help end the 
bloodshed.\" 
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BALTIMORE 


3. (C) Chileans understand that market diversification is key 
to maintaining trade-dependent growth. Chile has already 
negotiated free trade agreements with seven other countries 
including the U.S. and the European Union. Chile also has 
limited economic cooperation agreements with seven Latin 
American countries. Chile signed a limited trade agreement 
with Cuba in 1999. 


4. (C) Now Chile has focused on Asia. In 2004 
Weber 

Director of Multilateral Economic Affairs (DIRECON) 
&We have always looked to the north 

Europe 

playing a role in that part of the world.8 In 2004 
Chileans successfully negotiated an FTA with South Korea and 
they recently finalized FTAs with New Zealand 
Brunei. However 

trade achievement in Asia 

Chinese markets. 


5. (U) Chile was the 2004 host of the Asia Pacific Economic 
Cooperation (APEC) LeadersY Summit in November 2004. In 
addition to the Leaders Summit 

to Chile included an official State Visit. He met with 

President Lagos and the two announced a series of 
deliverables: 


- The formal establishment of free trade negotiations 
between China and Chile 


- An agreement to add Chile to China\'s \"select\" list of 
authorized destination countries for the 35 million Chinese 
tourists who travel abroad every year. 


- Protocols to improve cooperation on health and 
medical research. 


- An agreement to limit the quarantining of poultry 
products. 


6. (U) During a joint press conference 
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emphasized the historical ties between Chile and China. 

Chile was one of the first South American countries to 

establish full diplomatic relations with China in 1970; Chile 

was one of the first South American countries to recognize 

the Chinese economy as a full market" economy; and Chile is 
the first South American country to negotiate a free trade 
agreement with China. Though President Lagos had previously 
visited China in 2001 

make a second state visit before the end of Lagos 

presidential term in March 2006. 


7. (U) China has become Chile\'s second most important trading 
partner after the U.S. China is one of the top exporters of 
manufactured goods to the Chilean market 

footwear 

products. Chile exports paper pulp 

most importantly - copper to China. From 2000 ) 2004 

between Chile and China increased 249.1 percent. Chile has 
become China\'s third most important trading partner in Latin 
America 


- In 2004 
additional 51.9 percent for a total of USD 5.9 billion. 


- During the first quarter of 2005 
totaled over USD 1 billion 
year-on-year. 


8. (SBU) ChileVs current economic boom is partially due to 
the highest world copper prices in the last 17 years. Prices 
are rising in part due to demand from the Chinese market 
which requires 3.8 million tons of copper each year to 
sustain economic growth. Stability and large reserves make 
Chile an attractive supplier for China. Chile\'s state copper 
company 

world\'s copper and has documented reserves and extraction 
capacity to continue production at the current rate for the 
next 120 years. Industry experts report that most Chilean 
copper is being shipped to the Chinese provinces of Shandong 
Shanghai and Zhejiang. 


9. (SBU) Prices have consistently exceeded the expectations 
of the Government of Chile\'s Copper Commission. When 
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calculating the 2005 Budget Law 

estimated that the commodity would sell for USD 1.10 per 
pound. It currently trades at USD 1.60. Because of ChileVs 
unique budget formulation 

profits above the USD 1.10 Budget Law estimate to government 
coffers. Experts calculate that if the copper price stays at 
least at USD 1.50 for the rest of 2005 

1.4 billion surplus in the Chilean Treasury. At USD 1.50 
there will also be a USD 400 million increase in tax revenues 
paid by the top ten private mining companies alone. 


10. (U) On May 31 

CODELCO signed a USD 2 billion per year sales 

investment agreement with the Executive Director of China\'s 
MinMetals. This agreement comes after a 10-year study of 
Chiles copper sector by MinMetals. CODELCO will receive an 
up-front payment of USD 550 million for a 15-year 

tons per year supply contract with MinMetals. In addition 
MinMetals will purchase a 25 percent share for 600 million 
USD in the Gaby mine 

produce 17 


11. (SBU) CODELCO is pleased with this alliance because it 
provides a guaranteed market for their copper. It also 

offers them new alternatives for financing future projects. 
CODELCO has ambitious plans for the future -- hoping to 
almost double annual production capacity -- and needs to 
invest USD 1.7 billion between 2005-2015 to accomplish that 
goal. CODELCO sees its partnership with the Chinese as an 
excellent way to expand 

possibly harming its risk classification in global financial 
markets. 


12. (U) The Chilean-Chinese Chamber for Commerce 

and Tourism (CHICIT) has worked to promote other Chilean 
opportunities for Chinese investors. On the margins of the 
FTA negotiation rounds 

VChile as a Platform Country" and \"Attracting High Tech 
Investments." 


13. (U) CHICIT reports that total Chinese direct foreign 
investment in Chile only totaled USD 24 million in 2004 
although the MinMetals deal above has already raised that 
figure for 2005. Most of the 2004 funds were spent to set up 
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representative offices for Chinese companies preparing to 
enter this new market. In addition to copper 

are currently studying Chile\'s iron and gold mining sectors 

for possible future investment. Two Chinese high tech 
companies - Huawei Technologies Inc and ZTE - have also 
opened offices in Santiago with a strategic plan to enter 

into the telecommunications market. Both companies are based 
in Guangdong province. CHICIT mentions that both companies 
Vhave preferred to maintain a low profile" during their 

start-up periods 

opened offices in 13 other Latin American countries and are 
enjoying great success in the Brazilian market. COSCO 

of China\'s largest shipping companies 

active representational office in the Chilean capital. 


14. (U) Other representative offices for Chinese corporations 
have not fared so well in Santiago 

local offices \"for strategic reasons." NORINCO (a mining 
machinery company) 

with initial investments in Chile\'s Region X) and CMEC (the 
Chinese National Machinery and Equipment Import/Export Group) 
were among those who closed shop. CHICIT speculates that 
these companies were unable to find adequate local legal 
representation and local commercial partners. 


15. (U) In addition to increased trade and investment 
cooperation between Chile and China 

begun to establish formal exchange programs. In conjunction 
with the March 2004 APEC Educational Ministerial in Chile 
Chilean Minister of Education Sergio Bitar and Chinese Vice 
Minister of Education Zhang Xinsheng signed a Memorandum of 
Agreement to promote Chinese language instruction in Chilean 
schools. Four schools with a total of 200 students were 
chosen in Santiago 

begin the pilot program in August 2005 with six teachers from 
Beijing. Both countries hope that the first class of Chilean 
students fluent in Mandarin will graduate in 2010. With 
financial support from the Government of China 

students will begin a one-year study program in 2005 at the 
University of Beijing. In terms of higher education 

Catholic University of Chile has a formal exchange program 
with the Beijing Institute of Technology. Other Chilean 
universities hope to sign agreements with Chinese 

institutions in the future. 


16. (S/NF) General Cheyre 
visited China in October 2004 and agreed to establish a 
Mandarin language training program for the military. In 
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January 2005 

begin a two-year language study program with 10 Chilean Army 
officers. The Chilean officers will spend the third year of 

this program in Beijing 

(Note: Sources have told the Embassy that Chile\'s close 
military ties with the United States are of great interest to 

the Chinese. There is concern that the Chinese could be 
using Chilean officers and access to the Army training school 
to learn more about joint programs 

that the Chileans have developed with their U.S. 
counterparts. End Note.) 


17. (U) On May 30 

Walker and Chinese Foreign Minister Li Zhaoxing announced the 
creation of a scholarship program for young Chilean diplomats 

to spend a six-month training period with their counterparts 

in Beijing. As the Chilean press at the time noted 

currently only one diplomat in the entire Chilean Foreign 

Ministry who speaks Mandarin. 


18. (C) Sources have also informed post that a small 
delegation of high-ranking Chinese National Police officers 
just completed an official visit to Chile hosted by the 
Carabineros (Chilean National Police). 


19. (U) Chileans have also expressed an interest in improving 
their knowledge of ChinaVs culture and languages. A small 
Chilean-Chinese Cultural Institute opened in Santiago in 
1953. Known mostly for their Mandarin language classes 
Institute\'s director reports there are currently 180 language 
students enrolled 

ago. Though this is a two-year program 

waiting list of Chileans who are willing to make a commitment 
to learning Chinese language and culture. In terms of 
cultural activities 

that it organizes conferences 

cinematic festivals to promote Chinese culture. However 
only recent activity has merely been a joint art exhibition 

with the Carabineros. The Institute's most popular cultural 
program features the Chinese circus 

Chile every two or three years. 


20. (U) In June 2005 

National Tourism Administration that Chile was formally added 
to the \"select\" list of authorized destinations for Chinese 
tourists who wish to travel abroad. This new agreement 
which went into effect July 15 
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for revenue generated by the 29 million Chinese who travel 
every year. Chinese tourists are reported to be the 
seventh-biggest spenders when traveling abroad 

average daily budget of USD 175 per day. Chileans hope 
Chinese tourists will favor the high-end destinations that 
they are trying to develop and promote. 


21. (U) Lan Chile 

other Chilean tourist agencies traveled to China in June 2005 
to sell Chile as an &End of the World8 exotic destination. 
Though Brazil and Argentina have applied to the Chinese 
government for similar V'selectV status 

country in South America to be added to the list. Given 

this 

many as 100 million Chinese tourists can be expected to visit 
Chile by 2020. Chilean tourism agencies are preparing to 
make the most of this important economic opportunity. 


Working to Increase Awareness About Chinese Intelligence 
Activities 


22. (S/NF) As bilateral ties between Chile and China have 
increased 

worked with Chilean government officials to sensitize them to 
the security and intelligence threats emanating from China. 
Chile has long considered itself immune from 
counterintelligence issues. However 

government officials are starting to understand that national 
assets are largely unprotected. They are unaware of the 
potentially harmful role the Chinese could begin to play in 
Chile. The Chileans have few baseline figures regarding 
Chinese security intelligence collection activities. There 

are 22 staff members at the Chinese Embassy in Santiago 
reportedly one of China\'s largest missions in Latin America. 
The diplomats are all good Spanish speakers 

on the social circuit. In addition 

Xinhua reporters assigned to Chile 

they are involved in some kind of collection activity. The 
number of Xinhua representatives in Chile surged to 12 during 
the APEC 2004 Leaders\' Summit in Santiago. 


23. (S/NF) It is likely that Chinese security intelligence 
organizations will endeavor to augment collection activities 
and capabilities as business interests grow in Chile. Also 

as the USG augments its support to the Chilean Armed Forces 
Chinese interest in USG activities in the Southern Cone will 
most assuredly increase. The Chinese will likely attempt to 
learn more about U.S. military strategies and techniques via 
Chilean participation in bilateral training programs and 
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joint exercises. 


Goals 


24. (S/NF) Chilean and Chinese trade negotiators concluded 
their third round of talks on June 28 

reportedly agreed to China\'s demand to limit this FTA to 
trade in commodities 

services and investment. Foreign Ministry Director of 
Bilateral Affairs Rebolledo told the Ambassador August 26 
that negotiations were proceeding well 

and Chile to complete talks by the end of 2005. Rebolledo 
characterized the Chinese negotiations as well prepared. 
Unlike the U.S.-Chile FTA 

would have a separate labor chapter 

chapter. Some Chilean sources cite this as proof that China 
looks at Chile as only a “commodities colony\" 

equal trading partner. Other Chileans view the limited FTA 
as a rational way to limit potential areas of conflict 

to come to rapid accord on the areas governing 95 percent of 
bilateral trade. 


25. (S/NF) The third round of negotiations produced a number 
of agreements 

committee. However 

line with his Chinese counterpart on the issue of illegal 
over-fishing of mackerel 

boats. Walker said that if the Chinese did not come into 
compliance with Chilean fishing regulations 

barred from docking at any Chilean port. The Chileans have 
asked the Chinese to provide them with proof of substantial 
advances in cooperation by August 2005 

measures will come into effect. Walker told Chilean 
reporters that Chile\'s fishermen would not be sold out just 
to finish FTA negotiations with the Chinese. 


26. (S/NF) Publicly 

its first South American free trade partner so it could learn 
negotiating skills from the \"respected and experienced 
Chilean trade team. They also cited Chile and China\'s 
common interests as developing countries. In private 
China\'s negotiators have displayed the same intransigence 
their delegations demonstrate in other international 
negotiation fora. The Chileans were reportedly quite taken 
aback and may have been overconfident about their ability to 
sway the Chinese on key issues. 


27. (S/NF) There has been no public announcement of the 
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schedule for future FTA negotiations 

seems to be on the fast track in both countries. Contacts at 
Chile\'s Ministry of Economy (DIRECON) mentioned President 
Lagos desire to have all negotiations completed before the 
November 2005 APEC Leaders 

meet this goal 

the more contentious points and sign an even 
less-comprehensive agreement. 


28. (C) Chile is actively courting increased ties with China 

on economic 

focus is driven largely by what most Chileans believe to be a 
bottomless market for Chilean goods. This trade policy 
toward China is in line with Chile\'s ambitions to be a player 
on the global stage and diversify its trade relationships. 

This pattern will likely persist regardless of who wins the 
upcoming presidential election in December 2005. Most 
Chileans recognize the commercial importance of this trading 
partner and an increased number of business and government 
officials are enrolled in Chinese language courses. Relative 
to the national push for bilingualism in English 

Mandarin remains a boutique specialty. 


29. (C) China is deliberately increasing its presence in 
Chile with substantial investment in the copper industry and 
potentially significant increases in tourism. Given its 
political \"shyness\" 

raise difficult issues of human rights violations 

processes 

for the time being 

economic prosperity to be at risk. 


30. (S/NF) China\'s increased commercial 

military ties could increase Chile\'s vulnerability to covert 
Chinese activities 

espionage. While the Chileans are sophisticated about their 
trade relationships 

company they will soon be keeping. 


31. (C) Anecdotal but nonetheless a Cassandra-like comment 
was recently made by a respected political scientist here: 
\"China is the single-most controversial foreign policy issue 
being discussed in the presidential candidates\' camps 
nobody wants to raise it publicly because it might involve a 
choice between China and the U.S.\" 

KELLY 
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\"the\" main source. The women continue to object to language 
on personal status 

quota requirements for female representation in the 

legislature. They have threatened to lobby against the new 
constitution 

Iraqi women 

SUMMARY. 


2. (C) At an August 24 meeting with Ambassador 

activists expressed concern about the role of Islam in the 
constitution. The activists asserted that 

language stating that no legislation can contradict the 
principles of democracy or the rights outlined in other parts 
of the constitution 

role in determining what this means. 


3. (C) The women -- TNA member and Failee Kurd Samia Aziz 
Gender Advisor to President Talibani Selma Jabou 

activists Hanaa Edwar and Nisreen al-Amidi -- also 
strenuously objected to language on the regulation of 

personal status. They stated that even with a civil option 
women 

be forced to accept ShariVa by their male family members. 
Damluji also stated that the constitution would not stop 

sheiks marrying very young girls. 


4. (C) The Ambassador noted the political realities of the 
TNA. He emphasized that U.S. efforts had resulted in the 
removal of term limits for the 25 percent quota for female 
representation in the legislature. He also pointed to the 
fact that 

(from \"the\" main source to “ау main source) 

the U.S. has insisted on the inclusion of language requiring 
that no law contradict the principles of democracy or the 
basic rights provided for in the constitution. 


5. (C) COMMENT: We can expect some women activists to speak 
out against the constitution. We will continue to engage 

them 

lobby voters against the constitution. At the same time 

they themselves recognize that they are not the voice of all 

Iraqi women. Many Iraqi women will not oppose the Islamist 
approach (see ref). END COMMENT 

Khalilzad 
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Lula should follow his example". On 25 August 

testified before the CPI on bingo operations and repeated 
his accusations against Palocci 

documentary evidence against the Finance Minister. 


IN THE CPI?S 


3. (U) The three congressional inquiry committees (СРІѕ) 
currently investigating the interlocking corruption 

scandals in Brazil had a full week. On 23 August 

PL president and congressman Valdemar Costa Neto testified 
before the CPI on vote buying 

received approximately USD $4.2 million from the PT in 
exchange for the party\'s support for Lula in the 2002 
presidential campaign. Costa Neto denied the existence of a 
PT vote-buying scheme among PL congressmen (Note: Lula\'s 
vice-president 

On the same day 

Sereno testified before the CPI on corruption related to 

bingo operations and acknowledged that he had discussed PT 
finance and campaign issues in meetings in the Presidential 
Palace with Marcos Valerio 

sector money man at the center of current crisis (refs). 


4. (U) The CPIs also approved a number of requests to 
summon more witnesses that could assist in the 
investigation of other corruption allegations. On 18 
August 

invite Jose Francisco Daniel 

- the PT mayor of Santo Andre 

and murdered in still-murky circumstances in 2002 -- to 
explain his claims that Daniel\'s assassination was linked 
to a corruption scheme to funnel payoffs on municipal 
contracts to PT campaign coffers. Last week 

police reopened its criminal investigation of the case 
which has remained the subject of an active inquiry by the 
state Public Ministry (a judicial authority under Brazilian 
law that can conduct separate investigations from police 
especially in instances of suspected corruption or 
malfeasance) 

the theory that the killing was linked to corruption and 
politics. On 22 August 

summoned for testimony 62 persons who allegedly withdrew 
money from Valerio\'s accounts 

congressional staffers. The dates for the depositions have 
not been established. 


ETHICS COMMITTEE REQUESTS JEFFERSON'S IMPEACHMENT 
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5. (U) On August 25 

presented the final report on congressman Roberto 
Jefferson\'s case 

report will be voted on next week and 

Chamber 

for eight years. The impeachment requests against other 
congressmen currently being investigated by the Ethics 
Committee -- including the case against former Chief of 
Staff Jose Dirceu--are likely to be voted on before the end 
of the year. 


POLL: LULA?S REELECTION PROSPECTS DROP 


6. (U) An IBOPE poll released on 23 August shows a virtual 
tie between Lula and Sao Paulo mayor Jose Serra (PSDB) in a 
the first-round vote of a presidential election 

president receiving 29 percent and Serra 30 percent. Serra 
would beat Lula 44 to 35 percent in a subsequent run-off 
vote. In addition 

rating dropped to 45 percent. (Note: When Lula took office 
his approval rating was 84 percent; in June 2005 it fell to 

55 percent 

PT party also remains divided internally. A bitter 

struggle continues between current PT president Tarso 
Genro 

possibly re-orientation leftward in the wake of the 

scandals 

stand down from aspirations for party leadership 

being widely viewed as culpable for the financial 
irregularities and corruption allegations rocking the party 
and GOB. The leadership will be decided in the PT?s 
upcoming September elections. The dispute may ultimately 
lead to rift in the party and threaten its survival in its 
present form 

splitting from a more leftist group disillusioned with the 
corruption scandals and critical of Lula?s orthodox 
economic and fiscal policies. 


PLEDGES OF PATIENCE 

7.(U) In his most dramatic speech since the outset of the 
three-month old crisis 

audience of businessmen that he has not decided yet whether 
he would seek re-election 

patience? in confronting the pressures mounting on him and 
his government. Evoking memories of former crisis-plagued 
Brazilian presidents Getulio Vargas 

and Janio Quadros 

said he would eschew such desperation and emulate instead 
Juscelino Kubitschek 
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over time 


8. (SBU)Comment. Three months and counting into the crisis 
a kind of melancholic routine is settling into Brazilian 

politics. Judicial authorities continue investigations in 

various directions 

institutionalized features of evening TV broadcasts 

testimony is heard daily from witnesses who regularly seek 
habeas corpus or plea deals before they open their mouths 
Sunday newspapers compete for sensational new angles each 
weekend 

of the scandals is finally seeping down into the Lula 

redoubts of Brazil?s poorest and least educated classes. 
Media commentators are starting to criticize the lack of 
concrete results from the various inquiries 

several weeks may be more decisive as investigations come 
to a head 

motions for removal of congressmen implicated in the 
scandals 

receipt of bribes are called to testify publicly. 


9. (SBU) Comment continued. The three СРІ5 continue to 
compete with each other in often unproductive ways 
organization of their internal workloads is apparently poor 
and politicized 

division of labor. The CPI on postal service corruption 

will now focus on the origins of the millions of dollars in 
funds that apparently served as collateral for the huge 
sums loaned by money man Marcos Valerio to the PT and 
allied parties. The CPI on vote buying will try to extract 
confessions and stronger proof of bribery. And the bingos 
CPI will focus not only on linkages between bingo houses 
and PT finances 

in municipalities such as Riberao Preto and Santo Andre in 
Sao Paulo that appear intended to funnel money into party 
coffers. If parsing of investigations along these three 

lines proves effective 

finally 

illegality created by elements of the PT in the service of 
conquering and keeping power -- a creature that now has 
ravaged the party?s image 

future and legacy. 


DANILOVICH 
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STATUS OF DISTRIBUTION RIGHTS CURRENTLY MURKY IN DRAFT LEC 
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4. (SBU) Legal experts in HCMC are divided on how well legislation 
being drafted in preparation for VietnamVs accession to the World 
Trade Organization (WTO) addresses the issue of trading and 
distribution. In the area of trading 

partner of Baker & McKenzie Vietnam 

regarding a draft Decree on Foreign Traders 

categories of foreign companies that can engage in trading 
activities 

catering firms. Burke is concerned that if a company is not 
working in one of these 15 areas 

license to trade directly 

U.S. companies to engage in trading. 


5. (SBU) A decree on foreign traders that is being drafted in 
connection to the Commercial Law is also troubling to Burke. In 
addition to limiting trading activities to only 15 categories of 
companies (ref A) 

MOT license for each category in which a company wishes to trade. 
Burke said that besides being yet another example of a burdensome 
documentary requirement 

affects companiesY obligation to be licensed by the Ministry of 
Planning and Investment (MPI). The decree also states that 
representative offices in place in Vietnam for more than three 

years will be \"discouraged\" so as to promote the formation of 
branches instead. Burke said the intention of this clause is 

unclear 

offices 

accustomed. Finally 

decree on foreign traders at a time when it seeks to enter the 

WTO 


6. (SBU) In the area of distribution 

Johnson Stokes & Master law firm in Vietnam 

separate meeting that 

not adequately provide for distribution services. It covers sales- 
purchase agreements and agents 

distribution 

way that would benefit the needs of Nguyen\'s clients 

foreign companies looking to distribute their goods directly in 
Vietnam. However 

seen a draft decree linked to the Commercial Law that included 
provisions for distribution services. Dao Nguyen further observed 
that distribution is mentioned in the draft Common Investment Law 
but rights under that law require regulations from the Prime 
MinisterVs office 

regulations. Due to unclear language in draft decrees on trading 
and distribution 

of Planning and Investment (MPI) and the Ministry of Trade (MOT) 
as to whether an investor can acquire distribution rights by 
amending its investment license from MPI or should apply to MOT 
for a separate distribution license 
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growth consultants in Hanoi. In their view 

should be read to give an investor alternative ways to get 
distribution rights 

to get both licenses. 


TRADING AND DISTRIBUTION RIGHTS KEY TO U.S. BUSINESS ACTIVITI 
VIETNAM 


7. (SBU) U.S. businesses in Vietnam rate the need for broad 
trading and distribution rights among their highest concerns in 
the run up to Vietnam\'s WTO accession. Mark Gillen 

AIM 

inefficient mechanisms AIM endures to import and distribute goods 
legally in Vietnam for its clients 

Johnson Wax and Sealy. AIM\'s representative office in Vietnam 
must work through a local company that in fact is completely 
supported by AIM and is located literally across the hall from 
AIM\'s office. The result is two companies with two management 
accounting and receivables structures to handle the import and 
distribution of the same goods. Since the local company must show 
a profit and pay taxes 

accommodate the financial needs of two companies. This two- 
company structure also limits the amount of financing AIM can 
obtain to grow its business. The local company can obtain some 
financing in Vietnam using inventory as collateral 
American-owned and Hong Kong-registered company 

difficult to obtain more financing outside Vietnam; Hong Kong 
financial institutions 

collateral for loans since AIM\'s inventory is in Vietnam and 
technically held by another company. 


8. (SBU) COMMENT: Trading and distribution rights - both the BTA 
implementation and the prospects for broader rights under the WTO 
- are a continuing concern for U.S. firms in Vietnam. An August 

12 USVTC report on the topic noted that Vietnam committed to 
extend trading rights at the May WTO working party meeting 

in areas like petroleum 

products 

subject to lengthy phase-ins under the BTA. Representatives of 
U.S. companies in HCMC have told us on a number of occasions that 
Vietnam\'s commitments on trading and distribution in the WTO 
should be \"BTA-plus\" and should shorten or eliminate phase-ins for 
products like fertilizers 

products 

competitive. 


9. (SBU) Comment continued: These concerns are not new or unique 
to southern Vietnam. Firms such as Carrier and General Electric 

have been complaining to the Government of Vietnam (GVN) that the 
restrictions on their ability to import and distribute are 

significant obstacles to the success of their businesses. For 
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Carrier 

to what they assemble in Vietnam. For GE 

hire a Vietnamese firm as an intermediary to distribute medical 
equipment 

business more complicated. So far these firms continue to operate 
in Vietnam 

WINNICK 
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(septel). Pundits have begun to wonder if the UPAVs 

more specifically 

economic reform efforts have become a victim of the Left\'s 
growing influence. In a recent interview 

firmly reaffirmed his commitment to globalization and his 
reform agenda and struck back at the Left. The PM has 
criticized the doctrinal dichotomy between the 
business-friendly \"communists\" ruling West Bengal and the 
die-hard ideologues in Delhi. While this inconsistency may 
merely be a reflection of the old adage that V'all politics is 
local" 

strategy of setting itself up to beat Congress in local 
elections in West Bengal and Kerala іп 2006. Congress 
continued reliance upon the Left's support from the outside 
is exemplified by the PMVs statement that V'a politician 
before he can become a statesman has to remain in office long 
enough--so we have to make those compromises.\" We will 
undoubtedly see both Congress and the Left clamoring to claim 
credit for passage of the V'National Rural Employment 
Guarantee Bill as they seek to ingratiate themselves to the 
vote-rich rural poor. At the same time the government seeks 
to implement economic reforms 

the fits and starts leveraged against them by to their 
uncooperative Left coalition partner. 

End summary. 


Red Storm Rising 

2. (U) As the summer of 2005 waned 

the new generation CPI(M) appeared to be on an influential 
political roll. In early August 

the UPA government to forestall the disinvestiture of Bharat 
Heavy Electricals Ltd (BHEL) and Maruti Udyog Ltd (MUL). 
This was followed by the sacking 

of Cabinet Minister Tytler following the release of the 
Nanavanti Commission report on the anti-Sikh riots. And 
most recently 

Guarantee Bill was viewed by some as yet another political 
victory for the Left 

Congress Party stalwarts. Pundits were left wondering if the 
UPA had become vulnerable to the LeftVs growing influence. 
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PM Strikes Back 

3. (U) In a key interview with V'McKinsey Quarterly Journal" 
(MQJ) on 25 August 

non-confrontational style and fired broadsides at the Left as 
he reaffirmed his commitment to globalization and his reform 
agenda. The PM praised Buddhadeb Bhattacharjee\'s communist 
government in West Bengal 

dichotomy between the pragmatic 

in Kolkata and the party dinosaurs in Delhi. The PM made a 
strong argument for labor reform 

the broad-based consensus in our coalition for me to assert 
that | can move forward in a big way.\" While the Left in 
Delhi has opposed every UPA attempt at labor market reform 
public sector divestment and foreign investment 

West Bengal has embraced these measures--much to West 
Bengal\'s economic benefit. 


Coalition Realpolitik 

4. (U) Political observers note that this doctrinal 

dichotomy between the Left\'s political center (Delhi) and its 
regional power base in West Bengal merely reflects the old 
adage that \"all politics is local". The Left's prize over 

the horizon is the Kerala and West Bengal state elections 
slated for February 2006 

direct competition with Congress. In order to avoid becoming 
a subset of the Congress-led UPA government at the national 
level 

Yet 

obtain economic results. In essence 

luxury of ideological purity over the practical problems of 
governance faced by the local governments. For its part 

in realization of the realpolitik involved with coalition 
partnerships 

support from the outside but must also watch for the threat 

of a \"Third Front\" 

grouping 

to his legacy 

realpolitik as he was quoted in the McKinsey article as 

noting that \"a politician before he can become a statesman 
has to remain in office long enough--so we have to make those 
compromises.\" 


Playing to the Masses 

5. (C) With the recent passage of the \"National Rural 
Employment Guarantee Bill" (septel) 

both Congress and the Left clamoring to claim credit for its 
passage as the parties seek to ingratiate themselves with the 
rural poor. Moreover 
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and the PM will continue to seek to implement their 
globalization and economic reforms 

have to adjust to the fits and starts leveraged against them 
by the Left. As the PM observed 

economic policy and decision-making do not function in a 
political vacuum.W The cost of this coalition management in 
the short-term is as usual borne by the Indian tax-payer 
must pay for costly and economically unjustifiable 
expediencies like the jobs bill. 

MULFORD 
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in which the Libertador called for the political integration 
of Latin America and the Caribbean. End Summary. 


2. (U) Venezuelan President Hugo Chavez visited Montego Bay 
on August 23 to sign a 16-point communiqu with Prime 
Minister P.J. Patterson (e-mailed to Desk per Ref) 

included finalizing their bilateral PetroCaribe Energy 
Cooperation Agreement. In the days prior to Chavez\'s 
arrival 

Minister of State Delano Franklyn issued a statement 
welcoming the Venezuelan leader and pre-emptively offered 
that Franklyn saw no reason why the USG might object. 
According to the joint communiqu of August 23 
accompanied by an official delegation of 14 

Foreign Minister Ali Rodriguez 

Chacon 

Trade Gustavo Marquez. While in Jamaica 

planned to look in on the Venezuelan military construction 
detachment in Brighton 

in arriving from Cuba and unable to do so. U.S. 
televangelist Pat RobertsonYs August 22 call for the USG to 
assassinate the Venezuelan leader significantly raised the 
profile of Chavez\'s visit 


3. (C) On August 25 

Trade (MFAFT) Bilateral Affairs Director Courtenay Rattray 
(Jamaica\'s immediate former DCM in Washington) told Pol/Econ 
Chief that Jamaica\'s primary motivation in signing the 
PetroCaribe accord with the GOV is cheap oil and favorable 
terms of payment 

expressed a sense of obligation to help smaller 
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neighbors such as Jamaica and other Caricom states 
PetroCaribe is a concrete expression of that commitment. 
Rattray acknowledged that fellow Caricom states Trinidad and 
Tobago 

PetroCaribe 

due to domestic petroleum/competition issues (in the case of 
Trinidad) and to concern about potential negative U.S. 
reaction (Barbados). Jamaica 

afford to let pass the opportunity offered by PetroCaribe to 
secure its energy future. 


4. (C) Rattray said that the GOV was quick to provide 
Jamaica with disaster assistance following Hurricane Ivan in 
September 2004 

detachment to rebuild housing in Westmoreland. He also cited 
a number of other building projects in which GOV financing 
has been instrumental: the Montego Bay Civic Center; Port 
Maria Civic Center (Phase | of Il has been completed); and 
the Greenfield Multi-purpose Sports Complex in Trelawny. 
Unspecified work- and poverty alleviation programs have also 
received GOV funding 

activities by the \"Bolivarian Institute for Cultural 
Cooperation" (Point 12 of Ref communiqu) 

that planning is well advanced for a building in Kingston to 
house the Institute. He could not specify what the 

Institute\'s primary purpose would be 

would include Spanish language instruction and serving as a 
repository for information on Bolivar. 


5. (C) According to Rattray 

that Jamaica host PetroCaribe countries at another ceremony 
(most likely in Kingston or Montego Bay) on September 6 
mark the conclusion of the CARICOM PetroCaribe deals being 
concluded bilaterally in capitals. The GOV-hosted 
PetroCaribe event in Puerto La Cruz 

\"framework\" ceremony after which individual states finalized 
their bilateral accords with the GOV 

visited Jamaica. The significance of the September 6 date 

he explained 

Bolivar\'s 1815 \"Letter from Jamaica\" in which the exiled 
Libertador laid out his thoughts on republican government and 
political integration throughout the hemisphere. 


6. (C) Asked whether Cuban President Fidel Castro would 
attend the September event 

Pol/Econ Chief raised the possibility that ChavezVs petroleum 
generosity might come with strings attached 
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expectations about how Jamaica should vote at the UN or OAS; 
Rattray replied that there had been no hint of such 
conditionality by the GOV: \"We must take at face value!" that 
the GOV has no ulterior motives in offering PetroCaribeVs 
generous terms 

perspective on PetroCaribe arrangements. Pol/Econ Chief 
acknowledged the seeming attractiveness of the agreement but 
observed that it seemed highly unlikely that the GOV would 
offer such favorable terms with no expectation of quid pro 

quo. He then outlined USG concerns about Chavez\'s 
destabilizing activities in neighboring states 

undermining of democratic institutions at home. 


7. (C) In an August 25 meeting with Charge and Pol/Econ 
Chief 
Secretary 


SIPDIS 

Previous arrangements with Mexico governing concessional 
petroleum financing under the San Jose Accord 

become so cumbersome that Jamaica and other prospective 
beneficiaries find themselves unable to access the funding 
set aside for their use. The GOJ raised this with Mexican 
President Vicente Fox during his visit to Jamaica earlier in 
2005 

favorable prices 

said that the GOJ is willing to send a representative to 
Mexico City to testify before the legislature about the 
importance of the Mexican petroleum agreement 

problems with it 

changes in the Mexican oil agreement. Meanwhile 

deal will not only help to expand Jamaica\'s refining 

capacity 

here. 


8. (C) Balfour Denniston 

National Party (PNP) National Executive Committee (NEC - the 
party's highest decision-making body outside of the annual 
convention) told Pol/Econ Chief and poloff August 25 that 
Patterson was the driving force in the GOJ behind concluding 
the PetroCaribe agreement with Chavez 

Cabinet who raised concern that the benefits of the deal with 
Venezuela might come at the cost of worsened relations with 
the U.S. 

regard 

Minister Phillips 

others who shared his wariness of Chavez. Like the MFAFT\'s 
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Rattray 

as the GOJVs primary motivation in concluding the deal. 
Later in the conversation 

Patterson might have had additional reasons for agreeing to 
the deal with Chavez. According to Denniston 

\"rumors\" in some PNP circles that the USG greatly dislikes 
Patterson and wants to be rid of his government. According 
to the rumor 

the opposition Jamaica Labor Party to engineer a PNP defeat 
at the polls during the next general elections 

held by 2007. Emboffs pressed for specifics about the rumor 
but none were forthcoming. 


9. (C) Pol/Econ Chief emphasized to Denniston that the USG 
does not have a party preference in Jamaica and that 

fact 

of significant issues. USG interests are in strengthened 
democratic institutions and in transparent processes in 
Jamaica 

He also suggested that Denniston and others hearing such 
rumors ask tougher questions of those circulating them rather 
than accepting them uncritically. Denniston seemed to take 
the point. 


10. (C) In an August 24 meeting with Labor Minister Horace 
Dalley on other matters 

views on the Chavez visit. Dalley 

among the less ideological of senior GOJ officials 

that Mexico has been an unreliable partner in the San Jose 
Accord 

for preferential oil arrangements. Without offering 
specifics 

million under the San Jose Accord 

money. Dalley agreed that PetroCaribe is a very generous 
deal that does not ask much of the GOJ 

that reason 

it as quickly as possible 

favorable. 


11. (C) Offering what he termed a personal assessment of 
Chavez 

president is a very strong or intelligent leader. When 

poloff pointed out the problems the USG has with Chavez! 
frequent anti-American diatribes 

Patterson is also uncomfortable with Chavez\'s rhetorical 
excesses. He suggested that Patterson looked a bit stiff in 
the media photo of their encounter 

Chavez with his arm around a seemingly reticent Patterson. 
Dalley also mentioned that the governments of Trinidad & 
Tobago 

their concern that there has been an increase in drug traffic 


Column 3 

from Venezuela to their respective countries. He also 
maintained that he heard the Venezuelan army was overhauling 
its stock of weapons 

most of the illegal firearms arriving in Jamaica today come 

from Haiti 

could find their way to the Caribbean. 


12. (C) Temperamentally 

opposites 

photograph of their awkward Wembracel" shortly after signing 
the PetroCaribe agreement. Patterson is well aware of 
current difficulties between the USG and the GOV 

potential downsides to concluding the agreement 

as some in his Cabinet expressed unease about Chavez\'s 
motives. Notwithstanding the rumored USG unhappiness with 
Patterson as cited by Denniston 

concluded that the expected benefits to Jamaica of an 
attractive petroleum deal with Venezuela outweigh the 
potential risks of making Jamaica overly reliant on Chavez. 
Pol/Econ Chief is scheduled to meet on August 29 with a 
senior Commerce Ministry official for additional background 
on the PetroCaribe agreement and will report further at that 
time. 

TIGHE 
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Village" in Alturba District in Taiz that encouraged men and 
women to form a village council and solve their problems by 
voting democratically. WFRT also met educational leaders in 
Taiz and discussed ways to uncover mistakes in textbooks and 
to improve upon teaching methods 

to set and achieve goals in their lives. Through a local 
school competition 

research on issues such as the government's recent removal of 
the petroleum subsidy. The students evaluate the 
governmentVs policy 

action plan for themselves. By studying these facets of 
government policy 

Society 

solutions. Public school 

students submitted more than 3000 project ideas; of these 
the selected winners will go to Amman to demonstrate their 
projects. 
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7. The DCM discussed the Embassy\'s support for womenVs 
rights. The Embassy meets with Muslim scholars and Members 
of Parliament to discuss women\'s and children\'s issues and 
provides grants for various projects like the Children\'s 
Parliament. The DCM invited WFRT to come to Sanaa for 
further discussions and cooperation on some of the issues 

with Embassy staff. 


Concern of the Governorate of Taiz: Water 
and Unemployment 


8. DCM met with Mohamed Ahmed Al-Haj 

and the General Secretary of Taiz to discuss the issues of 
chronic water shortage 

the central government 

thanked the DCM for paying considerable time and effort on 
the water problem in Taiz and the subsequent USTDA-funded 
wastewater management and recycling project. He believes 
that Taiz has potential as a tourist destination and yet 
concern over water shortages stymie discussions with 
international companies looking to construct tourist 
developments in Taiz. For example 

the largest business conglomerate in Yemen 

their base of operations from Taiz to the Lahj Province due 
to the ongoing water shortages. However 

renewed their commitment to stay in Taiz and to that end 
will bring water from sea by building a desalination water 
station in the port city of Mokha 

away from and 3000 feet down to 

sea level from the mountainous area of Taiz. 


9. AlHaj believes the upcoming Local Council elections will 
be more competitive than in years past 

educated and skilled pool of candidates for the elections. 
As the General Secretary of the Local Council 

Local Council is a positive link to the tribal ways of 
governance and encourages cooperation with the central 
government. In its healthy relationship with the central 
government 

populace 

municipal budgets with the central government 

the progress of subsequent projects. 


10. In regards to the Local Council elections 

journalists present as well as the leadership to support 
transparency in media coverage of the upcoming elections and 
to hold debates among candidates so that each candidate and 
party announces their agenda and projects to the general 
public. 
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11. Despite being in the capable hands of Taiz\'s business 
and political leaders 

commercial prospects coupled with the high population rate 
common in Yemen. Only fifteen years ago 

former North Yemen 

where one of the largest business conglomerates in the Gulf 
was founded. Today 

aid once showered by international donors and companies in 
its commercial 

development sectors. (NOTE: The population of Taiz city 
reaches 700 

governorate hovers around 3 million people. End note.) A 
high level of unemployment in the city and the greater 
governorate causes many inhabitants to migrate to other 
governorates. The growth rate of the city is significantly 
lower than in the other major cities in Yemen: Mukulla 
Sanaa 


12. DCM explained that the EmbassyVs interests in TaizVs 
economic development; he envisions it as a center of 
business 

and hopes that the wastewater management project would 
support further progress on this front. 


US Grants Half-Million USD of Support for Wastewater 
Management in Taiz 


13. Taiz suffers from chronic water issues and in past 
visits by the Ambassador 

leaders repeatedly requested assistance to alleviate this 
dire situation. For that purpose 

half-million dollar feasibility study in cooperation with the 
World Bank (WB). Currently farmers are \"stealing\" untreated 
storm water and wastewater that runs off into local earthen 
pits for their irrigation needs. To provide treated water 
and to alleviate further pollution of the brackish water 

table 

recycle the wastewater for other uses like agriculture. 


14. DCM presented the bids to Deputy Governor AlHaj and 
Thabet AlHoot 

In the presence of press and the public 

opened 

selection committee. DCM hopes this tender is just the 
beginning of more transparent tenders in Yemen. AlHoot noted 
that the current project is the talk of the town and that the 
people Taiz feel optimistic about the AmericansY support of 
their city and the transparency of the tender. 


Column 3 


15. DCM highlighted the fact that as the World Bank would 
finance the resulting construction 

welcome partnership between an international agency and a 
foreign donor in Yemen. He expressed his hope that more 
development of this nature would be financed by private 
investors as the business community takes a greater role in 
the community. He encouraged a new 

development in Taiz with a partnership between private and 
government sectors to help reducing unemployment and 
gradually improve Taiz\'s economic situation. 


16. DCM met with the Taiz Chamber of Commerce and Industry 
and Deputy Chairman Showki Hayel Saeed 

Saeed family and its business conglomerate. He noted that 
during his last meeting with the Chamber in March 
discussed the dire water situation in Taiz. He was glad to 
report the successful start of the USTDA-funded wastewater 
management project earlier in the day. He reiterated his 
hope that new proposals and projects would be financed by 
private investors like the leaders of the Chamber. Such 
projects in Taiz city would help reduce unemployment and 
gradually improve the economic situation. 


17. He also introduced new concepts for Yemen 

recycling solid garbage/waste as a for-profit venture. 
Recalling his work in Morocco 

grant provided an opportunity for businesses to invest their 
money in a project to recycle solid garbage for power 
generation and electricity. Part of the project also 
provided for the separation and recyling of plastic and glass 
components. Another concept he promoted was water 
desalination stations for this water-dry region; he offered 
the possibility of US government assistance with feasibility 
studies and technical assistance. 


18. DCM implored the business leaders not to give up 

that businessmen in Morocco sold vegetables and fish to the 
US. Shipping and marketing problems could be overcome via 
studies 

companies. 


19. Deputy Chairman Showki Hayel Saeed noted that Taiz 
population is migrating to other governorates. He said 
Governor\'s Office and the Chamber were fortunate to have the 
World Banks efforts on the serious problems of water 
shortage 
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are losing about 40 to 45 percent of the total water volume 

for human consumption on daily basis. Today\'s water proposal 
is useful but a temporary solution. Next September 
Government will provide some financial support for the 
September 26 National Day celebration and we will take 
advantage of the money to make new important projects for the 
city.\" 


20. He continued 

invest on Solid Waste as the DCM said 

well 

could result in gold (high profit). Due to the high volume 
of waste garbage 

in Cairo or Morocco 

unemployment and poverty. 


21. VI suggest to Yemeni businessmen to conduct marketing 
segmentation and identification of customers. US goods and 

products have strong durability and | have US machines in my 
factories 

fine. | encourage all of you to do business partnership with 

US companies.\" 


22. Mufid Abdo Said 

stated that the Chamber needs to reestablish the strong 
relationship with USAID which they enjoyed from the 1980s 
until 1991 when USAID pulled out of Yemen due to Gulf War 
security concerns. He highlighted the need for technical 
assistance on conducting feasibility studies. Noting that 
feasibility studies could cost as much as 10 percent of a 
project 

invest their money on a brand new project due to the high 
cost of conducting a feasibility study. He would like to 

train Chamber of Commerce teams to conduct feasibility 
studies. In the 1980s 

on the subject by putting instructions and guidelines on more 
than 8000 cassettes. He requested help with similar 
approaches to benefit the small and medium-size businesses. 


23. He mentioned that the US-Egyptian Chamber of Commerce 
receives 20 percent of the US government aid annually and 
gives it to medium-size businesses as soft loans. He 
suggested that this might be a good practice for Yemen as 

well. 


Human Rights Center and the Broader Middle East and North 
Africa (BMENA) Initiative 


24. DCM discussed the work of human rights training and 
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networking with Ezzaldeen Alasbahi 

Rights Information and Training Center (HRITC) in Taiz 
center first established in 1996. AlAsbahi tries to link 
between civil and tribal societies and with this effort 

HRITC trained police officers 

resolve conflicts peacefully through a seminar called Y Stop 
the Circulation and Misuse of Small Arms." He also worked 
with the Ministry of Planning and Media to fight terrorism by 
stopping corruption 

result of the spread of bribery and corruption. 


25. HRITC has activities in other parts of the Middle East 

and works in close partnership with BMENA and NID. On 
September 19 and 20 

with the Democracy Assistance Dialogue (DAD); many regional 
representatives from countries of the Middle East and North 
Africa will be present. The goal is to present a unified 

stand for the human rights organizations in the Middle East 
and provide a common message and position to government 
officials in any Middle Eastern country. 

Krajeski 
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suggested that the proceedings were little more than a 
formality. He said that the President had dispatched him to 

the hearings in case there was a need for a speech supporting 
the amendments. Orinats Yerkir MP Mher Shaghelian painted a 
different picture of the discussions 

the MPs (and media) present that the hearings were evidence 
of a fair 


6. (C) While it is likely that the current draft of 

amendments will pass this second reading and move to a 
referendum in November 

concerns that the Armenian political elite -- both in the 
governing coalition and opposition -- is not yet giving this 
issue the mature discussion that it merits. Despite the 
challenges 

process that preserves the intent of the Venice Commission 
revisions will aid efforts to bring the amendments to 
referendum 

high voting thresholds for the referendum remain a problem. 
During the August 29 session 

Emboff for the USGVs public calls for substantive discussion. 
They were particularly enthusiastic about Secretary Rice\'s 
August 25 telephone call to President Kocharian and the 
Ambassadors August 27 op-ed. 
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Fear of kidnapping 

seized on 15 August and freed on 22 August 

out of Palestinian areas and prompted Palestinian journalists to 
self-censorship; Palestinian officials were not used to managing the 
media; and Palestinian journalists did not have access to the 

Israeli settlements. Looking to increase the independence of 
Palestinian media 

media outlets 


2. (C) WThe international media focused on the feelings of the 
settlers and ignored the joy of the Palestinian people 

Samer Hameto 

newspaper Al Hayat Al Jadida. Khalil al Sheik 

independent 

\"Foreign journalists did not fulfill their role. They covered 
disengagement from the Israeli perspective only.\" Hameto was 
plain-spoken about the cause: \"We were all scared 

\"The most important reason was the case of the French journalist. 
It affected us all." Three masked gunmen іп Gaza kidnapped 
Mohammed Ouathi 

days before Israeli security forces moved to oust recalcitrant 
settlers and intensive media coverage began. V'The foreigners were 
intimidated and returned to the Israeli side 

Salem 

Center for Media Services. \"It was а very bad result." Palestinian 
journalists 

government 

difficult work in the world. V" 


3. (C) AI Sheik also said the lopsided coverage showed V'the 
government does not know how to deal with foreign media. V 
Salem noted that the Palestinian National Authority ran 

two rival media centers 

one sponsored by Civil Affairs Minister Dahlan 

power in Gaza. VI went to the big reception for all the journalists 
given by Dahlan\'s center 

Abu Mazen (President Abbas) gave his speech there. V 


4. (C) The trio criticized the work of Palestinian journalists 

as well. Hameto pointed out that Israeli military and police 
forces decided in advance to forbid Palestinian journalists 
access to the settlements - a move protested by the International 
Federation of Journalists - which limited the types of stories 

they could produce. Pessimistic 

much on official statements and the current story 

enough on the future 

independent 
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| can hear three local radio stations in my neighborhood 
said 
Jihad. After the municipal elections 
won 
(NOTE: According to NGO media watchdogs such as Reporters 
Without Borders 
Palestinian journalists 
during disengagement operations. The PNA 
announced that journalists would face \"penalties\" if they 
\"deal with or handle any type of statements or publications that 
touch on internal events and carry between their line words that 
slander 
targeting disengagement media coverage. END NOTE.) 


5. (C) The best story | wrote 

Gazans whose homes are next to the settlements. \"They described 
how they lived in fear 

He usually covers economic issues 

work on how disengagement could reduce unemployment and decrease 
poverty by restoring freedom of movement 

-Palestinian coordination. Al Sheik liked best a story on how 
municipal governments are planning to pave the workersV paths 

to the settlements into proper roads. Another favorite piece 
covered the many small peaceful celebrations 

believed international media ignored in favor of familiar images 

of masked men waving guns. 


6. (C) These working journalists wanted to increase the 
independence of Palestinian media 

in media outlets 

approaches. V'We protested the case of the French journalist 
said Hameto 

that 

technologies have brought competition to Palestinian journalism. 
V'This is a good thing.\" Even the highly partisan local radio 
stations are progress 

becoming V'more free. Salem 

fees he charges diplomatic missions for a daily English newsletter 
said \"the real problem is money." He favors training more 
Palestinian journalists to write in English 

Internet to publish 

terrorists or martyrs. V 
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against" passage through Rafah and any third-party role 
there. Ambassador Kurtzer suggested that the equipment 
technology and real-time coordination proposed for Rafah 
would go far in meeting IsraelVs security requirements. A/S 
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Welch added that Egypt 

security in the Northern Sinai 

role. Ramon asserted that PM Sharon would have the final 
word on any solution and suggested that 

opposed to a third-party role 

demonstrate some flexibility on the movement of people. 
Ramon noted that the GOl\'s position on Gaza crossings had 
evolved over time and suggested an incremental approach to 
solving remaining differences. A/S Welch asked that GOI 
proposals be implemented quickly as it was imperative that 
the disengagement show positive results soon. Ramon urged 
the USG to maintain pressure on both the GOI and the 
Palestinians to come to agreement on outstanding Gaza issues. 
He also said that more money would be needed from the 
international community to adequately upgrade the Gaza 
crossings. End Summary. 


2. (С) In reply to A/S Welch\'s query on the status of GOI 

plans for Rafah crossing 

security concerns remain paramount to the GOI. He asserted 
that Minister of Defense Mofaz continues to advocate the 
establishment of an Israeli-controlled border crossing at 

Kerem Shalom and remains strongly opposed to passage through 
Rafah and a third-party role there. Nevertheless 

suggested that Sharon could demonstrate some flexibility 
possibly agreeing to allow people and goods to exit Gaza 

through Rafah 


3. (C) In reply to Ambassador Kurtzer\'s mention of the 
equipment and technology proposed for Rafah to enhance 
security 

party role. Sharon 

third party would be able to V'exercise its role in the right 

way 

UN forces in Lebanon as reason to be wary of third party 
involvement at Rafah. In addition 

third party enforcement could complicate GOI relations with 
Europe. A/S Welch reminded Ramon that the Palestinians 
keenly aware of how vital the movement of people and goods 
would be to achieving economic growth 

issues on hold until an agreement on crossings could be 
reached. He added that Egypt could play a positive role as 

it shared GOI concerns over maintaining appropriate security 
in the northern Sinai. 


4. (C) Ramon described the GOI position on crossings as one 
that has been \"evolving.\" Previously the GOI had declined to 
accept any crossings through Rafah but now agreed to some. 

He volunteered that he personally supported 


part) 
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convince others in the GOI of its merits. However 

insisted that the final decision would be PM Sharon\'s 
characterized as the V'only player" in this decision. In any 
case 

would likely adopt a V'graduated process" in which a solution 
would be implemented over a period of about six months. A/S 
Welch noted the need for a solution soon. Ramon replied that 
the GOI had already taken steps and formulated concrete plans 
to improve conditions at Erez crossing 

needed from the international community. He asserted that 
the plans were in place and the GOI stood ready to ensure 
that trucks leaving Gaza would face two hours 

transiting the crossings 

this goal. 


5. (C) A/S Welch stressed that the USG believes it 
imperative that the GOI\'s disengagement lead to further 
progress in the peace process. Ramon agreed and expressed 
his concern that significant progress would have to be made 
prior to Palestinian elections 

Ramon urged the USG to remain active at the highest levels to 
help bring the Israelis and Palestinians together. He agreed 
that what happens in the next three to four months in Gaza 

will affect Israelis and Palestinians for a long time to come. 


6. (U) A/S Welch has cleared this cable. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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failure\" and that the development of a sense of shared 
national interest in Iraq would only develop slowly over 

time 

on Bahrain 

and cautioned that sectarian violence in Iraq could spill 

over into Bahrain. Compared with earlier eras 

communities are now less tolerant and complain more about 
each other. Bahrain 

ideologies\" and work to create national interests and 
incentives. The CP welcomed Israel's withdrawal from Gaza 
and said he would be making public statements on the move. 
End Summary. 
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2. (C) The Ambassador explained in an August 28 meeting with 
Crown Prince Salman bin Hamad Al Khalifa that the drafters of 
the Iraqi constitution had the dual aims of promoting 

national unity and protecting the rights of members of all of 
Iraq's communities. Most issues had been resolved 

the article on de-Baathification was still open. The 

drafting committee had agreed to defer the question of 
federalism until after elections for the new national 

assembly. 


3. (C) The Crown Prince said Bahrain worried about Iranian 
influence in the Iraqi political system. Jaafari is a good 

man who left Iran for Britain as soon as he could get a visa 
but Hakim is very close to Iran 

making clear Bahrain fully supported the U.S. position in 
Iraq 

its goal of improving security and that the country could be 
unstable for some time. 


4. (C) The Ambassador responded that the Sunnis must lower 
their sights and accept that a strong central government 
dominated by Sunnis will not be reinstated. The Shia and 
Kurds will inevitably play a much larger role. Expressing 
discomfort with the continuing and growing sectarian focus in 
Iraq 

failure." Those promoting sectarian concerns are unable to 
make policy shifts because they believe in absolute truths 
rather than interests. Any concept of the national (vice 
community) interest will take time 

There must be a favorable status quo for a period of time to 
allow the \"wounds to begin to heal" The CP said he fears 
Iraq could disintegrate if things do not go well. 


5. (C) The CP reiterated Bahrain\'s long-standing position 
that the U.S. must continue to play a significant role in 

Iraq. Ideally 

bases and lraqi security forces would be out patrolling the 
streets. He warned 

elections 

country and the GOI could become antagonistic toward U.S. 
policies. 
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Fears of Spillover from Iraq 


6. (C) Turning to Bahrain 

Kingdom will be better off the more people learn how to 
negotiate 

Citing Iraq but referring also to Bahrain 

who boycotted elections for the Transitional National 
Assembly were now slowly entering the political system. 
Saying Bahrain is on the Sunni/Shia fault line 

asserted that the GOB is against any sectarian violence in 
Iraq and fears such violence could spill over into Bahrain. 


7. (C) Compared with the more liberal (and secular) 1970\'s 
and earlier eras 

populations are strained 

complain about the other community. This greater 
identification with sect is a direct result of what\'s 

happening in Iraq. He continued that Bahrain must V'transcend 
exclusionary ideologies\" and create a national base of 
interests and incentives. 


8. (C) The CP said he was encouraged by Israel\'s withdrawal 
from Gaza and would be making public statements about the 
move. 

MONROE 
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education?" he asked. WI don\'t think anyone has posed that 
type of question to the public. His additional goals 

include pension reform 

port 

and revamping customs regulations. With regard to 
healthcare 

free healthcare over time and give patients the option to pay 
privately for special services and accommodations. 
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such crucial points as the peace process and privatization 
which led to the eventual break-up of the United PeopleVs 
Front Alliance in June. By backing Rajapakse 

fears 

issues would be muddied and compromised by SLFP centrists. 
Instead 

candidate. Weerawansa 
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promise of JVP support will be enough to move Rajapakse (left 
on economic issues; right on the peace process) to advance 
the party\'s goals--and to keep the opposition United National 
Party out of office. Weerawansa is supported in this bid by 
Rajapakse campaign manager and former Information Minister 
Mangala Samaraweera. 


4. (U) There was no evidence of internal discord at an 

August 29 press conference in Colombo 

Weerawansa announced that the JVP would support Rajapakse 
provided that he endorse JVP positions on 12 separate points 
including the peace process 

Lanka 

modify secondary education. A document enumerating these 
points had been sent to the PM 

the JVP was awaiting his response before deciding on whether 
to run its own candidate. 


5. (SBU) Aside from a generic invitation at a public rally 

down south to all Wprogressive forces 

support his candidacy 

the JVP since the Supreme Court announcement. Nor is he 
waiting for the JVP to make a decision before suing for the 
support of other parties. On August 27 the PM\'s brother met 
separately with the leaders of the Sri Lanka Muslim Congress 
(SLMC) and the Ceylon Workers Congress (CWC) to sound out 
prospects for their support 

Jathika Hela Urumayu (JHU) 

party that is currently part of the Opposition 

the Prime Minister at COB August 29. (Note: The SLMC and 
CWC have not yet committed their support to either candidate. 
In general 

opposition United National Party to fare better with minority 
voters. End note.) 


6. (C) Other than an anodyne assurance from the Presidential 
Secretariat that the upcoming polls will be free and fair 


SIPDIS 

President Chandrika Kumaratunga has been uncharacteristically 
closed-mouthed since the August 26 Supreme Court decision. 
While her August 28 departure to China on a previously 
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scheduled official visit may explain part of her silence 

many observers are speculating that her own personal 
ambivalence toward the SLFP candidate--and reported suspicion 
that he may somehow have had a hand in the Supreme Court 
decision that ended her Presidential tenure a year earlier 
than she wished--is contributing to the comparative and 
atypical quiet from the President's House. Rajapakse\'s 
prospects for success depend 

President 

campaigner 

to him along the electoral trail 

partisans. Nishantha Ranatunga 

state-owned Rupavahini Media Corporation and a long-time 
\"Chandrika\'s man 

from the President was not guaranteed. Presidential disquiet 
about reports of a possible JVP-Rajapakse rapprochement may 
also add to strained intra-party relations 

said 

abandoning the coalition (and destroying her majority in 
Parliament) and scuttling her carefully negotiated agreement 
on tsunami aid with the Liberation Tigers of Tamil Eelam 
(LTTE). 


7. (C) An independent JVP presidential candidacy would split 
the left-leaning rural southern vote--thereby helping the 
opposition United National Party (UNP) candidacy of former 
Prime Minister Ranil Wickremesinghe. The JVP must calculate 
how far to push its \"principled\" stand on its trademark 
issues of nationalism/no compromise with the Tigers/no 
privatization--and how much it may get from Rajapakse in 
return--without tipping the balance toward the UNP. Over the 
past year 

controversial or potentially divisive public positions on the 
peace process or tsunami reconstruction 

visitors that such matters were directly handled by President 
Kumaratunga (and he has even admitted in public that the 
President did not keep him abreast of peace process 
developments). While his public role over the past year may 
have been largely confined to ribbon cutting and tea 

drinking 

deft feel for the domestic political pulse and--a rarity in 

this corrosive environment--surprisingly few enemies. With 
the JVP ultimatum now before him 

the ever-affable 

these thorny issues. 


ENTWISTLE 
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reported over the weekend on visiting US Deputy Assistant 
Secretary Matt Bryza\'s meeting with the deputy head of the 


SIPDIS 

Religious Affairs Directorate 

subject discussed at the meeting was the possibility that 
the US and the EU could be involved with the training of 
Muslim clerics. Bryza noted that many Muslim clerics hold 
anti-Western views 

US or EU would be feasible. Gormez reacted coolly to the 
idea 

giving training in Christianity for priests.Y He added that 
“we would not find it right for people from other countries 
or other religions providing training in Islam. Bryza 
explained that the US appreciates the way the Diyanet trains 
religious personnel in Turkey and serves Muslims abroad. 
Bryza characterized Diyanet officials as "peace emissaries 
and said the US is interested in learning how such training 
is done and under what conditions the Diyanet sends its 
personnel abroad. Ormez denied that the discussion with 
Bryza was connected with thet US-backed Broader Middle East 
and North Africa Initiative (BMENAI). \"Yeni Safak\" quotes 
Gormez as saying that the Diyanet `аоеѕп\ї work for the 
United States 

other countries in the field of religion. `The US official 
asked us how we trained our imams 

him. There was no discussion about the BMENAI 
terrorism 


Kurdish Broadcasting: \"Hurriyet\" reported over the weeeknd 
that the EU General Secretariat has sent a letter to 

Turkey\'s Supreme Broadcasting Board (RTUK) urging the body 
to grant permission to local and regional broadcasters who 
have applied to start broadcasts in the Kurdish language. 

The letter reportedly urged RTUK to accelerate the process 

so that permission is given before October 3 

scheduled to begin accession talks with Turkey. 


One Dead in Southeast Riot: One protester was killed and 20 
others injured in clashes with police in the southeastern 

city of Batman yesterday. The trouble began when a grroup 
of citizens marched toward the Batman public hospital to 
claim the bodies of 6 PKK militants who had been killed in 
clashes with military forces in the surrounding mountains 

late last week. Violence broke out when police attempted to 
disperse the marchers. Five policemen were also injured in 
the riot 


Column 3 

nearby town of Besiri the previous day. The protesters in 
Besiri called for an end to Turkish military operations 
against the PKK. 


First Direct Flight from ΤΗΝΟΥ to Baku: Papers report that 
Turkish Cypriot Airlines flew from ercan Airport in northern 
Cyprus directly to the Azerbaijani capital of Baku 

yesterday 

"Turkish Republic of Northern CyprusY to a foreign country 
other than Turkey. 


Turkish Computer Hacker Caught in Adana: Turkish police 
announced on Friday that a suspected computer hacker living 
in the southern city of Adana was arrested in an operation 
carried out in close cooperation with the FBI. According to 

a police statement 

Ekici 

of the the \"Zotop\" virus 

computer systems in major news outlets int eh United States. 
The joint operation also included authorities in Morocco 

who arrested a Moroccan suspected of conspiring with Ekici 
to spread the virus. Weekend papers report that Ekici has 
denied the charges 

base\' but not involved in hacking computer systems ог 
spreading the virus. 


Anti-American Protests in Adana 

that protests organized by the anti-war "Iraq Coordination 
GroupV that had started in Istanbul on August 26 ended at 
Incirlik yesterday. Around 800 protesters gathered in 
Mersin and traveled to Adana 

Incirlik. The crowd chanted anti-US solgans at the entrance 
to Incirlik Airbase and called on all American bases 
including Incirlik 


New Iraqi Constitution: Papers report that the Iraqi 
Parliament has read and accepted the new draft constitution 
but without taking a parliamentary vote or securing approval 
from the Arab Sunni delegates. \"Hurriyet\" quotes US 
Ambassador Khalilzad as claiming that the constitution will 
guarantee lraq\'s unity on the way to federalism. Khalilzad 
said the new constitution will advance democracy 

decribed the document as ` тоге advanced than anything else 
in the Muslim world.V \"Turkiye\" reports that 15 Sunni 
negotiators announced their opposition to the new 
consitution. WCumhuriyet" reports that one Sunni official 
claimed that the constitution was prepared by the United 
States. \"Sabah\" characterized he new constitution as a 
"recipe for civil war. 


General Myers Comments: \"Milliyet\" reported over the 
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weekend that that following his visits to Iraq and 
Afghanistan 

that if the US withdraws from Iraq now 

Zarkavi will declare a victory for al-Qaida 

instability will spread to neighboring countries 

Turkey. General Myers claimed that al-Qaida would then 
continue to spread terror throught the region in its efforts 
to reestablish the caliphate. 


EDITORIAL OPINION: Iraq 


“Тһе US Should not Pull Out" 

Gungor Mengi commented in the mass appeal \"Vatan\" (8/29): 
\"Stability in Iraq seems unlikely with or without the 

approval of the new constitution. The ongoing terrorism in 
Iraq has the potential to lead the country to a civil war. 

On the other hand 

its own public to pull out. A US withdrawal from Iraq would 
be a dangerous development that would negatively affect 
Turkey as well. US Chief of General Staff General Myers 
emphasized the high risks of a withdrawal over the weekend 
and he is absolutely right. A pullout of the American 

military would provide a victory to Al-Qaida 

cause a series of problems including economic instability 
and a broadening wave of terrorism throughout the region. . 
From the beginning 

not to enter Iraq. But Turkey\'s current national interests 
require that we encourage the US to stay in Iraq until the 
establishment of a stable Iraqi administration. We should 
also hope that the US reputation for being able to demolish 
but not able to rebuild will not be repeated in Iraq." 


\"Confused Minds!" 

The leftist-nationalist \"Cumhuriyet\" carried this op-ed 
(8/29): General Myers made an interesting remark in 
opposing the withdrawal of the US from Iraq. He said that 
such a development would provide a victory to Al-Qaida and 
its supporters. In this context 

the potential danger frrom having a series of radical Pan- 
Islamic administrations in this region. . It seems that 

minds are very confused in the US. The Bush administration 
has failed in all of its projections regarding Iraq. The 
mistakes are countless 

within the BMENA initiative is one of them. . The Bush 
administration wants us to believe it is conducting a global 
war against terrorism 

shelter for the terrorist organization against Turkey that 

is stationed in northern Iraq. The US talks about the 
potential risks of having religious-based systems in the 

area 

"moderate Islamic state model.V It will not be easy for the 
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US to pull out of Iraq 

difficult for US forces to stay. We also need to pay 
particular attention to the Bush administration\'s view of 
Turkey. It is an unhealthy view 

for the US as well." 


VA Federal Iraq\" 

Kamuran Ozbir wrote in the nationalist \"Ortadogu\" (8/29): 
\"Is Iraq turning into a federal system? Federalism is a 
democratic method 

of Iraq is concerned. . Even if the constitution is 

approved by the people during the upcoming referendum 
problems will remain. The constitution in its current form 
has loopholes that will create many problems along the way. 
The constitution will not help the Shiites and Kurds to act 
together. Due to its theocratic structure shaped to favor 
Shiite demands 

for the Kurds to split off from Iraq even if it passes at 
referendum. The continuing violence is another major 
problem for the future of Iraq. The US may decide to pull 
out due to the increase in terrorist acts. If so 

end up as a field of conflict between Shiites and Sunnis. 
The new constitution in Iraq is not the end of the story. 

In fact 

now." 


MCELDOWNEY 


39359 

head count and advising citizens of the Southeast to 
participate in the exercise. (Comment: Pressure from the 
ruling PDP 

caused the gubernatorial change of heart. End comment.) 


7. (SBU) COMMENT: A population census in any representative 
democracy is always electrified. In Nigeria it has a few 

added and highly charged dimensions. Historically 

Nigeria has dominated national politics. Part of the 

rationale justifying this arrangement was that the North had 
more people. An ancillary maxim was that Muslims outnumbered 
Christians. Many Southerners and Christians dispute these 
claims. They want to use the census to prove themselves 

right. In the Nigerian political culture 

region can claim numerical majority also has superior claim 

on political leadership. In a nutshell 

census is about. That is why Nigeria has never had a 

crisis-free census. Previous exercises have always been 
followed with criticisms by groups that felt &cheated.8 

This exercise 

likely to be different. But this time the Southerners believe 

they have the numbers to tip the balance in their favor. End 
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local level party elements and key coalition partners in 
order to keep the coalition together and preserve the rural 
base that was key to their 2004 upset victory. 


2. (C) Once passed 

out funds to key constituencies -- but it is also expected to 
create enough jobs to create the semblance of progress among 
the rural poor. Even many friends of the Prime Minister 
concede that lack of delivery structures and mechanisms to 
assure accountability make it unlikely that whatever funds 
are actually spent will have a significant impact on 
employment or rural poverty alleviation. Moreover 

is not even being portrayed as funding large projects 

as the Works Progress Administration did during the 
Depression. The benefit will instead accrue more to the 
politically needy (and savvy) and to rent-seekers than the 
economically needy. Neverthless 

inside Congress demanded passage of the NREG 
pre-condition to forward movement on economic reform put 
forward by the \"economists\" in government 

Minister Singh. Singh has made delivery of the massive 
funding for the NREG conditional on sustained growth of eight 
percent. This will require further economic liberalization to 
which the Left has remained vehemently opposed. In India 
the politics of bribery go hand in hand with the politics of 
economic reform 

balance can be struck between parochial party interests and 
reformist elements of the complicated NDA coalition. 


3. (C) While driven mainly by Congress Party interests 

left also supported the NREG Bill and will seek significant 
benefit in its own key constituencies 

and West Bengal 

state elections in 2006. At worst 

political patronage run amok and horrid economic policy. In 
an ideal scenario 

party stalwarts and even the Left need tacitly to allow 
divestment of shares in state owned companies (septel) and 
partial opening up of the retail 

and agriculture sectors -- the GOIVs top priorities. As 
Deputy Planning commissioner Montek Ahluwalia has told us 
several times 

going to have to help us find ways to pay for it all. End 
Summary and Introduction 


GOI enacts Rural Employment Guarantee Bill 
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4. (C) The (NREG) Bill approved by both Houses of Parliament 
on August 24 fulfills a key element in the Congress-led 
government 

members of all rural households in 200 districts to get 
employment for 100 days a year to start with. Initially 

NREG would cost roughly USD 7.8 billion annually (one percent 
of GDP) 

implemented. The Prime Minister has stipulated 

that funds will only be available if growth remains at eight 
percent and has equated this level of growth with progress on 
economic liberalization. Finance Minister Chidambaram has 
said the scheme will be funded through a combination of 
expenditure reduction (subsidies) and savings from existing 
employment schemes. Full implementation would severely 
compromise the GOIVs Fiscal Responsibility and Budget 
Management targets unless real expenditure cuts are made 
elsewhere. 


5. (C) As Embassy predicted when the UPA came to power 
new economic leadership is using the budget and budgetary 
\"schemes\" as the primary vehicle to force economic reforms. 
The center has introduced V'conditionalityV in most of its new 
budget allocations 

Vno scheme left behind budget (ref C) is noteworthy for its 
effort to incentivize states to repeal antiquated and 
anti-competitive regulations 

fiscal management in exchange for access to central funding 
allocations. This is in fact working 

having repealed laws that inhibit development of private 
agricultural marketing networks. At the same time 
government is gradually tightening states 

off-budget funds through local cooperative banks and 
constraining the use of guarantees to augment direct 
spending. In the medium term 

the development of credit rating structures 

reduced allocations from the center 

and localities that successfully reform to tap debt markets. 
This process will take years to succeed. The NREG is clearly 
intended to placate the poor who perceive themselves as 
sharing unequally the benefits of reforms vis-a-vis India 
burgeoning middle class 

Commission to be growing at 40 million people per year (eight 
percent growth). Congress Party leaders led by Sonia Ghandi 
are pleading the case of the poor while economists in 
government are scheming to force the pace of economic reform. 


Main provisions of the amended NREG scheme 
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6. (C) The key provisions of the NREG are: 


100 days of wage employment a year for all rural households 
at a minimum wage of Rs 60 per day. 


Initial roll out in 200 districts 
in the next five years. 


Priority for women 
for women. 


The center will contribute 90% of the funds for the scheme 
while the states will bear the remaining 10%. 


All implementation expenditure would be through a central 
employment guarantee fund and the government will also 
transfer funds to the state employment guarantee fund. 


Government to pay compensation to the states in case funds 
are delayed 


The Panchayats would play the \"principal role\" in planning 
implementation and monitoring of the employment schemes. 


At BJP 
assured Parliament that the government may introduce another 
bill to ensure employment for urban households. 


An \"anti-corruption clause gives sweeping powers to the 
Center to discontinue funds if any evidence of corruption is 
found after investigation by any agency designated by it.\" 


Rural Jobs Plan Threatens fiscal deficit 


7. (C) Economists are concerned that the scheme 

cost (as much as USD 70 billion over 5 years) has the 
potential to widen the fiscal deficit 

and hurt the bond market. According to a well-known 
economist and fund manager Surjit Bhalla 

for Indian public finances would be huge ... and the 
low-interest regime will be a thing of the past. Prime 
Minister Singh is also concerned and is quoted saying 
combined fiscal deficit of the center and states at 10% of 
the GDP was one of the highest in the world. All those 
concerned with the governance should pool their experience to 
ensure that the fiscal health of both the center and state is 
not jeopardized. V" 


Politics of the Bill 
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8. (C) The Congress Party wanted to claim ownership of the 
NREG Bill to ensure that the Left do not draw political 
mileage in next year 

Congress\' position as IndiaWs de facto party of national 
governance. Buffeted by the Left 

the Congress had taken up cudgels for the poor 

passing of the bill was Va historic moment" that fulfilled 
one of the UPA 

Parties wanted to grab the credit for the Bill so they could 
tell the people of West Bengal and Kerala that it was the 
Left 

behind the scheme. Sensing the determination of the Congress 
leadership to push the Bill 

best of the situation by joining the race for credit sharing. 
One well-respected businessman MP told us the bill was 
horrid economics 

could afford to oppose. In the end 

litmus test of the UPA governments ability to delivery 
tangible economic benefits to the rural poor who perceive 
themselves as not having shared equally in the benefits of 
rapid growth. 


Activists join hands with Ms. Gandhi 


9. (C) Activists in the National Advisory Council have 
stepped in to fight Ms. Sonia Gandhi 

Proponents of the scheme commented \"the NREG is one of the 
most daring and important initiatives of collective 
responsibility in the world today. If the argument against is 
that India cannot afford this kind of expenditure the 
argument must be fought politically. By giving the poor a 
small measure of dignity and the opportunity to contribute 
their labor 

privileged enjoy.\" While accepting that corruption has been 
a major problem in the past with such schemes 

food for work program 

passed Right To Information Bill could be used as an 
effective tool to check the manipulations of the muster-roll. 


Politics of Bribery 


10. (C) Passed with unusual urgency 

ambitious and uneconomic anti-poverty programs in the history 
of India. Critics say that what benefit is delivered will go 

to richer households who exploit the system to boost their 
incomes 

Maharashtra. We believe that the scheme could help improve 
employment trends and increase rural consumption marginally 
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but do not expect a significant economic impact on rural 
poverty alleviation or rural infrastructure development. The 
benefit will accrue more to the politically needy and savvy 
than the economically needy. 


11. (C) Nevertheless 

to advance economic reform put forward by the \"economists\" in 
government 

delivery of funding for the NREG conditional on sustained 
growth at eight percent. If the government sticks to this 
position (which may well be doubtful down the road) 
economic liberalization will be required as the price for 

fully implementing the NREG. In India 

bribery go hand in hand with the politics of economic reform 
with real progress possible only if a balance can be struck 
between parochial party interests and reformist elements of 
the complicated NDA coalition. 
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departure. Abbas reportedly sought Egyptian and Arab League 
assistance to continue pressing Israel 

others to follow through on promises to open Gaza\'s sea and 
air ports 

projects. 


3. (SBU) During his short stay in Egypt 

Prime Minister Nazif (two times) 

Gheit 

Soliman 

to reporters after his meeting with Mubarak 

all Israeli troops would be gone from Gaza by October 4. 
Abbas cited the need to coordinate closely with Mubarak to 
prevent Gaza from becoming “ға large prison" Abbas 
acknowledged that a deal had been reached on a seaport for 
Gaza 

negotiated.\" Abbas called public attention to the "Sharm 
understandings\" with respect to fulfilment of Israel\'s pledge 
to release prisoners and withdraw from West Bank cities. 
Repeatedly 

critical financial support from the Arab and international 
community for reconstruction and development. 


Soliman to Gaza; Mubarak to Israel? 
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4. (SBU) Abbas told reporters that Egyptian Intelligence 
Chief Omar Soliman would travel to Gaza August 29. In 
addition to witnessing the status of Egyptian security 

training to the Palestinian Authority in Gaza 

expected to continue the ongoing dialogue between he and 
various Palestinian factions to ensure a continued ceasefire 
and press for their loyalty to both the PA and Abbas. The 
announcement of the Soliman visit came amid persistent rumors 
that President Mubarak may be considering a visit to Israel 
following completion of the Gaza withdrawal and after Egypt\'s 
September 7 presidential election. (Note: Rumors aside 

post has not picked up any official indication that Mubarak 

will make such a trip. End note.) 


5. (C) Arab League Secretariat Chief of Staff 
Youssef 
Secretary General Moussa the evening before had touched upon 


SIPDIS 

six areas where Abbas wanted Arab League support: getting 
formal negotiations with Israel on track; finalizing and 
implementing agreements on Gaza (i.e. 

crossings 

for the PA; ensuring unity of Palestinian factions; support 

for the PA during coming AL meetings 

summit; and 

Bank regarding its settlements 

Jerusalem. Abbas was V'extremely worried" over recent Israeli 
actions with respect to Jerusalem 

and 

Israeli efforts to expand its West Bank settlements 

continued 

at the top of the Arab agenda during upcoming meetings in New 
York on the margin of the UN General Assembly. 


6. (SBU) The rapid and efficient removal of all Israeli 
settlements from Gaza and four settlements from the northern 
West Bank is recognized by Egyptians as a bold move marking 
the beginning of a new 

peace process. Nevertheless 

continue to echo Palestinian leaders doubts over Israeli 
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intentions on the West Bank and regarding final status 
issues. PM Sharon\'s reported remarks on expanding West Bank 
settlements 

Tulkarm 

barrier are fueling fears that Gaza withdrawal will be 

followed by a tightened Israeli grip over the West Bank. 
Nevertheless 

forthright and helpful public positions on both the Israeli 
withdrawal and EgyptVs relations with Israel. MubarakVs 
recent interview in an Israeli newspaper (published widely in 
Egyptian papers) is significant given his repeated praise for 
Sharon. Trade Minister Rachid\'s continued engagement with 
Israel and the U.S. on expanding QIZ\'s and Soliman\'s very 
public engagement on security issues are clear indications of 
Egyptian leadership both at home and in the region. In 
perhaps another indication of warming relations with Tel 

Aviv 

written by Israeli Ambassador to Cairo 

which the Israeli envoy lauds Israel\'s withdrawal and calls 
upon Arab leaders to normalize relations with Tel Aviv. 


Visit Embassy Cairo\'s Classified Website: 
http://www.state.sgov.gov/p/nea/cairo 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website. 
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private sectorVs opposition to a sales tax 

they feared opening their books to Government auditors. 
Yemen\'s businesses pay only a fraction of what they should 
said Salami. (Note: In an earlier meeting 

told Ambassador they were discouraged from proper accounting 
by ROYG tax officials who demanded bribes. End note.) 


5. (C) MOF pointed to the need for judicial reforms and an 
effective commercial courts system. The banksY inability to 
collect interest makes them unwilling to loan and slows 
economic development 

Yemen\'s Millennium Challenge Threshold proposal 

focus on creating an independent judiciary and establishing a 
national land registry 

this area. When pressed on the issue of corruption 
responded: \"Corruption is a relative term. It grows in a 
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particular environment and we are trying to address the root 
causes. He stressed his Ministry\'s lead role in signing the 
UN Convention on Corruption. Salami expressed his belief 
that Yemen needs an independent body to investigate 
malfeasance. Ambassador agreed 

the law. Not even ministers.\" 


6. (C) Comment: In general 

after having seemingly survived 

ouster. (ref B) Salami appeared surprised when Ambassador 
broached the subject of the GSM tender 

to be below postVs radar. His assurances of a transparent 
process were predictable 

ROYGNs intentions. It is highly likely 

will back the Chinese bid and the US 149 million it will 

offer the Ministry\'s treasury. Salami\'s comments on broader 
economic reforms demonstrated the high level of distrust 
between the public and private sectors 

of abating after a showdown on the implementation of a sales 
tax. (ref С) The Minister's strong rhetoric on corruption 
should be taken with a grain of salt 

to MOF as one of the key sources of corruption and 
mismanagement. End comment. 
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linkage between accession talks and Turkey\'s recognition of 
Cyprus. Nicosia will certainly demand some type of EU 
\"counter-declaration\" either at the August COREPER or later 
but will probably only get a mild statement on the issue. 
Ravagnan advised that 

matter 

country that will quickly lose credibility in the EU. 


5. (C) Ravagnan suggested that Turkey\'s future is in 
ErdoganVs hands and he was confident the Turkish Prime 
Minister will be able to V'pass something" on Cyprus that will 
satisfy the EU 

Turkish public opinion on Cyprus 

difficult for Erdogan to change direction just before the 
October start date. Once Turkey begins down the accession 
path 

off negotiations and will seek ways to work with the EU. 
Domestic anticipation of eventual accession (especially if 
chapter negotiations proceed relatively smoothly) will be a 
great motivating factor for Turkey. Ravagnan did not foresee 
any surprises before October and dismissed the likelihood 
that some members might veto or block the start of 
negotiations. 


Middle East/Gaza 
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6. (C) Mercuri 
Washington 


significant milestone and said Italy was in general agreement 
with USG views on the way forward. On the specifics 
regarding EU or EC assistance 

Gymnich is not a decision-making body and that the most we 
could expect is a signal of membersY willingness to continue 
the momentum of the past few weeks. The EU 

Quartet 

will continue lobbying all sides to maintain that process. 


Iraq 


7. (C) Mercuri said Italy hopes the Iraqis will be able to 

maintain the timetable for a constitutional referendum in 
October and elections in December. Mercuri acknowledged that 
it was unclear whether the EU would come up with funding or 
staff for the elections 

coaxed out of the EUYs CFSP office. At this time 

not considering any bilateral aid. 


Western Balkans 


8. (C) On Kosovo 

Kai Eide\'s comprehensive review would be released sometime in 
September and perhaps coincide with the UNGA. At the same 
time 

report if his conclusions about the current state of 

standards implementation were largely negative. In that 

case 

further steps must be taken to meet the standards. De 
Cardona said Italy believes that the fundamental solution for 
Kosovo is future EU membership 

ahead and it will be difficult to convince some EU members 
skeptical of further enlargement. 


9. (C) De Cardona said that dealing with Bosnia is more 
complicated 

public broadcasting reforms threaten to block continued 
progress. The Bosnians must overcome these obstacles before 
the EU will agree to open negotiations on a Stabilization and 
Association Agreement. Italy 

willing to consider initiating negotiations with the 

stipulation that the police and broadcasting reform issues 
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will be solved before an agreement is signed. De Cardona 

noted that High Rep Ashdown takes a harder line 

seen as giving in to Bosnian intransigence. De Cardona made 
another pitch for Laura Mirachian as Italy\'s candidate to 

succeed Ashdown (see ref C) and wondered aloud about the USG 
position on her candidacy. 


10. (C) De Cardona said Italy fully supports the current 

Serbia and Montenegro union but understands that Montenegro 
has a fundamental right to call a referendum on independence 
if that is the public will. However 

community should closely monitor the situation and possibly 
flex its muscle if it appears that President Djukanovic will 

call a referendum next spring. The timing of a referendum 

will be crucial 

events related to Kosovo 

head; a Montenegro referendum will only complicate matters. 
What will we do with Montenegro as an independent country? De 
Cardona asked rhetorically. lt has no democratic tradition 

and no viable economy. SerbiaWs reaction also could be 
worrisome. Independence for Montenegro must be managed 
correctly to ensure that it does not spiral out of control 

De Cardona advised. Montenegro has a history of involvement 
in trafficking; immediate freedom could open the door to 
smugglers and create a haven for terrorists willing to 

exploit the void. 

SPOGLI 
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Alewa pointed to the Yemeni Navy 

\"neglected for too long." Alewa added that within the week 
the MOD would pass a comprehensive long-term strategic 
development plan for the Yemeni Armed Forces. The plan is 
expected to lay out Yemeni military training and equipment 
requirements over the next five years. According to Alewa 
the plan will incorporate the Navy into ROYG CT efforts and 
address the issue of intelligence sharing. He also requested 
support to create an armed forces Medevac and rescue 
capability. MGen Ghormley stressed the need to improve 
maritime security to control arms trafficking 

CJTF-HOAVs desire to begin training the YSOF and Navy. 
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3. (C) Alimi told MGen Ghormley that the YCG has certainly 
reaped the rewards of USG-ROYG GWOT cooperation 
that Yemen\'s increased seizures of small arms 

illegal immigrants were a direct result of USG military 
assistance. Alimi also told Ambassador that he planned to 
convene an International donors\' meeting to ask for 
additional assistance for the YCG. 


4. (C) Echoing previous meetings 

USG to help the newly elected Somali Government of President 
Abdullahi Yusuf and the 275-member transitional Somali 
Parliament to return to Mogadishu. (Ref. A and B). Alewa 
asked MGen Ghormley why the U.S. was not helping. \"You 
should encourage Yusuf to go to Mogadishu 

extremists are! said Alewa. Alimi echoed Alewa 

that the situation was becoming worse over time. V'The USG is 
closer to Somalia than we are 

advised. Ambassador replied that arming Yusuf would only 
encourage more violence and risk another civil war. 

Political consensus 

stable and secure Somalia. 


5. (C) Comment: If MOD follows through with its commitment 
to provide a long-term strategic force development plan 
would be a significant improvement in OMC-MOD cooperation 
also allowing OMC to more efficiently focus limited FMF 
resources to support CT and border security efforts. 

Although coordination with MOD will likely remain a 

challenge 

best near-term strategy for increased cooperation 

provide a valuable opportunity to build a cooperative 
relationship with President SalehYs son and possible heir 
YSOF Commander Ahmed Ali Saleh. End Comment. 
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you last visited here to inaugurate the new road?" 
--Appearing to improvise 

remember Mohammad 

Mohammad. 

- The poet replied \"A few days ago 

suddenly arrested Mohammad and took him away.\" 
- The President 

situation 

for meeting with the president. 

--The poet wondered if this meant that people who met with 
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the President would get in trouble. 
--\"Watch out for yourself 


Several media commentators have used this anecdote as 
evidence of Mubarak\'s sense of humor 
thinking. 


4. (C) By contrast 

impressed. The most remarkable aspects of GomVaVs campaign 
are his faux pas. After seeming to court the MB 

angered them by saying their political aspirations were 
illegitimate. More recently 

on 

ordered his security detail to Shut that son of a b---- up 

or | will kick his a--!\" 


5. (C) Ayman Nour has so far avoided any such missteps 
his ability to reach a broad swath of voters remains limited 
by his relatively meager resources. The Ghad\'s foreign 
relations advisor Hisham Kassem (protect) told us that a 
shortage of funds is seriously hampering NourVs ability to 
get his message out. 


6. (С) The MB\'s fortunes continue to attract attention. 

The recent release from detention of Mohammad Ezzat 

MB figure and relative hardliner who was jailed after the 
MB\'s spring demonstrations 

speculation of a \"deal\" between the GOE and the MB. EzzatVs 
release means that only one senior MB figure 

pragmatist Essam El-Erian (who had announced from jail that 
he planned to run for president) 

with several hundred lower ranking members. Apparently 
seeking to quash this speculation 

Guide Mohammad Habib gave a lengthy interview to the 
Nasserist paper Al Araby in which he denounced any 
possibility of a deal with the GOE/NDP 

open 

Nour\'s Ghad party. 
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7. (C) Of the remaining seven legal opposition candidates 
none have done anything to attract serious attention. The 
most remarkable candidate 

Sabahy of the Umma Party who continues to attract ridicule 
for his belief in astrology 

Egyptian males should once again wear the fez 

admission that President Mubarak is the candidate best 
qualified to rule Egypt. None of the other six candidates 
has thus far managed to outshine Sabahy. 


8. (SBU) The on-again 

Egyptian civil society activists seeking access to the 

polling stations to monitor the September 7 election now 
appears to be back on. The State Council Administrative 
Court announced on August 28 that it would rule on September 
3 concerning multiple lawsuits filed by civil society groups 
against the Presidential Election Commission (PEC). In a 
separate development 

no campaign violations by the media. 


9. (C) In its rare public statements 

to stress that \"full judicial supervision” of the polling 

stations will ensure the free 

of the elections. The Judges\' Club 

not to announce its decision about supervising or boycotting 
the polls until the membership votes in an extraordinary 
meeting scheduled for September 2 in Cairo. Comment: The 
judges" decision 

development in the election process. End comment. 


10. (SBU) In an interim report on media coverage of the 

first week of the campaign 

Rights Studies (CIHRS) 

Embassy contact Bahey Eddin Hassan 

media performance is improvingW compared to coverage of past 
campaign/elections. CIHRS\'s survey considered four leading 
state-owned TV stations 

newspapers (both independent and state-owned). 
Notwithstanding its generally favorably review of the media 
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coverage per se 

systematic undermining\" of politics in Egypt for more than 50 
years 

ruling party 

media environment remains unclear. 


11. (SBU) CIHRS\'s report noted that government TV channels 
which are directly controlled by the Ministry of Information 

have so far displayed a notable evenhandedness. CIHRS also 
noted 

candidate of another 

to agree to debates 

diminished the value of the improved atmosphere on the 
airwaves. 


12. (C) CIHRS found that the government controlled press 

had shown greater bias towards President Mubarak. The 
independent press 

and Nahdat Masr (both of which have tiny circulations 
compared to the government controlled press) 

\"excellent\" and Wunprecedented coverage and analysis of the 
campaign. Comment: The CIHRS assessment generally tracks 
with posts assessment of the evolving media environment. 

The past 18 months have witnessed some positive developments 
in terms of media freedom 

freedom will lead to any political change in the short to 

medium term. End comment. 


13. (C) Finally 

coalitions aiming to monitor the elections have now grown to 
at least five 

training and organizing continues 

because the exact location of polling stations remain to be 
determined. The PEC has noted that EgyptVs 54 

polling places will be combined into approximately 9 
permit judicial supervision of the polls. This consolidation 
should also benefit the domestic monitors 

have the information in a timely fashion to permit them to 
plan their monitoring strategy. 


Visit Embassy Cairo\'s Classified Website: 
http://www.state.sgov.gov/p/nea/cairo 
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about the Czech position." Ulicny 
meeting (ref C) 
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on the practical steps that the GOT will take to implement 
the Ankara Protocol 

ships to call at Turkish ports. Ulicny also indicated the 
Czechs were slightly taken aback by SensoyVs strident 
salesmanship 

visit. 


3. (C) However 

He described a 90-minute meeting led by FM Svoboda after the 
Sensoy visit in which the FM expanded on the themes he had 
highlighted in his Aug 23 op-ed (ref C; Ulicny emphasized to 
Pol-Econ Chief that Svoboda had penned the article himself): 
that the EU can not afford any controversial expansion 

debates that will distract from the critical need to focus on 

EU integration and healing following the constitution 
referendum defeats. Ulicny described PM Paroubek as in 
accord with Svoboda\'s views 

Paroubek made to a meeting of Czech ambassadors on Aug 29 in 
which he focused on EU reform issues 

accession (see below) 


4. (C) Ulicny described FM Svoboda as very sympathetic to 
Angela Merkel\'s position that Turkey receive a privileged 
partnership rather than full membership. And he pointed out 
that in the Czech Republic 

politics are also playing a part in the Turkey debate: the 
opposition ODS is strongly in favor of Turkish accession 
(although they have recently been silent on the issue); 
Paroubek may be inclined to support Svoboda\'s views as a way 
of distinguishing himself from ODS. This tendency will be 
supported by a poll last week that shows 51% of Czechs oppose 
Turkish EU membership 


5. (C) In response to remaining points on the Gymnich agenda 
(refs A and B) 

traditionally supportive of the USG position on Croatian 
accession: that General Gotovina\'s transfer to the 
International Tribunal was a necessary first step. However 
Ulicny said the Prime Minister had overruled the MFA on the 
issue. In that day\'s speech he had called for swift movement 
on talks 

accession process 

Croatian government is doing its best to bring Gotovina to 
justice. Paroubek and his Hungarian counterpart intend to 
lobby the Slovak and Polish Prime Ministers at the Aug 30 
Visegrad-4 meeting in Budapest to sign a joint letter to Tony 
Blair urging him to move forward on Croatia. 


6. (C) Comment: Our latest discussions confirm that the 
Czech position on Turkey is soft and that continued USG 
engagement is important. We intend to seek meetings in the 
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coming weeks with FM Svoboda and PM Paroubek to discuss 
inter alia 
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letter was addressed to: 


Mr. Charles BLAHA 
Ataturk Bulvari. No.110 
Kavaklidere 

Ankara 


2. (SBU) The following is a translation of the letter. 
In the Name of God the Beneficent and Merciful 


VKill them and God will punish them with your hands. He will 
bring dishonor to them and let you triumph over them. The 
legions of believers will see (this happen) and the wrath of 
their hearts will go forth. God will forgive those he deems 
worthy 


\"For the flag of Jihad will be raised 

marshal you one by one in city after city...and the martyrs 
have actually prepared for you this time especially...they 

will hunt down your wives and your children (sons) in their 
homes and in their schools wherever they are...and there will 
be no safe place for you in this country or in any other 
country in the world..." 


\"And our date (date of the Mujahidin to take action) is 
(coming) soon...very soon". 


3. (SBU) The letter was in Kufi type written font using 

Modern Standard Arabic. The dialect appears to be someone 
native to Saudi-Gulf Arabic. As in the first letter 

author appears to be someone who has a religious vocabulary 
and studies the Quran. 


4. (SBU) RSO has forwarded the envelope and letter to the 
Turkish National Police Intelligence Division for further 
investigation. Because of the reference to the school the 

Air Force Office of Special Investigation (AFOSI) has been 
briefed on the threat. The DODDs school which is located on 
Balgat base opened today for the new school year. RSO will 
also brief other schools where Embassy children are enrolled 
in the coming days. 


5. (SBU) Point of contact is RSO Janet Sabo at 
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90-312-455-5555 ext. 2348. 
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of fuel purchased by SOMO by making shippers verify 
deliveries back to the Turkish Government. 


3. (C) Gucuk confirmed that Turkish suppliers had received 
large payments from SOMO during the past week. Since the end 
of May 

companies 

On August 26 in Ankara 

Supervisor Samhi Faraj agreed with the FTU to regularize a 
system for future payments whereby payments for an entire 
month will be paid during the first 20 days of the following 

month 

of the following month. Gucuk stressed that this was an 
informal agreement that would be tested when August payments 
came due during the first week of September. 


4. (C) Econ/C stressed the critical importance of both 
sustainment and SOMO fuel shipments to shared U.S. and 
Turkish interests in Iraq. Understanding the responsibility 
of the FTU to regulate trade and combat smuggling 

asked that the Embassy be informed in advance of any such 
initiatives that had the potential to disrupt vital supplies. 
Gucuk readily agreed 

actions (which had come as a surprise to MFA) the many 
Turkish agencies regulating this trade had concluded an 
agreement among themselves to keep each other informed. 


5. (C) Gucuk said that the Turks and Iraqis remained 
Wdeadlocked on the second gate issue 

insisting on its political priorities. A KDP interest in 

retaining control of the border trade was 

stumbling block to a reasonable solution. He argued that the 
Iraqi proposal to put a second gate only 5 km away from Habur 
made no practical sense as it would not be supported by an 
expanded road network on both sides. Econ/C replied that the 
U.S. had made a proposal to fund an impartial study that 
would examine just such issues. Our idea was that this study 
would provide an objective basis on which to make a decision. 


6. (C) Gucuk said that 
the risk that a feasibility study would not result in a 
conclusion favoring the Turkish option 
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side would not block a conclusion favoring the Turkish 

option. He suggested that some kind of indication or 
assurance from the United States that the Turkish proposal 
would not be put aside\" would give the GOT what it needed to 
go forward with the TDA study. 


7. (SBU) Representatives from Itochu 

has been contracted by the GOT to do a study on their 
proposed border gate at Ovakoy (where the Turks would prefer 
to build a second crossing) 

They estimate that it will cost $100M for two bridges and 

other equipment at the crossing and asked for USG support to 
encourage &both sides8 to support this option. PolMilCouns 
responded that this is a bilateral issue between Iraq and 
Turkey. 


8. (C) Gucuk also argued that the increasing congestion at 
Habur added to the risk of smuggling of fuel and other 
perhaps dangerous products. As we described in reftel 
will continue to be a bottleneck and problems will continue 
to arise periodically as we 

to force more goods through a limited opening. Gucuk is 
clearly correct that the Turks and lragis are blocked on the 
second gate issue. Without taking sides 

action that reassures the Turks that their concerns will be 
respected seems needed to help break the deadlock. 
MCELDOWNEY 
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example. (Carroll is a Catholic priest who runs a 
large 

impressed by the giving nature of Americans 
immense amounts they donate to charities. 


THE GLOBAL WAR ON TERROR 

5. Sau skillfully addressed questions about U.S. policy 
in the Middle East. He emphasized that the U.S. was 
the only party trusted by both the Palestinians and the 
Israelis 

between. Their dispute resembles more a family feud 
that has raged for generations in that both sides have 
almost forgotten the original issues of land; but don\'t 
think of it as a war of faiths. Similarly 

conflict in Iraq goes back centuries 

U.S. ever arrived. It is not a war about religion 

power and injustice 

power and justice will resolve. He also addressed the 
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War on Terror and the extent that September 11 as well 
as the acts of terror that have taken place in Madrid 
London 

populace. 


6. American is not monolithic 

intense debate about the Iraq War is going on in the 
U.S. Congress and in the media every day. Democrats 
have criticized the war from the beginning 

Republicans generally supporting President Bush. He 
called attention to the protest taking place near the 
President\'s Texas ranch 

witnessed in front of the White House. Where in pre- 
war Iraq 

protest almost on his doorstep? 


SHATTERING THE MYTH OF AN EMBATTLED ISLAM IN AMERICA 
7. The audience at the roundtable asked several 
questions about the state of Islam in the U.S. Here 
Sau noted that every medium-sized city now has a 
mosque 

Judaism. Wearing traditional Muslim garb 
experienced no discrimination; to the contrary 
observed that many of the issues that face Muslims in 
other parts of the world do not exist in the U.S. He 
spoke about the role of pressure groups in U.S. 
politics 

sources of U.S. foreign policy and the perceived 
failure of Muslims to organize as Jews and Christians 
have. The simple fact is 

are recent immigrants or children of immigrants and 
have not yet sunk the political roots of longer- 
established faiths. 


UTAH IMPRESSES 

8. Utah provided the biggest and best surprise. He had 
never before envisioned an America where religion was 
dominant in daily life to the extent that an entire 
university (Brigham Young) could ban smoking and 


drinking 
that if he were to send his children to study in the 
U.S. 


and recommended that other Muslims think accordingly. 
What is important 

respected. In the U.S. 

respect. 


9. COMMENT. Sau hit a home run. He\'s a far better 
spokesman for our message than any American 
he\'s Mozambican 

community. His low-key 
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truism in public diplomacy 

America\'s story is often the most effective technique. 
The ability and willingness to criticize us from time 
to time gives him credibility 

to his positive views about the U.S. As in this case 
we will use mass media when available 

other Americans when appropriate 

locals when possible. Hats off to ECA for a signal 
Success. 

La Lime 
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de-Baathification and the role of religion. END SUMMARY 


2. (U) National Dialogue Council member Shayk Abd al 

al-Janabi and National Dialogue Spokesman Saleh Mutlak held a 
press conference in which they warned that the Constitution 

was divisive. They deplored the absence of a sufficiently 

clear assertion that Iraq is part of the Islamic and Arab 

world. In a statement released the evening of August 28 

Sunni leaders expressed agreement with many paragraphs in the 
Constitution 

remain.V They said they could not agree to the text as it is 

and called for the United Nations and the Arab League to 
intervene and stop the draft from going forward. The 

statement also pledged to remain in the political process and 
participate in upcoming elections. (Comment: Mutlak has 

taken a harder line on Arabic satellite television 

written statement clearly indicates they hope the text can be 
amended to meet their demands. End Comment.) 


3. (C) Saleh Mutlak privately told Poloff August 28 that 
voting against the constitution would not harm the Sunni 
political position. He explained a united Sunni community 
could vote down the Constitution and pursue greater Sunni 
representation in December elections for a new National 
Assembly. When PolOff cautioned against the danger of 
creating a self-fulfilling prophecy of a marginalized Sunni 
population 

stressed that after the recent US efforts to press on Shia 
and Kurds to alter the Constitution to accommodate Sunni 
demands 

disagreements with the text. He said that the Dialogue 
members should not expect to be able to publicly oppose the 
Constitution while maintaining a \"business as usual" 
relationship with the U.S. Embassy. 


4. (C) Some Sunni Arab contacts took a softer line in 
private. Dialogue member Sa 
August 28 he had pushed for Sunni moderation 
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made a mistake. We should work within the system. Saad 
Janabi 

told PolCouns August 28 that the text was probably the best 
the Sunni Arabs could get. He said it was hard to convince 
Dialogue members like Saleh Mutlak to say anything positive 
in public. Tareq al-Hashimi 

Islamic Party 

federalism was a good one. He added that the Arab identity 
of Iraq remained very sensitive to Sunni Arabs especially. 
(Saleh Mutlak underlined that point with us repeatedly as 
well.) 


5. (C) In contrast 

expressed measured satisfaction with the final draft. Shia 
Islamist Saad Jawad Qindeel said he was satisfied with the 
text but disappointed over what he characterized as the 
ConstitutionYs weak endorsement of de-Baathification. Yazidi 
Kurd Khairi Said declared that while the KDP did not get 
everything it wanted 

He noted that the Constitution was a living document and 
would be open for amendments in due course. KDP member 
Khusraw al-Jaf angrily questioned the motivations of Sunni 
Arab critics of the Constitution. He said that Abdel Nasser 
al-Janabi and Mutlak were \"barbarians\" rather than 
legislators 

A senior aide to President Talabani told Poloff that it was 
exhausting to have put so much effort into a constitution 
Vthat still has problems". In particular 

Kurds will be unhappy with the prominent role given to 
religion in the final draft. Chaldo-Assyrian Constitution 
Committee Member Yonadam Kanna said that he was quite pleased 
with the Constitutions guarantees for freedom of religion. 


6. (C) 
Khalilzad 
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Turkey\'s intention to implement the extended customs union 
without suggesting that France intended to add preconditions 
related to diplomatic recognition of Cyprus or to delay the 
beginning of accession negotiations on October 3. End 
Summary. 


2. (U) President Jacques Chirac opened on August 29 the 13th 
annual conference for FranceVs nearly 200 ambassadors with a 
speech centered on the threats to international peace and 
security (terrorism 

stability in the Middle East) and on next steps for the 

European Union following the May 29 French rejection of an EU 
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constitutional treaty (full text faxed and emailed to 

EUR/WE). The European Union is indeed the main focus of this 
year\'s conference 

to take up as many as eight different EU-related themes after 
FM Douste-Blazy\'s opening remarks that morning. Chirac\'s 
comments on the upcoming scheduled accession negotiations 
with Turkey will be studied carefully in other EU capitals. 


Iran 


3. (U) Chirac paid only short shrift to the threat of 
international terrorism before moving rapidly to the 
proliferation threat posed by Iran. He noted that the 
legitimate pursuit of nuclear energy should not be a pretext 
for developing a military nuclear arsenal. He recalled 
Iran\'s clandestine nuclear program 

efforts to engage Iran in negotiations 

return to those negotiations on the basis of the Paris 
accords. Failure to take responsible action to reestablish 
confidence 

UN Security Council. 


Middle East 


4. (U) Chirac judged the Middle East to be the main source 
of regional instability in the world 

importance of achieving a resolution of the 
Israeli-Palestinian conflict. He praised the efforts of both 
sides in evacuating the Gaza strip and called for a 
resumption of negotiations on the basis of the Roadmap. 


5. (U) He had little to say on Iraq 

\"long and painful" path toward the consolidation of the 
country's institutions. He nonetheless cited the need to 
assist Iraq to maintain its territorial integrity and develop 
as an inclusive society. He called on other states of the 
region to work for stability. There was no mention 
whatsoever of Coalition efforts or the draft Iraqi 
constitution. 


6. (U) Chirac gave more attention to Lebanon 

\"exemplary\" international cooperation and the need to ensure 
the implementation of UNSC Resolutions 1559 

order to restore the country's full sovereignty. Chirac 
refrained from direct criticism of Syria; instead 

on Syria merely to seize the occasion to reestablish its 
relations with Lebanon on a new foundation in accordance with 
the wishes of the international community. 
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7. (U) On democratization and reform 

resolution of regional conflicts as a necessary precondition 
while nonetheless calling reform inexorable. He acknowledged 
a new dynamic in the region 

dissipating.\" Success 

peaceful means that respect each nation\'s specific identity 
do not lead countries into chaos 

the outside. Calling for true partnership with governments 
as well as civil society 

Process as the most appropriate way forward 

example France\'s draft friendship treaty with Algeria. 


Globalization and UN Reform 


8. (U) Evoking the putative threat posed by globalization to 
cultural diversity 

disparities in wealth and education 

a more just and democratic collective response 

achieved through the United Nations. He praised UNSYG 
Annan\'s proposal for consolidating the international order 
based on responsibility 

achieved primarily through enlargement of the UN Security 
Council. Chirac lauded the G-4 resolution 

Germany 

a more regionally representative Security Council 

particularly with respect to Africa. Chirac hoped for 

Security Council reform by the end of the year 

latest 

\"association of the main powers but also the inclusion of 
emerging poles and regional groupings.\" Chirac also called 
for a reinforcement of global governance through the creation 
of an UN organization for the environment and a new structure 
for economic and social governance. 


9. (U) On security 

terrorism 

discussions in New York 

definition of terrorism 

and a reinforced mechanism for the protection of human 
rights. Finally 

for an international tax on air travel -- shared 

Germany 

France\'s intention to host a conference in February 2006 to 
further that aim. He said France would contribute at a later 
stage to the international financing structure proposed by 
the UK. 


10. (U) Chirac called attention to avian flu and elaborated 
on the preventative measures France was already taking and 
stated France\'s interest in the development of effective 
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vaccines. On WTO 

Kong would be decisive and reiterated his proposal for an 
immediate moratorium on agricultural export subsidies 
(comment: though nat offering better market access or 
eliminating domestic subsidies) for products destined for 
Africa. He urged ratification of the UNESCO Convention on 
Cultural Diversity by October 2006. 


La Francophonie 


11. (U) Chirac declared that the association of 
French-speaking countries 

preserving cultural diversity 

democratization and social justice. He proposed that the 
biannual France-Africa summit 

be devoted to youth and the questions of education 
employment and security. 


12. (U) On political issues 

elections in Cote d\'Ivoire and expressed confidence in South 
African mediation within the framework of the African Union. 
There was no mention of other African countries. 


The European Union 


13. (U) Chirac declared that 

only the European Union has the critical mass to establish a 
dialogue of equals with its larger partners." He also 
asserted that Wa strong Europe would contribute also to the 
vitality of the kind of balanced transatlantic linkage\" -- 
without however any explicit mention of NATO -- V'necessary 
for world stability and based on relations of cooperation and 
confidence with the United States 

common values. Indeed 

time of European crisis 


14. (U) Acknowledging the need to bring Europe closer to its 
citizens in the wake of the failed May 29 referendum on an EU 
constitutional treaty 

the parliament and local political and civil institutions 

with European decisions. He recalled France\'s shared vision 
with Germany 

social and in solidarity" and emphasizes that Europe\'s vision 
must go beyond that of a free market (Comment: the presumed 
UK vision) to include a political project based on common 
values. 


15. (U) Chirac called for a budget solution for the years 
2007-2013 based on proposals of the then-Luxembourg 
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Presidency made in June and \"respect for agreements already 
reached (Comment: presumably the EU\'s approval of the 2002 
Franco-German agreement that governs the EU\'s Common 
Agricultural Policy until the end of 2013). In the same 

vein 

social policy and said France would remain \"vigilant\" with 
respect to new directives on services and the work week. He 
also called for the creation of WEuropean champions!" of 
industry and a reinforcement of economic governance within 

the Eurozone through a more demanding dialogue between the 
Eurogroup and the European Central Bank (Comment: reflecting 
French dissatisfaction with the constraints of the Stability 

Pact). 


16. (U) Chirac delivered a subtle message on European 
enlargement 

referendum on an EU constitution and the absence of effective 
institutions for an enlarged Europe rendered the question of 
Europe\'s geographical limits all the more pertinent 

his remarks to the European Council in June. He said France 
would respect its past commitments as long as prospective 
candidate countries respected theirs. In the case of Turkey 
for whom V'the opening of negotiations is but a long and 
difficult path with an uncertain outcome 

\"to provide clarifications and assurances to the 25 about its 
intention to respect fully its obligations V' as a result of 

its unilateral declaration on Cyprus. 


17. (U) On ESDP 

presence felt V'on all continents 

involvement in Bosnia 

was no mention of NATO. He cited the EUVs involvement in the 
Aceh province of Indonesia as evidence of Europe's strategic 
partnership with ASEAN. Finally 

reinforcement of the EUYs Operations Center in order better 

to support future autonomous operations such as those in the 
Democratic Republic of Congo (Artemis in 2003). He also 
stressed the importance of developing the EUVs technological 
development through the European Defense Agency or through 
the common training of pilots and naval officers. 


18. (U) Chirac concluded his speech with an expression of 
confidence in France to address its problems with 
unemployment and economic growth through high technology 
with ITER being cited as an example of FranceVs continuing 
attractiveness for investment and research. 


19. (U) He concluded with a rapid tour d\'horizon of the rest 
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of the world 

Ukraine; reinforcement of France\'s partnership with Russia 
and its strategic relations with China (he noted his plans to 
return to China next year) 

intention to visit Brazil and Chili. 


Comment 


20. (C) Chirac\'s speech was clearly aimed at being 
reassuring rather than provocative 

May 29 referendum on the EU constitution. It is thus not 
surprising that he focused most of his efforts on the need to 
boost confidence in and stress the importance of the EU and 
emphasized its role as partner 

the U.S. What remains to be seen is whether the current 
sense of EU vulnerability 

EU 

especially if France sees increased EU purposefulness and 
visibility on the international scene as the primary means of 
offsetting its internal confusion. ChiracYs remarks suggest 
however 

moment 

made clear France\'s vision of a global role for the EU 
politico-militarily as well as economically. 


21. (C) Chirac\'s careful and relatively nuanced comments on 
Turkey suggest that France may in the end be satisfied with 
something less from Turkey than a promise to recognize Cyprus 
as the price of beginning accession negotiations on October 3 
as planned. 


22. (C) Finally 

to say about Iraq 

direct criticism. His comments on Middle East reform 
repeated familiar French slogans on not imposing reform on 
the region and on working with governments vice civil 
society 

On Iran 

willingness to refer Iran to the UN Security Council if 
necessary. 

23. (C) In sum 

from that of the U.S. -- Iraq 

Chirac deliberately chose to tone down his opposition or 
express it more indirectly. While this does not signify a 
change in French positions 

does wish to keep bilateral frictions to a minimum. 


STAPLETON 
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are not really against the privatization of the refineries 

but are worried about the fate of their members when the 
refineries are sold off.\" He said the unions fear their 

members may be treated like Nigerian Airways employees who 
were denied terminal benefits when the airline was liquidated. 


5. (U) Gofwan stated the NNPC GMD is expected to address 
protesting workers soon. Olowosile asserted the ultimatum 
stands until a compromise is reached. In the meantime 

has concluded all investor inspections of the refineries 
workers have not hindered this process in any way. 


6. (U) Comment: In the first phase of refinery privatization 
the GON plans to cede 51 percent equity in its four moribund 
refineries to private investors. The second phase may 
involve floating the remaining 49 percent on the Nigerian 
stock market. With none of the refineries operating at more 
than 50 percent capacity 

significantly reduce the supply of refined products 

Nigeria presently imports most of its domestically consumed 
petroleum products. Moreover 

overstated; in contrast to other GON enterprises 

has so far been able to meet pension obligations. However 
it is unclear how well the parastatal will do if faced with 
mass redundancy. End comment. 


7. (U) In a related issue 

Petroleum Products Pricing Regulatory Agency (PPPRA) 
increased the price of petroleum products 

subsidized rates did not cover the cost of importing the 
products. Citing climbing world prices 

claimed subsidizing the 30 million liters of products 
consumed daily in Nigeria costs NNPC Naira 600 million per 
day 

the daily subsidy per liter from September 2004 

were increased to N49.90. 


8. (U) PPPRA approved a 43 percent increase from the present 
Naira 50.50 to Naira 72. Meanwhile 

civil society groups have again spoken against any price 

hike. The Nigerian Labor Congress (NLC) has asked Nigerians 
to resist any hike in fuel prices 

Congress of Nigeria (TUC) asked members to prepare for mass 
action and protests. 


9. (U) Comment: Though major strikes have occurred after 
previous price increases 
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was grudgingly accepted by Nigerians who seemed more 
concerned about finding ways to manage with the price 
increase than in participating in a strike that had less than 
an even chance of success. While Nigerians are clearly 
unamused by the current increase 

fill of ineffective labor strikes. The perception that the 
most recent strikes were not successful will be a significant 
brake on laborYs chance to organize a strike this time 
around. End comment. 

BROWNE 
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has been a change 


4. (C) The leaking of the Lugar mission in the international 
press more than 24 hours before his arrival created intense 
interest in the mission in Morocco 

media coverage. By the afternoon of August 18 

journalists and cameramen had congregated outside Agadir 
Airport (even while the embassy had invited many Moroccan 
journalists to a formal press conference in Tetouan the 
following day). Shortly before 6 pm 

agreed to provide the journalists with badges so they could 
enter the airport 

one of the departure lounges. The authorities instructed us 
that Senator Lugar was free to come to the lounge to address 
the press 

tarmac. 


5. (C) There was not a sufficient security presence to carry 
out that directive 

aircraft landed at approximately 7:00 PM 

journalists walked unrestrained toward his plane to take 
pictures. Though they could not get physically close to the 
Senator 

who went out to receive the Senator 

arrival without obstruction. 


6. (C) The scene at the VIP lounge 

Senator 

the arrival of the POW plane 

had granted requests to four prominent TV stations -- RTM and 
2M from Morocco 

exclusive interviews with Senator Lugar. Once on the ground 
and realizing there was some time before the POWs arrived 
Lugar\'s staff suggested the Senator begin his interviews 

right away. As the four lucky TV crews were summoned to the 
VIP lounge 

and had to be restrained by a combination of Moroccan 
security and embassy PAS officers. As Senator Lugar prepared 
to start his first interview in one corner of the VIP lounge 
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emboffs grabbed the PAS FSN slated to oversee the interviews 
and pulled him into the VIP lounge 

members of the press corps demanding access to the site 
Moroccan security closed the door firmly behind him. 


7. (C) As the first POW plane touched down around 7:30 PM 
Lugar and the Ambassador got up to head out to the aircraft 
to greet the arrivals. The four Moroccan officials departed 
also 

the offloading on a distant runway 

ferry the prisoners to the barracks were concealed behind a 
wall of high trees. But by this time news of what was 
happening had circulated all over the airport 

personnel and all of the journalists from the pen 

dozens of security officials 

crowd of roughly 150 people was now on hand. 


8. (C) Security officials attempted to keep the press corps 
from approaching the POWS directly 

eluded them and got next to the stairs before being hustled 
away. The security officials eventually locked hands to form 
a semi-circular V'cordon sanitaire\" around the area to keep 
the press at bay 

collect footage and capture the moment. 


9. (С) The POWs looked weary and somewhat disbelieving as 
the door of the aircraft opened and they filed down the 

stairs. There were no shouts or raised fists or waving. 

Most of them probably had little idea who was greeting them 

at the bottom of the stairs -- with the exception of Senator 
Lugar 

airport staff who had come out to witness the proceedings 
were riveted and displayed visible emotion. Most of the men 
exited on their own 

assistance 


10. (C) One prisoner broke the mold 

touched the tarmac 

kissing the ground and crying out in anguished relief. The 
press swarmed around him. Another man excitedly shook 
Senator LugarYs hand and in heavily accented English 
exclaimed 


11. (U) When the first plane was empty 

returned to the VIP Lounge. Completing his last interviews 
he swept out to the podium 

now dark) 

departed. 


12. (U) Senator Lugar was wheels up from Agadir at 
approximately 8 PM. 
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trabalho 

Delagacias do trabalho receive and investigate labor abuse 
allegations. 


-- Labor Inspections: The MTE conducts labor inspections 
throughout Brazil to eradicate slave labor. Between January 
and August of this year 

workers. Post does not know what percentage of freed slave 
laborers were children or adolescents. 


-- GOB Awareness Campaigns: The Ministry of Justice and the 
Ministry of Social Development will develop awareness raising 
campaigns in coordination with NGOs and international 
organizations such as the ILO to combat child labor. 


-- Program on the Eradication of Child Labor (PETI): PETI 
provides stipends to low income families who have removed 
underage children from the work force and placed them into 
school. The stipends are designed to help alleviate 
financial difficulties that stem from the loss of the childWs 
income. 


-- National Commission to Eradicate Child Labor (CONAET!): 
CONATEI is coordinated by the MTE and includes a number of 
ministries and organizations. lt oversees the implementation 
of ILO Conventions 138 and 182 


-- Ministry of Social Development (MDS): MDS has developed an 
after school program to assist low-income elementary and high 
school students. The program provides educational 

assistance 


-- School stipend program (Bolsa Escola): The Bolsa Escola 
program provides stipends to low-income mothers to ensure 
that children and adolescents do not leave school to enter 
the work force. 


Legislation Changes 


3. On March 1 2005 

proposed by the Parliamentary Investigation Commission (CPI) 
to combat child labor and the sexual exploitation of children 
and adolescents. 


4. A new amendment to the Children and AdolescentVs Act plans 


Column 3 

to close down any lodging facility that accommodates 
unaccompanied children and adolescents. The Senate also 
approved a number of changes pertaining to sexual offenses 
against minors and the mentally ill. The proposed changes 
must be approved by the Brazilian Chamber of Deputies before 
they become enforceable law. 


DANILOVICH 
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Africa 

integrated public administration and said it was important 
for the PT to study what has occurred in China over the last 
twenty years. 


5. (SBU) President Hu visited Sao Paulo 

Brasilia 

with Rio State Governor Rosinha Garotinho and underscored the 
\"friendly\" cooperation between China and Brazil that has 
produced \"satisfactory results.\" Hu hoped that the government 
of Rio de Janeiro State and Chinese local governments could 
enhance mutual understanding 

and trade developments 

mentioned that the recently signed Tourism Cooperation 
Agreement between Brazil and China could increase exchanges. 


6. (U) During a speech to Brazilian legislators at Brazil\'s 
National Congress in Brasilia on November 12 

announced China\'s new Latin American policy 

begin \"a new era of friendship\" with Latin American and 
Caribbean countries. Hu proposed launching cultural centers 
in each other\'s countries 

mass media and student exchanges 

American youth festivals. 


7. (U) In Sao Paulo 

Geraldo Alckmin and held in-depth talks on strengthening 
further friendly exchanges and economic and trade cooperation 
(to be reported septel). 


8. (C) UN Reform: Chinese officials told the GOB that the 
PRC supports greater participation by developing countries in 
the international arena 

that this stance implied support for a Brazilian permanent 
UNSC seat 

Brazil publicly earlier this year. 


9. (C) Human Rights: According to the MRE 

PRC have agreed to \"not politicize\" the human rights issue. 
During UN Commission on Human Rights (UNCHR) meetings in 
Geneva 
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of China\'s human rights record (Note: In general 

rarely supports single country resolutions in the UNCHR. End 
Note). In support of the GOB\'s position 

External Relations (MRE) officials claim they are not 

ignorant of China\'s human rights situation 

human rights in China are Vserious but improving.\" 


10. (C) In 1997 

resolution in Geneva. This vote caused serious bilateral 
problems between the two countries 

development of an annual Sino-Brazilian Human Rights 
Commission. Since the creation of the commission in 1997 
the two sides have only met twice 

that Brazil and China \"theoretically\" hold human rights 
discussions every year. During these \"talks 

officials do not raise specific cases or press for specific 
systemic reforms. Instead 

experiences with China. 

11. (C) An MRE official opined in late 2004 that the 
Sino-Brazilian Human Rights Commission was all but dead and 
believed that Brazil could not influence China on human 
rights. Human Rights were not discussed during Hu\'s visit 
but the GOB offered China expert assistance in penal 
judicial 

GOB efforts and ignored proposed exchange visits. In the 
interest of the \"strategic partnership\" and Brazil's UNSC 
bid 

rights resolution. Instead 

on any UN effort to criticize China\'s approach to human 
rights. 


12. (C) IBSA: There is some speculation that China will join 
the India-Brazil-South Africa Dialogue Forum (IBSA) 
sometimes called the G-3 

speculation claims. MRE officials believe that IBSA is in 

its infancy and must focus on concrete bi- and tri-lateral 
projects and unify the three countries before adding new 
partners. 


-- WHAT IS THE EXTENT OF MILITARY CONTACT AND ASSISTANCE 
BETWEEN CHINA AND THE HOST COUNTRY? 


13. (C) China recently sent a large multi-service delegation 
to the Latin America Air Defense show held in Rio de Janeiro 
in April 2005 and a senior member of the Chinese delegation 
participated in one of the show\'s defense panels. A 
delegation from the Chinese National Defense University 
visited Rio de Janeiro in late July 2005. Hu visited 

Brazil\'s National Institute for Space Exploration (INPE) in 
Sao Paulo on November 15 

cooperating on the development of Earth observation 
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satellites since 1998. 


- WE ALSO WELCOME ADDITIONAL INFORMATION ON CHINA\'S 
ENGAGEMENT WITH HOST COUNTRY 
EXCHANGE 


14. (U) Despite Brazil\'s multi-ethnic makeup 

Chinese descent represent a tiny fraction of Brazil\'s 
population 

ancestry. Illegal immigration and extradition may yet become 
an issue between the two countries. The majority of the 
estimated 50 

Paulo 


15. (C) Our contacts report a lack of understanding among 
Brazilians 

Brazilian academia 

exist 

University of Brasilia. Academic exchanges are very few 
in part to the strong desire among the youth in both 
countries to seek English-speaking programs 

MRE 

future. 


16. (SBU) The Public Affairs Section plans to include 
questions related to China in future polling exercises. 


- HOW DOES BEIJINGYS EFFORT TO CONSTRAIN TAIWAN\'S 
INTERNATIONAL SPACE PLAY INTO CHINESE LOCAL ACTIVITIES AND 
ITS RELATIONSHIP WITH HOST GOVERNMENT? 


17. (C) The GOB continues to support a one China policy and 
reaffirmed this position with the Chinese during the November 
2005 visit. The PRC has kept subtle pressure on the GOB to 
not recognize Taiwan 

another country on Chinas behalf. During Lula\'s May 2004 
visit to China 

one-China policy 

inseparable part of China.\" Moreover 

unilateral action aimed at separating Taiwan from China 
increasing tensions across the Taiwan Straits 

Taiwan independence. 


18. (U) In a speech before the Brazilian Congress in 

Brasilia 

and hoped that Latin America would continue to \"fully support 
the just cause of the Chinese people. National Congress 
President and Senate President Jose Sarney and Chamber of 
Deputies President Joao Paulo Cunha stated that the Brazilian 
Congress supports the Chinese GovernmentVs stance on Taiwan 
and acknowledged that Taiwan is an inseparable part of 
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Chinese territory. 

-- DESCRIBE CHINESE MILITARY-TO-MILITARY CONTACTS AND EFFOR 
TO SELL WEAPONS IN YOUR HOST COUNTRY. 


19. (C) During his visit to China 

cooperation on satellite programs. Post believes that the 
GOB will continue to explore opportunities to expand military 
to military cooperation. Military contacts indicate that 

while the military relationship is growing via 

familiarization visits and training exchanges 

between the two countries are unlikely. Hence 

that defense is not a driving force in the relationship. 
Remote sensing application cooperation will expand existing 
achievements and provide third parties with services related 
to satellite programs. 


20. (C) GOB/PRC satellite cooperation has been described as 
Vvery successful" by the MRE. Brazil and China are in a 

joint satellite venture known as China Brazil Earth Resource 
Satellite Program (CBERS). CBERS | and II have been launched 
from a Chinese facility on Long March Rockets. Brazil will 
finance 30 percent of CBERS IIB 

CBERS ll and Ill 

percent. During Hu\'s visit 

agreement to market the CBERS-II satellite images to third 
countries. The third satellite 

launch date of 2008 and an expected budget of US $85 million. 
CBERS-III will be financed in equal parts by Brazil and 

China. There are plans to launch as many as five CBERS 
satellites. CBERS-series satellites can capture images from 
Mongolia to Argentina. 


21. (C) Hu visited Embraer 

manufacturer 

company cooperated with the Chinese Hahang Group to establish 
Harbin Embraer Aircraft Industry Co. 

posted 185 Brazilian employees to China to create the 

aircraft manufacturing plant in Harbin. This plant will 

produce regional jets specifically for the Chinese market and 

not for any other export market. 


DANILOVICH 
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transition. 


5. (C) The biggest potential fly-in-the-ointment for the 
markets and Brazil\'s economic stability 

that the Lula\'s political weakening and his slim chances for 
re-election opened political space for a populist candidate 
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in the 2006 presidential elections such as former Rio de 
Janeiro State governor Anthony Garotinho. While uncertain 
about the probability Garotinho would emerge as the PMDB 
candidate 

(Note: currently 

run as an electoral court judge stripped him of his political 
rights because of improper campaign practices in the October 
2004 municipal elections; Garotinho has appealed the verdict.) 


6. (C) Comment: We agree with Werlang that it bodes well for 
stability during a theoretical impeachment/transition that 
analysts have had time to game out these scenarios. That 
said 

with the players and processes may be less reassured than 
Werlang. We would therefore still expect a fair degree of 
volatility in any Lula impeachment or resignation scenario. 
Fortunately 

have given the Central Bank time to build international 
reserves. Just as importantly 

cash operating reserve equal to over three months of its 
financing requirements. All this should reduce the impact of 
shorter term volatility. 


7. (C) While Werlang downplays the negative impact of any 
potential departure by FinMin Palocci on the economy 
analysts are less sanguine. For instance 

consultant Carlos Langoni sees Palocci\'s determination and 
influence with the President as V'key for the success of the 
fiscal adjustment. Without Palocci 

consequences would be higher country risk 

volatility 

postponement or suspension of much needed investment. 
Palocci 
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PRIORITY 


SUMMARY 


1. (SBU) In an August 3 meeting with PolOffs 

Protection Service (SPI 

Leonel Solis 

Torrijos 

security as going nowhere\" and reform of Panamavs judicial 
system and Supreme Court as \"not a priority\" at this time. 
Solis - literally and figuratively the Palace Guard - is a 

Torrijos loyalist and a troubleshooter. Newly tapped to lead 
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the GOP\'s intelligence apparatus (the Consejo Nacional) 
Solis downplayed the GOP\'s problems on corruption 

security crisis 

Panama Canal. Solis was either wearing his \"game-face\" 
throughout the conversation or the Torrijos government has no 
plan or sense of urgency to resolve its current problems. 

End summary. 


Long Relationship 


2. (SBU) On August 3 

long-standing relationship with the Torrijos family. With 

his appointment as Consejo chief 

the Presidential Palace for an office fifteen minutes away in 
Quarry Heights. A lawyer by profession and a longtime member 
of the ruling Democratic Revolutionary Party (PRD) 

worked under Torrijos during the PRD administration of 
Ernesto Perez Balladares (1994-1999) when Torrijos was Vice 
Minister of Government and Justice. At that time 

served as Director of Land Transit and also as Director of 
Public Security. Solis has direct access to Torrijos. When 
Solis speaks 

Torrijos sees it. (Comment: The past relationship between 
Torrijos and former President Perez Balladares is now marked 
by a serious rift.) 


The PRD: a house divided ? 


3. (SBU) When asked about Perez Balladares recent 
announcement that he would run for the post of PRD General 
Secretary in 2007 


SIPDIS 

be your problem 

Balladares - whose U.S. visa was revoked for alien smuggling 
- is constitutionally eligible to run for President again in 

2009.) Solis also claimed that newspaper reports of hundreds 
of people attending the PRD meeting where Perez Balladares 
made his announcement were exaggerated. (Comment: Perez 
Balladares 

General to further discredit Torrijos and block any reform 
attempts in Panama\'s National Assembly 

President again. In 1998 

amendment to the constitution that would have allowed him to 
run for a second term but it was soundly defeated. End 
comment.) 


Social Security Crisis Brewing - Again 
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4. (SBU) Solis described President Torrijos\'s active 
involvement in the social security reform issue. Torrijos 
views the need to reform Panamal's creaking 

social security (CSS) system as a state issue and not a 
political issue 

has involved himself deeply in the details and is adamant 
about wanting a long-term fix. Torrijos helped develop the 
180-point package of changes to be phased in over ten years 
that was passed as Law 17 and later suspended. The reforms 
would make the system financially viable for the next forty 
years. Describing the Torrijos vision of social security 
reforms 

solution good for five years but this isn\'t the President\'s 
goal." (Note: The National Assembly approved the package of 
reforms on June 1 

demonstrations by teachers 

technicians led Torrijos to suspend the law and hold a 90-day 
National Dialogue (mesa de dialogo). As of August 24 

mesa has reviewed only 38 of the 180 articles in the reform 
package. Ifthe mesa cannot review the entire package and 
suggest changes prior to early October 

legislation presumably will take effect.) 

5. (SBU) Solis has little regard for the mesa de dialogo 

and believes it will accomplish nothing. When asked what 
will happen if the dialogue ends in early October without a 

full resolution 

simply quiet down and go away and that any future strikes or 
demonstrations will be small. (Comment: The Torrijos 
government underestimated the degree of hostile public 
reaction when the reforms were initially passed by the 
National Assembly in May. The GOP could also extend the 
dialogue period in an attempt to build national consensus on 
social security reform. End comment.) 


Judicial Reform Proposals Due in September 


6. (SBU) When Pol Counselor asked Solis about reforming 
Panama\'s Supreme Court 

retorted that the U.S. Supreme Court has been politicized and 
has the same problem as Panamavs court. He also said 
judicial reform is V'not a priority" because of the GOPVs 
focus on the social security dialogue. In his opinion 

Supreme Court is a problem that needs \"a generation to fix. V" 
Solis also called judicial reform \"a delicate issue" and 
counseled that Panama must avoid making sweeping 

judicial changes which have destabilized other countries in 
the region such as Ecuador. Solis fears unilateral changes 

in the judicial system might undermine the legitimacy of the 
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government. Torrijos appointed a State Justice Commission in 
March following wide spread reports of corruption in Panama\'s 
Supreme Court. The commission is due to report their 
recommendations for judicial reform in late September. 
\"Ultimately the solution to judicial reform will come from 

the commission\'s recommendations 


Comment: What\'s the Plan? 


7. (SBU) With four years remaining in office 

administration needs to regain momentum to carry out its 
campaign pledges to root out corruption and foster economic 
growth. While the GOP has acted to improve transparency 
has done little about Supreme Court reform 

officials from the previous Moscoso government on corruption 
charges. Unemployment remains at 1296 

a chronic problem 

the population lives in poverty. The public perceives that 
Torrijos is not living up to his promises. If a plan exists 

to move forward on the major issues of the day such as social 
security and judicial reform 

what it is. One obvious possible stimulus to Рапатау5 
economy and the Torrijos Presidency is Canal expansion but 
this is another project which Solis says is on hold. The 
project requires approval by a national referendum and the 
GOP wants to delay a vote on the issue to improve its chances 
of passing. Martin Torrijos needs to take some actions to 
improve the life of the average Panamanian or he risks being 
remembered as a great campaigner who accomplished little. 


ARREAGA 
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B. VThe Draft Constitution at the National Assembly" (Ad- 
Dustoor 

C. V The Announcement of a Distinguished Day in Iraq\" (Al- 
Taakhi 

D. VIrag Before and After the Constitution" (Az-Zaman 

E. About the Endorsement of the Draft Constitution (As- 
Sabah al-Jadeed 

F. \"lraqi Islamic Partys Al-Hashimi Outlines Position on 
Draft Constitution" (Al-Jazeera TV 

G. \"Sunni Leaders Reject Draft Constitution" (Al-Shargiyah 
TV 
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A. W Achievement and Victory" 

Al-Bayyan (affiliated with the Islamic A-Da\'wa Party led by 
Al-JaVafari) published a front-page editorial about the 
constitution: 


\"Yesterday 

endorsement of the draft constitution. This ratification 

came after three days of discussions and meetings to solve 

all pending issues. After that 

referendum day. All the political parties and blocs in the 
National Assembly have made concerted efforts to ensure that 
all Iraqi sects participated in the constitutional process. 

They gave those who boycotted elections a chance to 
participate in this process for the sake of drafting a 

united constitution. 


However 

expenses of others and this has led to a delay in settling 
pending issues. It was possible to solve these issues 
through voting in the National Assembly yet the 
parliamentary blocs ignored that option and preferred 
negotiating in a way that satisfied all groups. We think 
that the endorsement of the draft constitution is a 
significant achievement and victory for the Iraqi people 
because this constitution was drafted by Iraqis and ratified 
by the peoples" representatives. This represents a victory 
because it is a big strike against the terrorists. This 
victory has reinforced the political process and moved Iraq 
forward on a new historic stage." 


B. VThe Draft Constitution at the National Assembly" 
Ad-Dustoor (independent) published a front-page editorial by 
Bassim Al-Sheikh about the constitution: 


V'The national assembly approved the completed draft of the 
permanent constitution yesterday with reservations of the 
fifteen Sunni members. After the approval of the draft 
started to debate and negotiate and will continue until the 
upcoming referendum on October 15 

take responsibility and make a final decision. Voting Yes!" 
or No 

to move their country to a bright new future. 


All those who criticize the viewpoints and reservations 
between political leaders and constitution drafting members 
are wrong 

their future-through democracy and freedom. Now we can 
express our opinions and thoughts and we can reject and 
discuss things freely. 


All political leaders should work on behalf of the Iraqi 
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national compact 

working hard to make this political process succeed and to 
defeat those who tried their best to terminate Iraqi dreams. 
The final outcome will be decided by good Iraqis who 
sacrifice themselves for the freedom of their country. Now 
that the draft constitution is complete (from the 

legislative angle) we will move to the public referendum 
stage to get real and final and approval for lraq\'s new 
permanent constitution. V 

C. V The Announcement of a Distinguished Day in Iraq" 
Al-Taakhi (affiliated with the Kurdistani Democratic Party 
led Masood Barazani) published a front-page editorial by 
SaVad Badr Khan about the constitution: 


V Yesterday 

announced. Thus 

constitutional process--after this the draft is to be 

approved by the Iraqi people. The constitution is the most 
dangerous document in a society. It\'s a document that 
organizes relationships between rulers and the people and it 
outline the main authorities within the community. 
Unfortunately 

constitution because the dictator Saddam considered it 
merely a piece of paper that could be ripped at anytime. 
That is how Saddam governed the country without a 
constitution. The Kurdish people have struggled for the sake 
of establishing democracy in Iraq and to guarantee their 
legitimate rights. Therefore 

constitution that can guarantee and safeguard Kurdish rights 
as a legitimate segment of people in Iraq. Without a doubt 
the drafting of the constitution was a very difficult task 

and it would not have been accomplished without the bone 
fide efforts of patriotic politicians. The Kurdish 

leadership has played a big role in making this draft 
successful through opening the door to dialogue among 
different Iraqi groups. We are excited about the 
accomplishment of the draft constitution but at the same 
time 

constitution despite the fact that it does not completely 
satisfy Kurdish ambitions. The Kurds have the right to self- 
determination. Although there are some issues (such as the 
status of Kirkuk) that remain to be solved we will never 

give up our demands. We hope that all Iragis will approve 
the draft constitution so that they can live new lives based 
on democracy and justice. The 28th of August will always be 
a historic day in lraq\'s history. V 


D. VIrag Before and After the Constitution 
Az-Zaman (independent 
editorial by Jassem Murad: 
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VWill the constitution stabilize the security 

economic and humanitarian situation in Iraq? In fact 

political parties bet on the elections and said that these 
elections would bring peace and stability back to this 
country. Those elections were successfully held in spite of 
terroristsY plans that attempted to thwart them. However 
those elections could not stabilize the situation in Iraq. 

The situation has actually worsened and the post election 
period led to a plurality of political parties scattered on 

the Iraqi map. If this is the post election period 

can we imagine what will happen after the constitutionVs 
ratification? Can this constitution solve our crises? We 

could say yes if there were a national Iraqi leadership that 
could move Iraq forward and away from sectarianism but the 
reality shows that the constitution cannot solve our crises 
because we have to understand these crises open-mindedly and 
transparently. We have to reinforce the notion of national 
dialogue to isolate terrorists from those who want to 
participate in the political process. In addition 

work hard to improve public services and start 
reconstruction projects to end unemployment in Iraq. And we 
have to make citizens feel they are protected by the 
government. By accomplishing these conditions 
constitutional period may witness a historic move in our 
lives. Otherwise 

continue until they make people explode against the 
government." 


E. WAbout the Endorsement of the Draft Constitution" 
As-Sabah al-Jadeed (independent) published a front-page 
editorial by Ismael Zayyer: 


\"Iragis deserve to celebrate the completion of their 
permanent draft constitution 

to open closed doors. Iraqis reached a final accord after 
hard and peaceful efforts and dialogue among all political 
groups to reach a final agreement freely and with no air of 
injustice. 


We may have different points of view and opinions but we are 
all a unified nation 
significant Iraqi soul throughout. 


We agree with all those who have their own ideas and views 
concerning the constitution 

their choices the way they want through the media. Today we 
celebrate our success 

the first step in the democratic process 

hard and prepare for the next step--the upcoming referendum 
on the draft constitution. 
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If Iragis accept or reject the draft constitution freely in 

the upcoming referendum process we must respect that. What 
is more important is that we have a truly free and fair 
referendum with polling boxes far removed from lraq\'s 
presidential guards 

intelligence apparatus because we now have national dialogue 
and freedom." 


F. Viraqi Islamic Party\'s Al-Hashimi Outlines Position on 
Draft Constitution" 

Al-Jazeera TV carries live a news conference 

Tariq al-Hashimi 

Party 


\"All | can say is that the draft constitution was submitted 
in the absence of the principle of agreement which 
constituted the basis for the Iraqi Islamic Party\'s 
participation in becoming a partner in drafting the 
constitution. Regretfully 

reflect our aspirations 

our legitimate and national principles 

hoped it would. Itis an incomplete draft and the party 
continues to have reservations over many of the issues 
enshrined in it which continued up until yesterday to be a 
subject of conflict and disagreement among negotiating 
parties. This is the opinion of the Iraqi Islamic Party. 
The party 

hesitate to amend these paragraphs until they become 
compatible with the country's higher interests and the 
concerns of Iraqis in the present and the future.Not the 
entire draft is bad. It includes good and bad elements. We 
shall confront the elements which we continue to believe 
that it would be in the interest of the country and Iraqis 
to change now or in the future. Тһе Islamic Party contests 
this draft constitution 

parcel 


G. \"Sunni Leaders Reject Draft Constitution V 
Al-Shargiyah TV in Arabic 28 Aug 05 

al-Nasir al-Janabi and Salih al-Mutlaq 

National Dialogue Council. 

\"..we do not believe that what was achieved rises to the 
level of the requirements which fulfill the Iraqi peopleVs 
aspirations. We ended up with disagreement on key points 
which cannot be ignored in any way whatsoever. We believe 
that ignoring them will lead to partitioning Iraq -- land 
people 

accept and even reject the draft constitution paragraphs on 
which no agreement was reached. This renders the draft 
illegal. We also call on the Arab League 

and all international community institutions to intervene 
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and prevent the passage of this draft and to rectify the 
clear flaws in it. We 

part of the political process and will work very hard and 
sincerely along the path aspired for our beloved Iraq 
beginning with our active participation in the next 
elections 

up. The constitution must either be accepted or rejected as a 
whole. If a single point in the constitution is 
unacceptable 

altogether. We believe that the Iraqi citizen will reject 
this draft because of the presence of these controversial 
points.! think that if this constitution passes as it is 

will worsen everything in the country and it will increase 
the violence in the country. But at the same time we are 
asking through these channels all the Iraqis to express 
their views in a very peaceful way and be away from the 
violence. 
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and his government in Venezuela. Senator Coleman praised 
Chile for its economic and political successes and for its 
commitment to Haiti. He emphasized the concern of the United 
States about the possible threat to democracy in Venezuela. 
End Summary. 


2. (C) Senator Coleman opened the meeting by thanking Chile 
for all that it has been doing for Hemispheric stability 
particularly in Haiti. Foreign Minister Walker reaffirmed 
Chile\'s intention to remain involved in Haiti until 

democratic stabilization is achieved. The FM stated that the 
post-Lagos Chilean government (elections are scheduled for 
December 2005) would need to obtain legislative authority for 
continued troop deployment to Haiti 

such authorization would be granted. The FM stated that he 
was V'relatively optimistic" about short-term developments in 
Haiti. He noted that the security situation has been 

improving and the planned elections in December appear likely 
to take place as scheduled. Senators Coleman and Martinez 
agreed that the United States must continue to work closely 
with Chile and others to develop civil society in Haiti so 

that democratic institutions can take root there. The FM 
thanked the United States for meeting its financial and aid 
commitments to Haiti but suggested that additional efforts 
should be made to encourage European nations to honor the 
commitments they have made 
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3. (C) The FM recounted his discussions with Secretary Rice 
about the Chilean policy of V'constructive engagement\" with 
President Chavez and his belief that the Venezuelan situation 
would best be dealt with \"from the south\" with Chile and 
Brazil taking the lead. He stressed the good relations 
President Lagos has with Chavez and the high degree of 
respect Chavez has for President LagosY integrity and 
intellect. The FM said that President Lula of Brazil also 

has strong influence with Chavez that can be used 
constructively to minimize tension. He further emphasized 
VVenezuela is not Cuba and Chavez is not Castro\". The FM 
said that Chavez has restored a degree of legitimacy as a 
result of his successful referendum and that he has strong 
popular support. He said that business leaders in Venezuela 
have told him that the lack of a viable opposition is a large 
part of the problem in that country. In the absence of a 

real alternative 

power. 


4. (C) Senator Coleman agreed that engagement is key 
stressed the concern of the United States that Chavez may 
misuse democratic processes to keep himself in power in 
perpetuity. He further emphasized concerns about the growing 
militarization of Venezuelan politics and the possible slow 

loss of democracy over time. Senator Coleman praised Chile 
as a very successful democracy that offers Venezuela a strong 
example of how to proceed. Senator Martinez stressed the 
need to continue to push for human rights and freedoms of 
expression and press in Venezuela. Foreign Minister Walker 
agreed and stated that President Lagos has continuously 
stressed these issues in his contacts with President Chavez. 


5. (C) Senator Coleman raised the issue of Chavez\'s role in 
undermining regional stability 

FM acknowledged ChavezVs connection with Bolivian opposition 
leaders such as Evo Morales but noted that many of the 
problems in Bolivia were domestic in their origin. He 
believes that 

a constitutional solution to its problems and that the 
elections in December will proceed 

respect for democracy in Bolivia. He is optimistic that 
continuing economic improvement will also help increase 
stability. 
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6. (C) The FM expressed concern that Colombia has not been 
given the regional support that it needs. He believes that 
Colombian problems have been overshadowed by Venezuelan and 
Bolivian concerns and that Colombia has been left alone too 

long. He suggested that more focused world attention be 
addressed to assisting Colombia as it battles 

narcotraffickers and terrorists. 


CUBA 


7. (C) Senator Martinez raised the issue of human rights 
violations in Cuba and suggested that President Lagos\' 
respect in the region gives his opinions on these issues 

great weight with other regional leaders. The FM stated that 
Chile nearly always supported condemnations of human rights 
violations in Cuba and would continue to speak out. He 
suggested that time will resolve the Cuban problem with the 
eventual demise of Castro 

changes on the island. Chile has been working with European 
leaders to try to develop policies relating to post-Castro 

Cuba. He questioned the continued isolation policy of the 
United States. Senator Martinez suggested that the United 
States be included in the discussions about Cuba after Castro. 


8. (SBU) The FM stressed the continued importance of the 
US-Chile Free Trade Agreement and the need to remain focused 
on work by both parties to ensure its success. He said that 

he has been pleased with the advances in trade as a result of 
the FTA and hopes for further improvements. He said that 
Chile believes CAFTA is extremely important to the economic 
and political future of Central America and observed that 
support for free trade comes more from the \"South\" now while 
support for protectionism 

from the \"North\". The FM said that Chile strongly supports 
continued expansion of free trade and hopes to see greater 
opening in the areas of agriculture and services. Senator 
Coleman noted that 

Chile\'s support of free trade has great credibility within 

the region. He also praised Chile for its economic 

and political success that should serve as an example to be 
emulated by others in the region. 
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9. (U) CODEL Coleman did not have the opportunity to clear 
on this cable prior to departing Santiago. 
KELLY 
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face of the American People. He promised to speak to 
Director Vasquez to support the ongoing bilateral 
discussions leading toward a return of the Peace Corps to 
Chile to teach English. Senator Martinez added that he 

too 

Chile and observed that the United States is itself an 
increasingly bilingual country. Representative Miller added 
his thanks to the Minister for the commitment to English and 
for his bold move to challenge Chile\'s teachers unions. 
The Minister thanked the CODEL for its support for a Peace 
Corps presence in Chile and concluded the meeting with his 
thoughts on parental involvement in the educational process. 


4. CODEL Coleman did not have the opportunity to review 
this cable before leaving Santiago. 


Kelly 
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usual group\" of Venezuela 

meeting to push forward a resolution not only condemning Rev. 
Pat Robertson\'s comments on Hugo Chavez 

responsibility for Robertson\'s comments on President Bush and 
the Republican Party. Calix 

said that he was virtually the only participant to speak up 
against the resolution 

colleagues made the slightest effort to support him. In the 

end 

language 

El Salvador to continue to oppose the 
Venezuela-Argentina-Uruguay strategy of using regional fora 
and organizations to attack the U.S. 

Salvador has to do it alone. He wondered whether a little 
feedback from the USG to the other CentAm countries might 
help get them on the right track. 

Barclay 
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efforts 

numbers are more important than total card-carrying party 
members. Under New Zealand\'s political system 

citizens have the option of signing up for either the 
general roll or the Maori electoral roll 

the seven Maori constituency seats (seats the National 
Party has pledged to abolish). Currently 
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have enrolled on the Maori roll; 166 

roll. This is a nearly 9% increase over 2002 figures for 
both rolls. Of first-time enrollments 

voters 

latter represents the fruits of the Maori Party\'s strategy 
to focus registration efforts on first-time 

who lack a history of voting for Labour (reftel B). 


4. (SBU) But what makes the Maori Party worth watching is 
its potential as a coalition partner for either a Labour or 
National-led government. It is widely assumed that Turia 
will win her electorate seat. The Party is also expected 

to capture other Maori constituency seats. Each MP gained 
increases the party\'s legislative influence. (The Maori 
party would also be allocated additional parliamentary 
seats based on its share of the party vote if they meet the 
minimum 5% 

Since neither Labour nor National are expected to win clear 
majorities 

workable governments. The Maori Party is one such 
potential partner. Despite the Maori Party\'s birth as a 
protest against Labour 

up with that party 

conservative on social issues some kind of unofficial deal 
with National is also possible. (Assuming National\'s 
pledge to eliminate the special Maori seats from Parliament 
does not put the kibosh on the two Party\'s discussion of 
this possibility.) Maori Party officials say it will be up 

to Maori Party voters to decide on a coalition partner 

after the election. 

Policies: Difficult to Assess 


5. (C) From the start 

criticized for its lack of policy pronouncements. This 
situation is little better in the immediate lead-up to the 
September polls -- that is if a voter desires articulated 
party platforms in the conventional 

In May 

policies or \"tikanga\" but it actually consisted of 
sweeping 

Maori socio-cultural values. One searches the \"tikianga\" 
document in vain for the Party\'s position on taxes or 
health care. For that 

emergence of specifics as uttered by party politicians on 
the campaign trail. For example 

Maori Party wants to lower the retirement age of Maori to 
60 

tax for those earning under $25 

filtered out that the Party wants to make Maori language 
compulsory for all civil servants 
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on the national resource review process and reinstate New 
ZealandWs moratorium on genetically-modified plants. 


6. (SBU) In terms of foreign policy 

representative 

Auckland audience mostly in the idealistic generalities of 

the \"tikanga\" document. Perhaps because the audience was 
non-Maori and the other party politicians present offered 
specifics 

nuclear-free stance maintained 

international peacekeeping role and had a \"no first-strike 
policyA" The Party also placed priority on the UN draft on 
indigenous people and wanted an international treaty for 
indigenous nations. As Turia has said in the past 

added that his party would oppose any international 

treaties or agreements that breached the principles 
enshrined in the Treaty of Waitangi. That is to say itsV 
foreign and trade policies would be driven by adherence to 
Maori values. (Note: The Maori Party has been accused of 
refusing to criticize Robert Mugabe\'s regime simply because 
he is a black African leader. The Party also opposed a 
recent bill to strengthen NZVs anti-terrorism finance laws. 
still 

farmers\' land access battle with Labour. End Note) 


Election Prospects 


7. (C) The Maori Party has been challenged from its 
inception by the poverty of its core constituency. 

Financially disadvantaged 

harnessing V'people power\" by drafting volunteers to go 
door-to-door to drum up support. Labour\'s John Tamihere 
told Auckland Consul General that the Maori Party\'s real 
strength lies in the seductive 

message of grievance to relatively well-off 

Maori. As a result 

influential Maori institutions such as Maori radio 

stations 

welfare organizations. This Maori infrastructure provides 
the Party with its transport and information resource needs 
and thus makes up for any ostensible lack of cash. Another 
Maori political observer agreed that Maori institutions 
although funded under Labour governments 

Maori Party support. She and Tamihere both observed that a 
large Maori turnout in September will hurt Labour. 


8. (SBU) Before the election date was announced 
observers were predicting that the Maori Party would obtain 
at least five constituency seats. In several polls 

party candidates such as Pita Sharples and Hone Harawira 
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(for Te Tai Tokerau) were pulling way ahead of their Labour 
rivals. Since then 

Sharples is now running neck-to-neck with Tamihere (who 
probably now prefers Labour Party money over Maori 
institutional support). Harawira\'s lead over Labour\'s 
Dover Samuels has almost halved. The Maori Party (and 
Labour) is losing some votes with the entry of independent 
candidates and those of Destiny New Zealand 

with a conservative Maori Christian church. (Destiny also 
appeals to socially conservative Pacific Islanders 

being courted by the Maori Party 

Labour''s prostitution and civil union bills.) 

9. (SBU) Perhaps more influential than election rivals 
however 

a vote for the Maori Party is a vote for National. This 
message is being drummed into Maori and other left-leaning 
voters. The Labour tactic is particularly effective on 

those Maori concerned about NationalVs threat to reduce 
welfare benefits. Some Maori voters may try to reconcile 
their divided loyalties by voting for the Maori Party for 
constituency seats and ticking Labour for the party/ \"list\" 
vote. 


10. (SBU) Although it is also contesting 35 general 
electorate seats in an effort to appeal to non-Maori 

Party is not expected to win many 

The small size of the Maori electorate vote in general 
means it will not obtain many list seats. A more realistic 
scenario is that the Maori Party will win 3-5 Maori 
constituency seats--but not 7. This result would still make 
the Party a potential coalition partner for Labour or 
National 

distaste for such an arrangement. In an August TV debate 
with Nationals Don Brash 

Labour-Maori Party talks 

replying it was the \"last cab in the rank.\" Brash more 
tactfully said that he couldn't see cooperation happening. 
Earlier 

Turia noted that the Maori Party had not offered itself as 
a coalition partner 

approached by one or more parties 

of which party to vote for and under what terms (e.g. 
confidence and supply or a full coalition) to its voters. 


Long-Term Goals: More Maori Constituency Seats and More 
List Seats 


11. (C) Echoing Turia 
Consul General that the Maori Party was not going \"hell for 
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bent\" to be in the Government right now. The question of 
coalitions does not loom large for the party. For the 
September election 

heard in Parliament and to stand staunch on the Treaty of 
Waitangi. If it succeeded in getting seven MPs in 

would have the desired impact and momentum. Then 
following year 

campaign to move every Maori from the general to the Maori 
rolls in order to increase the number of Maori constituency 
seats. Thus 

enjoy 

electorate and list seats. It was with this long-term goal 

in mind that the Party had decided to contest the general 
electorates 

Maori election candidates of European and Pacific Island 
descent. There is 

term future for the Maori Party V'if we are not inclusive 
and if we have just Maori sitting there-we must go for all 
of New Zealand. 

Burnett 
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participation\" by which it will try to attend and provide 
valuable input to as many WHO meetings as possible. On 
pharmaceutical issues 

under which health care providers are encouraged to squeeze 
pharmaceutical companies for cost savings. Hou promised DOH 
was doing all it could to find funds to support innovative 
pharmaceuticals and suggested regularizing a U.S./Taiwan 
dialogue on medical devices and other health issues. End 
Summary. 


Avian Influenza 


2. Paal delivered Undersecretary Dobriansky\'s Al demarche to 
Taiwan DOH Minister Hou Sheng-Mou on August 26. The points 
were modified slightly to recognize the high priority the 

Taiwan Government is already placing on the issue. Paal 
further acknowledged the significant efforts underway to 
address the potential of a flu pandemic-- including 

President Chen Shui-bian\'s recent National Security Council 
meeting on the issue (see reftels B-E for plans up to early 
2005; septel will provide details on more recent efforts). 

Paal also welcomed Taiwan\'s continued excellent 
collaboration with the United States Centers for Disease 
Control (USCDC) built upon the very close cooperation 
established during the SARS crisis. 


3. Hou responded by once again expressing Taiwan\'s deep 
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appreciation of the help provided by the U.S. during the 
SARS crisis. Hou commended the continued close 
collaboration between Taiwan CDC and USCDC that has 
continued following the abatement of SARS. Hou also 
referred to his recent meeting with US Department of Health 
and Human Services Secretary Michael Leavitt. He noted 
that 

would regularize bilateral health cooperation meetings. Hou 
hopes that the next bilateral meeting will be held before 

the end of 2005 in either Washington DC or Atlanta. 


4. Hou said that Al would be one of the major topics of 
discussion (others would include medical devices and a 
discussion of all of the successes resulting from using a 

smart card for Taiwan\'s national health insurance program). 
Hou related how he had promised Leavitt that Taiwan would 
serve as the \"USCDC\'s sentinel guard\" for Al in Taiwan. Hou 
also reported how following President ChenYs emphasis on 
making Al a priority issue 

doing risk communication on Al to executive branch agencies 
the legislature 


5. Paal encouraged Taiwan to continue to work even harder 
to get the message out as several high-level government 
contacts recently told him that they had not drawn up any Al 
contingency plans for their ministries. Paal informed Hou 
how AIT has drawn up extensive Al contingency plans 
including personnel evacuation plans and provisions for home 
isolation in the event evacuation from Taiwan would not be 
possible following an Al outbreak. Paal strongly encouraged 
Taiwan to require that all government institutions do the 
same type of contingency planning. Paal also urged that 
Taiwan encourage all of its citizens to have contingency 
plans and provisions in the event they are isolated in their 
homes. Hou agreed that 

drills at hospitals and included Al in a recent disaster 
planning exercise in Taichung 

planning is needed. 


6. Hou noted a suggestion by Paal that Taiwan move its 
poultry operations indoors in an effort to prevent infection 
crossing over from wild to domestic bird stocks. Hou also 
responded favorably to Paal\'s suggestion that Taiwan provide 
briefings to international missions on Al and encourage 
foreign missions to also prepare. Finally 

that Hou try to arrange an interview on the subject on 
Taiwan\'s largest English-speaking radio station in order to 
try to educate the foreign community in Taiwan about the 
importance of Al contingency planning 

Taiwan is taking to counter a potential pandemic. 
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WHO 


7. Paal took the opportunity to raise World Health 
Organization (WHO) collaboration. Hou said that an 
interagency meeting had recently concluded that with regard 
to WHO 

participationW by which it will try to attend and provide 
valuable input to as many WHO meetings as possible. He 
noted that thus far 

four WHO meetings (two on traditional medicine in china 

on health promotion in Thailand and one on health promotion 
in Switzerland). 


Pharmaceutical Issues 


8. Turning to pharmaceutical issues 

concerns that proposed revisions to TaiwanVs National Health 
Insurance Law would eliminate statutory requirements that 
hospitals and medical practitioners be reimbursed for 
medicine and equipment at actual transaction prices (ATP). 
Although this provision is currently not enforced 

producers believe the proposed legalization of the current 
reference pricing system will increase the pace of mandatory 
price cuts by the Bureau of National Health Insurance (BNHI) 
and encourage Taiwan medical providers to continue demanding 
deep discounts for pharmaceuticals and medical equipment. 


9. Hou responded that the proposed amendment of the NHI Law 
is part of DOHVs plan for \"second generation" NHI reform. 
BNHI is chronically short of funds and has instituted a 

\"global budget" system that caps NHI payments to medical 
providers. Limiting expenditures through reference pricing 
may be one way for the cash-short bureau to increase the 
amount of money available to pay for new drugs 

Bureau of Pharmaceutical Affairs (BOPA) Director General 
Liao Chi-chou noted that the International Research 
Pharmaceutical Manufacturers Association (IRPMA) had 
recommended that BNHI enact rules that would allow patients 
to pay out-of-pocket the difference between the 
reimbursement price and the actual cost for some medicines 
85 a means of reducing BNHIVs costs. Hou added that 
revisions in the regulations to base premiums on household 
income vs. wages would increase the amount of funding 
available for new drugs. 


10. Liao then raised DOH\'s hope that the U.S. would be 
willing to consider a regular meeting to discuss medical 

device related issues. He said that the U.S. and Taiwan had 
signed an Exchange of Letters in 1998 on medical devices and 
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suggested that a regular meeting could take place under the 
framework created by the letters. Hou noted his hope that 
the next health bilateral would include discussions on Avian 
Influenza 

has many valuable experiences 

\"SmartCard\" technology 

with U.S. counterparts. Hou acknowledged that medical 
device registration and licensing had not proceeded as 
smoothly as DOH had hoped as the initial deadline passed in 
June (reftels F and G) 

personally monitor the situation and assign all necessary 
personnel to ensure registration and licensing approvals 
were issued prior to the new December 2005 deadline. 
PAAL 


39395 

39396 

have their agency certify to the Department of State\'s 
Bureau of Diplomatic Security that the employee has 
undergone equivalent security training. The contact for 
this training is Assistant Director for Training at (703) 
205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 


b. The U.S. Mission in New Zealand currently rates the 
threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
incidents to the Regional Security Officer. 


c. Anonymous telephonic threats and obscure threat mail 
have occasionally targeted U.S. diplomatic missions in 
New Zealand. In response to U.S. policies and actions 
various groups in New Zealand have demonstrated 
occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
small and are peacefully conducted. During these 
demonstrations 

services normally provide adequate protection to the 
Embassy and Consulate. 


d. New Zealand is considered a medium threat crime 
environment. As such 

experienced an increase in violent and petty crimes 
they are usually non-confrontational in nature. However 
home invasion robberies and assaults 

becoming more frequent. Burglaries and thefts occur 
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countrywide but primarily in the large cities of 
Auckland 

should be especially aware that street crime 

scams and pickpockets is a daily occurrence in these 
cities. Common sense precautions should be taken 
especially at night 

opportunity. 


e. Generally 

role in the world drug situation; however 

indicates that New Zealand has been utilized as a transit 
point for shipments of Ecstasy 

Australia. The most abused drug in New Zealand is 
locally produced methamphetamine and cannabis. There 
have been increased amounts of lab seizures and violent 
crime associated with groups attempting to control this 
market. 


f. All forms of public transportation are generally safe 

at all times of the day; however 

should use common sense precautions so as to not become a 
target of opportunity. 


9. The traffic situation in Auckland can be difficult 

with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however 
during rush hour moderate delays can be expected. 
Visitors are advised that traffic drives on the left-hand 
side of the road. Visitors are advised that traffic 
accidents are common and that it is safe to pull over so 
that police may take an accident report. However 
visitors who experience hostility or anti-American 
sentiment should depart the scene immediately and notify 
the RSO. 


h. Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular 
telephones 

sensitive information at the Chancery and not at hotels 
or residences. 


i. Visitors should also be aware of the State 

DepartmentVs Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements 

http://travel.state.gov 


j. In essence 
appropriate caution and be alert to their surroundings 
with regard to their personal security. Suspicious 
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incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000 
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holding firm on their refusal to pay the costs associated 
with equipping Fijian soldiers for duty in Iraq. The 
Australians believe the costs should properly be paid by the 
Fijians or the UN. It remains to be seen 

the Minister and the PM will follow ADOD 

Summary 


2. (C) ADOD International Policy Division Pacific Branch DG 
Brigadier Paul Symon and Pacific Director Sari Sutton told us 
on August 29 that in April 2005 the Fijian ambassador to 
Australia had asked ADOD to provide GOF troops deploying to 
Iraq this (northern hemisphere) autumn with military gear 
include everything from socks to body armor to high-fashion 
sunglasses. Symon declined the request 

ambassador that the UN would help with such procurements if 
the GOF were to submit a request to DPKO. Symon ended the 
April meeting by telling the ambassador that he would be 
willing to revisit the issue after the GOF had gotten what 
equipment it could via DPKO. 


3. (C) Fast-forward to the week of August 22 

informed the USG and the UN (reftels) that Fiji was compelled 
to back out of its commitment to increase its presence in 

Iraq because the Australians had refused to deliver promised 
assistance. Symon 

from the UN that the GOF had never submitted a request for 
the basic gear Fijian soldiers needed for service in Iraq. 
Sutton surmised that GOF officials had deliberately waited 
until the last minute to announce their problem in order to 
provoke a crisis that would play the Australians and the 
Americans off each other and see one of the two pay expenses 
that would rightfully have been covered by Fiji or the UN. 

This scenario was plausible 

since the cost of the gear funded by DPKO would have been 
deducted from the fees the UN was to pay to the GOF for the 
\"inner ring\" guard force\'s service. 


4. (C) Sutton pointed out that the U.S. and Australia faced 
two competing objectives in dealing with Fiji. On one hand 
she argued 

even more Fijian troops in Iraq. On the other hand 

risked creating the expectation in Fiji that the U.S. and 
Australia would cover costs that the GOF should rightly 
cover 

when a given mission was of critical importance. 


5. (C) Sutton acknowledged that there was a chance the GOA 
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would decide to \"roll over" and provide the equipment the 
Fijians asked for once again. If they did roll 

it would be done at the expense of fostering bad behavior on 
the part of the GOF. Therefore 

agreed to equip the Fijians again 

there should at least be conditions attached to ensure that 
later deployments are properly coordinated 

funded. Symon said that he would argue to his minister that 
it is important 

impasse evolve through its natural course!" at the UN to see 
what the Fijians bring to the table rather than V'jump in\" 
with funding in the next 24-48 hours. 


6. (С) Comment: Sutton and Simon are frustrated by what 
they see as the GOF\'s attempt to milk the system and blame 
the GOA for a problem of its own making. They are eager to 
cooperate with the U.S. to fix the planning and other 

Systemic issues that led to the current problem. It is 
uncertain 

things the same way as their bureaucrats 

place greater importance in simply ensuring that the Fijian 
presence in Iraq continues and accede to the Fijian demands. 
STANTON 


39398 

the border." Taking these considerations together 

UNCHR team said there may be justification for taking a more 
skeptical approach when reviewing refugee petitions. UNHCR 
also expressed concern at a growing number of cases reported 
from Dak Lak Province and have requested a visit to the 

area. The number of \"refuseniks\" remaining in Cambodia is 
down to six persons but this group seems intent on creating 

a Vpolitical crisisW by forcing their involuntary 

repatriation. The team also reported that they investigated 
possible micro-projects in the Central Highlands and 
concluded that water projects are unnecessary. UNHCR will 
instead focus on health 

projects. End Summary. 


Conditions in Gia Lai Province 


2. (SBU) On August 26 

Representative for Thailand 

Assistant Regional Representative for Operations Bernard 

Quah and UNHCR Vietnam Chief of Mission Vu Anh Son provided 
a summary of their August 23-25 visit to Gia Lai Province to 

Pol/C and PolOff and separately to the Hanoi diplomatic 
community. After meetings in Pleiku with the Provincial 

People\'s Committee 

Pa Districts to assess the conditions in these locations and 
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to interview returnees. The UNHCR officials made the 
following observations: 


-- Local authorities were open and helpful in guiding the 
team to requested locations and in arranging interviews with 
returnees. Although the interviews were monitored 

UNHCR team did not feel that the people interviewed were 
afraid to speak candidly with them. (Note: The team had 
requested private interviews 

End Note.) In general 

relationship between returnees and local authorities as more 
relaxed than on their previous visit and noted that there 
were no signs of systematic intimidation of returnees. 


-- Doc Co District in Gia Lai\'s southwest is readily 
accessible by secondary paved roads. It is situated only 30 
km from the border in a well-cultivated region with 
extensive rubber plantations. Formal border posts were 
established in the area six months ago. The estimated cost 
for residents of this area to cross the border illegally is 

200 


-- In Doc Co 

reportedly been beaten upon their return to Vietnam 

no evidence of physical abuse. The family categorically 
denied mistreatment. They claimed they were misled into 
leaving Vietnam and were glad to be back 

who had misled them. Their chief complaint was that that 
they no longer held any land 

who remained behind had sold the family plot. The Chairman 
of the village Peoples Committee told the UNHCR officials 
that this family would have land allocated in the next 
distribution. 


-- Krong Pa District 

and very difficult to reach by motor vehicle. (Note: The 

UNHCR team members were unable to ford the last river before 
reaching their target village 

accompanying them were able to invite the returnees down to 
meet with the team. End Note.) The estimated cost for 
residents of this area to cross the border illegally is 1.5 

million Dong (about USD 100). 


-- Outside Krong Pa 

also claimed they had been misled into leaving Vietnam by 
promises of more money and opportunity in Cambodia. One of 
the three said he immediately petitioned to be returned to 
Vietnam after seeing the conditions in Cambodia. The other 
two stated they had been promised the opportunity to make 
money across the border to buy more cows and had sold their 
original animals to pay their way. They returned when they 
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found themselves \"stuck in the center of Cambodia with no 
cows at all." Their chief concern was asking for assistance 
in regaining their identification cards. The local People\'s 
Committee Chairman promised to help them. 


UNHCRvs Conclusions 


3. (SBU) The UNHCR team assessed the conditions for 
returnees in Gia Lai as generally fair 

Pa area is poorer than the region around Doc Co. Housing is 
adequate with good electricity and water resources. Local 
authorities have assisted returnees with allotments of 
kerosene 

concerns are raised in open and frank discussions with local 
authorities 

concerns. The UNHCR representatives also noted: 


-- There are specific instructions from the GVN that appear 
to have filtered down to authorities at all levels in the 

region to treat returnees no differently than other citizens 

of Vietnam. Local leaders seem to obey these instructions 

and also seem well informed about individual returnees and 
their conditions. 


-- People in the area are \"gullible because they are not 
well-educated\" and are therefore easily misled by stories 
and rumors of better lives elsewhere. However 

handful of people in Gia Lai have left their respective 
communities 

for doing so. 


-- There are significant social and economic costs for 
people crossing the border that are now causing people to 
think twice about leaving. This realization may well prove 
decisive in reducing the refugee problem from the Central 
Highlands 


4. (SBU) The UNCHR team concluded from the trip that the GVN 
is making an effort to improve conditions for returnees in 

the Central Highlands and that UNHCR may be justified in 

taking a more skeptical approach when reviewing refugee 
petitions in Cambodia. The team called for more foreign 
missions to travel to the region to help verify and report 

their findings there. They also noted with pleasure that 
Vietnam\'s MFA is now actively requesting and supporting such 
visits. 


Dak Lak Province 
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5. (SBU) On a more negative note 

concern at the rising number of cases reported from Dak Lak 
Province. Of 30 recent Vietnamese ethnic minority arrivals 
in Cambodia 

requested permission to visit the area in the near future to 
investigate this phenomenon. 


Refuseniks 


6. (SBU) The UNHCR team also reported that the number of 
\"refuseniks\" in Phnom Penh (those ethnic minority Vietnamese 
who are eligible for but do not accept resettlement) has now 
dropped to only six persons from the original 350 (Ref B). 
However 

numbers 

creating a V political crisis\" over their status by forcing 

their involuntary repatriation and will not accept any 
proposed solution. UNHCR is now seeking alternatives to 
avoid this 

regard. 


Micro-projects 


7. (SBU) In addition to assessing local conditions 

UNHCR team used their visit to investigate possible micro- 
projects 

under the Vietnam-Cambodia-UNHCR Tripartite Memorandum of 
Understanding. Up until their visit 

establishing projects in four sectors: water 

education and vocational training. However 

concluded that water projects are unnecessary given the 
adequate supplies in the region and will now focus on the 

other three sectors. 


Comment 


8. (SBU) Based on UNHCRv's two trips to Gia Lai Province 
appears that the returnees are no worse for wear and that 

the GVN has taken steps to facilitate their reintegration. 

This is a positive development that should be encouraged to 
continue 

monitoring missions to the region to assess progress. For 
our part 

Gia Lai September 6-9 and will debrief UNHCR and interested 
embassies. End Comment. 


MARINE 
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post-shipment checks through Taiwan offices in Iran. End 
summary. 


2. (C) AIT/ECON delivered reftel non-paper/talking points on 
Taiwan machine tool exports to Syria to BOFT Export Controls 
Task Force Head Wally Su on August 26. AIT/ECON stressed the 
importance of requiring companies to know the end user of 

their products and asked for a clear explanation of what 
restrictions had been placed on the She Hong Company. Su was 
unable to readily explain the restrictions placed on She 

Hong 

continue to export machine tools to Syria 

would investigate the cases further. Su said he had asked 
Ecoma\'s General Manager Mr. Guo to travel from Taichung to 
Taipei to explain the companys contact with Iran after its 
commitment earlier this year not to have further dealing with 

that country. Ecoma General Manager Guo said an Iranian 
company had approached Ecoma in May for a price quotation on 
machine tools 


3. (C) Su told AIT he did not have any questions on the 
export/transit/re-export license template that AIT had 
designed and provided to BOFT. He said it seemed 
\"self-explanatory\" and that his technical people had praised 
the templateVs V'sophisticated design. V 


4. (C) Su also spoke of his efforts to conduct post-shipment 
verification in Iran through the Taiwan External Trade Office 
(TAITRA) in Tehran. He said that he had asked TAITRA to 
investigate the Iranian companies which purchased the machine 
tools from Ecoma. However 

companies in Iran operate with a low public profile and 
routinely use invoice manipulation to keep import duties to a 
minimum. As a result 

suspicions 

fearing for his physical safety after making inquiries. Su 

said TAITRA reported that Iran was making a major push to 
develop its automobile industry and estimated the potential 
market for car manufacturing equipment at USD 3 billion. 
TAITRA further reported that Germany had sold USD 1 billion 
worth of car manufacturing equipment to Iran in the past 
year. 

PAAL 
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CONTINUING PRESENCE OF US TROOPS IN IRAQ AND TIGHT US 
CONTROL OVER ALL ASPECTS OF IRAQ\'S NATION BUILDING EFFORTS 
ARE PROBLEMS. THESE PROBLEMS COULD BE ALLEVIATED IF THE Us 
WERE TO ANNOUNCE PLANS FOR AN ORDERLY AND DIGNIFIED 
WITHDRAWAL OF ITS TROOPS. THE PERCEIVED US TILT TOWARDS TI 
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SHIITES AND KURDS IS NOT HELPING IN THE CONSTITUTIONAL 
NEGOTIATIONS. 


ON THE ISRAELI PULL-OUT FROM GAZA SETTLEMENTS 

THE SAME PAPER OPINES THAT THE US PRESIDENT HAS TO LIVE UP 
TO HIS PROMISE OF ESTABLISHING A PALESTINIAN STATE BY 2005. 
HE NEEDS TO CREATE A SOVEREIGN STATE TO COMPENSATE FOR TI 
SOVEREIGN STATE - IRAQ -- WHICH HE VIRTUALLY DESTROYED. 


CONSTITUTION CRISIS IN IRAQ: CAN THERE BE REAL PROGRESS 
UNTIL US WITHDRAWS?Y 


INDEPENDENT ENGLISH DAILY V THE DAILY STAR\" EDITORIALLY 
COMMENTS (8/28/05): 


THE SHIITE AND KURDISH LEADERS ABANDONING NEGOTIATIONS WI 
SUNNI REPRESENTATIVES OVER THE CONSTITUTION THAT IS BEING 
DRAFTED FOR IRAQ 

DEAD-END AND THE COUNTRY COULD BE HEADING TOWARDS EVEN 
GREATER DIVISION AND FACTIONALISM. 


THE REAL PROBLEM IS THE CONTINUING PRESENCE OF US TROOPS I 
THE COUNTRY AND TIGHT US CONTROL OVER ALL ASPECTS OF THE 
NATION BUILDING EFFORTS. THE US HAS LONG ARGUED THAT ITS 
PRESENCE IS NECESSARY TO CONTAIN THE VIOLENCE AND TO 
MAINTAIN SOME SEMBLANCE OF LAW AND ORDER. THE TRUTH 
HOWEVER 

OF THE VIOLENCE. 


FURTHERMORE 

KURDS IS NOT HELPING IN THE CONSTITUTIONAL NEGOTIATIONS. 
NEITHER IS THE PERCEPTION THAT IT IS MORE CONCERNED WITH IT: 
OWN INTERESTS AND PUBLIC OPINION AT HOME THAN WITH WHAT 
WOULD BE BEST FOR THE IRAQIS. 


THESE PROBLEMS COULD BE VERY MUCH ALLEVIATED IF THE US WE 
TO ANNOUNCE PLANS FOR АМ ORDERLY AND DIGNIFIED WITHDRAW/ 
ITS TROOPS. AS OF YET 

ON THE HORIZON 

CREDITED 


FOR SOMETHING POSITIVE TO COME OF THIS QUAGMIRE THAT IRAQ 
HAS DESCENDED INTO 

THEIR OWN AFFAIRS. AS LONG AS THE COUNTRY REMAINS UNDER U: 
MILITARY OCCUPATION AND THE US REMAINS AS THE CRUCIAL PEAC 
BROKER 
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VGAZA PULL-OUT: PALESTINIANS TO GET BACK LAND AFTER FOUR 
DECADES\" 


INDEPENDENT ENGLISH LANGUAGE DAILY \"THE DAILY STAR\" OPINES 
8/26/05: 


JEWS AGAINST JEWS; JEWS EXPELLING JEWS FROM THEIR HOMES Il 
THE \"LAND PROMISED BY GOD\". JEWS BURNING THEIR OWN FLAG -- 
SOMETHING NOBODY COULD EVER THINK OF IN ISRAEL. JEWS IN 
GRIEF 

TURNED VIOLENT AND THEY PROMISED TO RETURN TO \"THEIR 
PROMISED LAND\" ONE DAY. SOME OF THE SETTLERS CALLED SHARC 
HITLER. THIS SIGNIFIES THE ONSET OF VIOLENCE IN THE FUTURE 
FROM ISRAELI SIDE. INDEED 

DEAD THREE PALESTINIANS IN ONE OF THE SETTLEMENTS. ARIEL 
SHARON CONDEMNED THE INCIDENT AND CALLED HIM A TERRORIST. 
EARLIER ONE ISRAELI IDF RESERVIST KILLED FOUR ISRAELI 
PALESTINIANS IN A BUS IN ISRAEL. SO VIOLENCE HAS BEGUN AND 

IT IS LIKELY TO INTENSIFY IN THE COMING DAYS. ISRAELIS MUST 
NOW UNDERSTAND WHY PALESTINIANS HAVE BEEN SO VIOLENT; THE 
LOST THEIR HOMES AND THEIR ANCESTRAL LAND TO THE ISRAELIS. 


ARIEL SHARON IS REPORTEDLY SCHEDULED TO GO TO WASHINGTON 
NEXT WEEK TO MEET AND REPORT HIS COMPLIANCE TO PRESIDENT 
BUSH. ONE EXPECTS PRESIDENT BUSH TO ASK PRIME MINISTER 
SHARON TO CONTINUE THE EVACUATION OF FURTHER SETTLEMENT 
BEFORE COMMITTING A HANDSOME GIFT OF SOME THREE BILLION 
DOLLARS TO ISRAEL. AS ARIEL SHARON HAS ONE-TRACK MIND 

BE IT IS HE AND NOT BENJAMIN NETANYAHU 

BUT THE BOTTOM LINE IS THE US PRESIDENT HAS TO BE FIRM TO 
HAVE IT DONE TO LIVE UP TO HIS PROMISES OF ESTABLISHING THE 
PALESTINIAN STATE BY 2005. HE CERTAINLY NEEDS TO CREATE A 
SOVEREIGN STATE TO COMPENSATE FOR THE STATE -- IRAQ 
SOVEREIGN ONE WHICH STANDS VIRTUALLY DESTROYED. 


CHAMMAS 
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unhappiness with Labour\'s preferential treatment of Maori 
and other groups than it does from holding out for the 
unlikely chance that Maori voters would choose a National- 
Maori party coalition. As Labour has also tried to 

distance itself from Maori party leadership 

also be trying to play on some voters\' fears that a Labour 
victory would mean a leftist 

Maori coalition. End Summary. 
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Background: Maori Party Makes Electoral Registration 
Inroads 


3. (SBU) Maori anger over a perceived Labour Government 
turnaround on Maori claims to New Zealand\'s foreshore and 
seabed led to the creation of the Maori Party in July 2004 
(reftel A). Since then the Maori Party has sought to 

become the Maori voice in New Zealand\'s parliament. For 
the September 2005 election 

seven exclusively Maori constituency seats 

other general electorate and list seats for a current total 

of 51 candidates. Dr. Whatarangi Winiata is Maori Party 
President but the party\'s most popular and visible figure 

is co-leader (and former Labour Party member) MP Tariana 
Turia. Turia will run against her Labour Party nephew for 
the Te Tai Hauauru seat. Pita Sharples 

the other party co-leader and is taking on the charismatic 

but politically wounded Labour MP John Tamihere in Tamaki- 
Makaurau. 


4. (SBU) Despite the odds against its survival -- and 
Tamihere\'s predictions of its stillborn birth -- the Maori 
Party has evolved into a real Maori political alternative 
to Labour. Since its inception 

sign up more than 19 

efforts 

numbers are more important than total card-carrying party 
members. Under New Zealand\'s political system 
citizens have the option of signing up for either the 
general roll or the Maori electoral roll 

the seven Maori constituency seats (seats the National 
Party has long pledged to abolish). Currently 

persons 

have enrolled on the Maori roll; 166 

roll. This is a nearly 9% increase over 2002 figures for 
both rolls. Of first-time enrollments 

voters 

latter represents the fruits of the Maori Party\'s strategy 
to focus registration efforts on first-time 

who lack a history of voting for Labour (reftel B). 


5. (SBU) But what makes the Maori Party worth watching is 
its potential as a coalition partner. It is widely assumed 

that Turia will win her electorate seat. The Party is also 
expected to capture other Maori constituency seats. Each 
MP gained increases the party's legislative influence. 

(NB: The Maori party would be allocated additional list 
parliamentary seats if it gains more of a percentage of the 
party vote than it meets with its electorate seats alone. 
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If the Party gets more electorate seats than party vote 
share 

election. This will affect the number of seats the major 
parties would need to form a coalition.) Since neither 
Labour nor National are expected to win clear majorities 
they will need parliamentary partners to form workable 
governments. National Party\'s Don Brash\'s speech of August 
29 in which he promised to review Maori-based government 
agencies 

National as a coalition partner. Despite the Maori Party\'s 
birth as a 

protest against Labour\'s foreshore and seabed legislation 
now that it has ruled out a coalition with National 

is its only potential coalition partner. 


Policies: Difficult to Assess 


6. (C) From the start 

criticized for its lack of policy pronouncements. This 
situation is little better in the immediate lead-up to the 
September polls -- that is if a voter desires articulated 
party platforms in the conventional 

In May 

policies or \"tikanga\" but it actually consisted of 

sweeping 

Maori socio-cultural values. One searches the \"tikianga\" 
document in vain for the Party\'s position on taxes or 
health care. For that 

emergence of specifics as uttered by party politicians on 
the campaign trail. For example 

Maori Party wants to lower the retirement age of Maori to 
60 

tax for those earning under $25 

filtered out that the Party wants to make Maori language 
compulsory for all civil servants 

on the national resource review process and reinstate New 
Zealand\'s moratorium on genetically-modified plants. 


7. (SBU) In terms of foreign policy 

representative 

Auckland audience mostly in the idealistic generalities of 
the \"tikanga\" document. Perhaps because the audience was 
non-Maori and the other party politicians present offered 
specifics 

nuclear-free stance maintained 

international peacekeeping role and had a \"no first-strike 
policy.\" The Party also placed priority on the UN draft on 
indigenous people and wanted an international treaty for 
indigenous nations. As Turia has said in the past 

added that his party would oppose any international 
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treaties or agreements that breached the principles 
enshrined in the Treaty of Waitangi. That is to say its 
foreign and trade policies would be driven by adherence to 
Maori values. (Note: The Maori Party has been accused of 
refusing to criticize Robert Mugabe\'s regime simply because 
he is a black African leader. The Party also opposed a 
recent bill to strengthen NZVs anti-terrorism finance laws. 
still 

farmers\' land access battle with Labour. End Note) 


Election Prospects 


8. (C) The Maori Party has been challenged from its 
inception by the poverty of its core constituency. 

Financially disadvantaged 

harnessing V'people power\" by drafting volunteers to go 
door-to-door to drum up support. LabourYs John Tamihere 
told Auckland Consul General that the Maori Partys real 
strength lies in the seductive 

message of grievance to relatively well-off 

Maori. As a result 

influential Maori institutions such as Maori radio 

stations 

welfare organizations. This Maori infrastructure provides 
the Party with its transport and information resource needs 
and thus makes up for any ostensible lack of cash. Another 
Maori political observer agreed that Maori institutions 
although funded under Labour governments 

Maori Party support. She and Tamihere both observed that a 
large Maori turnout in September will hurt Labour. 

9. (SBU) Before the election date was announced 
observers were predicting that the Maori Party would obtain 
at least five constituency seats. In several polls 

party candidates such as Pita Sharples and Hone Harawira 
(for Te Tai Tokerau) were pulling way ahead of their Labour 
rivals. Since then 

Sharples is now running neck-to-neck with Tamihere (who 
probably now prefers Labour Party money over Maori 
institutional support). Harawira\'s lead over Labour\'s 
Dover Samuels has almost halved. The Maori Party (and 
Labour) is losing some votes with the entry of independent 
candidates and those of Destiny New Zealand 

with a conservative Maori Christian church. (Destiny also 
appeals to socially conservative Pacific Islanders 

being courted by the Maori Party 

Labour''s prostitution and civil union bills.) 


10. (SBU) Perhaps more influential than election rivals 
however 
a vote for the Maori Party is a vote for National. This 
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message is being drummed into Maori and other left-leaning 
voters. The Labour tactic is particularly effective on 

those Maori concerned about NationalVs threat to reduce 
welfare benefits. Some Maori voters may try to reconcile 
their divided loyalties by voting for the Maori Party for 
constituency seats and ticking Labour for the party/ \"list\" 
vote. 


11. (SBU) Although it is also contesting 35 general 
electorate seats in an effort to appeal to non-Maori 

Party is not expected to win many 

The small size of the Maori electorate vote in general 
means it will not obtain many list seats. A more realistic 
scenario is that the Maori Party will win 3-5 Maori 
constituency seats--but not 7. This result would still make 
the Party a potential coalition partner for Labour or 
National 

distaste for such an arrangement. In an August TV debate 
with Nationals Don Brash 

Labour-Maori Party talks 

replying it was the \"last cab in the rank." Brash more 
tactfully said that he couldn't see cooperation happening. 
Earlier 

Turia noted that the Maori Party had not offered itself as 
a coalition partner 

approached by one or more parties 

of which party to vote for and under what terms (e.g. 
confidence and supply or a full coalition) to its voters. 

As noted earlier 

squashed 

cooperation. 


Long-Term Goals: More Maori Constituency Seats and More 
List Seats 


12. (C) Echoing Turia 

Consul General that the Maori Party was not going \"hell for 
bent\" to be in the Government right now. The question of 
coalitions does not loom large for the party. For the 
September election 

heard in Parliament and to stand staunch on the Treaty of 
Waitangi. If it succeeded in getting seven MPs in 

would have the desired impact and momentum. Then 
following year 

campaign to move every Maori from the general to the Maori 
rolls in order to increase the number of Maori constituency 
seats. Thus 

enjoy 

electorate and list seats. It was with this long-term goal 
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in mind that the Party had decided to contest the general 
electorates 

Maori election candidates of European and Pacific Island 
descent. There is 

term future for the Maori Party V'if we are not inclusive 
and if we have just Maori sitting there-we must go for all 
of New Zealand." 

Burnett 


39402 
DMO 50 (S) 

B. STATE 1432121 

C. STATE 148052 

D. STATE 149779 
E. SANAA 1570 


Classified By: DCM NABEEL KHOURY FOR REASONS OF 1.4 (B) AND (D) 


1. (S) At approximately 0930 local (0630Z) on 21 August 2005 
Colonel Calvin T. Carlsen 

Cooperation (OMC) 

SanaVa International Airport 

(Hamza 

Hamza and his personnel belongings over to Colonel Ahmed 
AVAmer 

Colonel AVAmer was identified by the Yemen Ministry of 
Foreign Affairs as the government official responsible for 
taking custody of Hamza. 


2. (U) Embassy affirms the exchange was completed. 


3. (U) If there are any further questions please contact 

Political and Economic Section Chief Shayna Steinger 

(steingersr@state.sgov.gov) or Political Officer Melissa 
Cline (clinem@state.sgov.gov). 

Krajeski 
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at the embassy in the mornings with regard to arrival times. 
Section heads were reminded to ensure their personnel vary 
their routes and times on a daily basis. 


5. (S/NF) Embassy Ѕапа\а continues to remain vigilant and 
employ sound security practices with regard to physical and 
personal security. 

Krajeski 
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2. The independent daily 
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August 24 

story/opinion piece by Malawian journalist 

Isaac Masingati. Masingati hails the newly 
launched Ambassador\'s Girls Scholarship Program 
as a key to easing underprivileged girls\' 
educational predicaments. Excerpts follow. 


3. VIs there a relationship between the 
American President George Bush and two little 
girls 

None 

found out one. 


4. |f you were to ask among the young of 

Limbuli bordering Mozambique in Mulanje 

would be amazed how the name George Bush easily 
slips through their lips. 


5. He is reaching out to desperate and needy 
girls who would have dropped from school due to 
poverty by providing them with requirements that 
will keep them in class and away from early 
marriages. While their understanding of the 
American President varies from the film maestro 
Harrison Ford of Air Force One to the anti- 
terrorist buster . the children of Limbuli in 
Mulanje and Bolero in Rumphi do agree on one 
thing: whoever this man Bush is 

man. 


6. This is a national tragedy. Because of 

poverty 

school and often end up commercial sex workers 
where they die of HIV/AIDS. Some become 
premature mothers who cannot provide for their 
children while the rest sneak into the tobacco 
and tea estates where they are harassed and 
abused by employers and fellow workers. Thanks 
to the Ambassador\'s Girls Scholarship Program 
(AGSP) 

with essential provisions to ease their 
educational predicaments. 


Eastham 
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versus ideological approach to politics. Placing the family 
at the center of its policy making United Future says it 
wants to empower communities and put the interests of the 
country ahead of \"petty\" politics. In 2004 

entered into a modified coalition agreement with Labour by 
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agreeing to support the government on all issues surrounding 
spending and votes of confidence (confidence and supply). 
However 

diminished presence in the next parliament. It is currently 
polling well below 5% 

Peter Dunne at least will probably win his electorate seat. 


5. (SBU) At present 

post-election allegiance 

Labour and National. Unlike any other minor party 

Labour and National would welcome United Future into either a 
formal partnership or support arrangement. There are rumors 
that Dunne wishes to be Minister of Foreign Affairs in any 
coalition government. (NB: He has served as a cabinet 
minister in both partiesY governments.) A diminished United 
Future presence could mean a future Labour-led coalition 
would be less stable. In spite of some distinct differences 

over social policy 

in the current government 

since the MMP electoral system began in 1996. Notwithstanding 
this recent cooperation 

align with Labour after the election. On crime 

Waitangi issues 

United Future more closely reflects the more conservative 
National Party. 


The Progressive Party 


6. (SBU) The Progressive Party is presently the junior 
partner in the governing coalition 

Labour ally. It currently holds two seats in parliament 
belonging to leader Jim Anderton and the other to Matt 
Robson. Despite being left-wing on economic issues 
Progressive Party focuses particularly on economic 
development and job creation 

even favoring a cut in corporate tax rates. Jim Anderton is 
currently the Minister of Economic Development. The party 
also promotes free education and free healthcare. It also 
favors maintaining a zero tolerance position on drugs. 


7. (SBU) In reality 

Government does not carry much weight. The party's profile 
and name recognition is low 

than not muted inside and outside of parliament. As a result 
of this 

in government. At present 

national polling. However 

constituent seat 

to parliament in the new term. If Labour is restored to 

power 
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role in government. 
Burnett 
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8/29) 

B. VIslamists Remove Their Masks--Beware of the 
Constitution (Modern Discussion Website 

C. \"The Constitution between Compromise and Veto\" (Dar al- 
Ігааіуа 

D. \"Ba\'athism and the Legitimacy of the Constitution" 
(Wattan 4 All 


A. \"lraq\'s Constitution-Theatre of the Absurd\" 
Editorial by Salah Omar Al-Ali 
(http://iraq4all.org) 


\"For six months now 

has been showing a comedy entitled 

Constitution. And we reveal no secret when we say that all 
acts were completely prepared in the White House kitchen. As 
for the actors 

scenes and expressing them through tragic gestures to limits 
that make you sad and want to cry and through comic gestures 
that do the same. 


Whereas some players support and others reject (they agree 
and disagree) they all follow one director occupying lraq\'s 
thrown these days--the Occupiers (Ambassador Khalilzad and 
Negroponte before him). 


Many nations took a long time to draft their constitutions 
including the United States that needed eight years to 
complete and approve its constitution 

seven years after toppling the Nazi regime. So how can 
Iraq\'s constitution be drafted in seven months while it\'s 
still under the occupation of the U.S. military 

we distract people with this issue to divert their attention 
from the main cause of resisting occupation? 


The current constitution completely neglects the country's 
sovereignty 

the guise of federalism 

moniker of preserving rights. 


Imposing a constitution drafted according to the TAL and 
devised by the best known Zionist extremist personalities 
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represents the utmost degree of disrespect for Iraqis and 
Iraqvs future generations. 


We join our voices with those demanding the rejection of 
this draft which 

catastrophes. We call for demonstrations 

signatures to be sent to the U.N. 

all Iraqi cities to clarify the dangers resident in this 

draft proposed by an illegitimate National Assembly." 


B. \"Islamists Remove Their Masks--Beware of the 
Constitution" 

Editorial by Nejah Yousif 

(http://www.rezgar.com) 


VI wasn't surprised by the vicious campaign launched by 
supporters of the United Iraqi Alliance against the 
Communist Party and the Kurdish coalition 

itself in an undesirable position due to its failure in 

providing security 

administrative corruption 

assassinations and attacks executed by its militias 

currently controlling police and military forces which can 

be clearly seen though sectarian slogans mimicked by these 
forces on Iraqi satellite channels. 


Drafting a constitution is a national responsibility that 
should not overlook any of the populations components nor 
hinder half of the society through Islamic laws. 


The current "revisedV draft constitution reflects the 
ambitions and desires of religious clerics to take over and 
reach the state of clerical ruling currently found in Iran. 
This draft is worse than the first constitution in lraq\'s 
history. The stinking stench of sectarianism is obvious and 
its consequences will be inflicted on the suffering masses. 


What makes things worse is that the election boycotters 
those who are truly former regime elements 

the draft for proposing Islam as a main source of 
legislation and not the main source of legislation. In 
addition to opposing federalism and the eradication of the 
BaVath Party they want to return to square one and 
rehabilitate their fascist party members so they may re- 
enter the political process and take over power again. 


On the other hand 

policy in Iraq 

constitution over a multi religious and intellectually 

diverse Iraqi society. The U.S. promoted this constitution 
describing it as a democratic example that would encourage 
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the region\'s people 

it neither encourages Iraqis nor the region\'s people 
allowed to continue it will yield an ineffectual and 
decrepit constitution. 


And to complete the picture 

democratic powers should start now. Where today\'s fascists 
have learned from those of yesterday 

concept of divide and conquer by assuring Kurds of 
federalism (until they were able to gain endless rights for 

the Shiite clergy and their take over of the police and army 
forces) and circulating rumors about communists and their 
struggles to distort their image and prevent any secular and 
democratic visions. 


Iraqis have shown patience and endured crises and bloody 
wars to be able to live in a society of justice and 

equality 

threatened by the authority and dominance of men. The only 
thing | can do in the face of the enemies of democracy is to 
vote "NoY over the constitution. V 


C. “Тһе Constitution between Compromise and Veto" 
Editorial by Adil Al-RubaiVee 

House) Website (http://www.normal.iraq- 
ina.com/showarticles.php?id=1270) 


\"All civilized countries throughout the world have had their 
democratic and constitutional experiments which developed 
over decades or even hundreds of years before evolving into 
their current forms guaranteeing stability and prosperity 

for their citizens and promoting the peaceful transfer of 
authority through democratic principles based on competition 
among political parties and power through ballot boxes. 


Although a lot of these experiments are similar in their 
outlines 

life 

political and constitutional changes. 


And whoever reads the political and constitutional history 
of these countries will find that constitutions were 
developed and integrated over time in ways that match 
peoples\' hopes and open new horizons. 


Our draft constitution and all of the hot debates around it 

is a base for the new Iraq and not a future frozen in a 
destiny that can\'t be changed or modified--especially if we 
know that people have the final word. The important thing is 
that sticking issues should be settled according to national 
interests and not to use compromises to impose minority 
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vetoes on the majority because that won\'t serve the 
political process or the national interest." 


D. \"Ba\'athism and the Legitimacy of the Constitution" 
Editorial by Abdul Baqi Faraj 

Wattan 4 All (A Country for All) News Website 
(http://wattan4all.com/viewarticle.php?id=329 5&pg-articles) 


“This constitution lacks legitimacy - this is what a man who 

landed on a podium coming from another time announced! A man 
without a mustache and long beard who put a white turban on 

his head 

short cloak on his shoulders. | thought for awhile that he 

is one of Sahaba (Prophet\'s friends) or one who was carrying 

his sword though he didn\'t have one. 


You could give this individual 

names! He resembles Osama Bin Laden 

Zarqawi 

Islamic Republic of Iran 

numerable others of death and darkness. But he is comrade 
Sheikh Abdul Nasir Al-Janabi who came forward this morning 
to announce lraqvs constitution which Iraqi people will give 
their vote to on October 15th. "This constitution lacks 
legitimacyY because it wasnVt written on a basis of 
compromise! 


With whom and how could compromise be achieved? Abdul 
Nasir\'s comrades announced.The constitution should be 
written in a compromise with them! What they intend to do is 
to re-legitimize respect for the Nazi BaVath Party. 


Apart from being 

draft Iraqi constitution because its articles were written 

by people with clerical minds. This is the political reality 
and this is the power balance. You should listen to the 
peoples opinion even if you disagree with those who wrote 
the constitution and with majority opinion which is not 
always right ! 

You should then listen on October 15th for two letters or 
more when people say "YesY or Νο. \" 
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governmentVs offer to host the next APMM in Manila in 2007. 
A planning meeting in Manila in mid-2006 at the 
senior-officials level will evaluate progress in implementing 
the Action Agenda agreed to at the inaugural ministerial. 


NEW BILATERAL CT CONSULTATIONS 


3. (C) The APMM discussed existing bilateral 


Column 3 

counterterrorism (CT) cooperation and highlighted the 
doubling in May (Ref A) of Australia\'s bilateral CT 
assistance to A$10 million (US$7.5 million). GOA officials 
assured their Philippine counterparts of Australia\'s support 
for GOP efforts to address domestic security issues 
including maritime security and border control. (Note: As 
reported in Ref B 

DFAT\'s CT Ambassador Les Luck expressed great concern about 
the southern Philippines as a breeding ground for 

terrorists.) Australia and the GOP agreed to start 
interagency consultations to strengthen the CT relationship. 
Hackett told us Luck would chair the Australian side 

would include representatives from the Department of 
Immigration and Multicultural and Indigenous Affairs (DIMIA) 
the Australian Customs Service 

and Regional Services (DOTARS) 

(AFP) 

host the first round of consultations before the end of 2005. 


ENCOURAGING THE GOP TO JOIN PSI 

4. (C) Hackett told us that during the CT discussion 

officials had encouraged the Philippines to join the 

Proliferation Security Initiative (PSI). Philippine 

officials expressed some hesitation and asked questions about 
the legal ramifications of becoming a PSI partner. Hackett 
said DFAT officials would draft a reply to Manila to try to 
address these concerns. 


BORDER CONTROL AND TRANSPORT SECURITY 

5. (C) Australian and Philippine Ministers announced 
agreement in principle to enter into a bilateral Arrangement 
on the Deployment of Air Security Officers/Air Marshals and 
looked forward to an early conclusion of a Memorandum of 
Understanding on Immigration and Border Control. Hackett 
said the Air Security Arrangement would enable sky marshals 
to be on flights between the two countries. He was hopeful 
that both the Immigration MOU and the Air Security 
Arrangement could be finalized before the end of 2005 

he acknowledged that this was an ambitious deadline. 


EXCHANGE PROGRAM AND DEVELOPMENT ASSISTANCE 
6. (U) Other elements of the Action Agenda included 
establishing a political exchange program between the 
Australian and Philippine parliaments and reinstating 
exchanges under the Philippines-Australia Young Leaders 
Program. Both governments also agreed to make progress on 
bilateral commercial disputes 

quarantine-related issues. The two sides will explore 
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opportunities in the Philippine mining sector for Australian 
mining companies. Australia agreed to fund a new A$34 
million (US$25.5 million) five-year program to improve land 
administration in the Philippines. In the 2005-06 fiscal 
year 

total A$64 million (US$48 million) 

security 


7. (U) The GOA Ministers welcomed GOP support for Australian 
participation in the inaugural East Asia Summit to be held in 
Kuala Lumpur in December. In 2006 

Australia the next meeting of the regional Interfaith 

Dialogue that brings moderate religious leaders from the Asia 
Pacific region together to discuss shared values and promote 
tolerance and understanding. (Note: The first regional 

Interfaith Dialogue was held in 2004 in Indonesia.) 


STANTON 
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to Tsunami Warning Systems (TWS) 

level of misgiving the Thais displayed towards the IOC 
Intergovernmental Coordination Group\'s coordination of an 
Indian Ocean Tsunami Warning System (IOTWS) among Indian 
Ocean countries. End summary. 


2. (SBU) The questions and answers below are keyed to the 
questions listed in para 15 of Ref A: 


- (For Indian Ocean countries only) If the Indian Ocean 
Tsunami Warning System (IOTWS) should be managed by a single 


SIPDIS 
regional center in the Indian Ocean region 
IOTWS center be located and why? 


Met Dept: Thailand favors the idea of establishing a national 
center in each Indian Ocean country and encouraging close 
cooperation between those centers. It appears that many 
countries in the region want to be the regional center 
starting with Australia 

recently Malaysia 

becoming the regional center ) it appears that it will be 
difficult to arrive at consensus for a single country to be 

the center. 


We are also concerned that some Indian Ocean countries may 
not be willing to cooperate fully 

not share information on the July 24 earthquake near Nicobar 
Island. This does not bode well for IOTWS efforts. (Embassy 
note: We are relaying here what the Thai Meteorological 
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Department told us and cannot corroborate its statement about 
India sharing or not sharing information. End note.) 


NDWC: Thailand does not favor the idea of establishing a 
single regional center (as the Thai delegation stated in 
Perth). One of our main concerns is that unless the regional 
center gets full support and cooperation from the other 
Indian Ocean countries 

tasks. 


Embassy comment: Thailand pushed hard its bid to become the 
regional center for an IOTWS at a ministerial meeting it 

hosted in Phuket at the end of January (Ref A). After it 

failed to win support from India 

that meeting 

multi-nodal system in which no single country is designated 

the regional center. 


- 15 your government committed to purchase TWS equipment or 
has it received assistance for the purchase of TWS equipment? 
What kind of equipment? Where do you perceive a need for 
additional assistance? 


Met Dept: Prime Minister Thaksin wants three DART buoys to be 
completely installed by September 2006 (one buoy installed in 
early 2006 and two more buoys by the end of 2006). Thailand 
will also buy at least one TWS cable system (Japanese) and 
some tidal gauges. Thailand is interested in NOAA and 
Science Applications International Corporation (SAIC) 
products and services 

1) NOAA can supply buoys in a reasonable time period 

2) SAIC has a local rep who can deal with after-sales-services 
3) Technical assistance can be provided to help Thailand link 
and integrate the data from the various detection devices. 


Thailand also urgently needs a quotation from NOAA regarding 
DART buoy and maintenance costs. Meanwhile 

aggressively promoting its Ocean buoy. Germany recently 
donated two buoys to Indonesia and plans to donate more. 


NDWC: The Thai government has allocated a budget of 400 
million baht ($10 million USD) to procure a TWS cable system 
(Japanese) to be installed near Thai islands in the Andaman 
Sea. The Japanese cable 

System may be able to complement the buoy system. We also 
have a budget 180 million baht ($4.5 million) for the 
procurement of buoys. The government would prefer to 
purchase more sophisticated technology such as DART buoys 
but may have to consider less high-tech options such as the 
lower cost German buoys. Procurement decisions will be made 
soon. 
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Embassy comment: During a mid-August visit to Thailand 
McKinnie of NOAA and Orestes Anastasia 

for the IOTWS program based in Bangkok 

the Meteorological Department and the Seismological Bureau 
that the high-tech DART buoys are not currently available 

(each buoy is fabricated individually by NOAA) and that when 
they do become available 

individual governments per se 

as a whole under the UNESCO/Intergovernmental Oceanographic 
Commission (IOC) framework. In addition 

that Germany\'s buoys (such as those donated to Indonesia) are 
still in the R&D phase 

demonstrated reliability as U.S. DART buoys. 


- What is your impression of what the IOC Intergovernmental 
Coordination Group should have in place within the next six 
months? How do you plan to demonstrate new domestic warning 
capabilities in that timeframe? 

Met Dept: No comment on the IOC Intergovernmental 
Coordination Group. Thailand cannot possibly demonstrate new 
capabilities within the next six months because the 

procurement and installation of buoys 

gauges won\'t be completed until at least September 2007. 


NDWC: Thailand has been unimpressed by the IOC. Thai 
officials who participated in previous IOC meetings commented 
that the meetings were a lot of talk with no action. 

Thailand may reconsider its level of participation in future 

IOC meetings. The NDWC may delay major decisions on 
investments until early October 


Embassy comment: We were surprised at the level of 
frustration our interlocutors voiced with the IOC process. 
Since its own attempt at being designated the regional center 
in January failed 

its first priority is developing a national TWS 

with other Indian Ocean countries and the IOC as possible. 


Embassy comment continued: The Meteorological Department and 
NDWC interlocutors focused on the high-tech detection 
component of its TWS. In fact 

TWS ) national communications system and public awareness 
and response ) were tested successfully following the July 

24 earthquake near Nicobar Island. On July 24 

broadcast a live television alert within 20 minutes of first 
learning of the earthquake (from Malaysia). Local officials 
evacuated thousands of people from their homes and 

for numerous traffic jams 

ARVIZU 
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try to influence the Europeans in particular who 

have been misled by the Norwegians away from the 
LTTE\" and that the Norwegians have been providing 
\"misinformation\" about the real nature of the 

LTTE.) Brattskar also said he had found an August 
30 op-ed hatchet job in the English language Daily 
Mirror on Norwegian DFM Vidar Helgesen to be 
beyond the pale. (The op-ed 

attack on just about everyone involved in the 

peace process by one of Colombo\'s more rabid 
journalists 

face of a psychopath\" and 'We have been Helgesen\'s 
slaves for too long.\" The piece also blames 
Helgesen for the August 12 assassination of then- 
Foreign Minister Lakshman Kadirgamar and implies 
that it would be appropriate for Helgesen to meet 

the same fate.) 


2. (C) Brattskar told Charge\' he will seek 
instructions from Oslo and then intends to call on 
Foreign Ministry Secretary Palihakkara August 31 
to convey concern at the Foreign Minister\'s 
comments and note that while Norway remains 
committed to its facilitation role 

down well with Oslo if Norway\'s involvement 
becomes a political football in the upcoming Sri 
Lankan presidential election. Brattskar said he 
would give a readout on his discussion with 
Palihkakara 

to arrange a cease-fire agreement (CFA) 
implementation meeting 

meeting Charge\ is hosting on September 1. 


3.(C) Comment. Norwegian frustration over 
Anura\'s comments is understandable and there is 
little doubt that anti-Norwegian sentiment will be 
stirred up as election fever grows. We will 
continue to tell the government and other parties 
here that we think the Norwegians are doing a fine 
job and have full U.S. support. Some of 
Brattskar\'s frustration undoubtedly comes from his 
lack of success at setting up a CFA meeting. 

Press reports this morning state the LTTE 
continues to refuse to meet in no-man\'s land south 
of Kilinochchi for security reasons. The real 
reason probably is that 

election in the offing 

come to the table with a lame duck administration. 
ENTWISTLE 
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The businessmen supported Kanaan\'s view that the rules for 
private sector participation in Iraq\'s reconstruction should 

be re-written to include \"regional\" businesses capable of 
getting the work done now. END SUMMARY. 


Businessman Involved in Iraq: \"Change the Bids Process!" 


2. (C) At CODELVs August 21 meeting with Kanaan 

chairman of Mid Jordan Investments and Resources Company -- 
which is heavily involved in lraq-related enterprises -- 

Kanaan painted a picture of a broken plan to stabilize Iraq 
through economic security. (Minister of Health Said Darwazeh 
joined the meeting 

KanaanVs company.) Kanaan told the story of a successful 
Iraqi lawyer who left Baghdad for Jordan because his family 
had no electricity 21-22 hours each day and he could not put 
kerosene in his backup generator because he had no gas in his 
car to go fetch it. Oil 

lacking 

off line and even less electricity was getting through to the 
people. 


3. (C) Kanaan noted that the \"process\" was to blame and 
that prime contractors could not find local Iraqis competent 
to do the work 

the region" to hire those firms that could get the job done. 
Kanaan 

the success of his firm 

U.S. bases in Iraq. More broadly 

Jordanian firms had long experience in Iraq and could do what 
others could not. Kanaan also made a strong pitch for the 
USG to fix the \"process\" related to infrastructure awards for 
IraqVs reconstruction. (For example 

currently mandated reconstruction contracts failed to require 
a VMethod Statement" explaining how a contractor would 
complete the task being put out for bid.) He also noted 
\"security\" ate up too much of project budgets 

between winning bids on projects and signing contracts was 
too long (two years in the case of a Basra hospitals 
refurbishment) 

significantly delaying payments for work performed (out of 
incompetence not malice 


Business Elite 


4. (C) Minister of Health Darwazeh 
in widening the CODELV's understanding of Jordanian 
perspectives on Iraq 
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leading Jordanian businessmen on August 23. Joining him 
along with Charge were Deputy Prime Minister Marwan Muasher 
and Minister of Labor Basem Al Salem. Included in the group 
were the CEOs of four of JordanYs most prominent companies -- 
Fadi Ghandour of ARAMEX; Mazen Darwazeh of Al Hikma 
Pharmaceuticals; Ghassan Nuqul of the Nuqul Group; and Ali 
Al-Husri of the Export and Finance Bank. Others included 
businessmen having licensing agreements with leading U.S. 
movie studios and record labels 

beverage firms. 


5. (C) Commenting on that day\'s international media focus 
on U.S. opponents to the effort in Iraq 

Rep. Hoekstra and Charge that it would be \"a catastrophe\" if 
the U.S. were to significantly scale back its military 

presence in Iraq before Iraqi forces were \"ready to control 

the situation.\" The CEOs 

decision to intervene 

would spell serious trouble for the region. They again 

placed emphasis on fixing the process in Iraq regarding 
private sector involvement. Export and Finance Bank CEO Ali 
Al-Husri complained that while his bank\'s investment in a 
private bank in Iraq was resulting in more services to the 

local business community there 

difficulty with several Iraqi ministries 

action unnecessarily. Jordanian businessman Samir Murad said 
that corruption was an increasing problem in Iraq. 


6. (C) While the businessmen could not agree on a specific 

way forward 

security and economic stability first 

political development. Curbing corruption was a top 

priority. Some argued that the de-BaVathification process 

had gone on too long 

were not really Saddam supporters 

were now needed to move Iraq\'s economic development forward. 


Unanimity on Staying the Course 


7. (C) The one theme that emerged with a single voice was 
the request from this group -- a mixture of East Bankers 
West Bank Palestinians 

U.S. continue its presence in Iraq. Training more Iraqi 
soldiers and police in Jordan would help security (as would 
bringing back some BaVathists in the security arena). One or 
two expressed disenchantment with an Woccupying force\" in 
Iraq. Nonetheless 

of U.S. or coalition forces was an acceptable alternative at 
present. 

8. (C) \"Jordan has put all of its chips on the table with 
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the United States 
continue to back the U.S. 
troops now 


9. (SBU) Khaled Kanann of MJC and his colleague 
Bray 

regional private sector partnerships for progress in Iraq." 
We expect this paper 

members of Congress 

at the meeting with CODEL Hoekstra. 


COMMENT 


10. (C) Putting aside the obvious self-interest 

be one or two constructive points in the germinal stages 
among the suggestions and critiques being raised by these 
Jordanian businessmen. Post will follow up on the proposed 
white paper. 


11. (U) CODEL Hoekstra did not have the opportunity to 
clear this message. 
HENZEL 
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chemical pesticides 

Organic methods must be used for three years before a crop 
can be certified organic. For \"adjusted organic 

limited use of pesticides. The adjusted organic standard 
allows for pesticide use only during certain times of the 

year. Organic livestock and poultry must be raised on 
organic feed. They cannot be fed antibiotics 

products 

(GMO). 


3. Currently 

entities to certify organic farmers. Farmers can apply to 

any of the four entities for certification. Once the 

farmer\'s land passes inspection 

products with a seal from the organization that inspected 
them. The seal can only be applied on certain products: 
vegetables 

know that the product has been grown in accordance with 
Taiwan Organic standards. The four certifying entities: FOA 
(Formosa Organic Association) 

Production Association) 

Foundation) and MOA (Mokichi Okada Association). Based on 
an AIT OfficerYs personal observations 

widely recognized label in Taiwan. MOA is an international 
organization based in Japan that promotes organic farming. 
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Lack of Labeling Regulations Inhibit Organic Market 


4. Although the organic standards are stringent 

labeling laws have prevented the market from growing. WMany 
people want to buy organic products but don\'t know who to 
trust. Anyone can use the word VorganicY without penalty." 
said James Su 


5. There are three reasons why labeling regulations are 
confusing to customers. First 

Farmers do not have to be certified to claim they are 
organic. There is no restriction on using the word 
\"organic\" to promote one\'s product. Some producers have 
developed their own organic standards instead of going 
through the expense of being certified. 


6. Second 

available to farmers. The four official certifying entities 
each issue their own seal. This creates confusion for 
customers inundated with a myriad of different seals on 
organic products. 


7. Third 

on vegetables 

poultry or processed foods cannot be certified in accordance 
with Taiwan organic standards. Selena Bai 

the Council of Agriculture 

told AIT/T that certifying livestock and poultry requires 
additional investment because of the training required. Bai 
also said that no certifying entities have applied for the 
required additional training. For products that cannot be 
certified 

manufacturer. 


New Agricultural Food Safety Bill in October 2005 


8. COA officials admitted that the lack of strict organic 
labeling rules is an impediment to developing a robust 
organic market. Selina Bai 

addressed in the new Agricultural Food Safety Bill we are 
introducing to the Legislative Yuan in October 2005." 
According to Bai 

for organic products is spread out over many different 
divisions within the COA. For example 

regulated by an animal husbandry division while product 
labeling is regulated by food products safety division. The 
new law will give one division within COA broad powers to 
regulate all aspects of the organic market. In addition 

the new law will no longer make compliance voluntary. 
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Organic products will need to be certified in accordance 
with Taiwan organic standards. 


9. Two COA officials contacted by AIT would not predict when 
the bill would become law. But the officials said that 

there was pressure on COA to have the bill completed by 
October 2005 in order for it to be introduced in the current 
session of the Legislative Yuan. The current session ends 

in January 2006. 


Uniform Organic Seal Slate for January 2006 


10. As a stopgap measure 

becomes law 

January 2006. This new seal will replace the four different 
certification seals that are currently being used. The four 
official certifying entities will begin issuing the seal 

instead of their own seals in January 2006. COA officials 
hope that consumers will place more confidence in this seal 
because it will be the first seal approved by the 

government. COA plans to begin educating the public about 
the new organic seal in December 2005. 


11. Bai explained that until the new Agricultural bill is 
passed 

certified. The hope is that consumers will vote with their 
dollars and buy only organic products that carry the COA 
seal. She hopes that if the public identifies the COA seal 
with organic products 

for certification to continue selling their products. 


Private Investors see Potential 


12. Private investors see the organic market as ready to 

take off. In August 

the largest wholesaler of organic foods in Taiwan 

that he will open Taiwan\'s largest organic/natural foods 
supermarket in Kaohsiung in September 2005. Hsu has been 
importing organic food products for the last ten years; his 
main business is selling organic soybeans to stores that 

then process it into tofu and soymilk. Now he wants to 
process and sell the food products directly to the customer. 


13. Hsu spent USD 10 million to build the 34 

store named Lohas. A second store is being built in 
Taichung. Mr. Hsu plans for 90 more store locations over 
the next two years. 
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14. Mr. Hsu believes the image of an upscale organic 
supermarket will appeal to customers. \"When I go to the 
U.S. | notice that organic supermarkets like Whole Foods can 
charge a premium and still be very popular." Mr. Hsu hopes 
to have the Lohas name carry the same cachet with Taiwan 
shoppers. 


15. A supermarket chain will bring big changes to the retail 
market in organic products. Currently 

for organic products in Taiwan is fragmented. There are 
about 800 stores that specialize in natural foods. Most of 
these stores are individually owned and about the size of a 
typical convenience store. A large supermarket chain will 
force smaller stores to consolidate and may also attract 
more customers to organic products. 


16. In addition 

government to regulate the market more effectively. Hsu 
hopes the Lohas supermarket chain will lead to the creation 
of a trade group to lobby for stricter laws on organic 
products. 


Demand for organic growing 


17. Precise statistics on organic food sales are impossible 

to determine because the COA does not differentiate between 
organic products and regular food products in their records. 
Some estimates can be made based on imported organic food 
products. Mother Nature for example 

million in U.S. organic products in 2004. The company 
imports approximately 1.3 millions tons of organic food 

grade products a year. Based on his company's imports 

the owner of Mother Nature 

spent USD 36 million on organic products in 2004. He 
estimates that the total organic market in Taiwan has been 
growing 7-10% a year. 


18. An indication of the marketVs potential can be found in 
sales of industrial food processing machines for organic 
products. These machines are sold to supermarkets and 
restaurants. They turn wheat or soybean into noodles 

bread 

selling the machines 

the machines. Hsu\'s explains that stores would not be 
investing in these machines if the demand was not there. 
Hsu said \"Over 500 stores are using the machines to process 
organic products. | estimate machines sales are growing 10- 
20% every year." 


19. Another indicator is the amount of certified organic 
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farmland. More farmers are applying to have their farmlands 
certified as organic. COA statistics show that in 2004 
Taiwan had 1246 hectares of certified organic farmlands. 
This is an increase of 39% from five years ago when there 
were 898 hectares of organic farmland. 


20. James Su of FOA 

farmland is much greater. Many organic farmers do not see 
the need to be certified. According to him 

farmers are small producers and sell to customers based on 
word-of-mouth and through local produce delivery 
organizations. 


U.S. Exporters can Benefit from Taiwan\'s organic market 


21. U.S. exporters should benefit from Taiwan\'s growing 
organic market. In Asia 

been focused on Japan and Korea for their products. 
However 

organic exporters. Unlike Japan and Korea 

do not have to be re-certified before they enter Taiwan. 
U.S. organic products can display the USDA organic seal in 
place of Taiwan certification. However 

Agricultural Safety bill may change this. COA official 
Selena Bai said that they are considering different methods 
for how imported organic products will be treated. Since the 
bill is still being drafted 

decision will be. 


22. In addition 

standards to be more reliable and safe. They may give more 
weight to an organic product from the U.S. than a similar 
product from Taiwan. This is a fact that is apparent to 

Hsu. Sixty percent of the products in his Lohas supermarket 
will be of U.S. origin. 


23. Comment: The new Agricultural Safety Bill and the new 
COA organic seal are steps in the right direction for the 
organic market in Taiwan. Questions remain about when the 
COA Agricultural Bill will become law and what impact this 
may have on the current status of the USDA organic seal. It 
is also uncertain what impact the new COA organic seal will 
have if the Agricultural Bill is not passed. Without the 

new law the organic seal will still only be voluntary. A 

new upscale supermarket chain specializing in organic 
products will provide new retail opportunities for U.S. 
organic exporters. All of these developments are 
indications that the organic/natural foods market in Taiwan 
is on the rise. End Comment. 
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4. (U) Embassy officers then met with Minister of Aviation 
Borishade 

delivered ref talking points on U.S.-Nigerian aviation 
disputes 

of Foreign Affairs and Aviation. Borishade acknowledged 
that U.S. had a right to be concerned if Nigeria failed to 
abide by the Open Skies Agreement. He then went on to say 
however 

GONVs was concerned that while Continental had been poised 
to begin flights to Nigeria 

begin direct service to the United States were only in the 
early stages. Borishade termed these differences 
\"lopsided.\" 


5. (SBU) Kubor said that the USG had not responded to the 
GON\'s diplomatic note designating Virgin Nigeria under the 
Open Skies Agreement (OSA) 

United States. He said Virgin Nigeria had applied formally 
\"months ago\" to the U.S. Department of Transportation 
(USDOT) to operate direct flights. Economic Counselor noted 
the embassy was aware of Virgin Nigeria\'s discussions with 
the USDOT but said that the information we had from DOT was 
that Virgin Nigeria had not yet applied for economic 
authority (landing rights). (Begin comment: The Department 
earlier informed Embassy Abuja that as of August 3 

Nigeria had not applied for economic authority. The 

Ministry of Aviation apparently is not distinguishing 

between the GON\'s and Virgin Nigeria\'s continued 
discussions 

Nigeria\'s actually completing the application process. 
Ambassador John Campbell 

29 meeting in Lagos with Virgin Nigeria\'s chief executive 
officer 

GOMNM\'s designation of Virgin Nigeria under the OSA. End 
comment.) 


6. (SBU) Borishade requested a formal written USG acceptance 
of the GONVs designation of Virgin Nigeria under the OSA 
contending that if the USG \"does not approve a designation 
there is no use in applying. Kubor linked Continental's 
difficulties to Virgin NigeriaVs efforts for direct U.S. 

flights 

Government that is the problem. They equated such 
acceptance with a pre-assurance that the USDOT would approve 
Virgin NigeriaVs direct service to the United States. The 
Economic Counselor said the U.S. had received the GON\'s 
designation and told the Minister that the GONVs designation 
meant that Virgin Nigeria was free to apply for operating 
authority 
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action regarding Virgin Nigeria. She agreed 

contact Washington regarding providing written 
acknowledgment that the USG had received the GONVs 
designation. The August 25 meeting with embassy officers was 
the first time GON aviation officials explicitly tied the 

approval of Continental\'s Lagos service to the new GON 
demand that the USG confirm receipt of Nigeria\'s diplomatic 
note designating Virgin Nigeria under the OSA. 


7. (U) Action request: Embassy Abuja requests authorization 
to provide a diplomatic note to the Nigerian Ministry of 
Aviation confirming that the USG has received Virgin 
Nigeria\'s request for designation under the OSA. 

We suggest language along the lines of Complimentary 
opening... the U.S. government received of Diplomatic 
No.xxx of month 

Nigeria\'s designated Virgin Nigeria under the bilateral Open 
Skies Agreement. Virgin Nigeria may make formal application 
to the U.S. Department of Transportation for operating 
authority. Complimentary closing." 


8. (SBU) Begin comment: Minister of Aviation Borishade 
started the meeting by saying he was unprepared for the 
meeting. This was despite his having discussed these issues 
informally at length fewer than three weeks ago with the 
embassy\'s former political counselor 

receiving copies of reftel talking points. Both Borishade 

and Air Transport Management Director Kubor made clear that 
Nigeria intended to treat the matter as a quid pro quo that 
predicated the GON\'s approval of ContinentalVs service to 
Nigeria with the USGVs favorable consideration of U.S. 
landing rights for Virgin Nigeria. Though the insistence on 
linking the issues is in violation of the agreement and will 
remain a problem 

that the USG has not responded in writing to NigeriaVs 
designation by sending the dip note 

on both Continental\'s application and Virgin Nigeria\'s 
application firmly in the Nigerian court. End comment. 
CAMPBELL 
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that are forbidden to operate in France 

minister Dominique Perben promised last week. The companies 
on the list are: Korea: Air Koryo 

Liberia: International Air Services 

de Mozambique 


2. The list may be consulted at: 
http://www.aviation-civile.gouv.fr/html 
/oservice/listeinternetcompaninterdites.pdf. 
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3. (U) In an interview published in WLe Monde" dated August 
26 

toward states that fail to meet international safety norms 

and would publish a list of countries whose companies would 
be forbidden to operate in France. Though France intended to 
continue to work with norms established by ICAO 

that if problem states did not improve their records of 
inspecting aircraft and training pilots 

them to its blacklist and notify other states and ICAO of its 
findings. 


4. (U) Perben also referred to complementary proposals to 
increase consumer confidence in airline safety 

Vblue label" airline quality labeling scheme that his 
predecessor put forward in the wake of the Flash Air crash in 
Sharm-el-Sheikh in January 2004 

tour operators to inform customers of the names of companies 
furnishing transport that he said would be issued later this 
year. 


5. (U) Comment: High-profile accidents involving large 
numbers of French nationals 

Sharm-el-Sheik and Venezuela 

media coverage and growing public concern about airline 
safety in France. The publication of the DGAC\"s blacklist is 
the first step in what promises to be a series of measures 
intended to increase public confidence in the reliability and 
transparency of France\'s air safety programs. How they will 
be co-ordinated with the EU\'s upcoming blacklist as well as 
the European Civil Aviation ConferenceVs Safety Action Plan 
(adopted August 29) remains to be seen. End comment. 
STAPLETON 
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then had 7 million orphans - who comprised 10.1 percent of 
all its children - and that same year 

AIDS orphans. (IMF 

HIV and AIDS 

increase rapidly to 8.2 million by 2010. (UNICEF 


3. Nigeria\'s youth bulge - 63 percent of its population is 

under age 25 (Nigeria Demographic and Health Survey 
makes the threat of HIV/AIDS very significant. The 

country\'s highest prevalence of HIV 

among its 20 to 24 age group. (NPS 

sustained action to target and protect this age group 
significantly larger wave of HIV/AIDS likely will result. 

In May 2005 

country\'s blood-bank system and help stem the spread of HIV 
through contaminated blood. At that time 
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the U.S. charity Safe Blood for Africa said roughly 10 
percent of 1 million samples of blood tested in Nigeria were 
contaminated with HIV. (UN Office for the Coordination of 
Humanitarian Affairs 


4. |n terms of life expectancy 

can expect to live 49 years. (DHS 

that deaths of adults (ages 15 to 49) excluding AIDS will 
make up 17 percent of all deaths in Nigeria in 2005; the 
inclusion of Nigerian adults\' deaths from AIDS will boost 
this figure to 27 percent of all deaths nationally. (IMF 

Nov. 2004) In demonstrating how harsh daily life is in 
Nigeria 

estimated in 2004 (based on a projected 2005 population of 
130 million) that fewer than 4.1 million of these persons 
would live to at least age 65 by this year. (ILO 

and Work 

is about 10 million shy of our current estimate 

based on data compiled by the Population Reference Bureau. 
End comment.) 


5. By the end of 2003 

positive people aged 15 to 64 in its labor force - with 
\"labor force!" defined as all persons who are economically 
active 

employment 

available for and seeking work. (ILO 

estimates that Nigerians who will have died from AIDS during 
1995 to 2005 will equal 3 percent of the cumulative total of 
NigeriaVs labor force during that decade. (ILO 

Because most of Nigeria\'s economic activity occurs in the 
informal sector 

benefits 

disproportionately in economic terms. 


6. HIV/AIDS has the potential to further destabilize 
Nigeria 

already have broken down and where about 85 million 
Nigerians try to survive on less than USD 1 per day. 
HIV/AIDS also poses a significant threat particularly to 
NigeriaVs urban elite 

behavior are more likely to be infected. The urban elite 
also are relatively young 

likely better educated than the average Nigerian. The 
consequences of these shortened lives and careers include 
fewer persons becoming leaders in Nigeria\'s society and 
economy 

production 

for education. (IMF 

quantify precisely HIV/AIDSY economic cost to Nigeria 
disease\'s effects include declines in Nigerian society\'s 
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human capital and physical capital. As spending is shifted 
toward HIV/AIDS-related activities 

likely to fall. This leaves fewer resources for investment 
as higher production costs and deteriorating economic 
prospects make investing in Nigeria less attractive. (IMF 
Nov. 2004) 


7. Senior Government of Nigeria (GON) officials are 

realistic about the threat HIV/AIDS poses. President 
Obasanjo personally lent his support by speaking on World 
AIDS Day at the launch of the (U.S.) Presidents Emergency 
Plan for AIDS Relief 

support for the Emergency Plan. Also 

coordination between the GON Ministries of Health and 
Defense and the U.S. Mission 

the Department of Defense 

Control. In addition 

Nigeria\'s minister of health co-chair a biweekly steering 
committee on the issue of HIV/AIDS in Nigeria 

Nigerian minister of state for defense has made HIV/AIDS 
prevention one of his priorities. The Nigerian military\'s 

HIV prevalence rate is unknown but is estimated to be 
between 5 and 10 percent 

conducted in recent years. All potential recruits are 

tested for HIV before being accepted for service 

the U.S. armed forces 

continue mandatory in-service HIV testing for its personnel. 
The Nigerian military is presently working on instituting 
anonymous mass testing of the military. The Nigerian Air 
Force has mandatory HIV testing only for air crew members on 
flight status. All military personnel seeking to serve 

outside Nigeria on peacekeeping operations must be tested 
for HIV 

test results generally are unavailable even to the Nigerian 
military\'s medical commands апа to its Armed Forces Program 
on AIDS Control. 


8. Despite this commendable commitment at the senior level 
of the GON to combating HIV/AIDS in Nigeria 

personnel\'s awareness of the extent of this disease 
diminishes increasingly down the Nigerian bureaucratic 
ladder. Nigerian officials occasionally express complacency 
over Nigeria\'s success in capping the nation\'s infection 
rate at \"only\" 5 percent - especially in comparison to other 
African countries\' significantly higher rates. Moreover 
AIDS\' serious threat to Nigeria is relatively abstract to 

the typical Nigerian in the street. Many of Nigeria\'s 
institutions and a large percentage of Nigerian society 

still engage in widespread denial of the damage wreaked by 
the disease 

Nigerian society. Unlike in Uganda 
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widespread 

someone who has AIDS or who died from it. (Nigeria National 
HIV/AIDS and Reproductive Health Survey 

because Nigeria has no network of morgues 

death from AIDS generally leave the city and return to their 
village. These already weakened AIDS sufferers usually die 
first from malaria or tuberculosis (TB) and 

often are believed to have died from malaria or TB 

AIDS. 


9. In fiscal year (FY) 2005 

in Nigeria for the President\'s Emergency Plan for AIDS 
Relief totaled nearly $90 million. Under the Office of the 
U.S. Global AIDS Coordinator and Ambassador Campbell 
USG agencies work collaboratively 

and international entities 

through sustainable prevention 

programs. As of June 2005 

12 

nine focus states of Anambra 

Lagos 

Also as of June 2005 

services its partners offer to meet its target of having 

36 

than 400 USG-supported HIV-prevention programs target at- 
risk individuals. In the first half of FY 2005 

approximately 29 

support at 40 USG-sponsored service outlets. Finally 
than 30 

facilities supported by the Emergency Plan. 


10. The GON fully recognizes the threat of HIV/AIDS. It 
values its partnership with the United States and U.S. 
cooperation on the HIV/AIDS issue. Our partnership in 
combating HIV/AIDS is strengthening our bilateral 
relationship. 


11. This cable was reviewed by Embassy Абија\'ѕ Economic 
Section 
Abuja. 


CAMPBELL 
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Festival in March. The GOS had informed the festival 
organizers that \"Singapore Rebel" was a \"party political 
film\" and in violation of the 1998 Film Act. Although he has 
complied with the GOS demand 

See about his film. 
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2. (SBU) On May 16 and August 25 

Superintendent Chan Peng Kuang interrogated See at the Police 
Cantonment Complex 

lasted about three hours and included questions unrelated to 
the making of the movie 

was then ordered to surrender by August 29 his tapes of the 
film 

the New Zealand Human Rights Film Festival and the Amnesty 
International USA Film Festival in May) 

camera he used to shoot the film. The items would only be 
returned after \"completion of the case.V See turned them 
over to police on August 29. 


3. (C) See has not been charged with any offense and the 
police did not inform him of any possible charges after he 
asked. He believes the on-going police investigation stems 
from his decision to send the film overseas to be exhibited 
in New Zealand and the United States. He also told poloff 
that police questions about his political activities and 
contacts with Dr. Chee made it \"seem like associating with 
Chee was a criminal offense.\" 


4. (C) Comment: If the GOS files criminal charges against 

See 

we will raise the issue privately with senior GOS officials. 

On August 29 

Ministry of Information 

Permanent Secretary Tan Chin Nam 

police motives. The Ambassador will also raise it with 

Foreign Minister George Yeo in a previously scheduled meeting 
on August 31. End Comment. 


5. (U) Martyn See runs his own internet blog 
activities: 


http://singaporerebel.blogspot.com/ 

A trailer for the film can be viewed on the internet at: 
http://www .archive.org/details/SingaporeRebel Trailer 
The entire film can be viewed at: 


http://www.archive.org/details/godboxone 
LAVIN 
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and youth( shall have the right to be protected by the State 
against violence and unfair treatment." The Constitution 
also increased mandatory education from six to nine years (a 
change implemented in 2002) 
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from 9 to 12 years. 


10. (U) In addition to the Labor and Protection Act of 1998 
other Thai laws provide for the protection of children 
include: 


- The National Education Act (1999). Provides for free 
education lasting twelve years 
nine years. 


- Amendment to the Penal Code (1999). Imposed more severe 
penalties on persons who sexually exploit girls under 15 

and between 15-17 years old. Also penalizes violators who 

sell children to be beggars or to establishments which 

employ labor in a V'cruel or hazardous fashion.\" Amends the 
Criminal Procedure Code of 1999 to institute child-friendly 
interview protocols for child victims of abuse 

and labor exploitation. 


- Measures in the Prevention and Suppression of Trade in 
Women and Children Act (1997). Penalizes offenders who 
traffic children for sexual or labor exploitation. Provides 

for shelter and rehabilitation for child victims of labor 
abuse. 


- Prevention and Suppression of Prostitution Act (1996). 
Increased protections for children who are victims of 
commercial sex 


- Anti - Money Laundering Act (1999). Provides for seizure 
of assets of persons who exploit children in the commercial 
sex and narcotics industries. 


11. (U) In addition to these laws 

signed a Memorandum of Understanding (MOU) with NGOs working 
in the field of child protection. The MOU spelled out 

improved procedures for handling Thai and foreign child 
victims of the worst forms of labor exploitation. The MOU 
specifies which RTG agency is responsible for which aspect 
of the problem 

officials and the thirty or so NGOs involved in this area. 

12. (U) Implementation of the national MOU has been uneven 
however. In the most visible incident 

over a hundred Cambodian children found begging or peddling 
in urban areas were deported in a mass airlift to Phnom 

Penh 

attempt was made to refer the children to NGOs for 

protective care and organized repatriation. 


13. (U) In November 2004 
improve the vetting of trafficking victims among child 
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beggars and street vendors from Cambodia and Burma. Using a 
guide jointly developed by the Royal Thai Police and the 
International Organization for Migration (IOM) 

enforcement officials (assisted by social workers and NGOs) 
now identify victims of trafficking and refer them to one of 
six regional government shelters. The victims are able to 
stay at the shelters during any subsequent prosecution of 
traffickers. Upon completion of their participation in any 
prosecution of traffickers 

their home country 

implemented by IOM. 


14. (U) The Labor Protection Act and other Thai laws do not 
explicitly define the worst forms of child labor and 
hazardous work as defined by ILO Convention 182 
Thailand ratified in February 2001. The Ministry of Labor 
with technical and financial assistance from the ILO 
developing a national strategy on eliminating the worst 
forms of child labor. The plan was adopted during public 
hearings in 2003. The appointment of a national - level 
implementing subcommittee was still pending in August 2005 
after two changes in the Labor Minister position. Once the 
subcommittee is named 

forwarded to the RTG Cabinet for final approval. That 
strategy identifies the worst forms of child labor 

include: commercial sex work 

pornographic movies and still photographs; labor involving 
the sale or transport of illegal drugs; labor on fishing 

boats; and agricultural work in orchards. Once approved by 
the RTG Cabinet 

amended to reflect this new legal definition. 


15. (U) In 2004 

of Action for the Prevention and Eradication of the 
Commercial Sexual Exploitation of Children into a larger 
National Plan on Trafficking in Women and Children. This 
plan addressed seven areas 

and protection; 3) suppression and law enforcement; 4) 
repatriation and reintegration; 5) database system 

monitoring 

international cooperation. The plan was approved by the RTG 
Cabinet in July 2003. A comprehensive plan of action (2005- 
2010) and indicators were developed in early 2005 concerning 
the seven outlined areas. The action plan will soon be 
forwarded to the Cabinet for approval and budget allocation. 
International and local Thai NGOs will assist the government 
in implementation of the plan. 
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16. (U) While Thailand has fairly good child labor laws 
enforcement of these laws is inadequate. Resource 
constraints in the RTG Ministry of Labor hampers enforcement 
of legal prohibitions against abuse of child labor. MOL 
inspections of workplaces have decreased significantly since 
1997 

economic crisis. Child labor inspections have been reduced 
correspondingly 

2004 compared to 2 

workplaces inspected showed serious violations 

employing underage workers or exceeding legal work hour 
limits. 


17. (U) Penalties for abuse of child labor under the 1998 
Labor Protection Act are light and do not serve as an 
effective deterrent. Section 144 under the Act prescribes 
that any employer who violates the labor laws regarding a 
child employment must be penalized with imprisonment of not 
more than six months 

both. 

18. (U) In practice 

warning 

inspectors. Most discovered violations involve excessive 
working hours or hazardous working conditions. If the 
violation causes physical or mental harm to an employee 
leads to the death of an employee 

penalized with imprisonment of not more than one year or a 
fine not exceeding USD 4 


19. (U) In cases where torture or other forms of physical 
abuse (such as sexual exploitation) are involved 

may be made under the Penal Code 

penalties. The Penal Code specifies a range of penalties 
for rape or forcible sexual assault 

the victim 

condition of the victim after the assault. Statutory rape of 
a child between 13-14 years of age is carries a sentence of 
4 - 20 years imprisonment 

952. If the victim is under 13 

jail term from 7 years to life imprisonment. 


20. (U) Penalties for trafficking in children 
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under the Prostitution Prevention and Suppression Act of 
1996 and the Prevention and Suppression of Trafficking in 
Women and Children Act (1997) 

the victim and the method of trafficking. For offenses 
against children between 15 and 18 years 

punishment is five to fifteen years of imprisonment and a 
fine of USD 2 

with deceit 

other mental coercion 

increased by one-third. 


21. (U) A 2002 survey by the RTG National Statistics Office 
reported 10 

(household) labor 

workers present a special category of child worker 

are largely immune from inspection by MOL officials and are 
offered few labor law protections. MOL labor inspectors 
must obtain a warrant to inspect a private household. In 
practice 

unless there are compelling reasons to believe there are 
underage children on the premises 

abuse or indentured servitude. As economic development 
towards more skill-intensive 

increases 

fewer Thai children are employed in household work. A 2002 
ILO rapid assessment suggested that the worst forms of child 
labor are not a concern among Thai children found in 
domestic work. This is because the communities of origin 
(primarily in the poorer northeastern section of the 

country) have developed mechanisms and social networks to 
ensure confidence in the recruitment and conditions of their 
children in this labor market. 


22. (U) These networks are not present for foreign children 
in domestic work in Thailand 

fewer Thai children in the demographic pie have meant an 
increasing portion of child domestic workers are from 
neighboring Burma 

registration period beginning June 30 

August 31 

had received requests to employ 178 

workers 

percent). Although statistics are not available 
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observers believe roughly one-quarter to one-third of 
foreign domestics are children younger than 18. This 
suggests there are perhaps 38 

involved in household work in Thailand. Language barriers 
lack of access to legal assistance 

have made these foreign children vulnerable to exploitation. 
The exploitation takes several forms. Indentured servitude 
and excessive working hours are the most common 

with salaries far below minimum wage. In one ILO study 
group of 40 child workers in Thailand (half of whom were 
foreign) 

percent of the legal minimum wage for formal sector workers 
in Bangkok. Many domestic child workers are also required 
to work in the employer\'s shop or small restaurant 

work days that last 12-15 hours 

conditions. The increasingly foreign composition of the 
child domestic labor force in Thailand has meant employers 
must keep their illegal charges in secret 

them to a walled residence compound. This further limits 
information on the extent of the phenomenon 

assistance to victims of child labor abuse. 


23. (U) There are no differentiated statistics on the number 
of child workers subject to physical abuse. What accountings 
that exist 

organizations that provide assistance to children 
uncoordinated and mix domestic abuse cases into their data. 
The physical abuse of child workers appears to occur in a 
steady minority of cases 

NGO reports. 


24. (U) Thammasat University research in 1999 found that 
663 

drugs nationwide. There is no estimate of how many of these 
students were 17 years and younger. In 2002 

7 

including 1 

USDOL - funded rapid assessment of 100 children involved in 
the drug trade in the Bangkok metropolitan area provided 
insight into the extent of involvement in this worst form of 
child labor. The majority in the sample group were 14 - 17 
years of age 

before the mandatory nine years. Most children acting as 


Column 3 

\"runners\" (middle men between drug sellers and drug abusers) 
are recruited by older acquaintances/friends in the 
community 

(mostly methamphetamines.) In some cases 

aged 16 - 17 deliver drugs between a major distributor and a 
local seller. Children are preferred as runners and 
deliverers by narcotics merchants because they are 
undemanding 

arrested. Instead 

correctional homes. 


25. (U) Thai police continued to find foreign children 
involved in peddling and begging on urban streets. In 
September 2003 

prior to an international meeting 

were detained and deported to Cambodia. The incident 
highlighted the increasing problem of foreign children 
employed in peddling and begging in Thailand. RTG 
statistics suggest the number of foreign child beggars has 
increased 40 percent since 1997 

organized trafficking schemes. Total numbers of current 
child street workers are not known 

police do not segregate data on deportees by age. The 
children 

in begging and selling flowers in urban areas such as 
Bangkok and Chiang Mai. An ILO study suggested wages 
averaged USD 5 per day 

included extra earnings realized through sexual 
exploitation 

susceptible to. 


26. (U) In general 

peddlers and beggars are difficult and dangerous. In 
addition to the exposure to sexual abuse by customers in 
bars and shopping centers 

heavy traffic to sell their goods to motorists. Exhaust 
fumes and accidents pose serious health hazards. In a 
minority of cases 

the criminally controlled paedophilia market in places like 
the resort city of Pattaya. Psychological harm and 
associated drug abuse 

among exploited children in this group. 
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27. (U) Estimates of the number of children involved in 
prostitution in Thailand vary widely. In 2002 

sensationalistic press and NGO accounts suggested that up to 
one million children were involved in the sex industry in 
Thailand. Knowledgeable UN and NGO observers 

discount such estimates as greatly exaggerated. A survey by 
the RTG Public Health Ministry in 1999 estimated that there 
were 12 

RTG Office of the National Commission оп Women\'s Affairs 
reported a year later that about 20 percent of Thailand\'s 

Thai sex workers were under 18 years of age 

- 40 

in prostitution 

representatives feel is increasing. A significant number of 
child prostitutes 

citizens. The major source country is Burma 

Laos and Cambodia. Yunnan province in southern China is also 
an increasing source of child prostitutes. In addition 

children from ethnic minority groups resident in Thailand 
including an estimated 200 - 300 

not have legal status 

representation in the commercial sex industry. UN agencies 
and NGOs have identified this latter group\'s lack of access 
to legal status in Thailand as a major contributing factor 
towards this disturbing trend. Most children in prostitution 

in Thailand are girls in the 14 - 17 year old age range. 
However 

exploited by organized pedophile rings in Bangkok and 
smaller cities such as Chiang Mai and Pattaya. 


28. (U) There were no government - sponsored education 
campaigns on the worst forms of child labor during the past 
year. This role was filled by NGOs and international 
organizations 

entered into cooperative arrangements with local industries 
(especially the hotel industry) to encourage youth 
(particularly girls) to find employment outside of the sex 
industry and other areas of exploitative work. Vocational 
training programs 

students 

Although the vocational training is not intended explicitly 
for prevention of the worst forms of child labor 

practical effect is to increase the range of decent work 
choices for recent school graduates. These programs are only 
intended for Thai youth 

on the increasing large proportion of non-Thai children 
found in exploitative work. 
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29. (U) The RTG established an annual quota of 200 
scholarships for poor Thai and stateless children (i.e. 
children of ethnic minorities born in Thailand but not 
eligible for Thai citizenship.) The intent of the 

scholarship program is to provide educational opportunities 
for children who otherwise might be forced by financial 
circumstances to find work. 


30. (U) In addition to these efforts 
the following continuing measures: 


- 60 
country have been appointed Wlabor volunteers\" to increase 
grassroots involvement to prevent child labor; 


- each of Thailand\'s 77 provinces have Woman and Child Labor 
Assistance centers 
representatives. 


- The MOL funds an outreach program 
nationwide to disseminate information on child labor. 


Funding levels for these initiatives are not available. 


31. (U) The National Thai Working Group to Combat the 
Trafficking of Women and Children (TWG) coordinates the wide 
range of RTG ministries and agencies with overlapping 
responsibilities in addressing child labor exploitation and 
associated trafficking in persons. The TWG is tasked with 
the development and coordination of national responses of 
both government agencies and NGOs to combat trafficking in 
Thailand. UNICEF 

are represented in the working group. The TWG has 
cooperation with NGOs and international organizations 
pushed the drafting of an effective legislative and 

regulatory framework 

and coordination between RTG agencies 

building of law enforcement. 
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over for the impeachment effort -- the Lozano complaint will 
be thrown out 


Column 3 
Opposition Frustration 


4. (U) As mentioned 

boycott the August 31 proceedings 

Majority was denying them the chance to air their charges. 
Representative Teodoro Casino 

group Bayan Muna 

sham.\" Opposition leaders asserted that the decision to 
accept the original impeachment complaint filed by Lozano in 
June was part of a \"plot\" by Malacanang V'to inoculate\" the 
President against impeachment charges. 


5. (U) On this latter point 

Welfare and Development Secretary Corazon \"Dinky\" Soliman 
former Cabinet member who has turned against Arroyo 
claimed that she had heard the President instruct a political 
advisor to have a pro-Arroyo representative endorse Lozano\'s 
complaint earlier this year. The Opposition claims the 
Administration accepted the Lozano complaint (which is very 
weak in substance) in order to forestall more serious charges 
by the Opposition. (Note: Under Philippine law 

impeachment complaint may be filed against an official within 

a year 

Soliman said Malacanang had pressed Lozano to move forward 
with his complaint knowing full well that it could be 

dismissed later on technical grounds. Malacanang has 
strongly denied the charges. 


6. (C) As the Committee met 

protesters kept up a vigil outside the House of 
Representatives complex in Quezon City. Demonstrators 
repeated calls for ArroyoVs resignation. Police scuffled 

with several groups of protesters armed with sticks and 

rocks 

protesters and security forces. In an interview conducted 
outside the House of Representatives 

Villanueva 

Lord" movement 

supporters into the streets \"if the Constitutional process 
fails.\" (Note: There were also reports that two other 
Opposition leaders 

to address demonstrators in the vicinity of Congress. End 
Note.) In an August 31 conversation with Opposition 
Congressman Ronnie Zamora 

importance of respecting law and order 

violence took place. Zamora said the Opposition understood 
this. He added that there was considerable frustration among 
some anti-Arroyo elements who felt that Arroyo had gone back 
on a promise to allow impeachment charges to be discussed in 
the House. 
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7. (C) With the impeachment route virtually foreclosed at 

this point 

its anti-Arroyo effort by other means 

press briefings. There is little sign that its call for 

protests is gaining much traction among the general public 
however. So far 

Congress have been quite small by Filipino standards. It is 
possible that the bare-knuckled way Malacanang has imposed 
its will on the impeachment process could spark some broader 
concerns. Some normally neutral observers have told us that 
the Majority\'s actions have made a poor impression. The 
Opposition 

sympathy it receives in the hope that it can revive its 

flagging anti-Arroyo campaign. 


Visit Embassy Manila\'s Classified SIPRNET website: 
http://www. state.sgov.gov/p/eap/manila/index. cfm 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website: 
http://www state.sgov.gov/ 
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language he told reporters August 25 which had \"triggered a 
state of discontent in Arab political circles.1 Over the 

past several days 

Arab officials" as well as Iraqi President Talabani and Prime 
Minister Jafari. On August 28 

permanent representatives to the Arab League to discuss the 
upcoming September 8 ministerial meeting in Cairo 

told reporters that he was satisfied with WpositiveW changes 
to the new Iraqi constitution. 


2. (C) Our British Embassy colleagues demarched Moussa\'s 
Cabinet Chief of Staff Hesham Youssef 

Moussa to make public statements and/or contact influential 
Iraqi Sunni figures to encourage a successful completion of 
negotiations over the Iraqi constitution. While the UK DCM 
told us that the demarche was received positively 

that Moussa has so far directed his public remarks on the 
constitution merely to the subject of Ігад\'ѕ Arab character. 


3. (C) Comment: According to our AL contacts 
continues to V'keep his door open!" to all Iraqis interested in 


ILESAND JOHNSON REF: STATE 158119 1. Embassy welcomes and grants country clearance to 
3A/DPTRAV KAMYAR RAHIMIAN REF: STATE 156802 1. Embassy welcomes and grants country « 
{NCE FOR NASA/GSFC RICHARD MUSHOTZKY REF: STATE 157336 1. Embassy welcomes anc 


3JECT: BANGLADESH: CHILD LABOR UPDATE 2005 REF: STATE 143552 1. Following is an upde 
Bank-IMF Meeting Delegation 1. Bangladesh Finance Minister Saifur Rahman will lead the Banglad 
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meeting with him. Iraqis that Moussa has met with in the 
past week include Dr. Hameed Gaood (brother of Talal Gaood) 
and Muzhir al-Dulaimi 

Iraq's Ambassador to the Arab League 

us that Iraq will feature prominently on the agenda of the 
coming AL ministerial 

will not lead with respect to building political support for 
Iraqvs constitution. We will have better luck continuing our 
efforts to reach out to key Arab leaders such as Egyptian 
President Mubarak. The Secretary\'s August 27 call 

will be followed up by GOE activism with key Iraqi Sunnis 

well as a more positive public diplomacy approach vis-a-vis 
the political process in Iraq. We do not 

Egyptian and Iraqi diplomatic relations to improve 
dramatically in the short-term 

the kidnapping and murder in Iraq of Egyptian Ambassador to 
Baghdad 

Iraqvs Shia and Kurdish leadership. 


Visit Embassy Cairo\'s Classified Website: 
http://www.state.sgov.gov/p/nea/cairo 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website. 
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anxious 

panics 

panics and loses control cannot lead a country 
particularly a special country like Israel with more 
difficult and complex problems than other countries. 
In order to run this country 

judgment and nerves of steel 

neither." Sharon sharply criticized NetanyahuVs 
\"irresponsibility\" regarding the budget and the 
disengagement plan. Sharon also said he would 
dismantle some settlements in the West Bank. Israel 
Radio quoted Netanyahu associates as saying that Sharon 
is panicking. 


HaVaretz quoted U.S. and Israeli officials as saying 

that Washington has rescinded its demand that Israel 
and the U.S. jointly mark the boundaries of settlements 
in the West Bank. The newspaper says that neither side 
reportedly has an interest in marking the boundaries: 

for Israel 

for the U.S. 

settlements. HaVaretz quoted U.S. officials as saying 


ЕН PARTICIPATION REF: STATE 157629 During an August 29 courtesy call by Polcouns, GOES Vi 


AFFAIRS 1. Post received a condolence letter from the Deputy Prime Minister, Minister of Foreign / 


YMMERCE DEPARTMENT DEPUTY ASSISTANT SECRETARY FOR EUROPE ERIC STEWART AN 
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they are now making due with warning Israel to refrain 
from expanding the West Bank settlements. 


HaVaretz reported that an interministerial committee 
headed by a Defense Ministry official 

that the victims of the terrorist attack in Shfaram 

will receive a one-time compensation from the state 
but will not be recognized as terror victims. 


HaVaretz (English Ed.) reported that Adar Primor has 
been appointed its new editor. He served as HaVaretzWs 
foreign news editor from 1994 until last month. 


HaVaretz and Israel Radio reported that in Arizona on 
Monday 

Mahmoud Abbas to show the courage to crack down on 
terrorism. The President praised Sharon\'s 
disengagement decision 

courage to make that decision. And now itVs going to 
take political courage by the Palestinians ... and 
Abbas to step up 

and build a democracy. HaVaretz printed a Reuters 
dispatch 

official PA News agency 

condemned the Beersheva bombing 

\"terrorist attack." 


HaVaretz quoted Palestinian sources as saying that 
Egyptian intelligence chief Omar Suleiman 

Gaza on Monday 

supervising the entrance of goods and people into Gaza 
following the pullout 

would give Israel time to examine the PA\'s functioning 
in Gaza and also provide additional time for 
negotiations over a permanent solution. The newspaper 
writes that unofficially 

rule out such a compromise. Jerusalem Post reported 
that Suleiman urged Hamas and Islamic Jihad to stop 
their attacks against Israel. 


Israel Radio reported that Israeli and Palestinian 
officers met Monday at the Erez Crossing to discuss the 
handover of security responsibility over the Gaza 

Strip. The station quoted the Palestinians as saying 
that they thwarted an anti-tank missile attack against 
IDF troops on the Karni-Netzarim road on Monday. 
Leading media reported that the IDF uncovered a 20 
meter-deep weapons smuggling tunnel in the Philadelphi 
Corridor on Monday 

last three months. All media also reported that Monday 
at the Hawara checkpoint in the West Bank 


ΝΤ SITUATION REPORT, AUGUST 30, 2005 This is a joint message from Embassy Tel Aviv and Col 
5: NOMINATION FOR NIGERIA REF: A) STATE 127676 B) STATE 142003 1. Per action request in 


try of Foreign Affairs made the following statement Aug 30: 2) Begin statement: Declaration of the Cz 
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: STATE 158420 Classified By: A/DCM Geoff Pyatt for Reasons 1.4 (B, D) 1. (U) This is an action re 
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arrested Hassan Abu Khalifa 
youth from Nablus 

bombs. 


The EUVs High Representative for Common Foreign and 
Security Policy Javier Solana 

and the PA 

HaVaretz on Monday that Israel and the PA must take 
advantage of the momentum generated by the 
disengagement to move the peace process forward. 


Jerusalem Post reported that Defense Minister Shaul 
Mofaz has issued an order to evacuate \"Rinat 
Shalhevet 

outpost in the heart of the Old City of Hebron since 
1994. 


Yediot reported that Tel Aviv University Professor 
Yitzhak Ben Israel was appointed chairman of the Israel 
Space Agency on Monday 


Citing the Italian daily Corriere Della Sera 

reported that the Vatican has admitted that an 
inadvertence was the cause of the non-inclusion of 
Israel in a list of countries that have been victims of 
international terrorism. 


Hatzofe bannered the results of a Midgam Institute 
survey among registered Likud members 

which Sharon would lose against a coalition of right- 
wing Likud leaders under Netanyahu 

59 percent of the vote for party leadership. 


All media extensively covered the damage caused by 
Hurricane Katrina in several Gulf Coast U.S. states. 
Some TV stations held interviews with correspondents of 
U.S. TV networks -- live from disaster-struck areas. 


Senior op-ed writer Akiva Eldar wrote in independent 
left-leaning HaVaretz: \"Bush 

for Sharon 

for recognizing the end of the occupation in Gaza will 

be allowing freedom of movement in the West Bank and 
free passage between it and Gaza." 


RANCE FOR TREASURY ADVISORS TRAVELING TO ASUNCION REF: RUEATRS #7255 2382151 


ECSTATE 109128 B. BOGOTA 1757 Post delivered Ref A demarche regarding the US candidacy 
Affairs Director Ignacio Ruiz told poloffs on August 26 that Colombia will support the USG candidacy ` 
EL SHORTAGE REACHES BAGHDAD, ITG TAKES ACTION REF: А. BAGHDAD 3453 В. ANKAI 
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Yossi Ben-Aharon 

Minister\'s Office under former PM Yitzhak Shamir 
argued in popular 

Philadelphi route to the Egyptians and the Palestinians 
constitutes dangerous gambling in the best case." 


Former Ambassador to the U.S. 

Foreign Affairs 

Arens wrote in HaVaretz: \"[Forcing citizens out of 

their homes] is certainly a concept foreign to Western 
democratic societies and most unlikely to be adopted by 
any other democratic government in this day and age." 


Nationalist 
Secretary of StateVs signals that the withdrawal from 


SIPDIS 
Gush Katif Vis only the beginning\ tell us that the 
major struggle is still ahead of us." 


Block Quotes: 


1. “Мо Free Lunches From Bush!" 


Senior op-ed writer Akiva Eldar wrote in independent 
left-leaning HaVaretz (August 30): \"More than all the 
compliments 

administration recognize IsraelVs departure from the 
Gaza Strip as the official end of the occupation in 

that area. From there it is just a short way to a UN 
declaration that Israel no longer bears responsibility 

for what happens in the Gaza Strip. So long as the 
international community 

recognize the withdrawal as the end of the occupation 

it means Israel lost the communities there 

military control there and still continues to be seen 

as the occupier 

ramifications of that status. Bush 

friendship for Sharon 

lunches; the price for recognizing the end of the 
occupation in Gaza will be allowing freedom of movement 
in the West Bank and free passage between it and Gaza.V 


II. WA Danger at the Gaza Border" 


Yossi Ben-Aharon 

Minister's Office under former PM Yitzhak Shamir 

argued in popular 

VSheikh Dr. Muhammad Tantawi heads Al Azhar University. 


SAN REPUBLIC UPDATE ON WORST FORMS OF CHILD LABOR REF: A. (A) STATE 143552 E 
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He is the supreme religious authority in Egypt -- and 
even more than that. He has recently published a fatwa 
that states that Va person who blows himself up should 
be considered as having committed suicide 

acts of resistance in Palestine 

shahids [martyrs].\ One can imagine how that fatwa 
would influence an Egyptian officer posted along the 
Philadelphi route 

smuggling missiles and explosive belts into Gaza. 
Furthermore 

exposed daily to venomous attacks against Israel in the 
Egyptian media 

Egyptian activity in the international arena. This 

being considered 

the Egyptians and the Palestinians constitutes 
dangerous gambling іп the best case." 


III. \"What Is Sharon Up To?" 


Former Ambassador to the U.S. 

Foreign Affairs 

Arens wrote іп HaVaretz (August 30): \"More than anyone 
else 

settlements and the absence of significant settlement 
blocs in Judea and Samaria [i.e. the West Bank]. 
Settlement blocs were evidently not part of his dream. 
Sharon seems to have adopted a conception 

shares with many Israelis 

over to Palestinians 

of an agreement 

Jews living there.... It is high time that Israelis ask 
themselves whether forcibly evicting Jews from their 
homes in territories turned over to Palestinian control 
accords with the norms of a democratic society 

really be viewed as an essential part of peacemaking in 
the Middle East. It is certainly a concept foreign to 
Western democratic societies and most unlikely to be 
adopted by any other democratic government in this day 
and age." 


IV. \"Only the VFirst Step" 


Nationalist 

30): VSecretary of State Condoleezza Rice has 
repeatedly declared that the Israeli withdrawal from 
Gush Katif was only the Vfirst stepY of IsraelVs 

pullout. Palestinian Authority Chairman Abu Mazen 
subsequently proclaimed that Israel would later 
withdraw from Judea and Samaria [i.e. the West Bank] 
and Jerusalem.... According to some reports 

is not being preserved along the new line 
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promises and pledges by the PA. [Israeli] defense 
sources believe that no quiet can be expected along the 
new border in the South -- or in Judea and Samaria. 
Everything indicates that tension will continue. The 
Secretary of State\'s signals that the withdrawal from 


SIPDIS 
Gush Katif Vis only the beginning! tell us that the 
major struggle is still ahead of us." 


Diplomatic correspondent Aluf Benn wrote in 
independent 

counting on the fears of the public; the dim hope 
Sharon offers is simply a different package for the 
product called Yvote for me." 


Political parties correspondent Sima Kadmon wrote in 
mass-circulation 
to expectations 


Political parties correspondent Nadav Eyal wrote in 
popular 

political future will be dealt a mortal blow. Not 
surprisingly 

Likud.\" 


Block Quotes: 


|. "Who Benefits From the Fear" 


Diplomatic correspondent Aluf Benn wrote in 
independent 

insurance 

Netanyahu is building his campaign to return to the 
Prime Minister\'s Office on the public\'s fear of 
Palestinian terror. He warns against a terrorist state 
arising in Gaza 

landing in Ashkelon. Experience has taught him that 
this works: in 1996 

a wave of terror 

divide JerusalemV.... Palestinian terror is not a 
scarecrow. lt is alive and active ... and it is slowly 
and painfully folding Israel back to the Green Line.... 


N REF: STATE 159113 1. (SBU) We presented August 30 reftel talking points and non-paper to MF 
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Therefore 

proportion. It is all a matter of marketing. 

Netanyahu is counting on the fears of the public; the 
dim hope Sharon offers is simply a different package 
for the product called \'vote for me." 


II. \"Disengaging\" 


Political parties correspondent Sima Kadmon wrote in 
mass-circulation 

30): VIf there was any lingering doubt about the Prime 
MinisterVs situation in his own party 

handed down by the Likud court removed it: in its 

ruling Monday 

the process of removing the Prime Minister from 
office.... And as if that weren\'t enough 

Minister was given a second resounding slap in the face 
on Monday: a leak emerged from a private meeting that 
the Defense Minister held on Monday that Mofaz intends 
to remain in the Likud and 

run he 

Defense Minister 

and who backed up the Prime Minister the entire way 
the man who was supposed to be Sharon\'s chief partner 
in the splinter party-now has made everyone doubt 
Sharon\'s intentions or abilities.... Sharon said on 
Monday that he was staying in the Likud 

to another camp 

Left that supports him and expects him to continue with 
the process that he began. His statements about the 
evacuation of additional settlements in Judea and 
Samaria [i.e. the West Bank] were not aired for the 
benefit of the Likud Central Committee members and 
contrary to expectations 

Right. ThereVs no urgency: he still has four weeks 

left to play on every court. V 


Ш. “Тип and Turnabout\" 


Political parties correspondent Nadav Eyal wrote in 
popular 

the picture. Ariel Sharon stands 

turbulent 

They will dismiss him 

restrained 

opposite the extreme Right. SharonVs advisers say that 
this is a dream for the campaign of a Sharon party: the 
Likud\'s Central Committee 

hated groups in Israel 

popular prime ministers because he took Israel out of 
Gaza. There will be no better way for Sharon to prove 
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that the Likud has ceased to be a ruling party. There 
will be no better way to announce the establishment of 
a new ruling party.... Nevertheless 

respect to public support 

in grave danger. Right now he is losing the battle 
over the Likud 

power are slipping through his fingers 

attaining objectives while he has no choice but to 
retreat.... Anyone who wants to win in the party does 
not insult its members. Sharon has completed the 
process of his emotional disengagement from the Likud 
even though he still hopes to turn things around and 
manage to survive. If he fails 

will be dealt a mortal blow. Not surprisingly 

the political future of the Likud.\" 


KURTZER 
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EUROPE TO REACT.\" IN ITS EDITORIAL TITLED \"KATRINA AND ITS 
COLLATERAL DAMAGE FRANCOIS-XAVIER PETRI SEES EUROPE AS C 
IN THE MIDDLE OF VA HIGH RISK GAME\" BETWEEN OIL PRODUCING 
COUNTRIES V'UNABLE TO SATISFY DEMAND\" AND RICH COUNTRIES L 
CHINA AND THE U.S. WHOSE “STRONG ECONOMIES CAN SUPPORT R 
OIL PRICES.\" IN LE FIGARO NICOLAS BARRE COMPARES ENERGY 
STRATEGIES OF THE U.S. AND CHINA: “BOTH HAVE INCLUDED ENERC 
IN THEIR OVERALL STRATEGIES. BUT EUROPE DOES NOT AND BARF 
HOPES THIS V' THIRD ENERGY CRISIS WILL SERVE AS A WAKE UP CALI 
TO EUROPE." IN LIBERATION EDITORIALIST GERARD DUPUY SIMILARI 
HOPES THAT \"THIS CRISIS WILL SERVE AS A KICK IN THE PANTS TO 
CONSUMERS WHO HAVE BECOME OVERLY DEPENDENT ON OIL." (SEI 
C) 


THE SECOND MAJOR FRONT PAGE STORY REVOLVES AROUND THE 
GOVERNMENTS PUBLICATION OF A "BLACK LIST" OF BANNED AIRLII 
WHICH IS OVERWHELMINGLY BEING CRITICIZED BY MOST EXPERTS F 
BEING ТОО CONSERVATIVE. CALLS FOR A EUROPEAN VBLACK LIST, 
REITERATED AND THE U.S. SYSTEM OF AVIATION CONTROL IS GIVEN 
AN EXAMPLE. LE FIGARO PUBLISHES ITS OWN VBLACK LIST" OF 
INTERNATIONAL AIRLINES TO BE AVOIDED. 


PRESIDENT ΟΗΙΗΑΟΝ5 REMARKS YESTERDAY TO THE ASSEMBLED CC 
150 AMBASSADORS ARE REPORTED. LE FIGARO ANALYZES CHIRACVE 
POSITION ON TURKEYYS MEMBERSHIP AND HIS PREVIOUS STANCE О! 
TURKEY AND CYPRUS. (SEE PART C) A SEPARATE ARTICLE INDICATES 
THAT FRANCEYS AMBASSADOR TO BAGHDAD SUGGESTED AFTER THI 
CONFERENCE THAT HE \"MAY NOT BE RETURNING TO IRAQ\" FOR SEC 
REASONS. GEORGES MALBRUNOT WRITES: “ЕНЕМСН AUTHORITIES / 
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CONCERNED FOR THE SAFETY OF THEIR AMBASSADOR TO BAGHDAL 
MAY BE THE TARGET OF ATTACKS BY THE GUERRILLAS. THIS 
INFORMATION WAS RELAYED BY A WESTERN INTELLIGENCE SERVICE 
THE FRENCH.\" 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
GLOBAL ECONOMY - OIL PRICES 


\"KATRINA AND ITS COLLATERAL DAMAGES\" 

FRANCOIS-XAVIER PETRI IN RIGHT-OF-CENTER LA TRIBUNE (08/30): 
\"TODAY\'S OIL CRISIS IS A CRISIS TRIGGERED BY DEMAND. STRONG 
GROWTH ECONOMIES ARE PUMPING DRY THE RESERVES OF OIL PRC 
COUNTRIES 

CHINA AND IN THE U.S. 

ABSORB THE HIGH COST OF OIL. EUROPE CANNOT. EUROPE IS IN FAC 
PREPARING TO SUFFER THE COLLATERAL DAMAGE OF THE HIGH-RIS 
GAME OF SUPPLY AND DEMAND WHICH OPPOSES OIL PRODUCING 
COUNTRIES THAT CAN HARDLY MEET THE DEMANDS OF THOSE WHO 
CONSUME MORE AND MORE EVERYDAY.\" 


VOIL AND POWER\" 

NICOLAS BARRE IN RIGHT-OF-CENTER LE FIGARO (08/30): \"THIS 
THIRD OIL CRISIS IS NOT AS SERIOUS AS PREVIOUS ONES. NOT ONLY 
HAVE WE LEARNED TO PRODUCE MORE OIL WITH THE RESOURCES V 
HAVE 

PREDICTED. WHILE THESE FACTORS ARE REASSURING 

TAKE AWAY FROM THE FUNDAMENTAL POWER PLAY BASED ON OIL. \ 
FACT ARE FACED WITH A CONVERGENCE OF ANALYSES BY THE U.S. ı 
CHINA 

MAJOR COMPONENT OF THEIR POWER STRATEGIES. WHILE IN THE U 
THE MATTER IS IN THE HANDS OF VICE PRESIDENT CHENEY 

THE RACE FOR ENERGY IS THE ECONOMIC COUNTERWEIGHT TO THE 
RACE 

ON THE OTHER HAND WE DO NOT SEE THE CHALLENGE WITH THE S/ 
FEELING OF URGENCY. IF THIS “THIRD OIL CRISISY COULD WAKE UP 
EUROPE 

\"THE SPANKING\" 

GERARD DUPUY IN LEFT-OF-CENTER LIBERATION (08/30): \"THIS 
SPRING\'S OPTIMISM ABOUT A RETURN TO TAMER OIL PRICES IS GON 
AND EVERYONE AGREES THAT HIGH OIL PRICES ARE HERE TO STAY. 
THE COMING YEARS 

PRICES COULD CONTINUE TO SKYROCKET. THE RENDEZVOUS WITH | 
SAVING MEASURES HAS LARGELY BEEN A STORY OF MISSED 
OPPORTUNITIES. THIS VIRTUE WILL BE ACHIEVED ONLY THROUGH A 
SERIES OF KICKS TO OUR COMFORTABLE POSTERIORS OF OIL-DEPEI 
CONSUMERS. 2005 MAY GO DOWN AS YEAR ONE OF THE "SPANKING.\ 


EU ISSUES: TURKEY 


VCHIRAC AWAITING A GESTURE FROM TURKEY ON CYPRUS" 


topher Henzel, for reasons 1.4 b and d Acting DCM made ref demarche to Ambassador Muhammad 
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ALAIN BARLUET IN RIGHT-OF-CENTER LE FIGARO (08/30): "WITH A 
MONTH TO GO BEFORE THE NEGOTIATIONS BETWEEN THE EU AND T 
CHIRAC GAVE A WARNING TO ANKARA ASKING IT TO '"CLARIFYV ITS 
POSITION ON CYPRUS. ANKARAVS PREVIOUS UNILATERAL POSITION I 
NOT SIT WELL WITH PARIS. AND PARIS EXPECTS A POLITICAL 
COMMITMENT FROM THE TURKS DEVOID OF ANY AMBIGUITY. THE 
OBJECTIVE REGARDING TURKEY IS ITS ULTIMATE EU MEMBERSHIP 
IF THE TIME FRAME IS FAR IN THE FUTURE. CHIRAC DESCRIBED THE 
PROCESS AS A "LONG AND ARDUOUS ROAD WITH AN UNCERTAIN 
OUTCOME.Y BUT NO ONE IN PARIS IS READY TO SAY WHAT DIRECTIO! 
THAT "LONG AND ARDUOUS ROAD, WILL BE TAKING: A PRIVILEGED 
RELATIONSHIP SEPARATE FROM A FORMAL EU MEMBERSHIP IS NOT 
EXCLUDED." STAPLETON 
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democracy 

issues of concern to Armenian voters. As the leader of the 
smallest party (Orinats Yerkir or V'Country of Law!) in the 
three-party governing coalition 

mediatory position and has used it not only to his own 
advantage 

drawn-out duel between President Kocharian and the opposition 
over the constitutional amendments 

lines of communication open in both directions 

praise from some opposition members. He also has been a 
leader in pressing for more normal relations with both Turkey 
and Azerbaijan 

speakers of both those countries\' parliaments. Earlier this 
year he received a traveling member of the Turkish parliament 
in the face of criticism by the local media. 


3. (SBU) Baghdasarian has been open to advice from both the 
Armenian Legislative Strengthening Program 

both funded by USAID. He was helpful to us in the 
parliamentary debate over the non-combatant unit Armenia sent 
to Iraq at the beginning of this year. He will be traveling 

at our suggestion 

wife 

scheduled to meet to try to keep those appointments if at all 
possible 

political leader who 

in the Republic of Armenia. Baghdasarian has recently been 
working on his English 


4. (SBU) On Capitol Hill 

with Speaker Hastert; however; we have been warned that that 
meeting may well fall through. He is also scheduled to speak 
at CSIS and to visit the offices of the Millennium Challenge 
Corporation. 


6944 Classified By: CDA DANIEL RUBINSTEIN FOR REASONS 1.4 BANDD 1. (C) On August 3 


Minister of Interior Baker Jabor plans to visit New York City from September 8 to 12 and Washington, 
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5. Baghdasarian\'s bio is available on Embassy Yerevan\'s new 
classified website at www.state.sgov/p/eur/yerevan. 
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upcoming Indo-US military exercises 

MOD has been informed of death of US soldier of Indian 
origin. Mukherjee pledges to work in support of civil 

nuclear initiative and engage NSG representatives. MOD is 
ready to meet LTG Kohler to discuss P3C 

Agricultural reforms are badly needed. There is great 
interest in reviving Indo-US agricultural college 

connections. MoD still unclear on how they will affect 

liaison officer to PACOM. Defense Secretary Dutt wants to 
schedule the next Defense Policy Group. Mukherjee says 
Indian participation in PSI needs more discussion. Mukherjee 
agrees to examine US industry paper on India\'s Broadcasting 
policy. End Summary: 


New Framework for Defense Relations 


2. (C) Ambassador Mulford 

Defense Cooperation met with Defense Minister Pranab 
Mukherjee on 26 Aug 2005 to review a variety of topics. Also 
present were Defense Secretary Shekhar Dutt 

(International Cooperation) Debnath Shaw 

Secretary MoD Banerjee. Ambassador congratulated Mukherjee 


SIPDIS 

on his successful June US visit and the signing of the New 
Framework for Defense Relations (NFDR) 

complimented Mukherjee on his effort to explain the NFDR to 
Parliament 

thanked the Ambassador and explained that his US visit was 
\"simply superb in all aspects." Mukherjee explained that 
criticism of the NFDR was coming from certain segments of 
Vold thinkers\" who were caught in the \"old ideas syndrome." 


Malabar and COPE India 


3. (C) Ambassador hightlighted to Mukherjee that we were 
looking forward to two major exercises here in India 
Exercise Malabar 05 (25 Sep-7 Oct) which will be the most 
complex ever 

and Cope India in West Bengal (7 - 19 Nov). Ambassador 
highlighted that exercise planners were assigning 26-27 Sep 


fied By: A/DCM Geoffrey Pyatt for Reasons 1.4 (B, D) 1. (U) This is an action request for NP/RA. Se 


COMPLETED REF: STATE 151894 1. Summary: During a visit to Letecke Opravovne Trencin (L 
JECT: COUNTRY CLEARANCE REQUEST FOR PAULA HOLOTNAKOVA 1. Country clearance is | 
137 Classified By: Political-Military Officer Brian Greaney for reasons 1.4 (b) and (d) 1) (S) Pol-Mil ( 


guty Pol Counselor Bill Mozdzierz, reasons 1.4bd 1. (C) Polish MFA Deputy Director for the Middle Е; 
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as the Malabar VIP visitors day and suggested that if 

Mukherjee were available 

Nimitz. Mukherjee said that he thinks he has a commitment 
outside of India 

exercise and the Nimitz. Ambassador also highlighted 

IAF-PACAF COPE India DACT exercise to be held 7-19 November 
in Kalaikunda 


Another US Soldier of Indian Origin KIA in Iraq 


4. (C) Ambassador then mentioned to Mukherjee the death of 

US Army Specialist Hatim Kathiria 

August 2005. Kathiria was born in Gujarat 

Citizen as of January 2005 

arranged for return and funeral in Dahod 

was moved by the information 

Mukherjee to the possible negative press implications. 

Ambassador explained that DAO/ODC were undertaking a Casualty 
Assistance mission to support the Kathiria family. 


Civil Nuclear Initiative 


5. (C) Ambassador then touched upon the successful official 
US visit of Prime Minister Manmohan Singh 

a lot of work needed to be done by US and India to follow 
through on the various initiatives. Ambassador highlighted 
the challenges in effecting the civil nuclear initiative. 
Mukherjee stated that he would insure the GOI works on its 
end to meet the expectations of the USG and also to convince 
the NSG members to support the initiative. Mukherjee pointed 
out the importance of making a breakthrough on the civil 
nuclear front and how such a breakthrough will open up lots 
of other areas for cooperation. 


LTG Kohler\'s Visit 


6. (C) Ambassador then highlighted the upcoming visit of 
LTG Kohler 

the PAC-3 classified briefing 

for two leased P-3C Orions 

MRCA RFI. Defense Secretary Dutt assured Ambassador that 
meetings are set up for LTG Kohler with Defense Secretary 
Additional Secretaries and Service Chiefs. Ambassador 
highlighted that DSCA is working hard to ensure LTG Kohler 
comes here with a lease or draft lease and the configuration 
on the planes for purchase 

here with more answers to the MRCA RFI. 
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Agricultural Reforms 


7. (C) Ambassador then engaged Mukherjee on the subject of 
agricultural reform initiatives in West Bengal. Ambassador 
recounted his recent visit with West Bengal Chief Minister 
Bhattacharjee. Mukherjee pointed out that agricultural 
reform is extremely important to the GOI and to rural 
infrastructure development. Mukherjee stressed that what is 
needed most is reform and investment in research and 
development. Mukherjee pointed out that investment in 
agriculture had slowed significantly following the Green 
Revolution 

yields in many states 

tariffs. In addition to rural infrastructure development 

what India needed most was to reestablish links between US 
and Indian agricultural colleges 

Secretary Dutt offered that there had been links between 
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agricultural colleges 

Dutt also point out the problems in the area \"dry land 

farming." Ambassador pointed out Chief Minister 
BhattacharjeeVs most interesting remarks made in Singapore in 
favor of 100 percent FDI in Kolkata airports development. 
Mukherjee explained that Bhattacharjee has undergone the most 
amazing political transformation. He explained that he knew 
Bhattacharjee when he was a student activist 

completely changed his views on private investment. 


Indian LNO to PACOM and Defense Policy Group 


8. (C) Ambassador then brought up the issue of an Indian 

Liaison Officer to USPACOM. Ambassador asked Mukherjee what 
MOD intended to do to effect this offer. Ambassador also 
explained that PACOM is preparing to present MOD a formal 
Memo of Arrangement for MOD to consider 

procedure we go through for LNOs for all the other countries 

who have posted officers to PACOM. Ambassador also explained 
that PACOM\'s desire is to have the LNO posted in Hawaii and 
not D.C. Mukherjee explained that his original idea was to 

have two more attaches posted to the embassy in D.C. and they 
would travel to Hawaii as needed. Mukherjee explained that 

if itis needed 

Ambassador reiterated that PACOM really wants a full time 

LNO 

interact daily. DATT explained that the reason for the MOA 

is to outline the various parameters of information 

disclosure 

etc. Secretary Dutt mentioned that they intended to post 


3TRIAN RESPONSE REF: STATE 155313 1. (SBU) On August 30, Econ Unit Chief delivered reftel 
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additional officers at the same senior rank as their military 
attaches. An idea was then mentioned that perhaps the issue 
should be discussed at the Defense Policy Group 

point Mukherjee then asked when the DPG was going to occur. 
DATT mentioned that USD(P) Edelman has just taken over the 
job 

or late November. Ambassador mentioned that we had heard the 
Indian embassy was suggesting that the DPG should be held in 
India 

thought that perhaps it was a good idea for Mr Edelman to 

come to India 

then suggested that MOD and OSD exchange a couple of sets of 
dates from which to choose. Secretary Dutt mentioned that he 
had already sent a congratulatory letter to Mr Edelman 

he looked forward to meeting him. 


9. (C) Ambassador then mentioned Proliferation Security 
Initiative (PSI) and explained that this is low-hanging fruit 

now that we have scrapped the Core Group. Ambassador 
suggested that a public statement in support of the Statement 
of Principles will send a good political message. Ambassador 
also mentioned that the UK is hosting an interdiction 

exercise in the Indian Ocean in November 

India to participate somehow. Mukherjee explained that 
India\'s participation in PSI can be worked out after another 
round of talks on the issue. 


India\'s Broadcasting Policy 


10. (C) Finally 

changes to India\'s Broadcasting policy 

about leading a group of Ministers assigned to evaluate new 
policy and regulations on broadcasting -- including policy on 
up-loading and down-loading of satellite broadcast links. 
Ambassador mentioned that some U.S. broadcasting companies 
(AOL and Time Warner) have approached the USG and expressed 
concerns about three restrictive proposals being considered 

by the GOM committee. Ambassador offered that he would share 
with Mukherjee an issue paper on this subject 

being prepared by the U.S. broadcasting industry. Mukherjee 
said he would gladly look at the paper. 


11. (U) Visit New DelhiVs Classified Website: 
(http//www.state.sgov/p/sa/newdelhi). 
MULFORD 
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Child Labor in El Salvador" may still be considered a valid 
reference that outlines El Salvador\'s significant efforts to 
address the problem. The ILO continues to train judges 
police officers 

addressing the worst forms of child labor. 


INCIDENCE AND NATURE OF CHILD LABOR 


2. According to Ada Lazo 

Elimination of Child labor 

same data base as that of the ILO/IPEC program. According to 
the ILO 

have received medical 

vocational 

ILO/IPEC programs; these activities have helped keep children 
out of labor activities. The ILO/IPEC 

the Ministry of Labor 

training in occupational skills 

medical attention 


3. For the period of 1999 through August 2005 
reported that 6 

labor. A total of 3 

plantations 

in coffee plantations 

scavenging in garbage dumps 


4. During the same 1999 to August 2005 period 
reported that they 

Labor 

labor activities 

2 

from garbage-dump scavenging 

175 in urban market areas 


5. The Ministry of Labor Liaison Officer for the Elimination 

of Child Labor reported that the Ministry and ILO/IPEC had 
cooperated in implementing the following projects that were 
underway 


(a) The Ministry of Labor (MOL) estimates that 90 children 
will benefit from a program funded jointly by ILO/IPEC and 
the Nehemiah Foundation to eliminate child labor in the 
Barranca Honda Municipal Landfill in Chalchuapa 
Department; the program began in March 2005 

continue for 12 months. 


(b) A program begun in January 2005 will continue for 12 


\GS: ECON, EFIN, JM SUBJECT: HURRICANES STALL ECONOMIC PROGRESS IN JAMAICA RE 


GS: ECON, EFIN, JM SUBJECT: SOARING INFLATION THREATENS JAMAICAYS MACRO- ECON 
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months in eliminating garbage scavenging by children in 
Tecoluca 

the Womenvs Entrepreneurial Organization (OEF) 

350 children aged 5 to 17. The Ministry of Labor estimates 
that some 183 families will benefit from the program. 


(c) The NGO Salvadoran Communities (COMUS) funded a 15-month 
program 

MOL 

Jiquilisco 

are targeted. 


(d) A program funded jointly by ILO/IPEC and OEF was 
implemented by ILO and MOL in sugarcane plantations in La Paz 
and San Vicente departments. The 15-month program 

January 2004 


(e) The Salvadoran Foundation for Health and Human 
Development (FUSAL) and ILO jointly funded a 15-month program 
begun in January 2004 to eliminate child labor on sugarcane 
plantations in Sonsonate Department. The target population 

was 1 


(f) The local development NGO Patronato para el Desarrollo 

de las Comunidades de Morazan y San Miguel (PADECOMSM) and 
ILO funded a 12-month program 

provide assistance to underage victims of sexual 

exploitation. 


(g) The women's NGO CONAMUS and ILO jointly funded a 
12-month program begun in September 2004 to assist 125 
at-risk children in preventing commercial sexual explotation 
of children in San Salvador. 


(h) In March 2004 

ILO began a jointly-funded 12-month program to improve the 
institutional capacity of police in prevention 

investigation 

exploitation of minors. 


(i) In December 2003 

PADECOMSM and ILO began in San Miguel 

workers among informal street vendors in the municipal market 
and public parks. 


() The Salvadoran Association for Rural Health (ASAPROSAR) 
and ILO jointly funded a 12-month program begun in January 
2004 to eliminate child labor in the municipal market in 

Santa Ana. The target population includes 300 children from 
125 families. 


31028 1. Please charge USD 41.81 for APO shipping of Post\'s order to: Appropriation 19-50113-00( 


31027 1. Please charge USD 229.74 for APO shipping of PostVs order to: Appropriation 19-50113-0( 
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(k) FUSAL and ILO have jointly funded a program to withdraw 
4 

2 

fisheries workforce. 


(I) ПО and ΟΕΕ are jointly funding a program to eliminate 
child labor in fishing in Usulutan; the target population 
includes 550 children presently laboring in fisheries; the 
Ministry of Labor estimates that 517 families will benefit 
from the program. 

Barclay 
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Ending For The \Narcosoldiers\' 


\"Taking advantage of their presence in Colombia... the 
(American) soldier and the three sergeants... had built up a 
cocaine distribution net. Ironically 

soldiers to fight against drugs... In contrast 

Colombian \" mules\" who arrive in civilian airplanes 

with smaller amounts (of cocaine) and without criminal 
records 

United States... That is what is so discouraging about this 
case. It is obvious that the crime of the American soldiers 
is more serious than that of the Colombian civilians.\" 


WOOD 
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added that the constitution showed a \"very broad" consensus 
and expressed his optimism that Sunni objections would be 
overcome. Furthermore 

itself 

democracy.V 


3. (U) In an August 29 press statement 

echoed these sentiments 

fundamental values and principles. While calling the 
failure of the Sunnis to sign the document a \"negative 
element 

representatives are showing some positive signals 

\"we have to continue to use all possible diplomatic efforts 
so that the Sunni community votes in the referendum.\" Fini 
added 

make this great opportunity go to waste." 


SPOGLI 


T: HURRICANE KATRINA: NZ CONDOLENCES, OFFERS OF ASSISTANCE 1. Roy Ferguson, Am 
TRA, ОМІР, KSEP, NZ, UNGA SUBJECT: UN GENERAL ASSEMBLY: HIGH-LEVEL ATTENDANCE 
rty (BNP) candidate, Shah Abu Zafar, won a parliamentary by- election in a traditional Awami League 
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Classified By: Ambassador John M. Evans for reasons 1.5 (b 


1. (SBU) On August 21 

hosted Georgian President Mikhail Saakashvili at his summer 
residence on Lake Sevan for what Armenian press characterized 
as an \"informal\" visit. Armenian Defense Minister Serzh 
Sarkisian and his Georgian counterpart Irakly Okruashvili 

also attended. The two presidents met for similar 

\"unofficial\" discussions at a Georgian ski resort in April 

2005. 


2. (C) Presidential spokesman Viktor Soghomonian 

traveled with Kocharian to Sevan 

specifics but told us \"press reports are accurate." Previous 
meetings between the two leaders 

focus on economic cooperation -- particularly transit of 
Armenia\'s imports and exports through Georgia -- and 
Georgia\'s largely ethnic Armenian Javakheti region. 


3. (SBU) In an August 19 press conference 

reporters that an article published by the Russian 

Nezavisimaya Gazeta titled V'Kocharian Betrays Russia\" was the 
\"fruit of the morbid and limited imagination of the author. V 
Kocharian reportedly down-played similar stories in Armenian 
opposition newspapers Aravot and Haykakan Zhamanak and denied 
that his meeting with the Georgian President had 

Vanti-Russian implications." 


4. (SBU) KocharianVs official website (www.president.am) 
posted the following statement after the visit: 


Begin text of statement as published (original in English): 


On August 21-22 
made an unofficial visit to Armenia. 


Michael Saakashvili and Robert Kocharian discussed issues 
related to the Armenian-Georgian relations and current 
socio-economic situation in Javakhk at the summer residence 
of the President of Armenia on the Sevan Lakeshore. 


At the briefing with journalists President of Armenia said 
that leaders of the neighboring states should meet more than 
once during the year. Those meetings can be official or 
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unofficial. The very fact that we are conducting not only 
official but also friendly contacts with Georgia is a very 

good sign. VI think that relations of the Presidents will 

have their impact on the relations of common people. 
relations between the people of the two states can be 
established through contacts 

business and common interest -- all this should be 
reestablished. It is not possible to do it in one or two 

days 

We must preserve and cherish the relations that have been 
built through the generations and do our best to develop them 
further 

opinion the fact that many Armenians spend their vacation in 
Georgia and return with good feelings is also a good sign. 
End Text. 

EVANS 
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border regions. The Health Ministry 

ordered two million antiviral treatments (\"Tamiflu\") to 
combat the possibility of an epidemic among the human 
population. 


3. The Agriculture Ministry has had a \"National Vigilance 
Against Avian Influenza Program\" in place since 2003 that has 
detected no/no cases of Avian Influenza since its inception. 
The Ministry believes that a spread to Spain remains 
\"improbable.\" The Spanish authorities reportedly believe 
that avian migration patterns make northern Europe more 
vulnerable than the south. Should that calculation change 
Spain would not find it too difficult to take measures 

similar to Holland (keeping poultry indoors) 

percent of Spanish birds are currently kept outside (compared 
to over 40 percent in Germany 


4. COMMENT: The GOS did not respond to our demarche until 
after the August 25 emergency EU meeting called to coordinate 
Europe\'s response to the threat. Spain\'s relatively 

unalarmed response tracks with our understanding of the 
results of the EU session 

immediate risk of Avian Influenza spreading to the EU as 
\"remote\" or Vlow.V That said 

threat and 

its border vigilance and its efforts to combat any possible 
human epidemic. 

AGUIRRE 
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in early party primaries 

notwithstanding -- does not compel them to be held. The 
court decision validates a petition by supporters of Bibi 
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Netanyahu demanding that the party Central Committee meet 
within 30 days to make a \"decision\" on the petitioners\' 
specific call for primaries to be held within 60 days of the 
Central Committee meeting. The 60-day period is specified by 
the petitioners 

decided to use the Committees scheduled September 25-26 
session to address the issue 

would probably be held about November 25 

full month of Israeli holidays in October and the need for 
logistical and campaign preparations. The court decision 
does not force the Central Committee to actually call 
primaries 

Committee V'decisionsV must be by vote of its some З 
members. Were all that to happen 

successful in securing the dissolution of the govenment 
elections would likely take place 90 days later 

February 24. END SUMMARY. 


2. (C) Sharon supporter and Central Committee Chairman 
Tzachi Hanegbi had spent the past week trying to stave off 

the petition attempt 

percent of Central Committee members. Sharon supporters say 
that they will appeal the court decision. Netanyahu 

supporters are riding high on poll numbers showing Netanyahu 
defeating Sharon in a two-way race for the party leadership 
and are hoping for dissolution of the Knesset in order to 

force early elections with 

head of Likud. Observers say this is the first time in 

Israeli political history that a party has sought to oust its 

own sitting prime minister -- a full year before scheduled 
elections. 


3. (C) Sharon will use the month until the Central Committee 
session both to rally support for his continued leadership 

and to prevent having primaries called at all. He will try 

to demonstrate that his disengagement has been the right 
course for the country 

what the right considers further concessions to the 
Palestinians -- and the U.S. administration -- and 

already charged 

leader who cannot be entrusted with IsraelVs future. 


4. (C) Although a majority within the Central Committee has 
opposed disengagement 

primaries could go either way. A current internal Central 
Committee poll shows Sharon and Netanyahu tied with 32 
percent each 

additional 17 percent that he could send BibiVs way in a 
pinch. Sharon nonetheless is a sitting prime minister 
basking in international praise for his disengagement and 
supported by a majority of Israelis. In addition 
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have just returned from an anticipated \"victory lapW in New 
York. Under his leadership 

seats 

challenges from the left and the right to pass a responsible 
budget and carry out disengagement. No one on the political 
scene predicts that Likud will be able to retain 40 seats 
under anyone\'s leadership 

numbers fall quickly in a Netanyahu leadership scenario. In 
addition 

party rules 

opponents reportedly among them 

party rules from seeking reelection. By working against 
Sharon 


5. (C) Coalition partner Labor will be watching carefully 
developments up to and including the September Central 
Committee vote. lf Sharon looks to be gaining strength 
Labor 

contenders 

the regularly scheduled November 2006 national elections 
the hope of securing more disengagement-type action from 
Sharon. If Netanyahu appears to be winning 

appears to be stonewalling on further steps in the peace 
process 

could leave the coalition to separate itself from the Likud 
in time for anticipated early elections. 
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2. Embassy understands that no assistance is necessary. 
3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. THREAT ASSESSMENT: 


In general 


INING REPORT FOR VIENNA, PRAGUE, BUDAPEST, ZAGREB SARAJEVO FOR FY 2005. 1. VII 
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other large cities in Spain --including resort/convention 

areas such as Benidorm-- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart 

In the event you are victimized by crime 

security-related incident 

Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
StateVs website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas 

threat information through its Consular Information Program 
documents 

http://travel/state.gov. In addition to information on the 
Internet 

calling the Department of State in Washington 

202-647-5225 from their touch-tone telephone 

information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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the U.S. 

noting 

bilateral relationship has improved significantly in the last 
few years 

oft-quoted comment from his last U.S. visit that \"the U.S. 
has no better friend in the Balkans than Greece.\" 


FM describes relationship with Turkey 

3. (SBU) Responding to Congressman Bilirakis\' request for a 
Turkey overview 

Balkans and Turkey into the Euro-Atlantic institution is an 
area where U.S. and Greek objectives coincide. This 
maintained 

eventual EU accession 

easy for us.\" The FM noted Turkey should increase respect 
for minorities 

and be \"more straight" in its military activities in the 
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MO, CDC, USAID/RDM/A (MFRIEDMAN) USDA FOR FAS/PASS TO APHIS DEPARTMENT OF DEF 
MMENT Post has delivered reftel talking points to both the Ministries of Health and Agriculture. The 
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Aegean. Greece and Turkey have good cooperation 
on trade 


The War in Iraq 

4. (U) Rep Markey asked the FM for his views on Iraq and 
what the war means for U.S.-Greece and Greece-EU relations. 
Molyviatis detailed Greek contributions to the international 
effort to rebuild a safe 

wanted to see full sovereignty transferred to the Ігадіѕ as 
soon as possible. The FM explained that Greece stood by the 
NATO Istanbul Summit decisions 

conduct training in Iraq 

doctors and judges outside Iraq and provides funding to the 
NATO training mission. 


5. (U) Ambassador noted that it is incumbent upon the U.S. 
to take advantage of this generosity 

providing equipment transport and will donate 500 armored 
personnel carriers to Iraq. Ambassador mentioned that Greek 
military officers assigned to NATO billets still cannot go to 

Iraq even under their commander\'s orders 

relaxing this requirement would make a largely symbolic 
impact that would be widely appreciated. The FM thanked 
Ambassador for detailing Greece\'s contributions 

would again take up the point of the NATO staff officers. 


Iran\'s Nuclear Ambitions 

6. (C) Recalling Israel\'s 1981 attack on the purported lragi 
WMD site in Osirak 

react to a similar Vpreemptive attack" that the Israelis 
might carry out against Iran. The FM responded that he 
supported a diplomatic solution 

military strike would \"not be positive. In addition to 
proliferation 

factors should also be taken into account. He acknowledged 
however 

hopeful. Pushed on what should happen if an impasse is 
reached on Iran\'s nuclear technology 

unclear just how close Iran was to developing a nuclear 
weapon. If it is tomorrow 

discuss a military option 

and \"does not want to be threatened by Iran.\" If however 
weapon is 5-10 years away 

seek a diplomatic solution. 


The Greek Economy 


7. (U) Responding to Rep Watts question on the state of the 
Greek economy 


COLOMBO 1537 В. COLOMBO 1417 1. (SBU) Immediately following Foreign Minister Kadirgan 
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debt and trade deficit 

the previous government for these 

difficult task at hand. He explained a GoG proposal to 
simplify Greece\'s Byzantine tax code by introducing a 25 
percent flat tax over the next two years 

GreeceWs investment climate by eliminating existing 
bureaucratic impediments. The FM stressed that it is the 
GoG\'s goal to create a healthy economic environment which 
will attract U.S. investors and investment. 


Macedonia Name Issue 

8. (SBU) Molyviatis justified Greece\'s position on the 

Macedonia name issue because the name \"creates confusion!" in 
the region 

called Macedonia and are part of \"historic Macedonia." 
Molyviatis explained that of the area of \"historic Macedonia" 
roughly 50 percent was now in Greece 

and 30 percent in \"FYROM.\" Although admitting UN Special 
Negotiator Nimitz has been working for a solution 

said the U.S. recognition of Macedonia by its constitutional 

name was \"to say the least 

allows FYROM to be more inflexible with the support of the 

US.V The FM hopes a decision on the name can be reached 
before NATO and EU accession arrangements with Macedonia are 
decided 

problem" because Greece will never consent to accession of 
Macedonia to these bodies under its constitutional name. 


Broader Middle East Initiative 

9. (U) The FM closed the meeting by telling the CODEL that 
Greece supported efforts to spread freedom and democracy in 
the broader Middle East 

conference in early 2006 on the subject. This 

acknowledged 

\"democracies do not go to war against each other." Greece 
hopes this will contribute to lessening the problems of 
terrorism. 


10. (U) COMMENT: CODEL Hyde\'s meeting with the Foreign 
Minister provided an excellent opportunity to review U.S. 
foreign policy priorities as summer comes to an end. We will 
use Greece\'s desire to cement its good relations with the 
U.S. to expand Greece\'s contributions in key areas raised by 
the CODEL 


11. (U) CODEL Hyde has cleared this message. 
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the fact that the Temporary Peoples\' Assembly of Iraq on 
the 28th of August 2005 

particularly important step towards stabilization of the 
situation in this country. The government congratulates 
Iraqvs political leaders on their persistent and patient 

efforts towards building the widest possible consensus on 
the issues essential for further establishment of the Iraqi 
state 

accepted at the forthcoming referendum. Such development is 
of particular importance for overcoming security and 
developmental challenges that IraqVs society is faced with. 
The Government of Croatia also supports the international 
community\'s efforts aimed at helping political processes in 
Iraq which are related to the development of democracy and 
the rule of law as basic elements in building a stable and 

a secure environment 

as a prosperous and secure land for all of its citizens. 

The Republic of Croatia will continue to back the Iraqi 
authorities efforts to establish peace and security and a 
stable democratic government. Opening of Croatia\'s special 
diplomatic mission in Baghdad is a an additional incentive 

in that direction. V" 

DELAWIE 


NNNN 


39448 

stated flatly 

process must be open to full membership. Kolecka admitted 
that Turkey\'s declaration concerning non-recognition of 
Cyprus was unhelpful 

have determined that this declaration was not legally binding 
and therefore should not prove an obstacle to launching 
negotiations on schedule. 


3. (C) Croatia 

not changed 

notably Hungary 

Poland will continue to insist on full cooperation with the 
Tribunal 

Bulgaria 

target dates for accession and believes that it remains 
premature to discuss any postponement. 


4. (C) Middle East: Solana will arrive at the Newport meeting 
directly from the Middle East 

foreign ministers with a fresh report on developments there 
and what steps can now be taken to move the process forward. 
Kolecka highlighted concerns among EU members 

included 
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including evictions of Palestinians in East Jerusalem and 
establishment of new settlements in the West Bank. The 
Sharon government\'s actions in Gaza were extremely positive 
Kolecka observed 

these other measures. 


5 

remain supporting EU efforts to get Iran to suspend its 
enrichment activity and to return to the negotiating table 
Kolecka said 

closely with key partners such as the United States. We must 
begin to look ahead to next steps in the context of the next 
IAEA report due in September 

will continue to press to have the EC office opened in 
Baghdad as quickly as possible 

engagement 

establishment of more bilateral diplomatic missions. 


6. (C) Belarus 

Poles were unsuccessful in getting Belarus added to an 
admittedly already-ambitious Gymnich agenda 

Rotfeld will certainly highlight Polish concerns about the 
deteriorating situation there and may also make a general 
appeal for EU support for independent media (if not 
specifically mentioning the external broadcast project). In 
the context of discussions on enlargement 

encourage the EU to remain engaged with Ukraine and to move 
forward with the action plan. On Russia 

minister will likely make a philosophical presentation 
Kolecka explained 

retrograde actions by Putin while maintaining vitally 
important cooperation with Russia on non-proliferation 
terrorism 

certain to highlight the importance of ensuring that dialogue 
between Europe and Russia is not restricted to the 
governmental level 

society. 

Ashe 
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policy. The FM also met former President Rafsanjani 

ridiculed the notion of \"Iranian\" nuclear technology. The 
Foreign Minister pointed out that Anmadinejad\'s upcoming trip 
to New York for UNGA meetings afforded a good opportunity to 
begin to bring external influences to his parochial 

worldview. End Summary. 


Iran\'s Nuclear Program 


2. (C) In his first meeting with the new President of Iran 
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the FM cautioned Ahmadinejad not to underestimate the 
international reaction to the nuclear issue 

western and U.S. opinion. The FM stated that that it was a 
serious matter 

converged 

shared their concerns. The FM urged Ahmadinejad to rethink 
the EU-3 proposal. He advised that Kuwaiti concern emanates 
from the fact that the reactor site is so close to the 

Kuwaiti border. Continuing 

and safety standards should be on par with international 
standards 

ease concerns. Regarding the undeclared program 

advised that the GOI should cooperate with the IAEA. 


3. (C) In response 

world had a right to such (nuclear) power and a fatwa raised 

by the FM 

nuclear weapons 

technology was for civilian purposes only. In a separate 
meeting at the Foreign Ministry 

his concerns about the program with FM Mattouki. The new FM 
was more realistic 

like to work with the EU-3 on a solution. Shaykh Dr. 
Mohammed also met with former President Hashemi Rafsanjani 
who initially brushed off GOKVs concern that the technology 
would be Russian 

would actually build the reactor. The FM then reminded him 
that the Russian blueprint is the same as the one used for 

the ill-fated Chernobyl plant. Rafsanjani responded \"we 

would love to have European technology\" to build the reactor 
but after the German contract foundered 

look at the Russian models. Rafsanjani added that he would 
\"go straight to western technology\" if he could. 


Iraq's Need for External Forces 


4. (C) On Iraq 

presence of U.S troops was V'fueling the terrorists" in Iraq 
and the U.S. shared responsibility for Iraqvs instability. 

The FM countered that the U.S. and international troops were 
not part of the problem but of the solution and that if they 
were to withdraw 

that the problem would not be so bad for Kuwait since it does 
not suffer from ethnic and sectarian problems as do other 
states in the region. He pointed out that the IIG had asked 
for the international troops to stay in Iraq. Additionally 

the FM pointed out 

ensure regional stability 

to say that he advised Ahmadinejad to listen more to the 
Iraqi President and Foreign Minister of Iraq and to their 
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concerns. 


The President's Interest - \"It\'s the Economy 


5. (C) On his third point 

to increase his dialogue with the GCC. Commenting that 
Ahmadinejad said some things during his presidential campaign 
which made his neighbors uncomfortable 

Ahmadinejad to improve his relations with the GCC. The FM 
and the Iranian President discussed the GOK\'s desire to 
import water and gas from Iran 

Ahmadinejad. The FM remarked to us that the President was 
not focused on anything that was not directly linked to the 
economy. Shaykh Dr. Mohammed then broached the question of 
restarting discussions on the disputed maritime border 

between Kuwait and Iran 

indication that he knew the issue in any detail. 


6. (C) Manouchechr Mattouki 

Minister for International Affairs and former chairman of the 
Foreign Relations Committee in Parliament 

Mohammed that the new President was \"not fond\" of foreign 
policy. Reminding the Kuwaiti FM that Ahmadinejad was 
elected on an economic platform 

had a disdain for foreign policy. On the possibility of 
restarting talks 

disputed Continental Shelf issue was very important to 
Iran-Kuwaiti relations and that the Foreign Ministry was 
willing to engage the GOK on it. (Note: Shaykh Dr. Mohammed 
told the Ambassador that previous solutions to the 
Continental Shelf issue had been vetoed by the Iranian 
Ministry of Oil or by lesser offices within other ministries. 

He surmised that as the topic was one of national security 
interest 

office of National Security or some other powerful but 
unforeseen body. He cautioned that he did not put a lot of 
weight in the ability of individual ministries to resolve 

issues on their own. End Note) 


A New York Opportunity 


7. (C) The FM spoke at length about the opportunity which 
would present itself when Ahmadinejad traveled to New York to 
attend UNGA meetings. Shaykh Mohammed said that the trip 
would allow Ahmadinejad to hear others perceptions of Iran 
\"straight from the horse\'s mouth.\" It would also let 
Ahmadinejad be exposed to other elements in the western world 
which might expand his viewpoint. Although Shaykh Mohammed 
found Ahmadinejad to still be stuck in campaign mode and 
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lecturing rather than talking 
trip to New York could help widen the Presidents worldview. 


Cheap Suits and Moderation 


8. (C) Shaykh Mohammed added one last item about his trip to 
Tehran. He said that Anmadinejad\'s office was very modest 
and his suit fabric was simple and plain. The FM remarked 
that it would be interesting to see if the trappings of 

office and the suit material improves after a year in office. 
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oil at a concessionary price 

gas-oil (mazout) would be priced at international oil company 
prices 

savings would come from eliminating middle men. 


3. (C) The FM reported that PM Siniora told him during the 

PM\'s recent trip to Kuwait that the truck companies affected 

by Syrian border closures with Lebanon were owned primarily 

by Arabs from countries other than Lebanon 

Arabia 

hurt. Shaykh Dr. Mohammed added that PM Siniora had told him 
Syria promised to lift the ban 
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are here to listen and want to work with you.\" He wants to 


(D) 1. (C) Acting Pol-Mil Counselor and Pol-Mil Officer met with MFA NATO Office Director Brauzzi 


ue- generating program in US Dols: English Teach PostVs X Allotment as of 7/31/05: 


t in Beirut in 2000. The СОО has also made the contributions noted below. Information is based on E 


, REBECCA SCHEURER E.O. 12958 TAGS: EAID, BG, IT, TH, NP, IN SUBJECT: BANGLADESH 2( 


Column 3 

support the creation of a Committee for the Implementation 
of the Constitution to maintain momentum on key contentious 
issues 

promote civil service reform as well. Lembo requested 
discreet US assistance in pressing UN headquarters in New 
York to establish more quickly a permanent UNDP mission in 
Iraq. 


2. (SBU) Paolo Lembo 

Nations Development Programme (UNDP) met with IRMO Director 
Daniel Speckhard on August 14 to discuss UNDPYs priorities 
for Iraq after having recently established a liaison office 

in Baghdad. Lembo stressed the need to build the capacity 
of IraqVs local government 

shape than in the countries emerging immediately after the 
collapse of the Soviet Union. He characterized local 
government as Va fragmented mixture of parties 

mafias\" and bemoaned their lack of skills in basic 
organization 

implementation. He expects power will be gradually 
decentralized in the post-Constitutional period and 

therefore 

facilitating this process. 


3. (SBU) Lembo said the Prime Minister intends to allocate 
$50 million to support small-scale rehabilitation. For its 
part 

funds and use this partnership initiative as a vehicle to 
build local capacity. Lembo admitted that he sees an V'us 
versus them!" attitude between the Prime Ministers Office 
and Planning Minister Barham Salih but couched it by 
saying 


4. (SBU) Lembo said he and an aide to the Prime Minister Vs 
Higher Reconstruction Council will participate in 

the Southern Iraq Reconstruction and Development Co- 
ordination Group (SIRDCG) monthly meeting in Nasiriyah 
which Planning Minister Salih will lead a ministerial 
delegation 

more local/regional ownership of the rebuilding process. 
Though the SIRDCG has functioned poorly in the past 
expressed confidence that this time the Group will be 

better organized (NOTE: The SIRDCG is an emerging Iraqi-led 
donor coordination institution composed of leaders from the 
four southern governorates and launched earlier this year 
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through British mentoring. Recently 

became its co-Chair END NOTE). Lembo plans to use the 
occasion to announce eight UN-funded projects worth $15 
million. He suggested that the US also use the occasion to 
announce its projects in the region. These eight UN 
projects are part of a larger $60 million UNDP initiative 

to promote community development in Iraq. 


5. (SBU) As to suggestions that IRMO attend the Nasiriyah 
meeting 

regional ownership of the rebuilding process would be well 
received in the south 

there to listen and we want to work with you.\" As for 
Provincial Reconstruction Development Councils (PRDCs) and 
Provincial Support Teams (PSTs) 

favorably and thought the PST system could include capacity 
building as well as program delivery support. IRMO Daniel 
Speckhard explained to Lembo that though American 

initiated 

interested in supporting local and regional initiatives 

(NOTE: Due to a conflicting Council of Ministers meeting on 
that day 

delegation of two Assembly Members and the Prime Minister\'s 
Reconstruction Advisor to attend the Nasiriyah conference. 
The Iraqis were joined by senior donor officials led by AMB 
Dan Speckhard END NOTE). 


6. (SBU) As for the National Development Strategy 

described it as V'a document that remains alien to most 
people. He said he would propose to the Planning Ministry 
that it launch a program of local roundtables to spur 
discussion about key elements of the document. Lembo hopes 
Minister Salih will raise the NDS at the conference in 
Nasiriyah. 


7. (SBU) Lembo expressed a desire to spur the establishment 
of a Committee for the Implementation of the Constitution 
a new and independent Iraqi institution that would maintain 
momentum on contentious constitutional issues 
decentralization and human rights. This Commission could 
sustain a sense of continuing progress within the Iraqi 
public in the post-referendum period. UNDP is ready to 
provide financial and technical support to this new body. 

In addition 

expertise in the area of civil service reform. 

8. (SBU) Lembo lauded Planning Minister SalihVs effort to 
promote investment in Iraq but thought this work is better 
suited for USAID 
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establishment of an investment promotion agency. Lembo 
hoped 

practical changes to the country\'s unattractive legal 
structure. IRMO Director Speckhard noted the focus of US 
reconstruction on private sector development and need for 
Iraq to prepare itself for looking to private capital 

markets to help finance its reconstruction. 


9. (SBU) Lembo shared his frustration with his headquarters 
in New York 

establishing a more fully-staffed permanent UNDP office 
within the UN Assistance Mission in Iraq (UNAMI). He 
requested from IRMO Director Speckhard discreet US 
assistance in encouraging UN headquarters to move forward 
more quickly on a permanent UNDP presence in Iraq. As to 
the upcoming visit of World Bank Country Director Joseph 
Sabah 

past. He recounted his offer to Sabah to form a joint 
UNDP-World Bank office within UNAMI in which UNDP would 
offer the Bank security 

transportation. 


10. (SBU) The assigning of a UNDP Country Director in Iraq 
signals the multilateral organization\'s increasing 
commitment to engage more seriously in the rebuilding of 
Iraq. This includes opening UN regional offices in Erbil 

and Basrah. However 

routinely echo LemboYs complaint that the UN bureaucracy in 
New York City is delaying a fuller UN presence. END 
COMMENT 
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of Dry Lands\" -- as part of its International Year of 
Deserts and Desertification. The conference 
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by a UN inter-agency committee chaired by UNESCO 
tentatively scheduled for June 19-21 

(For more information on the conference 
Coopernj@state.gov) Given the strong role of U.S. 
institutions on issues relating to dry lands research 
UNESCO\'s secretariat seeks advice on how to coordinate 
U.S. participation in the conference with the U.S. 

National Commission for UNESCO. End Summary. 


3. Science Officer met with UNESCO Director of Ecological 
and Earth Sciences Division Natarajan Ishwaran to discuss 
UNESCOY"s role in next yearVs International Year of 
Deserts and Desertification. He noted that the year 

would roughly coincide with the fiftieth anniversary of 

the first-ever UN conference on Dry and Arid Lands -- 

Vthe International Arid Lands Meetings\" -- that took 

place in Socorro 

that UN interagency Preparatory meetings for the 2006 
edition -- entitled \"The Future of Dry Lands!" -- took 

place in February and May 2005. The organization 
committee is chaired by UNESCO. 


4. One goal of the conference will be to look back at 

the 1955 meeting 

forecasts; the conference will issue a publication taking 
stock of the past 50 years. Of course 

climate is more focused today 

ahead 

the current state of knowledge regarding dry land eco- 
systems 

is to identify knowledge gaps in order to promote 
sustainable development. Ishwaran expressed the hope 
that the findings of the conference would shape a 

proposal for a \"time-limited research program\" that could 
be incorporated into the upcoming reflection on UNESCOVs 
next medium-term strategy (for 2008-2014; to be launched 
at UNESCOVs September 2005 General Conference.) 


5. The desertification conference is tentatively 
scheduled for June 19-21 

the desire of the Sahel states to host. (In addition 
the organizers wanted a venue compatible with Israeli 
participation.) The organizers expect up to 200 
participants 

lands focus 

representatives of other interested countries 
agencies 

of the first prep meeting 

funding for the organization of the meeting will be 
essential." 
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US Participation Key to Desertification Conference 


6. Ishwaran queried Science Officer on the best means of 
working with the U.S. National Commission for UNESCO in 
organizing U.S. participation in this conference. It is 

clear 

the success of the conference. 


7. Ishwaran noted that both UNESCO and the U.S. 
scientific community -- including the AAAS and the 
Rockefeller Foundation -- gave strong support to the 1955 
New Mexico conference. This time around 

of Arizona is a member of the organization community for 
the 2006 Tunisia Conference. Members of the Scientific 
Committee include Charles Hutchinson (Associate Director 
of the Office of Arid Land Studies (OALS) at the 

University of Arizona) 

U.S.-based International Center for Remote Sensing of the 
Environment). Ishwaran reported that UNESCO has long 
cooperated with the University of Arizona 

1986 on country updates on dry and arid lands. 


8. Ishwaran told Science Officer that he had had 
informal contacts with the Christensen Family Foundation 
(a U.S. NGO) to discuss the possibility of 50 

funding for the June 2006 conference; this funding could 
take the form of financing the participation of 
delegations from developing countries. According to 
Ishwaran 

lands issues in Turkey 

U.S. Ishwaran asked whether the UNESCO secretariat 
should consult the U.S. National Commission before 
concluding agreements on funding with U.S. private 
sources. 


9. Mission seeks guidance on how to respond to 
Ishwaran\'s query. The Division of Ecological and Earth 
Sciences wants to encourage U.S. participation in the 
June 2006 desertification conference. What is the best 
way for his office to work with the U.S. National 
Commission for UNESCO in coordinating the participation 
of U.S. entities 


OLIVER 
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132219 1. (U) Per reftel B, we have ascertained that Minister of Transportation and Communicatior 
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SOCIAL SCIENCE SECTORS -- WITH AN EYE TO MERGER? 


1. Guidance Request in Para 3. 


2. Summary: In Advance of UNESCO\'s October General 
Conference 

a draft resolution calling for an “омега! review" of 
Programs II and Ill (the Natural Sciences Sector and the 
Social and Human Sciences Sector (SHS)). The review 
would be undertaken by a regionally representative panel 
of scientific experts from member states 

appropriate intergovernmental and international NGOS 
working in partnership with the Secretariat. lts goal 

would be to ensure that “UNESCO takes a more forward- 
looking perspective\" in setting priorities particularly 

with regard \"to the international goals set.(in) the 
Millennium Declaration." It would also help define 
UNESCO\'s role in the sciences within the UN System. (Text 
of Draft Resolution in Para 8). 


3. Representatives of the UK and Swedish Delegations 
stress that the goal of the review is not to provide 
justification for a merger of the Natural Sciences Sector 
and the Social and Human Sciences (SHS) Sector. They 
both say 

and that this issue merits debate. Comment: An 
Voverall review" of the Natural Sciences Sector could in 
fact represent a great opportunity for the sector. 

However 

Sciences Sector gives us pause. Focus on the Natural 
Sciences and SHS sectors alone would limit the 
examination of potential cross-sector synergies to those 
between the two sectors 

outcome of the assessment. A merger of the two sectors 
would result in a muddying of the goals of the Natural 
Sciences Sector 

This is particularly true given the current stress of the 
Social and Human Sciences Sector on issues including 
Human Rights. In light of these concerns 

Department Guidance regarding amendments to the proposed 
resolution. Department should also consider U.S. 
participation in the assessment. End summary and 
comment. 


Swedish Delegation: Nordics Press for An \"Open\" Audit to 
Help Sectors Assume \"Comparative Advantage\" 


4. Science Officer spoke with Mr. Falk 
the Swedish Delegation (protect) 


for re- election and the uncertainty of UNESCO\'s budget, senior post openings at UNESCO are unpr 


ЗІТҮ REF: TEL AVIV 4694 Classified By: Ambassador Daniel C. Kurtzer for reasons 1.4 (b,d). 1. (C 
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draft resolution 

UK 

these countries. Queried on whether the aim of the 
resolution is to merge the natural sciences and social 
sciences sectors 

meant to be open. That said 

that the two sectors should be merged; he was not sure 
whether the Swedish National Commission shared this view. 
Science Officer asked why the Natural Sciences and Social 
Sciences Sector were chosen as the targets 

education and/or culture. Quoting from the DR 

the proposal was meant to enable the Natural Sciences 
Sector and the Social Sciences Sector to profit from 

their comparative advantage 

could inform the next budget exercise. At any rate 
performance of the Education Sector is already the 
subject of debate at the Executive Board; UNESCO\"s role 
in culture is clearly defined. Natural Sciences and 

Social Sciences were chosen together in order to foster 
cross-sector approaches. For example 

principal priority in UNESCO; but there are many social 
factors that need to be considered in this area. 


5. Science Officer explored similar issues with the UK 

DCM Christine Atkinson (protect) 

ultimate goals of the resolution. She said that the 

National Committees of the co-sponsoring states had been 
studying for nearly a year means of \"rationalizing\" 
UNESCO\'s sectors. She expressed the personal belief that 
the two sectors should be merged 

goal of the evaluation is not to provide justification 

for a merger. The study would address this question 

among others. 


6. Science officer expressed the concern that the 
resolution seems to have two goals: the first to ensure 
that UNESCO science assumes a lead role in helping 
countries address development challenges; the second to 
explore the interface between the Natural Sciences Sector 
and the Social Science Sector. Might these two disparate 
goals produce a muddy result 

shrift to potential synergies with other sectors? 

Atkinson pointed out that the issue of merger of the two 
sectors is worthy of study: it would allow UNESCO to 
eliminate an ADG position. Science ethics 

division of the SHS sector 

into the work of the current Natural Sciences sector. 
Human rights issues currently covered in the Social and 
Human Sciences Sector are not a natural fit 

conceded. But the important thing is that the individual 
program officers work towards clear objectives set for 


Jfor Maria Horne, Culture Connect Envoy, to travel to Asuncion during the period of 8/24/05 to 9/3/05 
Deschamps, U.S. Treasury Regional Banking Advisor, (Security clearance: secret), for travel to Asur 


nief of Staff to outgoing Housing Minister Carlos Bruce. Since 2003, he also served as Technical Sec 
NISTER OF FINANCE FERNANDO ZAVALA 1. (SBU) Summary. On August 16, President Toledo ε 
rd, reasons 1.4 (b) and (d) 1. (C) At around 23:00 August 18, following a full day of meetings with key 
IDUCT REF: Almaty 833 1. (SBU) Summary: The Government of Kazakhstan has subscribed to the 


ty Chief of Mission Timothy А. Betts, reasons 1.4 (b) and (d). 1. (C) SUMMARY: Further to reftels геј 
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them by member states. Atkinson concluded by again 
stressing that member states should debate these issues 
and that the assessment would be a basis for this 
discussion. 


Science Sector Concerned about "True Aim!" of Resolution: 
A Merger with Social Sciences? 


7. Science Officer met with a Natural Sciences Sector 
Director who expressed concern about the draft 

resolution 

Natural Sciences sector is understandably abuzz. Issues 
of concern to them are: What sparked this proposal?: do 
member states \"disapprove\" of the science sector? Is the 
goal of the audit in fact to build a case to merge the 

two divisions? Nalecz noted that under current 

leadership 

the office that deals with ethics that cooperates well 

with the science sector. 3. How will the assessment be 
paid for? (NOTE: The figure in the proposed current DR 
is 400 

gone to finance SHS\'s \"UNESCO World Report" End Note. 


8. Begin text of proposed Draft Amendment to Programme 
and Budget: Para 3120 delete \"and through the 
dissemination of the UNESCO World Report": to be replaced 
by the following addition: “апа through a thorough 

review of Major Programmes II and III by a team of expert 
representatives of the scientific community from Member 
States 

intergovernmental and international non-governmental 
organizations 

Secretariat." 


SIPDIS 


The General Conference decides to launch an overall 
review of Major Programmes II and ІІ against the 
background of UNESCO\'s mandate and today\'s global needs. 


There is increasing realization in developed and 
developing countries alike that the Sciences - including 
engineering and technology - have an essential role for 
UNESCO in the fight against poverty and improving the 
human condition. 


The Natural Sciences are at the heart of knowledge-based 
capacity building for sustainable development 
understanding key issues of the environment for risk 
preparedness and disaster mitigation 


B. STATE 152323 1. Embassy welcomes and grants country clearance to Albert Ahumada and Ant 
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resolution and prevention 
disease 

providing the underlying ethical 
context. 


But science is fundamentally progressive. The strategic 
direction of science for pursuit of these goals may come 
to acquire so much complexity that the resolution of 
problems will imply the production of new forms of 
knowledge and action. 


With its unique mandate for science in the framework of 
the United Nations System 

UNESCO take a more forward-looking perspective on 
prioritization and promote a progressive agenda giving 
proper emphasis to emerging priorities. 


Furthermore 

advantage 

coordination with its sister organizations of the United 
Nations system 

governments. A real demarcation must be agreed between 
different organizations. 


The review shall assess the relevance and strengths of 

the Sciences programmes in relation to current priorities 

as expressed and with regard to the international goals 

set 

Related Millennium Development Goals. Building on this 
review 

Programmes II and III should be examined with the purpose 
of ensuring that UNESCO\'s role as custodian of knowledge 
is well defined and reaffirmed at the present time. 

The review should include an assessment of UNESCO\'s role 
in the global science community and a consideration of 
division of labor and tasks in relation to other relevant 
intergovernmental and non-governmental organizations as 
well as reflect on the interface between Social and Human 
Sciences and Natural Sciences. 


The General Conference: 


Instructs the Director General to initiate a review with 
mandate on the lines indicated above by setting up a team 
of expert representatives of the scientific community 

from member states 

appropriate intergovernmental and international non- 
governmental organizations 

with the Secretariat. The team shall start its work by 1 
December 2005 at the latest; and 
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Further instructs the Director General to present the 
review 

to the 34th Session of the General Conference with a view 
to integrating the agreed conclusions in the Program and 
Budget (34 C/5) and the Medium-Term Strategy (34 C/4). 


Budgetary implications: 400 000 USD 


Source of Funding 03123 Main Line of Action 3: UNESCO 
World Report 


Explanatory Note: The review should bear in kind that 

the United Nations Millennium Declaration and the 
Millennium Development Goals and the rising demands for 
United Nations system-wide coordination including the 
United NationsY agenda of simplification 

and quality enhancement. There is an obvious need to 
clarify roles 

responsibilities as well as the need to prioritize 

between and among them. 


The essential role of science as a foundation for 
sustainable development and for the fight against poverty 
has been acknowledged at many recent international fora 
not least at the World Summit on Sustainable Development 
(WSSD 

increasing intergovernmental and non-governmental 
organizations 

assistance in the pursuit of goals 

into the role of UNESCO as the UN organization with an 
overriding mandate in the fields of science. 


An overall impact evaluation of UNESCOVs Sciences 
Programme will be helpful in clarifying roles and 
responsibilities 

view to achieving the goals set. A review addressing the 
division of labor will ultimately strengthen UNESCO\'s 
mandate in the fields concerned. End text of proposed 
Draft Amendment to Programme and Budget. 


OLIVER 
39462 


\"In the last few months 

been very critical of the Interior Minister\'s proposal to 

use glyphosate to fight the increase of coca and poppy crops 
in National Parks... Samper-PizanoVs proposal to use manual 
eradication... seems to neglect... a terrible reality: In 
Colombia unlike Bolivia 

armed groups. That is why all anti-drugs operations result 


EYS EMPTY BREADBASKET REF: HARARE 001019 Classified By: Charge dVAffaires, a.i. Eric T € 


NR, FAO SUBJECT: RESULTS-BASED MANAGEMENT AT FAO 1. Summary: In light of a long his 


М BILL GAZETTED REF:A. GABORONE 1092 B. HARARE 804 Classified By: Charge d\'Affaire 
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in a battle... So the cost could become very high in human 
lives and the results would be insignificant... Daniel 
Samper\'s innocent position... may contribute to the 
destruction of what he wants to protect: the Natural Parks. 
And this could end up supporting the interests of those who 
do not feel any respect for nature: paramilitaries 

guerillas and narcotraffickers... At the moment 

against the growing destruction of the Natural Parks is 
paralyzed 

not because of glyphosate 

Wouldn't glyphosate be the lesser of the two evils? This is 
a key question for the future of the nation.\" 


WOOD 


39463 

IRA-connected persons convicted in Colombia of helping the 
FARC will probably not be extradited 

widespread and unhelpful impression in the U.S. and 
internationally that Ireland has become a haven for criminals 
and terrorists. 


4. (C) Comment. The problem of extradition stands out in 
contrast to generally good cooperation we have with the lrish 
across the board 

transnational crime and other global issues 

The Irish Department of Justice has been engaged in this 
dialogue recently 

scope of the Foreign Minister. The problem for U.S. law 
enforcement remains a judicial philosophy on extraditions 
here that will make nearly every potential bilateral 
extradition case a very tough sell 

criminals or terrorists to third countries with less than 
stellar rule of law records nearly impossible. 

KENNY 


39464 

39465 

issues. UNAMI efforts to insert mention of a Civil Service 
Commission into the draft Constitution were also 
unsuccessful. There is no clear candidate Ministry that 
would serve as a focal point for a public sector reform 
project though good candidates include the Ministry of 
Finance 

Policy. 


5. (SBU) The participants agreed to continue to consult 
closely and will devise an approach on how to proceed. 
Representatives of the World Bank 

other donor organizations will be asked to participate in the 
next meeting as a workplan is developed. 


s Nancy McEldowney, reasons 1.4 (b) and (d). 1. (C) SUMMARY: Deputy Undersecretary for Securit 
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6. (SBU) Comment: It is important that reform be initiated 

in the near future with significant GOI backing 

require that the need for public sector reform be stressed to 
GOI senior officials while projects are developed and funded. 
End comment. 

Khalilzad 


39466 
column (08/29) in Guayaquil\'s conservative VEI 
Telegrafo\" (circ. 8 


V'The fiscal situation has been deteriorating for 

quite some time now. The fundamental cause is the 
huge amount of money allotted in the budget for the 
so called service of the public debt. . . . What 
alternative sources for financing are available? . . 


Y... The option offered by Venezuela must be taken 
seriously 

its obvious benefits 

supporters of neoliberalism will put forward the 
"argument that "Chavez is dangerousY. . . 


\"No conditions have been placed on this - unlike the 
extremely harsh [conditions] constantly imposed on us 
by the IMF 

that negotiations with Venezuela go forward . and 
show the spirit of solidarity amongst the community 

of South American nations that everyone should 
support. V 


2. VSowing Violence 
in QuitoVs leading centrist VEI Comercio" (circ. 
70 


Quote: V'It was not a simple "statement from a 
private citizen\' 

said 

has wide popularity in the U.S. and is a close friend 
of the President and Chief of the Pentagon. . . . 


\"There is no doubt that the biggest concern for U.S. 
foreign policy is not so much Chavez 

possibility of a unified South American continent 
seeking to defend its own interests and the promotion 
of sustainable development that will benefit its 
people." 


JEWELL 


vith officials of the Nigerian Army to jointly plan the future of the ACOTA program in Nigeria. The mee 
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Turkey\'s intentions and the juridical and political effect of 
its declaration (she once again told us that the MFA\'s 
judicial section has not/not concluded its legal analysis of 
the text). France would also carefully study Cyprus\' 
assessment 


4. (C) LeDeunff 

counter-statement from the EU that notes that the EU-25 do 
not/not agree with the Turkish declaration. According to Le 
Monde 

declaration that would permit the EU to verify 

that Ankara is complying fully with the customs union and 
that it will begin negotiations with the 25 in the spirit of 
recognizing Cyprus over the longer term. 


Croatian EU Candidacy 


5. (C) Raulin said that while Vcertain countries\' wanted to 

link the beginning of negotiations for Croatia with those for 
Turkey 

considering each candidacy on its own merits and will not 

seek to link the two. 


Middle East/Gaza Disengagement 


6. (C) We raised the Gaza disengagement and Iraq points with 
LeDeunff 

East/North Africa Directorate. MFA DAS-equivalent for 
Egypt/Levant Christian Jouret reaffirmed the GOF\'s support 
for the efforts of Quartet Special Envoy James Wolfensohn 
who will meet with President Chirac and and FM Douste-Blazy 
in Paris September 1 before departing to brief Gymnich 
ministers in Wales. While confirming that the EU was looking 
for ways in which it could support Gaza disengagement 
questioned whether EU technical assistance in assisting with 
removal of rubble from destroyed settler homes was the most 
pressing priority 

LeDeunff meanwhile stressed French support for greater EU 
involvement in the security sector 

reorganization of the Palestinian police forces. 


Iraq 


7.(U) LeDeunff stressed French insistence on maintaining 
the electoral calendar for IraqVs political process without 
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specifying any support that the EU or the French would 
provide to enable that to happen. The MFA Iraq desk 
meanwhile 

support for the three-stage political process in Iraq 
beginning with the January ballot 

December permanent elections. In this context 

continue to channel support for the Independent Electoral 
Commission via its EU contributions. 


Iran 


8. (C) LeDeunff noted that the EU-3 POLDIRS will meet on 
August 31 and will of course discuss the likely conclusions 
of El-Baradei\'s report due out on Saturday 

LeDeunff said that there are clearly \'problems\' with Iran\'s 
positions 

an early special BOG meeting. France believes Iran can be 
discussed at the already-scheduled Sept. 19 BOG meeting. 


9. (C) LeDeunff noted that China will not be discussed at 

the Gymnich; he said that the French continue to believe that 
the arms embargo on China is an anachronism that must be 
lifted. Poloff emphasized that the USG continues to believe 
that lifting the arms embargo would send the wrong message to 
the PRC and could potentially endanger U.S. troops in the 
region. 


Venezuela 


10. (U) LeDeunff said Venezuela would not be discussed at the 
Gymnich. 


Other 


11. (U) LeDeunff noted that the ministers will also discuss 
Avian flu at the Gymnich. 
STAPLETON 
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told him: "Attorney General 

cases publicly 

independence of Colombia\'s judiciary 
have to resolve promptly.V 


ТОН ROBERT FORD FOR REASONS 1.4 (В) AND (D). 1. (C) SUMMARY. A member of one of the 


ind (d) 1. (C) SUMMARY. According to UN/EAD legal advisor Jose Maria Aranas, the Kurds and the 


EF: A. STATE 151711 B. STATE 111840 C. MADRID 2325 D.STATE 128554 E. MADRI 


1 U.S. SPEAKER ON COUNTER-TERRORISM ISSUES 1. Brief program description: Post would lik 


tional Criminal Police Organization (IOCP-INTERPOL) in elections to take place at the 74th General 
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So 

the Prosecutor General\'s Office 

justices to help us solve these cases because we have to be 
accountable to Colombian citizens and we have to be 
accountable to the international community. 


That they help us solve the case of Mapiripn (Meta). The 
country needs well documented and unobjectionable final 
decisions on that case. That they help us to solve the case 
of Santo Domingo (Arauca). 


These are two very old cases and the only thing the Vice- 
President 

international community that Colombia\'s justice system is 
independent. But they look at the Colombian State as a 
whole 


So 
with the international community. 


The case of Arauca (that one is not that old 

a year and a half ago during this Administration) 

to move forward expeditiously on this case. Although some 
members of the armed forces have been arrested 

asked to expedite the prosecutorial stages; to advance 
faster and reach final decisions. 


On the case of Cajamarca (Tolima) 

Holy Week last year. A country happy with its Holy Week 
vacation 

safe roads 

road from Cajamarca to Anaime Canyon. We cannot simply 
continue to say that the case is under investigation. This 

has to be explained. 


In the case of San Jos de Apartad 

there: those who accuse the Army say they have witnesses and 
that Prosecutor General\'s Office has heard their 

testimonies 

accusers say they are going to present their witnesses 

before the international community 

so either. 


Look 

mistake 

justice. But if members of the armed forces did not make a 
a 

mistake 


So 


Jyz Procurator General for an explicit assurance by the Netherlands (and Finland and Sweden) that tl 
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cooperate with our judicial system 

They should not make charges against the armed forces and 
then immediately refuse the witness\'s presence. They should 
help the judiciary explain what happened in San Jos de 
Apartad 


| wanted to refer to these cases; the Government is 
interested in total transparency in human rights. Our Army 
and Police daily try to improve the respect for human rights 
in Colombia. This is very important. 


| would add the following: it has been our decision to 

recognize a mistake made by the Army or Police promptly. We 
have to recognize very quickly an involuntary mistake or any 
deceitful act committed by a member acting on his own; not 
wait for an investigative journalist to find the truth by 

force. We should come out and say it in good faith. 


We should step-up and acknowledge it. It has been good for 

r 

us whenever we have done so. It has been bad for us when we 
have found different versions 

go out and say: "look 

the case of Guatarilla (Nario). 


Our decision 

forces 

which there is no possibility of finding the truth from the 
beginning 

“this is what happened\' 

judicial system to make decisions within a sensible 
timeframe. 


No abrupt nor negligent decisions 
decisions indefinitely. Such workings damage the Colombian 
justice system and our rule of law.\" 


END OF EXCERPTS 


WOOD 
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disclosed that Flores currently acts as an advisor to Maduro 
on improving his public image - a fact that Maduro said would 
be explosive if it became known. Maduro referred to the 
border dispute with El Salvador 

former Honduran President Carlos Flores (Liberal Party) 

(in his opinion) the premature U.S. announcement in support 


POLOFF delivered the reftel resolution on the UN Human Rights Council to Julio Peralta, Director of 


T SECURITY REF: A) LIMA 3571, B) 04 LIMA 5874, C) LIMA 3105 1. (SBU) Summary: The U.S. an 
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of Paco Flores as reasons for Honduran opposition on this 
issue. Maduro also mentioned that Paco Flores had misled him 
personally about El Salvador\'s appeal of the International 
Court of Justice\'s decision on the their border dispute. 


4. (C) Maduro passionately defended his record against 
corruption - an effort which he admitted has a long way to 
go. Maduro reminded CDA that Honduras has been a democracy 
for only 24 years and that institution building remains in 

its early stages. He further pointed out the difficulties 

faced by democracies with low education levels in dealing 
with corruption. Maduro said that corruption had constituted 
a significant problem for all Honduran administrations and 
that the problem continues on a massive scale. In a rather 
intriguing comment 

Liberal Party could have identified more serious corruption 
targets from the Callejas presidency 

not elicit further comments on this topic. Maduro conveyed 
his vivid personal experiences with corruption 

the kidnap and murder of his son. He said all except one of 
the murderers got away. The killer 

escaped on the day the jail warden withdrew all weapons 
assigned to prison guards. Maduro also related how the 
courts had lost his mother's birth certificate at a time when 
he was attempting to establish his citizenship to run for 
president. The message: Maduro knows the extent of 
corruption in Honduras and has been a victim of it. 


5. (C) Maduro cited the following as serious 
anti-corruption achievements during his presidency and asked 
that the USG credit him for: 


-- Revamping the electoral system 
vote for actual congressional representatives rather than a 
political party. 


-- Reconstituting the Supreme Court so that judges are named 
by civil society and not by the political parties and their 

terms run for seven years renewable 

with the president\'s term. 


-- Changing (with the assistance of USAID) from a closed to 
an open trial court system with the implementation of the new 
Code of Criminal Procedures. 


-- Closing of some 16 financial institutions for corruption 
with the arrest and conviction of several top financial 
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managers. 


-- Removing the Government from the corrupt housing program. 


-- Placing major government procurements (including 
medicines) in the hands of the United Nations Development 
Program. 


-- Firing nine corrupt Customs officials. 


-- Instituting strict controls on the collection of sales 
tax 
charge the tax during sting operations. 


-- Streamlining tax collection to become a leader in the 
region. 


-- Adhering to or exceeding all IMF requirements 
heavy political pressures to relax fiscal restrictions during 
the election campaign. 


-- Implementing the immunity law that eliminates protections 
formerly granted to politicians. 


-- Passing the anti-gang law that makes gang membership a 
crime - as a way to address some of the extortion imposed by 
gangs. 


-- Expanding anti-narcotics operations throughout the 
country. 


-- Initiating a law that requires ministries to respond to 
citizen proposals within 30 days 
automatically accepted. 


-- Putting the military on the streets and firing some 200 
corrupt police operatives to create better security. 


-- Requesting the intervention of Catholic Church Cardinal 
Oscar Rodriquez on moral issues. 


6. (C) Maduro told CDA that he ordered the arrest of former 
Immigration Director Romero after personally reviewing some 
of the evidence. CDA told Maduro that skeptics in the United 
States believed that it would only be a matter of time until 
Romero was released - and that was exactly what happened 
based on the decision of a substitute judge. Further 
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explained that with the defendant facing a possible 18 year 
prison sentence 

rule that he was not at risk of fleeing. Additionally 

judge had found that Romero could not contaminate the 
investigation 

that many of Romero\'s associates remained in place and the 
new Director of Immigration had just resigned because he 
found continued irregularities and did not have the authority 
to change the situation. CDA advised the President that this 
case did not exist in isolation - there are many other 
suspect court decisions involving narco-traffickers - and 
that the entire passport scandal presented a national 
security risk to both Honduras and the United States. 


7. (C) Maduro commented that he had spoken with Supreme 
Court President Vilma Morales the previous day and had told 
her 

Sit down with the Special Prosecutor and let her know what 
you need to get Romero back in jail." Part of the problem 
according to Maduro 

is inexperienced and appears too often in the press. Maduro 
asked whether the United States had competent attorneys who 
could advise the prosecution on the strength of the cases. 
Morales has repeatedly complained to the president that the 
prosecution cases are weak and that she wants to protect the 
independence of the courts. Maduro apparently told Morales 
that the credibility of the entire court system rides on the 
Romero case. (Note: While Post does not want to do the work 
for Honduran prosecutors 

legal attache to go over prosecution issues with the young 
relatively inexperienced prosecutor who handles nearly all 

the high profile corruption cases here. End Note.) 


8. (C) While agreeing that corruption in the court system 
must be approached in an institutional manner 

that the United States had its own laws to implement and its 
people to protect. Accordingly 

revocation tool and that we would not hesitate to use it 

again if necessary. CDA forewarned Maduro that we could not 
tolerate judges who established a pattern of refusing to 
entertain evidence against narco-traffickers - caught by 
Honduran and US agents who had literally put their lives at 
risk. Maduro nodded his apparent understanding. CDA also 
said that we preferred to work with the Honduran government 
in private 

matters of security concern to the United States: silence 
suggests acquiescence. 


9. (C) Maduro pledged to cooperate in every possible manner 
with the United States in reforming the Immigration Office. 
He said that he planned to name a new director this week 


1. (C) The Charge August 20 delivered reftel demarche concerning pressuring Syria to normalize th 
of Foreign Affairs Acting Under Secretary and International Organizations Department Director Amba 
ADOM (MDA) REF: A. STATE 149915 B. KUWAIT 3023 (МОТА) С. KUWAIT 2728 Рр. КО 


:F: STATE 151378 Classified By: Ambassador Richard LeBaron for reasons 1.4(b) and (d) (C) The 
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(three people have declined to serve so far) and that he 
would provide the Embassy with the name for vetting and 
polygraph. Maduro said the director would report to a three 
person commission and that the anti-corruption commission 
would be involved in cleaning up the immigration office. CDA 
named the DHS/ICE office as the point of contact in assisting 
with this effort. 


10. (C) Maduro made no predictions regarding the outcome of 
the extremely tight presidential race between his Nationalist 
candidate Porfirio \"Рере\" Lobo and Liberal candidate Manuel 
\"Mel\" Zelaya. At one point 

shake his head when CDA asked him about LoboYs much 
criticized proposal to de-link electricity charges from fuel 
costs. Instead 

politics (even though he lamented being a lame duck) 

himself a businessman who entered the last race at the urging 
of others and due to the murder of his son. In fact 

said he intends to return to private business after the 

January 2006 inauguration and to devote considerable time to 
private organizations promoting educational reform. Maduro 
said that despite building a strong institutional framework 

for economic prosperity in the future 

would not likely credit his Party for improving general 
economic conditions. He called for continued evolution of 

the congressional election system with the eventual election 
of candidates by district. Maduro proudly proclaimed that 
there would be no fraud in the upcoming elections and he 
praised the performance of voters during the past primary 
elections. 


11. (C) In response to Maduro\'s positive comments about 
economic development 

Environment Patricia Panting had continuously delayed meeting 
with the Embassy and Honduras had already lost one USD 8 
million investment for failure to execute final approval on a 
project. Maduro picked up the phone and called Panting 
instructing her via voice mail to meet with the CDA. Also 

CDA asked that Maduro do whatever he could to free seized 
assets for use by law enforcement agencies. Maduro said this 
would take legislation 

told the president that it was difficult for the United 

States to provide more funds to the GOH for security 
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government did not act quickly to release the USD 4 million 
seized assets. Maduro and CDA discussed in some detail the 
fight against narco-trafficking 

Maduro\'s life 

underway. CDA pledged full cooperation. Maduro asked that 
more USG funds go into the anti-narcotics program. 


12. (C) Maduro\'s home appeared pleasant 

modest. The first people CDA met in the house were two of 
the three small children the president and his wife Aguas 
have adopted. Aside from his five natural children 

Maduros have also taken in four other children - two of whom 
are in Spain as a precaution after they reportedly witnessed 
the murder of other family members. Maduro was joined 
briefly by his 25-year-old daughter who survived a recent 
plane crash along with the president. He spoke frequently 
about his murdered son 

computer in his study bore an image of his son on the saved 
screen. Maduro described himself as bi-national 

CDA that his first wife used to correct the spelling in his 
Spanish language letters to her. 


13. (C) The president obviously wanted to impress the CDA 
with his informal 

that he is being judged too harshly over the corruption issue 
and wants to mend any friction in the bilateral relationship 
during his last five months in office. Given his close 
association with the United States 

Maduro is especially sensitive to U.S. criticism and wants 
very much to enjoy our favor. Still 

corruption here is not good and we will maintain vigilance 
over developments in the immigration and judicial systems 
where injustices still appear to be an everyday occurrence. 
End Comment. 

Williard 
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that the GOES intends to keep a low profile on this issue 
while being careful not to ruffle GOV feathers unnecessarily. 
Comment: Since Vice-FoMin Calix was out of the country last 
week attending the Rio Group meeting and the Politica 
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Exterior position was vacant until August 29 

unable to deliver the demarche at the appropriate level until 
August 29. We expect that the GOES will support our views on 
this issue 

controversy with Chavez. 

Barclay 
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Salvadon\'s external relations . . . If Chinese investors want 
to invest in the country (El Salvador) 

but we are going to continue to have relations with Taiwan. V 


5. (S) As noted above 

relationship with the Chinese 

presidency 

recognize Taiwan and would instead establish diplomatic 
relations with China. SIMO reported that in late June China 
opened a \"Friendship House!" in Quezaltepeque 
stronghold. The house is intended to support cultural 
exchanges between the people of El Salvador and China 
Salvadoran officials have expressed concern that it will be 
used for political purposes. SIMO reported that in early June 
2005 

planned mid-June visit by a high-level FMLN delegation to 
China due to Beijing\'s displeasure with internal dissension 
within the FMLN that led to the resignation of 300 FMLN party 
loyalists. SIMO also reported that on December 12 

Chinese delegation headed by the Central CommitteeVs 
Sub-Director for Latin America and the Caribbean met in San 
Salvador with representatives of the FMLN and leftist groups 
from Guatemala 

13 

Rivas Zamora. 


No military relations 

6. (S) DAO reports that the Salvadoran military has no 
relations with the Chinese and is not interested in 
establishing such a relationship. As noted in Ref. A 
Salvadorans maintain an extensive military relationship with 
Taiwan. 


Comment: Future diplomatic relations unlikely under Saca 
7. (C) We believe it unlikely that El Salvador will change 
policy and sever ties with Taiwan to establish them with 
China while Saca is President 

the opposition party (Ref. C.). There is a belief among some 
that a more vibrant trade and investment relationship with 
China could bring benefits to the Salvadoran economy. 
Balanced against this potential 


2 Deborah Panckhurst, Disarmament Division, New Zealand Ministry of Foreign Affairs and Trade on 


Column 3 

and investment that Taiwan currently offers (Ref. A.). End 
comment. 

Barclay 
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owned by a Liberal Party opposition congressman carried an 
op-ed by Silvia Ayala Figueroa entitled \"Hondurans don\'t 
want Cuban doctors to leave the country." 


“Through several media outlets President Maduro has 
expressed his intention to 'removeY the Cuban doctors that 
have served the poorest areas of Honduras.V (Note: 
President Ricardo Maduro is from the National Party. End 
Note. 


\"The Honduran government's intention will deny healthcare to 
2.5 million Hondurans. This is a blow to the country's 

health 

situation in Honduras has changed so the country doesn\'t 
require all of the Cuban doctors already working in the 

country. They will be leaving from the country gradually and 
the agreement will be renegotiated according to necessity. 

But we have to ask ourselves 

it\'s the necessity of the Honduran Medical College 

has conflicts with the Cuban doctors because the Cubans have 
proved that medical practice is not merchandise but a gift. 

Or perhaps a necessity or interest of the North American 
government that has told Honduran officials that some 
members of the Cuban intelligence may be disguised as 
doctors or President Bush\'s necessity to maintain an 
inhumane blockade against Cuba." 


VWhich necessities does the Honduran government refer to? 
Perhaps they are referring to the Honduran youthVs necessity 
for superior education. President Maduro has rejected some 
of the [medical] scholarships given by the Cuban 
administration. Scholarships such as the ones given to the 
Honduran doctors that just graduated from the Latin American 
Medical School in Cuba." 


\"It is clear that the Honduran government doesn\'t answer to 
the people\'s interests and is incapable of developing a 
health and education policy. The government even rejects 
help from Cuba. It is also clear that the Honduran people 
don\'t want the Cuban doctors to leave the country and want 
that young people to have access to Cuban [medical] 
scholarships. We would like to show our gratitude to the 
Cubans who have shared with us the benefits that eleven 
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million Cubans have enjoyed for more than 40 years." 


2. On 08/29 Y Tiempo! published an editorial entitled Cuban 
DoctorsA" WPresident Maduro announced that a special 
commission will decide if the Cuban doctors will continue to 
give free medical assistance in our country." 


\"The Honduran Medical College 

(UNAH) and the Ministry of Health will be part of the 

special commission. According to public opinion 

Maduro wanted this commission so he wouldn\'t have to decide 
for himself the destiny of the Cuban brigades.\" 


\"The government says that Honduras is in an advanced stage 
but we are living a different reality. Overall health has 
decreased in the current government and there are fewer 
medical doctors per population (2.28 doctors for 10 
habitants.)\" 


\"But when several political factors intervene we see bad 
attitudes 

President\'s interest in giving more medical scholarships to 
Latin America.\" 


\"So 
Williard 
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spent half of its page five reporting on Taiwan\'s arms 
procurements. The newspaper ran a news story that was 
topped with the headline: \"[Defense Minister] Lee Jye 
promotes U.S. arms deal strenuously; "United States 
sends cable to push me 

also reported that Taiwan Air Force plans to purchase 
another 100 U.S. F-16 fighter jets to replace the F-5 
fighter planes as Taiwan\'s Mirage 2000s will be stored 
to reduce maintenance costs in 2010. The centrist 
VChina Times 

analysis by Washington correspondent Norman Fu 
commenting on AITVs future operations. The article 
said that former AIT Director Raymond Burghart will 
soon be appointed as the new AIT Chairman and that 
Burgharat will continue to reside in Hawaii while 
incumbent [acting] AIT Managing Director Barbara 
Schrage will be the key person to manage all the 
regular work at AIT Washington headquarters. As a 
result 

wagon from now on 

operational style.\" 


outy Chief of Mission Martin Quinn, REASONS 1.4 (B) AN D (D). 1.(S) On August 21, DCM delivere 
shina Petrochemical Development Again Cited For Pollution REF: Taipei 2997 1. Summary. China 
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2. In terms of editorials and commentaries 

editorial in the limited-circulation 

unification 

that the U.S. arms procurements be put on hold for the 
time being because selling arms to Taiwan 

governed now by a pro-independence government 
counterproductive to maintaining the status quo in the 
Taiwan Strait. The limited-circulation 

independence 

other hand 

TaiwanVs Vice Minister of National Defense Michael Tsai 
in which Tsai said he is willing to make more 
concessions 

U.S. arms procurement bill. End summary. 


A) WU.S. Should Hold Arms Deal" 


The conservative 
\"China Post V" [circulation: 30 
(8/30): 


VWashington appears desperate. It no longer hides its 
impatience with Taiwan over the failure to conclude the 
deal of a robust package of advanced weapons that 
President Bush offered to sell in 2001. 


VObviously 
especially the opposition in the Legislative Yuan 
approve funding of the purchase as soon as possible. . 


\"For more than a year 

and its allies have used their slim legislative 
majority to block the special NT$480 billion (US$16 
billion) bill. Included in the arms package are eight 
diesel-powered submarines 

and six Patriot missile batteries. 


“То Taiwan\'s people 

Patriot interceptors are needed to offset the threat of 
Beijing\'s 700 missiles 

and how soon and how many submarines and anti-submarine 
aircraft Taiwan can buy to match those already deployed 

by Beijing 

resources and nuclear weapons. 


\"Selling arms to Taiwan now is counterproductive to 
maintaining the status quo. When in the hands of a pro- 
independence government 

independence sentiments 

But when they are in the hands of an anti-independence 
government 


ned Political Assistant that Kuwait sent 150 tons food aid to Niger August 21. The assistance was in 
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forced reunification under Beijing\'s terms. Beijing 
has no timetable for unification but also no tolerance 
for secession. 


\"The Taiwan status quo 

independence activists 

the separatist movement 

anti-China administration. The arms deal should at 
least be put on hold." 


B) \"Tsai Ready to Deal to Win Approval of Arms Package" 


The pro-independence 

[circulation: 20 

with Vice Minister of National Defense Michael Tsai 
(8/30): 


\"Having foundered in the Legislature for a year 
multibillion U.S. dollar arms package appears set to 
move forward ... . Tsai provided more details about the 
shifting attitudes toward the arms package and the 
reversal on how it should be funded during a recent 
interview ... 


\"Taiwan News: Has the U.S. raised any complaints about 
the arms purchase delay? 


\"Tsai: Let me be frank with you. The U.S. side is 

quite disappointed. They don\'t understand why Taiwan 
has yet to approve the purchase after seeking to obtain 
the package for a long time. The inaction has prompted 
the U.S. to doubt our resolution and seriousness to 
defend the country. Some even wonder if Taiwan is 
seeking to shift the burden of preserving cross-strait 
peace to the U.S. That is not true 

Defense Minister Lee Jye has reiterated that Taiwan\'s 
armed forces will not hesitate to fight People\'s 
Liberation Army 


\"Taiwan News: Will U.S.-Taiwan ties suffer if the 
opposition-controlled Legislature refuses to approve 
the arms package after all? 


\"Tsai: The arms package will not influence U.S.-Taiwan 
ties 

the weapons. The U.S. will have to help train 
Taiwanese military officers on how to operate the 
weapons after we purchase them. 


\"Under the Taiwan Relations Act 
to help Taiwan defend itself. But we must not take 


(from $3,118 to $3,302 million) compared to the same period in 2004. These results reflect higher vol 
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their help for granted and do nothing ourselves. 


\"Fortunately 

the need to maintain peace in the Taiwan Strait and 50 
percent support reasonable arms purchases to achieve 
that end. Although some 30 percent voice objection to 
the arms procurement. | believe it\'s politically 
motivated. With a majority of the public on our side 
I\'m optimistic the arms purchase will not be held ир in 
the Legislature forever. ...\" 


PAAL 
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term outlook. He claimed that no cases of Al had been 
registered on small farms since July 27 and no cases of mass 
bird deaths had been reported since August 15. He put the 
number of birds destroyed to prevent the spread of Al at 

13 


3. (SBU) When A/DOM referred to the need for national 
preparedness plans 

prepared one 

Embassy. Kozhumratov said that he felt the plan was good 
but still too general. He hoped to get more specific 
information about the Republic of KoreaVs detailed plan to 
contain Al. (Note: We have informally contacted the ROK 
Embassy in Almaty to convey this request for information. 
End Note.) He was also concerned with vaccination - about 
the existence and effectiveness of vaccines 

after vaccinating flocks can poultry and eggs be exported. 


4. (SBU) The existence of the August 2005 national 
preparedness plan demonstrates an organized GOK approach to 
the problem. It addresses a very broad range of 

circumstances 

identifies the autumn and winter as much more risky times 

for an outbreak 

likelihood of similar viruses being in circulation among 

humans and swine. The plan describes in general terms the 
immediate and controlling actions to be taken as an outbreak 
occurs. 


5. (SBU) In its \"conclusions\" section 

possibilities for vaccination and drug therapy 

ultimately pessimistic. The plan\'s authors discount the 
idea of vaccinating flocks 

suspected 

are more optimistic about the use of Tamiflu to treat 


affected humans should there be suspected cases of human 


souns delivered reftel demarche August 19 to Katarzyna Katsperczyk, who handles Community of De 
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infection 

resistant strain developing quickly to be high. The plan 
underscores the necessity of quickly determining the 
clinical value of two Russian drugs 

\"Deytiforin.\" The plan also calls for the upgrade of 
facilities at the National Center for Monitoring 

Laboratory Diagnostics and Veterinary Methodology so that 
the facility can handle the most virulent influenza strains. 


6. (SBU) Note: The named Center is slated to receive CTR- 
funded laboratory upgrades under the CTR-funded Biological 
Weapons Prevention Program (BWPP.) However 

of the facilities that the U.S. and Kazakhstan agreed would 

be used for storage of the most dangerous pathogens (Level | 
and Il in the Russian nomenclature). In December 2004 
Kazakhstan agreed to consolidate especially dangerous 
pathogens at two different laboratories 

the Ministry of Health and the other to the Ministry of 
Education and Science. End note. 


Ministry Concerned About Autumn Migration 


7. (SBU) Embassy officers also met with the chairman of the 
GOK's interagency coordinating committee for Al 

Deputy Minister of Emergency Situations Nurakhmet Bizhanov. 
Bizhanov summarized the GOK\'s actions to date: 


-Establishment of the coordinating committee under the 
Ministry of Emergency Situations with representatives of the 
Ministries of Agriculture 

Interior 

(Customs Committee) and the KNB (Border Guards). This 
structure is duplicated on the oblast level 

cases on the sub-oblast (rayon) level. 


-Public outreach: over 11 
communities 

spots 

distributed. 


-Sanitation and Prophylaxis: Quarantines and transportation 
bans in affected oblasts 

flocks 

Health and Agriculture at work 

13 

fowl. 


8. (SBU) Bizhanov also indicated that he met WHO officials 
immediately before meeting the Embassy officers. He said 
that he had requested information from WHO on the approaches 


on August 22 and delivered demarche on addressing the threat of avian inflenza. The Health Ministe 
PO Chief Jerry Mallory for reasons 1.4 (b) and (d). (C) Poloff delivered reftel demarche on August 22 
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taken by other countries to address Al. 


9. (SBU) While acknowledging the seriousness of the problem 
Bizhanov noted that the scale of Kazakhstan\'s outbreaks was 
much smaller than that of RussiaVs. He echoed the 
Agriculture Ministry\'s concerns about the country\'s 


vulnerability to another outbreak during the autumn 
migration season 

would enable Al to infect swine 

humans easier. 


10. (U) Dushanbe Minimize considered. 


ASQUINO 
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more it is GNZ\'s emphasis to only admit UNHCR-sponsored 
refugees. She said that if and when GNZ received such a 
letter 

and their circumstances. GNZ would also want to send people 
to interview the detainees 

be willing/able to contribute to NZ society over time 

whether they could be a security risk. In the meantime 
Thompson said 

refugee matters that a UNHCR request "тау be coming. Given 
the sensitivity of the issue 

confidential. ADCM assured her that we would 


SIPDIS 
similar concerns. 


5. (C) Thompson also noted that NZ preference is to admit 
refugees from groups with existing communities here 

on board ADCM\'s suggestion that some Chinese New Zealanders 
and Muslim New Zealanders may be able to help. Thompson also 
noted that if GNZ decided to take in any of the detainees 

would rather take in a group of them (i.e. 

rather than one or two. This would make assimilation easier 

she said. GNZ would also admit the refugees! families 
appropriate. 


6. (C) Comment: GNZ is negotiating a free trade agreement 


. Butler, Reason 1.4 (d) 1. (C) This cable is in response to questions posed in reftel C. Embassy wil 
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with China and is pursuing close relations with the Chinese 
on many levels. That being said 

line against direct or indirect support for China\'s human 
rights violations. Although clearly cautious 

may well be willing to consider taking in the Uighers if we 
continue to take a quietly 

through the UNHCR on the request. End Comment. 


7. (C) Action Request: Please advise whether and when it 
would be possible for UNHCR to make a formal request for GNZ 
to consider taking in some of the Uigher detainees. 

Burnett 
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Uighurs would \"create problems with our Chinese 
friends\" and lead to pressure from Beijing \"that 
we probably couldn\'t withstand.\" The Secretary 
underlined that improving relations with Beijing 

is a high Sri Lankan foreign policy priority 
illustrated by the fact that President Kumaratunga 
is in China this week with a large commercial 
delegation. 


2.(C) Comment/Assessment: Sri Lanka is indeed 
doing all it can to improve ties with Beijing at 
present. A number of local commentators focused 
on the fact that President Kumaratunga went 
forward with her long-scheduled trip to Beijing 
despite the unsettled domestic situation here in 
the wake of the announcement of Presidential 
elections and the August 12 assassination of the 
Foreign Minister. Beyond the desire for improved 
political and commercial ties with China 

Lanka is faced with a large internally displaced 
population of its own 

and last December''s tsunami. While Sri Lanka 
usually tries to be helpful on issues of 

importance to Washington 

nothing to be gained by raising the Uighur issue 
here again. 

ENTWISTLE 
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their patron; he also reported that the day that Abdallah 
moved to the Foreign Ministry 

than diplomats in his office. (Note: One journalist reported 


les and grants country clearance to FAA employees Walter Dillon, International Airworthiness Ргодга! 
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that he was specifically summoned to the Foreign Ministry by 
Presidential Press Attache Lamjet Hamdani 

Abdallah wanted to arrive to the Foreign Ministry surrounded 
by journalists. This same journalist opined that this was 

done to underline Abdallah\'s powerful position for his new 
colleagues at the MFA. He also reported that 

Abdallah 

work on information issues in the country; Abdallah 
reportedly replied 


5.(C) All the journalists agreed that Abdallah\'s move outside 
of the palace walls would naturally diminish his influence 
over the President and that his new portfolio would keep him 
so busy that he could no longer directly interfere in the 
working of the Tunisian media. That said 

that this move would alleviate existing control over their 
profession. They cited the important role that editors and 
directors -- all of whom are loyal to Abdallah -- play in 
ensuring that government redlines are strictly observed. 
They concluded that 

would still not enjoy any margin of liberty in their 

reporting. Some thought that Abdallah\'s former staff 
(including Presidential Press Attache Lamjet Hamdani and 
Presidential Press Counselor Mehdi Hattab) would remain 
active in the palace 

newspapers. 


6.(C) When asked if the Tunisian Journalists Association 
viewed this as an opportunity for a new opening in the press 
one of its leaders indicated that the pro-government 
leadership was unlikely to challenge what is widely seen as 
President Ben AliVs decision to control the media. The 
journalists believe that 

as the sole controller of all information in the country 

was in reality no more than a spoke in the wheel of media 
control that will continue to turn even after his move to the 
Foreign Ministry. All of the journalists advanced the idea 
that President Ben Ali is the person responsible for lack of 
freedom of expression in this country and whether through 
Abdallah or the Ministry of Interior 

muzzled. 


7.(C) Comment. While it is probable that Abdallah was moved 
to the MFA to ensure the success of Tunisia\'s role in the 
WSIS 

sign to outside observers that the Palace will no longer be 
controlling the press. Despite journalists\' pessimism 

hope that Abdallah\'s new position as Foreign Minister will 
provide multiple new opportunities to raise the mission 

priority of free press in Tunisia with the one person (other 
than the President) who is most responsible for the sad 
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situation of the media in the country. 
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banner headline on its front page that quoted Mainland 
Affairs Council Chairman Joseph Wu as saying: WCharter 
planes can fly directly from Taichung to Hong Kong and 
Macao." In addition 

newspapers in Taiwan reported in their inside pages 
Taiwan National Defense Minister Lee Jye\'s remarks that 
his ministry has reduced the special budget for U.S. 

arms procurements from NT$610.8 billion to NT$340 
billion in the interest of political harmony. The 

centrist China Times\" carried a news story noting that 
the U.S. government did not send \"faxes\" to Minister 
Lee directly to express concerns about the passage of 
the U.S. arms procurement bill. Instead 

story said it was TECRO Chief David Lee who passed the 
U.S. messages to Lee regarding the U.S. concerns when 
he returned to Taipei recently. 


Almost all the Chinese-language newspapers also 
reported in their inside pages the upcoming visit to 
Washington 

newspapers quoted China's Ministry of Foreign Affairs 
Department of North American and Oceanian Affairs 
Director-General He Yafei as saying the leaders of both 
countries would definitely discuss the Taiwan issue. 


2. In terms of editorials 

the V'toadying culture" in the Taiwan government that is 
aimed at currying favor with President Chen Shui-bian. 
An editorial in the limited-circulation 

pro-unification 

however 

U.S. visit and the issues Hu and U.S. President George 
W. Bush will talk about when they meet. The editorial 
said it will be very difficult for Bush and Hu to reach 
consensuses on sensitive issues unless Washington is 
willing to take into account China\'s positions and not 
just consider things from its own perspective. End 
summary. 


VU.S. Needs a PRC Perspective V" 
The conservative 


\"China Post V" [circulation: 30 
editorial (8/31): 
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\"Trade and investment are expected to stand out 
prominently in the summit meeting between U.S. 

President George W. Bush and his Chinese counterpart Hu 
Jintao 

September 7. But it will be very difficult for the two 

leaders to reach consensuses on these and other 

sensitive bilateral issues 

more willing to take into account China\'s positions 

not just considering things from its won perspective. 


VWashington always likes to blame Beijing for its 
persistent massive trade deficits with China. But 
China\'s unfair trade practices 

undervalued currency 

blame. The many tens of thousands of American firms 
which flocked to the mainland in recent years to take 
advantage of cheap labor and ship their productions 
back to the U.S. 

trade imbalances. 


\"The U.S. could have significantly reduced its deficits 
by boosting its sales to China by removing its tight 
restrictions placed on exports of high-technology goods 
and services. Washington tended to cite security 
considerations. But Beijing differs 

U.S. policy as the practice of protectionism aimed at 
curbing Chinas rise economically. Over the years 
Washington has never relaxed its campaign to force 
China to open wider its market for U.S. investment. 
But the irony is that the U.S. does not seem to be 
willing to reciprocate Chinese liberal measures by 
opening up its own markets when it comes to areas it 
sees as Strategically important. .\" 


KEEGAN 
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accession 
asserted. 


5. (SBU) Continuing 

originally did not wish to visit Washington. However 

PM Khai\'s visit 

personally with Secretary Rice to continue discussing issues 
raised in the PM\'s visit 

and the CPC designation. The GVN will inform Embassy Hanoi 
of the exact desiderata for FM Nien\'s visit soon. On the 

APEC Export Control Conference 

most important current issue in relations among itself and 

the United States and China. As such 
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proceed \"meticulously\" and V'do more homework\" before 
committing to co-hosting the conference. The GVN 
understands its obligations as next yearYs APEC host 

the possible impact of this conference on U.S -China - 
Vietnam relations makes it a tough decision. 


6. (SBU) On the NEC 

that the USG has dropped the idea of the Russian property 
for the new Embassy. The new location will eventually be 
more central 

USG to close the deal. In closing 

the recent ban on catfish imports from Vietnam by three 
southern states 

motivated.\" The Ambassador responded that we are seeking 
more information on the measures taken by Louisiana 
Mississippi 

shipment from some companies is based on a scientific study 
that showed contamination in recent shipments. He 
encouraged the GVN to urge the Vietnamese seafood industry 
to better monitor itself. Bang countered that the recent 

tests were suspect 

FDAVs tests are impartial and scientific. 
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movement. One section carries a gun 
pen.\" 


5. (U) Suspicion abounds that the JVP was behind the bombing 
of the Sudar Oli office. Independent MTV implied the JVP was 
responsible when the network aired several speeches by JVP 
Propaganda Secretary Wimal Weerawansa strongly criticizing 
the newspaper. MTV also rebroadcast interviews with 
Lasantha Wickrematunge 

Sunanda Deshapriya 

alleged the JVP is trying to stifle the media through 

intimidation. On the other hand 

Convener Sunanda Deshapriya commented yesterday that though 
the JVP has criticized Sudar Oli 

newspaper office was more likely the work of a rival Tamil 


group. 


6. (SBU) Comment: This attack is the latest in a series of 
attacks on Tamil journalists 

Shakti (MTV) television office in Jaffna last year to the 
murder of prominent Tamil commentator D. Sivaram in April 
(reftel A) to the murder three weeks ago of a state TV 
journalist and her husband in broad daylight (reftel C). 
While no conclusive evidence has emerged to identify the 
culprits of these incidents 


and 4th. They met with officials from the Colombian Department of Transportation as well as expert: 
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well as rival Tamil factions 

People\'s Democratic Party)and PLOTE (People\'s Liberation 
Organization of Tamil Eelam) both of which oppose the LTTE. 
No matter who is responsible 

even greater fear among Tamil journalists who write about 
political issues. We will continue to urge respect for the 
media and to condemn attacks on journalists in our 
discussions with all relevant parties. End Comment. 


Entwistle 
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its third glass furnace to South Korea if its investments 

were not exempted from a proposed alternative minimum tax 
(AMT). Zhang said the story was based only on the 
newspaper\'s own speculation 

Zhang did not say the newspapers speculation was incorrect 
but only that no one at Corning had said it. Corning has 
indicated (reftel) that it considered the original bill a 

retraction of incentives Taiwan used to attract Corning to 
invest in Taiwan. 


3. (C) The August 29 coordination meeting between the EY and 
the LY DPP caucus 

reached a compromise on the contents of the bill. The 

revised bill preserves Corning\'s most important priorities: 

the five-year tax break and four-year phase-in of the AMT. 
However 

issue of starting the tax rate for businesses at 10%. 


4. (C) The compromise waives the tax for up to four years on 
high-tech investment projects approved prior to 
implementation of the tax. These projects will continue to 
enjoy the current five-year tax holiday. Zhang indicated to 
AIT that this arrangement would satisfy Corning\'s main 
concern. 


5. (C) Comment: While the EY has made good on reftel promise 
to deliver a tax bill that resolves the issues of Corning and 
other foreign investors in similar positions 

must be reviewed by the entire LY and is likely to be the 
subject of heated debate there. Opposition PFP LY members 
have told AIT they view the government budget deficit as the 
most pressing economic problem that Taiwan faces 

seek to remove tax holidays from the bill. However 

false 

pointed out 

will cause many investors to think harder about investing in 
Taiwan. End comment. 

KEEGAN 
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comments made before the vote 

Villafuerte argued that the Lozano complaint was based solely 
on tapes made via wiretaps 

were inadmissible in any House proceedings. (Note: The 
tapes contained a host of material 

between President Arroyo and a then-electoral official in 
2004. End Note.) Other representatives argued that the 
Lozano complaint dealt with some matters that took place 
before Arroyo assumed office in 2001 

appropriate. Due to their ongoing walkout 

virtually no Opposition members in the Committee hearing room 
at the time of the votes. 


3. (C) The Committee\'s hearings on the impeachment 
complaints are now over. It is now scheduled to draw up a 
report in the next several days and present that report to 

the House meeting in plenary session late September 5. The 
House will then decide whether to accept the CommitteeVs 
findings or to overturn them in whole or in some other 

manner. In a September 1 conversation with Acting Pol/C 
Congressman Villafuerte predicted that the House would 
Vdecisively support V" the Justice Committees recommendations 
when it meets early next week. He added that \"the whole 
impeachment matter should be wrapped up before the House goes 
on recess\" on September 8. (Note: The House and the Senate 
are on recess from September 9-18. End Note.) 


4. (U) The Opposition is moving forward with two remaining 
options: the first involves a bid to overturn the 

CommitteeVs results and the second involves legal avenues. 
With a great sense of urgency 

frantically scrambling to try to gather the 79 or more 
endorsements needed (one-third of the House membership) to 
meet the criteria for a reference of the Opposition Vs 
comprehensive impeachment complaint to the Senate by next 
weeks plenary (and thus overturn the Justice CommitteeVs 
finding). If the Opposition fails to reach this number 
CommitteeVs ruling will stand and the impeachment proceedings 
in the House as a whole will effectively be over. 


5. (C) With regard to the numbers game 

Representative Edmund Reyes told the Committee on August 31 
that the Opposition now has about 73 endorsements. He 
asserted that 23 of the members who made endorsements did not 
want to identify themselves at this time 
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remain anonymous until the Opposition obtains the 79 needed 
signatures. If this is true 

an additional six signatures by September 5 in order to 
request that its complaint be sent to the Senate. Pro-Arroyo 
lawmakers contend that the Opposition has considerably less 
support and some in the Majority have made clear that they 
will fight over every name on the endorsement list if the 
Opposition claims that it has the requisite support. In a 
September 1 conversation 

lawyer 

anti-Arroyo side was V'coming very close\" to the figure of 79 
endorsements 


6. (U) The Opposition is also moving forward with possible 
legal remedies. A pro-Opposition private citizen filed a 
petition with the Supreme Court on August 31 requesting that 
a temporary restraining order be slapped on the impeachment 
proceedings. The petition asserts that the Majority\'s action 
were unconstitutional and not in compliance with the House\'s 
own rules. It is not clear when the Supreme Court will rule 

on this petition. Another private citizen linked with the 
Opposition has also said that he plans to file a petition 

with the Supreme Court after the Justice Committee submits 
its report to the House on September 5. 


7. (C) The end game for the Opposition\'s impeachment effort 
is quickly drawing near. At this point 

either gets the needed 79 or more votes in the House plenary 
or it closes up shop in reference to impeachment (the 
Opposition is not really counting on the legal avenue). 
Observers have commented on the quick work that the Majority 
has made of the Opposition\'s impeachment effort. Some 
commentators have speculated (probably with great accuracy) 
that the Majority is moving quickly at the behest of Arroyo 

who wants the deck clear of all impeachment charges ahead of 
her upcoming trip to the U.S. for UNGA and Saudi Arabia. 


Visit Embassy Manila\'s Classified SIPRNET website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website: 
http://www.state.sgov.gov/ 
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until 2012 if the Doha Round fails. 


5. Minister Sutton stressed that New Zealand shares 
the same market access objectives in the negotiations. 
He agreed that the EU 

\"significant movement" on market access 

won\'t get everything.\" Sutton said that Japan and the 
EU would have to compensate for items they deem 
\"sensitive\" by offering something of value in return. 
Sutton added that developing countries 

Brazil 

formula for reducing their tariffs on industrial 

products. He identified these areas 

reductions in domestic agricultural support 

ingredients needed to achieve success in the WTO. Sutton 
said the larger players need to show leadership in the 
negotiations 

on CAP and export subsidies as \"minimalist.\" 


6. Minister Sutton agreed with Secretary Johanns\' 
assessment that a basic framework needed to be in place 
by the time of the December Ministerial. Leaving too 
much undone would not bode well for a successful 
outcome. Sutton raised the possibility of a mini- 
ministerial meeting before Hong Kong. Secretary Johanns 
indicated that the United States is willing to 

participate in any meeting that could move the process 
forward. 


7. Secretary Johanns commented that the QUINT meeting 
in Australia was useful 

progress was achieved. Minister Sutton referred to 
troublesome trade issues between New Zealand and 
Australia 

imports of New Zealand potatoes to supply McDonald\'s 

an expectation that New Zealand would seek WTO dispute 
resolution regarding Australia's import ban on New 
Zealand apples based on fire blight 

country of origin labeling that New Zealand views as 
protectionist. 


8. Free Trade Agreement (FTA). Prime Minister Clark 
and other New Zealand government officials as well as 
industry representatives reiterated their interest in a 

free trade agreement with the United States. Secretary 
Johanns told them that there were \"no current plans but 
the door is not closed" to FTA talks. He explained to 
the officials and the media that the United States 
assesses every FTA opportunity independently 
timeframe 

The Secretary suggested taking a look at the history of 
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the Central American Free Trade Agreement (CAFTA). 
Partisan politics led to its narrow passage despite the 
obvious trade advantages to the United States. Another 
factor to consider is the scheduled expiration of the 
Administration\'s Trade Promotion Authority (TPA) in July 
2007. He added that for now 

have shifted to the WTO. 


9. Ata working lunch for the Secretary 

Minister Clark and Government of New Zealand and industry 
representatives noted the importance of the United 

States as New Zealand\'s most important single country 
market for its agricultural exports. Murray Sherwin 

Director General of the Ministry of Agriculture and 

Forestry 

constructive engagement!" with USDA. U.S. - New Zealand 
cooperation on the apples/fire blight issue was 

mentioned. Jeff Grant 

Zealand 

Japan\'s duty snapback on meat imports and industry 
cooperation under the Tri Nations Lamb Group. 


10. Minister King raised her government\'s request for 

a waiver to new BSE mitigation measures for New Zealand 
beef products entering the United States 

New Zealand\'s BSE-free status. New Zealand\'s Food Safety 
Authority recently completed an assessment of the 

United State\'s BSE regime and determined its safeguards 
to be equivalent to those provided by New Zealand\'s BSE 
measures. New Zealand\'s dairy industry officials 
emphasized the importance of the U.S. market and 
pointed to joint marketing arrangements that Fonterra has 
with Dairy Farmers of America to export U.S. non-fat dry 
milk powder and to produce milk protein concentrate in 

the United States. They expressed concern about possible 
U.S. restrictions on milk protein concentrate imports. 

New Zealand\'s kiwifruit industry representative said 

they would like current duty free access to the United 
Stated bound by an FTA. 


11. Media Reaction. Newspaper coverage of the 
Secretary\'s visit was very favorable. The deputy 


SIPDIS 

editor of New Zealand\'s largest circulation daily 

New Zealand Herald 

also participated in a taped interview run on a 

nationally televised news program and in a question-and- 
answer session with Minister Sutton. The visit was 
depicted in the press as offering Secretary Johanns an 
opportunity to become better acquainted with New 


it in NY (which the Czech PM plans to attend; schedule details septel), Czech MFA Director of UN АН 
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Zealand\'s agriculture. The Secretary\'s assessment that 
New Zealand\'s farmers were flourishing in a non- 

subsidized 

widely. Secretary Johanns emphasized that the United 
States enjoys a close relationship with New Zealand and 
looks forward to working with whatever New Zealand 
Government emerges from the September election to achieve 
our common agricultural trade objectives. 
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on the importance of a continued strong U.S. presence in the 
Asia Pacific region. End Summary. 


2. (C) The fifth Singapore-Australia Joint Ministerial 
Committee (SAJMC) meeting 

22-23 

Foreign Minister Alexander Downer 

and Defense Minister Robert Hill hosted Singaporean Foreign 
Minister George Yong-Boon Yeo 

Lim Hng Kiang 

Department of Foreign Affairs and Trade (DFAT) Malaysia 
Brunei 

29 that the GOA\'s relationship with Singapore formed one of 
its two strongest defense links in the region 

Malaysia (under the Five Power Defense Arrangements). 
Singapore and Australia cooperated closely on 
counterterrorism and they used the ministerial to share 
assessments of evolving terrorist and transnational crime 
threats in the region. They also discussed their strong 
bilateral economic relationship and highlighted the success 
of the Singapore-Australia Free Trade Agreement (SAFTA). 
Australian ministers accepted the Singapore governmentVs 
offer to host the sixth SAJMC in Singapore in 2007. 


CT DISCUSSIONS 

3. (C) Australia and Singapore discussed regional terrorism 
challenges 

Thailand 

a joint press conference the importance of supporting 

moderate Muslim leaders to combat extremism. They also 
stressed the need to increase international cooperation on 
maritime security to prevent terrorism and transnational 

crime in the region. The ministers welcomed recent maritime 
security initiatives such as the Trilateral Foreign 

MinistersY Meeting of Indonesia 

Batam and the Defense Chiefs Meeting in Kuala Lumpur August 
1-2. (Note: Asked why Australia did not have a 
counterterrorism memorandum of understanding (CT MOU) with 
Singapore 


1 centers in the areas of Bule (120 kms NE of Bunia) and Komanda (80 kms SE of Bunia) in Ituri on A 
Singapore\'s parliament on August 15 approved changes to the Money-Changing and Remittance B 
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responded that both parties felt existing cooperation was 
good enough and that there was no need for an MOU 
usually a \"symbolic\" gesture 

End Note.) 


4. (C) According to Lade 

Australian ministers that Indonesian President Yudhoyono was 
committed to invigorating counterterrorism (CT) efforts 

there were limitations for what he could achieve. One 

problem was that the state intelligence agency BIN was not 

very effective. FM Downer reiterated his concern about Abu 
Bakar BaVasyirVs sentence reduction and stated that Yudhoyono 
seemed \"surprised himself" at the decision. GOS officials 
were more skeptical 

the decision beforehand. 


5. (C) GOA and GOS officials ministers agreed that southern 
Thailand was an area V'wide open!" for Islamic extremists and 
lamented that the Philippines had V'a long way to go\" in 
grappling with domestic terrorism. The Singaporeans also 
highlighted Bangladesh and Cambodia as two countries to watch 
more closely -- their local governments were ill-equipped to 
combat terrorism and terrorists might turn to these locations 

for safe haven. 


EAS & ASEAN 

6. (C) Australian ministers welcomed the Singapore 
government\'s support for Australian participation in the 
inaugural East Asia Summit (EAS) to be held in Kuala Lumpur 
in December. According to Lade 

that the EAS should be a cohesive regional body not dominated 
by China or any other power. FM Downer stated in the SAJMC 
August 23 press conference that Australia was \"delighted\" to 
participate in the EAS and that the EAS had the potential to 
oversee an emerging East Asia community" and could be 
\"enormously important" to the region over the next ten or 
twenty years. While both sides saw the EAS as a key 
development in regional architecture 

importance of the ASEAN Regional Forum (ARF) as the 
pre-eminent regional security forum and reaffirmed their 
commitment to ensuring that the ARF continued to develop as 
an effective and responsive mechanism for addressing regional 
security challenges. Australia\'s hosting of APEC in 2007 
followed by Singapore\'s hosting in 2009 

an important opportunity for the two to work together to 
strengthen and shape APEC as a key element of regional 
architecture 

7. (C) Singaporean ministers thought it best for ASEAN 
countries to maintain leadership of the EAS because ASEAN was 
perceived as \"less threatening.Y Singapore will chair ASEAN 


NAIT 3532 AND PREVIOUS Classified By: Ambassador Richard LeBaron for reasons 1.4(b) and (d) 
(SBU) Coalition Forces are working with the Central Criminal Court of Iraq (CCCI) to expedite the tri: 
IECT: (S) IRAQ FRE ASSETS: AL-SADUN REF: STATE 149954 Classified By: CDA CHRISTOPHEI 
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in two years and said it would likely host the second EAS 
during its chairmanship. Australia and Singapore also agreed 
that it would be inappropriate to have Russia as an EAS 
member 

participants. The GOS asked Canberra to convey this view to 
other ASEAN nations. 


EAST ASIAN RELATIONS 

8. (C) Lade told us that Singaporean ministers lamented 
renewed nationalist sentiment in Japan that served to 
heighten tension between Japan and its neighbors. The GOS 
observed 

positive effect of moving Japan closer to the U.S. Lade said 
GOS officials believed a certain amount of tension between 
China and Japan was good to \"keep (both) honest.\" Australian 
and Singaporean ministers also agreed on the importance for 
stability and prosperity of a continuing strong U.S. presence 
in the region. 


DEFENSE RELATIONSHIP: SHOALWATER BAY AGREEMENT EXTENDEL 
9. (U) GOS and GOA ministers signed an extension of the 
Shoalwater Bay Training Area (SWBTA) Agreement through 2009. 
The SWBTA allows 6 

in the high-tech facility 

the Singapore Armed Forces. (Note: Australian Defense 

Forces also train Singaporean pilots at Pearce RAAF Base in 
Western Australia.) Australia and Singapore reaffirmed the 
importance and relevance of the Five Power Defense 
Arrangements to regional security 

host the Regional Special Forces Conference in 2005. 


ECONOMIC RELATIONS POSITIVE BUT DIVERGENCE ON OPEN SKIES 
10. (U) Australian and Singaporean ministers noted the 
success of the Singapore-Australia Free Trade Agreement 
(SAFTA) in promoting closer economic integration and were 
pleased with the outcomes of the first SAFTA Ministerial 
review in July 2004. Since the implementation of SAFTA in 
July 2003 

Austrade\'s assistance 

exports sale value of A$319.7 million (US$239.8 million). Of 
these companies 

trade reached a new high of A$14.4 billion (US$10.8 billion) 
up from A$12.4 billion (US$9.3 billion) in 2003. The next 
Ministerial review is scheduled to take place in mid-2006. 


11. (C) Singaporean officials also discussed the possibility 
of \"triangulation\" with Australia and the U.S. 
obtain further trade and investment benefits from neighboring 
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countries. Lade noted that Singapore might approach the U.S. 
on its own to propose an idea for deeper economic cooperation 
among the three countries. 


12. (C) GOA and GOS officials encountered a stumbling block 
on the issue of an Open Skies Air Services Agreement. Lade 
told us that Singapore wanted access to Australia\'s 
trans-Pacific route as well as domestic routes 

unlikely to achieve this goal in the near future. The GOA 

said it could not make a commitment on the Open Skies 
Agreement until its major aviation review was complete 

could take up to several additional months. The Singaporean 
Transport Minister 

to the SAJMC 

Australians to conclude an Open Skies Agreement than to visit 
Australia\'s new Transport Minister as he had claimed 
according to Lade. Since Singapore sees its role as a 
transportation hub as critical to its economic growth 

Skies remained the biggest item of contention in the 

bilateral relationship 

telecommunications industry being similarly blocked by the 
Singaporean government 

discussion and compromise before either issues could move 
forward. 
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warrant for his arrest in anticipation of an official GDRC 
demand for his extradition. (Note: Presidential Diplomatic 
Advisor Andre Kapanga told PolCouns August 30 that 

during the August 24 Tripartite meetings in Kigali 

Congolese Minister of Justice has indeed already been asked 
to prepare an official extradition demand for both Nkunda and 
Colonel Jules Mutebusi 

reportedly recently applied for asylum there). End Note.) 


3. (C) There is also currently unrest among some ex-RCD 
troops in Goma 

of refugee return. Serufuli said that one colonel in 

particular who has been trying to foment unrest had deserted 
his post 

Virunga Park where Nkunda is rumored to be. However 
Onusumba (who met specifically with Tutsi troops while in 
Goma) 

deserting troops had returned to their barracks. The ethnic 
Tutsi troops claim that the government is trying to \"stack\" 
elections by pushing UNHCR to assist with the return of 
Congolese refugees from Tanzania (most of whom are ethnic 
Bemba) while refusing to assist in repatriating the Tutsi 
families who fled to Rwanda. Many of these Tutsi refugees 


t JUSTICE FOR JSILVERWOOD Е.О. 12958: DECL: 08/23/2015 TAGS: EFIN, ETTC, KTFN, PTER 
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are voluntarily repatriating to North Kivu 

have no food or shelter. Governor Serufuli told PolCouns he 
has begun a limited assistance program but cannot help the 
several hundred families who have recently arrived 

does not have sufficient resources. UNHCR officials in 
Kinshasa said that they are willing to consider providing 
limited assistance if asked officially to do so by the 
government in Kinshasa. 


4. (C) Comment: This spike in security concerns is 
predictable in many ways. Tensions regarding voter 
registration (now underway in both Kivus) have always run 
high 

another. The most prevalent concern always has been 
\"interference\" from Rwanda in the registration and electoral 
process. Nkunda\'s presence in Congo is 

flashpoint 

-- non-payment of military salaries in addition to the 
refugee issue -- which he can readily exploit to manipulate 
disgruntled troops. Even so 

of fighting 
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constitution. The completion of this document should be 
recognized as an important achievement of the entire Iraqi 
nation and as evidence of the strengthening of democracy in 
that country. Another important point on the calendar for 
the political process in Iraq has been carried out 
accordance with UN Security Council Resolution 1546. 
Agreement on the draft constitution is testament to the will 
to reach agreement among the main political forces in that 
country 

community. 


VWe hope that the adoption of the constitution in a 
nation-wide referendum will be another step in the process of 
reconstructing Iraqi statehood and taking over responsibility 
for the state by the Iraqis themselves 

decisions on their matters. By taking a direct part in 
international efforts for the stabilization and 

reconstruction of Iraq 

Iraqi government and nation in their effort to build a 
democratic and united state. We will also take actions to 
develop and strengthen ties and partnership cooperation 
between our two countries in all fields. Arrangements made 
during the last visit of the Polish Prime Minister to Iraq 

were an expression of this approach. V 


3. End text of statement. 


lation was subsequently given the Royal Ascent by the King, thereby transforming it into law on July 2 
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[agriculture] sector and initiate projects... to be 
delivered eventually to the private sector. V' 
Subsequent to the latter statement 

listed the many state-owned companies intended to 
support the private sector\'s development. 


5. (SBU) Regarding ongoing donor support 

Minister thanked USAID for its Agriculture 
Reconstruction & Development in Iraq (ARDI) project 
and noted livestock assistance in particular. In 
addition 

donors: reconstruction of the national seed industry 
and associated research and development and 
restoring and modernizing fisheries ($1.3 million); 
refurbishing a vaccine center ($22 million); 
implementing an integrated pest management program 
throughout the country targeting export crops ($25 
million for airplanes); beginning anti- 

desertification/ deforestation programs and 
establishing a \"greenbelt\" around Baghdad ($45 
million); replenishing bovine livestock ($6 

million); and establishing alternative crop programs 
and fertilizer factories to counter the salty soil 

of southern Iraq. (Note: A list of all the projects 

was given to USDA Baghdad Agriculture Attache James 
Smith at the conference. End note.) 


6. (SBU) The Minister also listed V'other priority 
projects 

throughout Iraq wherein engineers 

students work together on farm campuses to teach the 
next generation of Iraqi farmers. He again noted 

the importance of reforestation efforts 

highlighted the need for subsidized credit for small 
farmers. The Minister continued his speech with a 
description of the agricultural environment in Iraq. 
Highlighting that he is V'looking forward to American 
support 

and negligence have forced people to leave their 
farms. He also noted that the irrigation system 
created by the previous regime led to the poor soil 
conditions in the south 

change the entire system. Dr. Al-Behadli commented 
that much work and support is occurring in the 
governorates 

much of it. 


CHNICAL MEETINGS, JULY 13-15 1. (U) SUMMARY: From July 13-15, Paraguay hosted represent: 
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7. (SBU) At the end of his opening remarks 

Behadli noted that USAID\'s agricultural 
reconstruction project is doing a good job" 

that the Ministry is not aware of all the work being 
done in the governorates and better coordination is 
needed. He concluded his remarks by thanking the 
United States for its support and stated that he 
looks forward to continuing to work together. 


8. (SBU) The Deputy Secretary thanked Dr. Al-Behadli 
for his comments and followed-up the Minister\'s 
remarks with a rhetorical request to the Government 
of Iraq for their \"thinking on (public distribution 
system) reforms\". 


9. (SBU) USAID Administrator Natsios began his 
comments by highlighting the two reasons why 
agriculture is so important to all Iraqis 

specifically that: 25 percent of the population is 
directly or indirectly involved in agriculture 

which represents Iraq\'s second largest productive 
sector; and agricultural development affects 
national security by decreasing urban migration 
increasing markets and jobs 

the insurgency. 


10. (SBU) Remarking on the importance of Iraqi 
agriculture to the USG 

the USG cannot fund everything 

work with the Iraqis to find common priorities. He 
highlighted the areas in which USAID is currently 
supporting Iraqi farmers and the Ministry of 
Agriculture: initiating vaccination programs and 
rehabilitating veterinary clinics around the country 
to increase animal productivity; instituting a 

national tractor repair program throughout Iraq\'s 
agricultural districts to repair over 2700 tractors; 
implementing a wheat seed program to take Iraq away 
from levels comparable to North Korea; planting 

35 

Agriculture and Ministry of Water Resources to 
develop the country's National Water Strategy; and 
introducing over six million new fishlings into 

Iraqvs rivers 

fisheries industry. 


11. (SBU) Quoting Minister of Finance Dr. Ali 
Allawi 

the private sector will be the growth engine for 
Iraq 

stronger agriculture market will develop... 
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[through] a free market system 

to agricultural production and food security." 
Natsios also noted that the PDS \"is not working 
well 

increases does not work well 

ministry effort is required to reform the sector. 

He ended his comments by indicating that Iraq has 
the capacity to feed itself without imports 
acknowledged political issues with the reform effort 
and highlighted that agricultural reform is in the 
hands of the GOI. 


12. (SBU) Comment. The Ministry of Agriculture and 
the Ministry of Water Resources gave indications 
during their prepared remarks and during side 
conversations at the JCRED that they see themselves 
- Still - as catalysts for economic growth despite 
subsidization of inputs and government competition 
with the private sector through SOEs. Further 

least half of their project support requests were to 
support entities and activities that should be 

handed over to the private sector 

government is retaining its physical and 

intellectual ownership of Iraqvs agricultural 

industry. While agricultural reconstruction is 

S 

critical to Ігад\'ѕ future 

institutional and SOE reform will occur during this 
government and 

advancements will be made with regard to the PDS 
market development 

AgricultureVs guiding hand on the direction of the 
industry. End Comment. 

13. (U) This cable was cleared by Ross Wilson in D. 
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defecting to the Left. He appealed to the LikudVs 

150 

four years of Sharon\'s rule. All media reported that 
former PM Ehud Barak surprised his Labor Party rivals 
Tuesday when he proposed that all party leadership 
contenders rally around chairman Shimon Peres. The 
media say that Barak wants to thwart the aspirations of 
Histadrut labor federation Secretary-General 

Member Amir Peretz. 


HaVaretz says that a majority vote is expected in the 
Knesset today on the Philadelphi agreement 
for 750 Egyptian police officers to be deployed along 
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the Egyptian side of the Gaza Strip border. 


Yediot reported that 

close to the investigation of the assassination of 
former Lebanese PM Rafic Hariri 

will make the U.S. and France impose sanctions on Syria 
in the next few days. Yediot 

Post reported that several pro-Syrian senior security 
and intelligence officials were arrested in Beirut 
Tuesday in connection with the assassination. Yediot 
cited the belief of GOI sources in Jerusalem that the 
findings would turn President Bashar Assad into the 
Vleper of the region and bring about his total 

isolation in the international community. V 


Jerusalem Post quoted Egyptian intelligence chief Omar 
Suleiman as saying in Gaza City Tuesday that Egypt will 
continue to support the Palestinians until they 

establish their state in all territories occupied by 

Israel in 1967. 


HaVaretz reported that when the separation fence is 
completed 
have to cross checkpoints to attend school. 


HaVaretz cited the PAVs concern over the purchase by 
wealthy foreign Jews of hothouses belonging to Gush 
Katif settlers for the PA. The newspaper quoted a 
Palestinian source as saying: We received a gift and 
we cannot refuse ІЛ" The source summed up the 
position of PA Chairman [President] Mahmoud Abbas. 
HaVaretz writes that Abbas had agreed to the deal 
following pressure from Vice Premier Shimon Peres 
Economic Cooperation Foundation 

Department officials 

that the Palestinian reservations came for political 
economic 

IDF intends to hand over the Gaza StripWs Netzarim area 
to the Palestinians as early as next week. 


All media reported that Defense Ministry D-G Amos Yaron 
is stepping down from his position. Yediot says that 

he informed Defense Minister Shaul Mofaz on Tuesday 
that he will leave his position in mid-September. 

Yediot quoted Yaron as saying Tuesday that the 
continued sale of weapons technology to China had not 
been an attempt to deceive the U.S. Israel Radio 
quoted Israeli sources in Washington as saying that his 
departure will pave the way to the resumption of trust 
between the Israeli defense establishment and the U.S. 
administration. 


vassador Ralph L. Boyce. Reason 1.4 (a and d) 1. (C) Ata dinner he hosted for the Ambassador or 
26 1. Per reftel request, POL FSN made inquiries into the bona fides of J.N.S. International Co., Ltd 
I8 REF: SECSTATE 151155 1. Per reftel request, POL FSN made inquiries into the bona fides of Κι 
1 REF: SECSTATE 151249 1. Per reftel request, POL FSN made inquiries into the bona fides of S 
z DEPARTMENT HUMAN RIGHTS VETTING FOR: EXERCISE BALANCE TORCH (BT) 06-2 REF 


Column 3 


Jerusalem Post quoted Foreign Ministry Spokesman Mark 
Regev as saying Tuesday 

Pakistan may send a high-level delegation to Gaza and 
Jerusalem 

Regev\'s comments were in response to an article in the 
Pakistani daily Dawn 

Tuesday. However 

reported that the move was not a step toward 
Islamabad\'s recognition of Israel. 

Jerusalem Post reported that leaders of the Iraqi 

Jewish community from around the world will soon meet 
in London to plan a strategy to demand compensation for 
lost assets 

the Iraqi government. 


Yediot reported that Attorney-General Menachem Mazuz 
instructed Mofaz on Tuesday to immediately stop the 
employment of Ron Schechner 

in charge of settlements 

Sasson report on unauthorized settler outposts. 


Leading media cited an announcement released by the 
Justice Ministry Tuesday 

decided not to press charges against a group of Jewish 
extremists who carried out an ancient curse ceremony 
(Wpulsa denura\") meant to place a death wish on Sharon 
since the appeal was to God and not to mankind. 


HaVaretz reported that the IDF has appealed the eight- 
year prison term given to Sgt. Taysir Harb 

convicted by a military court of killing British pro- 
Palestinian activist Tom Hurndall 

statement Tuesday that it seeks a harsher sentence. 


Maariv reported that positive Israeli characters -- 

peace activists -- appear in the Egyptian TV film 

VAgent 10011" that will air during the upcoming month of 
Ramadan. The Lebanese star Nur plays the part of a 
left-wing Israeli woman who criticizes Zionism and 

helps Palestinians. 


Yediot front-paged a Mina Zemach (Dahaf Institute) poll 
conducted Tuesday night: 

-54 percent of Israelis (51 percent of registered Likud 
voters) favor Sharon as the next PM; 21 percent prefer 
Netanyahu (26 percent of registered Likud voters). 
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Summary: 


Independent 

\"Perhaps for the first time in the history of the 
Israeli-Palestinian conflict 

the Americans 

forward in ending the conflict in this generation and 
not in some faraway future." 


Former U.S. mediator Dennis Ross wrote in conservative 
independent Jerusalem Post: \"Gaza disengagement creates 
an opening 

unless the [U.S.] administration recognizes where we 

are 


Michael Freund 

minister Binyamin Netanyahu 

\"It is not enough merely to bring down the government. 
Rather 

political rebuke 

that the withdrawal led directly to his downfall.\" 


Block Quotes: 


|. V The Only Plan" 


Independent 

(August 31): V' Things have never been as clear and as 
focused as they are today. Perhaps for the first time 

in the history of the Israeli-Palestinian conflict 

there is agreement among the Americans 

Israelis over the way forward in ending the conflict in 
this generation and not in some faraway future.... The 
incumbent prime minister has a few months left to make 
progress in the diplomatic arena. He currently enjoys 
unprecedented Israeli and international support for his 
actions. Sharon did not lose his Knesset majority 

he lost his support from his party long ago. As long 

as a sitting prime minister has a parliamentary 
majority 

he does nothing 

can take advantage of his upcoming trip to the United 
States to shape additional understandings with regard 
to settlement blocs on the West Bank; if he accepts 
Environment Minister Shalom Simhon\'s offer to give 
settlers in isolated West Bank settlements -- who want 
to be evacuated as a community -- a compensation 
package that would make it unnecessary to evacuate them 


reply to the invitation by the Nonproliferation Bureau to attend the Seventh Annual International Expor 
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in the future 

to offer and that Israel under his leadership continues 
to accept responsibility for determining its future and 
its borders.\" 


Il. WRev Up the Road Map" 


Former U.S. mediator Dennis Ross wrote in conservative 
independent Jerusalem Post (August 31): “Тһе [U.S.] 
administration must build a bridge to the future. The 

two sides have very different expectations of what will 
happen after disengagement: Sharon wants a pause to 
absorb the emotional trauma 

steps. Each needs an explanation of what is next. The 
administration should declare that it will take the 
moribund road map and negotiate a common understanding 
on every Israeli and Palestinian obligation. It won\'t 

be easy and it will take time. It will take the kind 

of mediation the administration has avoided until now. 
But Gaza disengagement creates an opening 

close for Sharon and Abbas unless the administration 
recognizes where we are 


ΗΙ. WA Road Map For the Right" 


Michael Freund 

minister Binyamin Netanyahu 

(August 31): \"To be sure 

northern Samaria was a terrible blow 

that lie ahead may prove even more ominous. Israel is 
essentially slouching its way back to the pre-1967 
Armistice Lines 

interests. In order to prevent this 

lick its wounds from the Gaza debacle and formulate a 
strategy aimed at forestalling any future retreats. 

The time to do so is now because 

foresight 

losing their homes. Such a strategy should encompass a 
number of key spheres: political 

ideological 

any one organization to implement. Rather 

forces must combine their efforts and work in tandem to 
bring it about. In the political realm 

priority at this stage should be to remove Sharon from 
power.... It is not enough merely to bring down the 
government. Rather 

stinging political rebuke 

to all that the withdrawal led directly to his 

downfall.\" 


2. Israeli Politics: 


gust 17, 2005, the Salvadoran police (PNC) arrested Panamanian national Luis Pinto for allegedly |: 
ті and his opponents accusing each other of deserting the poor. The latest flare up is over the opposit 
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Political parties correspondent Sima Kadmon wrote in 
mass-circulation 

may have made a small step Tuesday in his bid to head 
the Likud. But he is still very far removed from the 
premiership.\" 


Liberal columnist Gideon Samet wrote in HaVaretz: \"If 
[Sharon] wins the Likud contest 

process.... That is why it would be best if Netanyahu 
beats Sharon within the lunatic Likud and leads to 
nowhere a party that has lost its direction." 


Block Quotes: 


|. \"Netanyahu\'s Circus\" 


Political parties correspondent Sima Kadmon wrote in 
mass-circulation 

31): \"Netanyahu 

Sharon -- who abandoned the Likud\'s principles 
threatening to destroy the house 

sows illusions 

forgot a small fact: until two weeks ago 

five years 

So 

bid to head the Likud. But he is still very far 
removed from the premiership.\" 


ll. \"Sharon\'s Loss Would Be Israel\'s Gain\" 


Liberal columnist Gideon Samet wrote in HaVaretz 

(August 31): \"Even if Sharon manages to do what appears 
at the moment like pure fantasy and wins the primaries 

he is as good as dead within the Likud. Ahead of the 
contest 

would be the last in his career 

ingenuous noises of affection toward the road map that 

he actually detests. If he wins the Likud contest 

will kill the peace process; if he loses 

likely take the only path that allows any political 
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movement: quitting 

and forging an alliance with Labor and Shinui 

by Yahad-Meretz 

parties. This is the move that would best serve the 
national interest. That is why it would be best if 
Netanyahu beats Sharon within the lunatic Likud and 
leads to nowhere a party that has lost its direction." 


Arab affairs correspondent Smadar Perry wrote in mass- 
circulation 

believe that there will be a huge outcry in Syria or 
among its neighbors when Assad is made to pay the 
bill.\" 


Block Quotes: 


\"The Lion From Damascus Is Coming Across As a Cat\" 


Arab affairs correspondent Smadar Perry wrote in mass- 
circulation 

\"[President Bashar] Assad made Syria lose its special 
status in the region.... Assad has lost on all 
international fronts: President Bush is threatening to 
place Syria on the economic-diplomatic Vaxis of evilV 
and to topple Assad. The UN is about to blame him for 
the assassination of former Lebanese prime Minister 
Rafic Hariri. A propos Hariri -- his brutal 

elimination killed an investment plan for economic 
projects in Syria that was funded from the Hariri 
family\'s private capital.... Was Assad a partner in the 
secret plan to eliminate Hariri? Who prepared the list 


SIPDIS 

of hits? It is hard to believe that there will be a 

huge outcry in Syria or among its neighbors when Assad 
is made to pay the bill.\" 
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Diplomatic correspondent Ben Caspit wrote in popular 
pluralist Maariv: VWhat is scary ... is that the 
Americans 

is white ... and the entire [Israeli defense] 
establishment backs down from them in a panic." 


Block Quotes: 


VVictim of American Tyranny\" 


Diplomatic correspondent Ben Caspit wrote in popular 
pluralist Maariv (August 31): V'Contrary to what might 
appear from the media reports 

the Defense Ministry with his head held high. What is 
slinking submissively 

is the State of Israel's sovereignty. One of the best 
directors general the Defense Ministry has seen 
responsible for countless projects and huge security 
deals 

is intended to put a stop to the Israeli humiliation 
campaign in Washington and the national Israeli 
groveling at the Pentagon.... A thorough and 
comprehensive investigation of all the details related 
to the crisis with the Americans 

of the crisis from day one 

conclusion: Yaron is clean-handed 

Ministry\'s director of security] Yehiel Horev. A chain 
of misunderstandings 

basic distrust 

threatening the strategic relations with the United 
States. What is scary about the whole story is that 
the Americans 

black is white ... and the entire [Israeli defense] 
establishment backs down from them in a panic. The 
American tyranny 

cruelty with which they have been taking revenge on 
Jonathan Pollard for over two decades 

crueler than all the dictatorships that we know. That 
is how it is when they give USD 3 billion a year 

we receive it. V 
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firms have a monopoly in certain sectors 

cannot develop. He promised to pass to Washington VietnamVs 
concerns on industrial subsidies and state owned 

enterprises 

to USTR in writing. 
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8. (SBU) Minister Tuyen again urged that the United States 
be flexible. There are still some people in Vietnam who do 
not want to be friends with the United States and if America 
is \"too rigid\" 

asked to meet requirements not imposed on other countries 
he noted. The Ambassador agreed that the United States 
should not be rigid 

pointed out that Vietnam is driving the accession timetable 
and pushing to complete negotiations 

sensitive issues for U.S. business 

in order to get Congress to approve permanent normal trade 
relation (PNTR) status for Vietnam. 


9. (SBU) The prospects for completing Vietnam\'s accession 
in time for the December 2005 WTO meeting in Hong Kong are 
virtually non-existent 

be possible to complete bilateral and multilateral 

negotiations this year 

is not possible. Even getting through Geneva would be very 
difficult so the Ambassador was pleased when he saw a press 
report that Vice Minister Luong Van Tu had told the National 
Assembly that Vietnam is now aiming at WTO accession in late 
spring next year. Lowering expectations is asmart move. 

The Minister said that after his interview 

criticized and pressed to send a letter to the press 
\"correcting\" his remarks 

that 

that goal also depended on cooperation from other countries 
and Vietnam had to prepare for the \"next best outcome 

spring 2006 accession. 


10. (SBU) On PNTR 

must put together a complete package for Congress. Vietnam 
needs to have a clean record on implementing the U.S.- 
Vietnam Bilateral Trade Agreement (BTA). The package for 
Congress must 

market access and should show some progress from the BTA. 
Some in Congress will oppose PNTR because they believe that 
another trade agreement is not in the interests of the 

United States while others will oppose it because of other 
issues 

However 

business 

support for PNTR for Vietnam. 


11. (SBU) (SBU) Some U.S. companies are complaining that 
some BTA obligations have not been implemented 
Ambassador hoped that the Minister could help implementation 
of trading rights 

The Ambassador said the U.S. side had been pleased by when 
Vietnam promised that U.S. companies could access BTA 
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benefits pending passage of implementing legislation. 
However 

could not reach the point of contact on trading rights that 

the Ministry of Planning and Investment had set up. He 

hoped that the GVN would ensure that someone is at the other 
end of the telephone and email. 


12. (SBU) On BTA implementation 

that the GVN is working on a new IPR law 

shared with the United States for comments. Vietnam 
recently destroyed a number of pirated CDs. Vietnam does 
not have separate implementing legislation for the BTA 

its obligations will be implemented by other laws. He is 
willing to meet with U.S. companies that are having a 
problem and asked the Ambassador to inform them so. 


13. (SBU) At the end of the meeting the Minister returned 

to the need to develop a schedule to complete negotiations. 
He proposed that after meeting in Geneva 

should meet again at the end of the month. Otherwise 
would not be possible to complete the paperwork. He warned 
that if Vietnam could not complete its WTO accession by the 
end of 2005 

to the United States would be lost. Vietnam has concluded 
negotiations with all Asian partners 

with all its European partners 

Switzerland. There is progress in negotiations with 

Australia and New Zealand. Beyond them 

and five Latin American countries are left so there is 

strong possibility to conclude by the end of 2005. 


14. (SBU) Comment: The Ministry of Trade is beginning to 
prepare the rest of the GVN and the public for the 

likelihood that Vietnam will not make its self-imposed goal 

of completing WTO accession by the end of 2005. However 
the Minister still intends to make an all-out effort to 

complete negotiations by yearYs end. At the same time 

has not abandoned the hope of persuading the United States 
to soften its demands and accept a \"political\" agreement. 
End comment. 
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remiiscent of that promulgated under communism. The oficial 
ideology is to be taught in schools 

through the media and th Orthodox Church. Belarus state ideology 
is basd on Soviet-era ideology 

central authority 

enemies. Despite pervasive skepticism amongst the popultion 
constant repetition of the ideology 


------ Summary ------- 1. (SBU) The Ambassador chaired а meeting of the Emergency Action Comrr 


nmary: Senator Arlen Specter (R-PA) visited the Guanacaste Province of Northern Costa Rica from A 


Column 3 
endless propaganda 
thrivingdue to Lukashenko. End Summary. 


What is the ideology? 


2. (U) Accordingto Lukashenko 

take charge of the elaboration of the new system of ideology to 
build the foundation of Belarusian sovereignty. His campaign 
program from the 1994 elections became the first manifestation of 
Belarus! state ideology 

justice 

without any financial rewards. Other factors that have been 
introduced to the ideology are: the necessity of a powerful central 
authority 

Slavic peoples 


Why is ideology crucial? 


3. (U) According to the now mandatory Belarusian textbooks on 
ideology 

cannot exist without an integral code of ideas 

standards uniting all of its citizens. A state without ideology 
cannot live and develop 

challenges and threats. In a March 2003 speech 

\"Ideology for a state is what the immune system is for a living 
organism. If the immune system grows weaker 

the slightest one 

an official state-controlled ideology into the country's citizenry 
was essential to protect Belarus from any possible \"infection\". In 
his view 

become a strong 

on its ideological foundations. 


What do ideological officers do? 


4. (U) Every enterprise 

entity in Belarus must have an ideological officer 

the Presidential edict of 20 February 2004 "On improving the 
ideology work of staffing in the Republic of BelarusV. It is the 

job of ideological officers to address the issues and hardships 
people are facing 

speak about them on TV. Twice a month the officer is to provide 
ideological instruction to his flock. An ideological officer has 

to be a well-educated 

strongly believe in the ideas conveyed to the public and shared 
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within the society. The Presidential Administration created an 
Ideological Department to control and expand the work of 
ideological officers throughout the country. In addition 

has tasked local Councils 

propagating the state ideology. This also applies to private 
businesses. According to a long-time post contact 

recently forced the head of one of the largest car dealerships in 
Belarus to hire and appoint as his deputy an ideological officer. 


Belarus has become a center of the Slavic civilization 


5. (U) Belarus! official ideology has a messianic 

delusional 

of 

need." It preaches that the Belarusian nation is the only Eastern 
Slavic country that remains true to such traditional civilized 
values and ideals. Therefore 

become the spiritual leader of Eastern European civilization. 
According to the ideology 

Belarus as an example of consistent and independent politics. 
Therefore 

speak up and be free from neoliberal [i.e.- American] terror and 
persecution. 
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Ideology and the economy 


6. (U) An important facet of Belarus\' ideology is the promotion of 
a Vsocially oriented economy 

and private ownership. The goal is a high level of social security 
(full employment 

citizens. 


Ideology and education 


7. (U) Education plays a significant role in the development and 
promulgation of the ideology. In September 2003 a new mandatory 
course 

Belarusian state and private universities. Lukashenko advised 
rectors of both state and private universities to fire professors 

and lecturers who oppose government policies or are wavering in 
their belief regarding the ideology 


Column 3 

transmit ideas to the next generation. All secondary schools must 
recreate Soviet-era youth organizations to spread the ideology and 
increase patriotism among youth. According to state ideological 
propaganda 

individuals in Belarus than in the rich countries of the West 

where some people cannot afford them due to the high tuition and 
other fees. 


Ideology and labor 


8. (U) Lukashenko\'s ideological campaign envisions the Belarusian 
Federation of Trade Unions [note: the state-controlled labor 
behemoth] becoming the core of society 

more than 4 million workers. The BFTU is to work to ensure high 
levels of safety 

employees. As the ideology books quote Lukashenko 

manWs soul and mind is a great art and hard work. Therefore all 
enterprises in the country must have a deputy director/officer for 
ideological instruction. 


Ideology and health 


9. (U) There is nothing more valuable for any person than life and 
health. Therefore 

its efforts to propagate a healthy life-style. Even when it goes 
against the wishes of the citizens 

government to fight against smoking 

President must serve as an example to its people in this regard. 
[Comment: In this sphere 

losing battle 

lifestyle is far from healthy.] 


Ideology and the media 


10. (U) Mass media 

are the most efficient transmitters of ideology. The Internet is 
another source of information 

texts 

ideas. The work of all of mass media 

should be aimed at strengthening ideological penetration of 
society. The media should not only concentrate on the positive 
achievements of the government 

provide constructive criticism. [Comment: There is little evidence 
the state media is fulfilling the latter responsibility.] However 
since reporters play a key role in forming public opinion 
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journalism has to be a profession controlled by the government. 
Every journalist therefore is to be held accountable for the 
message he conveys to the public. 


11. (U) Belarusian television is the cornerstone of media policy. 

In an era of the satellite TV 

world 

ideological competition launched by the Western countries against 
Slavdom. If Belarus loses this battle 

sovereignty 

nation 

television has to counter this by providing a positive image of the 
republic abroad. 


Ideology and religion 
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12. (U) Religion and language are critical in the Belarusian 
ideology. The state church in Belarus is the Belarusian Orthodox 
Church. lts Metropolitan 

regularly praises Lukashenko for his Russophile and pan-Slavic 
beliefs. Indeed 

ideology not as Communist 

praises the Belarusian Orthodox Church for opposing \"destructive 
forces 

social stability. For its part 

treatment by most government ministries in a series of bilateral 
agreements. At the same time 

Belarusian tradition of tolerance to all faiths and peoples. 


Creating obedient people 


13. (U) According to the ideology texts 

has to be well informed on state policies and the official 
ideology. Moreover 

integral part of the community and the country 

fulfills their civil and professional duties. The ideology 

stresses obedience to a strong central authority. Dissent should 
be kept to a minimum. 


Comment 
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14. (SBU) Even in the official ideology texts 

poorly defined. It gives no clear answers to show what Belarus is 
and where it wants to go. Slogans 

market economy" and Va strong and prosperous Belarus" 

well be used by most opponents of the current government. As in 
the Soviet era 

populace between the \"productive 

the state ideology 

Perhaps Lukashenko\'s most significant victory with this ideology is 
his ability to convince so many Belarusians that he is the 

guarantor of Belarus independence. Judging from opinion polls and 
comments from a wide spectrum of Belarusian society 

does resonate within the Belarusian population. For one 

confirms the Belarusians\' own image of themselves as tolerant 
peaceful 

Belarusians 

official ideology 

end up believing it. This wide acceptance of government propaganda 
in turn limits the likelihood the Belarusian people will agitate 

for democratic reforms. 
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INEQUALITIES OF THE OIL CRISIS 

SOUTH EAST ASIAN DEVELOPING ECONOMIES VERY HARSHLY. BUT IN 
EDITORIAL DOMINIQUE QUINIO EMPHASIZES THE 'EDUCATIONAL VAL 
OF SUCH A CRISIS 

CONSUMERS AND CAN HELP CHANGE \"CONSUMER HABITS. V' 


MOST EDITORIALS ARE DEVOTED TO PRESIDENT CHIRACYS ECONOM 
INDUSTRIAL PUSH IN FAVOR OF INNOVATION AND CENTERS OF 
EXCELLENCE AS PART OF THE GOVERNMENT''S POLICY TO BOOST 
EMPLOYMENT. IN RIGHT-OF-CENTER LE FIGARO PHILIPPE RECLUS W, 
ABOUT TOO MUCH VINTERVENTION FROM THE STATE." HE CALLS INS 
FOR MORE V'RISK TAKING AND LONG TERM INVESTMENT" BY COMPA! 
WHOSE ROLE IT IS TO CONSERVE THEIR INDEPENDENCE FROM THE 
STATE. CONVERSELY RECLUS CALLS ON THE STATE TO HELP \"BY 
PROVIDING A FAVORABLE ECONOMIC AND TAX ENVIRONMENT FOR P 
INITIATIVE." 


IN RESPONSE TO PRESIDENT CHIRACYS REMARKS ON TURKEY\'S NEE 
CLARIFY ITS POSITION ON CYPRUS 

AN OPINION PIECE URGING EUROPE TO HONOR ITS PROMISE TO TUR 
(SEE PART C) 


LE FIGARO DEVOTES A HALF-PAGE REPORT TO PRESIDENT BUSH\'S 
RETURN TO WASHINGTON AND THE CHALLENGES AWAITING HIM. (SE 
PART C) 


POPULAR RIGHT-OF-CENTER FRANCE SOIR DEVOTES ITS LEAD TO TF 


Party leader Jawad al Maliki told PolOff August 24 that he is pleased with the draft constitution. Whil 
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THREAT OF AVIAN FLU 

ARTICLE INSIDE IS ENTITLED: \"FINALLY 

MOBILIZED AGAINST AVIAN FLU.\" BUT IN AN INTERVIEW 

THE TROPICAL DISEASE CENTER IN MARSEILLES 

SAYS: \"TALKS ABOUT AVAILABLE VACCINES OR ANTI-VIRAL MEDICATI 
IS RIDICULOUS. WE CANNOT EXPERIMENT WITH A VACCINE FOR A 
DISEASE WE DO NOT YET GRASP FULLY.\" 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
EU ISSUES- TURKEY 


\"TURNING TO ANKARA\" 

ALEXANDRE ADLER IN RIGHT-OF-CENTER LE FIGARO (08/31): \"TURKE 
HAS OF LATE BECOME A BEACON OF DEMOCRACY AND MODERNISM | 
MUSLIM WORLD. UNDER THESE NEW AND FAVORABLE CONDITIONS 
CANNOT TURN AWAY FROM TURKEY. IF A SERIOUS CRISIS DEVELOPE 
AND EUROPE WAS TO RENEGE ON ITS PROMISE TO TURKEY 

FACING A TWO-SIDED PHENOMENON. FIRST 

WOULD SEE A REJECTION OF EUROPE 

BACKWARDS; SECOND 

AND POLITICAL LEADERS WITH THE U.S. 

TURKEY IN NAFTA 

DISASTROUS FOR FRANCE AND EUROPE. TURKEY WOULD CLOSE ITS 
OUR INDUSTRIES. IT IS STILL POSSIBLE TO CALM THE SITUATION 
APPEASE SPIRITS AND CONSOLIDATE OUR RELATIONSHIP WITH EUR( 
NUMBER ONE ALLY IN A REGION THAT WILL UNDOUBTEDLY BE SUBJE 
TO A NEW WAVE OF INSTABILITY 

AMBITIONS.\" 


PRESIDENT BUSH - IRAQ 


\"BUSH FACING A TUMULTUOUS RENTR \" 

PHILIPPE GELIE IN RIGHT-OF-CENTER LE FIGARO (08/31): 
\"HURRICANE KATRINA IS NOT THE KIND OF DISTRACTION PRESIDENT 
BUSH NEEDED. WITH ITS LEVEL OF DESTRUCTION 

COMPLICATE EVEN MORE THE PRESIDENT\'S RETURN TO WASHINGT( 
A POLITICAL RENTR THAT LOOKS PARTICULARLY DELICATE. THE 
MEDIA ATTENTION TO THE HURRICANE WILL DETRACT FROM IRAQ 
ONLY FOR A SHORT TIME. AFTER HIS FIVE-WEEK VACATION 

BUSH IS FACING A POPULARITY RATE DOWN TO 40 PERCENT 
LOWEST IN HIS PRESIDENTIAL CAREER. ON IRAQ 

AMERICANS DISAPPROVE HIS POLICY 

ON THE RISE. STILL 

UNLIKELY BECAUSE THE MAJORITY OF AMERICAN VICTIMS ARE 
VOLUNTEERS RATHER THAN DRAFTEES. THE DOMESTIC SITUATION V 
NOT HELP THE PRESIDENT WHOSE SOCIAL SECURITY REFORM APPE. 
BE IN LIMBO. WHILE TRADITIONALLY A PRESIDENT WILL SEEK REFUG 
IN HIS FOREIGN POLICY DURING A SECOND TERM 

IRAQ POLICY IS OVERWHELMING THAT PARTICULAR HORIZON.\" 
STAPLETON 
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accusing Embassy MinskYs Marine Security Guards and other 
Emboffs of smuggling campaign literature into Belarus for 
the opposition in 2001. The paper admits this article is 

in response to Ambassador\'s interview to the paper a week 
earlier. Belarusian state television followed with anti- 

U.S. and anti-West attacks based on the article on August 
26 and 28. While two U.S. Embassy POV\'s successfully 
crossed the Lithuanian border August 27 

vehicle was stopped and nearly searched 

result of this article. Post expects such media attacks to 
increase as the 2006 presidential elections draw near. End 
summary. 


Love and Revolution 


2. (C) Ambassador gave an interview to Obozrevatel that was 
published very nearly verbatim August 19. In the forward 

to an August 26 article 

Belarusian woman 

the paper she had dated a Marine Security Guard (MSG) in 
2001. The newspaper published her interview August 26 
entitled 

Revolution." For most of the article 

relationship with Joseph Martin 

head of the MSG detachment. [Note: Martin was a MSG 
corporal who served at Embassy Minsk in 2000 to 2001. He 
was not the Detachment Commander.] 


3. (SBU) Towards the end of the article \"Anastasia\" 
described how Martin promised her Belarus would soon have a 
democratic revolution. She then claims to have often 
overheard Emboffs discuss frequent shopping trips for food 
to Vilnius. She added 

brought leaflets and other printed material for the 

opposition in Belarus. It\'s not difficult at all. Their 

white Chevy Blazer has diplomatic plates. These cars don\'t 
get examined at customs.V The article is accompanied by 
photos of \"Anastasia\" and a friend with Martin 

woman in lingerie and sun glasses standing in front of an 
American flag 

white Chevrolet Suburban (which the paper says is the 
Marine vehicle) 

Ambassador Kozak. 


4. (SBU) Obozrevatel concluded the article with a 
speculative editorial comment. The paper asks why the 
Belarusian BKGB did not control \"Anastasia\'s\" relationship 


facilitated, August 23 meeting with the Independent Electoral Commission of Iraq (IECI), Sunni Confe 


ah, from NASAVs Glenn Research Center (GRC), to travel to Granada, Spain, October 2-7, to attend 
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with Martin; wonders about the \"coincidence\" that Martin 
was in Belarus October 2000 to October 2001 
Lukashenko\'s presidential campaign; asks what would happen 
if U.S. Marines start smuggling money into the country 
violation of Belarusian law 

Embassy about such activities; and questions 

millions of dollars mentioned by George Krol in the 
interview in the newspaper\'s last issue to be brought to 
Belarus?\" It concludes by describing the paper\'s 
unsuccessful attempts to contact Ambassador Kozak for 
comment. 


GOB Responds Over the Top 


5. (SBU) On August 26 

three Members of Belarus\' Parliament accused the USG of 
illegally supporting Belarus opposition [the three were 
Nikolay Cherginets 

three of the more outspoken MPs]. The MFAVs spokesman 
officially stated the GOB is investigating the allegations 
raised in the article. 


6. (SBU) The evening news on Belarusian state television 
August 26 and 28 covered the Obozrevatel article and its 
allegations against the U.S. Embassy. The August 28 
broadcast included interviews with Colonel Yury Shcharbakov 
of the State Border Guard Committee 

number of diplomatic vehicles crossing Belarus borders 
goes up during political campaigns 
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Zakharov 

who said Belarusian girls can have relations with foreign 
diplomats 

breaking the law. The commentator cited documents found on 
the laptop of Slovak Pontis activist Balasz Jarabik 

while he crossed the Belarusian border in January 

allegedly show how the USG and U.S. NGOs aid the 
opposition. 


7. (SBU) The commentator also raises: the deportation of a 
U.S. diplomat 

opposition; the deportation of a German diplomat for 
allegedly using cocaine with his homosexual lover; the 
deportation of a Czech diplomat for allegedly having 
homosexual contact with minors; and a former U.S. Embassy 
assistant Defense Attache 


and (D). (C) Foreign Minister Kukan\'s chef de cabinet, Peter Kmec, provided DCM August 25 a sol 
REFTEL demarches regarding the list of missile projects of concern to Jacek Sawicz of the Polish Mi 
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sex with underage Belarusian prostitutes. [Note: these 

other allegations are all standard fare Belarusian state TV 
dredges up from time to time to smear the West and Western 
diplomats in general. These film clips of Sanchez and the 
German diplomat were also featured in a Panaroma show last 
autumn about the West\'s export of democracy.] 


UK Diplomatic Vehicle Stopped 


8. (C) The United Kingdom\'s Charge told Poloff that a UK 
Embassy vehicle was stopped as it tried to cross the border 
from Belarus into Lithuania at 2200 August 27. Four border 
guards and a supposed BKGB officer demanded to search the 
vehicle. The driver called the UK Admin Officer 

refused to allow any search. After nearly an hour of 

waiting 

wanted to search the vehicle because there has been an 
incident.\" [Note: two U.S. Embassy POV\'s crossed into 
Lithuania and returned August 27 with no problem.] 


Who is Anastasia? 


9. (C) According to Post Consular records 

really Tatiana Karavaeva 

denied a visa in May 2001 after Post received information 

she had worked as a stripper and/or prostitute in Moscow. 
This was overcome for lack of evidence and she was issued a 
J-1 in June 2001 to work as a lifeguard 

December 2001 to visit Martin in California. 


10. (C) Comment: The spontaneity of \"Anastasia\'s\" offer to 
provide information to the press after reading the 
Ambassador\'s interview is belied by the ready photos of the 
Marine vehicles 

parliamentarians 

Clearly it is part ofthe orchestrated smear campaign 

against the West. While an ostensibly independent 
newspaper 

pro-GOB. Post expects the frequency and severity of such 
slanderous reporting to increase as the 2006 presidential 
elections draw closer. Furthermore 

statement is any guide 

use such provocations as a pretext to take active measures 
against us. Post has no plans to dignify these allegations 
with a direct response 

MFA and continue our efforts to get our message to as many 
of the Belarusian people as possible. 


no asked the DCM to convey a request that the Secretary agree to receive President Leonel Fernanc 
reign Minister Alejandro Liriano listened carefully to DCM\'s delivery of talking points concerning the ' 


MFA North America and Summit of the Americas Coordinator Francisco Gonzalez on August 24. Po 
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need to see results") and the potential threat posed by the 
Iranian nuclear program would have a negative impact on Gulf 
states 

expressed concern about the new administration in Iran as 
well the growing Iranian influence in southern Iraq 

believing the world was not receiving an accurate picture of 
the situation there. 


7. (C) Shaikh Rashid stated Bahraini officials immediately 
enacted contingency plans in response to recent attacks 
against U.S. military interests in the Gulf of Aqaba. 
Emphasizing the importance of continued cooperation 
stressed the need to establish mechanisms for quicker 
exchange of intelligence within the region to handle 
potential threats in the future. The Ambassador agreed the 
regional situation was an evolving one and assured the 
Minister of the U.S. governments firm commitment to strong 
security cooperation between our two countries and our 
support for improved communication within the region. 


8. (SBU) The Ambassador asked about the status of the 
GOB-supported shelter for expatriate workers in distress. 
Shaikh Rashid advised that his office continues to work with 
Minister of Social Affairs Al Belooshi on the establishment 
of the shelter. He understood that Minister Al-Belooshi was 
working on identifying a temporary facility to rent while a 
permanent site was built. The Ambassador reiterated the 
importance of moving forward on the shelter as quickly as 
possible 

full support for the shelter. 

MONROE 
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education is not free due to the numerous associated 

costs of books 

is considerably below 100 percent even in these 

states. As of July 2003 

below 60 percent. The completion rate was 

about 64 percent 

secondary was 44 percent. Among other factors 

analysts blame underfunding and a lack of qualified teachers 


N IN SRI LANKA SIPDIS 1. ON JULY 25, 2005, THE UNITED STATES AGENCY FOR INTERNATI 
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for the shortcomings of the UBE program. 


Several programs by NGOs and international organizations 
(105) address child labor in Nigeria. 

UNICEF undertakes a mix of advocacy 

support activities across the country. One program 

works to remove young girls from the street hawking trade and 
relocate them to informal educational 

settings. ILO programs work to involve communities and 
schools in withdrawing children from exploitative 

situations such as street hawking and prostitution. The 
programs aim to reintegrate the children into school 

if possible 

ILO program partners with the News Agency of 

Nigeria to raise awareness and build media capacity in 
eliminating child labor and trafficking. 

The Women Trafficking and Child Labour Eradication Foundation 
(WOTCLEF) (initiated by the wife of 

Nigeria\'s vice president) focuses on advocacy 

and rehabilitation. The organization has 

organized national and international conferences 

an anti-trafficking bill to the National 

Assembly 

in primary schools. 


August 2005 Update: 

UNICEF has implemented a children\'s congress program. In 
each state 

government area to represent his/her area. The congress 
meets in the capital for moderated discussions of civil 

rights and the evils of human trafficking. Each 

representative is expected to return to their community with 

a report. A national congress has also been formed 

UNICEF claims that the progress and positive effects of the 
program are significant. 


UNICEF is also collaborating with the Nigerian Government on 
a Strategy for Acceleration of Girls Education in Nigeria 

which seeks to narrow the gap between boysY and girlsY access 
to education. 


5. Does the country have a comprehensive policy aimed at the 
elimination of the worst forms of child labor? 


From Lagos 1914: 

Yes. While there is no single national child labor law 
Nigeria has made significant progress toward 

developing comprehensive child labor policy. The collective 
body of domestic labor laws and 

international agreements provides a solid legal foundation 
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for addressing the problems through 

institutional means. The Child Rights Act brings many of the 
various provisions under one law 

parties are still pushing for a formal national child labor 
policy and advocacy strategy. 


August 2005 Update: 
No change from previous report. 


6.15 the country making continual progress toward eliminating 
the worst forms of child labor? 


From Lagos 1914: 

Yes. Nigeria has made qualitative progress toward 
eliminating the worst forms of child labor. Awareness 

has spread throughout civil society and the government has 
shown its commitment to the issue. NGOs report 

having a strong relationship with members of the National 
Assembly. They say many legislators are 

sensitized to the issues and ready to work with them. 


Unfortunately 

labor of all types 

resulted in high numbers of children in commercial activities 
aimed at enhancing meager family income. 

Children frequently are employed as beggars 

conductors in urban areas. The use of children 

as domestic servants also is common. Few data are available 
to analyze changes in the incidence of child 

labor. The only survey conducted by Obasanjo administration 
the National Modular Child Labour 

Survey Nigeria 2000/2001 

children working in Nigeria. Of these 

million were not attending school and more than 2 million 
were working very long days (15 or more hours per day). 


Trafficking in children is a problem in Nigeria. The country 
is an origin 

for trafficked persons. Children are trafficked internally to 
work as domestics or on cocoa and orange 

plantations. Children are also trafficked to other nearby 
countries to serve as domestics or agricultural 

laborers. Disconcertingly 

with the opportunity to traffic their children 

believing that they are providing a better future for their 
children and themselves. Children trafficked 

internally often return to their villages at Christmas with 
gifts purchased for the families by their 

traffickers 

gain and generate a supply of future victims. 

In 2003 
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release them when victims and their families 

refused to testify. There are no reliable statistics on the 
overall number of trafficked persons per year. 

The government is working to eliminate international and 
internal child trafficking. It provides support to 
international NGOs 

Nigerian embassies in destination countries provide 
assistance to victims 

position to facilitate victim repatriation. 


Internally 

violations have been established. There is federal and 
state government acknowledgement of trafficking 
prevention efforts are underway at all levels. 
Awareness campaigns 

politicians 

of the press continue to gain widespread attention. The 
government has also initiated prosecutorial 
proceedings against traffickers. 


A host of issues intertwine to compound the child labor 
problem in Nigeria. Roughly 70 percent of Nigeria\'s 135 
million people live on less than $1 per day. Poverty is by 
far the largest push-factor leading to child 

employment. A national HIV/AIDS rate of five percent 
exacerbates poverty and contributes to the incidence of 
children living without one or both parents. The complexity 
of the child labor problem requires a 

comprehensive social 


August 2005 Update: 

The National Agency for the Prohibition of Traffic in Persons 
(NAPTIP) continues to expand its activities against 
trafficking 

traffickers and has two more cases pending. In March 2005 
police rescued more than 100 trafficked children 

67 children aged between one and 14 concealed in a truck 
ostensibly transporting frozen food. The children were 
headed to Lagos 

In July 

stopped a bus carrying 40 children to Cameroon for forced 
labor. The children were returned to their homes in Cross 
River and Ebonyi States 

the traffickers. 


The UN Office on Drugs and Crimes provides assistance with 
research 

regional communication networks to the government of Nigeria 
in the Global Program Against Trafficking in Human Beings. 
Nigeria is also partnered with Italy in the UN Interregional 
Crime and Justice Research Institute pilot project 


Column 3 
specifically on trafficking in children from Nigeria to Italy. 
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providing assistance to strengthening CT-efforts 
emphasized that USG participation in refining the plan did 
not equate to a financial commitment. Aleiwa agreed to a 
working level meeting with OMC officials to discuss the plan 
further 

presented. 


3. (C) A willingness to actively engage with OMC 

on a working level 

cooperation. The fact that this new found spirit of 
cooperation stems from a presidential order is a promising 
sign that Saleh understands CT cooperation must improve 
before his Washington visit. 


4. (C) Although MOD still displays a lack of understanding 

of the FMF process and likely views the CT plan as an invoice 
for USG support 

planning requirements is encouraging. A comprehensive 
evaluation of equipment and training needs would be a 
distinct departure from the case by case demands currently 
being made 

limited FMF resources to support CT and border security 
efforts. 


5. (C) Post will provid a more detailed anaylsis of the CT 
and Border Security Plan after receiving the English copy. 


Krajeski 
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State expresses his satisfaction on the broad consensus 
achieved on the draft for a new Iraqi constitution. Despite 
the terror and bloodshed 

step forward in the political process 

foundation of a democratic and peaceful Iraq. The Bulgarian 
President hopes that the Iraqi authorities 

assistance of the international community 

meeting the deadlines - October 15 for holding a referendum 
on the constitution and holding new elections in the middle 
of December 2005. The Republic of Bulgaria will continue to 
firmly support the independence 

integrity of lraq.\" 


<ia\'s view on the renewal/extension of the ISAF mandate with Vladimir Jakabcin, the Ministry of Defe 
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3. Statement by the MFA: The Republic of Bulgaria praises 
the courage and resolve of the Iraqi government and the 
members of the Committee on the Iraqi Constitution. Despite 
the complicated and unstable situation in the country 

the cost of hard efforts and compromise 

to present to the Parliament this project. We sincerely 
believe that the adoption of a new constitution will offer 

the opportunity for building a democratic and fair society 
inevitably connected 

and on the other striving for a modern future corresponding 
to contemporary values. We hope that all the Iraqi people 
will support this document of crucial importance after close 
examination of the draft constitution. Thereby it will 

become a landmark in the modern history of Iraq and will be 
a milestone in the development of a democratic 
law-governed state. Bulgaria will provide its further 

support to the efforts of the Iragi government and people 
which may always rely on our sincere friendship. V" 
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unity of Iraq. At the Ambassador's encouragement 

said he would consider making a supportive public statement 
about the constitution 

leaders directly on means to increase Sunni support for the 
draft. END SUMMARY. 


2. (C) Deputy Prime Minister Al-Jaburi expressed appreciation 
for the Ambassador\'s efforts in support of the constitution 
drafting process. Al-Jaburi expressed his conviction that 

the draft constitution is the best possible at this time. He 

said the text represents a \"midpoint\" between different 
views--Sunni and Shia 

Moslems. He joked that the Kurds probably got a better deal 
than the other communities 

constitution is to serve as a social contract 

V political platform\". He pledged to cooperate with efforts 

to promote the new drafts ratification. He said that he had 
already shared points in support of the constitution 

his August 28 meeting with PolCouns 

Moslem Scholars 

engagement. He expressed confidence that Sunni participation 
in the upcoming 

elections will be high. 


3. (C) Al-Jaburi said that 90 percent of Iraqis prefer a 
secular 

United Shia List in the January 2005 elections to Ayatollah 
SistaniVs support. He said he can support federalism 

two entities--one Kurd 


J) On August 23, Ambassador delivered reftel points to Haik Melik Darbinyan, First Deputy Minister o 
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objects to federalism based on \"sectarianism or racism.\" He 
requested U.S. support for Iraqi unity 

want Iraqis to unite 


4. (C) The Ambassador reaffirmed that the U.S. is committed 
to a united Iraq 

keep the country together. He said that adjustments to the 
Constitution remain possible prior to the referendum and 
encouraged Al-Jaburi to engage Kurd and Shia leaders directly 
on means to increase Sunni support for the draft and 
participation in the political process. 


5. (C) Al-Jaburi said that the Sunni community is less 

afraid now" 

fighting insurgents. He welcomed the Coalition\'s August 
24-27 release of 1 

as a constructive signal to Sunnis. Atthe same time 

asked the Ambassador for assistance with Sunni complaints 
over Iraqi Security Forces and lack of adequate voter 
registration facility access and security. He asked the 
Ambassador to continue to encourage moderation among the Shia 
and Kurds. In response to the Ambassador\'s request 

he would consider making a statement on the draft 
Constitution encouraging Sunnis to take a constructive 
approach to the new Constitution and avoid making emotional 
statements. 

Khalilzad 
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4. (SBU) On August 18 

of the Red Cross were permitted to conduct prison visits in 
Maldives. They reported that they were granted unfettered 
access to the (then remaining) 118 detainees imprisoned after 
the August 12-14 demonstrations. The ICRC representatives 
said that the prisons generally met international standards 

and they had no reports of abuse in custody. Furthermore 

the ICRC reported detainees were informed of their right to 
counsel and permitted access to lawyers and family members. 


5. (C) August 18-19 

Canadian 

to Maldives and were given access to four prisoners jailed 
after the August 12-14 events 

GORM initially claimed that Nasheed had been arrested for his 
own protection following a peaceful sit-in on August 12 

later drew up charges of terrorism and crimes against the 
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State. According to MDP sources 

are not based on the events of August 12-14 

his alleged earlier anti-GORM activities and statements. End 
note.) In an August 13 phone call 

Shaheed had told poloff that with respect to Nasheed 

been very tolerant and patient with him 

carry on too far. Similarly 

that during his recent trip to Maldives 

Nasheed had been instigating anti-GORM activity for some 
time 

had permitted him to carry out his agenda. However 
representatives told Hicks 

demonstrations ended in violence 

limit extremist elements within the MDP while permitting 
moderates to carry on. Our MDP interlocutors 

us that for the President 

sedition because he sees himself as the embodiment of the 
State. 


6. (C) Nasheed\'s initial hearing took place on August 24. AG 
Saeed told poloff that the judge in the case is conferring 

with both the prosecution and defense attorneys before 
setting a trial date in order to give both sides adequate 

time to prepare arguments. Jude Laing 

in Colombo 

Jurists (ICJ) sent an observer 

Mustapha 

Mustapha with a court-appointed translator. In response to 
Mustapha\'s complaint that Nasheed had only learned of his 
hearing on the morning of the hearing itself 

poloff that Nasheed had refused to listen to police officers 
attempting to inform him of the court proceeding against him. 
According to the AG 

able to have his lawyer represent him at the hearing 

will have time to prepare his case. The AG also mentioned 
Mustapha\'s concern that Nasheed had not been given access to 
reading and writing materials. The AG said he asked the 
police chief to remedy the situation 

directive had been followed. 


7. (C) Rory Mungoven 

UN Country team in Sri Lanka 

Rapporteur on Freedom of Expression 

UN Working Group on Arbitrary Detention 

Rapporteur on Human Rights Defenders all drafted a single 

letter to the GORM expressing concern about Mr. Nasheed\'s 
case and human rights issues in Maldives. Mungoven said that 
the GORM had responded with a general statement on a minority 
within the opposition fomenting violence and undermining 

reform efforts. 
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8. (SBU) Comment: While international focus at present is on 
the detentions that have occurred over the past several weeks 
and the seemingly harsh charges against Nasheed 

important to remember that the GORM has in fact instituted a 
number of judicial and police reforms over the past year. 
According to a number of accounts 

security forces used excessive force during the August 12-14 
demonstrations 

treated in accordance with international prison standards 
(Reftel C). The ICRC reports on treatment of prisoners marks 
a major improvement from last year. In addition 

year 

did not declare a state of emergency or cut off mobile phone 
or internet access in the days following the events. Other 
hopeful signs include the legal recognition of political 

parties in June (Reftel A) 

young 

B) 

prison and trial observers 

code that resulted in the improvements noted by the ICRC. 


9. (C) As always in Maldives 

steps forward 

A major part of the problem is the GORM\'s political 
immaturity and refusal to accept that having an opposition 
party means permitting meaningful opposition. Moreover 
there is frustration over the slow pace of Constitutional 

reform. We will keep urging the GORM to continue movement 
towards greater political openness and respect for human 
rights with our US-Maldives Friendship Week in late September 
a good opportunity for carefully calibrated public statements. 
ENTWISTLE 
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list that emerged from the April V'cricket summit\" (Ref C) 
gave a palpable boost to Indian perceptions of Indo-Pak 
relations 

the GOI reported worsening trends on cross-border 
infiltration and terrorism that they linked to Pakistan-based 
groups (Ref B). What is needed now are quick deliverables 
with robust PR value that demonstrate the resolve of both 
sides to push the process forward. PM Singh plans to meet 
with Kashmiri separatist leaders in Delhi on September 5 
well before UNGA. Delhi has also been focused on transit 
rights through Pakistan for its aid to Afghanistan. Movement 
on these two key barometer issues could help to energize the 
process and give both sides needed political cover for more 
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difficult steps on benchmark issues like demilitarization of 
the Siachen Galcier. End Summary. 


Dialogue Yielded Incremental Progress 


2. (C) The Second Round of the Composite Dialogue yielded 
some incremental progress 

missile and conventional CBMs. More important 

provided a forum to keep Indo-Pak interlocutors engaged with 
each other to build positive atmospherics. However 

periodic breakthrough that galvanizes public support for the 
process 

Foreign Affairs Editor Indrani Bagchi (often mouthpiece for 
the MEA) lament that the process may grind to a halt. The 
three prior PR boosts -- resumption of cricket ties 

cross-LoC bus 

from the public\'s eye 

needed 

which emerged from the cricket summit 

high-level policy initiatives that could be implemented at a 
pen-stroke and would resonate well at home for both leaders. 


GOI Can Offer Serious (if not Substantive) Kashmir Dialogue 


3. (C) According to press and our Srinagar contacts 

Singh plans to meet with Kashmiri separatist leaders in Delhi 
on September 5 

Kashmir-oriented deliverable. Our Srinagar contacts tell us 
that Congress MP Prof. Saifuddin Soz helped clear the way for 
this meeting to kick-off a GOI dialogue with the separatists. 
Interestingly 

(and Gandhi family confidant) Wajahat Habibullah in arranging 
this breakthrough. Separately 

Front chairman Yasin Malik told us that the PM would not have 
to lead GOI talks with the separatists as long as a GOI 
representative with sufficient heft served as their 

interlocutor. Yasin listed NSA MK Narayanan 

Nambiar 

representatives with sufficient gravitas. This dialogue will 

not lead to an immediate 

political signal of New Delhi taking the separatists 

seriously could be packaged as a significant deliverable that 
President Musharraf could deploy at home. We will encourage 
our GOI contacts in furtherance of this goal 

Prime Minister\'s oft-stated commitment to reach out to the 
Kashmiris. 


Transit for Afghan Aid Would Win GOI Kudos 
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4. (С) The PM\'s recent visit to Afghanistan reminded the GOI 
of the high cost it faces in shipping Afghan aid through 

Iran. The incremental easing of Indian agricultural imports 

to Pakistan (Ref A) could be used as a precedent to renew the 
GOI request for overland transit through Pakistan. We 
understand from the Foreign Ministry that the GOP is now 
allowing transits on a limited basis 

declaration by Pakistan would play very well here. To help 
alleviate any possible suspicion 

MEA any security requirements the GOP might levy 
inspecting shipments or escorting trucks 

interest of improving the flow of Indian assistance and 
drastically increasing the value of IndiaVs aid to 

Afghanistan. Pakistani concerns of losing market share in 
Afghanistan to Indian goods would be answered by allowing 
only Indian aid deliveries as a first step. Transit through 
Pakistan that eliminates the cost of ocean and land transit 
through Iran would also help reduce the GOIVs burgeoning ties 
with Iran. Incoming MEA Director (Pakistan) Saggar was 
receptive to these proposals during our August 31 

introductory office call. 


Comment: Take Two Robust CBMs Every Three Months 


5. (C) These possible deliverables are not glamorous 

they solve the V'core issues\" of terrorism and Kashmir 

they do try to nourish the kernels of confidence that the 
Composite Dialogue process planted. Many of the topics 
broached in formal Indo-Pak talks over the past year have 
proven too politically thorny for either side to concede yet. 
Without succumbing to the temptation for mediation 

to help encourage the two sides to find the low-hanging fruit 
to feed this nascent relationship until it can fend for 

itself. Progress on the internal Kashmir dialogue or Afghan 
transit could help to dilute the recent sourness over the 
issue of cross-border terrorism 

environment for the two sides to make progress on the more 
politically challenging Composite Dialogue topics 
demilitarization of the Siachen Galcier. End Comment. 


6. (U) Visit New DelhiVs Classified Website: 
(http//www.state.sgov/p/sa/newdelhi) 
MULFORD 
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have." Regarding the West Point Instructor Exchange 
Minister said that there was an agreement; however 
participation was hindered by financial concerns. The 
Ambassador confirmed USG commitment to identifying a 
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solution. He also encouraged Morjane to work with Tunisian 
Ambassador to Washington Nejib Hachana to reach out to 
Washington decision makers to gather further support for 
Tunisian-American military cooperation. Morjane recognized 
the value of Ambassador Hachana\'s efforts “оп the Hill and 
said he would be in touch with Hachana immediately. The 
Minister also added that he was aware of the U.S. interest in 
Sahel security issues and that he personally had a great deal 
of experience in Africa from his UN work 

Deputy High Commissioner for Refugees. 


INTERNATIONAL COOPERATION/IRAQ 


3. (C) Citing TunisiaVs history of participating in 

peacekeeping operations 

said that President Ben Ali was considering how Tunisia could 
reinforce international peacekeeping efforts. Tunisia\'s 
reputation as a neutral 

participant; however 

its contributions. In response to the Ambassador\'s question 
about Tunisia\'s support for Iraq 

had not trained Iraqi police or security forces. The 
Ambassador repeated Morjane\'s comment that Mediterranean 
countries send officials for military training in Tunisia and 

said that he thought there was a positive role Tunisia could 
play in supporting Iraqi security and stability. Morjane said 
that the GOT was concerned about the Iraqi security situation 
and that he would follow up on this point with the Ambassador 
when he was more familiar with the Tunisian position. 


GOT PRIORITIES - SECURITY AND COUNTER-TERRORISM 


4. (C) Morjane said that he was still reviewing his new 
portfolio and that his only prior defense experience was 
working on peacekeeping issues. However 

priorities are aviation and security. On the latter 
commented extensively on the risks for cross-border 
terrorists and the regional environment. That said 

is a peaceful country and will continue its efforts to 
maintain a small but modern army that takes into 
consideration the regional environment. To date 

said he has found the Ministry of Defense to be very well 
organized. Morjane explained that President Ben Ali was one 
of the first world leaders to focus on counter-terrorism 

a time when Western leaders did not understand. Today 
Morjane 

security remains the President\'s key focus. The GOT will 
continue to focus on security issues and cooperation with 
those who support these efforts 
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stability and freedom!" without security. 


5. (C) COMMENT. Morjane speaks fluent English and appears 
favorably inclined towards the U.S. He also highlighted his 
positive personal relationships with a number of USG 

officials during his years with the United Nations (see ref b 

and para 6 bio information). It was clear that his past UN 
experience gives him a much broader view of international and 
bilateral relations than his predecessor and that he is 

likely to be an ally for the USG in Tunisia. END COMMENT. 


6. (U) Bio data: Morjane explained that he studied briefly in 
Wisconsin in 1985. In 1989 

the training of new diplomats and served as the institute 
director. In 1996 

Permanent Representative to the United Nations in Geneva. 
Morjane said that in 2003 he was considered for the position 
of Special Representative of the UN Secretary General in Iraq 
and sought President Ben Ali\'s permission for this mission 
before Sergio Vieira de Mello was named. After de Mello\'s 
death 

uncomfortable given the security concerns. 
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both the positives and negatives the Ecumenical Patriarchate 
has experienced in Turkey. In contrast 

leaders 

and freedom they have traditionally enjoyed in Turkey 

that they have been able to work through the Turkish system 
to address their community\'s needs. They added 

that in recent years the Arab-Israeli conflict has had 

negative effects 

home-grown terrorism. End Summary. 


2. (C) Stalemate: In his meeting with the Ecumenical 
Patriarchate 

its concerns would figure prominently in the agenda for his 
August 24-25 Ankara visit 

exchanges 

Bartholomew expressed deep appreciation 

many problems confront the Patriarchate and other religious 
minorities. Pointing particularly to the continued closure 
of Halki Seminary 

solved if there were \"political will" 

Minister Cilek and the head of the Higher Education Board 
have said there is no legal obstacle to its reopening. He 
dismissed as hollow the argument of some in the Turkish 
bureaucracy that Halki\'s reopening would set a precedent 


internet distribution. 1. (SBU) SUMMARY: Led by a decline in food prices, consumer prices fell in Ju 
i Mine/UXO Clearance Organization (IMCO), a State Department-funded NGO tasked with clearing n 
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requiring authorization of independent Islamic schools that 
could promote extremism. 24 schools provide religious 
education for Muslims in Turkey 

for Christians exists 

Treaty. He also rejected any linkage to the predicament of 
the Turkish minority in Thrace 

had raised with him in their initial meeting two years ago. 
We are Turkish citizens 

rights from our own government. But he also agreed with 
Bryza\'s suggestion that a gesture by the Greek Government 
towards GreeceVs Turkish minority in Western Thrace could 
help improve the political climate in Turkey that surrounds 
the Halki issue. Bartholomew added that he believes that if 
the Prime Minister 

he believed 

forces 

If no solution is found that enables the Ecumenical 
Patriarchate to train its next generation of leaders 
continued 

it downW and deny it continued existence in Turkey. 


3. (SBU) Bartholmew added that he continues to support 
Turkey\'s \"legitimate aspirations" to be a part of the 
European Union 

issues is not advancing the process. Bryza said Turkey\'s 
rich history of ethnic and religious diversity should be 
viewed by the GOT as a strength 

viewed as a threat. Bartholomew agreed 

recent dinner for EU Ambassadors 

Belgian Ambassador why the GOT did not use the power and 
prestige of the Ecumenical Patriarchate 

to weaken and marginalize it. Bartholomew added that he will 
speak \"frankly and objectively\" about the Ecumenical 
Patriarchate\'s situation when opportunity arises 

at a conference this fall that the Government of Austria is 
organizing in Vienna about Islam. ҮІ shall be objective 
said 

with the negatives.\" In response 

solidarity with the Ecumenical Patriarchate in support of 
religious freedom and determination to continue to press 
until its key issues are resolved. Religious freedom will 
remain at the center of the U.S.-Turkey agenda he pledged 
for the U.S. seeks not just a business relationship with 
Turkey 

freedoms. 


4. (C) Tolerance: Istanbul Chief Rabbi Isak Haleva and 
secular leaders of the Jewish community (including Vice 
Presidents Sami Herman and Lena Filiba) offered a more 
positive outlook on recent developments 

a disturbing rise in anti-semitism in recent years. Haleva 
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and his colleagues divided the Jewish community\'s issues into 
three parts: religious freedom 

In the first area 

problems 

properties than other communities 

they carry less historical baggage in Turkey than do their 
Orthodox and Armenian counterparts. They conceded that the 
Turkish legislation governing religious minorities is 
cumbersome and difficult 

to avoid confrontation and work the system to resolve their 
problems 

been largely successful 

not been able to address their needs through the letter of 
the law 

way 

the holding of religious education classes. In this 

pointed out 

Ottoman Empire 

rights 

majority 

before it was allowed for Muslims. 


5. (C) Anti-semitism: Since the intensification of the 
Arab-Israeli conflict 

a worrying rise in anti-semitic attitudes. This has led to 
negative propaganda and often scurrilous abuse of the 
community in the press. The destructive potential of these 
trends for relations between religions in Turkey was evident 
in thedifferent profile of the attacks the community 
eperienced in 1986 and 2005. Whereas the terrorist who 
stormed the Neve Shalom synagogue in 1986 wee foreign 
who bombed it in 2003 were Turksh. This shows 
commented 

They attributed om o ths ntiseitc sentiment to 

anti-Jewis sermns in Turkish mosques 

he impact of works of popular culture. They expresed 
apprehension about a new book by the author f the infamous 
\"Metal Firtina\" (about a war betwen the U.S. and Turkey) 
which is about an Israei-Turkish conflict in which Israel 
bombs Ataturks mausoleum. The author 

rcenl quoted as admitting that th ook ha turne out to 

be \"stronger\" than he intended 

as Vthe Jews have not been loyal to this country.\" Attendees 
faulted the Turkish government for not working more 
proactively to challenge these anti-semitic attitudes. 


6. (C) U.S. Concern: Noting that the rise in anti-semitism 
was also accompanied by a wave of anti-Americanism 
stressed the extent of U.S. disappointment with Turkey in the 
first half of this year. The USG had sought to convey that 
message strongly during Erdogan\'s Washington visit 
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seemed to have had an impact. Herman and others added that 
press articles in U.S. media had also been a wake-up call for 
the Turkish leadership 

that things had gone too far and were spiralling out of 

control. The pressure has worked 

ErdoganWs recent messages in the U.S. and Israel have been 
very positive. They did express concern 

leaders have been more outspoken against anti-semitism when 
abroad or in internal party conferences than they have been 
before large audiences in Turkey. The community\'s comfort 
level 

the firsttime since 2003 hold festivities throughout 

Istabul\'s Beyoglu quarter to mark the European day of ewish 
Culture. 


7. (SBU) Comment: Bryza\'s Istabul meetings offered useful 
insight into the isses and problems that have buffeted 
Turkey\'s religous minorities 

which wo of them view the current situation. Certainly he 
Ecumenical Patriarchate\'s predicament is by fr the more 
precarious: as Bartholomew warned 

addressed 

in jeopardy. End Comment. 
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the new ministers enacted urgently needed reforms 
unpopular moves 

with more popular ones 

The list of reforms is impressive 

to the anemic performance of every previous government. 
Investor confidence is up 

five percent this year and the Nazif group will almost 
certainly be returned to the cabinet after the upcoming 
parliamentary elections. However 

initiative requires the acquiescence of the powerful security 
and old guard voices in the cabinet (Defense 

Intelligence 

whether the new cabinet shifts the balance further in favor 
of the reformers is a question that looms large as elections 
begin. End summary. 


2. (C) The success of the reformers over the past year 
surprised skeptics 
whether they could overcome resistance from the old guard and 
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show tangible results before the 2005 presidential and 
parliamentary elections. The one-year deadline for results 
was set by the reformers themselves 

be the expectation of President Mubarak. The goal was 
ambitious 

problems the new cabinet inherited. One prominent 
businessman 

Sadat 

economic baggage of the previous government 
problems 50 years in the making. 


3. (C) Understanding that they had to win over not only the 
president 

to enact urgently needed reforms designed to make the economy 
more market-based and globally oriented. Nazif and his 

cabinet allies understood that pain of the reform process 

would fall on the average Egyptian fast and hard 

benefits would take longer to materialize. They therefore 

tried to balance unpopular moves 

basic commodities 

tariffs on imports. 


4. (C) The list of reforms undertaken over the past year is 
long. Since the installation of the new economic reform 
cabinet 


- Developed and implemented an inflation-targeting monetary 
policy framework. 


- Established an inter-bank foreign exchange market that 
helped end foreign currency shortages and virtually eliminate 
the black market for foreign currency. 


- Signed and implemented an MOU with U.S. on financial sector 
reform 
and addressing non-performing loans. 


- Taken concrete steps to privatize the Bank of Alexandria 
(the smallest of the public banks) by the end of 2005 or 
early 2006. 


- Sold shares in joint-venture banks such as National Societe 
General Bank and Egyptian Commercial Bank. 


- Enforced new minimum capital requirements for banks and 
have set a goal of reducing the banking sector from 52 to 21 
banks over a 3-5 year period. 
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- Cut subsidies on basic commodities including diesel (a 50% 
increase in the subsidized price) 

almost 18% increase in the subsidized price) and water in 
Cairo (an almost 100% increase in subsidized price). 


- Simplified the import tariff regime by reducing the number 

of tariff rates from 27 to 6. Decreased tariffs on a range 

of imports 

14.6% to 9.1% and moved Egypt from 75th to 30th place on the 
World Bank\'s ranking of countries with the lowest tariffs. 


- Passed a new income tax law which cut personal income tax 
rate from 32% to 20% 

taxpayers 

(reduced from an average rate of 40%). 


- Set up a V'one stop shop!" for foreign investors starting 
businesses in Egypt. 


- Published the GOE budget using IMF-approved accounting 
standards to provide greater transparency. 


- Privatized 19 public companies 

previous government had deemed \"strategic\" and thus 
ineligible for privatization. Plans are underway to 

privatize Eastern Tobacco Company and sell shares of Telecom 
Egypt on the New York Stock Exchange. 


- Broadened commercial relations with Israel by concluding 
with its neighbor the Qualifying Industrial Zones agreement 
and a gas export agreement. 


- Resolved long-standing trade and business issues of U.S. 
companies 

soft drinks and removing restrictions on the import of U.S. 
beef products. 


5. (C) In addition to these concrete steps 

ministers have pushed hard on changing the mindset of 
government officials and bureaucrats. They have promoted 
government decentralization 

some decision-making and control over budgetary resources 
from the central government to the local level. They have 
tried 

their own bureaucracies 

workers who see reforms as a threat to their jobs and 
authority. 


Tangible Results and New Momentum 
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6. (C) Under any assessment 

reforms accomplished in just one year would be an 
achievement. But when judged against the anemic record of 
the previous governments 

up by the old guard in the NDP and fearful bureaucrats in 

their own ministries 

astounding. GDP growth 

from 2000-03 and only reached 4.3 percent last year 
expected to hit 5 percent in 2005. Proceeds from 

privatization of public enterprises has generated $500 

million over the past year 

over the previous 16 months. The Cairo and Alexandria Stock 
Exchange is the best performing stock exchange in the world 
among emerging markets. The Egyptian pound has stabilized 
against the dollar and would likely appreciate if not for 
suspected Central Bank intervention to keep the pound stable. 


7. (C) The best indication of the reformersY success 
however 

perception. Few may remember now that when the cabinet 
shuffle was announced a year ago 

the reformers would not be able to deliver. Rumors were 
circulating that the old guard was setting up the reformers 
to take the fall for not resolving the economic problems that 
their stability-promoting policies had in fact precipitated. 
Failure seemed more likely than success 

initiative had to pass \"the old guard test 

reforms 

off-limits from the start. Field Marshall Tantawi openly 
resisted many of the reforms 

in the cabinet parliament from those who saw reform as a 
threat to their political and personal interests. 


8. (C) One year later 

As a result of the reforms 

noticeably improved and investor confidence is surging. 
Local businessmen have remarked on streamlined customs 
procedures and greater responsiveness from ministries in 
addressing their business concerns. A lawyer at one of 
Egypt\'s premiere law firms noted a dramatic increase in the 
number of inquiries from foreigners interested in setting up 
operations in Egypt. As for the public 

predicted would react strenuously to disruption brought about 
by reforms 

facing higher prices and economic uncertainty 

seems grudgingly resigned to accept the immediate pain for 
the promise of change. 
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9. (C) The reformers have been strengthened by their success 
and will almost certainly be returned to office following the 
upcoming elections. The looming question 

whether President Mubarak will add to their number. Rumors 
abound that the President will appoint new ministers after 

the parliamentary elections. The betting is that the 

powerful defense and security ministers will remain in the 
cabinet 

the final casualty of the Sharm bombings. Even then 
however 

like-minded ally of the President to take El Adly\'s place. 

With less than a third of the cabinet considered reformist or 
reform-friendly 

remaining dozen or so portfolios to increase the reformers 
presence and power in the cabinet. The decision 

rests with Mubarak 

value of reform in his recent election appearances 

balance the push for reform with his perennial concerns over 
security and stability. 
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(or two and a half) contenders for the ruling PDP 

presidential nomination. Obasanjo also informed Abayomi that 
he was performing radical surgery on the PDP by excising 
pro-Atiku officials 

convince pro-Atiku PDP state governors to abandon the Vice 
President. According to Abayomi 

in his ability to determine the 2007 PDP presidential 
nomination. End summary. 


2. (C) Dr. Tunji Abayomi 

constitutional lawyers 

conversation with President Obasanjo 

in Ota 

Obasanjo shared his insights on party politics 
the quest for the PDP presidential nomination. 


3. (C) Being much too coy to be pinned down as to his future 
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political intentions 

appeared in fine form. Affable and expansive that evening 
Obasanjo looked like someone enjoying his job and gave no 
indication that he was readying himself to leave it 

according to Abayomi. Obasanjo\'s body language and 
deliberate choice of words gave the distinct impression of a 
man still juggling with the idea of somehow extending his 
tenure beyond 2007 


4. (C) OBJ was openly dismissive of the three most 
talked-about contenders for the PDP nomination 

would not allow the nation to fall into the hands of any one 

of these \"thieves.\" He described former head of state 
General Ibrahim Babangida (IBB) and vice-president Atiku 
Abubakar as \"six of one 

unregenerate kleptocrats unsuited to carry forward the 
reforms Obasanjo has started. The President also discounted 
former Lagos military governor Marwa as Va miniature IBB\" who 
would transform into a \"big IBB\" if given the chance to 
occupy Nigeria\'s first office. 


5. (C) According to Abayomi 

power to prevent one of the \"big threel" from succeeding him. 
Apparently 

pro-Obasanjo PDP Governors to find his preferred candidate. 
\"Four of the last five American Presidents were governors. 
Why can\'t that happen in Nigeria?" Obasanjo rhetorically 
asked Abayomi. While Obasanjo clearly was toying with the 
idea of supporting a friendly governor he would not reveal 
which governor(s) he might have in mind 


6. (C) Obasanjo informed Abayomi that he was doing the early 
spadework needed to influence the nomination by purging the 
party's national secretariat of pro-Atiku elements. Obasanjo 
claimed to have 

forced the resignation of then PDP national chairman Audu 
Ogbeh earlier this year. Obasanjo asserted Atiku had schemed 
with Ogbeh to schedule a PDP conference early this year in 
which Atiku hoped to be anointed the presidential contender. 
This would have effectively made the President a lame duck 
Obasanjo confided to Abayomi. Having gotten wind of this 
device 

him with an ally. Obasanjo has been doing similar 
housecleaning of the national secretariat since then. 


7. (C) Obasanjo also claimed that he would delay the 
national convention until he was sure he had removed enough 
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of Atiku\'s cronies from national positions. He is taking a 
similar tack with the State secretariats. Obasanjo beamed to 
Abayomi that state governors 

aligned with Atiku 

President said he would extend the carrot but also brandish 
the stick to get the recalcitrant governors to line up behind 
him. That stick was the specter of corruption charges and 
investigations 

8. (C) Returning to his vice president 

Atiku has little room to maneuver. If Atiku leaves the PDP 
or acts like a spoiler within the party 

him 

Obasanjo would unleash the Economic and Financial Crimes 
Commission to uncover Atiku\'s alleged misdeeds. However 
a chaste Atiku quietly remains in the party and forgets about 
pursuing the nomination 

\"soft landing.\" 


9. (C) Comment: If his conversation with Abayomi is 
indicative 

believes he can get the PDP under his control in order to 
sculpt the 2007 nomination process. Whether that process 
will be in his own image or that of a proxy is a big 

question. From what Abayomi and other interlocutors have 
said 

simultaneously entertaining thoughts of self-succession and 
of a faithful surrogate. While Obasanjo\'s ship seems the 
biggest and also the fastest right now 

contend with many opponents as well as many political 
variables 

action contemplated by Obasanjo as stated in his conversation 
with Abayomi may not withstand the test of Nigeria\'s dynamic 
political reality. However 

future. The import of the conversation with Abayomi is that 

it furnishes some insight into the President\'s current 

political machinations. End comment. 

BROWNE 


3. (C) Chikhi predictably stuck closely to the mantra of the 
diplomatic note 

contravene Algeria\'s sovereignty 

laws. Algeria was striving to establish rule of law and 
could not be asked to violate its own laws. The Vienna 
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Convention contained no such provisions extending immunities 
to military personnel. He said Algeria\'s position had been 
made very clear in a diplomatic note to the Embassy in 2002 
(Number 405/DGAM/2202) and that Algeria could under no 
circumstances accept a permanent military presence on its 
soil. (Comment: Embassy Algiers does not have a copy of 
this 2002 note in its files and the MFA has also sheepishly 
acknowledged to us that it cannot locate a copy either!) 
There was no need for a SOFA team 

had already been discussed in 2002. 


WE HOPED ALGERIAN SIDE WOULD HEAR 
US OUT BEFORE TAKING A DECISION 


4. (C) The Ambassador replied that so far as he was aware 

the 2002 discussion had been between the Ambassador and then 
FM Belkhadem. There had been no team of SOFA experts and no 
opportunity to provide background on SOFA agreements and 
issues that might have allayed Algerian concerns. The 

purpose of the proposed team visit 

positively both in Washington and subsequently in 

Ambassador\'s meeting with Foreign Minister Bedjaoui 

to negotiate but to discuss. We had hoped that before taking 

a decision 

Extending Vienna Convention-like protections to military 
personnel engaged in mutually beneficial joint exercises 

should be viewed as an exercise of sovereignty 

violation of sovereignty. 


5. (C) We understood and respected Algeria\'s unique history 
and its sensitivity toward the idea of a permanent troop 
presence 

but the ability to carry out joint exercises 

increasing importance to Algeria 

region. As for the 2002 note 

had changed both in our relations and in the region in the 
meantime 

especially in the Sahel. Chikhi agreed that bilateral 
cooperation had expanded since 2002 

very pleased with the relationship it currently enjoyed with 
the United States. 


CHIKHI IMPLIES GOA READY TO 
CONSIDER CASE-BY-CASE PROTECTIONS 


6. (C) The problem 

military personnel would not be able to participate in joint 
exercises with Algerian troops in Algeria without SOFA-type 
protections. At a minimum 
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each military exercise 

and more work for all of us than a general SOFA that covered 

all mutually agreed exercises. Chikhi implied the GOA would 
consider a case-by-case approach. (Comment: Ambassador will 
press for greater clarity on this point in his next meeting 

with FM Bedjaoui.) 


GOA NOT PREPARED TO RECEIVE SOFA TEAM 


7. (C) Returning to the issue of a SOFA team visit 

Ambassador said the MFA note had addressed the issue of a 
SOFA but had not addressed explicitly the idea of a SOFA team 
visit to discuss what a SOFA actually entailed. Would the 

GOA be prepared to receive such a team? Chikhi confirmed the 
GOA did not want a SOFA team to come 

Algeria takes its sovereignty seriously. Ambassador 

concluded by noting that the U.S. had much experience in how 
such arrangements function 

would have been useful to have had an opportunity to share 
these experiences with Algeria before reaching decisions on 
this important issue. 


COMMENT/RECOMMENDATION 


8. (C) The proposal for a SOFA 

Minister Belkhadem by then-Ambassador Sandersen 
occasion for an icy exchange. We suspect that the very 
different tone of the current negative response 

FM Bedjaoui\'s initially favorable reaction to a SOFA team 
visit 

consulted as new MFA players looked into the history of the 
issue. In any case 

the notion or suggestion of permanent basing or a permanent 
troop presence is very real 

experience with France 

Our best bet will be to keep pressing the idea that we are 
talking about SOFA protections for joint exercises 

they have clear interests at stake 

will need case-by-case SOFA protections in order to engage in 
such exercises with Algeria. 


9. (C) Ambassador will seek a clearer commitment on this 
point in his next meeting with FM Bedjaoui. That said 

the Algerians get more used to doing business with us -- and 
they have a long way to go -- they may well be skittish about 
moving beyond the kind of oral assurance Bedjaoui gave us for 
the Flintlock Exercise earlier this year. Since the Algerian 
military has the greatest stake in seeing joint exercises go 
forward 
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and make SOFA protections a continuing part of our Joint 
Military Dialogue agenda. 
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issues slowing the firm\'s privatization 

Ukrainian company Industrial Union of Donbass 
acquire the Polish government shares in the fall. 


9. (SBU) Polish sources say the European Union plans to 
offer Ukraine more preferential terms of trade 

supporting the country's aspirations for early accession to 
the World Trade Organization and the transformation of its 
economy 

the EU. Krzystof Januszek 

representative in Geneva and now Director of the Trade 
Policy Unit in the Economics Ministry 

may well be ahead of Russia in its WTO accession bid. He 
thinks 

package by the Hong Kong ministerial are extremely 
optimistic. Januszek did say that political will in Kiev is 
very much in evidence 

style 


10. (SBU) Uncertainties in the Ukrainian investment 
environment continue to limit business opportunities between 
the two neighbors. We also asked our Ukrainian contact 
about guesstimates for remittances from Ukrainians working 
in Poland. He politely demurred on venturing an amount 
noting that the Polish Ministry of Economy Ukrainian 
Ministry of Labor in holding talks on the issue of work 
permits for Ukrainians currently working (illegally) and 
seasonally in Poland. In sum 

investment 

large percentages of each nation\'s overall economic 
activity. However 

to bind Ukraine to the West through EU mechanisms 

and political support 

standing historical links and desire to see Ukraine\'s 
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democracy succeed insure that Poland will continue to be one 
of Ukraine\'s strongest supporters in Europe for some time to 
come. End Comment. 
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have -- in Israels view -- sometimes poisoned the atmosphere 
during past discussions with European officials. He called 
SolanaWs approach 

resuming implementation of the Sharm el-Sheikh agreement 
Vvery realistic.\" Giaufret said that Sharon spent part of 

his three-hour meeting with Solana praising the GOI-PA 
coordination of civil and security aspects of disengagement 
but added that Solana\'s Palestinian interlocutors were V'much 
less enthusiastic.\" 


3. (C) Giaufret said Solana found the Israelis to be \"not 

very open\" on the question of border crossings between Gaza 
and Egypt. Revel admitted that GOI officials had told Solana 
that they are not amenable to a third-party role in the 

border crossings and intend to maintain \"full control for the 
foreseeable future!" of all cargo and people entering Gaza. 
Giaufret noted that the GOI had shown flexibility on 

\"symbolic issues\" such as allowing Rafah to remain open as a 
one-way exit from Gaza 

routed through Kerem Shalom or Nitsana. Revel said that on 
the margins of several meetings Solana\'s staff had told 
mid-level GOI officials that the Europeans will continue to 

see Israel as an occupying power as long as the GOI retains 
control over Gaza\'s borders 


4. (C) Giaufret claimed that Solana was surprised by the 
adamancy with which the GOI -- especially General Security 
Services Chief Diskin and Foreign Minister Shalom -- pushed 
for excluding Hamas from the upcoming elections for the 
Palestinian Legislative Council. Revel acknowledged that 
this is the issue on which the two sides are farthest apart. 

He protested that the Europeans are treating Hamas like 
Hizballah 

participation in the elections might have a positive affect 

on the extremists. 


5. (C) Revel said the GOI \"made no progress\" in its efforts 
to convince the EU to list Hizballah as a terrorist 

organization 

August 30 -- had told the GOI that he would not meet with any 
Hizballah members. Revel added that Solana had expressed 


an observation team to Haiti. Post notes that Colombia\'s electoral officials are deeply involved in pla 
1). (C) MFA Director for Multilateral Affairs Ignacio Ruiz told poloffs on August 26 that the GOCVs Ger 
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concern that Iran\'s support for Hizballah gives Tehran 
unhelpful influence in the peace process. Both the EC 
delegation and the MFA said that the Iran-EU 3 negotiations 
played little role in their discussions. Revel speculated 

that Solana is concentrating on other issues where he has 
more influence. 


6. (SBU) According to the EC delegation 

Prime Minister Ariel Sharon 

Defense Minister Shaul Mofaz 

Chief Yuval Diskin while in Israel and Jerusalem. Solana met 
with PA President Mahmud Abbas 

Civil Affairs Minister Muhammad Dahlan 

Intelligence Chief Omar Suliyman while in Ramallah and Gaza. 
Giaufret and Revel said that Solana will return to Israel in 
mid-November for the memorial service marking the tenth 
anniversary of PM Rabin\'s assassination. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 


Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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weapons to protect the country against the threat of emerging 
extremist regimes in its neighbors 

nuclear technology for peaceful purposes. Qadhafi insisted that 
the greatest threat to the region came from religious extremism 
which he regarded as inextricably linked to the Saudi regime. 
END SUMMARY. 


2. (C). Senator Richard Lugar 

Gray 

professional staff members of the Senate Foreign Relations 
Committee Daniel Diller and Michael Phelan 

August 20 to meet with Libyan leader Qadhafi. USLO COM and 
Acting DCM escorted the delegation to Sirte. Qadhafi 

in an embroidered robe with a matching cap 

delegation in his desert encampment at midday. Qadhafi\'s 
advisors said they had taken him from a day of rest and fasting 
to accommodate the delegation\'s tight schedule. Given the 
intense noontime heat 

truck to spray cooling mist in the immediate area in an attempt 


it, of the individuals listed below that will be attending DOD Special Operations sponsored training fro 
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to lower the temperature. Qadhafi 

swatting the air with his favorite prop 

scrub brush 

delegation\'s time in Libya was too short and the timing was 
difficult. Senator Lugar expressed appreciation for the 
Libyans\' hospitality and said he hoped the countries would 
normalize relations. Lugar said he wanted to learn more about 
how to move the relationship forward. Lugar told Qadhafi that 
the U.S. appreciated Libya\'s decision to give up its WMD and 
noted its concern about the State Sponsors of Terrorism List. 
Lugar hoped that there would be more visitors to Libya 
including student exchanges and scientific cooperation 
particularly in the energy sector. Lugar expressed his concern 
about human rights 

medics and Fathi al-Jahmi. 


3. (C) Qadhafi became more engaged as Senator Lugar thanked 
him for receiving members of Congress as part of the expanding 
bilateral relationship. Qadhafi replied that Libya\'s objective 

was improved relations. It was not Libya\'s wish for 

confrontation caused by a lack of communication. As asmall 
developing nation 

superpowers. Qadhafi made a case that the former hostility 
between the U.S. and Libya was perhaps due to occasional 
misunderstandings because of the circumstances of the Cold War 
and East/West blocs. He said that some parties had an interest 
in creating problems between the U.S. and Libya 

the enemies of yesterday are friends 

friend of the U.S. 

Qadhafi also described the Palestinian/Israeli dialogue as a 
hopeful sign. Qadhafi said he wanted to avoid mistakes and a 
relapse in the relationship. \"No one benefited from 

confrontation in the past; everyone lost.\" He continued 

need to change our policies for mutual benefit." 


4. (C) \"Libya\'s steps are a service to world peace 

Qadhafi 

Qadhafi took credit for helping Bush and Blair win reelection 
and said Libya wanted to help the U.S. and the UK out of 
conviction and principle. Libya\'s assessment was that it didn\'t 
benefit from having a nuclear bomb 

programs. Qadhafi also claimed Libya was told it would be 
rewarded by Blair and Bush for its decision 

been rewarded.\" He said that Libya was urging North Korea and 
Iran to give up their WMD programs 

experience is a bad example 

Qadhafi 

materialized; \"the idea of shifting from military to peaceful 

use is made insignificant.\" Qadhafi said the U.S. should 
seriously reconsider its response. 


. (U) Following is an unofficial translation of a Diplomatic Note received by the Panama Embassy\'s F 


. Water supply problems two years running in northern Taiwan\'s Taoyuan County led to three officials 
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5. (C) Qadhafi emphasized that Libya needs to guarantee its 
self protection. Libya was not asking for offensive 

defensive equipment in accordance with international law: 
VLibya has a right and a need to protect itself." He continued 
Vwe were promised the U.S. would help 

actionA" The world needed to see that the peaceful uses of 
nuclear energy were more beneficial than military uses; it 
needed to see the direct impact on economic development for 
Libya. \"We expected Japan 

Libya; we are sorry that we have been ignored; we are looking 
for reward from the whole world.\" Qadhafi reiterated that Libya 
took an unprecedented step to end its WMD program 

decision in service of world peace and security. Instead of 
being rewarded 

politicians and press. Libya was called foolish for 
surrendering its power and advantage without any compensation 
he said. 


6. (C) Lugar responded that the U.S. worked to renew the 
relationship in stages; it recognized and appreciated the Libyan 
steps. Business opportunities and tourism had expanded for 
Libya and it was possible to cooperate on mutual defense. Lugar 
said 

understand your feelings and want to change the status quo to 
get Libya off the State Sponsors of Terrorism List.\" Lugar 
emphasized that with cooperation and a couple of key decisions 
the U.S. believed removal from the list was close at hand. He 
also explained that when Qadhafi and Bush agreed to normalize 
the bilateral relationship 

citizens 

to hold a constructive and successful debate that would confirm 
the normalization. V'Libya has other friends thanks to your 
reception of other congressmen 

important moment for us; we want to have all the good news 
possible 

advance the relationship 

for official visitors and the business community." He also 
pointed out the importance of prompt issuance of Libyan visas 
for teachers at the American school. Lugar offered \"words of 
assurance that we are moving toward the finish line 

expressed gratitude for all the information shared by the Libyan 
officials who had met with the delegation. 


7. (C) Atthat point of the discussion 

move into a private session with Senator Lugar and COM. 

In the smaller meeting 

had not been rewarded for giving up its WMD 

some benefits had accrued 

patiently waiting.\" He characterized student exchange 
American school and business activities in Libya as welcome 
but as good for the U.S. as for Libya. Senator Lugar asked 


GA and looks forward to participating, according to Francisco Gonzalez, Coordinator for North Ameri: 
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Qadhafi what he specifically had in mind. After some byplay 
Qadhafi focused on two points as appropriate \"rewards.\" First 
he wanted Libya to be able to defend itself with defensive 
weapons if 

in Algeria 

volcano 

countries). Second 

potential benefits of nuclear technology 

programs. He needed something to prove to the Libyan people 
that the world recognized the wisdom of Libya\'s decision on WMD. 


8. (S) Turning then to the threat of terrorism 

into his now-familiar analysis of Wahhabism 

inextricably linked to the Saudi regime 

poses for the region. The U.S. mistakenly has dismissed his 
concerns about the Saudis as nothing more than the result of a 
sour Libyan-Saudi bilateral relationship 

fact 

disagreement between him and then-Crown Prince Abdullah. The 
fact is that 

branch 

ideology by opposing Wahhabism. YA Libyan goes to the hajj and 
becomes indoctrinated 

indoctrinated.\" The U.S. will pay a heavy price for its 

continued support for Saudi Arabia. The longer the present 

Saudi regime remains in power 

replaced by religious extremists. (In passing 

that a strong secular regime in Syria would continue to resist 
extremists inspired by Usama bin Laden 

adjust its policy toward Syria accordingly.) He stressed that 

he strongly opposed the use of force to change the regime in 
Saudi Arabia; instead 

position to support dedicated Saudi reformers. If we actively 
support \"the Saudi people\'s right to self-determination 

would see the kingdom peacefully dissolve into its constituent 
provinces -- V'the same thing that happened with the USSR.\" When 
Lugar asked skeptically how a moderate group would come to power 
if Saudi Arabia underwent a political transformation 

insisted that it would be a natural process -- V'the peoples 

would break off by themselves. V 


9. (C) Senator Lugar brought the conversation back to ongoing 
U.S.-Libyan cooperation on counterterrorism and 
non-proliferation 

to be thoughtful about the use of nuclear energy for peaceful 
purposes. Qadhafi said that he would rely on the Senator to 
relay his message 

President Bush. VLibya is still waiting 

promised benefits from its December 2003 decisions. He added 
that he would also like to talk with the President about Africa 
and \"the new colonialism from the East!" (i.e. 


!xternal Assessments Bureau. Castle confirmed that she had already provided a partial response on 
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and Indian influence in Africa). Qadhafi also suggested that 
Secretary Rice should visit Libya: \"When she comes to the area 
but does not stop in Libya 

At the close of the meeting 

Tripoli and met with other senior Libyan officials (reported 
septel). 
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challenge 

take that bilateral relationship more seriously. These 

efforts are complicated by the GOB\'s \"total denial\" regarding 
Delhi\'s concerns 

through trade and people to people contacts. On Sri Lanka 
the GOI sees the Kadirgamar assassination as a sign that the 
LTTE is moving backwards on its transformation from a 
terrorist organization to a political group capable of 

assisting with a solution to the civil war. He is also 

concerned that Norway is losing credibility as a mediator and 
that the November Presidential election will force the Sri 
Lankans to pull out of the SAARC summit scheduled for the 
same month. We have a window of opportunity with India to 
work together on these two challenges. We urge senior-level 
USG/GOI consultations at the soonest opportunity 

on Bangladesh. End Summary. 


Bangladesh is now the Top GOI Foreign Priority 


2. (C) Although Kumar''s expertise is in Sri Lanka 
commented that his first month on the job had taught him that 
Bangladesh is \"India\'s most important challenge. The GOI 
hasn't paid enough attention to its eastern neighbor 
commented 

take the relationship seriously.V As a result of the August 

17 bombing 

than Pakistan." A/DCM stressed our hope that we can develop 
the same kind of information exchange and policy coordination 
that we have in Nepal. Kumar responded that he \"totally 
agreed on the need for closer coordination 

may not always agree 

area. 


3. (C) Kumar\'s biggest concern is that Bangladesh is a 
\"country in total denial\" of its problems 

and regarding its relationship with India. V'Even Musharraf 

he remarked 

Bangladesh refuses even to admit that there is a problem with 
fundamentalism or illegal migration to India. V'If Bangladesh 
wont even admit these issues exist 
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talk about them 

how the GOI could make any progress improving the 
relationship. Reflecting on the August 17 bomb wave 

said it is clear the Jamaat ul\'Muhajidin Bangladesh (JMB) has 
grown and were involved 

assisted with coordination. He requested US help in putting 
pressure on the GOB to face extremism and unchecked 
immigration 

remarked that during a recent visit to the hill state of 
Meghalaya 

unchecked Bangladeshi immigration importing intolerant 
strains of Islam 

terrorist groups like ULFA operating from next door. 


Progress Through Trade and People-to-People Contacts 


4. (C) While security concerns impede the bilateral 

dialogue 

contacts as instruments to improve ties. Since the GOI can 
not expect reciprocity in economic negotiations 

option is to give Dhaka some trade concessions. A/DCM 
responded that the USG was encouraging this sort of economic 
linkage because it was good for Bangladesh and good for US 
business. Remarking that Bangladesh is known for V'cutting 
its nose to spite its face 

find ways to make things happen \"in spite of the government 
not with the government." He admitted that Delhi sometimes 
also takes Wuntenable positions 

governments on both sides. Kumar cited people-to-people 
contacts as one example. A/DCM recalled the way that 
Vajpayee was able to reach out to the people of Pakistan to 
appeal for better relations 

half a million visas that the GOI issued yearly was still not 
enough. 


Kumar Questions LTTE and Norway Roles 


5. (C) Turning to Sri Lanka 

Vfundamental premise of the Oslo Process that the LTTE can 
transform from a terrorist organization to a political 

entity" capable of becoming part of the solution to the civil 
war. Kumar 

mission in Sri Lanka and has returned for his second tour in 
this division of MEA 

was going back to its old ways." The LTTE believes that the 
GSL was involved in the Karuna faction killing of their 
number three leader Kaushalyan. As a result 

they are justified in killing Kadirgamar despite the cease 

fire 


1. (SBU) In an effort to spur the exit of expatriates who have overstayed their visas, the Ro 
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6. (C) Kumar emphasized his concern that Norway\'s 
credibility in the south is at an all time low. Although 

India and the US know that the Norwegians have a thankless 
job that no one else is qualified to assume 

that the prevalent view is that they have become an 
Vunabashed apologist for the LTTEA" \"People think they are 
not capable of even basic fairness 

remarked. 


7. (C) Kumar urged the US and the international community to 
put stricter sanctions on the LTTE. He observed that \"the 
only language the LTTE responds to is penalties and 
sanctions." Kumar called US efforts to place restrictions on 
the LTTE in the West \"pathetic 

The banned Tamil Rehabilitation Organization is mutating into 
an NGO that siphons off reconstruction money for the LTTE 
said. Kumar recently met with the visiting Canadian MFA 
official David Mulroney 

\"reviewing\" their policy towards the terrorist group. 


SAARC Summit Shaky 


8. (C) When A/DCM pressed for GOI plans for the November 
SAARC summit 

Vbilateral component" with Bangladesh. But he also cautioned 
that security concerns in Bangladesh 

Lanka\'s November Presidential elections 

rescheduling of the summit. 


Comment: A Man We Can Do Business With 


9. (C) We found Kumar both thoughtful and practical about 

the problems facing two of India\'s closest neighbors 

someone who shares our belief about the advantages of USG/GOI 
coordination. His statements on Bangladeshi denial mirror FM 
SinghVs frustrations that the GOB is not reciprocating the 

Indian push for better ties (Ref A) 

should work around its bureaucracy and use trade concessions 
as a leverage for progress was refreshing. On Sri Lanka 

MEA focus is cutting off LTTE funding 

also the priority for new FM Bandaranaike\'s recent visit to 

New Delhi. The speed and sincerity with which Kumar was open 
to cooperation in these areas is testament to the changed 
dynamic in the US-Indian relationship. We should not miss 

this opportunity. We believe a senior-level USG-GOI 
consultation on Bangladesh would be a good initiative at this 
juncture. 

10. (U) Visit New Delhi\'s Classified Website: 
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(http//www.state.sgov/p/sa/newdelhi) 
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2. The independent weekly 

August 27 

journalist/editor 

regular column \"All | can say\". Nkolokosa 
blames the world for a belated intervention to 
stop atrocities Saddam Hussein committed in 
Iraq. Excerpts follow. 


3. When Saddam was overthrown 

fingers pointed at the former dictator who 

fact took the rap for all evil that ever 

occurred in Iraq. But it has got me wondering 
where they were all the time Saddam wreaked 
havoc. 


4. How did the world let this unsavory man 
wreak so much havoc for so long? Surely 

rest of the world must be guilty of complicity 

in his atrocities 

done half the harm he did if the world had stood 
firm against him from the word go. 


5. But the world let Saddam have his own way 
for so long under the guise of never interfering 
in a sovereign state. What absurdity! No 
single madman has the right 

international charter or convention 

such misery to a whole nation in the name of 
sovereignty. 


6. The world has to share the blame for 
allowing the Pol Pots and the Idi Amins 

Jong Ils and the Saddam Husseins to 
systematically apply their madness to millions 
of people and ensure their every single day on 
earth was miserable. It sickens me today to 
hear people take all kinds of credit for 
returning Iraq to a semblance of normality. 
Good gracious 

passing Iraq by? It makes me very sad. Very sad. 
Damn it. 


7. Is there a possibility that that you are 

failing in your good neighborliness 

here in Africa where we have no shortage of self- 
appointed messiahs. All | can say is 


Harry Giles, Petroleum Industrial Specialist; and David Johnson, Director, Planning and Engineering 
slearance to DOE funded researcher Kamyar Rahimian, Sandia National Laboratories, to travel to Ba 
1 grants country clearance to Richard Mushotzky, NASA\'s Goddard Space Flight Center (GSFC), to | 
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failed the Iraqis. Let\'s not fail those who 
need to be rescued now from the clutches of 
someone with a similar or worse homicidal 
streak. 
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outgrowth of a recent visit by UN advisor Jeffrey Sachs 
which he announced a plan to offer free fertilizer and seed 
to virtually all smallholder farmers in the country. The 

alert contains two \"tracks\": the first is an appeal for food 
aid to fill an identified gap of upwards of 270 

second is an appeal for an additional $36 million to provide 
the free inputs (chemical fertilizer and maize seed) for 2 
million smallholder farmers. 


3. (U) The input scheme is meant to prevent another food 
crisis next year 

and accordingly meager resources for the 2005/6 planting 
season. The main argument for the plan is simple: it is 
cheaper to fund fertilizer this year than food next year. 
Sachs argues that more nitrogen in the soil will equate to 
higher disposable income and thus higher domestic savings 
which will in turn drive economic growth. 


4. (C) The UN advisor\'s team and the Ministry of Agriculture 
arrived at the scheme practically in secret 

Sachs\'s visit 

experts. After Sachs had briefed the GOM 

representatives from diplomatic and development missions (at 
the insistence of those missions) 

plan. The discussions were anything but substantive 

as it became clear early on that Sachs was not holding the 
plan up for open discussion. Sachs portrayed the choice as 
one between implementing his plan and letting millions of 
poor farmers starve. 


5. (C) The UNDP plan has met mostly with resistance from 
agricultural and economic experts outside the Ministry of 
Agriculture and UNDP. The arguments against the plan stem 
from the long and mostly unproductive history of free input 
schemes in Malawi. The principal arguments are: 


-- Free fertilizer will leak onto the commercial market 
within and outside Malawi 


ite and review of the child labor report pegged to questions posed in reftel. a) Bangladesh has not pr 
esh delegation to the annual meeting of the World Bank-IMF. During this visit, the delegation will als 
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and distribution by undercutting prices. This can rapidly 
undo hard-won progress in building a free market in 
agricultural inputs. 


-- Distribution of maize seed and chemical fertilizer will 
encourage continued reliance on soil-depleting agricultural 
practices and crops. The progress Malawi has made in crop 
diversification and other best practices may be undone as the 
plan creates incentives to grow chemically fertilized maize. 


-- The plan does not address the fundamental problem in 
MalawiVs food supply 
agriculture using drought-sensitive crops. 


-- With limited resources 
upper-end smallholders 
resources and knowledge to apply fertilizer effectively. 


-- Fertilizer subsidies have an involved political history in 
Malawi and are addictive to populist politicians looking for 
votes 

(Malawi Congress Party). Subsidizing fertilizer for one 
year--or any limited time--is thus practically impossible. 


6. (C) The GOMNs reaction to the UNDP plan has been measured. 
The Ministry of Agriculture has always favored heavily 
subsidized 

write the plan. On the other hand 

Gondwe has consistently opposed free input schemes on the 
grounds that they create a dependency culture and are 

fiscally irresponsible. Under his leadership 

deliberately structured a partial subsidy to sell fertilizer 

at MK 950 ($7.85) per 50-kg bag to smallholders. This purely 
agricultural subsidy would be supplemented by a cash-for-work 
public infrastructure program as a safety net. But since 

UNDP has offered a fully funded plan 

opposition has softened (still 

favors the plan only if GOM has no funding role). 


7. (C) Other diplomatic and aid missions generally oppose the 
UNDP plan. The UK\'s Department for International Development 
director for Malawi 

vigorously criticized the Sachs plan. Other donors\' local 

food and agriculture experts 

Norwegians 

plan as well. We have heard from a World Bank source that 
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the local UK and EC envoys have made moves to block funding 
from their capitals. In any case 

to fund and implement the plan effectively at this late date. 


8. (C) The urgent need for food aid to Malawi in the current 
season is unquestionable 

slow-onset emergency here (see reftel). The V'second track!" 
of the UNDP alert is a different story: it is a controversial 

plan 

consult beyond a very small circle of interested parties. We 
view the opposition to the plan as reasonable 

by its somewhat surprising breadth. Embassy therefore 
recommends that the USG not support the UNDP alerts \"track 
2 

sustainable course of action. Embassy believes the GOMVs 
approach 

program 

EASTHAM 


39542 

produced with its oil - to exploit some of its 

discovered 

addition to satisfying its own internal needs 

country intends to renew gas exports to Kuwait 

reached 200 MMCFPD before the Gulf War. The Ministry has 
also studied the feasibility of pipeline exports to 

Turkey 

Iraq will contribute some gas from its northern fields 

into a proposed Arab gas grid linking Egypt and Syria. 


6. (SBU) Bahr Al-Uloum detailed concerns and plans 
regarding fuel subsidies. He noted that the consumption 
of fuel in Iraq has risen from 21 million liters/day 

(132 

(148 

in part to increased use of fuel to power privately-owned 
generators 

refined products to USD 3 billion this year 

To address this issue 

for cabinet approval to allow the private sector 
importation and sale of refined products. Bahr Al-Uloum 
said that the Ministry hopes to turn over importation of 
product entirely to the private sector within the next 

six to twelve months. The Minister also noted that a 
series of gradual steps to raise the price of 
domestically-refined product (which he referred to as the 


zech Ministry of Foreign Affairs on the Work Towards the Proposed Iraqi Constitution. The Ministry of 
icials August 29 on steps already taken, as well as those planned, to deal with an outbreak of avian fl 
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\"Iran model”) would be useful. The Ministry has held a 
series of conferences to prepare the public for these 
steps. The Minister acknowledged that price rises would 
be an unpopular move 

moving forward. 


7. (SBU) Bahr Al-Uloum stressed the importance of 
security to maintaining and increasing oil production. 

He stated that there had been 75 attacks on pipelines in 
Iraq over the previous five months 

USD 1.5 billion in lost revenues. The Kirkuk Field 
northern Iraq 

been shut in due to lack of a secure pipeline outlet to 
Ceyhan 

recent efforts to improve security may be bearing fruit. 
Over the last seven weeks 

has been working with the Ministry of Defense and with 
ММЕ-І to upgrade security forces 

July 4 

“We depend heavily on this operation 

pointing out that exports through Ceyhan could generate 
an additional USD 12 million/day 

cost of product imports. 


8. (SBU) Noting that Iraq was the only major oil 
producing country without its own oil company 

Uloum stated that a principal objective will be the re- 
establishment of the Iraq National Oil Company (INOC) 
years end. In response to questions from DAS Brodman 
Al-Uloum clarified that the INOC would be in charge of 
implementation of oil field development in Iraq 

the Ministry of Oil would be restricted to strategic 
planning for the sector. He added that INOC would focus 
on production activities in existing fields 

and should compete with international oil companies in 
development of new fields. 


9. (SBU) The Minister told the plenary session that 
Iraq\'s petroleum law has not yet been finalized 

number of suggested provisions had been reviewed. He 
said that the petroleum law would govern how Iraq dealt 
with foreign company investment in its oil sector 
emphasized that foreign investment would be essential to 
expanding the sector. Bahr Al-Uloum noted that no less 
than USD 25-30 billion would be needed to raise Iraqvs 
oil production to 5 MBD 

investment would be needed to reach this goal. According 
to the Minister 

prepare the investment climate. 


10. (SBU) Bahr Al-Uloum told the JCRED that the 


1. Per reftel, country clearance is granted for (1) Treasury Resident Financial Enforcement Advisor 
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Ministry is reviewing the status of five to six contracts 

for oil fields that were signed by the previous regime. 
The contracts that were ratified by the Cabinet have a 
legal status 

political context under which they were signed 

reviewed to determine their legality and competitiveness. 
If the contracts are found not to be competitive (Note: 
We assume \"competitiveness\" to be according to current 
industry standards. End Note.) 

to maximize the benefit for the Iraqi people. Bahr Al- 
Uloum further noted that the Ministry of Oil had 
expressed its opinion regarding contracts signed by 
Kurdish authorities: that under the TAL 

natural resources falls under the jurisdiction of the 
central government 

competent authority to address oil contracts. 


11. (SBU) Bahr Al-Uloum reviewed for the JCRED his 
ministry\'s efforts to improve transparency of oil 
revenues 

during energy bilaterals. The Ministry has decided to 
sell primarily to major refiners 

companies 

petroleum shipments. The Ministry is working to install 
metering equipment at loading ports 

hire a third-party to audit sales volumes. In the energy 
bilaterals 

efforts to find the highest net-back prices 

solicited DOE\'s assistance in evaluating market options 
for Iraqi crude. Bahr Al-Uloum noted that 

exception of 14 

swapped with Syria for electricity 

through the Development Fund for Iraq (DFI) 

New York Federal Reserve Bank. 


12. (SBU) Iraq's Minister of Electricity 

noted that wars 

degraded Ігад\'ѕ generating capacity over the last 25 
years 

megawatts (MW) in 1980. Iraq\'s current peak-load 
capacity is 5132 MW 

estimated peak-load demand of 8250 MW. Moreover 
understates what should be the real demand 

since many of the country's factories are closed. Based 
on the experience of other countries 

that peak-load demand could rise to 15-20 


3. P.OVReilly 4. 353 5. N 6A. Contact -- 6B. Div.Licitaciones, Dpto.Contrataciones 6C. COPACO--C 
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13. (SBU) The Ministry has taken a number of steps to 

try to address the shortfall over the short-term. Shlash 
said that Iraq is extracting 500 MW more than normal (a 
total of 1200 MW) from existing hydropower sites 

because Turkey had agreed to release more water into the 
Euphrates River. (According to Iraq\'s Minister of Water 
Resources 

cooperation of Syria to pass along these greater volumes 
of water.) The Ministry of Electricity has also 

increased its imports of diesel fuel to 7 million 

liters/day (44 

out of gas turbines during the summer peak. Other short- 
term measures include using 15 MMCPPD of natural gas that 
normally goes to a fertilizer plant in Baiji and 

connecting several gas turbines used for operations in 

the Rumaila oilfield to the national grid. The Minister 
hoped that these measures would provide 6000 MW next 
month 

hours-off schedule for the entire country. 


14. (SBU) Over the next year 

more electricity from its neighbors. Iraq is interested 

in discussing possible interconnections with Kuwait 

since the Kuwaiti high-voltage grid is only 100 

kilometers from lraq\'s. Shlash is not interested 

however 

businessmen because the price is extremely high. Iraq 
also hopes to increase imports from Iran from 95 MW to 
145 MW within the next several weeks. Shlash noted that 
there should be enough differences in peak power demand 
among the regions countries to allow Iraq to acquire 
some surplus power generated by neighboring countries. 
He expressed hope that he could negotiate country-to- 
country agreements to get surplus power for free or at 

low prices 

reciprocate in future years. 


15. (SBU) Another priority for the Ministry of 

Electricity is the greater use of natural gas for power 
generation. Shlash pointed out three natural gas 
projects that are a priority for his Ministry: 

-- Repair of the strategic gas pipeline between Southern 
Iraq and Baghdad; 

-- Repair of gas compressor station number 2 at Kirkuk 
which could provide an additional 120-130 MMCFPD of gas 
for power generation; and 

-- Installation of a gas-oil separation unit in the East 
Baghdad Field to provide fuel for power generation in a 
strategic location in the country. 


16. (SBU) Over the longer term 


H AFRICA ECONOMIC GROWTH RATCHETS HIGHER 1. South Africa\'s economy grew faster in : 


A action officer for IAEA issues Hugues de Longevialle. He confirmed that he was aware of the June 
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his priority would be to restore baseload generation 
capacity through the use of thermal (steam) power plants. 
He told his interlocutors he does not want to see any 
more gas turbines. While gas turbines can be more 
efficient under ideal conditions 

simpler to operate and maintain and can use practically 
any fuel (natural gas 

without problems. The Ministry has identified four 
specific sites for power plants in the 1200-1400 MW 
range. He said that one project 

could produce 1400 MW with an investment of USD 850 
million 

also talking to one potential donor about rehabilitation 
and expansion of another project 

which could provide an additional 1200 MW. 


17. (SBU) In addition to new supplies 

that a demand management strategy for electricity is 
critical. He noted that Iraqis are buying 

refrigerators 

pace 

occasions to urge Iraqis not to waste electricity. 
Ultimately 

of heavily-subsidized electricity tariffs. Shlash 
indicated that the Ministry is considering a plan to 
provide a small amount of electricity (perhaps 400-500 
kWh/month) to each household at current low prices 
to charge significantly higher prices (V'almost market 
rates\") for all power used beyond this level. The 
objective would be to protect poorer Iraqi households 
while charging higher prices for incremental volumes. 


18. (SBU) Iraq's Minister of Water Resources 

Rashid 

developments in Iraq. Iraq currently has a maximum 
installed hydropower capacity of 2500 MW 

eight dams 

this is due to seasonal factors. End note.) He said 

that there are ten additional sites where large-scale 
hydropower projects could be constructed in Iraq. The 
most promising of these is the Bekma dam site 

Minister said could add 1800 MW of generating capacity 
for an estimated investment of USD 1.5 billion. All 
together 

with an estimated investment of USD 6.0 billion. Rashid 
asserted that hydropower was one of the cheapest 
cleanest alternatives for Iraq 


ase see paragraph 3. 2. (SBU) On August 23, Post received Diplomatic Note No. 10- 1-1/1947 from 1 
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electricity was simply \"too cheap!" to fund future 
developments. \"No one pays 


19. (SBU) All three Ministers highlighted the problems 
associated with a lack of funds. Minister of Oil Bahr 
Al-Uloum said that 

for capital projects for the Ministry 

million had been disbursed so far in the year. Minister 
of Electricity Shlash noted that most of his budget was 
absorbed by the costs of importing fuel for power plants. 
Minister of Water Resources Rashid noted that much of the 
USG\'s budget had been absorbed by extra security 
expenditures 

be spent by 2006 

so far. Rashid added that 

promised by other donor countries 

been disbursed. 


20. (SBU) In his opening remarks at the JCRED plenary 
Minister of Finance Ali Allawi confirmed that he had been 
forced to cut the capital budget for oil projects to 

cover the financing gap in IraqYs budget. He noted that 
Iraqvs limited domestic banking sector could not finance 
the deficit and said that he was looking for other 
alternatives 

billion in government bonds. For energy projects 

said that the government needed to create an 
institutional framework for private sector investment. A 
number of investors 

power stations for lraq 

there is potential to use private sector financing 

similar to programs done in Pakistan and Malaysia. 


21. (SBU) Deputy Secretary Zoellick praised the Iraqi 
participants for their efforts to work together through 
the National Energy Committee (NEC) to meet summer 
electricity demands. Over the longer term 

must be done on the demand side. He noted that it is 
difficult to justify putting billions of dollars into 

Iraq\'s energy sector to support heavily subsidized 
prices. Zoellick acknowledged the political difficulties 
inherent in subsidy reform 

Iraqi side to move forward on a plan. Zoellick told the 
Iraqis that the energy sector should be a rich area for 
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private sector investment and that there needs to be 
greater clarity regarding the roles of donors versus 
private sector capital. Finally 

importance of transparency to combat the huge 
opportunities for corruption in the energy sector. 


22. (SBU) DOE DAS John Brodman also congratulated the 
Iraqi Ministries on their collaboration 

USG concerns over energy subsidies. High energy prices 
create a \"catch-22\" situation for Iraq 

higher oil revenues being offset by higher costs for 
imported fuels. The lack of real prices creates 

distortions and inefficient behavior throughout the 

energy sector 

reform would never be easy from a political standpoint 
but urged the ITG to set the stage for eventual 
implementation of reforms. He stated that one key 
element of any strategy will be a public relations 
campaign to explain the need for reform to the Iraqi 
people. 


23. (SBU) There was a lot of good news at the JCRED 
energy discussions. The three energy sector ministers 
all appear to have a good grasp of the challenges facing 
them 

them. More importantly 

closer coordination among the ministries to address 
Iraqvs electricity crisis. There also seemed to be a 
clear understanding 

greater security along the northern pipelines. Finally 

all the participants appear to recognize the importance 
of establishing an investment climate that will attract 
private sector financing. 


24. (SBU) On the downside 

moving at a glacial pace. Bahr Al-Uloum\'s proposal 
allow the private importation of refined product 

been kicking around since January 

implemented 

cost of fuel subsidies. Similarly 

Electricity\'s ideas to increase rates are sound 

will be difficult to implement until widespread theft of 
power is addressed. Overall 

has a lot on its plate - including finalizing a 
constitution - and there appears to be little appetite 
for taking painful steps to reduce subsidies before the 
next election. 


al-Qaraan, director of the Foreign Ministry,s Arab and Middle Eastern Affairs Department, on August 
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25. (SBU) The use of the Ministry of Oil's capital 
budget to fund IraqWs budget financing gap even as a 
stop-gap measure is also troubling. At the very least 


it will delay the expansion of Iraqvs oil production and 
related revenue. Given the dilapidated state of some of 
the country's fields 

current levels of production. While high oil prices have 
made up for lower-than-anticipated production levels this 
year 

combined with a downturn in oil prices 

budgetary problems in the coming years. End Comment. 


26. (U) This cable was cleared by Ross Wilson in D. 
Khalilzad 
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polled supported the U.S.-Central American-Dominican 
Republic Free Trade Agreement (CAFTA-DR) 

percent in a similar poll conducted for \"La Nacion!" in 
November 2004. Twenty-six percent of those polled believe 
that the agreement should be rejected 

in November. Seventy-six percent of those polled said that 
they were aware that the U.S. Congress already had ratified 
CAFTA-DR. 


2. The poll also revealed that men support CAFTA-DR more 
than women (61.2 

opposed 

claimed to have knowledge of the CAFTA-DR ratification 
process (80 percent for men versus 71.8 percent for women). 
Those not expressing support for or opposition to CAFTA-DR 
either had no opinion or did not believe that CAFTA-DR 
would have much of an effect. Those respondents who live 
in the rural zones of the greater metropolitan San Jose 

area had the highest support for CAFTA-DR (66.3 percent in 
favor 

agriculture-related industries in these areas 

ornamental plant 

heavily on exports to the U.S. 


3. In the urban greater metropolitan San Jose area 

is the most populated area and was the most represented in 
the poll with 508 total respondents 

support for CAFTA-DR 

opposition. The geographical area that showed the highest 
opposition to CAFTA-DR at approximately 30 percent was the 
Central Valley area outside of the greater metro San Jose 


11 A/DCM and British Charge Patricia Phillips jointly made ref A demarche to Ambassador Muhamma: 
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area. Forty-one percent of respondents who live in this 

area expressed support for CAFTA-DR. The other 30 percent 
either had no opinion or did not think CAFTA-DR would make 
much of a difference. 


4. Support for the agreement also varied with the 

education level of the respondent. The higher level of 
education achieved 

University-educated respondents showed a 58.9 percent level 
of support (27.1 percent opposed); high school graduates 
52.6 percent (26.6 percent opposed); primary school 
graduates 51 percent (24.6 percent opposed); and lower 
education levels 38.2 percent (21.5 percent opposed). 


5. Also 

socio-economic levels were more likely to support the 
agreement than were respondents from lower socio-economic 
levels. The poll identified that 66.4 percent of those 
respondents from a high socio-economic level favored CAFTA- 
DR (16.4 percent opposed); 52.9 percent from the medium 
socio-economic level (28.8 percent opposed); and 50.9 
percent from the low socio-economic level (22.5 percent 
opposed). 


6. With regard to age groups 

showed the weakest support (47 percent in favor and 31.3 
percent opposed) 

between 18 and 29 years of age (59.5 percent in favor 
percent opposed) 

percent in favor 

(47.0 percent in favor 

to-49 (47 percent in favor 


7. VLa Nacion\'s\" report on the UNIMER poll also revealed 
that one third of those polled said that a presidential 
candidate\'s stance on CAFTA-DR would affect how they vote in 
the next election in February 2006. Of this third 

percent said that they would be more likely to support a 
candidate who is in favor of CAFTA-DR while 34 percent said 
they would be more likely to support a candidate opposed to 
CAFTA-DR. 


8. The results from this poll are consistent with other 

polls conducted recently (Refs A and B). A majority of 
Costa Ricans polled expressed support for CAFTA-DR 

has grown over the last nine months as the citizenry has 
become more informed. This most recent poll also revealed 


DC from September 12 to 17. SecDef has invited the Minister. 2. (SBU) While in New York, Jabor h 
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that the highest level of support was from 18-29-year-old 
Costa Ricans and those who live in heavily agricultural 

areas that rely on trade with the U.S. This is notable 
because some CAFTA-DR opponents have said that farmers 
oppose the agreement because it will hurt them and that 
young Costa Ricans 

opposed to the agreement. The results from this most recent 
poll do not support these contentions. 

FRISBIE 
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story 

submitted its complementary agenda to the Assembly. End 
Summary. 


2. (U) The letter was signed by all but three of the 19 

PUSC deputies. Ricardo Toledo 

candidate for the February 2006 elections 

supported the letter but could not sign because he was 
absent from the legislative session. All 15 of the PLN 
members signed the letter 

deputies 

was the vital need to move ahead on CAFTA-DR by allowing 
the deputies to officially start discussions on the 

agreement. 


3. (U) Gerardo Gonzalez is still discussing the 
possibility of a deputy introducing the agreement to the 
Assembly instead of waiting for the President to submit it. 
Various dailies on August 29 

was preparing to investigate this option with the 
Constitutional Court if the President does not respond to 
the deputies\' written request. (Note: Most constitutional 
and political experts believe that only the President or a 
Minister of his Administration has the constitutional right 
to present such an international agreement to the 
Assembly.) 


4. (U) In a related issue 

presented its complementary agenda to the Assembly on 
August 29 

mainly funded through loans. (Note: The Assembly is 
required to approve all new state debt 

effective control over when and if this essential part of 

the CAFTA-DR package advances.) Reportedly 
Administration had planned to presented the complementary 
agenda in a formal public ceremony. However 


ast and Africa Wojciech Bozek assured us August 31 that neither Polish Foreign Minister Daniel Rotfe 
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inability to coordinate various Ministers\' schedules 
public event was cancelled. Gilberto Barrantes 

of the Economy and Chair of the President\'s Economic 
Council 


5. (U) Minister Barrantes did not provide much more 

detail than was previously released about the complementary 
agenda. In general 

a series of coordinated projects over the next five years 

to increase the global competitiveness of Costa Rican 
businesses so that they can take advantage of the 
opportunities presented by CAFTA-DR. Improving rural roads 
and highways 

size businesses 

implementing educational initiatives 

sustainable agriculture are some of the projects integral 

to the complementary agenda. Funding will be provided by 
loans from the Inter-American Development Bank (IADB) 
(loans of USD 117 million and USD 15 million) 

Bank (USD 30 million) 

Economic Integration (BCIE)(USD 47 million). The GOCR will 
contribute USD 136 million towards these projects. 


6. (SBU) It is clear that a strong majority of the 

deputies feel a sense of urgency to start the long process 
of ratifying CAFTA-DR in Costa Rica. We believe that the 
number of deputies signing the letter (precisely two-thirds 
of the Assembly) is a measure of the level of support in 

the Costa Rican legislature and indicates that CAFTA-DR 
will be passed eventually. Press coverage of the U.S. 
Congress\'s approval of CAFTA-DR was intense and focused 
attention on the lack of progress in the ratification 

process in Costa Rica. The recent approval by the Senate 
of the Dominican Republic seems to have refocused attention 
on inertia here. The sending of the complementary agenda 
to the Assembly is a step in the right direction. However 
the Administration is still lagging behind in sending the 
implementation agenda 

comply with the terms of the agreement such as providing 
for the gradual opening of the telecommunications and 
insurance markets. Post doubts that this increased 
pressure will be sufficient to move the Administration to 
action before the Eminent Persons Group studying the 
agreement releases its report o/a September 16 (see 
septel). 

FRISBIE 


points to Klaus Koegler, Head of the MFAYs European Union Development Policy Unit. Koegler poin 
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supplying gas to southern and southeastern Europe 
investment in Turkey\'s energy sector. However 

initiatives will require strengthening of Turkey\'s domestic 
legal and regulatory framework for energy investment. Bryza 
agreed to consult with U.S. oil companies on ways to overcome 
competing proposals for bypass routes 

corporate feedback to Turkey on its regulatory climate 
(particularly by U.S. firm AES given its interest in 

electricity distribution) 

energy dialogue 

ministry-led economic dialogue. End Summary. 


2. (SBU) In his August 26 meeting with Energy Ministry Under 
Secretary Sami Demirbilek 


SIPDIS 

how the U.S.-Turkey strategic partnership on energy issues 
had been a pillar of the bilateral relationship 

demonstrated by the success of the Baku-Tbilisi-Ceyhan (BTC) 
pipeline. Now that BTC is nearly in operation 

the U.S. and Turkey should find new areas to advance their 
energy partnership 

bypass and reduce the pressure on the Turkish Straits. Even 
more significantly 

hub for supplying southern and southeastern Europe and 
doing 

positive changes in the anti-competitive mentality of Gazprom. 


3. (SBU) Demirbilek welcomed the forward-looking ideas and 
agreed that Turkey had the potential to be a gas hub 
conveying Egyptian 

European markets. But 

does not have excess gas supplies (following a modification 
this summer of one take-or-pay deal with Russia) and that 
more importantly 

environment is not yet strong or mature enough to support a 
hub role. In fact 

not addressed 

natural gas needs after 2011 

contract with Russia runs out. Demirbilek requested U.S. 
corporate and government support in providing sound advice to 
the Turkish government on how to create a framework 
supportive of energy investment. Such advice needed to be 
directed at Turkish agencies responsible for the investment 
climate 

and the Privatization Administration 


131 D. МАМАМА 1091 Classified By: Ambassador William T. Monroe for reasons 1.4 (b) and (а). 
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Regarding southeastern Europe 

Turkey had been unable to sign on to the Southeast Europe 
Energy Community Treaty in full because the treaty would have 
required Turkey to implement costly EU environmental acquis 
immediately rather than through the EU accession process. 


4. (SBU) On oil bypass pipelines 

agreed that the Turkish Straits had reached their throughput 
capacity and that there were several bypass proposals on the 
table 

and Odessa-Brody. Demirbilek argued that the risk of a major 
disruption in the Straits was a key uncertainty in global oil 
supply today. To him 

cost 

Samsun-Ceyhan. However 

said for competitive reasons 

suggested that the U.S. and Turkey consider calling a 
conference with oil companies at which each would be able to 
present its ideas on the best route. The role of the 
governments would not be to officially favor any proposal 

but to call on the companies to lay aside their rivalries and 

to support a consensus. Bryza agreed to consider this idea 
and consult with U.S. companies and get back to Demirbilek. 


5. (SBU) On U.S. investment in Turkey\'s electricity 
distribution network 

AES 

the Privatization Administration 

Ministry to give its views on how the tender could best be 
constructed to include the assurances required to encourage 
bids by experienced companies like AES. Otherwise 

tender would likely go to an unqualified 

bidder. Bryza said he would discuss this with AES. Replying 
to Bryza\'s inquiry about Turkey\'s interest in civilian 

nuclear power 

very early stage 

environmental requirements a nuclear industry. 


6. (SBU) Demirbilek said that the GOT continued to plan a 
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BTC \"First Oil\" in Ceyhan for November 10 

acknowledged that the date could slip into December for 
technical reasons. He hoped for high-level USG participation 
(see reftel) 

Bryza said he was aware that BP targeted first oil at Ceyhan 
for December 

(Note: BP latest forecasts indicate late December for first 

oil 

for first tanker loading. The risk of delay is that 
pre-commissioned oil via tanker from Supsa would have to be 
utilized instead. End Note.) On differences with BP and the 
Consortium over cost overruns in Turkey 

these would be settled 

operational. 


7. (SBU) Demirbilek said efforts to increase Turkish 

electricity exports to northern Iraq were also stymied by 
domestic regulatory issues. He was worried that the Energy 
Regulatory and Markets Authority (EMRA) was taking too much 
of a doctrinaire approach to licensing such exports. In 
particular 

rights from Turkey to Iraq was not workable. (Post will 
followup separately with EMRA on the latest state of play.) 


8. (SBU) Demirbilek said that the Energy Ministry would not 
object to selling excess Shah Deniz gas supplies to Georgia 
ifthe Turkish government concluded that this would be in 
Turkey\'s national interest of establishing better relations 
with Georgia. He noted that Turkey and Georgia had agreed 
this summer on an electricity swap program under which 
Georgia would supply Turkey with excess hydro-generated 
electricity in the summer months 

in the fall. 


9. (SBU) Both Bryza and Demirbilek agreed that there was a 
need for periodic bilateral discussions of energy issues. 
Demirbilek said that from his point of view 

manage a dialogue was under the umbrella of the MFA-led 
economic partnership dialogue. He said this would ensure 
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inter-agency cooperation in the GOT and reduce the 
administrative burden on the MoE. Post welcomes DAS Bryza\'s 
engagement on energy issues. Demirbilek appeared hesitant to 
commit on major new initiatives 

probably reflect his already heavy agenda and doubts about 
MoE''s capacity to follow-through -- as well as potential 
concerns about his relationship with Turkey\'s major energy 
supplier 

through continued engagement and interaction. 


10. (U) DAS Bryza has not cleared this cable. 
MCELDOWNEY 
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Slovak manufactured military equipment and parts through the 
U.S. Embassy 

between the GOS and the then-U.S. Ambassador. When the 
Embassy advised him against transferring the tank equipment 
to Libya 

that he is not sure such a \"requirement\" will stand if Robert 
Fico -- a friend of Straka\'s -- becomes Prime Minister next 
year. 


HZDS BEING CORDIAL WITH COALITION TO WIN OVER THE U.S.? 


2. (C) During an August 22 meeting 

frequent Meciar emissary to the Embassy) Milan Urbani told us 
that he met with Prime Minister Dzurinda on August 20 to 
discuss the political situation in light of the \"crisis\" 

surrounding Pavol Rusko. Urbani told us that HZDS had decided 
not to join the coalition if offered 

\"gang up\" on Dzurinda (Note: Though Urbani told us that HZDS 
would not support early elections 

reported that party Vice Chairman Viliam Veteska was 
supporting early elections 

misfortune\"). Urbani told us that HZDS had made the decision 
to play nice with the coalition because HZDS wants \"good 
relations\" with the United States. Urbani further asked 

whether he could meet with recently-arrived Ambassador 
discuss a possible future meeting between the Ambassador and 
HZDS Chairman Vladimir Meciar. PolEcon Chief explained that 
the Ambassador would be meeting with small groups of leaders 
from all major political parties 

meeting would not include Meciar at this time. 


SLOVAK FREEDOM OF INFORMATION ACT AMENDED 
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3. (C) Slovak NGO representatives have criticized the 
Slovak version of the Freedom of Information Act (FOIA) 
which was passed in 2001 in an attempt to add to Slovakia\'s 
anti-corruption \"tool kit.\" Under the 2001 act 

data\" was protected from release 

agencies and officials -- especially at regional and local 
levels -- found this an excuse to protect information about 
everything from the number of employees in their offices 

the particulars of their publicly-funded salaries. NGO 
communities felt it was a major barrier to transparency. The 
media have been unanimously critical of 

politicians/officials\' reluctance to provide such information. 


4. (SBU) On August 24 

draft amendment to the FOIA that would make the law more 
clear 

officials will not be concealed. The proposed amendment -- 
which will now be sent to the parliament for discussion and a 
vote -- calls for information from meetings of city and 
regional councils to be more readily available 

of real estate owned by local 

government entities to be made more transparent. While in 
the past doubt has been cast on the legitimacy of some 
officialsV real estate holdings 

mandate that the names of those who acquired the property 
from the government be made public. NGOs provided extensive 
public comment on the amendment 

widely accepted by the Ministry of Justice. NGO Alliance for 
Fair Play issued a statement declaring its satisfaction with 
the law 

legislative debate in parliament to see if MPs try to weaken 
the amendment. 


UNHCR: SLOVAKS NOT VERY OPEN TO REFUGEE ASSISTANCE 


5. (C) Pierfrancesco Maria Natta 

UN High Commissioner for Refugees in Bratislava 

that he raised the issue of Uzbek refugees in Kyrgyzstan (ref 
C) with MFA State Secretary Magda Vasaryova during the visit 
of the new UNHCR Director for Europe. Natta expressed regret 
-- but not surprise -- that Slovakia 

are V'quite empty" at the moment due to a decrease in the 
number of migrants and refugees transiting Slovakia 

preferred a V'burden sharing\" approach that they said should 
be worked out with other EU countries. Not able to wait for 
Slovakia 

Uzbek refugees for six months. 


VALLEE 


; officials called in CDA to discuss the results of the MFA\'s investigation into the August 23 detention 
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each other 

and commercial interests. Al Umran said that if Bahrain 
meets with Syria at the UNGA 

points onto the table\" and strongly urge Syria to take 
action. Bahrain is not seeking a meeting with Syria at the 
UNGA. 


2. (S) Shaikho pledged to pass the information to the 

Foreign Minister. He was unaware of a Syrian request to meet 
with Bahrain at the UNGA 

such a meeting: both were Arab 

dealings on many levels. Refusing a meeting request could be 
viewed as a \"hostile\" act. Shaikho stressed that Bahrain was 
a close friend and ally of the United States 

country 

its neighbors. 


3. (S) If the two sides met 

raise the points on Iraq 

some reservations. On Iraq 

for Syria to control its border and emphasize that a flare-up 
of terror in Iraq could spread to other countries in the 

region 

accused Syria of involvement in the Hariri assassination but 
has expressed its great shock and dismay at the unacceptable 
nature of the crime. Bahrain supports the Mehlis 
investigation and will carefully follow UN Security Council 
reactions. Expelling the Palestinian rejectionists is a 
\"thorny issue" for Bahrain 

a message to Syria citing USG concerns. 


4. (S) Shaikho said that Bahrain would have difficulty 
delivering the final point 

Bahrain opposed other countries interfering in its domestic 
affairs 

cases of human rights violations 

Bahrain was a member of the UN Human Rights Commission 
generally avoided singling out countries for investigations 
preferring to support technical assistance to help 
governments improve conditions. 


MONROE 
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and Crossing Over to the Future\" (a phrase that invokes the 
President\'s role in the 1973 Ramadan/Yom Kippur War in which 
as a general in charge of the air force 

in Egypt\'s morale-boosting crossing of the Suez Canal). 


3. (C) In much greater numbers 

well as business owners are \"spontaneously\" blanketing the 
city with banners. These unpaid ads are variations on a 
common theme: i.e. 

Mohammad Hosni Mubarak.\" In most cases 

an NDP member hoping for the party\'s nomination to run for 
parliament 

ingratiate himself with the NDP. The banners 

technically free for the Mubarak campaign 

diminish the perception that Mubarak is dominating the 
campaign. 


4. (C) Kifaya has been largely quiet for much of the 
campaign. Aside from a few small and unremarkable 
demonstrations 

demonstrations on election day 

has been Kifaya\'s announcement of a lawsuit calling for a 
halt to the election. Kifaya lawyers have argued that the 
July report of the Judge\'s Club 

GOE\'s claimed turnout (in excess of 50 percent) for the May 
25 referendum was fraudulent 

entire referendum 

constitutional amendment calling for direct election of the 
president. The Judges\' Club report asserted that turnout on 
May 25 was in fact three percent. 


5. (C) Kifaya hopes that the State Council\'s Supreme 
Administrative Court will rule that because the referendum 
was profoundly flawed 

election 

the results of the new referendum. (Comment: While we see 
the logic in the Kifaya complaint 

that the court will rule in Kifaya\'s favor. End comment.) 


6. (C) In a confirmation of earlier reports that the 
NCHR--a quasi-independent body established by the GOE in 
2003--is seeking to play a role in assessing the presidential 


zardous Substance Control Bureau, Department of Industrial Works, Ministry of Industry, and to Mr. F 
¡BU) The Armenian Ministry of Foreign Affairs told us that they had little information concerning the 5t 
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campaign and election 

Boutros-Ghali has announced that the organization\'s 
operations center 

of the nation\'s parliamentary constituencies 

reports and complaints about the conduct of the election 
order to compile an overall NCHR report to send to the GOE. 
(Comment: After much anticipation 

first annual report on human rights in Egypt in early 2005. 
The report surprised many observers for its relatively candid 
criticism of the GOE. We think that NCHR engagement with the 
elections is a positive step 

on the resulting report. End comment.) 


7. (C) Generating uncomfortable associations with past GOE 
moves (by both Nasser and Mubarak) against the judiciary 
there are multiple unconfirmed reports in circulation that 

the Ministry of Justice has notified 260 sitting judges (or 

450 

services--as constitutionally-mandated supervisors of the 
election--will not be needed on September 7. The most common 
interpretation of these rumors is that the GOE is eliminating 
from consideration those judges who have supported the calls 
by the Judges Clubs of Alexandria and Cairo 

the judges of their supervisory duties if the GOE refuses to 
provide them with legal and financial autonomy. Post is 
seeking confirmation of these reports. The judges have stuck 
to their schedule to announce their decision about 
supervising/boycotting the election on September 2. 


8. (C) PEC sources announced on August 30 that the 
campaigns are proceeding smoothly and in line with all 
applicable regulations. Regarding the actual locations of 
the polling stations 

consolidating from more than 54 

the PEC nor the Interior Ministry have yet announced the 
location of the polls. Several opposition parties continue 
to complain that they have not yet received copies of the 
voter lists from the GOE 

from reviewing the lists for ineligible (or dead) voters 
from targeting likely voters in their campaign activities. 
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9. (C) The Cairo rumor mill is alive with stories of GOE 

and NDP officials beginning to mobilize voters through 
suspect means. Cairo and Alexandria cafe owners have 
complained of police pressure to put up pro-Mubarak posters. 
Police stations and local councils in some areas are 
reportedly telling private businesses that their future 
relationships with these government customers will depend on 
whether or not the businesses get their employees to vote. 
Minister of Water Resources Mahmoud Abou Zayd has reportedly 
told Ministry employees that they will all receive an LE 20 
\"transportation allowance\" on election day if they agree to 
vote. (Note: LE 20 

for GOE employees. It would buy about 20 one-way bus 
tickets 

End note.) We have not/not yet received any reports that 
suggest that workers are receiving explicit instructions 

about how they should cast their votes. (Comment: At this 
point in the campaign 

concerned about turnout as opposed to the percentage of 
voters who will support the President. After decades of 
preposterously inflated referendum results 

face a significant challenge in organizing a free 

transparent election that has a respectable turnout. End 
comment.) 


Visit Embassy Cairo\'s Classified Website: 
http://www. state.sgov.gov/p/nea/cairo 


You can also access this site through the 
State Department\'s Classified SIPRNET website. 
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highlight the themes of support for IraqVs political process. 
The conference 

include Iraqi President Talabani and Afghanistan President 
Karzai 

van Voorst 
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Awad added that Iraq was 

Sunni concerns should be addressed.) Appropriate changes to 
that language would help the situation tremendously 

added. Responding 

that changes to the language in question were already being 
discussed by key parties in Baghdad. Awad was encouraged by 
the news 

positive GOE public statements on the constitution. 


EMPLOYEE: 


QUINTIN GRAY COURSE: 


GERMAN LOCATION: 


U.S. EMBA 


-paper to Nasiruddin Ahmed, Director General, WTO Cell, Ministry of Commerce, Quamrul Alam Rak 
'ENSE FOR OSD/ISA/AP (LSTERN) USAID FOR ANE AND GH (DCAROLL, SCLEMENTS, AND PC 
GOC\'s strategy includes the establishment of an inter-agency committee; an awareness outreach tc 
) in Oxford, UK, in October because the GOI is developing its own export control software, MEA Unde 
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2. (C) During an August 30 meeting with MFA Cabinet staffer 
Alaa Hadidi poloff shared ref A/B/C talking points on Iraqvs 
constitution and requested that Foreign Minister Aboul Gheit 
make positive public remarks on the process and the document. 
Hadidi confirmed that Minister Aboul Gheit had yet to take a 
public position on the constitution. Hadidi repeated GOE 
complaints over current constitution language dealing with 
Iraq\'s Arab character and expressed familiar Egyptian 
neuralgia over supposed Kurdish and Shia separatist ambitions. 


3. (C) Post also delivered ref A/B/C demarches to senior 

Arab League officials on several occasions this week 
encouraging Secretary General Moussa to be more forthcoming 
in support of Iraqvs constitution and the political process 
spelled out in UNSCR 1546. The consistent response 

in Moussa\'s recent public statements 

constitution language on Iraq\'s Arab identity. 


4. (C) Comment: Irag\'s Ambassador to the Arab League 
al-Alusi (protect) has been helpful in keeping us informed 
about Egyptian 

constitution. Alusi 

echoed to us the same complaints as Moussa and the GOE 
regarding constitution language on Ігад\'ѕ Arab identity. He 
told us August 31 that Kurdish objections would likely 
prevent the present language from being amended 

new sentence may be added noting that Iraq had been a founder 
of the Arab League. Iraqi Foreign Minister Zebari 

said 

any public comments about this issue 

discussions in Baghdad were underway. End comment. 


Visit Embassy Cairo\'s Classified Website: 
http://www.state.sgov.gov/p/nea/cairo 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website. 
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Israeli redeployment. What we need and fight for is a 
comprehensive Israeli pullout from the Gaza Strip 
land 

Sovereignty on our lands.\" 


5. (SBU) GOI POLITICAL DEVELOPMENTS 


-- The Knesset met August 31 and approve the Egypt-Israel 


eftel, MEA Under Secretary (Disarmament and International Security Affairs) Nutan Kapoor told PolM 


jars assassination (Reftel B), there were few reports of Cease-Fire Agreement (CFA) violations. Но 
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Border Guard agreement for Gaza by a vote of 58-23. Defense 
Minister Mofaz presented the agreement to the Knesset 
arguing there is no military logic to keeping the IDF in the 
Philadelphi corridor and that \"the Egyptian deployment does 
not represent a threat." Defense and Foreign Affairs 
Committee Chairman Yuval Steinitz (Likud) argued at for 45 
minutes against the agreement 

it on the grounds that it would \"allow an enemy to come to 
the borders of Israel." The GOI plans to sign the agreement 
on September 1. 


6. (C) BORDER CROSSINGS/HUMANITARIAN ACCESS 

-- Rafah: Egyptian Intelligence Chief Omar Suleiman briefed 
General Ward on his August 31 meeting with Prime Minister 
Sharon. Suleiman said he told Sharon that the GOE\'s bottom 
line is that Rafah must remain a two-way crossing point for 
the movement of people between Gaza and Egypt and there 
should be no Israeli presence at the crossing 
post-disengagement. 

-- Suleiman said the Egyptian government is not opposed to a 
third-party presence at Rafah 

Suleiman also said that Rafah could be closed for up to two 
months to set up the new procedures. Suleiman said that the 
GOE is prepared to give its assurances that it will not allow 
individuals of concern to the GOI to use the Rafah crossing. 


-- On passage of goods 

Egypt was prepared to accept the two-way movement of goods 
through the Kerem Shalom crossing in order to facilitate GOI 
monitoring. 


-- Suleiman told General Ward that Sharon listened to his 
proposal but made no commitment. When GOI Defense Minister 
Mofaz started to object to the proposal 

according to Suleiman. 


-- Crossing Talks: GOI and PA officials 

World Bank and USAID 

August 31 for another trilateral discussion on the movement 
of agricultural produce 
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Visit Embassy Tel Aviv\'s Classified Website: 
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Moulvibazaar district, located in northeast Bangladesh in the Sylhet division, to visit indigenous groug 
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the desired outcome from the meeting 
enhancing protection of U.S. interests over and 
above the current convention text? 


5. (U) We would appreciate Washington\'s 
consideration of these questions in formulating 
instructions. 


Oliver 
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REF: A. (A) EMBASSY PARIS SIPERNET DAILY REPORT FOR 


29AUG05 

B. (B) EMBASSY PARIS SIPERNET DAILY REPORT FOR 
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C. (C) EMBASSY PARIS SIPERNET DAILY REPORT FOR 
24AUG05 

D. (D) EMBASSY PARIS SIPERNET DAILY REPORT FOR 
11AUG05 

E. (E) PARIS 3722 AND PREVIOUS 


Classified By: Minister Counselor for Political Affairs Josiah Rosenbla 
tt for reason 1.4 (b) and (d) 


SUMMARY 

1. (C) France\'s Socialist Party (PS) held the thirteenth 
edition of its annual "Summer University" on August 26 - 28 
(ref D). This year 

drawing up the battle lines (ref C) between the rival 

populist and progressive factions -- the \'no\' and the \'yes\' 
camps that emerged from the May 29 referendum on the proposed 
EU Constitution (ref E). These factions are contending for 
leadership of the party in the run-up to the party congress 

on November 18 - 20. All active PS politicians insist that 
media speculation about a possible break-up of the party is 
overdone (ref B). 


2. (C) Party members used this year's Summer University" to 
size up in person the party\'s many would-be presidential 
nominees (ref A). Former Finance Minister Dominique 
Strauss-Kahn emerged as the pace-setter among the 
presidential contenders. Former Prime Minister Laurent 

Fabius failed to generate the groundswell of support he had 
hoped for among the opponents of the proposed EU Constitution 
and of the current party leader 

Hollande 

transparency and democratic decision-making within the party 


Weinstein. Reason: 1.4 (b, d) . 1. (U) SUMMARY: Unemployment and education are key concerns 
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emerged strengthened in his position as party chief. END 
SUMMARY. 


\"CURRICULUM\" PATTERNED ON MINISTRY-LEVEL ISSUE AREAS 
3. (C) The Summer University" is an informal 

of event at which party members debate issues 

plan strategy. The workshops of this years Socialist Party 

(PS) "Summer University" each focused on an issue area dealt 
with by a different government ministry. The panels leading 

the workshops included representatives of the different 

factions -- \"currents\" in PS parlance -- dividing the party. 
According to the organizer of this year\'s "Summer 

University" 

(NA) member from Paris) the idea was to V'confront the 
different currentsY proposals" in key issue areas in order to 
inform the debate over the different currents\' platform 
proposals for the party. Most of the PS\'s 150 

party members will vote -- on Tuesday 

-- on contending platforms in the run-up to the party 

congress scheduled for November 18 - 20. The results of the 
voting 

leadership of the party until the next party congress. 


CALM OF DEBATE MASKS BITTERNESS OF DIVISIONS 
3. (C) The debate in the two dozen different workshops was 
carefully orchestrated to ensure that the top leaders of the 
two principal factions (ref C) never confronted one another 
on the same stage. Former Prime Minister Laurent Fabius 
never crossed paths with party National Secretary Francois 
Hollande nor with former Economy Minister Dominique 
Strauss-Kahn. Fabius is aiming to \"federate\" all those in 
the party who favor a more contestatory -- leftist and 
populist -- approach to social and economic policy. 

Hollande 

the most credible of the PSYs many presidential contenders 
are emerging as the \"duo of reference!" for the diverse 

by comparison realist and progressive 

The carefully observed civility of the debate in the 
workshops contrasted starkly with the resentment just under 
the surface against those like Fabius 

the party's vote last December in support of the EU 
Constitutional treaty. 


PARTY ESTABLISHMENT CONFIDENT IT WILL RETAIN CONTROL 
4. (C) The resentment against Fabius and other V'traitors to 

the party rules!" is still running strong among rank-and-file 

members. Hollande 

champion of those who believe party members should be the 


Econoff delivered reftel talking points and non-paper via diplomatic note to MFA Head of Multilateral 
4 (b) and (а). 1. (S) Poloff discussed reftel points on isolating Syria at UNGA with MFA desk officer 1 
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final arbiters of decisions on the party\'s platform and 
nominees 

voted against the proposed EU constitution last May. For 
these reasons 

luminaries who support his management of the party 
confident that they can hold off the assault on the party 
leadership being mounted by Fabius and his allies. 


FABIUS FAILS TO SPARK ENTHUSIASM 

5. (C) Fabius had hoped to trigger a groundswell of support 
for his cause at the Summer University. He failed to do 

so. Even those party currents that contest the leadership of 
Hollande -- and the ever more V'social democratic\" approach it 
represents -- are keeping their distance from Fabius 

least for now. The anti-American populists of the New World 
(NM) current led by NA member and former minister Henri 
Emmanuelli and Senator and former minister Jean-Luc Melanchon 
will back Fabius in the end. Emmanuelli and Melenchon 
however 

in PS lingo) to the party membership in the run-up to 
November\'s congress. (Fabius will probably associate himself 
with others rather than present his own motion 

one rank-and-file party member put it 

up his own motion -- it would show how little support he 

has.\") 


THE \"NEW SOCIALIST PARTY" (NPS) 

6. (C) The New Socialist Party (NPS) 

\"neo-radical 

Arnaud Montebourg and EU Parlementarian Vincent Peillon 
currently divided (cynics say tactically) over whether to 
support Fabius (Montebourg is for 

Long-time observers of the PS (in this case Jean-Christophe 
Le Duigou of the once communist General Confederation of 
Labor (CGT)) call this NPS maneuver a \"transparent effort\" to 
create a \"swing vote\" that 

\"sell itself\" to one or the other camp for \"what they are all 
interested іп but never talk about" -- their faction members\' 
selection to be the party\'s candidates for a range of 
legislative and local offices. 


MULTIPLICITY OF WOULD-BE PRESIDENTIAL NOMINEES 


7. (C) According to Le Duigou 

leadership\'s role in deciding who runs for what also explains 
the plethora of candidates for the party\'s presidential 
nomination. Many of these -- former ministers Jacques Lang 
Elizabeth Guigou 

little possibility of winning the nomination 


ice G. Weiner; reasons 1.4 b and d. 1. (C) Summary: One demonstrator was found dead following a 
ons 1.4 (b),(c) and (d) 1. (SBU) Charge chaired the Emergency Action Committee (EAC) on 9/01/0£ 


: STATE 155973 1. On August 25-26, Post conveyed reftel nonpaper on proposed reform recommer 


as it prepares for the October 15 referendum on the constitution. He cited FM Ahern\'s positive comi 
ster Counselor Michael Corbin for reasons 1.4 ( b) and (d). 1. (C) In response to our March 1 demai 


raised reftel points on August 31 with MFA Director for International Affairs Amb. Michele Cohen, stre: 


marche to MFA Director of International Affairs Michele Cohen on August 31, emphasizing Canadian 
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a very public battle between Justice Minister Pavel Nemec and the Supreme State Prosecutor (Attorr 
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possibility of winning the election thereafter (though Lang 
currently leads in the opinion polls among PS contenders). 
By hinting at a candidacy of their own however (which the 
media willingly strings along) 

the complex intra-party poker game of drawing up the party\'s 
candidate lists for a range of legislative and local offices. 


FABIUS PLUS NM PLUS NPS IS A LONG SHOT 

8. (C) The rejection of the proposed EU Constitution last 
May (ref E) by a healthy majority of voters was 

part 

and his allies in the PS interpret this vote -- a strong 
majority of left-leaning voters voted \'no\' -- as representing 
a lasting 

business as usual in the way France is ruled. Indeed 
earthquake of the constitutional referendum has prompted a 
range of reform proposals from parties of both left and right 
and center (ref D). If the anti-establishment feeling that 
triumphed in May should turn out to have staying power 
conceivable that 

party members than there are now ready to side with the left 
of the party and support its call for radical change. It is 

still a long shot 

COUNTDOWN TO COMPROMISE OR SHOWDOWN 

9. (C) Hollande 

attendees 

remain unified and would settle on a unifying platform at the 
upcoming November congress. The contending platform 
proposals in their final form must be submitted by September 
17 for the consideration of party members. Party members 
will vote on them on November 9. Then 

large committee (with representation proportional to the vote 
results) will try to hammer out a compromise platform that 
all can support. This worked at the last party congress in 
May 2003 

slot in the party hierarchy and Fabius the number two 
position. 


AND IT MAY WORK AGAIN THIS TIME 

10. (C) The one thing about which Fabius and Hollande -- and 
nearly every other active 

splitting the party is tantamount to abandoning the next 
presidential election to the center-right\'s candidate. While 

the ideological differences between neo-radical populists and 
progressive social democrats are now more marked than before 
people such as Fabius and Strauss-Kahn know this is their 

last shot at the presidency. The system is such that 
back-rooms 


Column 3 

compromises with second-tier factional leaders and their 
followers. The trick will be to come to agreement on a 
compromise presidential candidate with strong credentials 
among those calling for aggressive 

those calling for the PS to become a social democratic party 
similar to those in other major European countries. Many of 
the \"Summer University" attendees 

would be able to best fill that role 

Minister Lionel Jospin and 

Environment Minister and NA member Segolene Royal (who 
happens to be Francois Hollande\'s longtime domestic partner). 


COMMENT 

11. (C) The PS has a long tradition of democratic 
decision-making by party members. Those 

trust the democratic process 

-- Catalyze a solution to the party\'s critical problems: deep 
ideological division and no strong candidate for 2007. It is 
far too early to try and project what the socialists\' 

solution to this tandem of problems will turn out to be. 

That Fabius got right the temper of the left\'s electorate 
and that the party leadership\'s position lost among its own 
voters 

credibility. As Fabius supporter and EU Parliamentarian 
Henri Weber said 

speaks for the people. It remains to be seen how the PS 
will square the circle of a realist party leadership and an 
electorate clearly tempted by more radical approaches. 
Participants at the "Summer University" are a self-selection 
of the most active party members. They were intensely 
interested in the myriad ways the PS might meet its current 
daunting challenges. Contrary to what much press coverage 
would have people believe 

expressing full confidence that they 

would eventually work something out for their party through 
open debate and free and fair balloting. END COMMENT. 


NOTE 

12. (U) For daily updates on this and other France internal 
political and external relations issues subscribe to Embassy 
Paris SIPRNet Daily Report -- at 
http://www.state.sgov.gov/p/eur/paris/index.c fm or e-mail 
OrdemanL T @state.sgov.gov. 
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along the way. V" Kelly noted that the Gymnich discussions 
would focus on the Turkish Governments July 29 statement 
that its decision to sign the Protocol to the Ankara 


CT: USGS DISCUSSES JOINT MINERAL RESOURCES ASSESSMENT REF: A) MANILA 11 B) 


August 17 to discuss further the renewal of ISAF\'s UN mandate (reftels). Brauzzi said he saw no ne 


536,659 Obligations 10/1/04 - 7/31/05: 411,597 Projected recycling 8/1/05 - 9/30/05: 
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Agreement did not imply recognition of Cyprus. Ireland 
expected a fuller airing of views from Member States that had 
reacted sharply to the statement 


The Middle East/Gaza 


3. (C) Ireland and Member States were pleased with the 
manner and speed of Israel\'s withdrawal from Gaza 
conveyed by the August 25 EU statement 

Gymnich Meeting would feature Quartet Special Envoy Jim 
Wolfensohn\'s September 2 lunch briefing as the centerpiece of 
a stock-taking discussion on the withdrawal. Kelly noted 

that there had yet been no discussion within the EU regarding 
the proposal for a Commission contractor 

rubble removal process after the planned destruction of 
settlers' homes. He anticipated that movement on the 
proposal 

entail an EU examination of the legal issues and funding 
requirements involved. 


Iran 


4. (C) Ireland will not take a position on referring Iran to 

the UNSC until after the IAEA Board of Governors has 
discussed Director General ElBaradei\'s expected September 3 
report 

Vcritical forum\" in which to address Iran\'s posture on the 
nuclear issue 

The GOI! did not wish to preempt the IAEAVs deliberations. 
The GOI also supported the EU-3\'s continuing efforts to press 
Iran to resume suspension of uranium conversion and to 
negotiate on the basis of the EU-3\'s Framework Proposal. 
Kelly said that Gymnich discussions on Iran would be of the 
stock-taking variety 

process. 


The Balkans 


5. (C) Kelly said that the DFA would take on board U.S. 
talking points regarding the Balkans 

Gymnich Meeting would not discuss the region. He noted that 
Ireland would await further discussions within the EU before 
taking a position on the timing of the future status process 

for Kosovo. Ireland also recognized the importance of 
Croatia\'s full cooperation with ICTY and hoped that the 
process for Croatia\'s accession could move forward in that 
context. 


:mbassy sources as the СОО has not yet responded officially to our request for details. -- Sheikha M 
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Armed Forces (JAF) officials to deliver reftel demarche regarding Jordan\'s battalion in Haiti. The Jorc 
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Iraq 


6. (C) Ireland stood behind the EUVs August 29 statement 
welcoming the publication of IraqVs constitution as an 
important milestone in the political process 

He added that Member States were looking forward to an 
update on Iraq\'s situation from British Foreign Minister Jack 
Straw at the Gymnich Meeting. 

China 


7. (C) Kelly remarked that Ireland was familiar with U.S. 

views opposing the lifting of the EU arms embargo against 
China. (Note: As previously reported 

to oppose the embargo\'s removal 

reflects the GOIVs efforts to strengthen relations with 

China 

that China was not an agenda item for the Gymnich Meeting 
the EU-China Summit was scheduled on September 5. Although 
the embargo was not an agenda item for the Summit 

States expected that the Chinese side would attempt to raise 
the subject during exchanges on economic ties and the 
environment 

Venezuela 

8. (C) Kelly said that the Latin America Group (within the 

EU Common Foreign and Security Policy Working Group) would 
meet in September to discuss possible EU support of observer 
efforts for Venezuela\'s December legislative elections. He 
pointed out that Ireland\'s regional embassies were located in 
Mexico 

on the situation in Venezuela was thus limited. He added 

that 

discussed at the Gymnich Meeting. 

KENNY 
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to accumulate the hard currency. IMF staff were not aware of 
the GOZ reserves because they were accumulated only since 
June 30. Gono said that South Africa was not aware of the 
payment; only President Mugabe 

advisors knew of the plan. Even Finance Minister Murerwa was 
not aware until late August 29. Gono told Masiyiwa that the 
GOZ made the payment as a \"matter of national sovereignty. V" 
Masiyiwa said that Gono was excited and very upbeat about the 
news. 


2. (C) Comment: The payment of a chunk of Zimbabwe\'s IMF 
debt seems to take the wind out of the sails of the South 
African-Zimbabwe loan negotiations (reftel B). While the GOZ 


y Ecuadorian medical students on August 20. Doing so would boost his international standing, he sai 


ot attend. C. The foreign minister will attend both the High Level Plenary and the General Debate. - 


| desk contacted us on August 18 to report that the GOI has uncovered Letters of Credit documenting 
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still owes some $170 million to the IMF and desperately needs 
food 

payment (and resulting diminishing of expulsion threat) 
removes a key SAG leverage point. South Africa may still 
make a loan/grant 

conditions. Gono\'s story (through Masiyiwa) that the GOZ 
paid its own IMF debt is possible 

that other 

they and Zimbabwe want to keep secret. End Comment. 


3. (C) Bio-Note: Strive Masiyiwa is a Zimbabwean businessman 
and Chief Executive Officer of Econet Wireless 

international telecommunications company. He lives in South 
Africa in political exile. While a fierce opponent of the 

Mugabe regime and MDC supporter 

with some GOZ officials 

member of his corporate board. End Bio-Note. 

TEITELBAUM 
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governing Nationalist Republican Alliance (ARENA) party 
assumed office June 1 

presidential race. President Saca\'s ARENA party holds only 
29 of 84 seats in the Legislative Assembly 

alliances with smaller parties 

requiring a simple majority. ARENA\'s major political 
opposition is the leftist Farabundo Marti National Liberation 
Front (FMLN) 

struggles and defections. Human rights problems are minimal. 
The Embassy continues to encourage the GOES to fully enforce 
and enhance labor protections. In particular 

valid complaints regarding the difficulty of forming labor 

unions 

organizers. Attention is already focusing on municipal and 
Legislative Assembly elections scheduled for March of next 
year. 


4. (SBU) El Salvador\'s stable economy 

reform agenda implemented by three successive ARENA 
governments 

rating from Moody's 

predictability. Nonetheless 

a disappointing rate of about two percent per year since 
1999 

President Saca\'s highest priorities are reinvigorating El 
Salvador\'s economy 

infrastructure. Roughly 40 percent of the population still 


, who said that Guatemala\'s resident ambassador in Chile, Amb. Castellanos, would represent Guate 
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lives in poverty. El Salvador ratified CAFTA in December 
2004 

raised hopes that increased trade can help jump-start the 
nation\'s sluggish economic growth. 


5. (SBU) El Salvador\'s postwar ARENA governments have been 
reliable in their support for U.S. positions in international 
fora such as the UN 

human rights abuses in Cuba 

process. Beginning more recently during the Flores 
administration 

somewhat more independent course 

dependable on key matters of bilateral importance. El 
Salvador has recently broadened its foreign relations to 
include moderate Arab states such as Morocco and Qatar 
is actively seeking a seat on the UN Economic and Social 
Council (ECOSOC) 

on the UNSC. 


6. (SBU) El Salvador has been a consistently strong 
supporter of the United States in the fight against terrorism 
and international organized crime. El SalvadorYs geographic 
position makes it vulnerable to trafficking in drugs 

and guns to or from the United States. Drug trafficking has 
received significant GOES attention and cooperation; El 
Salvador hosts the Cooperative Security Location (CSL) at 
Comalapa Airport. This is one of three CSLVs in the region 
and since 2001 has contributed to the seizure or disruption 
of about 210 metric tons of cocaine. Trafficking in persons 
smuggling of aliens 

the porous borders in Central America. The government passed 
new anti-trafficking legislation last year and is conducting 
raids against those suspected of exploiting children. The 
Border Police unit and Immigration service are working 
closely with the Department of Homeland Security and the 
Embassy to improve coordination with the U.S. and their 
ability to limit the illegal movement of people through EI 
Salvador. Violent street gangs are a serious problem. Law 
enforcement efforts against the gangs have been hampered by 
the government's current inability to protect witnesses. 


Civilian-Military Relations 


OCEDURES: 2. DAILY SPANISH PRESS OF AUG. 18, 2005 REPORTED THE ARREST IN BELC 
told us August 18 that the GOL shares USG concerns about adding conditions to the negotiating fran 
special plea for India to use its influence among OIC countries. Jha made no substantive response, k 
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7.(U) The Armed Forces of El Salvador (ESAF) are capable 
professional 

Currently 

and 2 

consistently receives high approval ratings in public opinion 
polls 

1980-1992 war. The fifth contingent of a 380-person 
\"Cuscatlan BattalionW task force that rotates every six 
months departed for Iraq in August 2005; nearly 2 
Salvadoran soldiers have now served with coalition forces in 
Iraq. The Battalion has suffered two fatal casualties in 

Iraq 

non-combat-related traffic death in Hilla on June 27 of this 
year. The ESAF has performed admirably in humanitarian and 
reconstruction efforts in support of the Iraqi people. They 
have distributed supplies and provided key services 

from food distribution and medical support 

of vehicles to the local police and hospital 

distribution of household items and toys for children. 


8. (U) About 2.5 million Salvadorans live in the United 

States 

250 

Protected Status (TPS) 

legally in the United States. The U.S. announcement in 
January 2005 of a further 18-month extension of TPS was of 
paramount importance to the Saca Administration; remittances 
from Salvadorans living abroad make up approximately 16 
percent of the GDP 

many Salvadoran families. Public opinion polls also show 

that 7 out of 10 Salvadorans would immigrate to the United 
States if given the chance. The GOES is focused on obtaining 
permanent status for TPS recipients 

absorb that number of returnees. The GOES has publicly 
complained about an alleged lack of intelligence sharing 
between U.S. law enforcement agencies and the GOES relative 
to criminal deportees. 

Barclay 
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problem might be found soon. 
ERDMAN 
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1s Jose Ortiz will not/not attend the Western Hemisphere Transportation Initiative (WHTI) in Brazil, Au 
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Jamaica." In that vein 

opportunity for Prime Minister P.J. Patterson to speak in his 
capacity as a head of government in addition to his G-77 
speaking role. Saunders conceded that the Human Rights 
Commission had become too politicized 

parties\" bore responsibility for allow that to happen. 


3. (C) On the issue of UNSC reform 

concern that agreement on new members would far outpace 
necessary reforms in other areas 

impetus to follow through on reform in UN social and 
developmental areas important to the GOJ. He observed that 
it would have made sense to establish clearer criteria about 
what Security Council membership should entail\" (inter alia 
geographical and other considerations; record of stability of 

an aspirantVs political system 

specific country bids for new UNSC membership. He said that 
Brazil presented a compelling case for permanent status 
unlike Japan (\"Their bid seems very unpopular in Asia\") and 
Germany (\"Why should Western Europe have another seat?\") 


4. (SBU) At the conclusion of the meeting 
Charge for USG willingness to engage with the GOJ on UN 
reform issues 


5. (SBU) Comment: As Permanent Secretary 

GOJVs senior career diplomat. Having previously served at 
Jamaica\'s UN Mission 

organization and a knowledgeable interlocutor on UN issues. 
End Comment. 

TIGHE 
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Iraqi Transitional Government...except as provided by federal 
law.\" The Prime Minister\'s memorandum may represent initial 
action to reinvigorate the Iraqi Transitional GovernmentVs 
process for militia reintegration 

since the transition of sovereignty last June. The 

Transition and Reintegration Implementation Committee (TRIC) 
was also established by CPA 91 

use the TRIC to execute the directive. After seeing the PM 
memo 

motivation behind the renewed interest in the implementation 
of CPA 91. In his weekly meeting with LTG Petraeus on 28 
August 

execution of the process. END SUMMARY. 


2. (C) Ata meeting with LTG Petraeus and Senior IRMO-MOI 
Advisor AMB Yellin on 21 August 2005 
Jabr presented a copy of a directive from Prime Minister 


‘edictable. It is worth noting at this point however, that now that US citizens are in the ADG Education 
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al-Jafari 

provisions of CPA Order 91. Order 91 

Armed Forces and Militias within Iraq 

by CPA Administrator L. Paul Bremer in June 2004. It defines 
the process of militia transition and reintegration (T&R) for 
a set of nine politically-affiliated militia groups deemed to 
have supported the resistance against the BaVathist regime 
(REFTEL A). At face value 

potentially revitalizes the T&R program 

dead in the water from lack of political interest by the ITG 
and the political parties themselves (REFTEL D). 


3. (C) What seemed to be a positive development was met with 
wary skepticism by senior members of the TRIC. The directive 
is viewed by these members as a possible ploy for Shia-backed 
militias to accrue transition benefits without actually 

disarming. At a meeting of the TRIC on 24 August 

Saad al-Obeidi of the Ministry of Interior (MOI) stated that 

the committee 

resubmitted its proposal for energizing the T&R program to 

the Ministerial Council on National Security (MCNS). The 
proposal included the committeeVs request for operational 
funds 

authority to enforce compliance. In a subsequent conversation 
with PoIMilOff 

meeting between Badr Organization leader Hadi al-Ameri and PM 
al-Jafari regarding militia integration. Saad claimed PM 
al-Jafari was under pressure from al-Ameri and SCIRI\'s Abdul 
Aziz al-Hakim to effect pension benefits for aging Badr 
militiamen 

carried by the Badr Organization. 


4. (C) Saad also indicated that Minister JabrVs principal 
concern upon receiving the order was the availability of 

funds for the T&R program. Saad was subsequently tasked by 
the Minister to draft a request for the ITG to allot $60 

million to the MOI for T&R. Saad stated that the figure of 

$60 million did not stem from any estimates developed by the 
TRIC or other ministerial or Coalition advisors 

suspect ulterior motives. 


5. (C) General Nabil Khalil al-Obeidi 
the Iraqi Veterans Agency (IVA) and member of the TRIC 


2) Arecently-finalized agreement between Israel and Egypt allowing some 750 Egyptian border guard 


> under the Cultural Connect Envoy Program. The contact officer for the visit is Bruce P. Kleiner,PAO 
ıcion during the period of August 23-26, 2005, for the purpose of meeting with Central Bank Presiden 
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with PoIMilOff on 27 August to discuss the PM directive. He 
was alarmed at the possibility that T&R funds of this 
magnitude could be allotted to the MOI. He stated that such 
an action would effectively eliminate transparency in the 
process and surmised that much of the funds would be used to 
support manpower positions in the MOI for VintegratedV Badr 
militiamen. According to General Nabil 

militia pension disbursement would be administered by the 
IVA 

administrative systems and procedures to begin processing 
applications before the year-end elections. 


6. (C) General Nabil also expressed some trepidation about 
ambiguity in the PM\'s directive. According to Nabil 

directives statement that CPA Order 91 bans all militias 
v...except those under government control" is a deliberate 
weakening of the order 

legitimized militia activity nominally under the control of a 
politically-affiliated government Minister. (NOTE. The memo 
accurately reflects CPA 91 

under the command structure of the Iraqi Transitional 
Government...except as provided by federal law.\" END NOTE.) 
Nabil\'s comments are symptomatic of growing anxiety over а 
developing armed \"neighborhood watch\" concept promoted by 
several Shia ministers. (NOTE. Minister Jabr has several 
times expressed his opposition to this proposal 

\"neighborhood watches\" as little more than incipient 

militias. END NOTE.) 


7. (C) On 28 August 2005 

met with Minister Jabr and discussed militias. Minister Jabr 
quickly stated that the $60 million estimate was not 
scientifically calculated (although it does equate to the 

monies that are budgeted for the MOI Qualifying Committee -- 
tasked to update accurately the MOI employment rolls -- which 
could be considered a complementary process). The Minister 
mentioned an initial allocation of $9.7 million 

found to be totally inadequate. Minister Jabr agreed that 
success with militia T&R depends on ITG commitment to 
eliminating militia 

that the process must address all militia 

unhappy to be the head of the process 

accused of partisanship by all involved. Minister Jabr 

further said that he would address the TRIC transparency 
issue by fencing the money allotted to MOI for use by TRIC 
alone. After studying militia reintegration in Afghanistan 

and Lebanon 


retary to the СОР Interministerial Commission on Social Issues. Vega is a respected technocrat. He 
appointed former Vice Minister of Economy Fernando Zavala Lombardi to replace Pedro Pablo Kuczy 
y Iraqi constituencies, the Ambassador concluded his evening meeting with Kurdish and Sunni leader 
» Hague Code of Conduct against Ballistic Missile Proliferation (HCOC). End Summary. 2. (SBU) Zh 


sort on Turkish military promotions that were decided at the August 1-4 meeting of the Supreme Milit 


Column 3 

problem integrating individual militia into the Iraqi 

military and police. He intends to spread former militiamen 
throughout the force so they will not be able to interact 

easily with their former comrades. He expressed his concerns 
about how he can be sure people leave the militia and what 
happens if there are more militia members than his budget can 
accommodate. As his closing comment on 28 August 

Jabr said 


8. (C) The suspicions of the TRIC members are rooted in the 
intractability of the militia issue. From the perspective of 

the TRIC 

there is no incentive for Shia militias to entertain 

dissolution. As such 

current Shia-dominated ITG appears - at least to the TRIC - 
to be dubious. Nonetheless 

results cannot be discounted 

the part of the Prime Minister and the Minister of Interior 
should be encouraged with the following considerations: (1) 
The government must be effectively committed to eliminating 
militia groups 

serve to eliminate them and not recast them in some other 
form. We will monitor the actions of the PM and the Minister 
to ensure they remain true to the policy of individual - not 
unit - integration of militia. END COMMENT. 

Khalilzad 
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claiming that the Sunni community 

increase its input 

which he described as a Shia-Kurdish compromise. At the same 
time 

considering withdrawing its ambassador in Iraq due to 

security concerns 

floated by FM Douste-Blazy 

concrete GoF initiative. End summary and comment. 


2. (C) We delivered ref a talking points urging support for 

the Iraqi constitution to MFA contacts August 29 

discussed the issue in more detail with MFA DAS-equivalent 
for Irag/Arabian Gulf Affairs Antoine Sivan and Iraq desk 
officers David Cvach and Bernard Chappedelaine August 30. 
Cvach expressed appreciation for the timeliness of the 
information we provided 

constitution. He explained that the initial GoF response to 
the constitution 

was intended to reaffirm the GoF\'s full support for the 


drew Watson, from NASA\'s Ames Research Center (ARC), to travel to La Coruna, August 19-27, to: 
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political process 

substance of the constitutional text itself. (Note: The 
August 29 MFA statement took note of completion of the 
constitution and described it as a \"milestone towards 
effective restoration of Iraqi sovereignty.. \" Full text is 

in para 8. End note.) While Cvach conceded that the 
constitution contained impressive human rights advances 
particularly in the area of individual liberties 

concluded that the GoF remained concerned over lack of 
support for the text among Iraq\'s Sunni community; this had 
the potential to deepen lraqvs sectarian divide to the 
detriment of the political process and Ігаді territorial 

unity. Cvach added that on other contentious issues 

the distribution of revenues from natural resources 
vagueness of the draft text language could complicate its 
eventual implementation. 


3. (C) MFA DAS-equivalent Sivan was more negative in 
assessing the draft constitution 

Vdemi-fiasco 

Arab community. Sivan complained that 

efforts to widen Sunni participation in the constitutional 

drafting committee 

ShiVa-Kurdish compromise which did nothing to reduce the 
Sunni sense of alienation. Sivan described his remarks as 
personal 

from Iraqi contacts and the French embassy in Baghdad largely 
confirmed his view. Poloff reiterated that the failure of 

some Sunni negotiators to support the document was not 
equivalent to rejection by the entire Sunni community 

Sivan remained unswayed. Cvach asked about reported comments 
from the U.S. ambassador in Iraq suggesting that there was 
still room for edits in the draft constitutional text 

that the GoF would welcome further changes to the draft text 

if they translated into additional Sunni support. 


4. (C) Poloff stressed the urgent need for GoF assistance to 
the IraqWs independent electoral commission (IECI) 

GoF\'s support for Iraqvs political process. Chappedelaine 
said that French support for IECI was being channeled via 
pledged EU contributions towards all three phases of Iraq\'s 
electoral process: the January ballot 

December elections for a permanent government. On other 
French assistance programs 

of 40 Iraqi police officers and magistrates had completed 
training in France in August 

two more tranches of a similar size would undergo training in 
France in coming months. Cvach reported no movement 

in the long-stalled French bilateral offer to train Iraqi 
gendarmes outside Iraq 

for Iraqi follow-up after the visit of an Iraqi MOI 


Schultz under Section 1.4 b/d ------- Summary ------- 1. (C) During his August 11-13 visit to Zimbabv 
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delegation to France in July (ref c). Chappedelaine added 
that the French embassy in Baghdad would revisit the 
bilateral training offer with Iraqi authorities starting next 
week 

before permanent elections at the end of this year. He added 
that the Iraqi preference remained for training inside Iraq 
which crossed French red-lines against sending military 
personnel to Iraq. 

5. (C) Asked about press reports suggesting that France might 
temporarily withdraw its ambassador from Baghdad due to 
security threats 

now in Paris for the annual ambassadorsV conference 

return to Iraq at the end of the week. He stressed that the 
GoF had made no decision to reduce its staff in Baghdad 
which consisted of five diplomats (two handling cooperation 
issues) and about 30 security officers. Cvach added that the 
GOF remained ready to assume the risks of maintaining its 
staff in Iraq 

most dangerous security risk. He said that the French 
embassy staff had been consolidated in two residential 
complexes 

chancery. 


6. (C) Cvach and Chappedelaine also downplayed August 30 
remarks made by FM Douste-Blazy to the ambassadors\' 
conference (septel) 

conference 

could affirm a \"perspective\" towards a foreign troop 
withdrawal and accompany the political process. Cvach 
stressed that Douste-Blazy had added the conference reference 
to the speech himself 

directorate 

seeking clarification from the ministers office. He claimed 
that there was no concrete GoF proposal for a conference 
added that language on a \"perspective\" for a foreign troop 
withdrawal had long been part of French rhetoric on Iraq and 
did not constitute a call for a troop withdrawal date. 


7. (C) Comment: Though pessimism among MFA officials on the 
constitution is at once disappointing and not surprising 

least this negativity is not being reflected in GoF public 
statements 

MFA statement. We will continue to seek details on the 

possible conference proposal 

serious initiative on the part of FM Douste-Blazy. End 

comment. 


8. (U) Text of August 29 MFA statement on presentation of the 
Iraqi constitution: 


Begin text. 


tory of continued calls for UN reform, the Food and Agriculture Organization (FAO) over the past seve 


S, a.i., Егіс T. Schultz under Section 1 .4 b/d ------- Summary ------- 1. (U) The GOZ published a bill tı 
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France has taken note of the completion of the draft Iraqi 
constitution. This is another milestone towards the 
effective restoration of IraqYs sovereignty which is part of 
the political transition process begun in accordance with 
resolution 1546. It is now up to all Iraqis to vote on the 
text in the referendum that will be held on October 15 


France also applauds the efforts of the UN 
Secretary-GeneralVs Special Representative and the United 


SIPDIS 
Nations Assistance Mission in Iraq. 


It calls on the Iraqi authorities to continue and intensify 

their efforts in the context of a real national dialogue so 

as to develop the bases of a consensus on the country\'s 
future around this text and in all components of Iraqi 

society. It renews its urgent appeals to all Iraqis to turn 

away from violence and mobilize to ensure the establishment 
of their new institutions in the best possible conditions. 


End text. 


STAPLETON 
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agreement 

domestically. He explained the GON was looking to link the 
oil industry with the rest of the economy through additional 
local content. Apparently under marching orders from 
President Obasanjo 

issue 

this away.\" 


Kupolokun Fills in Technical Details on NNPC Proposal 


3. (C) During the meeting 

technical details concerning NNPC\'s proposed regulations 
circulated in early August (reftel). NNPC wants the majors 
to deliver 380 

little over half of Nigeria s estimated 700 

demand. While the nameplate (maximum) capacity of Nigeria\'s 
four refineries (Port Harcourt I and II 

is actually 445 

refineries were not working at capacity. (Note: In reality 
the refineries are working at about 50 percent capacity 
would have to sweat and strain to reach production of even 
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380 

month to month 

for maintenance. During the last year 

refineries have fluctuated between twenty to eighty percent 
capacity. The refineries are unable to retain revenues they 
generate to cover operational and routine maintenance 
expenses. Instead 

NNPC headquarters. For example 

Port Harcourt refineries told us he waited 14 months for 
funds to repair the Port Harcourt Il refinery. End note.) 


Kupolokun Offers Olive Branch - 
Payment in Line with International Prices 


4. (C) MD Creeger indicated during the first phase of 
Kupolokun\'s meeting 

Kupolokun for the first time agreed NNPC would pay the going 
rate for the majorsV crude. (Note: The majors singular 
objection to selling their crude to Nigerian refineries 

to building greenfield refineries 

on their refusal to sell into a price-regulated market. End 
note.) Kupolokun assured the MDs he \"would make them whole 
i.e. 

international rate for their crude 

costs. With this assurance 

(excepting AGIP\'s) began to warm to Kupolokun\'s proposal. 


The Other Shoe Drops: Build Refineries 
Take over Downstream 


5. (C) Just as the interlocutors seemed on the verge of 
making progress 

GON\'s true demand. Within the next month 

majors to commit to construct refineries 

responsibility for distribution and sales of petroleum 

products. If they did not play ball 

severe financial penalties in the tens of millions of 

dollars. Kupolokun told the MDVs Nigeria needed to balance 
its domestic consumption and domestic refining capability 
and that all problems in the downstream sector needed to be 
fixed 

MDs for thinking that access to upstream crude was the real 
issue 

production to fill the refineries.\" Instead 

explained refinery maintenance and downstream distribution 
were also serious concerns the majors needed to help the GON 
tackle. 


\"Corporate Social Responsibility doesn\'t Equal 


tings resulted in decisive progress in terms of a concept and schedule for ACOTA peace support ope 
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Refineries\"; Kupolokun Dismisses Protests with a Threat 


6. (C) MD Creeger reported the Total MD then protested 
corporate social responsibility did not require building 
multi-billion refineries (with no hope of a profitable 

return). Kupolokun replied 

take part in the privatization of the parastatal refineries 

and to conclude agreements to build refineries - or you\'ll be 
left exposed.\" The Total MD then argued the proposed 
penalties would cost his firm a post-tax $50 million loss per 
year. (Note: As Total is a relatively small operator 

potential losses to ExxonMobil and Chevron would be much 
higher. End note.) 


Kupolokun Threatens Harsher Action by the National Assembly 


7. (C) Kupolokun also threatened action by the National 
Assembly if the majors comply. He asserted the National 
Assembly was prepared to pass a bill \"within a week" to 
mandate domestic refining. Kupolokun cautioned any bill 
passed by the National Assembly would be harsher than the 
proposed regulations from NNPC. (Note: Kupolokun could be 
right. While the NNPC proposal is very bad 

proposed legislation making the rounds in the Assembly is 
worse. A current National Assembly proposed Petroleum Act 
amendment would mandate the majors to refine half of 
Nigeria\'s crude in country - more than a million barrels a 

day 

capacity. Even Kupolokun considers this bill ill-advised 

and has helped in holding this bill in stasis for several 

months. However 

State Daukoru release the executive branch throttle 
legislature may likely rush the measure towards passage. End 
note.) 


Moving Forward - Meeting to Re-Convene Soon 


8. (C) Kupolokun indicated this week he would send out a 
revised proposed regulations 

feedback. He told the MDs they would re-convene within two 
weeks to reconsider the amended document. 


Comment 


9. (C) Call it what you will 
squeeze on the oil companies. This portends to be a high 
stakes game of which side will back down first. The majors 


y Shia Coalition\'s member parties told PolOff August 18 that he and many of his party were in favor o 


Shia are still divided on electoral issues. On August 18, Minister of Planning Barham Saleh reiterate 
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were deeply concerned with NNPCYs push for them to refine 
some product domestically. This new demand for multi-billion 
outlays for at best 

alarming. The proposal threatens investor rights 

contract sanctity and effective ownership and control of 
private property. The proposed regulations would further 
damage Nigeria\'s investment climate in general 

investment climate in the petroleum sector more specifically. 
There are indications the oil majorsY patience with the GON 
may be thinning. For now 

forces of Nigerian domestic politics 

object of the majors financial logic 

offing. The sides will have to find a meaningful and 
significant course adjustment to avoid a showdown over this 
issue of the refineries. 


10. (U) This cable was cleared by Embassy Abuja. 
BROWNE 
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life 

were also said to value the opportunity to make V'easy money 
sometimes in coordination with drug trafficking 

said. 


4. (U) Speakers noted that organ trafficking participants were 
similarly motivated. Raimundo Pimentel 

representative and the head of its anti-organ trafficking 
center 

earn a donor $10 

due to market incentives. In the United States 

kidney can earn up to $30 

incentive. 


5. (U) Almost every speaker noted that the main problem in 
combating TIP and organ trafficking is a lack of awareness about 
their seriousness and complexity. Pimentel remarked that some of 
those who had sold their organs were not even aware it is 

illegal. Eduardo Pannunzio 

pointed out that many people confuse V'human trafficking V" with 
\"alien smuggling\" and \"prostitution.\" Antonio Rodrigues de 
Freitas Junior 

Paulo and the head of the Justice Department of the Sao Paulo 
state government 

see TIP and organ trafficking through the prism of gender 
equality 

trafficking is not the same as prostitution and that more men 
than women are involved in organ trafficking. 


6. (U) Unfortunately 


e to join PAS Santiago in a request for a speaker on counter-terrorism issues (reftel 01643) for three 


Assembly of the IOCP in Berlin. (Post has faxed the dipnote to WHA/AND and emailed his CV.) 2. (L 


he 15 Uzbeks detained in Kyrgyzstan are recognized as refugees under national law. According to Ri 
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trafficking often are able to avoid punishment due to family 
involvement in the crimes 

for sex and organs 

Dias 

Police in Brasilia 

officers TIP seems \"incipient - the police LIKE prostitutes!\" 
Molina added that some police do not provide assistance to 
victims because they believe \"the girls are used to it" or are 
dismissive of homosexual TIP victims. 


7. (U) Many speakers also faulted the GOB for failing to make 
human trafficking a priority 

recent corruption scandal in Brazil. Pannunzio noted that the 
latest information on the GOBVs website about its anti-TIP 
efforts is six months old 

lack of country-wide and inter-departmental coordination. Molina 
and Karin Kashima of the Center for the Defense of Children and 
Adolescents in Bahia state concentrated on society\'s failure to 
change cultural opinions. Kashima argued that it is Brazilian 
society\'s responsibility to keep children and adolescents from 
being victimized and to provide protection and legal assistance. 


8. (U) At the same time 

international 

Pannunzio argued that the US Government has lead the 
international fight against TIP 

mobilizing 

anti- TIP projects in Brazil. Ricardo Lins of the Pernambucan 
Social Defense Secretary\'s anti-trafficking program noted that 
since 2003 Pernambuco state has created an interinstitutional 
committee for prevention and a code of conduct against people 
trafficking - Lins\'s organization is currently following 80 TIP 
cases. In addition 

collaborating on a book to teach teenagers about the potential 
dangers of being trafficked 

victims to provide assistance. Suely Arruda of the Pernambuco 
Legal Medical Institute (coronerVs office) described her 
officeVs efforts to educate and provide supplies to hospitals 

for the proper identification of newborn babies 

avoid false adoptions or baby smuggling. From just 2 
identifications completed in 2003 

2004 and is on track to achieve a similar figure this year. With 
regard to organ trafficking 

state carried out the first convictions in the world for a case 
that involved the participation of 

translator 

received an 11-year sentence with no possibility of parole and a 
fine for his participation in the crime. The others 

Brazilians 


9. (SBU) Comment: ILADH is run by Analia Ribeiro 


International Organizations within the Ministry of Foreign Affairs. Peralta said he would pass along οἱ 
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official under the Cardoso administration and an active anti-TIP 
advocate. The conference\'s focus on state TIP and organ 
trafficking programs and disregard for GOB programs was expected 
and did not adequately consider many positive GOB developments 
to combat TIP 

launching nationwide TIP awareness campaigns. Pannunzio\'s 
observation that it is difficult to distinguish between \"people 
trafficking 

the most important thoughts at the conference 

professionals themselves confused the topics - particularly with 
regard to the comments about the police (see paragraph six). As 
both he and Kashima noted 

trafficking are really a question of liberty 

the asymmetry of the power relationship between the victim and 
the trafficker will be key to acknowledging the crimes in their 

own right. However 

trafficked is akin to \"feeling for weeks or months on end the 
dehumanization that one feels when confronting an immigration 
officer" seemed way off mark and discredited somewhat what was 
otherwise an excellent presentation. End comment. 


10. (U) This cable was coordinated with Embassy Brasilia. 
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irregularities associated with its passage in Congress. Maya 
is regarded as a legal heavyweight whose opinion could be 
persuasive for some magistrates. We understand that the 
Court has sided with the IG\'s recommendation in roughly 90 
percent of the cases it has heard since its inception in 1991. 


5. (C) In addition to potential up/down rulings 

additional scenarios are possible. First 

might rule in favor of reelection 

was the case in Colombia from the late 1800s until the 1991 
Constitution. Second 

Alfonso Clavijo has told us that the Court is considering 
striking a clause (the transition paragraph") that states 
that the current President or any former President may be 
elected to an additional term. The clause in question was 
added in the sixth round of voting (Senate plenary). 
Colombian law states that any significant modifications of 
legislation by either plenary must first be re-reviewed and 


2 Canadian Ambassadors hosted a meeting on August 11 for representatives of international mining « 
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re-voted by the relative committee. In this case 
did not occur. According to Clavijo 

annulled 

Presidents and Uribe could not benefit from it. 


6. (C) The Court could be influenced by Uribe\'s high 
approval ratings. Uribe continues to maintain 70 percent 
approval 

favoring his reelection. The majority of our political 
contacts argue reelection will stand and Uribe will be able 
to run in 2006. The argument they use is along the lines of 
“по magistrate wants to be on the wrong side of public 
opinion.\" Pro-Uribe actors are arguing that Congressional 
debate was lengthy and detailed by any standard. 


7. (C) Uribe\'s early August appointment of former President 
Andres Pastrana -- a declared opponent of reelection -- as 
Ambassador to the U.S. might carry weight with some 
magistrates. Senior Conservative Party members 

Senators Luis Humberto Gomez Gallo 

Carrizosa 

Pastrana loyalists. While these contacts have not indicated 
first hand knowledge of a quid pro quo on supporting 
reelection 

lobby the Court in favor of reelection. 


8. (C) On the other hand 

magistrates (who serve staggered eight year terms) have 
high-level political ambitions. As such 

necessarily concerned with a negative public reaction to a 
potential ruling against reelection. Colombia\'s high courts 
(Constitutional 

perceived to be biased towards the Officialist Liberal Party 
an organization that strongly resists reelection (for obvious 
political reasons 

2006). In particular 

President Cesar Gaviria -- a leading opponent of reelection 
-- appears to have several loyalists on the Court 

Court President Manuel Jose Cepeda. The intent of the 
framers of the 1991 Constitution was strongly 
anti-reelection 

continue to argue in favor of the spirit of the 1991 
Constituent Assembly. 
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9. (C) President Cepeda told us recently that the Court 

would try to issue its ruling prior to its mid-November 

deadline because magistrates understood the importance of the 
matter for Colombia. Cepeda\'s explanation of the procedural 
requirements and deadlines that must be met prior to issuing 
an opinion suggest that the Court could rule in late October. 
WOOD 


39574 

Islam and democracy; and d) provisions about the ownership 
of future discoveries of oil or natural gas must be better 
explained. 


6. (C) Mashadani stated that if these four elements could be 
addressed 

Iraqi Islamic Party 

and Sunni People\'s Conference leader Adnan Dulaimi. The 
Ambassador proposed that Mashadani put these points in a 
letter signed by the Group of 15 

National Dialogue Council 

Constitution if these changes are made. If they agreed to 
support the text with such changes 

would consider what could be done. He urged Mashadani to act 
quickly 

supporters of the constitution gather into one group that 
would speak publicly together. He proposed that President 
Talibani could host an event 

Kurdistan to visit Barzani to talk about the needed changes 
to the text. 


7. (SBU) Mashadani also stressed the need for a campaign to 
bring mainstream Sunni nationalists (vice Baathists) on board 
with the new constitution. He proposed that Iraqi leaders 
tour major Arab countries like Jordan 

Arabia to explain the draft constitution. Mashadani also 
asked for U.S. pressure on the Emir of Qatar to stop 
financing Shaykh Harith Al-Dhari\'s Muslim Ulema Council. 
(Comment: We defer to our colleagues in Doha about the 
possible relationship between the Qataris and the hard-line 
Ulema Council here. End Comment.) 

Khalilzad 
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definitely vote against it\"; Ambassador responded that the 
democratic process is all about giving individuals the right 

to express their opinions in a meaningful peaceful manner. 


e Syrian-Lebanese border to MFA Under Secretary Yousif Mahmood. Mahmood acknowledged that . 
ssador Abdullah Al-Murad. Commenting that Kuwait was home to hundreds of thousands of people 1 
WAIT 942 Classified By: Ambassador Richard LeBaron for reasons 1.4 (b) and (d) 1. (SBU) Amba 
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He urged Dulaimi to study the text and its compromises 
carefully and to withhold judgment until the final text is 
out. 


4. (C) Citing security problems hampering voter registration 

in some provinces 

registration throughout the country. He emphasized his 

efforts to encourage Sunnis to vote and suggested that such 
an extension would be a welcome gesture of goodwill. Dulaimi 
said that the Sunni community positively received the recent 
American release of 1 

releases 

Ambassador stated that more detainees would be released and 
agreed to look into the possibility of the requested 

extension. 

Khalilzad 
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three-magistrate appeals court in Tegucigalpa that is 
considering the Public Ministry\'s appeal to revoke bail for 
Romero. Judge Ruiz 

requested the meeting. Ruiz brought the Embassy a copy of 
the Romero case papers 

case with EmbOffs 

on the part of the prosecutor (the actual paperwork was filed 
by a prosecutor under Special Prosecutor for Organized Crime 
Doris Aguilar). Ruiz noted that with the May 6 order by 
Judge Eduard Navarro 

abuse of authority 

(which included alien smuggling). The prosecution could 
have 

have the grounds for the jailing expanded to cover the other 
two charges. That set the stage for RomeroVs successful 
request for bail in August. Ruiz noted that similar cases of 
alleged abuse of authority by former senior GOH officials 
have repeatealy resulted in house arrest or bail being 
granted 

difficult charge to make stick against GOH officials. (Note: 
This tracks with what Post has seen over the last couple of 
years. End Note.) 


6. (C) Ruiz said Supreme Court President Vilma Morales had 
instructed the appeals court to uphold the judge\'s ruling 
granting bail 

prosecution\'s appeal. Ruiz said that 

for revoking bail due to the fact that Romero was still 
capable of interfering in the case (as evidenced by his legal 


Ambassador delivered ref A demarche August 20 to Ministry of Foreign Affairs Acting Under Secretar 


Column 3 

complaint) and was a possible flight risk 

appeals court colleagues would be prepared to do the same 
unless instructed to by Morales. Ruiz said a decision could 
be made as early as August 31. When asked if Morales 
motivation was defending the independence of the judicial 
branch 

Morales was not corrupt and was defending judicial 
independence 

believed that Supreme Court Justice Nicholas Garcia Sorto 
close to Morales 

Inspectorate was not functioning 

which meant that only limited administrative sanctions were 
possible 


7. (C) Ruiz said that the best tactic was for the Special 
Prosecutor to file additional charges against Romero and seek 
to have his bail revoked and have him jailed on those 

charges. Charge subsequently on August 31 asked USAID 
consultant Robert Selk 

in Honduras on a previously-scheduled consultantcy at the 
Public Ministry 

see if he can provide any technical assistance on the Romero 
case. 


8. (С) With regard to Romero\'s legal complaint against the 
Embassy 

constituted a very poor legal strategy that would fail. Ruiz 
later sent the Embassy a complete copy of the complaint. 


Two Immigration Officials Arrested in La Ceiba 


9. (C) Two Immigration employees at the La Ceiba Airport were 
fired August 29 by Vice Minister of Government Luis Suazo; 
they are currently under arrest. VM Suazo went personally to 
La Ceiba to terminate their employment. According to a 
reliable source 

immigration inspectors were charging an extra tax to 
passengers leaving the airport. Investigators caught both in 
their offices 

was unaccounted for. ltis alleged by Embassy sources that 
part of this money was being kicked back to VM Suazo; GOH 
investigators and prosecutors will investigate this 

allegation. GOH authorities have also found two Honduran 
passports that looked to have been duplicated. Ironically 
Minister of Government and Justice Jose Roberto Pacheco Reyes 
told EmbOffs in an August 24 meeting that VM Suazo was one 
person EmboOffs could trust on Immigration issues. 


Political Ramifications for National Party 


Tantawi confirmed that he planned to accept an invitation from the U.S. Secretary of Defense to visit 
45 Е. MUSCAT 1277 Per ref A, the following is updated information to supplement our 2004 апа 


\C was chaired by the Ambassador and members in attendance were, DCM, POLE, POLM, RSO, CC 


iman Awad, stressing the importance of assisting Iraq with its battle to confront the insurgency mover 
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10. (C) National Party candidate for mayor of Tegucigalpa 
Ricardo Alvarez 

PolChief August 27 to discuss the Romero case. Alvarez said 
that he had met with Romero\'s brother to ask that Romero 
withdraw his name as a city council candidate on Alvarez\'s 
ticket. Alvarez said Romero\'s brother said Romero was not 
prepared to do so. Alvarez claimed 

that he had no knowledge of Romero\'s allegedly corrupt 
activities. National Party officials continue to be nervous 
about the potential impact of the ongoing scandal on the 
close presidential race. 


Three Ring Circus of a Scandal Continues 


11. (C) Comment: In a scandal with daily developments 
Romero\'s legal complaint appears to have had the desired 
effect of diverting attention from his case. Post now 

believes it is likely that Romero\'s bail will not be revoked. 

The best hope appears to be bolstered charges by the Special 
Prosecutor for Organized Crime. Post is convening a meeting 
September 1 of relevant Embassy sections to discuss any steps 
required to address the complaint against the Embassy. At 

this point 

poses little threat and could be counterproductive to 

Romero\'s defense. Ruiz stated that the Embassy is completely 
protected by diplomatic immunity and that his judicial 
colleagues would frown on this obvious ploy to divert 

attention from the charges against Romero. End Comment. 
Williard 
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Classified By: Ambassador Kevin Moley; reasons 1.4 (b) and (d) 


1. (C) Summary: In a meeting with Ambassador Moley 
PermRep Blaise Godet described planning for the Sept 12-13 
informal consultations on an additional emblem. Godet 
touched on his outreach plans prior to the consultations 

Swiss thinking on the structure of the consultations 

possible outcomes/next steps and provided a draft information 
note. While reflecting the same determined attitude that 
Swiss State Secretary Ambuhl has in recent conversations with 
Under-Secretary Dobriansky 

plan BV" if the Sept 12-13 consultations do not go smoothly 
not ruling out either a second set of consultations or an 
extension of time beyond October. He also said Israel must 


August 2, 2005. On August 19, Panckhurst responded to confirm that New Zealand can support the 
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consider how to address Arab requests for some clarity on the 
issue of where MDA will operate. End Summary. 


2. (C) Swiss PermRep Blaise Godet requested a meeting with 
Ambassador Moley August 30 

move into the last two weeks of preparation for the Sept 

12-13 informal consultations on an additional emblem for the 
Red Cross/Crescent movement. Godet was accompanied by Swiss 
Ambassador-at-large on the Emblem Didier Pfirter. Moley was 
joined by DCM Lynn Cassel and RMA Counselor Piper Campbell. 
Godet described his outreach plans prior to the 

consultations. In addition to meeting with us 

scheduled to meet August 30 with UK Permrep Thorne. Godet 
said he would try to persuade the UK that the emblem issue 

(and the Geneva Conventions generally) do not fall within the 
area of EU competence. Countries should make individual 
statements. Godet understood the UK would not stand in the 
way of this 

EU member states were arguing for a coordinated position. 


3. (C) Godet also planned to meet the Israeli Ambassador 
August 30. Godet said he would try to dissuade the Israeli 
Ambassador from asking for a separate speaking role for the 
Chairman of the MDA. Israel 

include a rep of the national society in the delegation; 
however 

\"counterproductive.\" He also said Israel must consider what 
can be done to address Arab requests for some clarity on the 
issue of where MDA will operate. According to Didier 

Pfirter 

be discussed in a September 4 meeting of the two national 
societies -- in addition to a meeting under the auspices of 

Dr. Al-Hadid of the Jordanian Red Crescent which we had 
understood was planned for late September in Geneva. 
Counselor Campbell commented that our approach all-along has 
been to push for the emblem as a humanitarian issue and to 
try to separate the discussion from political developments. 
She argued for maintaining the practical approach of leaving 
it primarily to the two national societies to work out their 
operational cooperation 

states. Another issue which the Israelis should expect to 
come up during the consultations is the wall 

Godet. As the Chair 

but there was a limit to how much he could steer the 
proceedings. 


4. (C) Godet mentioned Malaysia 

Palestinians as the entities most likely to vociferously 
oppose moving forward during the consultations. The Swiss 
informal tally is 40 \"yes\" 

consensus.V Key to maintaining momentum is keeping any 
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country from speaking on behalf of the OIC block. 


5. (C) Godet provided a draft information note (reproduced 

in para 6 below) which will be sent out to Geneva missions 

this week. He said he would open the session 

introductory remarks by Standing Commission Chair Al-Hadid. 
There would then be a period of general debate. At the end 
the Chair would make his own summary 

input on phrasing from the room. ICRC President Kellenberger 
-- who has been one of the strongest advocates for moving 
forward now -- would not have a planned speaking role but 
would be held in reserve. While Godet affirmed that he would 
proactively lead the discussions and hope for a positive 
outcome 

if the Sept 12-13 consultations do not go smoothly. He did 

not rule out either a second set of consultations or an 
extension of the calendar beyond October 27-28 -- but he also 
emphasized Swiss recognition that leaking any thinking along 
these lines would sabotage all hopes for progress in early 
September. Godet added that Swiss FM Calmy-Rey planned to 
make emblem diplomacy a core focus of her many meetings in 
New York in the margins of the UN High Level segment. 


6. (SBU) DRAFT SWISS INFO NOTE 


The Swiss Mission has the honour to refer to the general note 
regarding the issue of an additional Emblem for the Geneva 
Conventions which it circulated to Geneva Missions on July 27 
and the invitation to informal discussions on the modalities 

of a Diplomatic Conference contained therein. 


As announced in that note 

place at the International Labour Office building 

des Morillons 

12 September. It is suggested that State Parties participate 

at the level of their Permanent Representative to 

International Organisations in Geneva. The discussions will 
be chaired by the Permanent Representative of Switzerland to 
International Organisations in Geneva 

Godet. 


Firstly 
technical information: 


- The meeting will take place in the V'Salle du Conseil" 
of the International Labour Office building 
and 3pm to 6pm. 


- Delegates with a driver may use the entrance. Delegates 
who need to park their 
car may do so in and use entrance 
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- Delegates will be required to exchange their ID against 
a Day-Pass at the entry of the ILO. To this effect it is 
suggested 

their national passport. 


- Delegates will be able to eat lunch at the ILO 
restaurant 


- As the meeting is one of informal discussions outside 

the framework of the United 

Nations 

only (this is without 

prejudice to the translation during the Diplomatic Conference 
which will be provided in 

all six UN languages in accordance with established practice). 


- For organisational reasons 

to request Missions to kindly 

reply with the attached form as to who will participate in 
the discussions. 


Several Missions have enquired about the subject(s) of the 
discussion and an agenda. The Depositary has in the above 
mentioned note circumscribed the subject of the discussions 
as V'modalities of the Conference V 

there is virtually no opposition to the adoption of the 
additional Protocol in principle. Swiss Embassies have 
explained in capitals that the Depositary understands the 
term \"modalities\" in a broad sense 

conditions and circumstances 

necessity of a Preparatory meeting. 


Given this concept 
constrain the discussion with a very 
precise agenda 


1. Introduction by the Chair of the discussions and the 
President of the Standing 

Commission of the Red Cross and Red Crescent 
Movement 
2. General Debate (3 minutes per delegation) 
3. Follow up 


Bearing in mind that the subject of the discussion is a 
Diplomatic Conference on the Adoption of an Additional 
Protocol to the Geneva Conventions 

outside the framework of the United Nations 

would like to encourage States Parties to make individual 
rather that group Statements as is customary in treaty 
making. The Depositary appeals to all Parties to participate 


а reftel demarche to MFA Acting Under Secretary Tariq Ahmed AI Haidan, and requested UAEG\'s in 
Petrochemical Development Corporation (CPDC), already facing soil and groundwater pollution prob 
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in the process with a sense of cooperation and mutual 
understanding commensurate with the nature and purpose of the 
humanitarian Red Cross and Red Crescent Movement. 


End Text. 
Moley 
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Sabah 

B. VAsk Washington and No One Else\" (Az-Zaman 

C. “Our Constitution and the Arabs" (Al-Sabah 

D. \"The Liberation of Iraq's Sunnis\" (Asharq al-Awsat 
E. VSuccessful Bet" (Al-Adala 

F. "Welcome Is Not Enough" (Al-Bayyan 


A. V' The National Assembly Bypasses its Dissolution\" 
(Al-Sabah (Iraqi Media Network 

page-two editorial by Adel Abdullah about the National 
Assembly\'s endorsement of the draft constitution) 


V'There are some groups that have disputes with the drafting 
of the constitution and which are trying to dissolve the 
National Assembly. This option may be the result of the 
failure of the constitutional committee to reach harmony on 
the constitution. But 

reasons and interests behind these attempts are. The Kurds 
generally will not be affected if the National Assembly were 
to be dissolved. Sunni Arabs do not care about that issue 
because they do not have enough representation in the 
National Assembly. Regarding American interests 

has two goals in Iraq. The first goal is connected with 
American strategic interest and this was achieved through 
the occupation of Iraq. On the other hand 

still remains unaccomplished because it was connected to the 
search for WMD and establishing democracy in Iraq. Whether 
or not the second goal is achieved the U.S. has nothing to 
lose. As a result 

National Assembly will be the United Shiite Alliance and its 
current government. Only Shiite political parties that 
participated in this government will suffer from the 

bitterness of this loss. In fact 

waste to prevent the dissolution of the national assembly 
because the groups that are working to achieve this may 
succeed. Therefore 

harmony among all these groups. Otherwise 

of the National Assembly means that all great efforts to 


response to the International Federation of Red Cross and Red Crescent Societies! emergency appe 
ETTER August 19 2005 ISSUE 1. Summary. Each week, AmEmbassy Pretoria publishes an 
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build new Iraq will be demolished. The UIAVs (United Iraqi 
Alliance) government must work now with some of those groups 
in order to develop a new strategy to prevent the 

dissolution of the National Assembly in case the 

constitution is rejected in the referendum." 


VAsk Washington and No One Else" 
(Az-Zaman (independent and anti-coalition) published this 
back-page editorial by Fateh Abdul Salam) 


VPresident Bush addressed U.S. soldiers in Iraq and told 
them that they have to endure more sacrifices in Iraq. He 
gave this speech two days ago and this statement shows that 
he continues to offer the same policy in Iraq regardless of 

the continued bloodshed of American soldiers. At the same 
time 

politicians for not paying attention to the dangers of the 
security situation in Iraq. Before that 

intervened to save the Iraqi constitution draft. However 
seems that the results do not correspond with the plan to 
accomplish the American mission in Iraq. Why does Washington 
feel embarrassed and worried? Does it think that casualties 
аге not high? Has Washington discovered that Iraqi officials 
are ignorant about their country\'s future? Has Iraq\'s future 
become unclear for Iraqi and Americans too? Does the 
decision to withdraw require suitable timing to announce? | 
think that the Americans are better than Iraqi officials in 
describing situations in the country because they are 
deployed throughout Iraq and they do not live inside the 
Green Zone like Iraqi officials. What will happen to the 
constitutional process and what is the result of it? If you 

want to know you better ask Washington because it has a true 
understanding of the Iraqi scene. Do not ask Iraqi officials 
because they are ignorant and they do not have an accurate 
analysis of lraqvs reality. V" 


“Ош Constitution and the Arabs" 
(Al-Sabah (Iraqi Media Network 
page-three editorial by Sattar Jabar) 


VAmr Musa threatens 

sends car bombs 

power in Iraq 

uprising against Iraqis who drafted their constitution with 
their own blood. Those groups described our constitution as 
the American constitution despite the fact that most of them 
did not even have a look at it. We did not see any of our 
Arab brothers congratulate us for completing the draft of 
our constitution. They did not say this constitution 
represents all Iraqis. In fact 

drafting of this constitution. But 


umes at lower prices and mask variances among RMG sectors. 2. The value of knit RMG exports ir 
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come and freedom has a very expensive cost that we must pay 
in order to end the era of dictatorship in Iraq. Arabs have 
sold their honor and dignity in order to be friends with 
Washington and Israel. On the other hand 

friends voluntarily because we wanted a friend that could 
help us cure our chronic diseases. It is an honor to 

befriend anyone who helps our country and we reject anyone 
who wants to steal our wealth and make our lands a 
battleground. Today 

landlords of the Middle East because they refused 
dictatorship. Our constitution does not contain any further 
tyrannical principles of the BaVath Party because it is a 
constitution of free but poor people 

throughout an Islamic world that is still suffering from 
dictatorship and tyranny.\" 


\"The Liberation of Iraq\'s Sunnis\" 

(Asharq al-Awsat (independent 

published a page-eight editorial by Ahmad Al-RubVee on Sunni 
Arabs in Iraq) 


VWe regret that a small group in Iraq succeeded in 
kidnapping Sunnis Arabs and speaking in their names. This 
has lead to difficulties and the country will pay a high 

price for them. We truly regret that in some of those Sunni 
regions 

photos 

worked against criminalizing the former BaVath Party. 


We feel sorry that they now have a spokesperson who speaks 
for them but claims that he represent all Sunnis (the 

educated 

members). 


We feel sorry that it\'s the extremists who occupy most of 

the Sunni mosques and that they make efforts to turn their 
Friday's prayers into provocative calls to violence. Those 

who claim that they are representing the Sunnis are 

deceiving us; they are talking against the occupation force 

but they are encouraging violence against Iraqis. They talk 
about federalism as if it will divide Iraq but they are 

confused about the differences between democratic federalism 
and sectarianism federalism which would divide lraq;s 

regions according to ethnicities. 

The real Sunni representatives should raise their voices; 

they must not allow others to scare Sunnis or to mislead 

them about the coming referendum process as they did before 
when they called for a boycott of the election process and 
deprived their fellow Sunnis from having enough 
representatives in the parliament. Those Sunni minorities 

are responsible for diluting the political equation here in 


ON, EINV, EFIN, PREL, PA SUBJECT: PARAGUAY: EXPROPRIATION CASE A SETBACK FOR BU: 
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Iraq. They speak in the name of democracy and freedom but 
they want to take us back to the dictatorial past and they 

are now the echo of terrorism.\" 


V'Successful Вей" 
(Al-Adala (affiliated with SCIRI) published a page-four 
editorial by Dr. Ali Khalif about the constitution) 


\"Although some people have reservations about some articles 
in the draft constitution 

factor for the success of the constitutional process 

because it is impossible to satisfy everyone in a country 

like Iraq that has different sects. It is necessary to 

ensure Iraqi groups 

unjustly 

be accomplished through a permanent constitution that 
preserves all IragisV rights. 


The moribund Ba\'ath Party followers who demonstrated 
carrying the tyrantVs picture as a symbol of the rejection 

of the draft constitution 

feelings and memories of the mass grave victims. We are not 
against the democratic tradition of freedom of opinion 

we do not hurt others\' feelings by raising picture of a 

criminal who is waiting for punishment of justice. 


This historical accomplishment 

constitution 

reflection and it will be presented to the people for a 

vote. The progressive wheel is moving forward will not be 
stopped by terrorists because these great Iraqi people who 
defeated the terrorists on election day will defeat them 
again on referendum day. V 


“Welcome Is Not Enough!" 

(Al-Bayyan (affiliated with the Islamic Al-Dawa Party) 
published a page-four editorial by Zainab Al-Khafaji about 
the worlds welcoming of the ratification of the Iraqi draft 
constitution) 


V After approving the draft constitution the international 
community expressed its welcoming of this step as an 
important Iraqi accomplishment. By all measures the 
international efforts does not fits Iraq s need of more 
support to enhancing democracy. 


International organizations should perform their duties 

toward this humanitarian experience 

and support because words are not enough for this democratic 
change happening in Iraq. 


зг said that although there have been no cases of avian flu outbreak in Bangladesh, the government i 
› to MFA Cabinet staff member Alaa Hadidi, stressing the importance of continued GOE pressure on 
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Iraq has many issues: the deterioration of security due to 
terrorist attacks 

services 

unsettled 

Iraqis. These and other issues need international help and 
hard work 


Khalilzad 
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(Slave) Mutlag Al-Jaboori 

(Irag4all 

B. VSunni Arab Representatives and Legitimacy\" (Al-Anbar 
8/30) 

C. WA Constitution or a Political Platform" (An-Nahrain 
8/30) 


A. \"Positions Worthy of Support: Case Studies of Abid 
(Slave) Mutlag Al-Jaboori 

(Editorial by Samir Ubaid 

(http://iraq4all.org) 


VReal men rise to the occasion during difficult times and 
crises while half-men are known by their style of 

confrontation. This period is presenting us with examples of 
half-men who have reached a state where they are demanding 
the division of the country and its wealth according to a 

basis the world has not heard before. 


President Bush\'s representative - Khalilzad - says the 
constitution is a unique example in the region. And we say 
yes 

the region that will divide Iraqvs land 

create conflicting states and protectorates 

Zionist leaders have called for hundreds of years ago-it\'s 
on the verge of realization in Iraq. 


Here we have half-men struggling among themselves to be the 
ones to carry the plate that holds the head of Iraq to be 
presented to Bush 


But Iraq is a land that gives birth to the great and 


| reply to reftel B request for information on Chinese activities septel. 2. (C) El Salvador is one of the 
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courageous 

these half-men will be eliminated with their masters 
IraqVs wealth will be the flare that burns them and their 
descending generations. 


So take your stand in the face of President Bush 

and Sharon\'s constitution and say Y No!" to bring down the 
mutant document and those who wrote it 

weren\'t restricted in their positions by their posts 

as (Salih Al-Mutlag 

the post 

man of national principles 

constitutional expert and Minister of Women\'s Affairs 
Al-Hardan 

Najafi 

statement rejecting dangerous elements in the coming 
constitution 

National Assembly members and anti-occupation organizations 
including the Sadr Movement 

Association 

Dialogue Council 

and other parties and movements throughout Iraq. 


Don\'t dither over secondary issues 
unified Iraq which encompasses all Arabs 
Muslims 


We hail the honorable people for whom this article was 
meant 

courageously 

a more civilized and moderate document free of occupation." 


B. VSunni Arab Representatives and Legitimacy\" 
(Editorial by Ali Al-Nadawi 
anbar.com) 


\"Not a day seems to pass without a Sunni representative 
talking about the constitution and attacking the elected 
National Assembly and its designated constitutional 
committee accusing them of illegitimacy. 


Yesterday | was watching Al-HurraVs coverage of the 
constitution when a heavily bearded man appeared before a 
crowd of journalists saying Sunni representatives have 
rejected the draft and that it is illegitimate. 

| personally have many reservations about the draft and hope 
it will not be approved 

in motion 

Sunni who this man is supposed to represent 

or heard his name. 


31C), to deliver reftel talking points. Faquira stated that the GRM was interested in seeing the consult: 
JOIC), to deliver reftel talking points and non-paper. Faquira stated his office was unaware of the upc 
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By his appearance he is a Wahhabi 
objection 

represent the majority of IraqVs Sunnis? 


When the “Sunni representatives\" or \"the excluded powers 
though | support neither descriptions - rejected the 
constitution 

consider important except for the notion of federalism which 
might incite some fears due to the muted interpretation of 
the concept presented by \"Sunni representatives.\" 


Iraqi Sunnis 

less about the Ba\'ath Party as long as no innocent people 
are punished 

for legislation 

Shiites) could never agree upon a unified Islamic law which 
if realized 

crises. 


The government made a mistake by choosing these members. We 
have seen how the majority of voters in Fallujah and other 

areas voted for AllawiVs list dismissing any sectarian 
considerations. Iraq\'s future is related to the manner 

through which Iraqi Sunnis will deal with the constitution 

and elections 

the constitution 

position towards the draft. V 


C. WA Constitution or a Political Platform" 
(Editorial by Jafar Al-Husaini 
Website (http://www.nahrain.com/) 


\"Unfortunately 

Iraqis waited for was written in the mindset of the moment 
and as such it\'s closer to a political platform than a 
constitution. 


A constitutional lay person would usually recommend the 
inclusion of a few principles and a lot of rules. More 
important than principles though are the mechanisms that 
implement these rules and maintain them. 


The problem 

experiencing 

Lawmakers were busy with slogans imbedded in the 
constitution and concentrated on them more than the rules 
themselves. 


From the beginning the Kurds insisted on the right of self 
determination and they treated it like an entitlement that 
couldn\'t be touched. Such an issue doesn't need an article 


1 in August 2004, using USD 2.5 million in ОРІС funds.? A Zimbabwean claimant had for several year 
zal Secretariat, provided seven-years\' of budget data to the MCC in response to reftels. Emboffs мһс 
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in the constitution because when they will decided on self 
determination or "separation 

there is no need for a constitutional article. Any group or 
people in the world don\'t need permission from others when 
they decide on their self determination. 


Sunnis Arab have insisted that Iraq is a part of the Arab 
nation 

constitutional law or article to prevent anyone from voting 
on unity. The other example | will recite from a Shiite who 
insisted on rooting out BaVathists. This is a case that 
should be settled over the next two years by referring 
former regime criminals to justice without mercy or delay 
while for others who were forced to join the party 

thing it\'s appropriate to call them BaVathists. 


It would have been better for lawmakers to benefit from the 
1925 and 1958 constitutions since both of them were free 
from slogans and included only the laws to define 
authorities. In any case 

needs a miracle in order not to be rejected by three 
governorates 

because there is a real crisis in trust among Iraqis today. V 
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INDUSTRY BIENNIAL EXHIBITION IN CHRISTCHURCH 

IN 2006. THIS IS NEW ZEALAND\'S LEADING URBAN ART EXHIBITION 
FOR PUBLIC SPACES 


4. PROGRAM DESCRIPTION. 

FOR DEBORAH MCCORMICK: AN OVERVIEW OF CONTEMPORARY AR” 
THE UNITED STATES WITH A FOCUS ON URBAN ART FOR PUBLIC 
(INDOOR AND OUTDOOR) SPACES. INTRODUCTION TO ARTISTS FOR 1 
PURPOSE OF EXCHANGE PROGRAMS AND THE PURCHASE AND/OR 
PRESENTATION OF AMERICAN ART IN NEW ZEALAND. 


FOR ADRIENNE STEWART: OVERVIEW OF THE GOVERNANCE OF 
SUCCESSFUL ARTS ORGANIZATIONS IN THE UNITED STATES WITH 
INTRODUCTIONS TO COUNTERPARTS. 


5. THE PROGRAM DATES REQUEST IS FOR EIGHT DAYS FOR DEBORAI 
MCCORMICK: OCTOBER 11-14 AND 17-20 
ADRIENNE STEWART OCTOBER 11-14 AND 17-18. 


6. START FIXED-FORMAT TEXT (PLEASE DO NOT EDIT): 
: The following data is in a fixed format which enables 

: automated processing in Washington and should not be 

: edited except by means of the Post-EVDB software. 
EXPORT-SOURCE: POST-EVDB 
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VERSION: 3.0.7 

POST-EMAIL: benger@state.gov 
TRANSMITTING-POST: PAS Wellington 
TRANSMITTING-POST-ID: 4005 

EXPORT-TYPE: BIO DATA 

START NOMINATION: 

ECA-OFFICE: E/VRF 

PROG-AGENCY-NAME: 

POST-PROJ-ID: 126 

ECA-PROJ-NO: 

PROJ-NAME: Art and Industry Stewart and McCormick 
START MEMO PROJ-DESC: 

A project for two visitors: to gain an understanding of 
American contemporary art in public spaces: to meet with 
contemporary public space artists and study the governance 
and management of arts institutions and organizations. 
END MEMO PROJ-DESC: 

PROJ-TYPE: Individuals Traveling Together 
PROG-TYPE: Voluntary Visitor 

FY: 2005 

DEPART-POST: 10/09/2005 

SESSION-DATE: 10/11/2005 

RETURN-POST: 10/21/2005 

NO-OF-PART: 2 

RANK-ORDER: 1 

START MEMO POST-OBJ: 

For Deborah McCormick: 

Overview of contemporary art in the United States with a 
focus on urban art for public ( indoor and outdoor) spaces. 
Introduction to artists for the purpose of exchange programs 
and the presentation of American art in New Zealand. 

For Adrienne Stewart: 

Overview of the governance of successful arts organizations 
in the United States with introductions to counterparts. 


END MEMO POST-OBJ: 

START MEMO POST-RCMD: 

For Deborah McCormick: 

Meetings with contemporary art specialists and institutions. 
Meetings with counterpart exhibition directors who manage 
public / urban art exhibits and installations. 

For Adrienne Stewart: 

Meetings and experiences with counterparts who are trustees 
and governors of successful arts organizations: for example 
symphony orchestras 

organizations such as welfare or education agencies. 
Secondary requirement - to meet dance festival producers. 
END MEMO POST-RCMD: 

ECA-OFFICE-ID: 1041 
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PROG-AGENCY-ID: 

PROJ-TYPE-ID: ITT 

PROG-TYPE-ID: 30 
NOMINATING-POST-ID: 4005 
FUNDING-CNTRY-ID: 

STATUS: N 

ORIGINATOR: P 

SUBJ-DISC: Arts & Culture 

START BIO: 

PREFIX: Ms. 

F-NAME: Deborah 

M-NAME: Jean 

L-NAME: McCormick 

SUFFIX: 

POSITION-CODE: 0 

PRINCIPAL?: Yes 

GENDER: F 

DOB: 09/13/1974 

MAR-STAT: S 

BIRTH-CITY: Darfield 

BIRTH-CNTRY: New Zealand 
CITIZ-CNTRY: New Zealand 
RES-CNTRY: New Zealand 

START MEMO POSITION: 

Director 

END MEMO POSITION: 

START MEMO OTHER-POSITIONS: 
Director 

Art Consultant to Christchurch City Council 
Trustee of the Arts Centre in Christchurch and John Britten 
Reserve 

Member of Christchurch - Adelaide Sister City Committee 
END MEMO OTHER-POSITIONS: 
START MEMO PREV-POSITIONS: 

Art Consultant to Orion New Zealand Ltd 2001 
END MEMO PREV-POSITIONS: 

START MEMO US-TRAVEL: 


END MEMO US-TRAVEL: 
START MEMO OTHER-TRAVEL: 
2001 Singapore 

2003 Hong Kong 

2004 Adelaide Australia 

END MEMO OTHER-TRAVEL: 
START MEMO EDUCATION: 
Batchelor of Fine Arts 

Fine Arts 

END MEMO EDUCATION: 
START MEMO MEMBERSHIPS: 


END MEMO MEMBERSHIPS: 


зіп the field of highway safety. The trip allowed a dialogue between major players within the industry. 


es, the Labor Inspectorate can provide work permits to children under the age of 14, although the pre 
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START MEMO PUBLICATIONS: 

Introductions/Forewords for the 3 SCAPE Art and Industry 
Urban Arts Biennial Catalogues 2000 

Procedures for Artworks in Public Places 

Council. 3 Policy Volumes 2003/2004 

END MEMO PUBLICATIONS: 

START MEMO SPEC-CONSID: 

Non Smoker. 

Twin Share Accommodation requested 

END MEMO SPEC-CONSID: 

FIRST-LANG: English 

ENGL-READ: 5 

ENGL-SPEAK: 5 

ENGL-COMP: 5 

START MEMO NOM-POST-OBJ: 

A Voluntary Visitor Program that introduces Deborah 
McCormick to Public Art / Outdoor Art Exhibition specialists 
from organizations and institutions that present art in 

public places ( indoor and out door). Post considers that 
through introductions to American artists who specialize in 
public/urban art installations 

American artists to Christchurch New Zealand will result. 
END MEMO NOM-POST-OBJ: 

START MEMO NOM-POST-RCMD: 

Post suggests the program includes visits in the West Coast 
and East Coast and the visitors want to visit in New York 
and fly home from there. 

Where possible the program should include a city the size 
and style of Christchurch by way of comparison would be good 
( see Justification and Requirements). 

Post is happy to receive ideas from the programmers but the 
visitors suggest the following broad itinerary: 

For Deborah McCormick: 

Overview of contemporary art in the United States with a 
focus on urban art for public ( indoor and outdoor) spaces. 
Introduction to artists for the purpose of exchange programs 
and the presentation of American art in New Zealand. 

For Adrienne Stewart: 

Overview of the governance of successful arts organizations 
in the United States with introductions to counterparts. 

Also wants to meet dance festival producers to introduce a 
New Zealand Dance protege. 

PROGRAM DATES REQUESTED ARE: 

Sun 9 October Arrive Los Angeles. Travel to a West Coast 
City. Suggest San Francisco. 

Mon 10 Oct Public Holiday. Own Time 

Tue 11 October begin VolVis Program VDay 1Y in San Francisco 
Wed 12 October VolVis Program VDay 2Y San Francisco. Travel 
to 2nd West Coast City 

Thurs 13 October VolVis Program VDay 3\'. West Coast City. 
Fri 14 October VolVis Program VDay 4Y. West Coast City 2. 


k on track, after an initial wobble. The OAS is receiving USG support for the Supreme Court process 
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Travel to New York end of day or on Saturday 15. 

Sat 15 Travel to New York City and own time. 

Sun 16 Own time New York City. 

Mon 17 October VolVis Program VDay 5\' New York City 
Tues 18 October Volvis Program VDay 6\' New York City. 
Adrienne Stewart ends Vol Vis Program 

departure from New York City. 

Wed 19 October VolVis program VDay 7\' continues for Deborah 
McCormick at 2nd East Coast city 

Thursday 20 October Volvis Program VDay 8Y final program 
day. 2nd East Coast city. International departure that 
evening or on 21 October. 


END MEMO NOM-POST-RCMD: 

START MEMO VIS-OBJ: 

To foster opportunities for American artists and curators to 
become part of SCAPE Art and Industry Urban Arts Biennials 
in Christchurch New Zealand through residencies 
exhibitions 

development opportunities. 

To gain an understanding and insight into the American 
contemporary arts world and its operations including 
organizations working on arts/industry/business initiatives 
modern visual arts galleries and art works-in-public places 
departments and municipal authorities. 

To enable Deborah McCormick to expand her skill base and 
knowledge in the areas of visual and public art / urban 
installation works management. 

Interested in learning about Visual Artists Awards i.e. Hugo 
Boss; Outdoor Civic Light Installations and Presentations. 


END MEMO VIS-OBJ: 

START MEMO VIS-REC: 

To gain an understanding and insight into the American 
contemporary arts world and its operations including 
organizations working on arts/industry/business initiatives 
modern visual arts galleries and art works-in-public places 
departments and municipal authorities. 

Wants to meet counterpart art exhibition/event/festival 
specialists who specialize in exhibition curation 

sponsorship and stakeholder management relating to permanent 
and temporary installation art in public spaces. 

Wants to meet urban art artists who do installations in 

public places ( indoor and outdoor spaces). 

Wishes to have introductions and meetings with contemporary 
arts institutions generally as time allows to meet with 
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American artists and arts professionals in contemporary 

arts. 

Interested in learning about Visual Artists Awards ¡.e. Hugo 
Boss; Outdoor Civic Light Installations and Presentations. 
Accommodation note: please book twin share room. They are 
happy to share a room. 

Advice about tickets for both to Metropolitian Opera and New 
York Philharmonic Orchestra or other ideas for their own 

time on weekend of 15 16 October. 

Meet with Renny Pritkin Chief Curator at Yerba Buena Center 
of the Arts 


END MEMO VIS-REC: 

NOMINATING-OFFICER: Roy Glover 

START MEMO NOMINATING-JUSTIFICATION: 

Deborah McCormick is the Director of Art and Industry 
Biennial Trust which presents a Bi Annual exhibition of Art 
in public spaces. She has successfully lead three biennial 
exhibitions 

sponsorship and managed many stake holder relationships as 
well as maintaining a high curatorial standard. In 2000 she 
received an award from the Christchurch City Council 
recognizing her achievements in managing this event for the 
city. Post has worked with Deborah on the 2002 Biennial 
which featured a work by American artist Ed Osborn. Deborah 
is in a position to grow the capability of the SCAPE Art and 
Industry program in Christchurch. By funding this visit to 

the United States her board of directors is expressing their 
confidence that she will learn valuable information about 
public art and out door art installations in America and 
extend her knowledge and networks of counterpart arts 
managers and artists in this area. It is intended that 

through contacts she develops on this visit that invitations 

to American artists to exhibit their work in Christchurch 

New Zealand ( and other cities where she has influence) will 
be extended as a result. 

The SCAPE Art and Industry exhibition is presented in 
Christchurch 

(Pop 318 

of New Zealand. It is a sophisticated regional business 
center that has two universities 

attractive 19th century architecture and beautiful English 
style parks and gardens. It is also the tourist gateway into 
the southern alpine region. The city hosts the supply 

airport base for the United States Antarctic Program 


adeshi visa in her passport prior to arrival in Bangladesh (see Paragraph 3.D. and 3.E. below). Cont 
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administered by the National Science Foundation. All 
supplies for the American Base at McMurdo in Antarctica fly 
out of Christchurch. The city is very proud of this 
connection with the United States. Interestingly 

American artist Ed Osborn presented an art work that 
included archive footage of the Antarctic continent. 

It would be good if somewhere in the program the visitors 
could compare and contrast public art programs in an 
American city of similar size and type such as Christchurch. 
They want to visit New York as part of this program and 
international fares will be arranged to return from there. 


END MEMO NOMINATING-JUSTIFICATION: 
NOM-OFF: Mutual Understanding 
SPEAKER?: Yes 
NOTIFY-EMB: No 
MEDIA?: No 
HOME-STAY: No 
HOME-HOSP?: Yes 
E-I-TYPE: NONE 
NOMINEE-ID: 178 
PERSON-ID: 165 
BIRTH-CNTRY-ID: NZ 
CITIZ-CNTRY-ID: NZ 
RES-CNTRY-ID: NZ 
FIRST-LANG-ID: EN 
E-I-TYPE-ID: N 
NOM-POST-ID: 4005 
NOM-FUNDING-CNTRY-ID: 0 
NOM-STATUS: N 
DS2019-ACTION: 1 
DS2019-SUBJECT: 
SPONS-FUNDS: 0 
SPONS-AGENCY!: 
USGOVT-AGENCY!: 
US-AGENCY-AMT1: 0 
USGOVT-AGENCY2: 
US-AGENCY-AMT2: 0 
INTL-ORG!: 
INTL-ORG-AMOUNT1: 0 
INTL-ORG2: 
INTL-ORG-AMOUNT2: 0 
VIS-GOVT-AMT: 0 
COMMISSION: 0 
OTHER-AMOUNT: 0 
VIS-AMOUNT: 0 
VIS-CAT: 

END BIO: 

START BIO: 

PREFIX: Lady 

F-NAME: Ellen 


airs Jan Kara told Pol-Econ Chief that the СОСН is preparing to make a $50,000 contribution to the L 
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M-NAME: Adrienne 

L-NAME: Stewart 

SUFFIX: 

POSITION-CODE: 0 

PRINCIPAL?: Yes 

M-ADDR1: 127 Scarborogh Road 
M-ADDR2: Sumner 

M-ADDR3: 

M-CITY: Christchurch 

M-STATE: 

M-CNTRY: New Zealand 

M-ZONE: 

M-ZIP: 

M-PHONE: 64 3 326 5213 

M-FAX: 64 3 326 7063 

M-EMAIL: adrienne.stewart@masthead.co.nz 
M-CNTRY-ID: NZ 

M-ADDRTYPE: B 

GENDER: F 

DOB: 06/02/1936 

MAR-STAT: M 

BIRTH-CITY: Melbourne 

BIRTH-CNTRY: Australia 

CITIZ-CNTRY: Australia 

RES-CNTRY: New Zealand 

START MEMO POSITION: 

Chair of Art and Industry Biennial Trust 
END MEMO POSITION: 

START MEMO OTHER-POSITIONS: 
Trustee of Canterbury University Foundation 
Christchurch Cathedral Foundation 

Board Member 

Trust 

National Business Review Art Awards. 
END MEMO OTHER-POSITIONS: 
START MEMO PREV-POSITIONS: 

Major Shareholder Public Company / Director- P.D. L. 
Holdings Limited. 1958 - 2001. 

END MEMO PREV-POSITIONS: 

START MEMO US-TRAVEL: 

Various visits 1970 - present: for business 
attending service club Zonta International Conventions. 
END MEMO US-TRAVEL: 

START MEMO OTHER-TRAVEL: 
Various visits 1962 - present: Europe 
Australia 

END MEMO OTHER-TRAVEL: 

START MEMO EDUCATION: 


END MEMO EDUCATION: 
START MEMO MEMBERSHIPS: 


ugust 22, UN and Independent Electoral Commission (CEI) sources reported. According to the sourc 
usiness Act, last amended in 2002, designed to strengthen the governments ability to combat mone' 
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Member of the Zonta Club of Christchurch 

Zealand. 

Distinguished Fellow of the New Zealand Institute of 
Directors 

Fellow of the New Zealand Institute of Management. 
END MEMO MEMBERSHIPS: 

START MEMO PUBLICATIONS: 


END MEMO PUBLICATIONS: 

START MEMO SPEC-CONSID: 

This visitor is called by her middle name - Adrienne. She is 
the wife of an industry leader Sir Robert Stewart and as a 
custom in New Zealand carries the title of VLadyY (rather 
than Mrs.) Stewart. 

It would be appropriate and correct wherever possible to 
write her name as VAdrienne 

situations to introduce her this way. 

She is a gregarious and charming person who works tirelessly 
in support of the arts (and welfare) organizations in New 
Zealand and is not the sort of person to require special 
treatment because of her title. 

She generally introduces herself by her first name in 
informal situations and she is a very easy and grateful 
person to work with. She is very energetic and manages the 
workload of a much younger person. 

END MEMO SPEC-CONSID: 

FIRST-LANG: English 

ENGL-READ: 5 

ENGL-SPEAK: 5 

ENGL-COMP: 5 

START MEMO NOM-POST-OBJ: 

Post suggests the program includes visits in the West Coast 
and East Coast and the visitors want to visit in New York 
and fly home from there. 

Where possible the program to include a city the size and 
style of Christchurch by way of comparison would be good ( 
see Justification and Requirements). 

Post is happy to receive ideas from the programmers but the 
visitors suggest the following broad itinerary: 

For Deborah McCormick: ( 8 Day program) 

Overview of contemporary art in the United States 

focus on urban art for public (indoor and outdoor) spaces. 
Introduction to artists for the purpose of exchange programs 
and the presentation of American art in New Zealand. 

For Adrienne Stewart: (6 day program) 

Overview of the governance of successful arts organizations 
in the United States with introductions to counterparts. 

Also wants to meet with dance festival producers to 
introduce her protege 

PROGRAM DATES REQUESTED ARE: 

Sun 9 October Arrive Los Angeles. Travel to a West Coast 


1. (C) During an August 20 meeting with First Deputy Prime Minister and Minister of the Interior Sh 
al of two Turkish nationals requested for extradition by Turkey on suspicion of involvement in the Istar 
R HENZEL FOR REASONS 1.4 B, CANDD 1. (S) Acting Econ/C August 14 delivered reftel backg 
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City. Suggest San Francisco. 

Mon 10 Oct Public Holiday. Own Time 

Tue 11 October begin VolVis Program “Бау 1Y in San Francisco 
Wed 12 October VolVis Program \'Day 2Y San Francisco. Travel 
to 2nd West Coast City 

Thurs 13 October VolVis Program VDay 3\'. West Coast City. 

Fri 14 October VolVis Program VDay 4Y. West Coast City 2. 
Travel to New York end of day or on Saturday 15. 

Sat 15 Travel to New York City and own time. 

Sun 16 Own time New York City. 

Mon 17 October VolVis Program VDay 5\' New York City 

Tues 18 October Volvis Program VDay 6\' New York City. 
Adrienne Stewart ends Vol Vis Program 

departure from New York City. 

Wed 19 October VolVis program VDay 7\' continues for Deborah 
McCormick at 2nd East Coast city 

Thursday 20 October Volvis Program \'Day 8\ final program 
day. 2nd East Coast city. International departure that 

evening or on 21 October. 


END MEMO NOM-POST-OBJ: 

START MEMO NOM-POST-RCMD: 

As part of this visit she would like to accompany the 
Director of SCAPE Art and Industry Biennial Trust 
McCormick on her professional development and introductions 
to urban art specialists at certain stages. She would like 

to attend some of Deborah\'s meetings and visits but as an 
aside to this she would like to have her own meetings with 
her counterparts who are trustees of arts organizations or 
philanthropic trusts in order for her to develop 

and contrast her own skills and competencies and develop 
relationships with American institutions and organizations 
in support of artists exchanges between New Zealand and the 
United States. 

She would also like to meet with some dance festival 
producers to introduce her protege Raewyn Hill. (See 
Visitor's objectives). 

Post recommends: 

- Meetings with counterparts in Arts organizations 
particularly chairperson or president level trustees. 

- Hospitality by trustees 

involved with arts organization philanthropy. 

- Attend a trustee meeting of an arts organization as a 
guest of the Chairperson. 

- Meet with counterpart specialists regarding donations and 
gifting. 

- Visits and or tickets to arts organizations activities ( 

such as Symphony Orchestras ) as guest of trustees. 

- Meeting with Dance Festival producers (if time permits). 
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END MEMO NOM-POST-RCMD: 

START MEMO VIS-OBJ: 

- Meetings with counterparts in Arts organizations 

particularly chairperson or president level trustees to 

compare and contrast management/governance issues. 

- Meet with counterpart specialists regarding donations and 
gifting to arts organizations and institutions 

- Hospitality by trustees 

involved with arts organization philanthropy 

- Attend a trustee meeting of an arts organization as a 

guest of the Chairperson. 

- Visits and or tickets to arts organizations activities ( 

such as Symphony Orchestras ) as guest of trustees. 

Adrienne Stewart wants to meet some contemporary dance 
theater producers and festival directors as she is patron to 
Raewyn Hill a NZ contemporary dancer who has Soapbox Dance 
Company www.soapboxproductions.co.nz ( recently performed at 
Sydney Opera House). Wants to meet potential dance festival 
directors to discuss opportunities for Raewyn Hill. 


END MEMO VIS-OBJ: 

START MEMO VIS-REC: 

Some specific contacts are requested and further information 

will be supplied by email. 

Accommodation note: please book twin share room. They are 
happy to share a room. In New York please book accommodation 
within range of NY Metropolitan Opera and wherever the show 
VDirty Rotten ScoundrelsY is playing. (Their travel agent 

will make booking for this show). 

Advice about tickets for both to Metropolitan Opera and New 
York Philharmonic Orchestra or other ideas for their own 

time on weekend of 15 16 October. 

Adrienne Stewart wants to meet some contemporary dance 
theater producers and festival directors as she is patron to 
Raewyn Hill a NZ contemporary dancer who has Soapbox Dance 
Company www.soapboxproductions.co.nz ( recently performed at 
Sydney Opera House). Wants to meet potential dance festival 
directors to discuss opportunities for Raewyn Hill. 


END MEMO VIS-REC: 
NOMINATING-OFFICER: Roy Glover 
START MEMO NOMINATING-JUSTIFICATION: 
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Adrienne 

leading and most respected philanthropic trustees. She has 
close links with members of the New Zealand government and 
arts organizations nationally. She is the Chair of the Art 

and Industry Biennial Trust in Christchurch and has a close 
interest the development of SCAPE Art and Industry ( Urban 
Art in Public Spaces) 2006 exhibition in Christchurch. As 

part of this visit Post has recommended she accompany the 
Director of SCAPE Art and Industry Biennial Trust 

McCormick on her professional development and introductions 
to urban art specialists at certain stages. She would like 

to attend some of Deborah\'s meetings and visits but as an 
aside to this she would like to have her own meetings with 

her counterparts who are trustees of arts organizations or 
philanthropic trusts in order for her to develop 

and contrast her own skills and competencies and develop 
relationships with American institutions and organizations 

in support of artists exchanges between New Zealand and the 
United States. 


END MEMO NOMINATING-JUSTIFICATION: 
NOM-OFF: Mutual Understanding 
SPEAKER?: No 
NOTIFY-EMB: No 

MEDIA?: No 

HOME-STAY: No 
HOME-HOSP?: Yes 
E-I-TYPE: NONE 
NOMINEE-ID: 179 
PERSON-ID: 166 
BIRTH-CNTRY-ID: AS 
CITIZ-CNTRY-ID: AS 
RES-CNTRY-ID: NZ 
FIRST-LANG-ID: EN 
E-I-TYPE-ID: N 
NOM-POST-ID: 4005 
NOM-FUNDING-CNTRY-ID: 0 
NOM-STATUS: N 
DS2019-ACTION: 1 
DS2019-SUBJECT: 
SPONS-FUNDS: 0 
SPONS-AGENCY!: 
USGOVT-AGENCY!: 
US-AGENCY-AMT1: 0 
USGOVT-AGENCY2: 
US-AGENCY-AMT2: 0 
INTL-ORG!: 
INTL-ORG-AMOUNT1: 0 
INTL-ORG2: 


, CVIS, KVPR, KU SUBJECT: TERRORIST FINANCE: POST COMMENTS ON PCC-APPROVED Gl 
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INTL-ORG-AMOUNT2: 0 
VIS-GOVT-AMT: 0 
COMMISSION: 0 
OTHER-AMOUNT: 0 
VIS-AMOUNT: 0 

VIS-CAT: 

END BIO: 

END NOMINATION: 

END FIXED-FORMAT TEXT: 


7. POST APRECIATES CONSIDERATION OF A PROGRAM FOR DEBORAH 
MCCORMICK AND ADRIENNE STEWART. THANK YOU AND REGARDS 
BURNETT 
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B. The Peoples" Word Will Be the Decisive Judgment 
(Baghdad 

C. VBefore itVs too Late\" (As-Sabah 

D. V The American Shifts\" (Al-Ittihad 

E. VPie in the Sky?\" (Az-Zaman 


A. V'An Evil Ideology\" 
(Al-Bayyan 
Al-Ja\afari 


\"Without a doubt 

in Iraq aims to establish a political regime that can 
represent IragisW willpower and guarantee their rights. The 
most important principles in the current constitution aim to 
provide constitutional and legal assurances that will 
prevent the reemergence of a dictatorship in Iraq. The Prime 
Minister Al-JaVafari has stressed that the BaVath Party has 
no place in the new Iraq. He indicated that the new 

political process can include any BaVathist who has not 
committed crimes against the Iraqi people. BaVathist 
ideology is very dangerous and for three-and-a half decades 
this party adopted a violent policy that tyrannized the 

Iraqi people and committed massacres. At the same time 
waged wars on its neighbors and those wars led to the 
devastation of the country.There are some groups in Iraq 
trying to reestablish the BaVath Party under new pretexts 
and names. They claim that it is not necessary to single out 
the BaVath Party in the draft constitution because that will 
damage attempts at national reconciliation. However 

not forget what this party did to our people and thus we 
have to insist on and continue eradicating it to save Iraq 
from its evil. V" 


26 , 2005. The NAC Act will come into effect on its official promulgation which is expected to be finaliz 


atives from 20 countries at technical meetings in preparation of the 13th Western Hemisphere First Li 
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B. The People\'s Word Will Be the Decisive Judgment\" 
(Baghdad 

lyad Allawi 

Karim Al-Khazraji) 


V'The Iraqi draft constitution was made by humans and it was 
written according to different viewpoints. However 

viewpoints do not necessarily represent the opinions of all 
Iraqis. Perhaps those who drafted that constitution 

represent their sects or political partiesW opinions and 
attitudes. We must encourage political dialogue and 
conversation in order to make Iraq progress toward a 
democratic regime. The current constitution is written by 
humans and it can be modified in the future. It is true that 
this constitution does not represent the ambitions of all 
Iraqvs people and there are many criticisms and reservations 
about the text. In fact 

constitution. However 

final word on referendum day. They will make their decisions 
without pressure or influence. V 


C. V Before it\'s too Late V 
(As-Sabah 
by JumVa Al-Hilfi) 


\"The BaVathist regime dealt with its opponents by fire and 
without any mercy even with their families. That regime 
didn\'t accomplish any victories for Iraq 

Arab nation through its suspect wars 

propagated many disasters. The British-American occupation 
in 2003 was a logical result of the BaVathists foolish 

policies. After all that 

grateful to God for not being chased and buried as they did 
to others in the past. 


Those who raised the tyrant\'s photo in Ba\'quba and Tikrit 
cannot be considered brave or ordinary men because they ve 
stirred up resentment against millions of Iraqis. The PM Al- 
JaVafari was clear two days ago in replying to those people 
by reminding them that there will be no return for the 
BaVath Party. Therefore 

Ba\'quba and Tikrit advise the ignorant to reconsider their 
behavior before it\'s too late.\" 

D. \"The American Shifts\" 

(Al-Ittihad 

Talabani) published this page-five editorial by Faryad 
Rawanduzi (Editor-in-Chief and TNA member) 


\"The U.S. Embassy tried to produce a constitution that 
hinges on moderate Islam 
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Islam which is the enemy of the government and the people of 
United States. But it has not succeeded in implementing this 
policy in the draft constitution process because it didn\'t 

have a fixed policy vis--vis religious groups. 


The U.S. Embassy was against Al-Sadr\'s group and Sunnis 
religious groups 

Fallujah battles) 

Mutlag). Later there were BushVs warnings to the political 
Sunni groups while at the same time he advocated for the 
Kurds and Sh\'ia. So 

at the last moment when they realized that Zalmay Khalilzad 
might change his policy towards them. 


The constant shifting that the U.S. Embassy followed with 
opponents of the American role in Iraq has weakened the 
policy itself. Religious groups believed that continued 
opposition toward the Americans would yield benefits and 
concessions from the Americans. So 

to accept those groups after the fall of Saddam. The United 
States needs to abandon this policy and it needs permanent 
and real Sunni political friends who believe in democracy 
even if they opposing the U.S. And it doesn\'t need temporary 
friends who don\'t understand the democracy which Americans 
shed their blood for." 


E. VPie in the Sky? 
(Az-Zaman published this back-page editorial by Fateh Abdul 
Salam) 


V'There are so many good articles in the draft constitution 
that support human rights. They await the referendum but the 
surprising thing is that no one cares about the civil war 

that rages daily and violates the religious and human rights 
of Iraqis. 


The constitution needs goodwill and hard efforts from all 
Iraqis to succeed. The constitution needs a balanced and 
organized campaign to explain all the facts and fallacies 
about the constitution. When the draft constitution was 
announced 

constitution was the most evolved constitution in the 
Islamic world that was much less than the truth. 

The truth is that there are so many articles in the draft 
constitution that are similar to Eden 

promised for the worthy and good. The problem is 

Iraqi government be able to commit to the constitution\'s 
articles and work with them? lraqis want a realistic draft 
constitution that deals with the real needs of Iraqis. We do 
not want pie in the sky or pipe dreams. V 


(ILEA) began the presentation of its six-week core program on July 25. The class is attended by twel 


Post requests that the Defense Threat Reduction Agency (DTRA) provide the Government of Нопаш 
itigated by Taiwanese employers\' application of stringent regulations on the Thai workers. Executives 
Foreign Affairs and Trade (MFAT). James Hartley of MFATVs Legal Division reported August 24 that 
STATE PASS HHS/OGHA (WSTEIGER, EELVANDER, ABHAT) USDA FOR FAS/PASS TO APHIS DE 


visit is to participate in an APEC regional movement alert list multi-lateral legal framework workshop. 
zMCCRAY BRUSSELS PLEASE PASS TO APHIS/FENANDEZ ANKARA FOR FAS ATTACHE HIGGI 
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to interface with? 


A. Deputy Prime Minister Chaturon Chaisang and Dr. Supamitr 
Chunsutiwat at the Thailand Ministry of Public Health. 


Q. How well-informed is the population about the avian flu 
threat and about measures they should take to mitigate the 
threat? 


A. The Government of Thailand has undertaken measures to 
inform the public 

media 

farmers and others directly engaged in applying control 
measures to halt the avian/avian transmission of the virus 
however 

well-informed about the avian flu threat. In particular 

overall population knows little about the evidence of 
human-to-human transmission or the possibility of mutation 
that could launch a human pandemic. The broader Thai public 
therefore 

epidemiological implications of avian influenza mutation 
need for rapid response to contain the spread of 
human-to-human transmission 

required as part of that response. A recent US CDC study in 
Nakhon Province in Northeast Thailand suggested that the 
population there is informed regarding risk factors for avian 
influenza infection 

real behavioral changes. 


Q. Is the host country already working with any international 
organizations or other countries on the avian flu issue? Are 
government leaders likely to ask for assistance from the US 
or other countries? 


A. The Government of Thailand has met with numerous political 
representatives and maintains collaborative relationships 

with technical experts from several regional countries 
affected by avian influenza. The Government of Thailand has 
asked for technical assistance from the US CDC in the past. 
The US CDC continues to actively collaborate on the issue 
particularly by improving surveillance and laboratory 
diagnostic capacity. The Government of Thailand is not 

likely to ask for direct financial aid to address this issue 

but welcomes technical cooperation and assistance at 
different levels. 


Q. Would its military enforce quarantines? 


1 August 22, Chinese Ambassador to Thailand Zhang Jiuhuan confirmed information contained in reft 

and determined the following information. J.N.S. is registered with the Thai Ministry of Commerce, [ 
ornyuth Limited Partnership and determined the following information. Kornyuth is registered with the 
omboon Firearms Ltd and determined the following information. Somboon is registered with the Tha 
: A. JIATF WEST J33/JUSMAG-THAI MEMO DATED 15 JULY 2005 B. STATE 021314 - GUIDAN! 
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A. Yes 


Q. What would it want from the US in return for its request 
efforts? 


A. The Government of Thailand would appreciate political 
support and technical assistance from the US to establish and 
maintain a regional stockpile of antiviral drugs and personal 
protective equipment. 


Q. What mechanisms are available for providing additional 
information to the population 
and how effective are these measures? 


A. National radio and broadcast television are the only media 
to reach all parts of Thailand 

broadcast range includes small populations whose 
comprehension of spoken Thai language is minimal. Because 
all national broadcast radio and TV are government-owned or 
affiliated 

disseminate emergency information via these national media 
with a good prospect of reaching a substantial proportion of 
the population within as little as 48 hours. Many local 

villages also employ loudspeaker systems to deliver messages 
to the public. As always 

speed with which the Royal Thai Government embraced the need 
to communicate it would determine the success in any 
emergency information campaign. 

ARVIZU 
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for disarmament Thai officials explained that they are not 
interested in joining the six party talks but in playing a 
\"complimentary\" role and as such 

between Kantathi and the Secretary 

more extensive readout of the meetings. End Summary. 


THAI NOT INTERESTED IN \"SEVEN-PARTY\" TALKS BUT SEEK SIDE RO 


2. (SBU) Surapon Petch-Vra 

Department of East Asian Affairs briefed Dep Polcouns 1 
September on Foreign Minister KantathiVs three day visit to 
Pyongyang earlier in the week. Surapon 

the trip 

in joining the current talks as a seventh party 

willing to play a neutral" and \"complimentary\" role in the 
pursuit of a stable Korean peninsula. Thai officials assess 
that a lack of V'trust and confidence V" between the major 
parties remains the major stumbling block to progress in the 
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talks. Thailand 
may be able to bridge this gap. 


3. (SBU) With this perspective in mind 

Pyongyang 28 August 

Nam Sun and President Kim Yong Nam. The Thai delegation was 
treated to a tour of the DMZ and Kim II-Sung\'s tomb but did 

not meet with Kim Jong-Il. Both prior to and immediately 

after his travel 

Beijing and Seoul 

readout of his meetings. (Note 

reaction to his readout Surapon relayed a series of Chinese 
platitudes on \"trust and harmony.\") 


DPRK OFFICIALS: NO TALKS DUE TO EXERCISE AND \"HOSTILE\" U.S. 


4. (C) According to Surapon 

guests that Pyongyang was not interested in returning to the 
six-party talks later this month 

hostility and the ongoing U.S.-ROK military exercise. They 
specifically highlighted the recent appointment of the U.S. 
special envoy on human rights in North Korea as further 
evidence of U.S. hostility. DPRK officials told the Thai 

that if the current joint military exercise is completed by 

10 September 

restarting the talks 


5. (C) That said 

ROK offer of two million kilowatts of electricity in return 

for joining the NPT 

allowing IAEA inspections to resume. DPRK leaders explained 
that North Korea must be allowed to pursue peaceful nuclear 
energy programs; moreover 

VrightV of sovereign countries and could not be demanded by 
another country. 


THAI PUSH FOR TELCON WITH SECRETARY 


6. (C) Surapon wrapped up his readout by explaining that FM 
Kantathi was interested in briefing Secretary Rice by 

telephone on his private discussions with Kim Jong Nam during 
the final dinner. Additionally 

his talks in Rangoon on September 1st and may be able to 
provide some insight into recent coup rumors in Burma. 


PM THAKSIN TO VISIT PYONGYANG ? 


7. (SBU) When questioned about recent Thai press reports 


IMMARY. Officials of the Ministry of Justice Investigation Bureau (MJIB), Kaohsiung County station, r 


ле Minister Janez Jansa may feel frustrated that his plans for change and reform are not moving mor 


on Aug. 18 a diplomatic note requesting initiation of USG procedures to consider approval of the trar 


t Control Conference. This note states that the GOT will send two representatives to participate in th 
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that PM Thaksin had accepted an invitation to visit 

Pyongyang 

remained contingent on a guaranteed meeting with Kim Jong Il 
and suggested that such a trip was not set in stone yet. 


COMMENT 


8. (C) Surapon was keen to emphasize that Thailand is not 
trying to play anything more than an enabling role in 

bringing the parties together on the Korean peninsula nuclear 
issue. 
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almost exclusively to uncertainty over the Supreme Court\'s 
ruling 

and Teves expressed confidence that the expanded VAT would 
meet with court approval. Teves said he was very pleased 

that the Philippines could become a Millennium Challenge 
Account (MCA) Threshold Country. Tetangco and Teves stated 
their strong commitments to fiscal reform and anti-corruption 
efforts. Tetangco underscored his commitment to maintain 
progress on anti money-laundering 

Egmont Group member. These two key financial officials will 
be in New York in mid-September when President Arroyo is at 
the UNGA meetings 

the financial community to try to boost confidence in the 


TALKS 7-8 SEPTEMBER 2005 REF: А. A) BANGKOK 5393 В. В) SECSTATE 147598 С. С) 51 
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Philippine economy. Teves is intensely focused on fiscal 
reforms 

Vbusiness climate issues outside of the DOFYs immediate 
territory. End Summary. 


2. (U) -- U.S. Participants at Central Bank and DOF 
Meetings: The Charge 

Economic Counselor Robert Ludan. 

-- GRP participants at Central Bank: Governor Amando \"Sy\" 
Tetangco and Deputy Governor Diwa Guinigando. 

-- GRP participants at DOF: Finance Secretary Margarita 
\"Gary\" Teves and Deputy Secretary Roberto Tan. 


3. (SBU) In the Charge\'s August 25 call 

recently appointed Governor of the Bangko Sentral ng 
Pilipinas (BSP) 

looked good. GDP growth in the first quarter was 4.6 percent 
and the still unannounced figure for the second quarter 
appeared to be about the same. Surging oil prices had the 
effect of reducing initial 2005 growth estimates to the lower 
end of the forecast range (5.3 percent - 6.3 percent) 

growth of about 5 percent for the entire year would be 
\"respectable\" in view of oil prices 

The balance of payments situation for the first half of 2005 
was in surplus by about $1.9 billion due to stronger than 
expected remittance inflows 

half 

The $10 billion in remittances in 2005 

billion in 2004 

balance of payments. Tetangco explained that the market 
response to higher oil prices was much quicker than expected 
and demand had already declined. The GRP has already funded 
the National Power Corporation (NPC) through the end of the 
year so the current account surplus was set to increase. 
Barring an \"accident 

account 

million 


4. (SBU) Turning to exchange rates 

reserves were $17.7 billion and that the peso 

about 56 pesos/dollar that day 

perhaps about 54 pesos/dollar 

political uncertainties. He noted that the peso had traded 


aundering US$75,000 a day through Salvadoran wire transfer companies since March of 2004. Parti 
ion\'s failure to support a new humanitarian fund promoted by the President. This is sure to be only t 


Y REF: ASUNCION 875 1. (SBU) On August 19, | was approached at a reception in the Paraguay: 
larwan Al-Muasher told visiting Congressman Peter Hoekstra and Charge late August 23 that Jordan 
Jordan Armed Forces are seeking to re-make themselves as a smaller, more highly-skilled force. It r 


astment dispute involving operational control over the company has been resolved in favor of the Albe 
1 meeting of the International Organization for Securities Commission (IOSCO). 2. Embassy unders 


Behavioral Pharmacology Society (EBPS) 2005 Scientific Meeting. 2. Embassy understands that nı 
) KINSHASA 001345 1. (U) SUMMARY: As was stated in Ref B, Chinese presence in the Republic ı 
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at 53 pesos/dollar on July 1 prior to the temporary 

restraining order and Supreme Court review 

implementation of the expanded VAT. The pending Supreme 
Court decision on the VAT 

factor than the recent \"political noise 

tended to ignore 

BSP now expect a favorable decision on the expanded VAT and 
slight strengthening of the peso. If the Supreme Court 
decision strikes down the expanded VAT 

that markets would react negatively and that the GRP and the 
BSP would have to redirect their attention to stimulate 
stronger economic demand and growth. 


5. (SBU) Tetangco said that the BSP does not target a 
specific exchange rate for the peso. The peso trades within 

a range of values against the dollar. The BSP 

would work to counteract V'sustained unidirectional movement" 
in the currency. \"We want orderly exchange rate adjustment 
he said. The foreign exchange rate should be V'basically 
market-determined.\" \"We do not want volatility." He 
insisted that the BSP had not engaged in large scale 
intervention to prop up the currency during the recent 

political turbulence and commented that there had been no 
such need. He pointed out that central bank reserves were at 
an all time high 

non-intervention. 


6. (SBU) BSP has continued to work with the commercial banks 
to clear out bad assets and reduce nonperforming loans. The 
BSP plans to strengthen the capital position of the banks to 
ensure that they move to Basel Il standards by 2007. The BSP 
is working with the Congress on legislation that would amend 
the BSP charter and 

quality of credit information for the banking system. Under 
current conditions 

penalizes creditworthy borrowers. The BSP is also seeking 
legislation that would update the legal framework for 
bankruptcy cases. The current bankruptcy law dates back 
about one-hundred years to the early 20th Century and 

said 

needed legislation includes pension fund reforms that would 
encourage higher savings rates. 
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7. (U) The NPL situation has improved significantly over the 
last year 

credit assets in the NPL category in October 2001 but a 
current level of 9.2 percent. The goal is to reduce the 

level to 5 percent 

crisis. Removing an additional 100 billion pesos in NPLs in 
the coming year would reduce the rate to 7 percent. Housing 
loans are beginning to support new construction and overseas 
foreign workers (OFWs) and other overseas Filipinos have 
recently shown strong interest in the housing market 

still on a small scale. 


8. (U) Capitalization is generally high in the banking 

system 

The BSP is encouraging mergers among the banks 

goal is to have fewer but bigger banks. At present 
domestic and foreign commercial banks operate in the 
Philippines 

Citibank 

the banks are authorized to operate branches. Citibank and 
HSBC have acquired savings banks here to enter the retail 
banking market. 


9. (U) Tetangco asked if it might be possible to establish 
remittance centers in the United States to facilitate such 
flows to the Philippines. The BSP is seeking ways to reduce 
the transfer fees for remittances. The Charge replied that 
each state may have different rules with respect to 
capitalization requirements and other standards for such 
enterprises and that such centers would have to consider the 
rules in each state. Deputy Governor Guinigando explained 
that the average remittance transfer is about $400 and that 
the average fee is 3-4 percent of the amount transferred. 
Singapore appears to be the most efficient at a cost of 1.4 
percent 

the most expensive at 5 percent. 


10. (SBU) The Charge noted that a weak banking system could 
encourage money laundering. Tetangco confirmed that the BSP 
as it works on financial sector reforms 

continue to strengthen its Anti-Money Laundering Council 

(AMLO) and that AMLC is strongly committed to its work. He 
thanked the Charge for USG recognition of the PhilippinesV 
progress on anti-money laundering and support on its Egmont 
membership. Deputy Governor Guinigando noted that AMLC has 
recently closed some accounts in Philippine banks because of 
suspicious transactions originating in the U.S. that proved 
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to be innocent. He added that even when the suspicions are 
cleared 

future transfers from the U.S. to the Philippines. The 
Charge offered to try to help if the BSP can provide 

specifics 


11. (SBU) Tetangco expressed the hope that the Bureau of 
Internal Revenue (BIR) would favorably interpret the law to 
allow tax exemptions for the foreign currency deposit units 
(FDCU) of the banks for the period 1997-2003. He said that 
he believed the authors of the 1997 comprehensive tax reform 
law did not intend to eliminate tax exemptions for FCDUs 
during the period in question. Tetangco stated that the 
Congress needed to clarify the intent of the legislators in 
1997. The Charge stated that progress on this issue would 
help to improve investor confidence in the regulatory 
environment and in the consistency of tax laws. 


12. (SBU) Tetangco said that he expected Finance Secretary 
Teves would give strong support to programs in the BIR and 
the Bureau of Customs (BOC) to fight tax evasion and 
corruption. He said that efforts by the Finance Department 
though critical 

more consistent follow up action from the judicial sector. 
When authorities identify tax evaders or corrupt officials 

the public needs to see prompt prosecutions and resolutions 
ofthese cases 

the GRP cannot create the deterrent effect so critical to 
changing current patterns 


19. (SBU) In the Charge\'s August 25 introductory call 
underscored that his long-term objective was to ensure a 
balanced budget by 2008 and that the expanded VAT would help 
significantly. He hoped that a favorable Supreme Court 

decision on the VAT\'s constitutionality would permit 
implementation by the first or second week of September. 

(Note: Supreme Court decided this case on September 1. 

Septel reports details. End note.) The delay since early 

July has already cost about 10 billion pesos in lost 


out by the Embassy on August 17, the final list of the delegates attending the Seventh Annual Interna 
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revenues. Although revenues from the expanded VAT are not 
included in the estimated 280 billion peso deficit for 2005 

the best case scenario would now result in the expanded VAT 
reducing the deficit by 17.5 billion pesos for the remainder 

of this year. The decision to reduce petroleum duties (from 

5 percent to 3 percent) would be 2 billion pesos less in 
revenue intake per month 

VAT and petroleum tax reduction would be an additional 1 1 
billion pesos in 2005 revenues 

back-of-the-envelope calculation. He underscored that the 
key to maintaining progress would be the performance of the 
BIR and BOC 


14. (U) Teves estimated that government spending declined by 
32 billion pesos ($580 million) in 2005 

implementation of the expanded VAT 

be about 180 billion pesos ($2.7 billion). If oil prices 

stay within the $65-70 bbl. range 

would be in the range of 5.0 - 5.3 percent 

growth associated with lower oil prices. 


15. (U) Teves said he saw no need for new taxes in 2006. He 
wants to focus on the sale of government assets 

collection 

government owned and controlled corporations (GOCCs). The 
government's recent divestiture of shares in the Philippine 
National Bank 

investors that the GRP wants to sell off more of the GOCCs. 
Echoing Tetangco\'s sentiments 

need to consolidate and merge and that 

financial sector stability 


16. (SBU) The Charge informally notified Teves that the 
Millennium Challenge Corporation had approved the GRP\'s 
concept paper for the MCA Threshold Country Program. We 
would receive official notification soon. USAID Director 

added that the Philppines would now become eligible to submit 
a Threshold Country Plan for a possible initial grant to 

support fiscal reforms and anti-corruption programs designed 
to boost revenue capacity and other activities outlined in 

the GRP\'s concept paper submitted in June. Teves was very 
pleased that the Philippines could become an MCA Threshold 
Country and introduced Deputy Finance Secretary Roberto Tan 
as the GRP lead on MCA. Teves said he planned to meet with 
MCC officials when he is in Washington in September for the 
World Bank/IMF meetings. Teves underscored his governmentVs 
commitments to fiscal reform and anti-corruption efforts. 


littee (ЕАС) on August 24 to review the Embassy\'s security posture prior to the local weekend. Mem 
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17. (SBU) Teves interpreted the approximately 10 percent 
increase in the Manila stock market since the beginning of 
the year as a sign of investor confidence. Net portfolio 
capital inflows have reached about $1.9 billion this year. 
However 

just as quickly move out and that foreign direct investment 
has hardly grown this year. He blamed low levels of 
infrastructure investment and continued fiscal weakness for 
the lackluster FDI record. Although remittance flows are 
very important 

opportunities to channel OFW remittances into investment. 
Remittances do provide foreign exchange and funds to rural 
areas especially 


18. (SBU) Teves cited his priority legislative initiatives 

in Congress: a new securitization law that would further 

clarify legal protections for lenders and facilitate 

investment as well as legislation on insurance 

markets 

in Congress and then try to move quickly on legislation. He 
acknowledged that a number of recent Supreme Court and other 
court rulings had created difficulties for foreign direct 

investors but claimed that the Finance Department was unable 
to influence those situations. The Supreme Court ruling that 
the Clark Economic Zone\'s tax incentives were 
unconstitutional has affected 350 investors there 

firms from the United States 

matter for the courts 

interest in other ways to improve the business climate such 

as stronger IPR protection. He said that he would remain 
focused on fiscal reforms 

collection 

the Finance Department. The Charge commented that improving 
the business climate would reinforce investment inflows and 
that the MCA Threshold program could be especially useful in 
backstopping GRP efforts to improve the capacity of its 
revenue agencies. 


19. (SBU) Tetangco and Teves plan to visit New York in 
mid-September with President Arroyo when she attends the UNGA 
meetings. They will meet with members of the financial 
community in New York 


ugust 18-20. The Charge and other Embassy Officers briefed the Senator in advance of a meeting v 


: STOCK MARKET PARALYZED REF: HARARE 1158 Classified By: Charge dVaffaires Eric T. Schu 
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soon try to raise additional funds through the sale of 
dollar-denominated government bonds. They want to update 
potential investors 

Philippine economic developments and to confirm GRP 
commitments to fiscal reform. They will also travel to 
Washington for World Bank/IMF meetings on September 24-25. 
Except for TevesYs meeting with MCC officials 

made requests yet for meetings with USG officials. 


Visit Embassy Manila\'s Classified SIPRNET website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website: 
http://www.state.sgov.gov/ 
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informal translation of the MPS briefing paper on the Hoa Hao.) 


4. (SBU) Hoang raised the case of the \"terrorist\" Nguyen Huu 
Chanh 

though the GVN had complained repeatedly about his anti-GVN 
activities in the United States. He repeated MPS allegations that 
they V'had evidence" that Chanh has hired people to funnel money 
and weapons to Vietnam and continues to encourage anti-GVN 
activity in the United States. PolOff told Hoang that freedom of 
speech was strictly protected in the United States. However 

the GVN had evidence that Chanh had been involved in activities 
that fomented violence 

was incumbent upon the GVN to pass that evidence for the USG to 
assess and to take appropriate action. 


MPS Charm Offensive? 


5. (SBU) Hoang made a strong pitch for greater cooperation and 
exchange between the MPS and ConGen HCNC on political issues. 
This cooperation was in the interest of both sides 

and was another example of how our relationship had changed 
following the visit of PM Khai to the United States. He went as 
far as to say that MPS HCMC had wanted to preview its action 
against the Hoa Hao in the Mekong Delta with us before it 
occurred 

taking place. Hoang said that such interaction would allow us to 
better understand MPS concerns over V'terroristsV' such as Tran 
Khue 


eparing a draft regulation for cable television that would ban advertising. Such a rule change will have 


26 - 27. Hotel reservations are confirmed at the Key Bridge Marriott. POLOFF will arrive on Septemt 
| TAGS: ECON, EFIN, ETRD, PA SUBJECT: PARAGUAY: IMF MISSION BRIEFS AMBASSADOR RI 
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from the police. (Along with Dr. Nguyen Dan Que 
leading democracy activist living in Ho Chi Minh City.) 


Lots to Discuss 


6. (SBU) PolOff thanked the MPS for their briefing on the Hoa Hao 
and underscored that 

Hoa Hao protests are complex and do involve issues of religious 
freedom 

We emphasized that we try to ensure that our activities -- even 

our meetings with dissidents -- are transparent and that the USG 
respects Vietnam\'s security and stability. Our goal was to obtain 
the most accurate picture possible of Vietnam. A case in point is 
the Central Highlands 

of improved access to report to policymakers in Washington that 
the situation there was more complex and nuanced than some might 
portray. We offered to brief the MPS officials on the results of 

our upcoming visit to the Central Highlands province of Gia Lai 
scheduled for September 6-9. While welcoming the opportunity to 
open a new channel of dialogue 

anticipate that there will continue to be areas where we disagree 
such as on the definition of terrorism. ConGenOffs would continue 
to meet with individuals such as Tran Khue or Dr. Nguyen Dan Que. 


7. (SBU) Comment: The MPS overture was unanticipated. HCMC had 
been seeking to meet with HCMC MPS officials on these issues for 
nearly a year 

(We have had better luck in the Central Highlands and other 
provinces.) The MPS officials made clear that Prime Minister 
KhaiVs visit to the United States made possible this development 
to which we plan to respond positively. The polite and 

professional tone of the discussion also was a pleasant surprise. 
The MPS official made no effort to dissuade 

to stop meeting with \"persons of mutual concern 

that we were doing our jobs in doing so. End Comment. 


8. (SBU) Begin Text of Unofficial Translation of MPS Paper on Hoa 
Hao: 


Ministry of Public Security 
Anti-Terrorism Bureau 
Ho Chi Minh City 


To: Representative of the U.S. Consulate General in HCMC 


Recently 

have violated laws and been dealt with administratively or 
criminally by authorities. During the course of law enforcement 
these people did not follow the laws (some even poured gasoline 
over themselves and were burned 


2. INFORMATION RECEIVED AT THIS POST FROM ANOTHER AGENCY INDICATES THAT THI 


irmed that EADS CASA has made purchases from Revue Thommen, most recently in 2003, but has 
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therefore negatively affecting local security and the political 
situation. Without sufficient information 

mistaken opinions about the nature of the incident. The incident 
happened as follows: 


- Onthe morning of June 3 

4 

Ut (born 1972 

without the motorbike registration certificate (he was carrying 
Nguyen Do Hung 

1969 

driving license and helmet (he was carrying Nguyen Van Hung 
1978 

Dong Thap) was found driving a motorbike carrying bulky stuff. 
For these violations 

Police administratively fined these people. However 

Manh refused to sign the minutes of violations and later 

with Nguyen Van Hung 

road 

screaming 

over himself 

minutes. 


- Inthe afternoon 

group 15 

continued the disturbance. When authorities arrived 

incited a number of other people to oppose officials on duty 
breaking equipment 

causing injuries to the officials. Buu continued to pour gasoline 
over himself and was ready to self-immolate 

to gather and to scream 

authorities patiently educated and convinced these people until 
they finally left the next afternoon. 


For these continued and organized violations 
investigation police started criminal investigations and 
temporarily detained the following 9 defendants: 


- Tran Van Ut 
Thap) 

public disorder 
Vietnam; 


- Nguyen Thanh Phong 
in An Giang) for opposing officials on duty 
of the Criminal Code of Vietnam; 


- Vo Van Thanh Liem (resided in An Giang) for willfully 
injuring others 
Vietnam. 


momentum (to achieve growth over 5 percent) is continuing as expected, high inflation is a major wor 


2. Hotel reservations have been made at Hotel Gran Melia Fenix, located at c/Hermosilla, 2, Madrid 


¿DOC FOR ITA/OTEXA/MDANDRIA Е.О. 12958: N/A TAGS: ETRD, KTEX, EINV, PREL, ECON, RP 
Johanna Suurpaa and Legal Officer Janina Hasenson to request additional assurances regarding the 


assy understands Ms. Cheney will be accompanied by her Secret Service detail. SIPDIS 3. Embas: 
: 3949 SENSITIVE BUT UNCLASSIFIED PLEASE HANDLE ACCORDINGLY 1. SUMMARY. The V 
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While the investigation police were enforcing the arrest warrant 
Tran Van Ut and Vo Van Buu poured gasoline over themselves to 
prevent the police from carrying out their duties. These two 
defendants were taken to An Giang Hospital (the closest hospital 
capable of treatment). However 

Tran Van Ut died the night of August 5 


Understanding that the U.S. Consulate General is interested in the 
above incident from the perspective of protecting religious 
freedom 

enforcement authorities in preventing crime and fighting 

criminals 

always guarantees the rights of belief and religious freedom for 
every citizen. At this moment 

the above actions against these defendants. The violations 
committed by these defendants continue to be investigated by local 
law enforcement authorities and will be dealt with according to 

the laws of the Socialist Republic of Vietnam. 


End Text of Unofficial Translation of MPS Paper on Hoa Hao. 
WINNICK 
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restraining order (TRO) that has prevented implementation of 
the expanded VAT law. (NOTE: Septel reports the September 1 
Supreme Court announcement to lift the TRO. END NOTE) In 
anticipation of this expected decision 

Finance Secretary Teves to meet with the Davao business 
community on August 29 in the first of a series of \"road 
shows! to explain the E-VAT. Favila reported a generally 
positive response from the 500 attendees. 


3. (SBU) Favila stated that the GRP supports the debt-for- 
equity proposal presented on behalf of GRP in letter by 
House Speaker Jose de Venecia that proposes to divert debt 
payments into development projects. Favila views this as a 
Vdiplomatic initiative\" that does not directly involve his 
department. 


4. (SBU) The Charge inquired about recent reports of an 
agreement to allow private investors to open Terminal 3 at 
Manila Airport later this year (ref A). Favila said that 

DTI was not directly involved 

help remove any legal impediments. (Comment: Other GRP 
officials 

have asserted that the GRP will retain possession of the 
airport 

the GRP will agree to reverse its expropriation of Terminal 

3. End Comment) Favila noted that the facility requires 
additional work to ensure FAA compliance before it can open. 


le acknowledging that some groups, especially the Sunni Arabs, are not completely satisfied, he is co 
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While the US has no direct involvement in the airport 

US business community has emphasized the importance of this 
issue to the investment climate 


5. (SBU) The Charge invited Favila to the Embassy\'s 
Intellectual Property Rights Roundtable on September 13 
where private stakeholders and GRP officials will discuss 
IPR issues. He noted our productive collaboration with the 
Intellectual Property Office 

progress will be needed on enforcement and prosecution of 
IPR violators to remove the Philippines from the Special 301 
priority watch list. Favila said he was aware of this 
objective. 


6. (SBU) The Charge expressed concern that proposed tariff 
reductions for Japanese vehicles under the Japan-Philippine 
Economic Partnership Agreement (JPEPA) may negatively affect 
Ford\'s substantial investments in the Philippines. Favila 

said he met recently with Ford reps and will take their 

position into account. Favila stated that currently \"the 

ball is in JapanVs court" as GRP awaits the Japanese 

reaction to the most recent JPEPA draft. 


7. (SBU) While noting that Customs decisions are not 
directly within the DTIVs authority 

urged the GRP to reconsider a recent BOC decision to 
reclassify Tang as refined sugar subject instead of a 
powdered beverage 

Undersecretary Aquino explained that this decision has a 
long complex history involving inconsistent interpretations 
of customs categorizations by the BOC. The issue is 
currently under consideration and the GRP is V'trying to 
correct the inconsistency\" 


8. (SBU) Emphasizing the strong desire in the business 
community for greater consistency and transparency in GRP 
policies 

for the removal of tax incentives from the Clark Special 
Economic Zone by the Supreme Court. Favila said he supports 
a legislative solution proposed by Senator Gordon 

as a parallel initiative by House Speaker de Venecia 

refine existing laws in order to resolve this issue. He 

noted that Finance Secretary Teves has promised Clark 
investors his intention to maintain the status quo until an 
acceptable solution is found. Favila said that he had also 
urged Executive Secretary Ermita to create strong guidelines 
on the announcement of ad hoc holidays. 
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9. (SBU) The Charge explained that the US Geological Survey 
is offering to conduct a comprehensive survey of mineral 
resources that can help to attract investors into this 

promising sector 

this joint effort (Ref B). He noted that recent price 

increases for mineral products should encourage investment 
and growth of this sector. Favila expressed hope that this 
study could help attract US firms and avoid the hit-or-miss 
exploration strategy used by many small-scale mining 
entrepreneurs. 


10. (SBU) Favila said he will join President Arroyo and 

other members of her economic team to attend the UNGA in mid- 
September. He will then return while Finance Secretary Teves 
and Central Bank Governor Tetangco continue to Washington 

for September 24-25 meetings with the World Bank and later 

the Millennium Challenge Corporation. 


11. (SBU) COMMENT: As a former banker 

receptive to business concerns 

tax and investment policies. He will need the support of 
the Finance Department 

address these issues. While he might be a strong ally of 
the business community 

in efforts to establish a more consistent and investor- 
friendly environment. 
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levels of Kazakhstan\'s import customs duties for Turkish 
commodities and obligations regarding Turkey\'s access to 
the Kazakh services market 

agreements. Completion of the negotiations will promote 
Kazakhstan\'s early admission to the WTO. (Interfax - 
Kazakhstan 


China Bank of Kazakhstan Lost License 


4. According to Yelena Bakhmutova 

Financial Supervision Agency (FSA) 

operations will be withdrawn from China Bank of Kazakhstan 
JSC (a subsidiary of the Bank of China) for six months. As 
Bakhmutova explained 

with money transfers: individuals sent money to China from 
accounts not belonging to them. V'After investigation of the 
incident the bank is going to take steps to prevent such 
situations in the future 


ef A, this telegram provides updated data оп Kazakhstan\'s compliance with international norms on tl 
y to be held Sept 14-16, 2005. The travel dates for the delegation have not been released and will be 


ed Washington\'s offer to send officials to Doha before or after Ramadan 2005 to discuss the CWC C 


rence Chairman Adnan Dulaimi pressed for more voter registration centers in Al-Anbar and an exten: 


the NATO/RTA Symposium. 2. Embassy understands that no assistance is necessary. 3. Visitors : 
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Kazakhstan 


Economic Statistics 


5. The net profit of the Aktau International Seaport was 
KZT 677 

half of 2005 

for H1 2004. Revenues from sales of goods 

services totaled KZT 2 

(approximately $16 million) versus KZT 2 

$15 million) in H1 2004. As reported 

transshipped a total of 5 

June 2005 

during H1 2004. (Interfax - Kazakhstan 


6. In July 2005 

the population via exchange points in Kazakhstan was KZT 115 
billion (approximately $848 million) 

service of the National Bank of Kazakhstan. The most 
significant trade was in U.S. dollars: $730 million; about 

half of this amount ($384 million) was bought at exchange 
points in Almaty. The Euro volume traded in July was Euro 

65 million. Almaty residents bought Euro 44 million or 67% 

of the total amount. (Kazakhstan Today 


7. The average cost per square meter of housing in 
Almaty for the month of July is $1 

estate experts. They evaluate the housing market for July 
as stable in general 

housing prices for expensive apartments.” Prices for elite 
apartments in newly constructed buildings increased in July 
by 12-1896. (Golden Eagle Service 


CNPC International to Buy PetroKazakhstan 


8. On August 22 

National Petroleum Corporation (CNPC) 

billion 

(PK). PK\'s Board of Directors has recommended that its 
shareholders accept CNPCIVs offer 

approval by 66.6% of them at an October meeting. Goldman 
Sachs International is acting as financial advisor to PK. 

The agreement contains customary provisions prohibiting PK 
from soliciting any other acquisition proposal 

the PK Board of Directors to accept and recommend a superior 
proposal if it is required to do so to avoid breaching its 
fiduciary duties and upon payment of a termination fee of 
$125 million. Under the Agreement 

match any such superior proposal. Indian Oil & Natural Gas 
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Corp. is reportedly now evaluating the possibility of 
submitting a counter offer. (Reuters 


TCO Executives Sued for Environmental Damage 


9. AtyrauVs Environmental Protection Procuracy has 
initiated criminal proceedings against TengizChevrOil (TCO) 
executives for V'violation of environmental standards in 
economic and other activities\" and \"for air pollution 
damaging human health 

announced on August 8. The criminal case is related to 
failure of Tengiz gas-processing plant on July 2 

caused acid and crude gas leak in the amount of 49 

The damage is assessed at KZT 199.7 million ($1.5 million). 
Documents have been submitted to Atyrau Oblast Prosecutor\'s 
Office to verify the appropriateness of criminal charges. 
(Kazakhstan today 


GoK to Review North Caspian PSA 


10. According to an August 13 Decree by the Prime Minister 

the GoK has established a working group under Vice-Minister 

of Finance Uzbekov to review provisions of the Production 
Sharing Agreement (PSA) for the North Caspian Sea (Kashagan) 
signed on November 18 

KCO). The working group will review the application of 

separate issues of Kazakhstani tax and customs legislation 

to the Kashagan PSA. (Prime-Minister Decree #222-p 

18) 


Kazakhstan Bans Aviation Fuel Export Through 2005 


11. Kazakhstan imposed a temporary ban on aviation fuel 
export from August 20 through December 31 

to an August 19 decree by the Prime Minister. The ban is 
imposed V'for the purpose of saving the required aviation 
fuel for economic needs of the Republic. The ban does not 
apply to aviation fuel registered earlier in accordance with 
regular declaration before enactment of the decree 

placed under special customs regime. (Interfax - 
Kazakhstan 


Oil & Gas Statistics 


12. In January-July oil production in Kazakhstan was 28.9 
million tons 
the National Statistics Agency reported. During the same 


mewhat more positive picture of Slovakia\'s likely stance on the beginning of TurkeyYs EU accession 
inistry of Foreign Affairs on 18 August 2005 in preparation for the Madrid MTCR Plenary. Sawicz corr 


' Czech Cabinet on Aug 24 formally approved and sent to Parliament plans for foreign deployments ir 


Classified By: PolCoun James P. Merz for reasons 1.5 (b) and (d). 1. (C) Summary. On 8/19, the, 
llion buyback of its Paris Club debt, sending checks to 13 Paris Club countries. Тһе GOP expects the 
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period 
year 


13. In H1 2005 Kazakhstan exported 28.1 million tons of oil 
and gas condensate 

in 2004. In dollar terms 

a 78% increase. (Interfax - Kazakhstan 
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finality of herein decision." According to the usual 
practice 

within which to submit another appear based on new 
arguments. GRP lawyers expect opposition lawmakers to 
file an MOR at the last minute as a delaying tactic but 
considered the likelinood of the Supreme Court reversing 
its decision slim. They expressed optimism that the law 
would be in effect by the fourth quarter of 2005. 


4. (U) In a separate decision 

former Finance Secretary Purisima for indirect contempt" 
and ordered him to pay a fine of 20 

The former DOF chief 

who 

down (Refs C and D) 

Supreme Court may have been influenced by the PresidentVs 
Office to issue the TRO and delay the EVATVs 
implementation in order to hold off an unpopular tax at a 
sensitive political time. 


5. (U) Addressing one of the most contentious 
provisions raised by opposition lawmakers 

Court upheld the standby authority granted to the 
Philippine President to increase the EVAT rate from 1096 
in 2005 to 1296 by January 2006 

one of two conditions. These conditions were 1) the 
ratio of EVAT collections to GDP of the previous year 
exceeds 2.8% or 2) the ratio of the government deficit to 


lez during his visit September 12-13 to Washington and New York. Fernandez will be in Washington 
Venezuelan initiative to exert control the OAS Social Charter undertaking. Liriano replied that the Don 


lloffs stressed the importance of creating a consensus Social Charter, within the framework of the OA 
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GDP of the previous year exceeds 1.5%. Opposition 
lawmakers had challenged the provision as an allegedly 
unconstitutional delegation of tax authority reserved for 
the Philippine Congress. Although there were a few 
dissenting opinions 

Justices interpreted this standby authority as mandating 
the President to increase the tax rate 

optional act by the President 

stipulated conditions were met. GRP officials have 
reiterated that President Arroyo will raise the EVAT rate 
in 2006. 


6. (U) Majority of the Supreme Court Justices also 
upheld the right of petroleum and electricity companies -- 
which will no longer be exempted from EVAT when it goes 
into effect -- to pass on the tax burden to their 

customers. The Justices noted that the EVAT 

nature 

the Supreme Court 

had alleged that the Congressional bicameral conference 
committee tasked to reconcile the House and Senate bills 
had overstepped its jurisdiction by deleting the no-pass 
through provision contained in both the bills passed by 
the two houses of Congress. 


7. (U) The business sector remains concerned about a 
provision in the EVAT that imposes a 70% cap on input 
EVAT credits that can be subtracted from output EVAT 
payments during any taxable quarter (refs E and Р). 
Petroleum dealers had challenged this provision before 
the Supreme Court 

to uphold it. DOF officials maintain that this provision 
was not initiated by the GRP and that the Government is 
sympathetic to business sector concerns 

high-volume but low-margin enterprises. Implementing 
Rules and Regulations (IRRs) had postponed implementation 
of this provision to December to give the DOF an 
opportunity to seek a legislative amendment increasing 
the 70% cap to 90% before that time. 


8. 8. (SBU) Because of potential delays in the 
legislative process 
Emmanuel Bonoan -- who shepherded the amended EVAT law 


ONAL DEVELOPMENT AND THE MINISTRY OF FINANCE AND PLANNING OF THE DEMOCRATI 


2005. The decision, rendered in response to a petition filed by the opposition Jathika Hela Urumaya ( 
AL PARK UNSUBSTANTIATED ------- Summary ------- 1. (SBU) Zimbabwe Conservation Task Forct 
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through the Philippine Congress and helped defend it 
before the Supreme Court -- told econoffs that the GRP 
now plans to address the issue by \"tweaking\" the IRRs 
towards a more business-friendly interpretation. The 
current interpretation imposes the 70% cap whether or not 
the input EVAT exceeds the output EVAT. The new 
interpretation would impose the 70% cap only if the input 
credits exceed the output tax (example below). 


Current Revised 
Interpretation Interpretation 
Input EVAT 80 80 
Output EVAT 100 100 
Creditable Input VAT 70 80 
Uncredited Input EVAT 
For Carryover 10 0 


9. (U) The Government did not impute incremental 
revenues from the EVAT law in the 2005 budget. If 
implemented in early October 

perhaps 10 billion pesos ($180 million) in 2005 from the 
measure. Implementation becomes critical in 2006 

the EVAT would boost revenues by 83 billion pesos ($1.5 
billion) and keep the 2006 budget program on track. That 
amount would represent about 1.4% of 2006 GDP; about half 
of the targeted year-on-year expansion in tax 

collections; and nearly 64% of the envisioned expansion 
in cash disbursements. 


10. (U) Implementing the EVAT law will also affect the 
Governmenti\'s goal of financing a larger budget (septel) 
while keeping the fiscal deficit in check and tempering 
the pace of debt accumulation. With the amended EVAT 
the GRP estimates that it will need to borrow 531.6 
billion pesos ($9.5 billion) from domestic and overseas 
capital markets during 2006 

less than in 2005 

service principal payments on its debt obligations. It 
hopes to reduce the ratio of its outstanding debts to GDP 
to 63% by the end of 2006 

2005. 


Billion Pesos Growth (%) 


М.В) recently raided an illegal abattoir in Chiayi County in southern Taiwan and seized over 10,000 | 
; television and print media reported extensively on the seizure of counterfeit US dollars at the port of 
(d) 1. (C) SUMMARY: Lithuania basically concurs with U.S. positions on key agenda items for the : 


Minister of Planning and Finance (1994-1999). Salomao is a member of the powerful 15-person FRE 


Column 3 
2004 2005 2006 2005 2006 
Actual Program Proposal 


REVENUES 699.8 783.2 968.6 11.9 23.7 


Tax Revenues 598.0 706.2 874.3 18.1 23.8 
% of GDP 12.6% 13.3% 146% 


of which: 
EVAT 0.0 0.0 83.0 
% of GDP 00 00 1.4% 


Nontax Revenues 101.8 77.0 94.3 -24.4 22.5 
DISBURSEMENTS 886.8 963.2 1 


SURPLUS/DEF -187.1 -180.0 -124.9 -3.8 -30.6 
% of GDP -3.9% -3.4% -2.1% 


11. (SBU) Many economists 

analysts 

Supreme Court decision on the Arroyo Administration\'s 
centerpiece revenue-raising legislation. Militant 

groups 

political opposition is likely to capitalize on this 

alleged \"anti-poor law\" in the wake of soaring oil prices 
to move forward its anti-Arroyo campaign. Meanwhile 
GRP is working to beef up its public information drive 
stressing that the law is a bitter but necessary pill to 
avoid the more disastrous effects of a fiscal crisis. 

The Governments ability to curb corruption 

evasion 

delivery of Government services will come under 
increasing scrutiny as it calls for further sacrifices in 

the midst of economic and political challenges. The 
governments track record in all of these areas has been 
unimpressive. The revenue collection by the Bureau of 
Internal Revenue did show modest improvement during the 
last year under former BIR commissioner Parayno 
PhilippinesY tax to GDP ration still remains the lowest 

in East Asia. 


Johnson 


1, Commerce SUBJECT: MOZAMBIQUE - REQUEST FOR FY06 USDA FOOD AID THROUGH PL: 
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End Summary. 


2. The Consulate\'s Ask a Consul" column debuted August 26 in Thai New: 
circulation of 40 

column as a quarter-page box 

Liberty graphics top and bottom. The paper also included the 

Consulate website address 

15 provinces in Chiang Mai\'s consular district. 


3. For the column\'s first appearance Consular staff prepared and translated : 


4. VAsk a Consul" builds on earlier efforts by Chiang Mai\'s Consular Sectior 
- nearly 4 


5. The Consulate contacted Thai News in early August with an offer to produ: 
Khun Monchai and the Consulate agreed to continue the column as long as bi 
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martial law regimes were pardonable. The \"welfare\" 
activities might include introduction of the Kuranic words 
VBismillahir Rahmanir Rahim\" at the beginning of the 
preamble of the constitution 

democracy 

made public. 


3. (SBU) Alarmed by the High Court verdict 

the image of her slain husband and BNP founder Ziaur Rahman 
in jeopardy 

secure a stay by midnight. Ali went to a chamber judges 

home and secured the stay shortly before midnight on August 
29 until hearing of the petition by the regular appellate 

panel on August 31. The panel extended the stay order by two 
months and asked the government to file leave to appeal 

within this time. 


4. (SBU) Ali told Embassy that the High Court order was an 
unexpected development 

was to regain a movie theater taken over by the Mujib 
government as an abandoned property. A martial law order had 
negated a High Court order to hand over the movie theater to 
its original owner. Ali said Justice A.B.M. Khairul Haque 

who presided over the bench that nullified the Fifth 
Amendment 

Awami League (AL) and he took advantage of this case to 
embarrass the government by declaring BNP founder Ziaur 
Rahman''s government illegal at a time when AL was trying to 
oust the government and the pro-AL attorneys were out to 
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create chaos in the society. He said Haque has violated 
\"judicial discipline" by opening a closed matter and 

referred to earlier High Court and Appellate panel 
observations that the fifth amendment had become part of the 
constitution by long acquiescence of the people and should 
no longer be a matter of judicial debate. He termed the High 
Court verdict \"mischievous.\" 


5. (U) In press interviews 

reactions to the verdict. Some of them appreciated the 
judgment as \"historic\" and \"bold\" as this was the first 
judgment declaring martial law illegal. Others criticized 

the judgment for its \"vagueness\" as to its observations that 
the \"welfare\" activities were pardonable. One prominent pro- 
BNP attorney said the judgment would contribute to 
instability and chaos in the society. Law Minister Ahmed 
said the verdict had no value from the perspective of the 
state 

verdict has created a temporary sensation and has no effect 
now that the appellate panel has stayed it 

that the government would appeal it and give its views from 
the constitutional perspectives. 


6. (SBU) Comment: The sharp government reaction to the High 
Court verdict nullifying the fifth amendment indicates PM 
Zia\'s high level of sensitivity to the question of 

legitimacy of her slain husband\'s regime and her party\'s 
dependence on the popular image he left behind. The unusual 
verdict given by a panel led by a pro-AL judge and the 
Attorney General\'s immediate reading of it in political 

terms exposes the waning integrity of a politicized 

judiciary. The controversy 

time being as the appellate panel has stayed the verdict and 
may take it up for review. End comment. 

Chammas 
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DESPITE SECURITY CONCERNS 


REF: A. STATE 158420 
B. NEW DELHI 6660 


Classified By: A/DCM Geoff Pyatt for Reasons 1.4 (B 


1. (U) This is an action request for USAID Mission in Iraq. 
See para 6. 


ınse\'s Director General for Defense Policy and International Relations, on August 24. Jakabcin state 
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2. (C) Summary: India\'s previous offers to provide 
training 

electoral and constitutional processes are \"still on the 
table 

Joint Secretary (Gulf) Sanjay Singh told A/DCM and PolMilOff 
on August 31. He expressed doubt 

use what India has offered because of Baghdad\'s limited 
capacity to respond to matters beyond their immediate 
political and security concerns. Of $20 million the GOI has 
allocated for projects in Iraq 

available. The GOI is especially interested in getting more 
information about local electricity projects to consider 
funding. End Summary. 


Democracy: India Can Play a Helpful Role Outside Iraq 


3. (C) A/DCM underscored Foreign Minister Singh and Foreign 
Secretary Saran\'s enthusiasm for the US-India Global 


SIPDIS 

Democracy Initiative and pressed the GOI for ideas about how 
to translate this interest into action in Iraq. Singh 

reiterated the continuing caveat that any training or 
consultations should happen outside Iraq because of the 
ongoing GOI travel ban for Iraq due to ongoing security 
concerns. A/DCM stressed that even making a statement of 
support for lraq\'s constitutional process would make а 
difference 

GOI statement about Ігад\'ѕ elections in January. 


4. (C) Singh raised questions about several factors which 
may influence acceptance of the draft constitution 

whether Sunni leaders! rejection of the constitution was 
serious or merely a negotiating ploy 

provisions to share oil revenues. He also expressed 
confusion about unspecified provisions regarding oil revenue 
in the draft constitution. In addition 

Special Representative Brahimi would play a role in 
\"fine-tuning\" the current draft constitution 

during the drafting of the Transitional Administrative Law. 


5. (C) Singh mentioned he was closely watching the US 
domestic debate about the war 

US public opinion had perhaps more impact on the increasing 
level of violence in Iraq than anything else. \"I think the 
insurgents take strength from what is happening in the US 

he stated. 


Indian Interest in Electricity Sector 


f Health, Prof. Vladimir Davidiants, Chief of Public Health and Sanitation, and Liana Torosyan, Ministr 


SSIFIED - HANDLE ACCORDINGLY. 1. (SBU) Summary: The GOl is putting together plans for dea 


alition was willing to reach out to the Sunni Arabs on the language in the constitution. The Shia Coalit 


‘SBU) In the wake of the sacking of their party leader, Pavol Rusko, seven MPs from the Alliance of | 
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6. (C) Following up on earlier discussions about Indian 
interest in providing assistance to Iraq\'s energy sector 
PolMilOff asked about the availability of funding for such 
projects. Singh responded that 

has allocated for Iraqi assistance 

committed to various food assistance and capacity-building 
projects. Of the balance 

water pumps in the marshlands 

other projects. Singh reported that this money is available 
immediately and projects could be funded via a mix of grant 
or loan 

previous meetings 

specific information about high priority local electricity 
projects 

projects in the past 

USAID/Iraq: Please send information about projects that 
might meet these criteria to Embassy New Delhi. Slug 
responses for PolMilOff Stacy Gilbert. 


7. (C) Finally 

trade delegations from Iraq in September 

agricultural issues with representation from all provinces 

as well as the Ministry of Trade and Industry. He was less 
optimistic about the preparatory steps toward re-establishing 
the Indo-Iraq Joint Commission (JC) 

the first working group meeting to precede the JC had not yet 
been set 

technical paper outlining the issues they would like the JC 

to address. 


8. (U) Visit New DelhiVs Classified Website: 
(http//www.state.sgov/p/sa/newdelhi) 
MULFORD 
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presence 

term means. In his view 

from plants could be very helpful for developing 
countries. He expects some countries to resist 
launching work on transgenic animals because of the lack 
of experience in this area. However 

on transgenic fish might be a good alternative as it 
would involve similar issues and there is already 
commercial experience with fish. 


Cleverley 
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turnaround. He observed that New Delhi may have a better 
perspective than Washington in identifying US resources to 
engage in the Agriculture Initiative due to past Indian 
participation in training and assistance programs. 


3. (U) Jaishankar noted that the GOI is hoping for quick 
action on the initiative 

to send a team of negotiators from the interested agencies to 
New Delhi in the first week of October. In the interim 

agreed 


4. (U) Action Request: Can we identify both who will need to 
review and comment on the forthcoming GOI proposal 

as who will come out to New Delhi in October to discuss the 
outlines of the Agriculture Initiative? 

MULFORD 
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DEVASTATES THE AMERICAN SOUTH EAST." THE EDITORIAL BY 
DOMINIQUE QUINIO 

GEOGRAPHICAL TELESCOPING OF EVENTS WHICH HAS BROUGHT TC 
IRAQ AND THE U.S. COMMENTARIES EMPHASIZE AMERICA\'S INABILT 
TO PREDICT AND PROTECT 

COLOSSUS WITH FEET OF CLAY\" SAYS LA CROIX; \"THE GREATEST 
NATION IN THE WORLD KNOCKED OUT BY NATURE\" WRITES LIBERAT 
LE FIGARO TITLES ITS EDITORIAL \"AMERICA TRAPPED.\" (SEE PART C 


THE SECOND MAJOR FRONT-PAGE STORY 

BAGHDAD WHICH CAUSED THE DEATH OF SOME ONE THOUSAND IRA 
ACCORDING TO LE FIGARO 

SECURITY SITUATION. FOR GEORGE MALBRUNO 

ALWAYS PLAYED A ROLE IN SADDAM'S DAYS 

TRAGEDY. (SEE PART C) 


LIBERATION INTERVIEWS BAKHTIAR AMINE 

IRAQ\'S ALLAOUI GOVERNMENT: \"SINCE SADDAMISTS AND TERRORIS 
WERE КЕРТ FROM ENTERING THE PILGRIMSY ZONE BY THE SECURIT’ 
POLICE 

THOSE RESPONSIBLE FOR TERRORIST ATTACKS IN IRAQ 

SOME FOREIGN MEDIA RESISTANT FIGHTERS 

ENEMIES OF ALL IRAQIS 

FRANCE SOIR INTERVIEWS DOMINIQUE THOMAS 

\"THE RECENT NEGOTIATIONS ON THE CONSTITUTION HAVE PROVEN 
TODAY\'S IRAQ COULD BE BUILT WITHOUT THE SUNNIS. THAT WOULE 
VERY DANGEROUS. THE SUNNIS COULD EASILY AND PERMANENTLY F 
INTO AN ARMED CONFLICT. THE AMERICANS INTERVENED IN IRAQ 
WITHOUT THE APPROVAL OF THE INTERNATIONAL COMMUNITY. THE 
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NOW CAUGHT IN A BIND. TODAY THEY ARE RESPONSIBLE FOR THE 
FUTURE OF IRAQ. THEY CANNOT LEAVE. 

(C) SUPPORTING TEXT/BLOCK QUOTES: 


HURRICANE KATRINA 


VAMERICA TRAPPED\" 

PIERRE ROUSSELIN IN RIGHT-OF-CENTER LE FIGARO (09/1): “ТНЕ 
DAMAGE LEFT BY HURRICANE KATRINA IS UNPRECEDENTED. SURPRI 
AND CONSTERNATION HAVE TAKEN OVER. FIRST AND FOREMOST KA 
IS AHUMAN TRAGEDY 

TO FIGHT AGAINST NATURE\'S UNLEASHED RAVAGES. USED TO 
HURRICANES 

AS POWERLESS AS WAS SOUTHEAST ASIA IN THE FACE OF THE TSUP 
WHILE THE TSUNAMI WAS EXCEPTIONAL 

INSTANCE THE ROUTINE OF THE HURRICANE SEASON LED OFFICIALS 
UNDERESTIMATE KATRINAYS STRENGTH. THE AREA HIT BY THE 
HURRICANE IS A NERVE CENTER FOR AMERICA. THE TRAGEDY HAS F 
AT THE WORST POSSIBLE MOMENT 

ALREADY HIT THE 70-DOLLAR MARK. THE U.S. COULD BE FACING A G/ 
SHORTAGE. THE AUTHORITIES 

ANNOUNCED AN EMERGENCY PLAN AND THE AVAILABILITY OF STRAT 
OIL RESERVES 

AND KEEPING MARKETS FROM OVERREACTING. THE PRESENT САТА: 
COULD HAVE LONG-LASTING CONSEQUENCES ON THE AMERICAN EC 
WHAT IS MOST SURPRISING IS THAT IN A COUNTRY AS MODERN AS T 
U.S. 

UNKNOWN TWO DAYS AFTER THE TRAGEDY." 


\"TRAGEDIES\" 

DOMINIQUE QUINION IN CATHOLIC LA CROIX (09/01): \"IN SPITE OF 

ITS HIGHLY EFFECTIVE ORGANIZATION 

FINANCIAL MEANS 

IT HAS FEET OF CLAY WHEN IT COMES TO FIGHTING AGAINST NATUR 


\"THE LAWS OF THE SKIES AND OF THE JUNGLE\" 

PATRICK SABATIER IN LEFT-OF-CENTER LIBERATION (09/01): “ТНІ5 
MAJOR CRISIS . HAS LED PRESIDENT BUSH TO SHORTEN HIS SUMME! 
VACATION AND TO RETURN TO WASHINGTON. NEW ORLEANS WILL R 
A GHOST TOWN FOR MONTHS. WHAT IS MOST STRIKING AND MOST 
REVEALING IS THE BRUTAL COLLAPSE OF A HIGHLY SOPHISTICATED 
DEVELOPED SOCIETY. THE MOST POWERFUL NATION IN THE WORLD 
KNOCKED OUT BY A BLOW THAT CAME FROM THE SKIES AND THE OC 
THE AUTHORITIES 

THROUGH THE RISING WATERS. AND VIOLENCE 

FAR IN A REGION WHERE POVERTY IS OFTEN ENDEMIC 

OVER 

LAWS OF THE JUNGLE ARE TAKING OVER.\" 


IRAQ 


је dVAffairs Nancy McEldowney. Reasons 1.4, b and d. 1. (SBU) Summary. Taking up Treasury U/ 
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VTHE DEVASTATING FORCE OF RUMOR 

GEORGE MALBRUNO IN RIGHT-OF-CENTER LE FIGARO (09/01): "AT TH 
ROOT OF YESTERDAY\S TRAGEDY 

COMPONENT OF AN IRAQI SOCIETY EXTENUATED BY VIOLENCE AFTE 
HAVING BEEN DOMINATED BY THE CONSTRAINTS OF A DICTATORSHI 
UNDER SADDAM RUMOR WAS A STRATEGIC WEAPON USED FOR 
DISSIMULATION. TODAY 

SCORES AND REPEATED TERRORIST ATTACKS 

PLOTTING AND A DOSE OF IRRATIONALITY HAVE HELPED TO WIDEN 1 
GAP THAT SEPARATES THE SUNNI AND SHIITE COMMUNITIES. THE SL 
INSURGENTS TELL WHOEVER WILL LISTEN THAT THE SHIITES ARE AL 
IN CAHOOTS WITH IRANVS SHIITE COMMUNITY. AND THE SHIITES 
ACCUSE ALL SUNNIS OF HAVING BAATHIST CONNECTIONS." 


\"TRAGEDIES\" 

DOMINIQUE QUINIO IN CATHOLIC LA CROIX (09/01): \"ALL OF IRAQ\'S 
ILLS CAME TOGETHER DURING A PARTICULARLY MURDEROUS DAY. F 
CAUSED A MOVEMENT OF PANIC THAT LEFT OVER 800 DEAD. A STRAI 
GEOGRAPHICAL TELESCOPING OF EVENTS BROUGHT TOGETHER PO 
EXTENUATED IRAQ AND THE U.S.\" STAPLETON 
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NOT FOR INTERNET DISTRIBUTION 


Ref: A)Paris 4900 B)Paris 5667 


1. Summary. President Jacques Chirac outlined on August 30 
a new industrial innovation agency and research drive to 
encourage employment and prevent outsourcing. Spearheading 
his policy drive in favor of industrial innovation in the 

heart of the Champagne region 

inaugurated the first of 67 industrial clusters or \"poles of 
competitiveness\" to receive tax breaks and 1.5 billion Euros 
(USD 1.8 billion) in state support over the next three years 
(Reftel B). At the same time 

project 

has a budget of one billion Euros USD 1.2 billion) to be 
distributed over the next three years to \"priority\" sectors 

such as energy 

environment (Reftel A). Chirac said that the All had 

already identified a number of projects 

development of an Internet search engine.\" Chirac denied a 
return to French industrial policies of the 1970s 

emphasized that these new measures were part of a broader 
effort that involved specific projects as well as European 
partners. End Summary. 


2. (SBU) During his policy presentation to French business 


ther countries shared our views. During a recent Rio Group meeting, the Venezuelans had insisted t 
\marante Maestas (Security clearance: secret), for travel to Asuncion during the period of September 


This is an action request. See рага 3. 2. (C) On the margins of a meeting with MFA Bilateral Affairs ' 
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leaders and scientists 

are in place for France to go boldly on the offensive 
particularly at a time of increased global competition for 
\"technological supremacy.W He added that innovation was 
essential to the creation of highly qualified employment" 
and was the best response to outsourcing." However 
rejected any intention to reintroduce state interventionism 
or protectionism 

past" Instead 

Industrial Innovation to \"resist the tyranny of the sort- 
termW and focus on projects similar in scope to Airbus 
Ariane or nuclear policy 

to an open economy. V 


3. (SBU) Atthe same time 

for the V renewal of research\" through a 3 billion Euro 
budget over the next three years. These new resources will 
fund the new National Research Agency as well as the 
regional industrial clusters. Chirac further announced a 
new framework bill for research over the next few months as 
well as a new high Council for Science and Technology. As 
part of that bill 

Economy to rival the best global institutions. These 
measures will be detailed in a framework bill on research to 
be presented in the coming weeks. 


4. (SBU) Comment. Chirac\'s speech is a combination of 
already announced agencies and a grab bag of new measures. 
The heart of the message appears to be that Chirac is paving 
the way for the future by setting innovation 

technology as the new domestic priority in France to remedy 
all current ills 

percent 

of 2005. Cynics may point out that Chirac\'s current high- 
tech drive is intended to take him through the 2007 
Presidential campaign 

currently earmarked for 2006 and 2007. Small French 
businesses 

help France\'s largest industrial players. 


5. (SBU) It is worth noting that Chirac directly addresses 
critics of his new industrial policy by pointing out that it 

does not signal a return to Frances old \"Colbertist\" ways. 
He emphasized that these new measures were part of a broader 
-- and if not national 

involved the private sector 

Despite the confusion that prevails over the synergies 
between the various new agencies and their funding 
emphasis on these solutions is nevertheless fueling fears 

that the French Government may be attempting to create new 
champions. With memories of the Franco-German Sanofi and 


»vent in Caracas by its Alternate Representative to the OAS, Luis Guardia. Chaverri discounted our c 
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Aventis merger still fresh 

rapidly to promote cooperative projects with other EU 
partners 

project 

End Comment. 

Stapleton 
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rumors of a Pepsi Co takeover of Danone 

newspaper \"Le FigaroW on August 30 that takeovers were a 
normal" part of business and that France could not hide 
from global market rules by erecting a new \"Maginot line." 
Pointing to the hypocrisy of France\'s position 

added that France could not boast of conquering new markets 
while V'refusing reciprocity.\" She proposed as an 
alternative that France adopt a system of pension funds. 
The GOF has been reluctant to introduce pension funds in 
France because of stiff trade union opposition to the 
\"privatization\" of France\'s government-financed retirement 
scheme. 


3. (SBU) Parisot\'s statement -- the first clear message by 

a MEDEF leader that protectionism should never be condoned 
in whatever shape or form -- follows the recent confirmation 

by French Industry Minister Francois Loos of upcoming GOF 
plans to draw up a list of industrial sectors to be shielded 

from foreign takeovers. This heated exchange between French 
Government and business over whether foreign predators 
should be allowed to take over French \"industrial jewels\" 

was triggered by the recent Pepsi Co.-Danone speculation. 
This episode widened the growing gap between political and 
business circles to an extent unparalleled before. During 
MEDEF\'s recent off-site summer seminar (\"universite d\'ete\") 
many business leaders 

the French Insurance Federation and former Vice-President of 
MEDEF 

importance of business only when companies were forced to 
close down 


4. (SBU) In her interview with V'Le Figaro 

reiterated her calls for more flexibility in the French 

labor market and the French Labor Code. \"It is illusory to 
think that the Labor Code provides security 

A company will close down or lay people off regardless of 
restrictive labor code regulations 

Parisot called for more anticipation and greater training 
availability. 


5. (SBU) Invoking MEDEF\'s major campaign theme between now 
and the 2007 Presidential elections 
first condition for economic growth was straight forward: 


?. A. The Labor Law for the Private Sector of 1976, as amended, establishes 14 years as the absolu 
ational Security, encouraging Algeria to provide Interpol with previously requested bio-terrorism preve 
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France needs to work more. MEDEF will spend much time to 
convince people that the mentality borne out of the 35-hour 
runs counter to France\'s interests. During the recent MEDEF 
summer seminar (Aug. 29-31) 

and interlocutors confirmed to us that the government sent a 
\"catastrophic\" message to French people that the country 
could afford to work less and have more time for leisure 

while the rest of the world worked more. 


6. (SBU) The only antidote to this frame of mind is to 

work abroad 

example 

had come to work at the UK subsidiary of a large French 
company \"with their heads full of French social regulations V" 
only to discover the love and pride one can derive from a 
\"solid day\'s work" MEDEF is determined to turn French 
mentalities around. 

5. (SBU) With the exception of UMP President and Interior 
Minister Nicolas Sarkozy 

with these precepts 

Stapleton 
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was harmful to French foreign trade. Weak exports to 
France\'s two main trading partners 

dragged down the overall gains. Lagarde blamed the increase 
in the euro in 2003 and 2004 for harming French export- 
orientated companies. Commentators stressed that Germany 
(unlike France) benefited from strong demand for its hefty 
industrial products. 


8. INSEE\'s chief economist Michel Devilliers said V'we are 
in a phase of a not so great quarter 

followed by a progressive recovery. ' His comment echoed 
that of the European Commission 

an acceleration in the euro zone growth to the fastest pace 
in almost two years at the end of 2005. It said that the 
European central bank 

rate at a six-decade low of 296 

recovery in the euro zone. 

9. Finance Minister Thierry Breton said V'we clearly sense 
for example with recent business confidence data 
production and company creation 

beginning to return to green. We are confident for the 
second half" Nonetheless 

2005 economic growth was below 2%. He said the government 
revised its GDP growth forecast to 1.5-2.096 from 2.096 


ıly by 2.6 percent. Nonetheless, inflation remains a concern. The increase in the consumer price inde 
tines and unexploded ordinance (UXO) throughout Iraq, to assist with the disposal of UXO discovere 


vered reftel request to Foreign Minister Shaykh Dr. Mohammed Sabah Al-Salem Al-Sabah during a rr 
sons 1.4 (b) and (d). 1. (C) Summary. An apparent improvised explosive device (IED) exploded оп: 


1 U.S. concerns over Syrian interference in Lebanon to Kuwaiti Foreign Minister Shaykh Dr. Mohamr 
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reiterating that \"the worse was behind us\" as the 
unemployment rate dropped below 10% mark 
hitting the lowest level in two years. 


10. In July 

economic growth to 1.75% from 2% 

increase slightly above 2% in 2006 due to improved business 
climate and increased domestic demand benefiting from an 
increase in the euro. That said 

uncertainties\" related to oil prices and possible 

sluggishness of foreign demand if France\'s European partners 
subsisted. On their part 

about rising oil prices 

which would limit economic recovery in the second half and 
restrict 2005 GDP growth to 1.5%. 


Main Downside Risks: Increasing Euro 
of Competitiveness 


11. Some economists deemed exports would benefit from the 
delayed effects of the weakness of the euro 

9% in the first half. Nonetheless 

euro (up to USD 1.2468 on August 11) and in France\'s foreign 
trade deficit renewed fears about a negative impact of a 
strong euro on export growth. 


13. The continuous rise in high oil prices above 65 USD a 
barrel has been causing concerns about the fragility of 
economic recovery through its impact on prices consumption 
investment 

trade deficit could increase to 40 billion in 2005 from USD 
29 in 2004. Regarding the preparation of the 2006 budget 
Breton said the government set average oil price of USD 50 
per barrel (versus USD 36 in the 2005 budget). Although 
energy prices for consumers are surging (up 12.5% in July 
compared with July 2004) 

since consumer prices increased 1.7% in July compared with 
July 2004. 


14. Economists 

Government Economic Analysis Council ("Conseil dVAnalyse 
Economique\") Christian De Boissieu blamed France\'s weak 
trade performance on a lack of competitiveness. He 
highlighted that the French industry was unable to benefit 

as its competitors from increased demand from emerging 
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economies. The Government commissioned a report to the 
Council in December 2004. The report will be delivered by 
the end of the year. 


Rise in Oil Prices Cause Reactions from Politicians 
And Professionals 


15. Because of the surge in oil prices 

party 

members 

fuel price concessions. Socialists called for the 

reactivation of the variable tax on petroleum products (Taxe 
Interieure sur les Produits Petroliers Flottante -\"TIPP 
flottante\") to limit the impact on consumers of high oil 
prices. Fuel levies (74% tax on gas and 67% tax on diesel 
paid by motorists) are split between value-added tax of 
19.6% and a volume-based TIPP 

20 billion in 2005. The variable tax had been introduced by 
the former socialist government 

Prime Minister Jean-Pierre Raffarin in 2002. Socialists 
advocated that not reactivating the variable tax was harmful 
to consumers 

other end 

Associations of Transport Users were opposed to a decrease 
in the TIPP 

their responsibilities 

consumption of oil products. 


16. Rising oil prices may give unions new arguments to 
protest unless the government takes action to boost jobs and 
real incomes. Left unions FO and CGT leaders had already 
planned to demonstrate against the new type of hiring 
contract that allows companies of up to 20 employees to lay 
off workers anytime during the first two years of employment 
(Paris 5694). 


17. In an August 16 press conference 

Dominique de Villepin ruled out a reactivation of the 

floating TIPP 

GOF and \"for a relatively limited impact for the consumer." 
He said he preferred measures to encourage job growth as 
opposed to increased consumption of gasoline and other 
\"polluting products" since the government made the fight 
against the global warming one of its priorities. Villepin 
said he would be careful that measures would help sectors 


ss avian influenza with the Assistant Secretary of Agriculture for Animal Health. HENZEL 
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deal with higher oil prices 

revenues from tax on oil products will be returned to low- 
income workers 

recent surge in oil prices 

An independent commission will assess the amount of excess 
revenues from tax on oil products at fall. Finance 
Transport 

in a round table to evaluate the situation. Villepin urged 
oil companies including Total to increase refinery capacity 
saying supply shortage caused price increases. He also 
asked French motorists \"to show a spirit of responsibility\" 
by reducing their average speed by 10 km per hour 

said 


18. Villepin 

restore confidence to the French within 100 days (by 
September 8) 

of new measures to boost economic growth. He will unveil 
his program on September 1. According to the press 
government could encourage employees\' stock holding 
negotiations by sector 

and would finance measures with future privatization 
proceeds. 


19. The Q-2 low GDP growth and rising oil prices are 
contributing to doubts about the Government\'s ability to 
spur economic growth in 2005. The government has already 
accounted for this situation since Villepin warned about a 
new program to be announced September 1 

the end of the 110-day period 

GDP growth was more in the 1.5%-2.0% range than close to 
2.0%. 


20. The government is taking measures although its room for 
maneuver is limited by a bloated government deficit and 

debt. Measures are likely to swell central government 

budget spending since the bulk of 2005 proceeds are used to 
cut public debt. 

STAPELTON 
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ns for the month of August 2005. STANTON 


Column 3 

success in locating Gotovina) 

Croatian authorities on taking the initiative to seek 
assistance foreign services. PM Sanader 

Gdansk 

GoC\'s \"Action PlanW for achieving full cooperation 
with the ICTY 

yielded results and this should be taken into account 
when assessing Croatia\'s cooperation. 


3. (SBU) Charge congratulated the MFA on this arrest 
and expressed the hope that the authorities can use the 
momentum generated by the Petrac arrest to continue 
wrapping up Gotovina\'s financial support network and 
keep up the pressure on Gotovina to appear in the 
Hague 

cooperation\" with the ICTY. 


4. (U) We propose the following points as press 
guidance: 


-- The U.S. welcomes the arrest on August 30 by Greek 
authorities of Hrvoje Petrac. 


-- We encourage the Government of Croatia to use this 
momentum to pursue completion of its action plan. 


-- The U.S. continues to call on Croatia to fulfill 

its international obligations to the ICTY. This 

includes the apprehension and transfer of Ante Gotovina 
to the Hague. 


-- Only the appearance of Gotovina in the Hague 
constitutes full cooperation with the ICTY 

necessary for Croatia to demonstrate the shared values 
necessary for integration into Euro-Atlantic 

institutions. 


DELAWIE 
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project 

Khasia leaders recounted a group of 400-600 Bengalis and 
Forestry Officials who came with two elephants while Morshed 
said a group of about 30 with a few Forestry Officials 
destroyed the crops. 


4. (SBU) Poloff went to the specific village that allegedly 
came under attack and did not see much evidence of crop 


Taipei 3491 1. Summary. In a series of investigations into industrial pollution in Southern Taiwan, Ta 
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destruction along the way. Leaders at the village were 
reluctant to show evidence of crop destruction saying it was 
further away and out of view. When asked about other 
problems 

connecting their village to the main road (currently an hour 
plus hike up muddy paths from the main road). Contrary to 
press reports and previous statements from Father Gomes 
described any attack or forced eviction of Khasia villages 
(reftel). 


5. (SBU) Khasia leaders filed a court case after police 
refused to accept their formal complaint about the attack. 
Khasia leaders did report 

concerned about the well-being of the Khasias and sent 
security forces the following day for their protection. 

There are currently 8-10 people accused of the incident and 
their case is pending in court. 


KHASIAS STRUGGLING WITH BDG OVER UNRESOLVED LAND CLAIMS 


6. (SBU) Father Joseph Gomes 

disputes between the Khasia and the government. According to 
Gomes 

in 1999 on land where the Khasia people have lived and farmed 
betel leaf 

project was designed for 1 

acres. While the Khasia leaders have been able to delay the 

4 

800 acre project is underway. 


7. (SBU) Morshed 

\"conservation management for the benefit of local people.\" 
The BDG says that it will use the Eco Park to preserve 
ecosystems 

infrastructures for research and training. Khasia leaders 
claim 

the area and only land which Khasias have traditionally lived 
and cultivated crops on has been targeted for Eco Park 
construction. 


8. (SBU) The land claimed by the Khasia is mostly 
unregistered and thus officially under government ownership 
according to Morshed 

and whose family previously owned all the land in the 
surrounding area. While some Khasia leaders have titles to 
their land and claim to be paying land taxes 

have titles because they did not find the registration 

process necessary in the early 1950\'s when land registration 
began. Traditional nomadic customs and collective ownership 
traditions further complicate Khasia compliance with land 
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registration policies. Forestry Official Morshed 
acknowledged the need for a permanent solution so that the 
indigenous groups could have full legal rights to their land 
and the ВОС can \"better protect the forest. V 


9. (C) COMMENT: The land disputes between the Khasia and the 
BDG has been a long-standing problem. Some indigenous 
activists and politicians seem to be taking advantage of this 
protracted situation for their personal gain at the expense 

of the Khasia. There is reason to believe that the scope of 

the recent attack has been exaggerated. Viewed in this 

light 

an attempt by some to inflame this long-standing dispute for 

their own political gain. END COMMENT. 

CHAMMAS 
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pullout plan 

Now we are calling on the Palestinians to do their 
part" 


All media reported that Knesset Member Binyamin 
Netanyahu toured the E-1 area between Jerusalem and 
MaValeh Adumim 

chairmanship. HaVaretz quoted Peace Now Secretary- 
General Yariv Oppenheimer as saying: \"Netanyahu wants 
to sabotage the most sensitive spot in Israeli-American 
relations. Building in E-1 means a fatal blow to the 
idea of two states for two nations and would break the 
contiguity between the northern and southern West 
Bank.\" The media also reported that on Wednesday 
Likud rebel Knesset Member Uzi Landau opened his 
campaign HQ. 


HaVaretz reported that the U.S. is trying to enlist the 
European countries against Syrian President Bashar 
Assad. Yediot reported that Syria has allowed a German 
prosecutor representing the UN Security Council to 
interrogate five senior Syrian officials regarding the 
assassination of former Lebanese PM Rafic Hariri. 
Leading media cited reports that the Syrian and 

Lebanese presidents will not attend the UN General 
Assembly meeting because they fear of being harassed by 
the U.S. 


HaVaretz reported that the U.S. District Court in Rhode 
Island has frozen all assets held by the PA in the 

U.S. 

a couple killed in a Hamas terror attack. 
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Maariv reported that Gideon Kutz 

correspondent of Channel 2- TV 

enter Iran and report from there. His report will be 
screened this evening on the main newscast and tomorrow 
on the Friday news magazine. Kutz has had meetings with 
members of the local Jewish community and government 
officials. Iran\'s former foreign minister told him 

that Iran is pleased with the disengagement and 
evacuation of the settlements in the Gaza Strip and 
northern West Bank. Another government representative 
said Iran does not rule out the possibility of 

restraining the terrorist organizations. In interviews 

with Kutz 

solve the international crisis surrounding its nuclear 
reactor 

Iran has the right to possess nuclear weapons 

said 

or Israel. 


Defense Ministry Director-General Amos Yaron 
retire later this month 

interview HaVaretz conducted with him on Wednesday: VI 
am convinced the crisis in U.S.-Israel relations [over 
Israeli arms deals with China] was predicated on 
mistaken information. Yaron said that the whole 
affair is a \"misunderstanding\" that could have been 
ended quickly if the Americans had handled it 
differently. In an interview with Yediot 

up the affair by quoting former Secretary of State 
James Baker 

Rabin: \"We\'re right even when меуге not right 
we\'re America.\" 


Citing The Jewish Telegraphic Agency (JTA) 

Post reported that Middle East analyst Kenneth Pollack 
who was a staffer on President Clinton\'s National 
Security Council 

referenced in the indictment against two former AIPAC 
staffers. JTA quoted Pollack as saying he did not give 
the lobbyists any classified information 

information that Steve Rosen 

of foreign policy issues 

a reporter could not have come from him. 


Jerusalem Post reported that Lt. Gen. Jeffrey Kohler 
head of the Defense Cooperation Security Agency in the 
Pentagon 

will try to convince India to purchase the U.S.-made 
Patriot PAC-3 missile system 

competitor to the Israeli Arrow system. 


ment Advisor Joseph Bognanno (Security clearance: secret), for travel to Asuncion during the period 
the U.S. candidacy. 2. MINIMIZED CONSIDERED. KEANE 
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The media reported that the annual State Comptroller\'s 
Report publishes findings that the defense budget has 
received some four to five billion shekels (around USD 
1 billion) each year beyond what the Knesset approved. 
The report also criticizes illegal building by the 

Civil Administration in the West Bank. 


HaVaretz reported that Bank Hapoalim 

bank 

to buy the broker-dealer corporation company Investec 
(US) 


Hebrew University Professor of Political Science and 
former Foreign Ministry director-general Shlomo Avineri 
wrote in mass-circulation 

\"International figures 

are talking about an attempt to return to the road map. 
There can be no greater mistake. V 


Block Quotes: 


\"No to the Road Map" 


Hebrew University Professor of Political Science and 
former Foreign Ministry director-general Shlomo Avineri 
wrote in mass-circulation 

(September 1): V'International figures 

circles in Israel 

return to the road map. There can be no greater 
mistake. The road map was never more than a list of 
aspirations 

place on the ground -- an Israeli withdrawal of 
historical significance 

the Palestinian terror organizations -- did not result 
from the road map 

both sides. This is also what will happen in the 
future.... What can be done all the same? Only a 
number of unilateral steps on both sides. On Israel\'s 
side: to think seriously about the possibility of 
disengaging from close to 20 isolated settlements 
throughout the West Bank. Such a move ... would give 
the Palestinians uninterrupted territorial contiguity. 

On the Palestinians side: to consolidate the control 


GILES. Ε.Ο. 12958: N/A TAGS: EAGR, EAID, YM SUBJECT: UNABATED POVERTY AND MALNU* 
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of the Palestinian Authority over its security services 
and the armed militias 

understands full well that no Israeli government will 
negotiate with him if he cannot control his own 
house.... Furthermore 

process 

the camps -- contrary to the propaganda with which they 
have been fed for the past 50 years -- that they will 
not return to Israel.... Anyone who says that this is 
difficult for the Palestinians will of course be right: 

the evacuation of Gush Katif was also difficult. 

Painful decisions are necessary -- but on both sides 
not only on Israel\'s part. Such moves will reduce 
friction 

perhaps prepare the atmosphere for significant 
negotiations in the future. Those who would rush into 
negotiations now are fated to fail 

-- as was demonstrated in Camp David -- is not a return 
to the starting point 

the abyss.\" 


Veteran columnist Yaron London wrote in the lead 
editorial of mass-circulation 

Aharonot: \"What will Syria do under pressure? It might 
go mad or surrender. Attempts to foresee the behavior 
of tyrants are often disappointing 

ourselves for the worst possibility." 


Block Quotes: 


VRecipe For an Outburst\" 


Veteran columnist Yaron London wrote in the lead 
editorial of mass-circulation 

Aharonot (September 1): \"Sunni Muslims represent around 
75 percent of [Syria Vs] population 

hands of the Alawites 

percent [of the population]. This is the recipe for a 
volcanic eruption 

collapse.... Sunni fundamentalists might take over 
Syria. In 1982 

thousands of them in the city of Hama 

undoubtedly raise their heads as soon as the BaVath 


ss that produced the draft constitution. Acting PolCouns delivered ref A talking points August 29 to E 
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regime gets unhinged.... Should a clear connection be 
found between the presidential palace in Damascus and 
Rafic Hariri\'s assassins 

would most certainly impose sanctions on Syria 

should be assumed that even a clumsy person like Assad 
Jr. wouldn\'t leave clear footprints. What will Syria 

do under pressure? It might go mad or surrender. 
Attempts to foresee the behavior of tyrants are often 
disappointing 

worst possibility." 


Foreign News Editor Arik Bachar wrote in popular 
pluralist Maariv: \"Quite sincerely 

the Iraqis who have recently demonstrated in favor of 
Saddam Hussein\'s return.... [Abu Musab al-]Zarqawi has 
never been closer to fulfilling his dream -- and our 
nightmare." 


Block Quotes: 


VLonging For Saddam 


Foreign News Editor Arik Bachar wrote in popular 
pluralist Maariv (September 1): \"Wednesday\'s panic- 
stricken flight along the banks of the Tigris River 
added a large piece to the Iraqi puzzle 

completed 

of civil war 

inhabited regions of the globe.... Quite sincerely 

can understand the Iraqis who have recently 
demonstrated in favor of Saddam Hussein\'s return. At 
least he promised stability to all those whom he didn\'t 
kill in his cellars. The lack of confidence felt by 

many lraqis since the beginning of the war is gaining 
speed 

a lot of added frustration 

failure 

The great current danger is that the members of the 
ShiVite majority in Iraq 

drowned Wednesday in the river 

political game 

stronghold of Saddam\'s regime -- rejected the offer of 
an agreed-upon constitution. [Abu Musab al-]Zarqawi 


lists, USGS, to travel to Vigo to participate in the 8th International Conference on Gas in Marine Sedir 
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has never been closer to fulfilling his dream -- and 
our nightmare." 


Nationalist 
was already involved in such deals when he served as 
defense minister.\" 


Block Quotes: 


“Тһе Wrong Person to Resign\" 


Nationalist 

1): “Ав director-general of the Defense Ministry 

Yaron could not have advanced the [Harpy drone] deal 
with China without the active involvement of the 
Defense Minister and the Prime Minister.... Sharon was 
already involved in such deals when he served as 
defense minister. He took part in the Skyhawk deal 
with Argentina via a third country -- Venezuela -- in 
order to deceive the Americans. The Americans 
presently don\'t talk about that deal because the most 
important thing to them at this time is the expulsion 

of Jews from their homes. Since Sharon is doing this 
job ata satisfactory pace as far as they are 

concerned 

spirit as the deal with China." 
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factions within his Likud party would like to deny him the 
chance. The polls conducted in the immediate aftermath of 
settler evacuation from the Gaza Strip 

predicting Netanyahu as the victor of Likud leadership 
primaries. Faced with this scenario 

fighting the Netanyahu faction in an effort to stave off 

early primaries 

disengagement will turn the Likud membership in his favour. 
Ultimately 

2006 

juncture his best option -- according to the latest polls -- 
may be to bypass the Likud primaries altogether by forming 
his own party. 


5. Reason: 1.4 (b) and (d). (C) In the absence of higher ranking members of the Austrian governme 


ım and pursuit of the nuclear fuel cycle (Ref A), MEA Deputy Secretary (Americas) Santosh Jha told I 


5 in a South African clinic reportedly of kidney failure. The GOZ quickly named him a national hero a 
nere brought before Istanbul\'s Heavy Penal Court (Agir Ceza Mahkemesi) No. 10 for their closing st: 
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2. Israel\'s next parliamentary elections are scheduled for 
November 2006 

been to prompt serious expectations of a much earlier 
election date. In anticipation 

chairmanVs efforts to delay any action to advance that date 
of party primaries 

September 25-26 to vote on a proposal to bring forward to 
November the scheduled April 2006 party leadership primaries 
in which an estimated 150 

vote. One week into the disengagement process 

of Israel Television still had good news for Sharon when it 
canvassed 502 Likud members who gave him 36% support 
compared to 28% for Netanyahu. Two days later 

August 

members in which a three-way primary between Sharon 
Netanyahu and Uzi Landau returned a reduced 30.6% for 
Sharon 

with 8.7% rejecting all three candidates. In such a 
scenario 

the vote 

two front-runners. The HaVaretz poll of Likud members on 
just such a two-way contest gave an impressive 46.9% of 
their support to Netanyahu against 30.5% for Sharon. 


3. Netanyahu\'s supremacy within Likud swiftly assumed 
axiomatic status 

MaVariv citing the earlier HaVaretz poll and its near-17- 

point lead for Netanyahu over Sharon as the premise for a 
poll of 528 adult members of the population who were asked 
to consider various election scenarios. Polled as to the 
likely results if Sharon is removed from the arena by a 

Likud primaries defeat 

parliamentary elections 

between a Netanyahu-led Likud winning 32 Knesset seats (down 
from Likud\'s current 40 seats) against Labor\'s 31 (up from 
Labor\'s current 21 seats). The anticipated Knesset 
alignment of coalition and opposition parties from such a 
result proves to be of precisely equal strength: 60 seats 
each and no majority for either. At the other end of the 
scenario spectrum 

is considered the most unlikely option: \"the big bang\" or 
formation of a mega-party comprising a Sharon-led Likud 


1. (C) MDC Shadow Minister of Justice, Legal and Parliamentary Affairs De 


inch media coverage regarding the consequences of a possible influenza pandemic has proliferated : 
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Labour and Shinui. According to the poll 

would yield 54 seats for Sharon\'s bloc against 23 for 
Netanyahu\'s Likud 

with the Likud core and could spell the end of Likud as the 
powerful super-party in which Sharon says he still believes. 


4. Ma\'ariv\'s other most likely scenario 

or fragmentation of Likud into a Sharon-led breakaway party 
pitted against Netanyahu involves real risks for Sharon 
greater returns if he can survive the split from the party 

he himself created. Polling a sample of the general public 

on this scenario 

breakaway Likud compared with 20 for a Netanyahu-led Likud 
hardline faction. The polling showed Labor dropping to 17 
Knesset seats from its current 21 

reduced to 9 from 15. That outcome would benefit Sharon by 
downsizing Labor and Shinui to the stature of possible 

junior coalition partners with everything to gain from 
participation in government and very little to lose. 


5. Netanyahu\'s clear ascendancy within the ranks of Likud 
members and the inner circle of the powerful central 
committee is not matched by his broader electoral magnetism. 
The MaVariv poll of August 25 shows that in parliamentary 
elections Sharon simply delivers more votes than Netanyahu 
can hope for: A Sharon-led Likud pulls in 38 Knesset seats 
compared to 32 for a Netanyahu-led Likud. The August 26 
Yediot poll that has Netanyahu beating Sharon 42% to 35% in 
Likud primaries also notes that 23% of those polled were 
undecided -- a factor that renders the poll of limited 
encouragement to the Netanyahu camp. 


6. In short 

would rather be \"right\" or in power. Likud as a party that 
seeks to lead the next government must decide whether 
Sharon\'s proven ability to garner support across the 
political spectrum makes him a greater electoral asset to 
Likud than the charismatic 

have to exercise all his combative talents to subdue the 


nning for Colombia\'s Congressional and Presidential elections to be held in the first half of 2006; res: 
леуа Mission had been instructed to participate in Third Additional Protocol discussions and support il 


m September 2005 through September 2006. Rank Name POB/DOB A. CNEL 
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central committee 

government that is winning international praise 

will not be wholly alone in the task. Likud pragmatists 

will be looking for compromise formulae to retain Sharon 
while reining him in on future policy decisions. The hard- 
line rebels and all those who have little or nothing to seek 
in the way of gratitude from Sharon will work to unseat him 
by means of early primaries. The clear schism in the polls 
to date -- which reveals Netanyahu as a potential primaries 
winner but an overall leadership liability -- is not lost on 
either his supporters or detractors. 
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his office. 

2. (S) Post has heard from other GoA sources and from 
Schiebel officials that Schiebel wanted to pursue a pro forma 
request for the export license 

In this scenario 

Schiebel 

has told us directly in the past that he would not \"risk\" his 
U.S. operations by doing business with Iran. 

Brown 
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AUG-3s. 

Brown 
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the current constitution 

democratization. \"The constitution has no provision that 
requires ballot box stuffing 

he noted. National Unity Party leader Artashes Geghamyan 

said that V'disregard for the current constitution\" has led to 
\"widespread popular distrust and discontent.\" Government 
authorities 

repeatedly violated the existing constitution 

guarantees free elections 

\"What makes these amendments different?\" Demirchian asked. 
Both leaders said they would campaign against the amendments 
before the referendum. 


’olitical Section regarding a request for a document from the National Archives in Washington, DC. E 
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4. (C) In a cryptic description of the legislative process 
National Assembly Deputy Chairman Tigran Torosian told 
members that drafters of the constitutional amendments may 
need to make changes to the approved text beyond technical 
corrections" before the third reading of the amendments 
package. Torosian\'s comments sparked protests from members 
including United Labor Party MP Grigor Ghoujeyan 

believed that the ruling coalition would attempt to 

substitute last-minute changes (in violation of parliamentary 
rules) to drastically change the intent of the amendments. 
Presidential Assistant Armen Haroutunyan urged opposition 
members to \"just be smart and use this chance 

doesn\'t happen often that a President acts to limit his own 
powers.\" 


5. (C) The extraordinary session once again exacerbated 
concerns that 

political elite -- both the governing coalition and the 
opposition -- are still unwilling to compromise. Given 
limited public support for a referendum and unrealistically 
high voter participation thresholds 

envisage a scenario that produces the approximately 730 
votes required to pass the referendum. In 2002 
Kocharian mustered only 500 

irregularities 

EVANS 
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Forms of Child Labor Information for Mandatory Reporting 
Requirements 


A. Whether Turkey has adequate laws and regulations 
proscribing the worst forms of child labor: 


--Besides implementing provisions stipulated in the Turkish 
Constitution 

No. 1593 

Vocational Training Act No. 3308 

eliminate child labor under the International Program on the 
Elimination of Child Labor (IPEC). The initial commitment 

was renewed through September 2006. Turkey also ratified the 
main ILO conventions 138 and 182 pertaining to child labor. 


; losing their posts. Minister of Economic Affairs (MOEA) Ho Mei-yueh saved her job by delivering run 


ca at the Ministry of Foreign Affairs. D/Polcouns informed Gonzalez on August 29 of the Secretary\'s i 
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In line with Convention 182 

eradicate the worst forms of child labor: Time-Bound Policy 
and Program Framework for the Elimination of the Worst Forms 
of Child Labor (WFCL) in Turkey. 


B. Regulations for implementation and enforcement of 
proscriptions against the worst forms of child labor: 


--The above-mentioned laws contain implementation provisions 
which also mention public agencies in charge of 
implementation and monitoring. There is also an Emergency 
Action Plan and the 8th 5-year Development Plan. In early 
2005 

offices 

streets to education. The circular was assigned to five 
ministries 

totally eliminate the worst forms of child labor within 10 to 

15 years. 


--The Labor and Social Security Ministry 

Department 

in support of elimination of the WFCL. The Labor Ministry\'s 
Labor Inspectors Board monitors the implementation of the 
Labor Law. The Labor Inspectors Board\'s duty is defined by 
ILO Convention 81. The GOT allocates resources to 
investigate child labor cases across the country. 
Approximately 100 of the 700 field inspectors have been 
trained to handle child labor issues 

of establishments falling within the jurisdiction of the 
Ministry of Labor is almost four million. The Ministry of 
Labor\'s records do not categorize child labor-related 
inspections specifically. 


--The GOT has been conducting awareness-raising and training 
activities for officials in charge of enforcing child labor 

laws. There were Time-Bound meetings in Izmir 

and Abant in September 

2005. 


C. Whether there are social programs to prevent and withdraw 
children from the worst forms of child labor. 


--The GOT has been working with the EU (extensively with the 
German Labor Ministry) 

and workers\' groups and universities to prevent children from 
entering exploitive work situations. The GOT has developed a 
minimum of 105 projects since 1992. The GOT has allocated 
USD 15 million for such projects for 2005 through 2007. The 
U.S. Department of labor has provided six million USD of this 
amount in grant form for a project working to eliminate child 
labor in agriculture through education from 2004-2008. 
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--Under the Law on Social Services and Child Protection 
Institution 

are placed under the protection of the state. Care and 
rehabilitation services are provided (including dormitories) 
to those children at 30 centers around the country. 


--The GOT provides support to international and national 
projects promoting children\'s access to primary schooling and 
to enhance the quality and relevance of schooling. EU and 
World Bank projects are underway 

campaigns 

Friendly Education Project." 


--The National Basic Education Law adopted in 1997 mandates 
compulsory education through the eighth grade. This rule has 
had a substantial positive impact toward eliminating child 

labor. The GOT is committed to ensuring full implementation 
of the Basic Education Law 

making strong efforts in this direction. Provincial 

governors are authorized to monitor student attendance 
through local offices and violators of the legislation are 

subject to prosecution under the judicial system. 


D. Does the country have a comprehensive policy aimed at the 
elimination of the worst forms of child labor? 


--In 2002 the GOT prepared a comprehensive national program 
called Time-Bound Policies and Program for the Elimination of 
WFCL. The GOT has been making public statements and 
commitments to eradicate WFCL. 


- The GOT increased the level of resource allocation to the 
Child Labor Unit of the Ministry of Labor and Social 
Services. Staff levels have increased from three to 12 in 
2005. Depending on the projects initiated 

rise further. 


E. Is the country making continual progress toward 
eliminating the worst forms of child labor? 


- The only official figures are polls conducted by the State 
Statistics Institute in 1994 and 1999. Those polls show that 
there was a regular decrease in the number of working 
children every year. The biggest reason for the decline in 

the figures is the implementation in 1997 of compulsory 
8-year education. Labor Ministry officials believe that 

8-year mandatory education reduced the child labor figures by 
half. Detailed and up-to-date information is necessary to 
close the knowledge gap as to the nature 

consequences and emerging trends in the WFCL. The Child 


the suggested U.S. list during the April AG meeting in Australia. She also discussed her views on tw 
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Labor Unit has been expressing this need. 


--Labor Ministry officials noted that work conducted across 
the country 

the emphasis on eliminating child labor by public 
institutions are clear examples of constant improvement in 
the country. 

MCELDOWNEY 
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island to the capital. The convention 

is expected to attend 

how much public support Kumaratunga plans to offer nominee 
Mahinda Rajapakse\'s campaign. An August 31 discussion with 
the SLFP\'s Executive Director indicates that the party has 
apparently done little to revamp its structure and build up 

its grass-roots organization since the April 2004 general 
elections and is clearly counting on the popular support from 
JVP voters. Unable to claim success on the economic front 
the SLFP may try to campaign on its record On the peace 
process--a tactic that is certain to alienate JVP 

sympathizers while furnishing the opposition United National 
Party (UNP) ample grounds for criticism. End summary. 


SLFP ELECTION CAMPAIGN: 
BIG BLUE (SLOWLY) GEARING UP 


2. (U) The Sri Lanka Freedom Party (SLFP) will kick off its 
presidential election campaign on September 6 with a party 
convention that will include the formal nomination of Prime 
Minister Mahinda Rajapakse as its candidate and the unveiling 
of the official SLFP manifesto. (Note: The actual date of 
the election has still not been announced 

place before November 22.) SLFP Executive Director Cecil 
Bandara Seneviratne told poloff August 31 that the party is 
expecting \"lakhs and lakhs\" of its 1.4 million official 
members to converge on the capital from all over the island 
for the event. SLFP-affiliated trade unions 

professional associations will march through the city in the 
afternoon 

Rajapakse\'s official introduction to \"the masses\" as the 
party\'s candidate. President Chandrika Kumaratunga is 
expected to participate in the event 


3. (SBU) Dismissing reports that the Sinhalese nationalist 
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Janatha Vimukthi Peramuna (JVP) may run its own candidate 
(Reftel) 

or risk an embarrassingly poor showing at the polls. (Note: 
The JVPYs website on September 1 seemed to indicate an 
agreement was imminent 

\"successful\" and claiming that he has already agreed to 11 of 
the 12 points under discussion. We have not confirmed this 
report with the SLFP.) The JVP\'s core support base has been 
eroded by the former Marxists\' failure to deliver on populist 
campaign promises made before the 2004 general elections 
Seneviratne claimed. In addition 

were already regretting their party\'s \"hasty decision\" to 

quit the alliance in June 


4. (SBU) Moreover 

general and provincial elections since 1994 

count on a core vote of between 2.5 - 3 million 

said; the JVP 

800 

elections. (Note: In 1999 

it contested 

is the same amount captured by every third-party candidate 
since 1982. It is hard to say how much of the popular vote 
the hard-working but ever-contentious JVP now commands. 
General assessments put its 2004 strength at about 

800 

End note.) Seneviratne stressed that the combined vote tally 
gleaned by the JVP and People\'s Alliance (of which the SLFP 
makes up the lion\'s share) together has either outstripped or 
nearly equaled (in the 2001 general election) the total 

reaped by the opposition United National Party (UNP) in every 
general 

Acknowledging that the upcoming presidential race will likely 
be close (and thus 

Seneviratne reported that the SLFP had commissioned V'an 
independent study" that showed \"the PM (Rajapakse) is in the 
forefront. V" 


PARTY MACHINERY: 
OVERHAUL STILL PENDING 


5. (SBU) The SLFP had been unpleasantly surprised by how 
well its JVP coalition partner had done in the 2004 general 
elections 

overhaul of the party bureaucracy and machinery was in order. 
\"The JVP is not lazy like the SLFP 

addition 

complacent SLFP counterparts 

Veffective and enthusiastic speakers. The SLFP 


yal Oman Police (ROP) eased departure regulations and urged all persons on expired visas to pay a 


g in the amount of USD 400,000 to support local NGO efforts to monitor and observe upcoming presi 
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contrast 

rabble-rousing 

had in the pastA" Seneviratne\'s Executive Director position 
was specially created by President Kumaratunga 

leader 

on a plan to restructure the party\'s organization and upgrade 
its grass-roots networks. The effort 

to have progressed so far past the theoretical stage 
Supreme CourtVs \"surprise\" decision that presidential 
elections must take place this year has suspended the 
initiative for now 


6. (SBU) Indicating a sheaf of papers 

was still working on the party manifesto 

at the September 6 convention. The manifesto will reflect 

the PresidentVs position on the peace process 

there can be no back-tracking or concession to the JVP on 
this. \"Otherwise 

Rajapakse may \"discuss\" the controversial plan to coordinate 
tsunami aid (now known as P-TOMS) 


SIPDIS 

of Tamil Eelam (LTTE) 

candidate could never agree to jettison completely the 
proposal. Moreover 

candidate must win at least 21 percent of the minority (Tamil 
and Muslim) vote in order to prevail--another reason to 

highlight the peace process. Seneviratne noted that 

Rajapakse has decided to V'have a dialogue" with Ceylon 
Workers Congress leader A. Thondaman and Sri Lanka Muslim 
Congress Leader Rauff Hakeem to this end. 


7. (SBU) Asked where he thought the UNP would attempt to 
attack the SLFP\'s record in office 

that his party could be vulnerable on the issue of 

corruption. He hastily added 

not party policy and that the UNP should thus confine its 
attacks on the subject to particular individuals. V'As a 

party 

acknowledged as well that the UNP would likely target the 
incumbent SLFP on the rising cost-of-living. When asked if 
the SLFP were contemplating any pre-electoral subsidies or 
other price-plunging schemes in the near term 

retorted that his party would never resort to such V'cheap 
political tricks.\" In the same breath he noted 

that Wwe have shifted the УАТ and brought down the price of 
essential food items Y" and other commodities. He added that 
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the government has instructed the Ministry of Samurdhi (a 
social welfare program) to use up all of the nearly USD 3 
million allocated by Parliament for such people-friendly 
projects as vocational education 

industries/employment by December 31. (Note: Another 
Samurdhi program the Government is now promoting provides 
individual loans of up to about USD 1 

interest 

Government.) 

COMMENT 

8. (C) The SLFP may be hoping to highlight its role in the 
peace process as the centerpiece of its campaign; 
unfortunately 

there is little the party can claim in the way of lasting 

success. Indeed 

hopelessly stalled in court and an emergency that targets 
Tamil suspects--is unlikely to win the SLFP many votes among 
minority communities. Kumaratunga is the only SLFP President 
ever elected; among the party faithful 

her as the clear successor to her parents! political dynasty 
runs high. The upcoming party convention may provide the 
first public indication of how vigorously President 
Kumaratunga plans to campaign for her would-be successor. 
Ongoing discussions with the JVP--and any substantial 
concessions Rajapakse may make to secure its backing--could 
still affect the warmth of her support. But with even the 
SLFP\'s chief organizer admitting the race will be close 

former coalition partners need each other now more than ever. 
Rajapakse will have to strike a very fine balance between 
getting JVP backing without jeopardizing the Presidents 
support. 

ENTWISTLE 
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PM is willing to address issues on their agenda 

broad amnesty for PKK militants. However 

any government perceived to be following such a path would 
quickly lose support. Military leaders 

Erdogan to address the issue 

vague language that could be interpreted as supporting the 
concept of a separate Kurdish identity; their concerns appear 
to be reflected in a National Security Council (NSC) 
statement stressing the \"integrity\" and \"indivisibility\" of 

the country. End Summary. 


Office, Department of Energy, Office of Fossil Energy, to travel to Barcelona, September 17-24, to atl 
rcelona, September 9-17, to attend the EUROSENSORS XIX Conference. 2. Embassy understand: 
travel to Madrid, September 24-October 1, to attend the X-Ray Universe Conference 2005. 2. Emba 


omulgated new laws or regulations on minimum age/s for employment since ratification of ILO Conve 
2 attend the High Level Plenary Meeting of 60th session of the United Nations General Assembly to d 
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2. (U) Politicians and pundits continue to debate the meaning 
and importance of PM Erdogan\'s recent visit to Diyarbakir and 
public comments on the issue of Turkey\'s Kurds (reftel). 
Erdogan has been widely credited with \"breaking the memorized 
rhetoric\" regarding the Kurdish issue. A number of contacts 
have told us Erdogan went farther than previous PMs in 
addressing the subject by referring to a \"Kurdish problem 
indicating (though indirectly and vaguely) that the GOT has 
made mistakes regarding the issue 

that the problem will be resolved through democratic means. 
However 

new rhetoric into a new reality. 


3. (C) DEHAP members have praised the PM\'s initiative. 
(Note: DEHAP is widely believed to be linked to the PKK. Its 
members deny any direct links; they claim they share the 
PKKVs long-term goals while rejecting violence as a means to 
achieve them. DEHAP leaders recently decided to close the 
party and join a new successor party. End Note.) DEHAP 
President Tuncer Bakirhan acknowledged to us that DEHAP 
officials told party supporters in the southeast not to turn 

out for Erdogan\'s August 12 speech in Diyarbakir 

the party\'s skepticism about the PM\'s sincerity. Only about 
700-800 people attended the speech. Nevertheless 

DEHAP supporters were encouraged by the PM\'s message. 
4. (C) Bakirhan believes Erdogan took a step toward a new 
more flexible approach to the Kurdish issue. He said PKK 
leaders were caught off guard by the PM\'s initiative 

felt compelled to respond by announcing a one-month cessation 
of operations. He averred that the public 

conflict 

absence of public criticism of Erdogan\'s initiative beyond 
nationalist circles. Bakirhan noted that even members of an 
association representing the families of security forces 

killed by the PKK gave their blessing to ErdoganVs effort. 


5. (C) Turkey\'s (generally leftist) Kurdish human rights 
activists also praise the PM 

skeptical than Bakirhan that the GOT will follow through. 
Yusuf Alatas 

Yilmaz Ensaroglu 

organization Mazlum Der 

high on the agenda of the ruling AK Party (AKP). Since 
coming to power in 2002 

grudging steps on Kurdish language and cultural rights 
that only at the direct urging of the EU. As a result 

said 


n request made by Haitian interim President Alexandre at the July 28-29 Panama Summit for electore 


еду of Hurricane Katrina. The original will follow and has been pouched by the Ministry to their emba 
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and is not prepared to follow up on Erdogan\'s promising 
remarks. \"Universities and NGOs need to start holding 
conferences to discuss Kurdish cultural rights and the 
problems of the southeast 

afraid to debate sensitive issues like these 

we have no ideas about how to resolve them.\" Alatas said he 
wants to believe the PM is sincere 

government cannot resolve the Kurdish problem on its own; any 
new initiative that is not supported by the Turkish state 

will have no chance. 


6. (C) Observers widely credit the State 

military 

issue. In a series of public statements 

speech by General Basbug 

General Staff 

a multi-pronged approach to PKK terrorism 

and social initiatives in addition to military force. With 
these statements 

the absence of a GOT program for the southeast 
unemployment 

create a breeding ground for the PKK. 


7.(C) But the military and other state elements appear 
uneasy with what they consider the careless nature of 
Erdogan\'s remarks. The PM\'s comments 

were vague -- for example 

\"Kurdish problem 

had made. Amidst the praise 

some who argue that Erdogan\'s words could be interpreted in a 
manner harmful to Turkey\'s interests. Former President 
Demirel 

referring to the \"Kurdish problem 

divisions in Turkish society 

hands of separatists. Others have argued that the PM\'s 
pledge to resolve the issue through democratic means could 
imply setting aside the use of military force against the 

PKK 

Indeed 

by declaring a one-month cessation of operations 
Erdogan\'s critics charged that he had already unwittingly 
raised the PKK\'s status to the level of interlocutor. 


8. (C) Following its August 23 meeting 

civilian and military leaders 

the \"integrity\" and \"indivisibility\" of the country 

also calling for a multi-faceted campaign against terrorism. 


1. (SBU) The IDF continues to make steady progress in implementing the GOI disengagement. Hai 
g Seminar in Cairo from September 21-22. 2. Suggested Participant\'s Name and Title: Eshel Willia 


‘Foreign Affairs of the Czech Republic welcomes the draft of the new Iraqi Constitution and its appro 
u. The Czech Republic has a plan for pandemics and that plan is now being evaluated for its effectiv 
3OV, PHUM, PREL, KCRM, ETRD, PINR, PA SUBJECT: PARAGUAY POLITICAL AND ECONOMIC I 
EF: SECSTATE 158474 Classified By: ESTH/NP COUNSELOR ROBERT W. DRY, REASONS 1.4 B 
ant in support of Iraqvs efforts to draft a constitution and delivered the Secretary\'s statement and fact 
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Sema Kilicer 

Representation to Turkey 

a reflection of the military\'s desire to define the limits of 

any approach to the Kurdish issue. The message 

believes 

on the social/economic aspects of the campaign against 
terror 

or completely removing the restrictions on Kurdish language 
and cultural expression. Military leaders have also 
repeatedly emphasized that the government must operate within 
the Constitution 

Republic" (a mantra here) and the status of Turkish as the 
official language. 


9. (C) Faruk Demir 

Aydin 

on Anatolian minorities 

trap for himself with his ill-prepared comments 

he may fall if his next steps are not more careful. Demir 

and Aydin said DEHAP members are encouraged by Erdogan\'s 
statements because they are hopeful the PM is indicating a 
willingness to pursue some of the items on the DEHAP agenda 
such as negotiations with the PKK 

militants 

prison 

as co-founders of the Republic. Bakirhan acknowledged as 
much to us 

of the party. 


10. (C) The problem for Erdogan 

that any government perceived to be considering negotiating 
with the PKK or elevating the status of Kurds in the 
Constitution would quickly lose both public support and its 
grip on power. How 

initiative without appearing to cross these red lines? V'No 
one 

next 


11. (C) Though Erdogan struck many of the right chords during 
his initiative 

the GOT is not prepared to follow through. Erdogan made no 
specific proposals 

Radio and Television to remove obstacles to Kurdish-language 


in Peru James Parrot (Security clearance: secret), Intermittent Financial Enforcement Advisors: (2) A 


up on August 26, MFA Multilateral Affairs Director Ignacio Ruiz suggested a possible link between Co 


ND (d) 1. (C) Summary: A series of events culminating in the August 24 suspension of fuel shipment 
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broadcasting on local media outlets. Though welcome 
would have little impact in the southeast. A longstanding 
Embassy contact 

of Hakkari 

several Kurdish-language TV channels broadcasting from 
abroad. What Kurds in the region really want 

an amnesty for their sons and daughters with the PKK in the 
mountains. That appears no more likely today than before 
Erdogan\'s trip to Diyarbakir. 


12. (C) The obstacles facing Erdogan are heightened by the 
recent increase in PKK activity. As long as Turks are 
feeling frustrated and powerless in the face of a perceived 
PKK resurgence 

allegations that it lacks resolve in the fight against 
terrorism. 

MCELDOWNEY 
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changed 


2. (S) Because Sikri insisted that the draft joint statement 
should be datelined Tel Aviv (vice Jerusalem) 

refused to issue any document. Magen also confirmed that the 
Israeli Embassy had been the source for a recent front page 
story and editorial in the pro-BJP Pioneer criticizing India 

for its failure to acknowledge the Gaza withdrawal. The MEA 
earlier rebuffed the Israeli Embassy when it asked for a 
statement on Gaza 

step in a long process. 


Comment: Profiles in Cowardice 


3. (C) The contrast in public approaches between the NDA and 
UPA government could not be more stark. The continued 
old-think in MEA (Ref A) clashes with IndiaWs proposal during 
the visit last week of Israel\'s Chief Scientist Eli Opper to 
expand the soon-to-be-established USD 2 million per year 
joint Indo-Israeli R&D fund to USD 25 million. (Note: The 
fund envisions supporting Indo-Israeli biotech 

space 

also stands in marked contrast to India\'s expanding defense 
trade with Israel. The GOI is willing to get down to 

business with Israel in defense 

areas (Ref B). However 

remains mired firmly in the past as the Congress-led UPA 
(beholden to Indias 130 million Muslims for a chunk of its 
political support) continues to posture itself as the 

defender of Palestinian ambitions. The net result of this 
duplicity is that others have done more with Israel than the 


ırst forms of child labor in the Dominican Republic. The 2004 Child Labor Information Update from S. 
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mel from ColombiaVs disaster assistance force to help with recovery efforts. The Ambassador welcoı 
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is allegedly taken from their Baghdad homes early on August 24 by men in Iraqi Security Forces (ISF 
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UPA. 
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Chirac\'s foreign policy V'grand orientation" of the previous 
day (reftel). On relations with the U.S. 

that the U.S. had discovered the limits of unilateralism and 
was prepared to work together with Europe 

for its part needed to seize the opportunity to establish a 
Vtrue partnership" with the U.S. Along with European Affairs 
Minister-Delegate Catherine Colonna in separate remarks 
outlined next steps for French EU policy following the failed 
referendum for an EU constitutional treaty. On Turkey 
underscored Chirac\'s statement that Ankara would need to 
\clarify\' its declaration on non-recognition of Cyprus. In 
contrast to Chirac 

global actor 

the development of a European defense identity as NATO 
evolved to adapt to the post Cold-War security environment. 
He cited the emergence of new regional actors to defend the 
VfactV of multipolarity and the need for enlargement of the 
UN Security Council. END SUMMARY. 


Europe as U.S. Partner 


2. (SBU) Douste-Blazy described the United States as having 
acted to use its immense political 

and cultural power \"to take things in hand\" in the vacuum 
left by the end of the Cold War. Although not mentioning 
Iraq by name 

limits of its action and the limits of unilateralism.\" The 

U.S. had learned that no country alone could act and decide 
for others when it came to international peace and stability. 
As a result 

rediscovered the value of a transatlantic partnership based 
on confidence and mutual respect. He called on Europe to 
seize the occasion thus presented to play its rightful role 

in global affairs 

the moment when the U.S. appears ready to accept a real 
partnership with the EU 

internal difficulties." 


3. (SBU) Douste-Blazy stressed the value of the French-U.S. 
relationship: "We work and exchange a lot with the U.S. On 
the ground as with ideas ... the dialogue produces good 
results. | believe this trend will continue: in any case 

will work with our American partners in a spirit of 


B. STATE 021314 - GUIDANCE С. 03 STATE 34981 - GUIDANCE 1. (U) This is an action req 
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ition policy would come into effect to legalize underground radio stations. Although the policy has bee 


a private talk on Transnistria. He said that he had spoken with Ukrainian FM Tarasyuk a few days pri 
'ember Azerbaijan elections. They encouraged the CIO to probe with Presidents Kocharian and Aliye 
exploration and production opportunities on 14 open oil blocks. 2. The contract model to be used is 
inies to bid to supply equipment for pressurized irrigation systems (drips, bubbler, and sprinkler) and 1 
he Blue Lantern end-use check on the Yemen Air Force Suppliers Aston Aviation, Transworld Aviatio! 


second quarter 2005, primarily because manufacturing grew 7.3 percent South Africa\'s real gross С 
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friendship. At the same time 

firmness 

world and its conception of a balanced partnership." 


4. (SBU) Douste-Blazy described a changing global 
environment for organizations such as NATO 

Nations and the European Union in the post-Cold-War period. 
Saying that NATO was in the process of redefining its role 
he asserted that this would not impair the necessary 
development of a European defense identity. He said it was 
also time to take into account the appearance of new actors 
such as China 

Nigeria. In this context 

viewed as Va fact rather than as a reflection of a French 
aim to counterbalance the worldWs only superpower. 


5. (SBU) Douste-Blazy asserted that regional groupings would 
better assure world harmony over the longer term 

logic of enlarging the UN Security Council. He outlined 
France\'s V'delicate task\" as one of moving \"from the status of 
subordinate to that of partner 

crisis 

institution was most appropriate to take a specific action. 

This was a question for all powers 

their relations with the United States. This dynamic would 

be present in the transatlantic relationship for some time to 
come. 


Next Steps on Europe 


6. (SBU) Douste-Blazy acknowledged the existence of a crisis 
in Europe that had been V'opened 

French and Dutch rejections of the European Constitution. 
This situation was aggravated 

subsequent failure to come to agreement on the budget for 
2007-2013 

uncertainty and trepidation. He attributed the failure of 

the referendum primarily to the French publicYs perception 
that the most recent enlargement had been decided over their 
heads. \"We\'ve been put on notice 

leaders would have to take the referendum into account. 
Echoing Chirac\'s speech of the previous day 

action on economic governance (including tougher talk with 
the European Central Bank); more funds for European-wide 
research and development; more attention to security -- in 
regards to terrorism 

and external action on issues such as WMD 

natural catastrophes. 


Turkey and Enlargement 


IAEA decision to establish a committee on Safeguards and Verification, but noted that the MFA had 1 


the Ministry of Foreign Affairs in response to reftel demarche. Text follows: The Ministry of Foreign A 


participation in the 60th UNGA in New York per Reftel. A. Attendance of Head of State: President le 
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7. (SBU) Regarding Turkey 

of Cyprus in connection with its signature of the protocol 
extending the EU-Turkey customs union to new EU member 
states 

statement of the previous day by noting that 

conceivable that a country would ask to enter into a 
community without recognizing one of its members.... We\'re 
therefore within our rights to ask Turkey to clarify its 

position and to undertake to implement all its obligations 
including those related to the access of member states to 
Turkish ports and airports." Douste-Blazy said that France 
intended to respect its commitments vis-a-vis Turkey but 
expected Turkey -- like other candidate countries -- to do 
the same with respect to the European Union. 


8. (SBU) In separate 

Minister-Delegate Catherine Colonna said Bulgaria and 
Romania 

join the EU soon 

obligations they have assumed.\" The requirements for 
Croatia 

with the ICTY. As for Turkey 

another solution 

written at the end of a long process and would still be 

subject to French veto. \"If the conditions are fulfilled 

the negotiations can open. At their end 

membership still holds 

word in a referendum. Colonna also reminded the gathered 
ambassadors that Chirac and PM de Villepin had expressed 
several times this summer France\'s desire for a dialogue with 
its European partners on the dynamic of future enlargements. 


Middle East/lraq 


9. (C) On the Middle East 

everything in order that 

setbacks 

relaunched.\" He saluted Israel's withdrawal of its colonies 
from Gaza 

Vremarkably executed." On Iraq 

absolute support for the Iraqi people in determining their 
own future 

military presence in Iraq. Douste-Blazy also floated the 
idea of a possible conference on Iraq 

Vperhaps we should reflect" on reuniting the Sharm al Sheikh 
conference participants V'to reaffirm the perspective of a 
withdrawal of foreign troops\" and to accompany the coming 
stages of the political process. (Comment: MFA contacts 
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tried to downplay Douste-Blazy\'s proposal 

not yet constitute a new initiative 

need to seek clarification from his office 

Minister reportedly inserted this language into the speech 
himself.) Douste-Blazy briefly mentioned Lebanon 

that the renascence of Lebanese democracy and sovereignty 
gave new hope to the region; he made no mention of Syria in 
his remarks. 


Africa 


10. (SBU) Noting that Africa occupied a Vparticular place\' 

in the heart and conscience of France 

that there would be neither security nor economic growth in 
the Western world without stabilization and development in 
Africa 

Europe -- 14 kilometers at its closest. Security and 
development 

emphasized that France\'s aim of ensuring that economic growth 
in Africa no longer would depend exclusively on development 
aid. \"We\'re working to defeat this unacceptable paradox 
said. As for conflict regions in Africa 

continue to press for the growing political engagement of 
regional mediators 


11. (SBU) Douste-Blazy only briefly addressed Asia 
mentioned Iran and North Korea only in passing while in 
connection with nonproliferation. 


12. (SBU) Douste-Blazy also briefly addressed internal 
ministry concerns 

2006. He stressed the growing importance of public diplomacy 
in foreign relations. 

STAPLETON 
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case 

father-in-law. In response 

fatwa that she should no longer live with her husband. 
However 

seminary told Imrana to divorce her husband and live with the 
rapist father-in-law. According to Madani 

the option to leave her husband\'s house because it was no 
longer safe 

rapist is \"totally false 

Indians were left wondering why the seminary was putting out 
such archaic edicts. Mehbooba Mufti 
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and President of the Jammu and Kashmir People\'s Democratic 
Party 

editorial 

sparing a thought to the consequences of such 

interpretations 

Media Misinformation Campaign? 


5. (U) Islamic scholars protest that the Indian media is 
misinterpreting Muslim statements in an effort to 
sensationalize the news and scare readers with the V'Islamic 
threat." Mualana Qari Mian Mazhari 

\"Secular Qayadat\" magazine 

\"affected parties\" are supposed to ask for the Deobandi 
guidance 

appropriate dress for female politicians in order to spark a 
controversy. The intent 

Agha 

create an enemyA" The BJP is stuck in its own internal 
debates (Ref A) 

rallying point 

is running a \"misinformation campaign to malign Muslims.\" On 
this point 

BJP in the fight against Islam. Some Muslims worry that an 
irresponsible media 

playing up the danger of Islamic extremism. In an August 26 
article in the \"Indian Express 

Naqvi charged \"participation in this war on terror gives 
legitimacy to the media\'s relentless quest for jinadis 

within 

begins to touch limits where Muslims find themselves 
demonized.\" 


Or Deoband Power Struggle? 


6. (U) Although news reports do obfuscate the facts and 
sensationalize the debate 

fatwas as evidence that the Darul-Uloom Deoband is trying to 
increase its power by extending the parallel legal system 
(Nizam-e-Qazi). Under the Code of Criminal Procedure of 
1973 

divorce and property can be delegated to Darul Qazas 
Islamic courts 

Mian Mazhari 

who follows the more tolerant Barelwi school 

the two recent fatwas are outside the domain of personal law. 
Now that the Congress party has returned to power 

believes the Wahabis who influence Deoband see their chance 
to regain ground lost under the BJP and issue fatwas outside 
of the traditional domain. The strength with which Muslims 


31. Al-Qaraan said he would brief to FM Kasrawi our request that Jordan continue to support the efft 


Column 3 
are challenging this trend 
Islam in India. 


Deoband Relents and Reigns in Political Fatwas 


7. (U) After the fatwas 

community led the Vice Chancellor of the Darul-Uloom Deoband 
seminary to issue a ruling that individual muftis would no 
longer issue religious edicts on any subject with a political 
overtone 

supervision would look into such matters. According to Agha 
Muslims were afraid that the controversy would fuel the BJP 
efforts against them 

Mullahs have lost their hold over Indian Muslims 

and therefore had no choice but to relent. Starting with the 
Babri Masjid demolition in 1992 and continuing through the 
Gujarat riots in 2002 

protect them. The Muslim community turned towards politics 
to fill this need 

observed that there is \"churning across the community" to 
modernize and think beyond security to economics. Muslims 
look at the Dalits 

haven\'t made the same progress. 


Comment: Fatwas Aren\'t Working Like They Used To 


8. (U) Comment: A dynamic 

democratic India is limiting the religious and political 

space needed for retrogressive and controversial fatwas to 
succeed. Recent political experience has shown the Muslim 
community that the perception left by backward looking fatwas 
hurts their cause in the democratic process and gives the BJP 
and Left parties fodder for their own ambitions. Muslims are 
analyzing the effects of religious extremism within a 
democracy and pushing back at self-appointed bastions of 
religious authority. There are still 

questions which loom: the Supreme Court has agreed to review 
a Public Interest Litigation questioning the validity of the 
parallel legal system 

defensive. Ultimately 

both publicly and internally 

a say in how his religion progresses. This is unique to 

India\'s democracy 

attempts by some towards extremism. 


9. (U) Visit New DelhiVs Classified Website: 
(http//www.state.sgov/p/sa/newdelhi) 
MULFORD 
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their traditional chant 

appreciate increased U.S. intelligence and our offers of 
enhanced law enforcement cooperation against the PKK in 
Europe. But their central concern is the PKK\'s command and 
control center in northern Iraq 

reference to potential unilateral action there. End summary. 


2. (SBU) Renewed PKK violence in Turkey is consuming the 
attention of the public 

leaders 

Turkey. From the Prime Minister and the CHOD 

the military and the bureaucracy 

public 

States is serious about helping Turkey deal with the PKK 
terrorist threat emanating from northern Iraq. The press 
highlights the funerals of Turkish soldiers killed by the 
PKK 

the USA\" along with timeworn \"Damn the PKK.\" 


3. (C) The violence has returned the \"Kurdish problem!" to the 
fore of Turkish domestic politics. Prime Minister Erdogan\'s 
visit to Diyarbakir earlier this month 

the PKK\'s ramped-up violence 

non-military measures should be taken to address the poverty 
and feeling of disenfranchisement prevalent in the 
predominantly Kurdish southeast. During his August 25-26 
visit to Ankara 

the PKK that Turkey and the U.S. could take together outside 
of Iraq; this approach was well received by Foreign Minister 
Gul 

Hakkari (Turkey\'s southeastern-most province and a PKK 
stronghold) told us Aug. 27 that Turkey\'s Kurds are fed up 
with both the PKK and the military; the people are much more 
interested in economic opportunity than the dream of an 
independent Kurdish state. Yet the PKK still manages to 
influence and/or intimidate the local population. 


4. (SBU) Recent ugly incidents in Turkey are increasingly 
evoking memories of the V'bad old days!" of the 1980s and 
1990s. On Aug. 27 

in Batman (deep in the southeast) to collect the bodies of 
six PKK terrorists killed by Turkish security forces clashed 
violently with police 

and many injuries on both sides. Mobs in Trabzon and Izmir 
reportedly attempted recently to lynch PKK suspects. The 
press further reported Aug. 31 that security forces arrested 
nine DEHAP (pro-Kurdish party) activists for calling a PKK 
terrorist killed in Turkey Va martyr.\" The Chief of the 


1 (Ref A), MEA Joint Secretary (Americas) Dr. S. Jaishankar told A/DCM on August 31. However, bec 


ті described reftel (License Number 05-924961). Emboff reported no issues; all licensed items were 
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ctor for the Middle East and Africa. PM Paroubek and FM Svoboda will both be in NY for the Summit 


ald nor President Aleksander Kwasniewski has any plans to meet with Al-Asad in New York, for both 1 
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Turkish Land Forces 

Aug. 30 speech that the unrest threatened to turn Turkey into 
\"another Palestine 

resistance. U.S. policy and inaction against the PKK in 
northern Iraq is played out in the context of this political 
tension. 


5. (S/NF) Privately 

appreciate that we are providing intelligence support for the 
Turks\' struggle against this terrorist organization in Turkey 
and that we are forming a plan to pursue diplomatic 
intelligence 

the Turks rightly point out that the PKKYs command and 
control center is in Iraq 

organization operates relatively unencumbered. 


6. (C) While it is hard to pinpoint exactly how many Turkish 
soldiers and civilians have been killed since the PKK revoked 
its unilateral cease-fire in June of last year 

estimates that range as high as 150. The PKK has also 
expanded its attacks on civilians by bombing buses and 
passenger trains 

derail. The PKK almost always attacks through the use of 
IEDs 

police in firefights. 

7. (SBU) The PKK has also moved into tourist areas 

five civilians (including two foreigners) in the July 16 bomb 
attack in the western resort town of Kusadasi 

wounding a Dutch tourist in the July 23 bombing at an 
Istanbul restaurant. 


8. (C) While the Turks still hold out hope that the U.S. (or 

the ITG) will take steps against the PKK in Iraq 

military has increasingly been looking at options for taking 
unilateral steps. The CHOD 

thinking during Amb. Edelman\'s May 25 farewell call (ref a). 
Ozkok outlined the increase in violence in Turkey 

that Turkey may once again have to resort to cross-border 
operations against PKK camps in northern Iraq. Then-D/CHOD 
GEN Ilker Basbug subsequently discussed cross-border 
operations and the concept of \"hot pursuit\" at length with 

then VCJCS Gen Pace on June 8 at the Pentagon. Basbug then 
gave a lengthy press conference in Ankara on July 19 

which he argued that under international law Turkey has the 
right to take unilateral action if a terrorist threat is 

emanating from Iraq. He drew a sharp distinction between hot 
pursuit (chasing PKK terrorists who attempt to escape from 
Turkey into Iraq) and cross-border operations 

larger actions to include attacking PKK camps in northern 

Iraq (see ref b). 
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9. (C) COMMENT: Despite our efforts to promote Turkey-Iraq 
dialogue on this issue through trilateral talks 

initiative to increase cooperation with Turkey in dealing 

with PKK activities in Turkey and in Europe 

the potential that the Turks may feel compelled to take 
unilateral military steps in northern Iraq. They are now 
balancing this impulse--and the pressing need to do and say 
something publicly--against the significant negative 
ramifications this would provoke from the ITG 

us. However 

cannot assume that Turkey would forego taking such action 
indefinitely. 
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*** LE FIGARO 9/1/2005 
\"ELECTIONS UNDER THREAT\" 


*** LA CROIX 8/31/2005 
- VIVOIRIAN REBELLION RULES OVER BOUAKE\" 
correspondent in Bouake Stephane Auvray 
\"VOTING MIGHT PROVE DIFFICULT\" 


*** LA CROIX 8/29/2005 
- VINSECURITY UNDERMINES COTE D\'IVOIRE\" 
correspondent in Agboville Stephane Auvray 


*** LE FIGARO 8/27-28/2005 
\"IVOIRIANS ARE UNDER THREAT OF UN SANCTIONS\" 
correspondent in Abidjan Patrick de Saint Exupery 


*** LA CROIX 8/26/2005 
\"TOO MUCH INFLAMATORY RETHORIC IN COTE D\'IVOIRE\" 
with UNSG special representative Pierre Schori by Stephane Auvra 


3. NIGER 
*** LE MONDE 8/30/2005 
VWEVRE ALL RESPONSIBLE FOR NIGER FAMINE\" 
Annan 


*** LA CROIX 8/26/2005 
- VNIGER 
- VFOOD CRISIS NOT OVER" 
VWEVVE BEEN FORGOTTEN'" 
Cartateguy by Guillaune Barou 
VPLUMPY NUT 
Nathalie Birchem 


4. RWANDA 


ted out that Austria currently had no bilateral assistance programs in Haiti and would not be able to hı 
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*** LE MONDE 8/30/2005 
\"MS NYIRAMASUHUHOVS DIARY TELLS OF RWANDAN GENOCIDE\ 
correspondent in the Hague Stephanie Maupas 


5. BURUNDI 
*** LE FIGARO 8/27-28/2005 
VNEW PRESIDENT GIVES HOPE ΤΟ BURUNDI\" 


6. CHAD 
*** LIBERATION 8/29/2005 
VSHAKY PEACE ACCORD SIGNED WITH TOUBOU REBELLION 
correspondent in Ndjamena Stephanie Braquehais 
- VAFRICA OPENS ITS ARMS TO WATER DAMS\" 
Stokholm 
- VTHIRTY YEARS AGO 
Stephanie Braquehais 


7. SUDAN 
*** LIBERATION 9/1/2005 
- VKALMA 
in NYALA Christophe Ayad 


8. Minimize considered. 
(ARS) STAPLETON 
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commercializing services such as joint operations and 
code-sharing operations between transportation companies of 
the contracting parties or third-parties requires a specific 
agreement between the aviation authorities of the contracting 
parties" The text in French has been pouched to EB/TRA and 
faxed to EB/TRA and DOT as requested reftel. 


2. (SBU) Econoff discussed the issue with Emmanuel Vivet 
head of the Air Services Agreement Office at the Civil 

Aviation Authority. France has a codeshare agreement with the 
Russian Federation 

the each other's designations on the Paris-Moscow route. 


3. (SBU) In general he thought the Russians were V'too 

prudent!" to agree to arrangements that might open their 

market 

would be \"very difficult" to get agreement for a third-party 
code-share for a U.S. airline via France 

Russia did not participate in any alliance and had little 

direct interest in such an arrangement. On the other hand 

given the strength of the Air France-KLM partnership 

had agreed to V'remain open\" to proposition for KLM codeshares 
on Air France flights 


------- Summary ------ 1. (C) In a meeting with the Ambassador August 29, Minister of Justice Dr. М 


International Organization Affairs Ghassan Shaikho. Shaikho listened carefully to the points and res] 


11 to Ralph Scheide, the assistant secretary-level head of the Austrian Foreign Ministry\'s Middle East 
asador to Paraguay took up his assignment this year. The Ambassador has infrequent social contact 
ed reftel demarche to Andreas Melan, the DAS-level head of Latin American affairs in the Austrian Fc 
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were interested. This suggests that such an arrangement is 
not beyond the realm of possibility. 

STAPLETON 
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Costa Rican Chambers and Private Sector Associations-- 
UCCAEP 

exclusively with CAFTA-DR opponents. These include Albino 
Vargas 

National Association of Private and Public Employees (ANEP) 
who is vehemently against CAFTA-DR 

presidential candidate of the left-leaning Citizens Action 
Party (PAC) 

renegotiation of the agreement. Chang also stated that the 
Commission has received hundreds of e-mails each day from 
citizens about CAFTA-DR. 


3. (U) In addition to the thirteen topics on which the 
Commission previously stated they would focus (Reftel) 
Chang said the Commission will look at (1) the possibility 
of sending CAFTA-DR to a national referendum 

option of renegotiating the agreement 

withdrawing from the agreement once it is already entered 
into force 

CAFTA-DR signatory countries. 


4. (U) In the August 30 

Chang referred to the need to learn more about the 
complementary and implementation agendas. \"The Commission 
of Eminent Persons is studying the topic of the agendas 
because they are not completely clear to us. They are 

still being defined. These projects should be used to 
better prepare the country and 

to study them with care 

referred to the need to improve the global competitiveness 
of Costa Rican companies 

ports 

capabilities. 


5. (U) After the Commission delivers its report to the 
President on September 16 

present its findings to the various Ministers of the 
Cabinet. This could occur as early as September 20. 


6. (U) On August 29 
the Assembly general information 


a showed that economic growth, for April to June 2005, continued to suffer from the lagged effects of 


Jamaica high marks for stabilizing the economy, spiraling inflation is again threatening macroeconom 
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sources 

legislation that should ensure compliance with CAFTA-DR 
requirements in the telecommunications and insurance 
industries has not yet been officially submitted to the 
Assembly 

Post. The GOCR reportedly plans to submit the insurance- 
related legislation imminently 

related legislation in November 2005. 


7. (SBU) Two pro-CAFTA-DR participants in the Commission 
interviews held last week told us they believe the 

Commission is trending toward a pronouncement along the 
lines of: “Тһе agreement is basically positive and can be 
"fixedV if we do x 

that there should be some trade adjustment assistance in 

the complementary agenda 

competitiveness issues. 


8. (SBU) In the end 

always been 

President Pacheco will incorporate the Commission\'s report 
into his decision-making process. How he chooses to "spin 
the report will be telling and perhaps decisive regarding 

his intentions to send CAFTA-DR to the Assembly during his 
Administration. He will undoubtedly use the Commissions 
report to justify whatever course of action he ultimately 
decides to take. 

FRISBIE 
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REF: A. LIMA 1794 
B. LIMA 1471 
C. 04 LIMA 292 


Classified By: D/Polcouns Art Muirhead for Reason 1.4 (B 


1. (С) SUMMARY. A Peruvian newspaper and а TV news program 
made public an interview with Sendero Luminoso (SL) Commander 
VArtemio 

combat operations. Leading daily La Republica published a 

portion of the interview on 8/28. Later that evening 

Poder broadcast video footage. The interview was the first 

given by Artemio since he spoke twice in early 2004 to the 

British and Peruvian media (Ref C). Ministry of Interior 


‚ode 2288. Post A/B&F Officer, Thomas Daley, certifies funds availability. KEANE 


Code 2288. Post A/B&F Officer, Thomas Daley, certifies funds availability. KEANE 
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sources believe the person interviewed was in fact Artemio 

the alias used by Peruvian Citizen Jose FLORES Leon; however 
Defense Ministry sources believe the interview may be a hoax. 
While the interview did not indicate a change in SL beliefs 

and strategy 

internal factions and on its involvement with cocaleros. END 
SUMMARY. 


2. (U) The interview took place in a jungle region of Huanuco 
province 

Huallaga Valley 

Roughly ten other masked SL members accompanied him 
weapons and clad in fatigues and black t-shirts emblazoned 
with an SL slogan and hammer and sickle. Artemio began the 
interview by addressing international 

political issues. His responses to many topics were 
predictable: the U.S./Andean Free Trade Agreement is 
imperialist and imposes a neoliberal model; President 
Alejandro Toledo is pro-imperialist; Peru 

has only benefited big business and not the people; the 
central government is not decentralizing as it claims. He 
periodically referenced and read off typical SL statements of 
party dogma that he held in his hand. 


3. (U) The SL leader stated that his group 

consist of four types: agitation and propaganda 
combat 

are consistent with the recent attacks for which SL has 
claimed responsibility. 


4. (U) Artemio also demanded the end of alternative 
development programs in their current form 

USAID 

directly from international investment while the population 
only receives crumbs. In their place 

infrastructure projects 

also dismissed any possibility of solidarity with the people 
on the part of Huanuco Regional President Luzmila Templo 
despite the fact that she has backed a regional ordinance 
legalizing coca production. Her interests 

in winning votes for a future congressional candidacy. 


5. (U) While the SL leader denied a direct link between his 
armed movement and cocaleros 

latter 

but not narcotrafficking. Evidence of this was his claim of 
responsibility for the ambush of NAS helicopters in April 

2005 (Ref A). Artemio stated that his group has shown 
solidarity for all forms of popular organization 

campesino or cocalero. He further stated that the appearance 
of new popular groups since 2000 has been a positive sign 


GNZ condolences at the loss of life and devastation caused by Hurricane Katrina. He said GNZ star 
on from Valerie Meyer, Deputy Director, United Nations, Human Rights and Commonwealth Division ı 
323,000 voters, less than half voted. BNP\'s Zafar received 96,800 votes while Muftil Sharafat Hossz 


of Poloff and LES political assistant in Gomel (reftel). Pavel Pustovoi and Alexander Strigelsky of the 
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but that he was disappointed that the groups remain divided 
and that the coca farmers have taken a sectarian position 
rather than aligning themselves with the agricultural sector. 
He called for the integration of cocalero 

other popular movements. He also expressed \"solidarity\" 
against the government \"persecution\" of SUTEP 

teacher 


6. (U) This call for unity was also made for SL itself. 

Artemio recognized that factions exist 

Upper Huallaga region 

them. He claimed to work with the groups led by Clay and Lee 
but not with Omar and \"Proseguir\" (the faction promoting 
continuation of the armed struggle). He looked for SL to 
regroup during its "Second Congress 

further details. Regardless 

denominator for all factions remained their allegiance to 

jailed leader Abimael Guzman. 


7. (C) COMMENT: Based on analysis of the images and 
declarations 

was in fact with Artemio 

Peruvian Citizen Jose FLORES Leon. However 

the Army and the Army Director of Intelligence told the DATT 
that judging from the unsophisticated responses and less than 
perfect physical condition of Artemio 

possible the interview could be a hoax. 


8. (C) COMMENT CONTINUED: Regarding the content of the 
interview 

relationship with the cocaleros 

appear certain 

the SL 

local population (Ref B). Artemio has also attempted to align 
his group with other popular social movements. This outreach 
runs contrary to SL 

sectarianism. While Artemio 

the Upper Huallaga 

new option for a group formerly committed only to armed 
struggle. END COMMENT. 

STRUBLE 
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Rising 

member of the group is killed in a car accident while 
carrying documents related to the planned attack. When 
another member of the terrorist group is captured by the 
police 

the Panama Canal 

requests a multinational coalition assistance to defend the 


Column 3 
canal. 


Sovereignty 

3. (SBU) Sovereignty throughout the Panama Canal is a 
serious issue for Panama and only Panamanian forces were 
allowed to operate in the actual canal and coastal waters 
throughout the exercise. Because Panama officially has no 
armed forces 

maintain the operation of the Canal. Argentina 

Chile 

Mexico 

the operational phase of the exercise. Costa Rica 

Salvador 

Ambassador James Malcom told PolCounselor the UK had wanted 
to participate in the exercise but had not received an 
invitation in time to deploy a ship. Next year England plans 
to deploy a ship in anticipation of the exercise. End 
comment.) 


Panama likes Embassy\'s suggestion 

4. (SBU) PolCounselor encouraged Panama to develop a 
PANAMAX briefing for the diplomatic corps and attaches and 
provided SMN with a suggested list of 27 countries to invite. 
On August 11 

a group of diplomats and attaches from 12 countries and 
Panama\'s Vice President and Foreign Minister Samuel Lewis 
Navarro. This was the first briefing of this type done by 
Panama and is viewed as a positive step toward Panama taking 
more ownership of this increasingly significant annual 
exercise. Argentina 

Republic 

United Kingdom 

representatives to the briefing. France was apparently 

invited to the briefing - there was a reserved seat with 

their First Secretary\'s name - but no one attended. The 
briefing occurred at SMN Headquarters on Cocle Naval Base 
the former United States Rodman Naval Base. 


5. (SBU) Judy Meana 

former news personality began the briefing by emphasizing the 
multinational nature of the exercise and reemphasized the 
stated objective - the ability to defend the Panama Canal. 

The presentation then shifted to Traad who continued the 
emphasis on the multinational nature of the exercise and the 
importance of defending the canal in order to protect 

regional and world trade. Traad stressed the importance of 
the participating countries developing interoperability and 
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teamwork during PANAMAX. The exercise used several 
scenarios: a plot to blow up a ship to block the entrance to 
the canal 

entrance to the Canal to disrupt shipping 

attacks against crucial choke points inside the Canal such as 
locks 

protect crucial canal facilities against terrorist attacks 
involved the use of Panamanian land forces. Traad reviewed 
the memorandum of understanding that only Panamanian forces 
could operate in the actual Canal during the exercise. 


High-level Interest 

6. (SBU) Traad showed a film clip from last year\'s exercise 

and initiated a videoconference from the BATAAN featuring 

Vice Admiral Vinson Smith (U.S.) 

(Chile) 

Barbieri mentioned that 80% of Chile\'s exports travel through 

the canal. Vice President Lewis thanked the Task Force 
Commanders for their work. Panama\'s Deputy Minister of 
Government and Justice Olga Golcher called it an exercise іп 
peace\" and said she was proud of the exercise. The next day 

Vice President Lewis flew to the BATAAN in a helicopter with 
Deputy SOUTHCOM Commander Major General Richard A. Mentemeyer 
to receive a briefing on the operational phase of the 

exercise and a tour of the ship. Charge and Pol/Counselor 

also flew to the BATAAN for a ship and exercise orientation. 

Along with its role as the command and control element 

BATAAN also used its helicopter assets to conduct 

minesweeping operations in PANAMAX 2005. Panamavs President 
Martin Torrijos Espinosa visited the Consolidated Sea 

Operations Center (CSOC) at Cocoli. 


Tragedy in the Final Hours 

7. (SBU) The three Panamanian Marines died early in the 
morning on Sunday August 14 while conducting an amphibious 
assault of Huacha Island on Lake Gatun during a unilateral 
phase ofthe exercise. The accident remains under 
investigation and no official report has been released by the 
Government of Panama (GOP). Sources told tne Embassy the 
marines who lost their lives exited the boat while still in 

deep water. The Panamanians drowned due to the depth of the 
water combined with the weight of their equipment. The 
Panamanian newspapers ran stories on the tragedy for the next 
several days. The articles were generally critical of the 
marine\'s training 

castigate Panama\'s participation in PANAMAX. Embassy will 
issue follow-up report once GOP investigation is completed. 
The \"hot wash!" and closing ceremonies on August 17 were 


tomgrit Varakamin, Director of the Peace, Security and Disarmament Division, Department of Interna 
h Session of the Codex Ad Hoc Intergovernmental Task Force on Foods Derived from Biotechnology 
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somewhat subdued because of the accident. Many of the 
exercise participants attending the concluding ceremonies 
wore black ribbons to honor the fallen Panamanians. 
Participants reviewed the exercise strengths (diversity of 
situations 

could be improved (battleforce email 

forces in the Pacific portion of the exercise). Admiral 

Smith expressed his condolences to the Panamanians and 
thanked all participants for their efforts and teamwork. A 
memorial service was held for the marines following the 
closing ceremonies. (Comment: The Attorney General of 
Panamanian announced she is reopening an investigation into 
the case of the marine who died in January. Initially 

reports blamed the death on an aneurysm but reports of 
physical abuse and excessive exercise in Panamavs jungle heat 
appeared in the media this week. Traad 

Officer in the Panamanian Defense Forces 

scrutiny in the coming weeks as the investigations continues. 
End comment.) 


Sensitivity Re Remilitarization 

8. (SBU) Almost 16 years has passed since the U.S. military 
operation that ousted Panamanian dictator Manuel Noriega. It 
has been nearly six years since Panama assumed complete 
control of the canal and the last U.S. troops left Panama. 
These are very recent events for many Panamanians and the 
presence of any U.S. military members is still a \"hot-button\" 
issue with some Panamanians. Although Panamavs constitution 
prohibits the establishment of a permanent military 

persistent fears of V'remilitarizationV' exist. On August 21 
former Panamanian exile Roberto Eisenmann 

president of the Panamanian daily newspaper La Prensa 

an article admonishing Panamanians that the U.S. military is 
dedicated to remilitarizing their country. He warned 
Panamanians that another Noriega could result and U.S. troops 
would once again die to liberate Panama from a dictatorship. 
The lack of widespread criticism or protest against the 

U.S.-led exercise is good news and reemphasizes the 
importance of exercise planning that takes into account 
national sensitivities. We must be alert 

renewed concern in next year\'s exercise. Additional 

attention to Panamanian Public Forces safety measures will be 
important to avoid accidents and associated negative media. 


ARREAGA 
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3. (S) Atiku then turned to domestic politics 

that President Obasanjo had crossed several boundaries in his 
handling of internal PDP issues. The Vice President pointed 
to a speech he had delivered about two weeks ago where he 
challenged all the political parties to \"abide by their own 
constitutions\" to better abide by Nigeria\'s Constitution. He 
said that Obasanjo\'s manipulation of the party officials 
continues 

is fast approaching. \"The ward delegates\' terms will expire 
by the end of September 

soon after. He expressed concern with ObasanjoWs intentions. 
According to Atiku 

succeed himself 

reins of power\" in the party. 


4. (S) The Vice President also expressed concerns about new 
INEC chairman Maurice Iwu. According to Atiku 

with presidential adviser Andy Uba and his brothers 

State strongman Chris and Senator Ugochukwu. He asserted 
that Iwu and other INEC commissioners maintained close ties 
to the President and had little room for independent action. 
He was also concerned about the lackadaisical approach to 
elections planning and the potential for INEC to botch yet 
another election. According to Atiku 

yet to begin to deal with the logistical problem of 

distributing and collecting ballots throughout the country 

and to deal with the flawed 2002 voters list. 


5. (S) COMMENT: The Vice President seemed unconcerned 
about the legal issues arising from the search of his 

Maryland residence. He did seem genuinely disturbed by the 
potential for Obasanjo to manipulate the political system to 
detriment of his own potential presidential bid in 2007. 

Atiku was more openly critical of President Obasanjo than two 
months ago 

only political maneuverings. 

CAMPBELL 
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divide and funding for developing countries. 


2. President Fernandez travels to Washington on September 12 
for "Dominican Week\" programs with the American Chamber of 
Commerce 

Embassy; he will be in New York on September 13 for another 
private event. 


3. Foreign Minister Carlos Morales Tronocos confirmed to 
EcoPol counselor on August 19 that he would accompany the 


ani, Deputy Chief of External Resources Division, Ministry of Finance and Muhammad Fazlur Rahn 
HAPLIN) STATE PASS USTR (ELENA BRYAN) STATE ALSO PASS HHS/OGHA (EELVANDER) ROI 
) veterinarians and producers; a ban on imports from affected countries; and cooperation with the inte 
зг Secretary (Disarmament and International Security) Nutan Kapoor told PolMilOff. The GOI is амаг 
IBJECT: THAILAND CIVAIR: CONFIRMATION OF PARTICIPATION IN OPEN SKIES TALKS, SEP 7- 


ilOff on August 31 that the GOI would provide an update on the status of the NEC case. PolMilOff al: 


Column 3 

president for the September 16 event but noted that the dates 
of his travel are not yet fixed; he has events to attend in 
Central America around that time. 


4. Amb. Cohen said that she is working now with Deputy FM 
Liriano to fix the details of the UNGA delegation and she 

will advise the Embassy as soon as this information is 
available. 

KUBISKE 
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proximityW by which he is perceived to be close to the 
populace. This message analyzes the function 
politics of the most important of Morocco\'s nine royal 
foundations. END SUMMARY. 


2. (SBU) MoroccoWs royal foundations are difficult to define 
uniformly 

being presided over by a member of the royal family. There 
are nine royal foundations in Morocco: 


-- Mohammed V Foundation for Solidarity 

-- Mohammed VI Foundation for the Promotion of Social Works 
of Education 

-- Hassan 11 Foundation for Moroccans Living Abroad 

-- Mohammed VI Foundation for the Reinsertion of Prisoners 
-- Mohammed VI Foundation for the Protection of the 
Environment 

-- Hassan ІІ Foundation for Ex-Servicemen and Veterans 

-- Hassan II Foundation for the Handicapped 

-- Lalla Asmaa Foundation for the Deaf 

-- Hassan ІІ Foundation for Social Works for the Agents of 
the Interior Ministry. 


3. (SBU) The Mohammed V Foundation for Solidarity is by far 
the largest and most prominent of the nine in terms of budget 
and public stature. It serves as the V'mother hen\" of other 
foundations 

After the Mohammed V Foundation for Solidarity 

foundations focusing on education 

prisoners 

attention. The remainder have a much lower public profile. 
This cable focuses only on those foundations that are most 
prominent and about which post is best informed. 


LEADERSHIP 


wever, in recent days, there have been a number of such violations in the East. The non-governmen 


)s to investigate a report of a recent attack and forced eviction of a Khasia village (septel) and to follo 


Column 3 


4. (SBU) Each royal foundation is led by a board of 

directors that is chaired by a member of the royal family. 

King Mohammed VI chairs the important Mohammed V Foundation 
for Solidarity as well as the foundations bearing his name 

that focus on education and prisoners. Princess Lalla Hasna 
the King\'s younger sister 

for the Environment 

sister of the King 

Moroccans Living Abroad. The composition of the board of 
directors is slightly different for each foundation 

board generally includes influential members of the business 
community as well as the heads of government ministries that 
correspond to each foundation\'s sphere of activities. For 
example 

phosphates 

Foundation for the Protection of the Environment\'s board of 
directors. The King\'s advisor for social affairs 

Nasri 

for Solidarity and is a member of the board of the Mohammed 
VI Foundation for the Reinsertion of Prisoners. This 
leadership structure ensures the royal family\'s near absolute 
control over these foundations. 


5. (SBU) Several of the royal foundations trace their 
existence and formal grounding in the state to a \"dahir 

royal decree. The Mohammed V Foundation for Solidarity 
Mohammed VI Foundation for the Promotion of Social Works of 
Education 

Abroad 

legal charter called for by the King 

and converted into law. These charters specify precisely the 
mission of a foundation and the means by which it is to 
achieve this mission. This legal charter allows the 
foundations to be able to utilize government materials and 
assets. Moroccan NGOs do not enjoy the same legal 
relationship with the state and monarchy as do these three 
royal foundations. 


6. (SBU) Royal foundations can solicit and are able to use 
both private and public funds. Some 
Foundation for Solidarity 
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which are raised throughout the year but largely during the 
annual 

2004 

raised 208 million Dirhams (USD 23 million) during the 
fundraising campaign 

The lion\'s share of these private donations comes from the 
members of the board of directors and the foundation\'s 
permanent support committee 

Morocco\'s top business leaders. While it is unknown how much 
money the Palace contributes 

Solidarity has built up a 370.9 million Dirhams (USD 41.7 
million) surplus in the five years between 1999 and 2004 

has dispensed 811.6 million Dirhams (USD 91.2 million) over 
the same period 


7. (SBU) The smaller foundations rely on a blend of funding. 
The Mohammed VI Foundation for the Protection of the 
Environment is funded through private sponsorships and 
donations (Maroc Telecom 

of the foundation\'s city beautification projects) as well as 
through government contributions. The same is true of the 
Mohammed VI Foundation for the Reinsertion of Prisoners 
which 

Dirhams (USD 1.6 million) in 2005 

contributions from the Mohammed V Foundation for Solidarity 
for specific projects and closely cooperates with the 
government. 


8. (SBU) The exception to this funding structure is the 
Mohammed VI Foundation for the Promotion of Social Works of 
Education 

fees (20-80 Dirhams 

an annual subsidy from the state equal to two percent of the 
governmentVs total expenditure on education wages in the 
country. While each foundation may have unique sources of 
funding 

of their resources. Most foundations 

V Foundation for Solidarity 

American firm KPMG as a safeguard against financial 
mismanagement and as a means for the King to set an example 
of his commitment to the corruption-free management of public 
resources. 


9. (SBU) According to its incorporation documents 
Mohammed V Foundation for Solidarity 

in 1999 by King Hassan Il 

utility institution that works with other social partners to 


of the Druze community in Northern Israel according to a Druze business and community leader. He 
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fight poverty." The foundation undertakes initiatives 
organized under three broad pillars: Humanitarian Action 
Social Action 

humanitarian actions have included assistance to the region 
of Al Hoceima 

in 2004 

assistance to the poor during Ramadan. Under the social 
action pillar 

dormitories for students 

extended healthcare to rural areas. Under the sustainable 
development pillar 

society and the government to expand basic infrastructure 
(e.g. 

projects that generate sustainable income. Its actions 
closely shadow those of the Ministries of Health 
Development 

very positive public image thanks in part to frequent public 
events involving the King as well as its annual 

solidarity week held in late October/early November. 


10. (SBU) According to its website (www.fm6-education.ma) 
the Mohammed VI Foundation for the Promotion of Social Works 
of Education was established by dahir in 2001 out of V'concern 
for Morocco\'s family of teachers.\" Parliament approved its 
charter in 2001 and in 2002 the foundation initiated 
operations. The foundation provides its members with 
discounted medical insurance and mortgages. It also has a 
pension fund and offers a competitive scholarship program for 
children of members. In addition 

discounts for hotels 

members to complete the Haj. Benefits are limited solely to 
educators and civil servants involved with education. The 
foundation works closely with the government and provides a 
strong incentive for a career in education. 


11. (SBU) Under the leadership of his sister Princess Lalla 
Hasna 

causes 

Protection of the Environment in 2001. The foundation\'s 
programs focus on initiatives involving beaches 
beautification 

campaigns to keep beaches clean 

infrastructure 


Economic Affairs, Yasemin Irtem, and to Ministry of Foreign Trade (MFT) Head of WTO Department, 
‘or Syria/Lebanon Remy Bouallegue and MFA desk officer for UN/Middle East Affairs Salina Grenet o 


n August 28 clash in Batman between police and a group of PKK sympathizers trying to claim the бо 
; to discuss implications of a second threat letter received by an Embassy Officer (reftel). In attendar 


1dations for the FAO\'s Consultative Subcommittee on Surplus Disposal (CSSD) to Gabriella Haberm 


ments to the press on the subject, and said that Ireland stands behind the EU statement as well. He r 
rche (ref A) and Charge\'s July 27 letter and aide memoire, Post received a formal letter from EgyptVs 
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international \"blue flag\" program run by the Federation for 
Environmental Education. The foundation also supports a 
Vflowering cities\" program that plants gardens in major 
cities such as Rabat and Marrakech. lts air quality programs 
have included initiatives to control exhaust emissions and 
introduce cleaner-burning gas in the country. The 
foundation\'s actions closely shadow those of the Ministry of 
Agriculture 


12. (SBU) Established in 1990 by the late King Hassan ΙΙ 

the Hassan II Foundation for Moroccans Living Abroad features 
seven major programs dedicated to helping Moroccans living 
abroad (MRE) maintain their ties to the \"fatherland\". The 
foundation: 1) analyzes the Moroccan community abroad; 2) 
arranges language training and religious education abroad 
particularly during Ramadan; 3) provides social assistance 

(in the form of material aid and information) to MREs in the 
case of a disaster; 4) informs MREs of events in Morocco and 
aims to promote the public image of MREs in the countries in 
which they live (mainly France and Spain); 5) provides legal 
assistance to MREs; 6) coordinates and ensures effectiveness 
of private efforts to meet the needs of MREs; and 7) 

facilitates MRE investment in Morocco. The foundation\'s 
operations are parallel to those undertaken by the Minister 
Delegate to the Minister of Foreign Affairs and Cooperation 

in Charge of Moroccans Living Abroad. The foundation also 
reinforces cultural and social ties 

important remittances and MRE tourism in Morocco (reftel). 


13. (SBU) King Mohammed VI created the Mohammed VI 
Foundation for the Reinsertion of Prisoners in 2002. The 
foundation is smaller than other foundations in terms of both 
public presence and outreach. It has three main aims under 
the philosophy of V'consolidating the reforming and teaching 
vocation of the penal establishment by making prisons a 
social and human space of reintegration 

on the occasion of the foundation\'s establishment. The first 
objective is to create vocational training centers in prisons 

in order to develop skills that are readily employable after 

a prisoner\'s release. Since its inception 


ssing particularly USG concern that issues of democracy,governance and free trade are inadequately 


points of contact for electoral observation missions. Cohen appeared to believe that the Dominican ( 
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теу General) Marie Benesova, Benesova\'s number two, Deputy Attorney General Jaroslav Fenyk, co 
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however 


Constantino Jaraula 


calling the suggestion \"patently unconstitutional.\" 


per se 


whereby delegates would be chosen in a national 


Senator Joker Arroyo 

commented that Jaraula\'s proposal was \"dead in 
Senator 

an Opposition member 


the Opposition\'s impeachment effort 


the Opposition needs 79 or more endorsements from 


the Opposition\'s complaint might have around 50 
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and the FBI has 


the 


but would prefer 


who is 
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but no one has apparently signed up in 
despite the 


the public at large does not seem 
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there is 


but agreement among all key players (Malacanang 


the Senate etc.) will be difficult to reach 
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the boys will stay at the Bangladesh National Women 
ΙΟΜ local NGO\'s 
000 per child the UAE 
19 more boys are scheduled to 
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so passing a copy to the GSL would be \"like 
\" Brattskar mused. He asked 


Brattskar said had been pleased 


384 to change the mandate when it comes up for renewal. The real issue, he said, is NATOVs OPLAI 


125,000 Projected Obligations 8/1/05 - 9/30/05: 127,562 Estimated un-obligated Balance / carr 


loza (wife of the Amir) donated 1.5 million British pounds in 2005 to a Palestinian medical center. -- C 


1. Summary: This cable updates the information provided in the referenced cable. The overall flooc 
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the LTTE 


Brattskar concluded continue to like the idea 


the New 


the British DCM told Charge\' 


16 August 2005 


lanians admitted leadership failures and identified key areas of improved training to address our conc 


d, offering Latin America an alternative regional leader to Hugo Chavez. lf the USG objected, he wou 


- Name and title: His Excellency Lyonpo Khandu Wangchuk, Foreign Minister of Bhutan -- Arrival an 
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the peace process is now in a 


this has 


or on any other judicial matter in 
public perception 


the 


in order to improve 


y at least two potential ammunition sales. The first LC is drawn in favor of the Pakistan Ordinance Fa 
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the US delegation should be prepared 


the reciprocal nature of such 
and the benefits to India of negotiating such an 


despite that a formal 


your predecessor Jayant Prasad 


in essence are MEA 


or an exchange of diplomatic notes covering legal 


S soil would take quite a while 
such as Balance lroquois 05-2 Yudh Abhyas 05-1 

as our exercise programs grow 

and Cope India 


it is very important that India and US consider the 
or 


»mala at the August 19 Santiago vice-ministerial. Rodriguez said that Castellanos had been instructe 


3RADE, SERBIA AND MONTENEGRO, OF RADICAL ISLAMIST ABDELMAJID BOUCHAR FOR W 
1ework ahead of the planned October 3 start of EU accession talks with Turkey. Purlys said that whil: 
ut promised to convey points to relevant offices in the MEA and to the Indian mission in Geneva. MU 
itifying suspected narco-trafficking radar tracks that have been located using USG assistance. The C 
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Asher 
a resident of the West Bank settlement of 


shot to death four Palestinians with whom 
one of them 


in the settlement of Shiloh. Israel Radio 
calling 


\" but that Israel must also take confidence- 


supported by Rep. lleana 
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HaVaretz quoted Israel\'s Ambassador to the 


Danny Ayalon as saying Tuesday that Hamas is 


but that it will not lead 


whose forced 


after security guarantees 


pluralist Yediot Aharonot: V'If the U.S. 
we might well leave the West 
too.\" 


ıgust 25-26. Vice Minister of Transportation Nestor Palacios will act as the GOP\'s lead delegate. 2. 
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and not unconditional love 


the EU 


they expect Israel to move 


of civil 
and neither 


Orthodox Hatzofe editorialized: \" We do 


pluralist Yediot Aharonot (August 18): 


the U.S. started pressuring [Israel]. At 
it quietly neutralized Israel\'s all-powerful 


the 


we 
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and the 


position and the Deputy ADG of External relations position, it is unlikely that that a US citizen will бе: 


s to secure the Egyptian-Gaza border after disengagement is likely to receive Knesset approval with 
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no Israeli 


we might well leave the West 
too.\" 


the 


many are inclined to adopt 

and recruited all its organizational 
but in the 

and there was no point in 


and not 
is the explanation for the sudden 


and if the security forces had not acted 


the rabbis and leaders of the uprising would have 


itis that no ... diplomatic benefits will be 
the EU and the U.S. have all 


they expect Israel to move rapidly to 


Gaza and east Jerusalem. None 


they have issued a series of 


, Office tel.: (595-21) 213- 715, ext. 2120 Home tel.: (595-21) 660-975; and cell tel.: 0971-338-822. £ 
t, international financing agencies and private sector representatives to assess technical assistance r 


2 has had successful posts in various GOP offices dealing with decentralization, the Human Rights O 
mski as the Minister of Economy and Finance. Zavala, prior to his position as Vice Minister, served a 
s. After receiving the Shi,a counterproposal noted in ref B and discussing it with this group, final com 
ulduz Baizakova of the MFA\'s office of international security told POEC chief on August 16 that the C 


ary Council (Yuksek Askeri Surasi - YAS), post has learned of numerous assignment changes for key 
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has declared that Israel must make these 


the international community\'s response 


that is hardly 


should ever have expected otherwise." 


Ariel Sharon turned the Israeli 
he did not apologize to the 


who were forced to pay -- 


we heard the reason for the shift in his 


a bloodbath and this 


Sharon has the opportunity to 
000 homes in the evacuated 


of civilbehavior. The British did not 
and neither did the Turks. Sharon should 


Orthodox Hatzofe editorialized (August 


attend the European Conference on Visual Perception (ECVP). 2. Embassy understands that no as: 


Column 4 


who are about to bring upon us a 


8/18/2005 10:29 
8/18/2005 10:31 
the Information Minister was 


and that the GOM did not intend to privatize the 


because the privatization is a condition for two 


the sale is not popular with Malawian 


who generally oppose privatization. 


Press Corporation Ltd. 
and the Minister of Finance 


Mutharika 


though the risk of putting a strategic 


though others close to the deal doubt this. Another 


Column 5 


05ROME2734 
O5LILONGWE709 


members of the Privatization 
we have learned that 
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the Finance Minister has said the GOM is 
he 


and perhaps on the Malawian Embassy 


who are arguing for quick closure. To the 


it should strengthen his hand on this and 
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and had made Athens a 
Greece held the 

and 


Greece 

a major terrorist target 

Turkey\'s EU membership aspirations 
a Greek strategic objective. In 2005 


Greece is facing a burgeoning budget deficit in the 
but very expensive 


and Prime Minister Costas Karamanlis has had 


the two leaders affirmed their 
and discussed a variety of issues 
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to ensure 
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without 


Greece 


ve, Ambassador Tony Hall witnessed firsthand the food insecurity caused by the GOZ,s misguided ag 


an years has implemented a Results Based Management (RBM) reform initiative. The process proce: 


o amend the constitution on July 15. Proposed amendments include: transfer of title to the state of |i 
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the PM pledged during his campaign not to send 
however Greece is providing funding for the NATO 


a Greek-led multinational medical unit began 
augmenting a Greek contingent of 


but its ability to detect terrorist money or 
is limited. In particular some 


Greece 


public 


while 
like their EU 
have concerns about adding a large Muslim 


the Greek Government also felt it should stand by 


UNSYG Annan does not feel there is sufficient 


nds that their right to self-determination be reflected in the new constitution, including their right to ho 
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the Turkish Cypriot community has been concerned to 
while the Greek Cypriot 


with the 


Greece sees itself as a natural leader to assist the 


including re-energizing its 550 million-euro 


Greece and Macedonia in 1995 agreed on 


FM Molyviatis has 


the issue seems to be wholly 
but to both sides it strikes deep chords of 


and to do so must come to terms on the 


the 


and this close cooperation with the Greek 
such 


we heartily congratulated Greece for 


rations training as well as agreement on ACOTA equipment support for Nigerian peace support oper: 
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Peoples 
which in past years 


believing this sends the wrong 


more needs to be done to crack down on anarchists 


FMS VWP 


and is enriched by the large 


000 Americans many of them dual citizens 


with its different tiers of countries (Greece is 
a designation for problem 
has been the key tool in getting Greek government 


including treating 
more vigorously 


with an option to purchase 10 more. This purchase 
continuing debate in Greece about the 


mainly because F-16s are less 
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and Karamanlis faces tough choices 


due in part to the end of construction 
which means 


Greece has had trade 
compounded by declining 


tax increases have not met 
raising the specter of cutting social 


while minimizing structural 


given that 


buoyed by both 
but 


although it hit a first 


well above the 2.1 percent European 


directed at official 
but almost never translates into harsh 
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if dissolving the TNA if no constitution is agreed to by August 22. Our contact from the Fadhila Party : 


d Kurdish preference for a single national district system used in the January election, while Shahrist: 
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local media reported that two suspects 
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a member of 
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just 

PMO 

and Home 

which he maintained was 

but urged Charge to ask her diplomatic colleagues 


Saber 
Hasinavs political secretary asserted 


as it did after the August 21 attack 
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economic newsletter based on South African press reports. Comments and analysis do not necess. 


Column 4 
but the thin 100 page opus minimus is 


but he is 


but he is unable to develop detailed 


nationalist 
statist solutions 


calls for an end to Turkey\'s EU membership bid 
but 


a free trade 


but he is unable to explain 
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trafficking in persons 
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in protest of its 
as it did with the May 25 


especially given the long 


more than one thousand MB demonstrators held a 
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Pope Shenouda ІП in a statement 


endorsed Mubarak\'s reelection and urged Egypt\'s 


tolerance (and) deep experience in 
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make him in the eyes of 
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the Pope had met with Zakaria Azmy the presidential 


coming on the heels of a 
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) worked with Salvadoran officials on this task were impressed by the professional effort they put fort! 


a Analysis. 2. Embassy understands that no assistance is necessary. 3. Visitors are reminded that 


rder for radio handsets for the Ministry of Defense; however, the International Imports Manager, Moh: 


Column 4 
focused on the fact that Shenouda\'s statement 


his backers argued that his statement 


and would serve to insure Mubarak\'s support and 


who himself endorses Mubarak for reelection 
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A Bright Spot In The Israeli Economy In 2005 
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the U.S. and other 

000 tourists 


000 new jobs and contributes USD 200 million to the 
Hirchson claimed. He noted that in the first six months 
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but not two 
however 


one of approximately 40 CHP MPs who have 
believes he will never hand over 


and remains close to him 


in a move she knows will keep her off the CHP 


though 


and he firmly believes he is 


she said. And besides 
she said 
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the political party law 


they say 


Gunes and CHP MP Damla 


\" that Baykal will hand over 
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saying that joining another 


where would he go? As a 
she realized that the prospect of 
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Naci Aslan 
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NGOs and 
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and describing DEHAP as a mouthpiece for the PKK. 
the Kurdish issue seems to be limited 
000 homeless children in Diyarbakyr honor 


and economic backwardness in the region Y a column 
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however 


734 people applied for compensations 
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V Erdogan said 
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and journalists will meet President Aliyev and 


which was 
had a market 
500 USD. 


including a Turkish 
were killed in an attack by gunmen against their 
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Iran has an excellent chance 


democracy in Iraq can only be defined in Middle 
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these concepts are only applied 

Israel and Turkey. Others have tried and failed. 
democracy in Armenia meant the rise to power 
Iraq has never 
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employers 
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through the USDOL-funded Toward the 
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books and meals free of charge. 


however has drafted a National Action 
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and regularly collect data on this issue. The 
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with the assistance of international 
has extended ARV treatment to 45 000 HIV+ persons 


C SOCIALIST REPUBLIC OF SRI LANKA SIGNED SUBJECT AGREEMENT WHICH PROVIDES FL 


JHU) party, ends months of speculation whether polls would be held this year or next (Reftels). Unce 
2 (ZCTF) Vice President Johnny Rodriguez claimed in July in a widely distributed newsletter that the ( 


Column 4 


000 need to be enrolled. As access to these life- 
growth of the orphan population 


Column 5 


Mission is giving the GOB 


8/18/2005 16:05 O5TELAVIV5132 


and if you want things to go smooth 


\" Abu Zuhri said in an August 18 
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but the IDF continues to allow a small number 


Column 4 


Column 5 
Rafah remains open in 
according to 
Abu Kholi was closed as scheduled in both directions 
and is expected to reopen at 
8/18/2005 16:09 05NEWDELHI6414 


Dhaka is learning that when you ride the tiger 
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\" but at least so far this has not derailed the GOIVs 


and we should work together closely in 


8/18/2005 16:15 05GABORONE!1180 


this 


but only eight percent of 


Ms. Molotsi 
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the lack of 
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sealing the two 


he said he was troubled about 
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Column 5 


search every 


make changes to its 


Y he said 


val by the Presidential Council as a basic step on the road to democracy and prosperity of Iraq, which 
'eness against avian influenza. The Czechs work closely with the EU and participate in its pandemic 
UPDATE, AUGUST 21 - AUGUST 27 REF: ASUNCION 1053 1. Summary -- Ambassador Reaffirm: 
,C, &D 1. (C) OnAugust 30, ESTH/NP Counselor provided French MTCR Point-of-Contact David 
sheet (Reftel) during her meeting with MEA Deputy Secretary (Americas) Santosh Jha on August 29 


Column 4 Column 5 
the international 
would 


the 


comprising the bulk of global 
were already required to collect detailed manifest 
and that providing such 


and suggested that this could also be discussed at the 
commissioner of the Immigration 

director 

both raised the practical difficulties in 


they asserted. 
Ambassador Lavin reminded the lunch 


and urged the GOS 
and to 


and how the 


and DPM Tony Tan said that Singapore must 


as well. 


Ifredo Bellamy (Security clearance: secret), (3) Manuel Godinez (Security clearance: secret), and (4) 


lombian support for the US candidate for the WHO executive board and US support for the GOC can 


ts from Turkey to Iraq, due to the State Oil Marketing Company (SOMO)\'s unpaid debt to Turkish firn 


anto Domingo (ref B) remains current, with the following additional information. 2. On October 17, 21 
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U/S Joseph gave a public address 


to approximately 100 military and government 
diplomats academic researchers and press. The 


as well as non-state 
and outlined the new tools that the United States and 
as reflected in its being the first 


but stressed 


and 


CSI the Department of Energy\'s Megaports 
specifically 
and now 


positive 


control 


military and 


intelligence sharing 


497212 7. Refer to: (see comments) 8. Bid deadline: 092105 10:00 AM 9. 201 10A. S1731 Telecon 
er connectors. 11. Comments. Refer to: Licitacion Publica Internacional ANDE No. 65/2005. ANDE- 


ned the news and agreed to pass the offer on to Washington. 2. ACTION REQUEST: Post requests 
Mario Fortin told PolChief August 30 that Honduran President Ricardo Maduro will attend the Septem 
) uniforms, has shaken the Sunni Arab community. Sunni Waqf head Ahmed Abdul Gafur al Samarai 


uest for human rights verification required by the Leahy Amendment; see para. 2. 2. (U) JUSMAGT 
tion request for human rights verification required by the Leahy Amendment; see para. 2. 2. (U) JU! 
on request for human rights verification required by the Leahy Amendment; see para. 2. 2. (U) JUS 
ΛΑΝ SHOULD HAVE WARRANT EFFECTIVE SEPTEMBER 1, 2005 THROUGH SEPTEMBER 1, 2C 
an in effect for almost a year, underground radio stations that applied for a broadcasting license have 


aviously and Tarasyuk had talked up the Ukrainian plan for Transnistria, focusing on plans for electior 
v for candid readouts of their Kazan meeting and for next steps post-November in the peace process 
a Production Sharing Agreement (PSA). 3. All interested oil companies must submit, with their reque 
PVC pipes and fittings, PE pipes and fittings. 2. Bidding will be conducted through the international ci 
n, and Segers. (reftel) 2. Emboffs met with Yemen Air Force (YAF) on 22 August but were not able to 
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the MILF technical working group will 


according to Buat. 
\" territory 


GRP Peace Panel Secretariat Chairman 
echoed Buat\'s optimism regarding the GRP-MILF 
but he blamed Malaysia for the delays 


he stressed \"both sides are expectant\" and ready 
pending the availability of 


and thanks to departing IMT Chief of Mission Major 


Sullivan claimed. He added ASG leader 
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O5MANILA3843 


governance 


citing 


lomestic product (GDP) at market prices on a quarter-on-quarter, seasonally annualized and adjuste 


not had an opportunity to develop a French position, especially given that many officials have been or 


Column 4 

but 

however 

Sullivan said 

because of the current 

is particularly cautious where they 


noting the MILF draws the line at joint operations 


not the MILF. Poloff suggested communities 
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in which Polish workers return home after 
migration from the new 

largely due to the UK\'s low unemployment rates. 
000 Poles have registered as workers in the UK 
about one-third of which were already in 

many probably working illegally. These workers 
and 


Y which 


local 


as opposed to unskilled positions in 


and anecdotal reports of nurses moving abroad 
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some 


ffairs of the Republic of Kazakhstan presents its compliments to the Embassy of the United States, a 


ijuddin Ahmed is NOT/NOT attending the 60th UNGA. B. Attendance of the Head of Government. - 
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the Polish government remains eager to open more 
in particular 


many Polish economists 


fresh produce 


and sugar rose by 54 percent 
more than 


exports to developing 
the most dramatic 


this effect is probably unrelated to EU 


though not 


increases in exports to 
primarily in Eastern Europe 


fueled an 


with export growth significantly outpacing import 
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arguing 


but disagreements 


which 


suggesting that the 


but in the long term prices are 


which was expected to bring in billions of dollars 


bureaucratic delays and disorganization have 


partially because two 


the government is now in the midst of a controversial 


several of which want to expand production. 


as well as the process of 
is delaying entry 


art to isolate Syria at the UNGA. He noted that King Abdullah and Kasrawi will both go to New York, b 
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but he admitted there is a 
a 


Poland will certainly have a surplus of emissions 
but a number of individual 


as well 


and their progress- 


it seems clear that the doomsday forecasts made 
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Truong Van Duc 


another Hoa Hao dissident 
called us at 0830 


but he did not make 


we have emphasized that self-immolation is not an 


but that 


п started out by calling the constitution an internal Iraqi affair. When reminded of Deputy PM Muashe 
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we believe it is time to make clear that the USG does not 


an unidentified man apparently attempted self- 
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Slovak Overseas Development Assistance (ODA) is 


Slovak 


MEMO 98) and money was also provided by 
NDI and the German Marshall Fund of the US. 


several Slovak NGOs are involved in projects 
with some receive funding from the GOS 
while others receive US or other foreign 


a total of USD 310 057 in small grants from 
Integra People in Peril 
Memo 98 and NOS (the precursor to Pontis) in 


Slovak NGOs Obcianske Oko 
and Pontis Foundation participate in civil 


Jnited Nations, and see his daughter. 3. (SBU) While in Washington, Jabor would like to meet with tl 


ause of sensitivities about the visit of Iran\'s top nuclear negotiator, Ali Larijani, to New Delhi, August : 


accounted for in triple- barrier storage at a secure site. There were no indications of license violatior 
1 and return October 6. No travel assistance is required. 3. Please reserve a non-smoking room at [ 
and UNGA this year. Stasek, commenting on Czech interests as a Coalition member, gave guarantee 
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media 
the Ukraine 


an NGO specializing in small and medium 
is now using resources developed 
Bulgaria 

Pontis and IVO have been training 


through subgrants from IRI. 


from the Balkans to 
PDCS will be 


the Fund\'s 
was hailed as a 


in cooperation with the MOJ 


the GOS has published the following 2005 


000) 


Column 5 
and political development programs 
and the Balkans. 


and Kenya. 


Slovak parliament 


'easons of policy and scheduling. Bozek indicated that the Poles have so far not been approached b' 
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Column 5 

000) 

000) 

Albania Bosnia and Herzegovina 

Kyrgyzstan Macedonia 

Uzbekistan Cambodia 
000) for immediate humanitarian assistance. 
000) for contributions and fees to internationa 
UNEP Environmental Fund 


Trust Fund at the 


UN FCCC Framework Convention on Climate 
CITES Convention on International Trade of 


000) for an annual one-time contribution to the 


for a study of foreign students from developing 
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elp Haiti meet the anticipated financing gap in 2006. Koegler added that a GAERC working group wc 


Column 4 Column 5 


V Cruz stated. Charge commended Cruz for his budget 
noting that the United States strongly supported 


210 billion peso ($3.75 billion) plan to procure 


flak vests squad automatic weapons 
and helicopters. \"This is basic equipment 
noting that LTG Romeo 


V Cruz commented 
the commander of North Luzon Command (an area of 


\" Cruz noted. 


MG Hermogenes Esperon 


due to 
some Philippine Army 


Cruz said he 
700 
\" 


the continued heightened terrorist 


\" 
adding \"we have enough people but not in the 


because of his intelligence background would take a 


lohamed Al Sitry called the new Political Societies Law a step forward and pledged to work with politic 


ponded that the UN World Food Program could possibly play a role in coordinating the activities of thi 


: and Africa division. 2. (S) Austrian President Heinz Fischer would attend the High Level Event in Ne 
with him but believes the Taiwanese Ambassador would be amenable to contact on PRC activities. ` 
reign Ministry. Melan said the European Commission had made Haiti a priority for election monitorin 
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Cruz explained. 


ASG 


000 MILF combatants from the fight 


a long-standing MILF demand. Faced with the 
the CPP/NPA would collapse 
Cruz predicted. 


Cruz said 


commenting that if an effective 
it could serve as a template for 


whose \"viciousness\" 


acerbated by Islamist 


as usual 


as a key 
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AND Jl 


allowing 


adding that the Philippines 


was well prepared with facts and 
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Column 5 
from the incessant partisan 
a 
and rising fuel costs may 
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other than to stress that the USG rejects self-immolation 


DPO and RSO informed 
even as the Hoa 


a contact in the MPS attempted to downplay the Hoa Hao 
telling RSO that the detained individual had no religious 
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Reason 1.4 (a and d) 
OSD NSC 
NSC 


the National Intelligence Agency 


Hurricane Ivan and drought conditions. The adverse weather conditions wreaked havoc on the cour 


ic stability. Inflation, which reached almost 14 percent last year and has already jumped to 7.4 percen 


Column 4 Column 5 
possibly to 


PolCouns met with MFA DG for American 
DDG Medha 


Director Amornsate Singha and their staff to 


he had gone on national radio 


she suggested would be the 


Nongnuth said that the Thai military 


well before APEC would be better and 


ids ready to help in any way as needed, noting that in the past NZ firefighters have for example helpe 
(UNHC), Ministry of Foreign Affairs and Trade (MFAT). 2. (SBU) Because New Zealand will hold gen 
iin received 51,000. 2. (U) In June, the sitting MP, Kazi Sirajul Islam, switched his allegiance from tt 
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perhaps to include the participation of 
to discuss topics such as Avian Flu 


deforestation 
etc. Such a meeting could further 


NSC 


NSC 
Royal Thai Supreme Command and the 


Krit Garnjana-Goonchorn -- but noted 


and seemed open to the 
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but will spare no effort 


Vietnam understands it 
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trafficking in persons 


JCS 


National 
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ΣΜΕΑ Americas Desk reported police in Gomel entered a private apartment to conduct a routine pass 


Column 4 


Dzien continued. Religion has 


and this latter opposition 


it is Vietnam\'s 


religious activities must be 


Vietnam will take note 
Dzien said. 


the Ambassador 


we are making progress. For 
a DOD team just held a workshop on decontaminating 
which proved to be an opportunity for positive 


the Vietnam Veterans Memorial Fund is using 


but more can 


the USG applauds Vietnam\'s steadfast 


fixating on Hong 


the Ambassador said. 


Column 5 
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the foci of which reportedly 


Dzien said that the 


doi moi will be implemented in a more broad- 


it is not yet a full-fledged 


Vietnam must speed up 


abolish monopolies and remove the mechanism of 
Dzien 


Vietnam will increase 


Dzien added. 


Vietnam must 
with a special 
particularly in areas 
Dzien emphasized. 


but the Party will try to find a way to better 
including religious freedom. Vietnam must 


and 


Dzien 


but difficult 


Column 5 


on that basis 


goal 


ıtional Organizations, Ministry of Foreign Affairs. 2. On September 1, Regional Environmental Officer 
in Chiba, Japan, 19-23 September 2005, and had no intention to send on official representative or st 


Column 4 Column 5 
increasing rule of law versus 


particularly in 
in the spirit of 


the USG may have ideas we can share as 
the Ambassador 


Dzien returned to 


Ho 


China. The request went unanswered. Doing 
the Ambassador 


Dzien 
particularly on the details of 


for his farewell call -- Dzien has 


Dzien was on tap 


the 
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and which will be 


but that PM 


it can be presented to the Knesset. Gilad said the 


but would not deploy during Israel's Gaza 


Column 4 


including their mission 


who 


and hopes he will receive an 
August 18. 


the language must be drawn up in such a 


by 


relations with the Egyptians 
Y have developed Vin a 


we talk to them 


talks with Egyptian Field Marshal Tantawi 


observing that concrete achievements can 


it will pay off. 


not intentions 
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names 


and 


EMPLOYEE: SARAH D. HANSON COURSE: GERMAN LOCATION: U.S. EMBASSY DATE 


1an, Secretary, Ministry of Food & Disaster Management. Post has not yet received any substantive r 
ME FOR FAO SENSITIVE E.O. 12958: N/A TAGS: AMED, AMGT, CASC, EAGR, PINR, SOCI, PGC 
arnational community, neighboring countries, and municipalities. The plan seems comprehensive anc 
e of the capabilities of the Tracker software from demonstrations during previous EXBS training cour: 
-8, 2005 REF: A) STATE 147598 B) BANGKOK 5454 C) STATE 159080 1. (U) This is an action mes 
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low by regional standards; (b) the Egyptian 
and that value is declining due to 
but 


\"It looks like Mubarak might end his 
and Omar Suleiman will 


ALAN 


Gaza-West Bank passage improvement was not 


he said have been 
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and this would 


50 asked that the GOI provide information on the remaining steps to close the case. (U) Visit New De 


tal Foundation for Co-Existence (FCE) has reported the following incidents: -- On August 30, 1 LTTE 
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Yaron reviewed the Israeli 
and offered Israel\'s willingness 


such as 


clearing off on goods and persons crossing the 


that would satisfy Israeli and 


AGREED SECURITY REGIME NEEDED 


the remaining issue is 


and when they return 


and A/S 
Mark 
on August 15. Yaron wondered aloud whether an American 


USAID STALLING PASSAGE IMPROVEMENTS 


w up on media reports of the deaths of six people in a bordering village, which police claim were Indi: 


Column 4 Column 5 


however that Dahlan is 


the Palestinians have insisted that work also continue 
Yaron explained 


the West Bank and other 


and use the 
Yaron expressed concern that 


the acquisition process could be dragged out and 


\" with the main 
south of Hebron. He 


he said is ready \"in principle\" to fulfill Dahlan\'s 
but needs time and equipment. Delivery of the USD 


SE 


as long 


indicated that the Druze want a successful and strong Israel and have contributed by serving in Israe 


Column 4 
at the 
Egyptian and Gazan borders. 


Column 5 


as long as there are no problems with the 


however 


the Palestinians cannot accept separate 
and 


Y and then decide its ultimate fate in 


Yaron said Israel could not discuss 


and then allow 
after a year the 


measurable changes 


Israeli officials will still be checking 


and 


including a third party role 
while 
possibly through 


his experts had concluded 


Aylin Bebekoglu. The GOT is not a food aid donor or recipient. Post will report on any subsequent rı 
n August 31. Bouallegue reiterated that the GoF would not receive Syrian officials at UNGA and was 
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PolCouns with COM approval 


and contributed to the comment in para 6. 


despite the stress of 


Dirceu claimed he had resigned himself to 
suffer the 


mercenary 

PL PP -- and from 2002 campaign 
Dirceu had 

ex-PT 


dies of six PKK fighters killed by Turkish military forces. Relatives of the victim say he was shot to de 
се were representatives from each of the following sections/agencies: RSO, MGT, СОМ, DAO, POL 


ayer, Head of the Ministry of Economy\'s Multilateral Trade Division; to Friedrich Huemer, Head of the 


Yoted that Ireland would be unlikely to offer experts to assist the Iraqis. He also said that because Ire 
; Public Prosecutor Maher Abdel Wahed regarding Egyptian assurances on the return of fugitive mur 


' covered. Cohen had no immediate reply but undertook to consult further within the ministry. KUBISI 


jovernment would not be providing observers. KUBISKE 
(SBU) Summary. Post delivered referenced talking points to officials at the Turkish Ministry of Agric 


intacted the Embassy to air grievances and his version of events. Fenyk provided documents, many i 
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Dirceu claimed and he said Lula should have paid 


responsible parties into 


Dirceu opined. 


Dirceu now believes that Lula is unlikely to win 
Dirceu said he thinks Lula 
but he does not think a PSDB-led 


at least 


thus continuing its domination of the PT. 


and sustained the \"I knew nothing" defense of his 


the 


given his long and extraordinary personal history of 
to be fair perhaps he 


lose his congressional mandate and political rights. 
the wounds inflicted by the crisis on Lula -- who 

in many ways -- together with new polls 

suggest Lula\'s era 


preserve a measure of 


and at 59 
he mused on some specific possibilities 
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closing out a distinctive chapter in modern 
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and language that could be interpreted in a way 

he said 

both in 


the legal committee of the Ho Chi Minh City branch of 
gathered on August 9 to discuss 


led the 
in his view red-tape 
and this is 


including the 


the Common Investment Law and the Unified 


provisions in draft decrees on 

commercial promotions foreign traders 
and others represent an attempt by GVN ministries 

to retain power and 


repetitive permits for the same activity). He 


ministries are formulating implementing decrees that 


in Vietnamese on 


partner at Johnson Stokes & Master law firm 
echoed Burke\'s sentiments. GVN ministries are engaged 
she asserted. 


more 
there is 


1. (SBU) In meetings in Manila with senior GRP officials, USGS Acting | 


N, which probably will need to be revised to reflect a post-Bonn Agreement strategy. He expects the 


yover: 122,500 Best regards. HALE 


Column 4 
the draft 


while the commercial 
only mentioning sales- 


reported that 


as Blocker could not reach the 


managing director of AIM 
said Vietnam\'s current rules regarding 


but must go through a 


incorporating these and other 


in Hanoi Fred Burke spoke at a luncheon 


Column 5 


a logistics and marketing 


3OQ funded construction of a football stadium in Gaza. -- GOQ contributed to establishment of a law 


] situation in Bangladesh is normal at present and within local coping capacity. Localized flood conditi 


serns. End Summary. 3. (S) DATT met on August 16 with Brigadier General (BG) Falah Audah, Direc 
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but also members of the press and 
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but he also made some of the same 
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¡AGE TO 


ITS 
WHICH HAS SHARES IN THE CHINA 
IS NOTED AS A PIONEER. 


"ARE 
WITH LE FIGARO LE MONDE AND 


JP 


WHICH TITLES ITS REPORT ON GAZA: “CONDOLEEZZA 


=D IN 


WHICH COMMENTS: \"BEIJING AND MOSCOW 
¡RE 
TO THE 


THE OBJECTIVE IS TO IMPROVE THEIR COOPERATION IN 


WHICH IS INCREASINGLY 
THAT THE TWO COUNTRIES COUNT FOR 


1ER 


IN 
IN DOES 


RS WHO 
IG 
S 


Id cancel the trip. After consulting with the Department, we advised against the presidential visit to Hi 


J departure dates have not been decided. -- Interpretation would not be required in bilats. D. No oth 


ıctory for $1.12 million of ammunition rounds. The second is drawn in favor of M/S Poly Technologies 


Column 4 Column 5 
Ç 
TWO THIRDS OF THE DETAINEES ARE TO 


O 

SUING\' 

\SSED 

‘NTS 

\ZA 
HE HAS BY GOING 
UNLEASHED A POLITICAL EARTHQUAKE OF 

IP TO 


WHETHER LABOR OR LIKUD DID IN 38 YEARS: 
SIMPLY 
ION 
SHARON HAS EMBARKED ON A NEW ROAD. 
SHARON WILL HAVE TO DEAL WITH THE PROBLEM OF THE 
AS WAS THE CASE FOR GAZA 
B 
SAME 


{UST 
ЗҮ AND 
IN 
ABBAS IS NOT ARAFAT: HE DEALS IN 
NOT PSYCHOLOGY. FOR HAMAS IT IS A DAY OF GLORY. IT 


RIST 
BUT MORE IN THE DAYS TO COME THAN TODAY. THE PEACE 


THE CONFLICT REMAINS ONLY 
2 


BOTH А HAWK AND А DOVE. MANY ACCUSE НІМ OF 
AM OF 


AND 


d to convey Guatemala\'s support for extending MINUSTAH\'s mandate. She also noted that Guaten 
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GAZAV' 
ION 


"lATING 


AUGUST IS THE CRUCIAL MONTH\" 


y 
A 
UE 
¿NDA 
IT BE 
E 
ІТ WILL BE TOO LATE 
WHATEVER THE DETERMINATION OF THE VARIOUS 
AND ALL THOSE WHO- 
AMERICANS AND RUSSIANS- HAVE DECLARED THAT THIS IS 
F THE 
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in a meeting with SECDEF Rumsfeld on 
Defense Minister Roberto Gonzalez described GOP 
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nearly 1 000 people who had barricaded 


the 


'HOM SPANISH AUTHORITIES HAD ISSUED AN INTERNATIONAL WARRANT OF ARREST FO 
e the GOL is sensitive to the delicate political situation in other EU states regarding TurkeyYs membe 


3OP has committed to a non-lethal program when US assistance is involved. The Secretary of Defer 
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where they are facing some 


\" and 

we will be 
M 

Israel 

Yediot and Jerusalem Post cited The New York 
a 

Zalmay Khalilzad is mentioned 


a group of Israeli 


(SBU) Vice Minister Nestor Palacios is interested in a bilateral meeting with the U.S. delegation. Pot 


Column 4 Column 5 
Israel 


he was compelled to 


left-leaning HaVaretz: 


in fact may be mutually contradictory.\" 


and only he can take the next step 


pluralist Yediot Aharonot: \"Sharon 


independent Jerusalem Post: \"In [The New 
the night during which soldiers 


appointed for another ADG or Deputy ADG position. The Mission will respond with upcoming vacanc 
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when the ghost of Greater Israel returned to 
a ghost so powerful that its exorcism 


Orthodox Hatzofe editorialized: Prime 


and lost 


nor because Sharon became entangled in a 
but because he wanted to dodge the 


he was compelled to 


left-leaning HaVaretz 


in fact may be mutually 


above all 


the support of Shinui. Shinui MKs llan Leibovitch, Eti Livni, and llan Shalgi, told Poloff August 18 that 


2. Housing has been confirmed at the Casa Viola, Manzana de la Riviera, address: Ayolas y Paragua 
1eeds for bank supervision, management of distressed assets and central bank reorganization. Тһе! 
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and to a large 
that the Israeli withdrawal from 


risk- 


Sharon and the Israeli government will be 


if you 
is better than stupidity. What 


disarm the terror 
stop pelting Israel with rockets and 
and muster the seriousness and courage to 


and only he can take the next step 


pluralist Yediot Aharonot (August 


he would then lose the camp he has 


he would deepen his 
despite the fact that he refuses 


mbudsman and anti- corruption. Vega has also worked with prominent Peruvian and international N( 
s General Manager of Indecopi (Peru\'s IPR Administrator) from 1995-2000. The business communi 
promise appears near on the issues of federal/regional authorities, Kirkuk, the Constitutional Court, г 
3OK had formally subscribed to the HCOC, becoming the 121st state to do so. Kazakhstan sent a dil 


military interlocutors (Note: as well as additional information requiring correction of several ref B poin 
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Greater Palestine" 


independent Jerusalem Post (August 19): 


said 


the paper frets that 


the night during which soldiers 


when the ghost of Greater Israel returned to 
a ghost so powerful that its exorcism 


please? Settlements and 


if they ever were. Another dream is: Greater 


and that while Israel must be 
a Jewish state has no moral or 


Orthodox Hatzofe editorialized (August 


Sharon also ignored the fact that 
before IsraelVs 
on land purchased by the Jewish National 
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sistance is necessary. 3. Visitors are reminded that bearers of diplomatic and official passports comi 
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but would not 


saying 


Bouteflika said 


but only if the 


but would not accept being a negotiating 
Spain 


which included Supreme Allied 
visited Algeria 


Ambassador 


EUCOM J-5 

NSC Director Pounds 

at which Bouteflika was flanked by Presidential 
Chief of Defense General Gait Saleh 

and Minister 


who fully supported the humanitarian mission 


Column 5 


\" am not Jesus Christ 


General Jones 


and DCM also attended 


jricultural policies and recurring drought, and the destruction caused by Operation Restore Order. UN 
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van Walsum as a positive sign of 


adding that he was aware of the 


but commented that there was no need for concern 


he said would talk about their concerns 


V the leader of a war for independence and the 


at which the President had asked him if he was 


accepting the Baker Plan and getting the Polisario 


Morocco and the 


Bouteflika said he had still 
he had thought 


¡.e. that the 


he stressed. But if 
Y that would be 


they would not be allowed to 


eds in three planning tiers. Supporting the Program of Work and Budget (PWB), a two- year budget r 


and acquired during land reform; elimination of judicial challenges to land acquisitions; the addition of 


па a referendum on the issue in eight years. Sensoy asked for US confirmation of this demand and г 
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the international 
but the Western Sahara was 


saying the 


Spain approached Algeria about entering 
Morocco and Spain to resolve the 
however 


a principle enshrined in the UN Charter. 
but Algeria 


Bouteflika said. 


Y but Algeria would accept 


bilateral relations with 


only an hour 
the Moroccans said that V'circumstances were not 
even though it had been prepared 


neither country would move and they had to get 


among other 
he was told that the king was young while he was a 
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had no claim to the Western 
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he said 


since north-east Morocco 
Morocco makes three billion Euros a year 


he claimed. Both countries have objective 
but if the Moroccans want to 


Bouteflika said 
he would attend in 
not to embarrass anyone. As soon 


Algeria would engage on bilateral relations and the 


and the 
but that did not 


at the same time 
Suriname 
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VI am not Jesus Christ" and 


and Belize 


ations trainers and peacekeepers. Beyond the plans achieved for ACOTA training and equipping acti 
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Spain 
but Algeria would defend the right of 
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Interview 


LICORNE HELPS THE POPULATION 


signed TH 


by correspondent in Nouakchott Marie-Pierre Olphand 
signed 
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AFP 
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Morocco or the United 
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by 


said the party itself currently has no official position on the matter, and party leadership is presently w 


ani insisted on a multiple governorate district electoral system with maximum 10 percent national con 
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and then made 


and the 


and also expressed 


and hence a public diplomacy effort per comments 
could be helpful. Amorim also said Brazil continues 


but that these had moved slowly and were on a 
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multi-billion-dollar project that 
would create thousands of jobs and boost the 


Patria Nueva was to 
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it was 
if Patria Nueva is underperforming 


with his 


Column 5 
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and insiders widely 


at fulfilling the high standards 


bring 


a 
official 
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following 


he may yet recover. By mid-August they had 


it already has several 

such as a constitutional reform 
continuing reductions 

and a half-accomplished reform of 
now being re-negotiated 


on the whole 


it can be argued that 


a grotesquely swollen payroll 


at least so far 


considered approach to changing the Supreme 
relying on making two new appointments by 2006 


Martin Torrijos is proving himself to be a much less 


an arch-procrastinator who continually waits for 


instead of taking the 
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time passes 


his talent as a 
and his skill as a politician. 


on a government shakeup (which Torrijos first began 
the U.S.-Panama Free Trade Agreement 


Blandon continued 
more difficult circumstances arise while 
making them harder to accomplish. 


the calendar gets more and more crowded as time 
difficult decisions postponed become more difficult 


Blandon 
which generally coincided with PanamaYs May-June 
and which continued through the 


who the GOP 


Blandon said 
his post-crisis weakness left him short of political 


politicians 
Blandon said. 
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said 
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Column 4 


he appears to be doing the opposite 
interventionist energy 
giving it the power to interfere in 


Cuba 
improving relations with 


as Torrijos needs to show he is doing 
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\"Panama-Venezuela Relations Stuck On 
High Oil Prices 
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which Panama could have 
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Trade Minister Alejandro 
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at the height of public 

Torrijos has 
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Torrijos has a tendency to act in 
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though in some quarters his Democratic 


why 
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let alone jail 
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and future 
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possibly the most idealistic member 
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Canal Modernization 
Port Investment 
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to accomplish great things in 
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review U.S. interests 
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Kuwaiti Minister of 
unveiled his formal Ministry restructuring 


VI will be 
\" the practical effects of 
which largely entails transforming 


remain unclear. 
columnists hailed the Minister\'s vision and 


the state-owned radio 


would become the 
Kuwait News Agency (KUNA) would join the 
which oversees non- 


in becoming the new 


Arts and Letters will become a third 
responsible for culture. (Note: Several semi- 


such as the Public Authority for Agriculture 


and are 
but enjoy more day-to- 
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the Ministry of Commerce and Industry has shown 


currently 

will 

including daily newspapers weekly magazines 
writing 

wrote \"[The Minister] has 


and today he has 
writing in Al- 
wrote that the proposal \"can be deemed 


\"When people see and feel the impact 

then the doubts will turn into commendations 

Kuwait University Professor Dr. 

sounded a dissenting note asking in Al- 
\"What is the reason for this 
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VWe need an Energy War 
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had no communications to report the 

vehicles 


and requested permission to do so. 
because they 
not 


and a firefight with 10-12 fighters. The 3rd Brigade 


one under a pipeline and the other by an 
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now that the northern security was 
suggesting that the sabatours will change their 


particularly in the 


since 


Kamal said 


came back 24 hours later and blew them down. We 
Mohammad Dakhl and that is an 


“We need a 
where do you want to 


\"Make sure each ministry is to have 
and 


so we know 
and so we can respond 


VWe need to sort out the priority for 


thus we need to protect the supply 
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in Kamal\'s assessment that the 


and 2) The MOE is to provide a full report on the 
Qudas and Musayyib power plants. 


particularly DPM Chalabi 


particularly in the support of Baghdad. 


and there appears to be the start of an 
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and while Duarte 
the FM replied that she did not 
the point was made and it stuck. 


SECDEF 


the U.S. was particularly concerned 


foster 
and attract investment. 
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again 
cooperation and assistance. Poverty and despair 


or another Stroessner" to emerge and galvanize 


Paraguay\'s foreign policy 
in large measure 


on the other hand 


INL 
Peace Corps volunteers 


the source of Duarte\'s frustration. End Note.) 
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he had 


SECDEF met with Minister of Defense 


stressing ParaguayYs commitment to 
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the importance of economic growth 


to domestic interests and 


looking at 


and military programs far 


however 


ligence unit, MASAK, is organizing an interagency GOT group to meet with Embassy on September * 
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however and no other 


Duarte was visibly pleased and invigorated during his 


the exchange was marked by frequent displays of 


he also recommitted Paraguay to strengthened 
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the activities of Palestinian extremists 


though 
it was the finance minister 
eventually making 


the prime minister 
well-calculated move of inviting the 


the veteran 


now the deputy prime minister 


there is the general feeling that Israel needs to 


itis but 


for crumbs are not the ingredients that go 
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y saying that Costa Rica expected to review several other member states\' proposals at the event. C 
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disclosing that 


VI keep telling people to be vocal 
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the Algerian contribution. ERDMAN 
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it would be a loss 
solitary advocate for 


her desire to move on is more likely rooted in her wish 


USG support for such a strong and 
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a close contact has told us that the Opposition 


Secretary Defensor 


but Defensor -- claiming that he is acting 


the founder of El Shaddai a large Catholic 


Arroyo 
let\'s look for a 


seven months of the year, consumer prices increased sharply August through January. The concern 
al within the International Zone being cleaned up in connection with a sewer reconstruction project. L 
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Malacanang has 


Ramon 
an Estrada adviser confirmed that talks were 
nonetheless has filed a request for bail. Defensor 


which he said might be a legal solution. End 


Ronnie Zamorra an Opposition 
told 
he remarked that that was the case two weeks ago but 


including 


ıbassy Baghdad\'s latest update on the status of Key Initiatives. See reftels for prior updates. --------- 


SUBJECT: Taiwan\'s Q2 Balance of Payments SUMMARY ------- 1. Taiwan\'s balance of payment: 


Column 4 


asserting that if he 


which was 


and civil society and good government types would rip 


there is no indication that she 


he is a well-connected contact 


8/21/2005 10:41 


it is difficult to pinpoint where 


Column 5 


which is why 


05SANAA2414 


Column 4 Column 5 


the party\'s leadership claims 

000 to one million members. The party\'s 

religious 

moderate reform-driven intellectuals 


the central region surrounding the towns of Ibb and 
and in powerful tribal pockets of the north. 

the party has gained members from the Yemen 
most likely a result of 


concentrated in the north and west of the country 


Speaker of Parliament Sheikh Abdullah 


the YMB was funded by Saudi Arabia and 
many of whom were 


advocated democratic 


the emerging though not 
faction consits of the moderate reformers. 


Y as well as in the 


leading 


Assistant SYG Abdul Wahab al-Anisi Economic Chief 
Planning Chief Mohammed al-Saidid and 
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however party Chief 

their 

political freedoms human rights and women\'s 
the 

Abdul Razak al-Hajri Ali 

Islahi Shura 

Yassin Abdul Majid al Qubati the 


is also a religious 
particularly around Ibb 
residents regularly complain about religious 


when the 
fundamentalist 


a former Deputy Minster of Finance who left Islah 
claims that the YMB (and by extension IslahVs 


V speaking of moderation to 


it is not the controlling 


strial factories and found five major incidents of soil and groundwater pollution that resulted from the 
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a charismatic anti-American Salafi 


the body responsible for forming 


although 


holding that the 


its 


\" says UN Advisor to the Ministry 
Vis that just like the GPC 
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on most issues has no ideology at all." Sufi agrees 
\"If you look at our platforms and papers 


IslahVs positions on economic and legal reform never 


Islahi MPs rarely 


who clearly 
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So you will never hear Islah condemning 
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who in a 


have been the most successful element in 
whom 


western educated 

show their subtle support by pressing their western 
a strong supporter of 

has repeatedly pressed us 

despite President SalehVs 


demonstrates the strength 
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effective in July 2005. Prime Minister 
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upport the political process in Iraq. Omaish noted that Jordan would continue its efforts to assist in tt 


terested party, appealed the decision by the Commercial Court to register the law firm. The case has 
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many of them 
despite its feeling let down by aspects of 
has bitten its tongue 


and as it promised it would 


who also serves as 
also issued a 


Belkhadem explained that 


Morocco and the Polisario closer together on the 


Algeria welcomed the release of the 
Senator 
praising the release as an important humanitarian 


the Polisario 
thus enabling a 
in particular the question of 


the Ministry statement continued 
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on the occasion of both King Mohammed VIV's 


both of which 
Bouteflika sent the King a warm letter of 
Bouteflika conveyed 


brotherly relations between Morocco 


describing it as launching a new era in their 


itis 


particularly Morocco\'s last-minute 


Bouteflika\'s comment 


the MFA spokesman\'s 
Bouteflika\'s birthday/anniversary message to the 
and Presidential Chief of Staff Belkheir\'s reported 


Ys Under Secretary equivalent for legal and consular affairs. SIPDIS Berlakovits undertook to consul 
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or AlgeriaWs failure to adequately respond to the 


in our view have not been fully 


for their 
would argue that their rhetoric was in response to 


the King had viewed the meeting of the two prime 
with the object 


because he viewed their 


when the King was presented a 


he 


the Moroccans received the final delegation list 
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and high-level sign of disrespect both tov 


siyiwa and Nigel Chanakira, he was employing church connections in the United States to seek a mee 
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and the Algerian economy 


and said Algeria\'s counterterrorism cooperation 
adding that Algeria wanted a special 

\" but the U.S. could. Bouteflika underscored 
economic 


noting that he had worked with the U.S. 


including the 
should be addressed through diplomacy. The 
but Iran was really 


Bouteflika said he 


but then added that Iranian leaders also viewed 
with nuclear-armed 
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and military areas of the relationship. 
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with difficult negotiations over the constitution 


he cautioned that any attempt to establish an 


V adding that so far last January\'s elections 


restore security 


saying that the U.S. experience in 


it was essential to 


V but it must be the beginning of the process 


since many Palestinians 
he 
to build a lasting wall between two people who had 


when he wanted to 
had told the Palestinian leader that he 


Bouteflika joked. 
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he underscored did not expect a solution to come 


Lugar observed 


and all the international community\'s resources 


to regard Islam as equivalent to terrorism. There 


he said justified suicide bombings 
Bouteflika 


it must be admitted that the Palestinian question 


adding that he understood that Libya was 
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he 


Libya. He advised Lugar not to refer to Qadhafi as 
but rather as Colonel Qadhafi or as the Leader of 


Bouteflika said Algeria was ready 
low-key manner if we were 
with only 


but first we wanted Syria to take 


but greater Syrian cooperation was needed to 


but 


it should not neglect LebanonYs demand for Sheba Farms 


Sheba Farms 

but it was 

he claimed. The Lebanese Shia still depended on 
especially the speaker of the parliament. The two 
even if it now shared 


and Chirac wanted personal 
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with a bilateral approach to establishing border 
unlike his father and his brother was 


it would find him ready to engage. Asad 


he claimed and was 


and the Saudi Government 


and he may try to do more now that he\'s king. 


but the Saudis 


but the Al Saud were the backbone of 
but also their 
and had proven they could be effective. 
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especially since they 
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there would be 
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the former astronaut. 


Bouteflika said he wanted 
not 
for 


should have more power 
except that in the UN they 


he said 


even without the 
Bouteflika said it was 
but Algeria did not want to 


each 
not an entire region. Thus 
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Bouteflika said he knew for 
and even if 


what would it do with it? Ifthe U.S. 
it would do so whether the 


he preferred the status quo. 


but the Senator must promise to return to 
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and suggested the need for positive statements 
the Quartet 


and the UN 
Shalom urged the 


Security and the Roadmap 


\" Shalom said that Likud ministers 


preceded by party 


apply to foreigners who entered Oman illegally. Although the government widely advertised the initial 


resident Chandrika Kumaratunga\'s second term--and thus the date for presidential elections--local e 
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more 
more free and more secure. He said that he and 


the middle and the end\" -- 


which he claimed 
could win 35-40 percent of the vote in January. 


by launching rockets at Ashgelon Shalom 
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if there are casualties) and on 
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he advocated a return to the roadmap with the 
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or 


Tunisia Qatar and Oman -- to 
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even though 
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249 infiltrators struggled with security forces 
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troops began evacuating residents after 


which concluded at 1550. 


it appears that some 15 
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the IDF had evacuated infiltrators 


there were radio reports August 21 
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they say they do not intend to use violence -- and 


the overall situation in Gaza continues to be 
with Palestinians carrying on with their daily lives 


water 


even in Gaza. According to 
Diskin indicated the true test of the PAYs 


and that pressure will increase after the 


a rocket was fired at Erez on 
but fell short. 


UN and Palestinian sources reported no 


the IDF observation post at Morag 
but no injuries were reported. 


IDF bulldozers 


sparking a fire. Perpetrators had spray 
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secretary general of the PA cabinet told 


seaport and freedom 
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and told his 
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according to the UN. 
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with polling places open from 7:00 a.m. 
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SMAGTHAI has requested that the Embassy/State Department complete human rights vetting for LT! 
ΜΑΩΤΗΑΙ has requested that the Embassy/State Department complete human rights vetting for Lt. } 
907. INFORMATION ON PDO BEEKMAN FOLLOWS: A. NAME: PHILIP M. BEEKMAN B. JOB TITL 
not seen any change in their legal status. Because many underground radio stations are partial to ce 


1s in Transnistria. Tarasyuk claimed that the plan was receiving EU and US backing and he solicited 
i. End summary. 2. (C) OSCE Minsk Group Co-Chairs Steven Mann, Yuri Merzlyakov (Russia), and 
əst for the exploration and production in any of the 14 blocks, the following documents: A. Compa 
ompetitive bidding procedures specified in the World Bank?s guidelines. З. A complete set of bidding 
discuss the matter with the appropriate YAF officials. On 29 August, Emboffs contacted YAF Lieuter 


:d basis increased by 4.8 percent in second quarter 2005 compared to 3.5 percent the previous quar 
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Article 41 (4) of the Constitution specifies that a 


the 

i.e. January 11 2006. 
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considered a favorite of Beijing\'s. He suggested perhaps wishfully 


ty within the SPDC. Nyo Myint believed that the Chinese were particularly worried about their business interest 


who 


presumably wanting to stay away from any meeting with Burmese dissidents that might disturb China and Burı 


Mae Sot Mae Sai 


and Mae Sai; the July 12-27 travelers went to Chiang 
Mae Sot Mae Hong Son and Bangkok. Nyo Myin 


was making his fifth trip to Thailand; 


1 decent Burmese whose name came across as 


the NLD-Liberated Areas (NLD-LA) the All Burma Students Democratic Fron 


1 summer leave. He welcomed our non-paper, adding that the MFA looked forward to using it as a be 


ind in response to the Embassy\'s Diplomatic Note No. 0746/05 of July 8, has the honor to propose al 


-Name: Begum Khaleda Zia, Title: Prime Minister --Arrival: At JFK International Airport on September 


Column 4 Column 5 
and the Women\'s League of Burma. The 


xd unhappiness with US and EU interference in ASEAN affairs. 


improve reconciliation between ethnic stakeholders 


including the Burma Relief Center (BRC) the National Health and Education 
and the Burma Fund. In Mae Hong Son they met 


the officials showed interest 
d U.S. funding. 


the Chinese talked extensively about the advantages for minorities c in the process taking a swipe at America 


ersity and would likely win against a Han Chinese in a dispute over who was at fault in a car accident. 
se accounts. 


Burmese exile officials 
beginning with an NLD visit in 2003. Nyo Myint has traveled there se including to Beijing. 


Nyo Myint has degrees from the University of Rangoon and the University of Texas at Austin. 
India ASEAN 


including Khin 
may have increased Chinese concern about the 


from a policy review context but could also serve as a hint to the junta that it is not the only game in town. 
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the Ministry of Science and 


Column 4 


the primary fuel retailer 


preferring to continue 
cheaper fuels at a higher relative profit 


Vietnam\'s predominantly import-oriented fuels 


national refineries (under construction) 


Vietnam\'s primary 
Petroleum Import Export Corporation 
has been recalcitrant. While GVN\'s recent 


Vietnam still ranks near the 


VietnamVs predominantly import-oriented fuels 


ever increasing 
vehicles 


comprising roughly 80 percent of vehicular 
while still 
is growing at about 15 percent per year in 


or four million individuals 


lung disease 


USAIDVs US-Asia Environmental Partnership (US- 


Column 5 


and 


and heavy-duty trucks are 


and 


Column 4 Column 5 
small grants such as a 


and study exchanges to share environmental 


which benefitsprofoundly affects the health and 


the US-AEP/Vietnam program has 


the Minister of MOST signed Euro 2 vehicle 


MOST has adopted a timetable for 


which is a 7.1 percent increase in 
2007. 


Director of Vietnam 
the draft fuel standard was amended 


PetroVietnam\'s refinery 


Dung Quat in Quang Nghai 
international 


and the World Fuels Quality Center have all 


ut that neither had set his meeting schedule yet. RUBINSTEIN 
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Petroleum Import Export 

has resisted these efforts 

cheaper fuels at a 


positive steps toward 


GVN could go further and faster in setting cleaner 


Vietnam\'s predominantly 


the Health Effect\'s Institute 


exposure risk to high concentrations of mobile 
and poorer city dwellers in HCMC. 


Vietnam 


Vietnam Register of the Ministry of 


Ford Vietnam Honda Motorbike Company 
Danish 

USAID IUCN 

The Nature Conservancy and 

NOAA will have 


implementing and managing MPAs with a major 


ar,s public statement August 30 that ¿Jordan wants the maximum concord (among Iraqis) over the cc 


ле Vice-President, the Secretary of State, the Secretary of Defense, the Attorney General, and Congr 


Column 4 


highly 


Weizhou and Sanya). 


2005. Dr. Spinrad\'s visit to Hanoi 
Vietnam 


oil spill 


and weather/flood forecasting. STATE/USAID/NOAA 
000 


Minister of Fisheries 
the Vice 


expressed gratitude for the good cooperation 


marine protected areas management 
and oceanography. End Summary. 


Assistant Administrator of NOAA\'s 


Column 5 


highlighted the good cooperation 


funding 


30-31 on the eve of Foreign Minister Natwar Singh\'s first visit to Iran, Sept 2-5, Jaishankar asked tha 


1. End Summary. 2. On August 30, Emboff performed a site visit to LOT in Trencin, Slovakia, to cor 
1otel within per diem rate. VALLEE ММММ 
25 that neither the PM nor the FM would meet with the Syrians. MUNTER 


y the Syrians, and indicated that any eventual request would almost certainly be turned down. 2. (C) 


Column 4 Column 5 
Vietnam. Dr. Spinrad also met 


the Vice President of the Vietnamese Academy of Science 


Vice 


and Mr. Tran Duc Lam a representative of the 


the Department of State\'s East Asia Pacific 
USAID and NOAA have 


the Hai Phong Institute of 
and the Ha Long Bay Management Authority 


USAID\'s 
UCLA 
and University of New Hampshire (Sea Grant). 


Chesapeake Bay and NOAA 
MD. 


and non-governmental 


Vietnam and China. For example 


Column 4 


aquaculture 


tourism development 


biological 


Embassy Science 


which forms the basis for next two phases of 


such as a GVN-funded study exchange 


Ambassador Marine expressed support 


results-oriented projects 


the USAID\'s US-Asia Environmental Partnership 


Vietnam in 


stakeholder discussions on adopted oil 
technical training in science of oil 
and development of 


USAID 


Column 5 


deep seaport 
and protection of unique 
and seascape values of the World 


including ICM in the 


NOAA 


ша meet September 6 to discuss a proposal to release the $72 million in EC assistance currently unt 


Column 4 


response planning at local 
and a field trip/shoreline assessment of 
mangrove 


and regional oil spill response teams from 
HCMC 


000 vessels per year traverse the shipping lanes 
an area that supports 
tourism 


challenging local authorities and 

tourism 

GVN has been keen 

Deputy Prime Minister Nguyen Tan Dung 


central 


while a company owned by the 


NOAA and USAID staff met with MOFI 
and Conservation International officials to discuss 


DANIDA 
SeaWeb 


implementation 


Column 5 


regional and 


and mudflat 


Dong Nai 


and mangroves of the Can Gio UNESCC 


and fisheries topping the list of 


and 


DANIDA 


USAID 
and UNEP 


and 


cal societies to make its implementation as agreeable as possible. The Minister gave his full support 


2 WTO and FAO on food aid, if necessary. He pledged to pass the non-paper to relevant GOB minist 


»w York, Scheide said. The Syrians had not yet approached Austria regarding meetings in New York, 
The Polcouns has relatively frequent social and professional contact with the Taiwanese Polcouns wh 
g. The EU had sent an assessment team to Haiti to prepare for a monitoring mission. Melan said he 
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MOFI has authority to 
most of which are \"paper 
the World 


DANIDA and IUCN have 
US$2 million project with the 


including support to Hon 
Cu Lao Cham and Phu Quoc Island MPAs. 


Dr. Spinrad met with Minister of Fisheries 


the 


including the 
is approximately US$50-80 


information technologies/ electronics 


robotics and 


the Dr. Son expressed strong 


itry\'s already ravaged agricultural sector, resulting in sluggish overall economic performance. The re 


it for the first four months of the fiscal year (Note: Jamaica\'s fiscal year runs from April to March) sho 
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but 
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in 

the 

the slow speed of 

fishing rights and joint naval patrols 
and exploration and exploitation of 


despite the Vietnamese coup of securing major 


the visit was \"ruined\" by single-minded Chinese 
which President Luong 


BUT. 


the Vietnamese were eager 


China and the United States according to our 


including a 


long-term stability looking 


Column 4 
except for state-owned propaganda 


increasing Chinese investment in 


but his high-level discussions with Chinese 


Vice Foreign 


MFA officials tried to spin the visit as a 
visits like this tend to focus 


V one China desk officer told Poloff. The visit 
with V'over USD 
telling 


he continued 


no big thing.\" 


and unexpected 


a major priority for 


V the official at the Chinese Embassy in Hanoi said. 


the Chinese were 


the 


according to Dr. Do Tien Sam of the 
a Hanoi think tank) 


some of the MFA\'s China trade experts disagreed. 
even though the two sides want it 
V one MFA expert 


this is a good step. In practice 
V he 


Column 5 


concessions 


but speaking 


d fight US forest fires. He also said the Prime Minister would be writing to the President to express c 
eral elections on September 17, New Zealand will not send a high-level representative to the UNGA c 
1e Awami League to the BNP party. Under the Bangladesh constitution, he is barred from serving as 


sport check. Pustovoi noted the approximately ten Belarusian nationals in the apartment refused to sl 
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the China Studies Center and the Chinese 
in addition to the trade 


\"border and territory" issues are serious bilateral 


V Dr. Sam told Poloff. Chinese Embassy officials 


with a view to completing it by 2008. 


V the MFA official said. Hu\'s visit will 


V rather than just confirming bilateral guidelines 
the MFA expert continued. These \"specific 


Chinese Embassy contacts said. In particular China 


and to sign 


the Chinese political officer said. 
however 


has experience with Thailand in this агег 
V the Chinese Embassy 


he added. 


our PRC 
the Chinese are 


Column 4 Column 5 
but they felt like they had no choice V 
maybe they have more choice." 


except to confirm that Vietnam had been reluctant to 


with 


which 


a common occurrence now. Joint patrols of the Tonkin 


however are 
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Senator Lugar said he and President Bush 


alleviate tensions and set an example elsewhere in 


Senate Foreign Relations Committee Chairman 
accompanied by his Chief of Staff and PolEc 
met with Polisario leader Abdelaziz in his office 


Column 4 
255 
and on the occasion of Senator Lugar\'s 


\"In recognition of humanitarian 


| express my gratitude to the U.S. Government. 


\" but it will be the last. Abdelaziz said the prisoners 


the refusal of the Moroccan Government 
including 
and a second humanitarian 


stressed 


declared Abdelaziz 

whatever that outcome may be. If the Sahrawi 
as the American people decided to 

Morocco should respect that decision." 


should 
would be good neighbors to Morocco 


despite living in an arid 


and religion. The Sahrawis 


Column 5 


\"shall respect the outcome of 


Arab and Muslim region 


said Abdelaziz 


received a response letter from Mr. Soodsakorn Putho, Director of the Treaties and International Str: 
ıbmit written comments for consideration by participants. The Armenian Ministry for Trade and Econ 
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Abdelaziz made reference to an Woppressive 


had been beaten while exercising their 


international observers 


continued Abdelaziz had no 


asserted the Polisario leader. \"We want to know 


the Algerian President and the King of 


Lugar said “Не and | appreciate the 


emphasized the 
and our emphasis would be on getting the parties 


| will be of help.\" 


= 10/1/2004 - 9/30/2005 NO. OF HOURS: 50 COST: 0 INSTRUCTOR: STAFF EMPLOY! 
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and will 
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who had received GOJ approval 
shouted anti-American and anti-Israeli slogans 


August 19 

more than 

200 Jordanians took part in the march 

000. Organized by the Opposition Parties\' Higher 


the protest began at the Al Husseini Mosque 
lasting 


but 


1969. The demonstrators 


Down With Israel and 


\"No to Zionists\' Embassies on Islamic Grounds\" 
and \"No to Americans 
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though Jordanian 


esponse. CHAMMAS 
V, TBIO, УМ, AFLU SUBJECT: VIETNAM\'S AVIAN INFLUENZA SITUATION - SEPTEMBER 1, 200: 


1 well coordinated at the national and local levels. END SUMMARY AND COMMENT 2. On August 
ses, but is developing software tailored to its own requirements and export control list, SCOMET. 2. 
15806. Please see paragraph 6. 2. (U) The Royal Thai Government has officially confirmed its plans | 


alhi\'s Classified Website: (http//www.state.sgov/p/sa/newdelhi) MULFORD 
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Fuad Dabour Secretary General of 
reportedly called for 


about 600 residents and supporters 


calling the disengagement from Gaza a 


they 


according to the PSD. GOJ authorities closely 


and the U.S. presence in 


8/22/2005 7:30 O5MUSCAT1291 
\" penned an op-ed piece in the August 21 issue (which 


no doubt a moment to 
but they should not throw caution 


and his 


and his decision to withdraw from 
and nota 


cadre died and 1 LTTE cadre and 1 civilian were injured in an attack by unidentified gunmen. -- On A 


an insurgents. 2. (SBU) In one bordering Tripura indigenous village, leaders told poloff that BDR offic 
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tears of joy should not stop us from being cautious 


the renewal 


the continuation of resistance or the 


intended to show the world that 


however 


the Palestinians need to control 
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reviving the Amcham facilitating numerous 


and 


and ALCOA. The Embassy\'s political 


stretching from Nigeria to Ghana. The 


Column 4 


Standard and 


we supported 
which raised Ghana\'s business 
and | lead a delegation to the Corporate 


and 


the 


overcoming weak institutional capacity 
the GoG has 

largely in response to our nudging. 

on August 12 we signed a $3 million 
which we hope will 

multi-year MCA program in Ghana by 


we implemented a very successful 
and still count as 


day-long health fair last spring. 


with Iftaars 
and about $12 million in USG assistance 


offering a reading library on America and a 


which has Ghana\'s most 


eagerly taking our 


Column 5 


dialogues 


ı\'s military which is the only significant employer of Druze youth. END SUMMARY. ---------------------: 


Column 4 


and expanding our Fulbright program). The 


we broke ground on our New Embassy 


which will add to Ghana\'s 


with on-line visa 
electronic scheduling and increased staffing. 
the wait for non-immigrant visas has reduced 


with dozens of Flag 
three major ship visits 
including 


especially in their contributions to advancing the 


only the second in Sub-Saharan Africa. U.S. 
and we signed 


through ACOTA assistance for 


signing all 12 UN terrorism conventions. 


we should be mindful of some potential problems 


as revealed by two recent public opinion surveys 


Column 5 


and assistance to 


esponse from the GOT on this issue. MCELDOWNEY 
maintaining its non-contact policy with senior Syrian officials. He confirmed GoF willingness in princi 


ath by police; the Batman police chief denies the charge. There have been similar violent incidents it 
, PAS, MSG, ECON, INC, ESO, DEA, FBI, PMA, RAO, CLO, TSR, ODC, TLO, AFOSI, DET 1. 2. (S 


> Ministry of Agriculture\'s International Trade Division; and to Franz Hoerlberger, the MFA\'s point-of « 


land does not have a mission in Iraq, it funnels its assistance through the EU. Gunning is filling in for 
Jer suspect Sameh Khouzam. The Public Prosecutor is Egypt\'s ranking law enforcement officer and 


Column 4 Column 5 
and this is an area the GoG must focus on if it is 


with little 
as was 


low inflation and a stable 
the economy is heavily 

therefore 

Ghana\'s declining terms of trade could 


and a top priority is for 


and average Ghanaians do not yet see 


especially 


armed crime. We will have to 


‘ulture and Rural Affairs (MARA). MARA officials are very concerned that Avian Influenza could spree 


nternal, that he claims show the Justice Minister has exercised a rarely used power to overturn verdic 


Column 4 Column 5 
and an 


it also impacts GhanaWs foreign 


African unity. For example we see this in 
the GoG\'s coincidence 


slightly below average for Africa. 


more bureaucratic 
more of a sense of responsibility for tough 


their control 
and is the single 


for 
has tremendous influence over political 
which 


such as early marriages 
and punishing suspected 


although he splits the party among Rawlings 


there 


which concentrated excessive power in the executive. 


Director Leahy confirmed the U.S. Geological Survey\'s (USGS) intentions to develop a work plan wit! 
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many local 
one half of 
and there is no 


including its ability to 


money laundering 
and other laws). 


an 
and a history of traditional ethnic 


from peacekeeping to regional peace efforts. We 


such as our mil-mil ties counterterrorism 


G-8 debt relief our law enforcement 
and other components of our engagement with 


despite its many challenges and legacy 

Ghana is on the right track. On August 19 President 
The Grand 

and asked the Foreign Minister to read a citation 


the 50th anniversary of Independence 50 
the opening of the new 

and Kufuor\'s expected ascendance to 

Ghana will only grow 


war on drugs, institution building, and judicial reform to be the key challenges facing Afghanistan afte 


' school in the West Bank. -- ООО regularly provides medical treatment in Doha for injured Palestinie 


ons are improving in most places. The Bangladesh Government (BDG) and relief agencies are monil 
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\"more 


DIE has conducted extensive research and 


i.e. that all individuals in the 
even if these thirteen or 


migration and 


moreover told POLOFFs that 


s interviewers are required to conduct 


gender past voting 
and education quota. Metropoll uses an age and 


mostly based in Istanbul that 
Infakto Research --- 
a well-trained PhD 


S polls use stratified random 
face-to-face interviews and cover both urban and 


tor of Operations, and BG Mohammad Suleiman al-Raud, Assistant Chief of Staff for Operations and 


avana. Palacio agreed to send an emissary instead. End Summary. 2. (C) Palacio summoned Cha 


ıer VIPs will attend. E. The following Foreign Ministry officials will attend the General Assembly. -- N 
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S RELATIONSHIP WITH AKP 


an Islamist former sociology 


is the founder of ANAR and Foreign Minister Gul 
s building prior to the formation of 

S 
S 

and senior officials 

moreover 

quoting 


but after a few years of very similar results 


AKP has asked ANAR to conduct only quarterly polls 
but it has also requested that 


s rural poll unfortunately 


Izmir 


and Istanbul with neighboring 
but require 


Turkish elites 


POLOFFs have been in meetings with ANAP 


DYP MHP 


like the pro-EU ARI 
have 


of Beijing for $0.8 million in NATO ammunition and hand grenades. Dated July 19, the letters come 


Column 4 


they use polling 


S POLLING COMMUNITY 


s decision to cut back on the number 


AKP 


continued. AKP 
s methodology 


s leaders pay close attention to 
s poll results. Moreover 


s leadership lacks the time 
or inclination to engage in rigorous 


continued. The poor state of the Turkish 
e.g. 1) an over reliance and 

quick 

continued. Until more Turkish firms follow 
s example and conduct scientific surveys 


Turkish polling results can be useful if 


journalists 


Column 5 


S decision to 


s continued patronage of 


this is part of a larger 


energy 


and easy 


readers of 


and other elites pay close attention 


nala\'s experience with MINUSTAH had been positive and, assuming the consent of GuatemalaVs Мі 


R HIS ALLEGED PARTICIPATION IN THE MADRID BOMBINGS OF MARCH 11, 2004. BOUCHAR 
rship, it believes that the EU should uphold the commitment it made to open talks. He stated that in 1 


iseVs visit was a major incentive to finally SIPDIS conclude this lengthy negotiation process. STRUBI 
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and that Australia would 


V he said. Upon his 


surface transport 

identity security 

including through the engagement 
and also through the 


in the lead up to the national 
in order to solicit their views on how the 


the PM issued a statement 


Howard said he 


the Minister for 
and the 


President of the Australian 
after the 
Sheikh Taj Aldin 


withdrew from the meeting claiming conflicting 


Douglas Wood. End Note.) 
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and more effective prevention of 
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arguing that their exclusion would only further 
called the summit a \"farce V claiming it will be 
smiling and nodding their heads. \"None of the 


\" Trad said. The former president of the Islamic 


Irfan Yusuf claimed that many people on 


Chairman of the Supreme Islamic Council of New 
(wrongly) complained that the invitation list 


however that the PM made a 


Education Minister Brendan Nelson suggested that 


\" according to press reports. Australian 
Dr. Ameer 


told us that moderate Muslim leaders had been asking for 


where 
annulling the citizenship of naturalized 


for 


if criminal and terrorist activity were not 


however that revoking 


ential topics include support for the development of transportation infrastructure and transport logistic 
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August 22 press accounts reported that the 


separate from the PM\'s meeting 


argued that the PM\'s summit with Muslim 


to include English language 


John Brogden seeking meetings. 


respectively. 


only one in four approved of a \"shoot to kill\" 


a position the GOA has strongly denied despite 
the 


185, including Director posts, by December 2005, following the election of the Director General and tt 


: despite reservations expressed by Shinui Chair Tommy Lapid, they are confident that Shinui will sur 
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President 


Mufti of Australia 
President 


Acting President 

New South Wales Youth Advisory 
President 

Imam of Zetland Mosque 
President 

Chairman 

Imam 

President 

Member 


President 


Executive Committee 
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Australian Federation of Islamic 


Iraqi Islamic 


Islamic Council New 


Muslim Women\'s National 


Al Zahra Muslim Association 
Australian 


Islamic Society of Victoria 
Islamic Council of Victoria 
Council for Multicultural 


Islamic Women\'s Association of 
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yo Independiente, Asuncion; telephone: (595-21) 442-448/447-683. This is located approximately thr 
contact officer for the visit is Economic and Commercial Counselor Patrick O\'Reilly, office tel.: (595/2 


30s on election reform and human rights. End Summary. 2. President Toledo swore in Rudecindo \ 
ty welcomed Zavala\'s appointment, noting that he has effectively worked to resolve contentious disp 
ind the removal of a reference to Iraq as a &single unit.8 Kurdish members of this group, however ) 1 
olomatic note to the Austrian MFA in mid-July, and received a response confirming completion of the 


its. End Note.) Some moves are effective immediately, but all are effective no later than Aug.30. In tl 
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HOWEVER 


Ч 

C 
IT IS NOT CLEAR WHETHER THEY CAN 
PARTICULARLY THE 


CHINA AND RUSSIA 
COULD DECIDE TO 


UNITED STATES HAD IMPOSED ITS OWN ECONOMIC 


¿SH 


Column 5 


IS ADVOCATING 


WHO HAVE ESTABLISHED LONG 


EU COUNTRIES ARE IRANYS NUMBER ONE TRADING PARTNER. 


M 
IRAN PROVIDES A HUGE MARKET FOR 


ALE 
THOUGH 


UNLIKE IRAQ 
Y 
UGH 
IRAN CAN REBUILD 


zD 
IT WOULD 


THE MOST VIABLE OPTION SEEMS TO 


ID 


TO 


IRAN 


ng to Spain on official business need to obtain a Spanish visa prior to arrival to Spain. 4. THREATA 
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THEN THERE WILL BE NO CONTROL ON ITS NUCLEAR 
ED 


IT IS ALL THE 
AND 
\N 
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you will be required to 
USD 10.00 per card or Taka 600.00. A 


squash court swimming pool 
and restaurant/bar.) 


smaller denomination 


even in hotels. Travelers are advised to 
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local 


including taking 
using mosquito 


including malaria and dengue fever which 


and events in the 
which generally occur on Friday afternoons 
the longstanding confrontation between the two 


public demonstrations and marches. They can be 


or is 
with prior approval of 


| representatives told Ambassador Hall а GOZ appeal for direct aid was unlikely but WFP had include 


lan, is a six-year Medium Term Plan (MTP) and a 15-year Strategic Framework that was adopted by 


“а Senate to the legislature; additional restrictions on freedom of movement; and changes to the bodi 
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to avoid predictable behavior 


pick-pocketing purse-snatching 


carrying large sums 
or wearing expensive jewelry. Valuables should 


baby 

and other public transport. In addition you should 
8/22/2005 9:50 05SINGAPORE2524 
for example 


such actions 


000 


ıction to ensure such a right is not reflected in the constitution. He also complained that PKK flags we 
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the GOS is already at an extremely high 


suspected case(s) 


with vigilant screening of the 
any outbreak of Al in human beings in 


mitigate the 


how capable is it of 


the GOS is extremely effective at managing a 


conducting 

developing human vaccines etc.)? 
000 doses of the antiviral drug 

enough for five percent of its 4.2 million 


especially in rural areas? 
only 25 miles across is a highly developed 
and well-organized country. Scientists at the 


and so would be 


vities, the Nigerian Army requested receipt of a battalion deployment equipment package from the Gli 


Column 4 Column 5 


and the GOS used those 


rather than supported role vis-a-vis countries in 


the 


which could become multilateral if we chose. 


a variety of crisis management groups would be 

with the MOH group in the lead. 

details are on the MOH website. Embassy Singapore 
as 


local 


much as they were during the SARS 
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CDC and 


particularly in rural areas 
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600 members to directly 


but no one has challenged the results: a 


expand the party\'s 
and advance Pan-Blue unity all with an eye toward 


Ma 
including the disputed Central Headquarters 


by the end of 2008. Ma argued that since the KMT\'s 
the term 


orking with other parties to complete a draft constitution. END SUMMARY. 2. (C) On August 18 PolC 


ıpensatory seats. Aranas said he has reviewed the Shia draft and found it to be incomplete and prok 


‘son; Dung Z. Le; Gary E. Mizell; Roy L. Phares; Peter B. Rice; Rebecca L. Settle; Craig L. Stinson; € 


e School on Political Science; Ministry of Interior. The proposed topics presented by PAS Santiago w 


dipnote lists among Noguera\'s qualifications for the position his enhancement of DAS efficiency, leac 


Column 4 


Column 5 
starting with 
legislation and elections. Ma 
and allowing 


V outgoing Chairman 


Y and to be an 


the party\'s chief policy-making 


as was a proposal 
delegates overwhelmingly 


against pressure from Wang Jin-pyng\'s 


Lin Cheng-chi and Wu Po-hsiung 


and seven hours after the results of the 


the names of three candidates were 


and that 


1 felt these concerns were irrelevant, given the letter from Dutch PM Balkenende co-signed by Swede 
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19 are Legislative 
four more than in the previous CSC. 


Tseng Yung-chuan 
Lin I-shih 
Hou Tsai-feng 


and former Economics Minister Wang Chi-kang. 


Wu Yu-sheng 

Chou Shou-shun 

former National Assembly 

and former Deputy Taipei City Mayor 


Hsu 

and Tsai Cheng-yuan 

Prince Motors 

China Trust Group Chairman 

Lien Sheng-wen (son of former Chairman Lien 
Rebar Group Chairman Wang You-tseng 

and incumbent Central 


angering supporters of LY Speaker Wang. 


Ma strongly objected to characterizations of the 
Ma declared that Sun Yat-sen 

visited Taiwan several times 

Liao donated 


and in thanks 


1947. At a ceremony this year 
LiaoVs son presented the liquor to 


in honor of his fatherVs friendship with Sun. A tearful 


74 percent of eligible voters would vote 
and 72 percent would vote for 
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John H. Chiang 
Chu Feng-chih 


Lai Shi-bao 
Taichung City Mayor Jason Hu 


Chiang Fang Chih-l 


Weiching 


Sun gave Liao a bottle 


ton August 8 but he was unfamiliar with the matter. POLOFF contacted Peralta again on August 17 t 


, drug traffickers and rural defense committees--ronderos) are increasingly active in rural communitie 
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46 


while 18 percent said he could 


with a 40 to 37 percent satisfied/dissatisfied 
with a 37 percent 


with 43 percent not 
with only 18 percent satisfied versus 51 
took last place. This marks a 


the National Congress proved 


Ma strengthened 


members have a reason to cooperate with Ma in 

19 

as members of the LY are used to taking orders 
but it remains to be 
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Y and Belarus will 
should they need it. The GOB 


as well as 


the Minsk City Economic Court ordered that 


Column 4 


once evicted 
and the GOB will be free to close the 


customs officers confiscated all 


authorities have arrested 


the Dubrovno Prosecutor\'s Office replied 
990 copies of the weekly at the 


police officers noticed that 
the 


youth opposition leader Pavel Severinets 


moving logs from the 
then sorting them 


a judge sentenced UBP first chairman 


Column 5 


the BFTU will have no 


fined 


Column 4 Column 5 
who has a criminal record 


thin 
not a likely brawler.] 


the Ministry of Labor and Social Security 


from a current USD 92. This 


Lukashenko signed a decree regulating the 
medical products and medical 


which do not depend upon the origin 


the decree specifies that the National 


the GOB provided space for them at a high 


while 


and the 


ternational trade routes should be open for all. 2. (C) Mahmood agreed to take the matter up with th 
ganizations to curb the spread of avian influenza. He said the GOK would identify a national coordine 
3d surprise that Magen David Adom (MDA), the Israeli national society was not a part of the Red Cros 


dulate Lebanon and asked that the GOK remind the GOS that such behavior was unacceptable. ΑΙ-Ν 
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the Belarusian embassy in Warsaw condemned 
second hand 
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aimed at 


clothes 
personal hygiene products and school 


police interrogated UBP disputed leader 


Lukashenko described the region as 


commenting that it Vlooks like an atomic 


the Ministry of Natural Resources and 


000 pigs. The 


and counseled Tantawi to be particularly attentive to Congressional concerns over, and interest in, px 
іпог camel jockeys as necessarily falling under the province of International Labor Organization (ILO' 


> United States. Local open source information received indicates local tribal displeasure with the cor 


ns, particularly young men travelling to Syria and Lebanon. Awad welcomed the U.S. message, prorr 
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and expressed concern about the pig waste 


the State Customs Committee (SCC) began 


Atlant Concern 
then 


Lukashenko expressed his confidence 


as they hate their people. Our so-called 


Andrey Charukhin 


whilst speaking about student travel abroad 


but there are those of discontent 
not discussed." 
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Avtodinamo LLC and PM 


deputy head of the 


of course 
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LIKE LE FIGARO DEVOTES ITS LEAD TO THE \"SUCCESS\" OF THE 


TO HIS NATIVE COUNTRY 


ISRAELVS DISENGAGEMENT FROM GAZA AND 


ARYV 


VWHERE HE HAD 
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“HE LAW 


JEFFREY SACHS OF 


m 111 


OF 
THE LATEST GOOGLE SOFTWARE 
IF 


SHARON HAS PROVED THAT PEACE STILL HAS A 


INFUL 


ΗΒ 
NGTH 
¿ING 
STO 
5 

v 


A SUPERFICIAL SUCCESS\" 
IF 
HE IS ALSO OPENING 
¡E 
JAS 
5 
ОҒ 
5 
HER. 
IUCH 
WHOSE MORE EXTREME MEMBERS DO NOT HESITATE 
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POLICY NOT WAR\" 


THE U.S. HAS WON THE WAR OF THE SKIES BUT 
AT 


IT FEEDS THE 
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V only areas of cooperation. We are two friends 

\" he said. He did mention that he hoped to leave 


| wil" he said. He emphasized that 


where he went to encourage shop owners to defy 
as a success. 
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| noted that there 


| said could 


in spite of earlier personal assurances from Thaksin 


\"Let\'s see if 


prior to September 19).\" | welcomed 


but backtracked slightly saying that 


\" he said. 


Thaksin said that he was reviewing a plan 


he said that Russian President Putin was pushing 


building of hospitals and a desalinization plant, and that they will continue to assist the Ігадіѕ. Al Haic 
it the site of its plant in Kaohsiung City exceed KEPA\'s regulations by a factor of sixteen. CPDCVs Ke 
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but these meetings have 
the talks 
with little in the way 


with precious few RTG officials speaking 


he said is 
he 

have complained to the Thais that Singapore got less 

Thaksin went on to say that 


and will tell the President 


seemingly irreconcilable 


VI told them why are 


we are always in a good mood and laugh a lot 
so can you. | told them to 
fix the remaining problems and then 


led on our side by the State 
OSD JCS 


tries. Each shipment contains 350 cartons of food consisting of milk, rice, sugar, salt, lentils, and car 
'lans to Increase Public Debt; - Western Cape Plans to Help Textile Industry; - Microlending Sector 
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Y Thaksin said 


the press and the 
reporters and editors were paid 


frequently doing them 


Thaksin said 


Thaksin 
the Malaysians had not been as helpful on 


Thaksin sent DPM Surakiart Sathirathai 


Thaksin suggested 


| asked about his 


\" Thaksin told 

\"then it should be Surakiart.\" He said that he had 

India France 

however that Surakiart might have 


arials (bypassing BangladeshVs weak and costly port infrastructure), whereas, in the case of woven, i 
Government (BDG) and relief agencies are monitoring the situation and are in contact with key disast 


Column 4 Column 5 
but acknowledged that so 


he remains confident and very much in 


the crucial issue of timing remains. The importance of 


but 


have raised our 
it would be conspicuous to the Thai if 


conducted by Lockheed Martin in lieu of 
might be worth pursuing. 
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AND ECONOMIC CHANGE \" JULY 5-22 


linister\'s office. She said she would let us know the amount as soon as it was determined. 2. Presic 


Ліпа for the expropriation of 52,000 hectares (130,000 acres) of land owned by Reverend Sun Myung 
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POLITICAL AND 


3H 


HE 


ORGANIZATIONS AND COMPANIES. HOWEVER 


AS MOST JORDANIAN 
IP. 


HE FELT THAT THROUGHOUT THE 

SOME OF THE MEETINGS WERE TOO SHORT AND HE WOULD 
IE 
TIME 


HE HAD HOPED FOR MORE OPPORTUNITIES TO MEET REGULAR 
SUCH AS HOMESTAYS OR OTHER SOCIAL ACTIVITIES. 


promised to convey the talking points (left with Hadidi in the form of an aide-memoire) to the Minister 
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2005 - program evaluation 


in San Salvador with staffing that includes two executive officers and at least one officer in each of tr 


atant, concerns over the transfer of six enemy combatants, and the delivery of ref A, Band C demarc 


Column 4 


SHE APPRECIATED THE COORDINATOR OF 
=R 


)UT 
S 


THE HOME HOSPITALITY WAS \"AMAZING\" AND "ONE OF 


EDUCATED 
TOOD 


THE TRIP WAS VERY INTERESTING AND 
AND ALLOWED HER TO SEE HOW THE SYSTEM WORKS IN 


JULD 

E 
BOTH IN TERMS OF PEOPLE SHE MET AND 
CULTURAL EVENTS 


Column 5 


AND INTERESTING 


sistance is necessary. 3. Visitors are reminded that bearers of diplomatic and official passports com 


also abandoned plans to open an all-but-ready jeans production plant, an investment valued at USD 


MVs mission in Geneva. La Lime 
mology at this time, though he did offer to share the information with his counterparts in the Ministry c 
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\" JUNE 23 - JULY 14 2005 - PROGRAM EVALUATION 
'ERY 

DC SEGMENT OF THE TRIP THE MOST 
A-SIZE 


THE JORDAN ENTERPRISE DEVELOPMENT CORPORATION А5 


HE 


' ZimbabweanWs claim against the Mozambican body that had issued the concession to Claimant A,s 
ΣΥ to the MCC request. The Salvadorans have said they are willing to answer any questions MCC mi 


ınish visa prior to arrival to Spain. 4. THREAT ASSESSMENT: In general, Spain is safe. However, | 


3 with Setronics. El Toukhy said Benha put a hold on the order on August 22 because of unresolved 
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LAUREN SAADAT OF THE U.S. 


JANE BOORMAN AND JAMES VAN WERT OF 
AND HUGH STEVENSON OF THE 


HEY 
PROGRAMS AND STRATEGIES FROM MANY 


ORLD 
1 


AND WAS PLEASED THAT ONLY THREE WEEKS 
Ν THE 
PRE- 
ιο 


Μ 
HOWEVER SO THE DELAY WAS MINIMAL. 


3ΡΑΝ 


ITS 
EAT 


JPMENT 


'ERY 
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mass-appeal Arabic daily Al-Arab Al- 


however that 


always towards 


thus keeping it far 


daily columnist Urayb 
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and there are 


and anyone raising the flag of democracy 
slaughters women 


and innocent people and burns and destroys 


but rather as a call for 


influential Arabic daily Al-Rai 


as the Iraqi government says and 


as Washington and London say then no one can 


1ael Avery, Western Hemisphere team leader, held several meetings with key transportation officials c 


Column 5 


Column 4 
but it 
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2005 - PROGRAM EVALUATION 


V APRIL 16 - MAY 7 


IAN 


3RAM. 


y 
BUT THIS PROGRAM EXPOSED HIM TO MUCH MORE OF 


HE BENEFITED THE MOST FROM THE PROGRAM ACTIVITIES 
AND FROM THE NON-GOVERNMENT/ 


DC 
DC AS THEY GAVE HIM A CHANCE TO 
SS 
ED 
5 
AND HARVARD PROFESSOR 


THE CONGRESSIONAL STAFFER 


JEZ 


working at night, overtime, апа in dangerous occupations. The age limit is consistent with completin: 


End Summary. Supreme Court Being Put Back Together 
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THE 
ΙΟΥ 


AND ONLY TOUCHED ON SIDE ISSUES 
WITHOUT TALKING ABOUT 


OF 
U.S. FOREIGN 
AND ISLAMIST THOUGHT AND POLITICAL MOVEMENTS. 


F 


AND WILL ENCOURAGE THE MINISTER TO SEND A PROPOSAL 
205 


OOD 
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IID 
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2005 - PROGRAM EVALUATION 


THE 
THE 


SHE WAS DISAPPOINTED THAT SHE DID NOT GET TO SHADOW 
D FROM 
RATHER THAN JUST 
SHE FELT THAT THE PROGRAM 
DC WAS MUCH TOO BUSY 


TRY. 
THE PHILADELPHIA PORTION COULD HAVE BEEN 
HE 
5 IN 
AS IT IS THE CENTER OF WORLD JOURNALISM AND WAS 
ILY 


evel of security is secret. The purpose of her visit is to provide legal support. 2. The Mission\'s work 


Column 4 Column 5 
SUCH AS GATHERING AS MUCH INFORMATION AS 
AGGRESSIVELY SEEKING 


AND THE NEED TO WRITE IN BOTH DEPTH 


AS SHE FELT THE SPEAKER WAS ONLY 


JORDAN'S SECOND LARGEST CIRCULATION ARABIC DAILY. 


SUZANNE VAN DER 
AND GREG BECKER WERE EXCELLENT AND VERY HELPFUL. 
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\" FEBRUARY 24 - MARCH 18 2005 - PROGRAM 
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AN 


DC ON 
SHE THOUGHT 


IN 
THE SCHEDULED VISITS IN SAN 


VISITS 
NON- 
AND PRIVATE COMPANIES. 


OR HOLDING MEETINGS THROUGH VIDEO-CONFERENCES. 


Y 


AND STUDENTS. 


NT II AT 
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AND COOPERATION BETWEEN U.S. / 
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Alitas met on August 19 with State Peace and 


including Vice-Senior General 


General Thura Shwe Mann PM General Soe Win 


who last visited Burma in 2003 as a special 


including the Union Solidarity and 


including 
chairman of the NC \"Convening Work 


UN resident coordinator Charles Petrie 


an equal 


Alitas first read aloud and then 


as early as the end of the year. Than Shwe 


Y but that he would not be able to 


jolese army (FARDC) soldiers responded to the incident and repelled the attackers before they could 
ees must incorporate as companies with minimum paid- up capital of S$100,000 (US$60,000). Curre 
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but he added that he 


Razali and other UN officials would likely discus 


but 


Than Shwe said that access 
but added 


which 
not visiting the democratic 
and not making any agenda demands. Ali Alitas 


but he returns home with the same empty results as 
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trafficking in persons (ref B). He stressed the need for measures to protect domestic workers, who 1 
vas tried by the CCCI on August 7, 2005 and convicted of crimes against the internal security of the s 
ht uncover. Sharaf said that he would personally oversee inquiries into the referenced account, initial 
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crimes against humanity and war crimes 


including the Chief of 


tribe 
and brother against brother the President 
in international institutions and in the 


the trial was held in 

human rights 

and the international community for justice and 

interestingly found the 


500) in compensation to the relatives of 86 of the 


ideological shifts and civil war 


or 20 USD million per 
high unemployment and a low minimum 
and the high level of government spending on champagne 
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and CDA strongly recommends that AS Frazer 
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an 


and a new Cabinet made up of young 


reformists need to respect 


people have high expectations 


and although there is 
none of the 


Lockwood urged the Commissioners 


the Commissioners also told Lockwood 


Lockwood raised the MHRC\'s concerns 


on of the Gulf Terrorist Finance Strategy paper. While Post concurs with the strategy\'s overall objecti 


Column 4 
they should interview witnesses 


and that 


Saeed 
if a detainee alleged abuse 


the detainee\'s case would not go to 


Lockwood met separately 
and Minister of 


including a lack 


Lockwood addressed two separate student 


others 
upon 


thanked him effusively for his work on their 


Column 5 


the MHRC could 


s and programs for combating HIV and AIDS; it is also to facilitate implementation, monitoring and ev 


Column 4 
8/22/2005 11:45 
\" he said. 


formerly head of the the Royal Society for the 
an NGO 


the development of a national park ranger corps. 


polluting 


who was very interested. The IVIP program arranges 
including 
to get a hands-on look at 


and the hosting park 


and the fact that these are 


Column 5 
ОБАММАМ6758 


moved to a subject close to 


NARY. 2. (U) Delegates from 20 countries attended the technical meetings for the 13th Western Herr 


Column 4 
organized under the 


to discuss preventing pollution from gasoline 
noting that gasoline is part 
tentatively 


will 
Jordan and the 


меуге starting to see the Ministry take 
finally. 


8/22/2005 12:00 
\" he said 


it was evident from his 


that 
in full view of the border police 
depending on whether one is 


in ataxi 
asked by Ambassador how his vacation went 


and looked much healthier than 


he commented that he had reduced 


Column 5 


O5ALGIERS1771 
\"but we cannot arrest them." Although 


and that there 


or in a private vehicle. One of our 
replied they 


ominican, Colombian, and American dignitaries, to include Acting 0/5 Beardsworth of DHS. ----------- 


offered by the DTRA component of the Small Arms Light Weapons (SA/LW) ordnance destruction te 
CLA) decided to transfer 800 Thai laborers who been catalysts of the riot to work at other constructioı 
. A Cabinet decision on the governmentVs position is likely to be required . New Zealand hopes to se 
AMED, TBIO, CASC, PGOV, SENV, SOCI, VM, AFLU SUBJECT: AVIAN FLU: POULTRY VACCINAT 
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d) 


the senior UN official in 
briefed donors on August 22 on the recent decision 


who 


UNDP has negotiated new mechanisms to 


Charles Petrie 


rather than 


and not later 


the UNDP representative expressed 


cooperating with the 


“We must stand together and not let that happen." 


Dr. Kyaw Myint 


and if 
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05SANSALVADOR2333 
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briefed key donor embassies in Rangoor 


when 


might also become a victim of the GF 


Tel: 027-434 3140 Fax: 64-9-366 0870 E-mail: LopezSR@State.gov 4. Visitors should use the local: 
¡TAN AVIAN INFLUENZA UPDATE REF: (A) ALMATY 2842 (B) ALMATY 2904 (C) ALMATY 2: 
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UN missions may find their work even more difficult. 


to try to put into place new 


India 


we have the impression that he 
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as he knew 


estimating 


the winning bidder must deliver its 


the Chinese included 


General Manager of Sabafon 


and was alternately reported by 


which provides the technical backbone 


Column 5 


and China 


05SANAA2425 
05SANAA2426 


could deliver such a 


said 


9 which time she would meet with Thaksin and other Thai officials. Zhang indicated that the purpose 
ıcern: Mr. Natthawut Singhamonkhonkhet Ms. Sucharit Punnanithi Authorized Executive Members с 
t Bunyachai with shares worth 50,000 Baht Mr. Suadet Bunyachai with shares worth 100,0000 Baht N 
iaphiengsak with shares worth 10,000 Baht Mr. Suphat Laohaphiengsak with shares worth 40,000 Ba 
jhts vetting for units that have been selected to participate in Exercise Balance Torch 06-2 scheduled 


Column 4 

the state-owned company 
despite Moalimi\'s 

most notably Saleh\'s nephew 


who are likely majority 
the prospect of erasing loan 


the local business partner for Millicom 


no foreign company can hold more than sixty 
but Unitel\'s local investors are 


000 USD) 
the tender 
the 


son of Ghaleb al-Ghamesh 


Oman Communications is 
but operates only in its home country. Oman 
which some 


local partner is 
brother of one of Yemen\'s most powerful 
Mohammed Ali Muhsen. Haidary 


and as result raised their bid well above what 
Moalimi cited 


accusing the other three companies of being too 
and has partnered 


technical 
and the Ministry will offer 


Column 5 


as well as 


Yemen\'s 


and financial committees are 


MJIB inspectors determined that the suspect, KO Bao-ji, has been trafficking a variety of illicit substa 


ting as a member of the European Union and NATO. A former dissident and later defense minister, . 


ent, a cover memo dated June 10, 2005 from the Turkish Naval Forces Command with a copy of a с 
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in which 60 percent is based on the value of the bid 

quality of 

and other factors. By the Minister's own admission 

however any 


and not referred to the 


post received approval from the 
and is currently 
Paraguay and 


with over 400 million total subscribers. As a 
Millicom 


Millicom contends that it is 
a track record in 

and 

with diverse 

but is not 


or Ali Muhsen. 


it seemed likely 


including the Rowaishan family 
and 


'oreign Trade; B. Aynur Ciray; Customs Specialist, Undersecretariat of Customs. This information w 


2 Washington before his scheduled visit to the United States with an eye to be able to announce subs 


ο ο λε Shell Shuts Agbada Flow Stations -------------------------------- 1. (U) Shell Petrc 


Column 4 
Bogshan and al-Amoudi 


including Millicom 


and may still attach himself to the winning bid. 


including Deutsche Telecom Consulting 
and Etisalat of UAE 


Moalimi was upset that the 
but ultimately 


mobile penetration remains 


but remain 


ROYG officials will find the 149 


Unitel will likely recoup their 


the ROYG 


and undermine one of the few areas of private sector 
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requested 


in an attempt to become a 


but none was 


05MADRID2996 


ed them to Pinto. Pinto then wired the money to different bank accounts around the globe. 2. (C) Pir 
unday August 21 at the New State House, where many prominent politicians and buisnesspeople ma 
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Spain is safe. However Madrid 


alert and aware of their surroundings. 
or experience any 
please contact the Embassy\'s 


it shares credible 
available on the Internet at 
U.S. travelers can hear recorded information by 


D.C. at 
or receive 
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Ambassador Abdullah Al-Murad 


echoed 


CENTCOM 


>TC and its engagement with Paraguay. He opined that Paraguay was receiving conflicting message 
reports published August 24. 2. (S) Jordan,s General Intelligence Directorate (GID) told post Augus 
it. End Summary. 2. (C) With a serious fiscal crisis forcing the civilian side of the GOJ to tighten its k 


of this dispute not only ends a long-running irritant in U.S.-Jordan bilateral economic relations but it re 
n. 4. THREAT ASSESSMENT: In general, Spain is safe. However, Madrid, Barcelona and other lar 


AT ASSESSMENT: In general, Spain is safe. However, Madrid, Barcelona and other large cities in € 
er is expanding television and radio broadcasting facilities. Since the distribution of Ref B did not reac 


Column 4 
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the GOH must re-learn everything 
as most or all government 


including technical experts 
he said 


and 


notably including the UNDP and the 


however 


from 64 percent to 


Column 5 


05MADRID2997 
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are fired to make 


as many of the 


Column 4 Column 5 
and rates of extreme poverty similarly dropped 


and is embargoed until after the elections as 


ADCM recommended the WB 


the Bank should consider the vast need for clean 


in many cases the systems are inadequate or 
and water rates are insufficient to pay even for 
not to mention system upgrades. 

the municipalities are in urgent need of outside 


or donor support for the more remote less 
8/22/2005 14:22 O5BRASILIA2242 
August 21 the Minister held a two-hour press 


following up on his August 19 written statement 


anwering all questions 


Palocci noted that the 


Column 4 
Lula publicly affirmed that 
Palocci 


he declared 
and the 


Palocci 


high-level members of the GOB\'s 


calling the allegations against Palocci 
however 


Y and stated that the 


federal prosecutor Aroldo Costa Filho 
law 


but did uncover some documents 


circumstantial evidence is 


Buratti 
left 


and irregularities in the award of such contracts in 
under the 
and Sao Paulo 


Column 5 


knew how to distinguish between 


within PT circles hedged their 


the Secretary of 


125978 3141 Fax: +421 2 5978 3149 E-mail: karol_mistrik@mfa.sk Ms. Renata Vitkovickova Custo 


Column 4 


all three alumni from Palocci\'s mayoral 


to help direct a contract to Buratti\'s firm. 


it is one more 


prosecutors might seek to 


ina 


however 


that the markets would nevertheless be watching for a 
but then new evidence comes to 
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general counsel for Gucci 


unlike those sold by street vendors 
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that the Real would make up all 


O5MAPUTO1059 
05ROME2776 


told Econoff 


yndition (FPCON) remain appropriate. End Summary. -------------------- Security Environment ---------- 


he Papagayo Resort to reduce the environmental impact of its tourism project. End Summary. 2. Cl 
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he observed only Italian underground 
Vsuper fakes\" are coming out of China a 
Imo said is the result of increased 


but local-level enforcement is uneven 


000 ($12 000) (Ref B). While police in Florence ar 
neither we nor 


a Rome judge found an illegal immigrant not guilty 
in the 

the man had no alternative legal means to 
according to Embassy 

not only encourage illegal immigrants to enter the 
but also reinforce the common public attitude 


meanwhile has 
the court ruled that Italian 


a label could simply say \"Company X Italy W" 
the court said that it is enough 


regardless of where the item is actually made. 


an IP attorney for 


finance the burgeoning domestic debt. The introduction of a withholding tax on the sale of securities, 


egulation without engaging in a formal consultative process with all stakeholders. End summary. 2. (l 


issador, the visiting IMF team told us that the government appears to have stayed the course on fisce 


Column 4 Column 5 
told Econoff the decision creates a more 


including products produced abroad 
director of the business 


many of which are struggling 
a 
told Econoff 


either in Italy or China. In Italy 

with civil cases often 

even decades to conclude. The result 
is that lawsuits against counterfeiters 


meaning ultimately judges must decide the 


Italian firms are neither experienced nor 


said Aromatici of 

is due not only to deficiencies in the Chinese 

but also a lack of money to file for patent and 

if not most 

according to Aromatici do not bother to 


many ltalian 
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being small and 

a director at Patrizia 

a small Florence-based clothing maker told Econoff 
because the label is 


Orrea said Patrizia Pepe has seen little 
copying of both the design and 


he actually takes some satisfaction in 


he explained are 


Passaponti 


typically used on 


where one company is 


however said he is 


he said; and the large auto manufacturers that 


particularly in the 
however is to seek 


the Italian government will 


MOUs technical 
but the GOI 
Italy in comparison to the other major Europe 


is not a large investor in China (Ref C) and does 


DPOB: JUNE 6, 1982, PAKISTAN - CLASS: NEGATIVE - PPT NUMBER: KA606406 (PAKISTAN 


inhappy as most of the tourists are budget travelers. Both imports and exports rose sharply in the firs 


3reakfast Buffet: $32.90 VAT included). 3. Embassy point of contact for this visit is Political/Military С 


> MFA quota regime, largely thanks to U.S. safeguards imposed on Chinese goods. Exports during th 
ams that might delay slightly the note\'s delivery. First, Finnish refugee resettlement law, like that of n 
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Mission Italy 
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it does not present Red Star with any new 

and thus 

necessitating 

however the GOK 
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and Maariv bannered the 


associated with 
who tried to set 


Maariv headlined: \"Jewish Terror 


ad official passports coming to Spain on official business need to obtain a Spanish visa prior to arrival 
ipment, providing country security assessments, and coordinating closely with the United Nation\'s ne 
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who was arrested three days 


refused to fly to his 
as had been proposed in legal 


as part 


Yediot reported that the U.S. will grant 


HaVaretz quoted A/S David Welch as saying 
during a meeting with Palestinian leader 
that Israel\'s pullout will 

the media 

\" when Abbas said on Friday that 


the wounded 


Jerusalem Post reported that Palestinian FM 


HaVaretz and Yediot reported that Sharon 


according 
hopes of the Foreign Ministry 
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and the prisoners.\" Abbas was 


‚issues. The Shia and Kurds feel that devolving power to the provinces is the best safeguard against 
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Yediot says that those reports 


HaVaretz reported that the Democratic Front 


which AP says comes in support of the PA 


where he 


the Israel 


Syria and Lebanon gathered in Ramallah in 


the concert 


all media reported that during his 
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the former deputy director general of 


as the new Dutch permrep to NATO should create more 


especially in the political-military sphere. For 


the Netherlands Antilles and Aruba) and are 
the Dutch have good reasons to lead an 
but the U.S. and others will need 


and recently 


the Dutch took a strong 


and are now preparing to deploy up to 1 400 personnel in 
Canadian and possibly Australian 
the Dutch deployment of Special Forces 


and to 


Rwanda Eastern Congo 


Column 4 Column 5 
adding new \"eyes and ears\" on the ground. The 


while the focus on security 


but also explore whether the Dutch could act as a 


200 troops directly to the 
including two 


their presence provided the 


and have offered to provide up to 100 if 


as they are strong supporters of 
yet trusted by Arabs. Given Foreign Minister Bot\'s 


and under the right circumstances 


troops hardware 
as well as their 


ement Advisor Joe Parker, office tel.: (595/21) 213-715, Ext. 2263. Home tel.: (595/21) 603- 615, cel 


Column 4 


the 


most geographically 
with 


including independent service chiefs 
more deployable force. Kamp and Berlijn 
and have 


even when alternative European suppliers 
make the Dutch strong supporters of the Joint Strike 


additional lift capacity (CH-47 
and are continuing to update their remaining 
F-16\'s 


as 


arguing that legislation and 


the Dutch 


Radiological Gates 
U.S. Customs\' Green Lane Program 


includng RFID 


Column 5 


thereby 


C-130 


Patriot Missile System 


DOE\'s Megaports 
and 


xod for Progress commodities for rural agricultural development program assistance in counterterrori: 


ле reconstruction of Iraq, and said he would immediately forward the points and our request for a pub 


not been decided. 2. Econoffs spoke to contacts at the Trade Department, Ministry of Economy, an 


Column 4 Column 5 


the Dutch 


we should continue 


and more generally 


having budgeted USD 4.2 billion (0.74 percent of GDP 
the Netherlands introduced a 

which phased out smaller aid 

including 18 in Africa. In 


President Bush and Prime Minister Balkenende signed an 
Zambia Rwanda 
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Minister of Finance 


he said. Debt forgiveness is a wonderful thing 
CAFTA is a great opportunity for Honduras 
which he estimated at 750 million 


he said 
but foreign firms must pay their 


to 


to minimize the use of 


he said 
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prices 


and effort 


05QUITO1976 
O5TEGUCIGALPA1745 


but a 


Foreign Direct Investment is an importan 


the growing 
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monetary 


leaving only fiscal policy as an economic lever 
there is a growing 
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and exchange rate 


if 


Barreix said \"we will have to answer to 
efficient and simple 
Barriex cited a 
Honduras runs against the trend actually 


particularly in the maquila (light 


mining 
sales tax 
Honduras 


and energy fields 


this tax receipt measure falls to 12 percent 
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Central American countries must collect more 
Barriex said. 

the relatively young populations in these countries 
softening the blow 


the fiscal situation looks like this 


in Spanish) 


since they avoid \"tax cascades\" 


while allowing 

noting that Wan IVA is not 
he 

and 


he 


data sharing among countries must be improved 


Not Just Quantity 


Senior Economist with the World Bank 
noting that the choice of the 


nstitution,8 and of the fact that the constitution is part of an UNSCR-mandated process, Al-Qaraan а 
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the quality of tax collections is important -- that 
who is paying the tax burden? What is the overall 


since most of the tax exemptions are provided to 
the poorest Hondurans 


whereas the richest 


Dr. Erick 


based on the fear felt by evaders of 


which 


the TAVs twin emphases should be 


Thompson 


regional customs service 
Central America 

where each 

but policy is harmonized. 
he said 


Thompson pointed 
Customs would be 


Customs should integrate closely with internal tax 
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which would suffer from 


essional leaders. 4. (SBU) Post supports JaborYs request to meet with the Secretary of State, Secre 


tthe US briefing be scheduled for September 5. MEA Joint Secretaries for the Americas (Jaishankaı 


nplete the inventory of licensed equipment described reftel. Receipt and use pursuant to License wa: 
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the 
but Cespedes 


which would imply a substantially lower 


the current low ratios of 


Director of the Graduate School 
spoke on 


income taxes 
or about 


Wisecarver said with collection rates so low. 
there is no culture of trust in these 
or any indication that the governments have the 


he said is to scrap the whole system. 
he 
turning to the Laffer curve for support Central 


Wisecarver said 
and the taxes would be based on 


it would be horizontally equitable. To ensure 
he suggests a large universal exemption 


while also 


Having said that, however, and despite readily expressing agreement with our assessment of Syrian 
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Wisecarver said 
neutral 


Ministry of 


Garner said that if Honduras is to benefit from the 


it must maintain fiscal discipline. 
and any external financing 
he said 


concessional financing 


the GOH -- including whatever party is elected 


he said 
and Honduras must find a way to 


Dr. Hugo Maul of the 


origin 


Maul said 


agreeing to a plan and carrying it out 
who is 

and what measures are there to require 
an agreement that tries to accomplish 
levying 

and one unlikely to happen if 
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because the 
and progressive. 


recent events offer 


and use of State resources in carrying ol 


in the case of Guatemala the 


Jer sanctions. Koegler said he believed there was support to lift the sanctions. However, he cautione 
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which can be translated as either \"taxes\" or 


the legislature is the 
and that 


a pact that imposes burdens on 


yet requires consensus is doomed to 
as special interests will either refuse to approve or 
Maul said 


the practice is always a political 
taken by politicians. Designing a perfect pact is 
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mayor of Santa 
entitled \"Keys for the Future of Honduras." 


corruption and lack of 


the country requires a more accelerated state 
a decision that should be dynamic and 
factors that are not present at this 

as it 

the whole territory and the nation\'s 


for MEPI-sponsored judicial reform programs implemented by the American Bar Association (ABA) e 


ries. MONROE 


However, Scheide said the Austrians were well aware of the issues involved, and shared our goals re 
10 has been assigned to Paraguay for over four years. 2. (U) Paraguay is the only country in South / 
} expected the results of the assessment mission at the September or October COLAT meeting. If th 
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who belong to the political class 
should be aware that we have few available 
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to lend Ecuador the oil it lacks to meet its export 


which he said 


Ww 


his initiative to increase social spending was now 
Was the conspirators planned." 


Palacio 


see reftel). The losses in the protests 


however would have to be willing to make 
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in considering that decision 


so he invited him to go as well. 


Palacio described the genesis of the Chavez 


former MinFin Correa 


as it 
Parra had called to 


who was 


| make the decisions Y he told Parra. He 
and will listen carefully to his technical advice. 


and wanted us to know he was 
he said 


or not. 


with limited capability; to 


if we can get 


we might just drag the GOE back into a 


isultant shortage in food supplies combined with higher energy prices fueled inflation during the quart 


ws no sign of abating, given the continued rise in food and oil prices and the pending increases in util 


Column 4 Column 5 


8/23/2005 2:57 05WELLINGTON642 
National is deliberately painting itself as the 


following a 


caused genuine alarm in the Labour camp. In 
Labour has cast National as the party that is out 


education and other key services. 


National decided to hold its tax plan close to 
the day after the formal start of 


when it announced a string of new initiatives 
confusing many voters. But 


National is unlikely to win next month. 


s anti-nuclear stance (reftels). 


while National is considered more 
not 


ondolences. 2. Post has also received numerous phone calls from New Zealanders expressing con 
ind Summit. New Zealand\'s lead representative will be Ambassador Rosemary Banks, NZVs Permre 
MP, necessitating the by-election. The AL boycotted this by-election in Faridpur, located 60 kilometer 
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even if they 

harbor some suspicions of US policies. In 

the Party\'s need to avoid the appearance of being 


Brash 


Bill English. On the 
this has translated into a greater emphasis on 


minimized business regulation 
the Party 


domestic issues trump all in 
New Zealanders 


recent 


s major theme - that economic growth is 


National argues the country needs 


how their passports to the police. When Poloff presented his diplomatic card, the police officers dete 
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s last budget which - despite a 


presumably to avoid 


Labour 
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providing there is room in 


National has pledged not to 


education or 


in that Kiwis were so hyped on the idea of tax cuts 


so 
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despite the benefit of the 


most New Zealanders are 


in real 
no better off. National frequently cites low 


commonly referred to as the \"brain drain.\" 


lifting salaries. These issues - income 


s \"nationhood\" speech to a Rotary 
where he expressed opposition to 
National temporarily 

17 percent 


in the history 
s most well-known political poll. Though the 


the ensuing nation-wide 
largely a result 
indirectly provoked changes of 


and is for National a key 


National says that Labour has been 


and 
excessively concessionary when it comes to 


any 


ategies Bureau, Department of Industrial Works. The letter reads as follows: Thank you very much f 
omic Development, and the Armenian Ministry of Agriculture also had minimal knowledge of this conf 
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some Treaty 


s perceived vulnerability regarding 


the Party has 


have 


leaving New Zealand dangerously isolated. 
however of the anti-American sentiment 


but are 


it has not 
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s central banker 
he gained a PhD in Economics at Australian 


general manager of Broadbank Corporation 
managing director of the New Zealand Kiwifruit 


Brash and National have enjoyed an 


it is unlikely to 


that alone would probably not cost it the 


and especially taxes 


it is likely that the 


there will inevitably be closer comparisons made 


the Party regards Brash\'s lack of 


to date she maintains a comfortable lead over Brash 


Brash is still untested 


ΕΕ: SARAH D. HANSON COURSE: GERMAN LOCATION: BERLITZ DATE: 8/16/05 - ! 


5 REF: (A) STATE 153802 (B) HANOI 1729 (C) HCMC 855 (D) HCMC 891 1. (U) This cable is t 
31, 2005 Emboffs met with Ms. Sanja Separovic, Head of the Animal Health Department and Veterin: 
(U) Visit New Delhi\'s Classified Website: (http//www.state.sgov/p/sa/newdelhi) MULFORD 

to send a delegation to engage in talks on September 7-8 (with September 9 held in reserve) with the 
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as a political novice who entered politics in 2002 


and this may work in Brash\'s favor in 
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but 


once very rare 


and visitors should be 

such as scams and 

is a daily occurrence in these cities. 
especially at 
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ugust 31 in Batticaloa, a hand grenade exploded on a major road, and immediately afterward, police 
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to avoid becoming a target of opportunity. 


New Zealand does not play a 


Heroin and Cocaine 


at night visitors 


which are available via the Internet at 


visitors to New Zealand must exercise 


'lals often visit the village inquiring about any Indian insurgents staying there but are generally respec 
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noting that CNPC was 

rather than pieces of one. 

PK\'s oil field in the Turgai basin was of 
as a source of oil for 


with the 
PK\'s refinery to KMG and 


and one PK employee thought it likely. End Note.) 


on the other hand 


and in April 2004 criminal charges were brought 


another 
Daniel Herrmann was criminally charged with 


suffering a recent drop in production of nearly 


it might 


MEMR and KMG have stated 


the GOK wants to keep China 
but also wants to keep them from offshore blocks like 


ολο. Israels Druze in the Galilee Region ------------------------------------ 2. (С) On August 29, ec 
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PK may just be enough to keep the 


as Dvorak noted PK\'s Kumkol fields are ideally 


expect PK\'s travails to 


on the other hand the GOK worked out a deal 
this deal should stick. 
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Russia 
Japan and Taiwan will jeopardize 


most 


ple to make parallel demarches urging isolation of Syria at UNGA, but noted that he needed higher-le 
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however 


but the countries are actually divided at 

a standing committee member of 

said in 

pro- 

English-language \"Taipei Times!" that the 


000] editorialized (8/20): 


V and the price that China has paid to Russia 


the land 


it has indeed paid a great price. . 


in the face of increasing financial deficits 
still plans to 


an island that can hardly walk out 
V such a 


Taiwan Think Tank\'s Director for Foreign 
noted in the pro-independence \"Taiwan 
000] (8/21): 


a relatively more 


Column 5 
noted in an op-ed 


1 recent months during funerals for PKK militants, one of many signs of rising tension in Turkey\'s sot 
BU) Charge began the meeting by asking the EAC members to become familiar with existing guidar 


contact for FAO issues. In an August 31 follow-up discussion with Econ Unit Chief, Habermayer agre 


‘the Iraq desk officer, and promised to alert post if the GOI is prepared to respond more robustly. KEI 
| the counterpart of the U.S. Attorney General. 2. (C) Post has informally translated the document, wt 


ıd to Turkey primarily by wild bird populations migrating from Russia. Officials welcomed any exchan 


ts, suspend sentences, and interfere in personnel assignments. Fenyk was not able to say specifical 
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on the other 
is attempting to use this drill to release the 


the 


and it will put pressure 


forcing them to keep a distance with the United 
Russia may likely expand the organization to 


and Armenia from getting rid of Russia\'s 
the future development of 


the 


it will be able to form a 


a standing committee member of the 
commented in 

English-language “Таіреі Times" 
000] (8/20): 


this [i.e. the China-Russia military 


who are cooperating for the first time with 
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both China and Russia are gradually shedding 


and 


from the selection of the location for the 


itis clear that the 


the atmosphere of a new Cold 


China has held several joint anti-terrorism and 
Indonesia and France. 


opposite 
by force 


and was unwilling to act provocatively in 
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but its influence is much greater than these 
S 
and AKP s leadership carefully watches 


h the GRP to conduct the first phase of a mineral resources assessment of the Philippines. Departm 


r the September elections, and said the revised plan should include an increased emphasis on fightir 
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s frequent criticism on \"Islamist issues" including 
criticism that AKP has been effective on 


Column 5 


no AKP MP has yet defected to Saadet. 
if AKP 


s leadership makes a mistake that aliena 
a number of AKP 


s MPs and grassroots 


he is weak and 


then a number of 

the 

is a leading 

but may not 

Erbakan S 


a Saadet ideologue and one of the most influential 


S old guard. Former Konya mayor 


S LEFTWING ISLAMISM 


SaadetVs Vice 
who is 
isa 


s philosophy is a good illustration of 


ins. -- GOQ sponsors charity drives organized by the Qatar Charitable Society to raise funds for Pale 


‘oring the situation and are in contact with key disaster partners at the field and central levels. End Su 


| Training, to discuss the performance of the Jordanian military contingent in the UN Stabilization Miss 
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democracy equality 


more generally within the world. He also 


Karamollaoglu tried 
but it is against the policies of the Bush 


Y which he believes President Bush uses as a code 


moreover 


deeply 
whose ideas are common in Saadet. He thinks that 
because that is how Karamollaoglu and other 
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made popular by political 
Emine Erdogan. 


all 


five of seven were without 


non-Islamist party. 


according to 
is interested in educating and 


rge to meet with him on August 17. The Cuba trip was first on his agenda. Other subjects will be rep 


ames and titles: Ms. Nima Ome, Director, Multilateral Department Mr. Tshewang C. Dorji, Head, Trea 


from the Nepal Rastra Bank on behalf of the RNA Master General of Ordinance. We have faxed бої 
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but actually \"contribute\" to 


according to Turkish official 


democracy lobbying 

foreign relations how to run a political meeting 
too is against it 

women would only be 

with 


parliamentary candidates are usually 
not by voters in party 


but it 


drawing on an approach honed by its 
the \"Milli Gorus\" political Islam movement of 
is well known for its active women who get 


whether it be securing 
obtaining medical care for the ill outfitting 


and even arranging free haircuts) handing out coal 
and delivering food to the hungry. 


invited us to a potluck 


nistry of Defense, the GOG would continue to contribute troops. 2. (C) Rodriguez confided that at a F 
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both the 


says Muyan. Mamak 


i.e. the Provincial or Sub-Provincial 
it is interesting to note that after 
Cubuk and 


the men in the party knew the content of the 
evidenced by 


Hamdi 
indicated that he had \"approved\" the meeting. This 


and several of her board 


Erdogan is a tall dark 


in addition to claiming to represent strong 
Erdogan has 


MANAGED TO ESCAPE ONAPRIL 3, 2004, JUST BEFORE A SPANISH POLICE RAID IN THE ( 
he GOL\'s view, Turkey has complied with the conditions necessary to begin accession discussions e 


LE 
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not to their husbands who Erdogan 


000 people 
three-fourths of them women. 
she claims to be 


a popular tourist 


married and has at least one teenage son though 
however that although she was on the list of 


she was too low on 


which is entitled to seven seats in parliament. AK 


she maintains a 
blandly dressed no makeup 


her sister is rumored to be 
but because the party 

she was not elected (promoted). 

Suheyla Akkas was 


attractive and 


however 


5. The USG currently does not have any DOT funded projects in Peru, and we expect that the GOP v 
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but she was not always 


she harbored many of the same 


Altindag Women\'s Auxiliary President 
pretty turban-wearing woman who grew up in poor 


she is intelligent and 


but claimed 


it was evident that she is respected by her sisters. 


especially those 
membership in 


interact with peers and 


this is their first 


although we have 


psychological and 


1e finalization of the 2006-2007 UNESCO budget. Should any vacancies become apparent before the 
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the AK Party women will continue to secure the 
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had 
and done everything he could to move the 


the King said 


but he encouraged the King 
or do something comparable such 
the King said he had to be attentive to 


the King said 


\"but | have to be careful." The Algerian leadership 


the King said -- perhaps Presidential COS Belkheir 


the King said 
we are willing to try a third time. 


the Algerian President had 


that he was willing to work toward a resolution to 
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vl 


but 


and it was refused 


port an Israeli-Egyptian agreement and that the Knesset will endorse it. With the support of Shinui\'s 


ее miles from the Embassy. No cost. З. Due to budget constraints, post will only provide airport exp 
1) 213-715, Ext. 2015. Home tel.: (595/21) 612-758. 2. Patricia Bacchi, Treasury OTA advisor will bi 
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and that he was open to a broad interpretation 

Y including incorporating many \"Moroccans\" who 
based on Wilsonian 

the King replied 


he said 


the King said he was 


noting that he had met with UNSYG Annan 
the King observed that the key to the 

and 

after 


Morocco would keep trying. Lugar thanked the 


whereas it does not in Algeria. He could not carry 


the King reiterated that Belkheir could be a 


and 


millions of Algerians will 
but no Moroccans will go to Algeria. The 


but Morocco 

even though he was not optimistic. He 
hoping it would 

and the mutual friendship between 


Column 5 


with the separatists in the Kabylie 


but he hoped a 


lega Carreazo as his new Minister of Housing, Construction and Sanitation on 8/16. He had been Ch 
utes between the various agencies of the GOP and businesses. End Summary. Biographical Inform 
most notably Masud Barzani ) reacted very negatively to a late-arriving Shi,a counterproposal on natu 
process on July 26. 3. (U) Dushanbe minimize considered. ASQUINO NNNN 


he Turkish General Staff (TGS) headquarters, all but one Division Chief will change assignments. In 
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Lugar said he followed 


Lugar said he had a very 
thoughtful and energetic discussion with 


Lugar 
were very skeptical of the FTA. The King rolled his 


whether moderates or extremists they are all 
the King warned just 
the King 


as they had not seen each other 


and the country was 
the King 


‚SSESSMENT: In general, Spain is safe. However, Madrid, Barcelona and other large cities in Spain 
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of the Chinese Taipei mission in Geneva 


Chinese Taipei 


the Convention 


Chinese Taipei is concerned 


potentially leading some to assume that the CDC is 


it believes protectionist measures that 
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and became operational in June 


RAB\'s aim was to \"protect poor people 
\" and that due process 


2d 300,000 MT for Zimbabwe in its regional appeal for southern Africa. The WFP told Ambassador H 
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and not the interim 
it was once billed as. 


521 men and 

000 men 

Rajshahi Khulna 
by contrast have 116 
with the 


000 persons for petty and major crimes. 


So did 
from capturing criminal kingpins to: performing 
especially during holidays 


ammunition and 


RAB arrested two police sergeants 


when it is customary to sacrifice a cow RAB\'s 


its unquestioned 

its reputation for getting results and being 

and its disciplined and professional 

and is 

is building an air wing has 


and is building a 


the police development 


the FAO Conference in 1999. Measuring the progress of these planning processes is an extensive in 


ies that run elections. Civil society and the opposition MDC have been vocal in objecting to the bill, ar 


are flying above buildings in Baghdad and Tuz Khurmatu and that the Ocalan Cultural Center in Most 
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and Awami League 


RAB appears to have remained focused on 
many notorious with long records of violent 
the widespread connections between 


RAB\'s focus on 


largely English-language 


for 

was caught red handed extorting money from petty 
and four RAB four members stole approximately 

000 from a cattle trader in Mirpur. Other cases included 


Chuadanga 


several newspapers ran editorials 


VIf a RAB member 
the government will act tough 
at least 109 RAB 


though notably not for 


according to local press reports. 


and the practice credited 
is so-called V'cross-fireV killings 


a magistrate investigates every \"cross-fire\" death 


there have been 117 RAB cross-fires. The 
which 
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Fatullah 
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or 245 since June 2004. 


not surprisingly 
RAB \"cross-fired\" someone 
and there have been 


a businessman who 


BDG leaders have condoned and 


the Home 
the Law Minister 


human rights organizations speak out. But when 
no one speaks about 

Bangladeshi human rights 

which released a book in June denouncing 


members of a support group 


a Bangladeshi-American 
the 


to great applause: \"The 
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has led to several high-profile 


and Foreign Minister are just a 


voiced her concerns about 


obal Operations Initiative (GPOI). The purpose of this requested equipment would be to support Nige 
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which can apparently turn on and turn off the 


and there was also a clear lull before and 
it has much more to lose than gain 
and in a country where there is little 


government institutions 
or the rule of law 
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the Committee continued its debate on 


the Committee 


noting that 22 session days have already 
over 


an anti-Arroyo 
told Acting Pol/C recently that he 


derail the proceedings. He asserted that such 
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Jff met with Mohammed Ishmael al Khuzae, the Fadhila Party,s head of executive management, hea 


lematic. For example, the Shia draft drops the prohibition of political party and candidate links to arm 


icott M. Vermillion; Janet S. Ahrens; Chris Horley; Richard Rothrock; David G. Pelowitz; Allison C. Be 
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atan August 23 press 


said 


but about 50 House members 


such as Minority Leader Francis 
have threatened to walk out of the 


which many believe to be the 
some 


Zamorra 


some Opposition 


Y which 


though some in the 


the news from the House is largely positive 


however 
but lose the war for public opinion if 
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VWe can never see the truth in killing the 


that Malacanang 


ould also suit perfectly prospective audiences in Asuncion. 2. Program dates: October 3-6, 2005 (aft 


lership in international action against terrorism, and support of the SYG of INTERPOL in coordinatior 


т and Finland. The Dutch have no plans at present for an additional letter; the Balkenende letter shc 
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uses them 


most 


V noting that China\'s 


pro- 
English-language \"Taiwan News!" said the 


professor of political science at 
commented in the mass- 
000] 


but the drills did manifest multiple 
strategy and politics. Any judgment made from 


though -- namely 
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ChinaVs 


2 follow-up and he indicated that he had no response from Geneva and will contact them again. Post 
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and in the future the security strategy 


English-language Taiwan News!" 
000] editorialized (8/23): 


Beijing clearly intended to 


but also showed its 


notably Japan and 
and indirectly the United States. . 


the holding of the joint exercises constitutes 
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Kara said the GOCR continues to support the G4 


s, seeking to target mining operations throughout the country. Because of the electoral campaign, th 
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but is not playing any active role and expects no 
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from Chau Thanh District 
Duong 


on August 20 
asserting 


police and medical staff have told 
his family 
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arguing the station 


a prominent political activist and 
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Tien Giang 


Hoa Hao dissident leader 


or his 
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frequently 


alleging that she had been followed and 
Sunai Phasuk of Human Rights Watch 


s primary target and that the station 


the station was not back on the air. 


and 


a media expert at 
told Poloff she was worried this 


government-affiliated Airport Authority 


one of Thailand\'s two prominent English language 


and printed 
but the RTG was not assuaged. In 
the plaintiffs are 


the Bangkok Post has launched an 
with results expected 


including the Southeast 
which released a statement 


e Syrians. He continued, however, that Bahrain would like to hear from Lebanon on the issue, either 
ıtor within the Ministry of Health and pass contact information to the embassy. LEBARON 
3s/Crescent Movement. He offered no comment on KuwaitVs position regarding the September 12-1: 


Column 4 Column 5 


calling the government\'s action Wa 


involving thirty law enforcement personnel 
broadcasters and NGOs may be tempted to 


it 
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along the Atlas mountains toward the desert in 
timelines impacts 


and monitoring and evaluation mechanisms -- 


a national-level 


but 

DCM and 

led by the Prime Minister\'s office also 
Finance Interior 
Forestry Interior 


the Prime Minister\'s Harvard- 
presented the GOM\'s vision for using up to USD 675 


which 


Лигаа advised the Ambassador that the GOK shared our concerns about Syrian involvement in Lebar 
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Y but much work remained to be 


central Morocco\'s 
and the trans-Atlas 


announced by King Mohammed VI 
which was 
addresses three 


and assisting marginalized groups with basic 


the CAS aims to 


increasing access to basic services 
and expanding access to water and 


they argue 


reduce poverty through human development" and 


Y accounting for 43 percent of the rural poor. The 


development of revenue-generating 
capacity building and access to 
and natural resource protection and environmental 
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improving the 


will 


Jlitical developments in Egypt. 2. (C) On the subject of Egypt\'s coming Presidential elections, Welcl 
) Convention 182, in August 2005 the Ministry of Sport raised the minimum legal age of camel jockey 


wiction. Local tribal leaders have informed President Saleh they would like him to intervene with the 


tising to convey our points to the appropriate offices within the GOE. Awad also replied that Egypt wc 
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did not expound upon specific development 


anticipated impact 
and feasibility. The Moroccans explained that in 
the USD 200 million human 


and education) 

inter alia 

irrigation (USD 30 million) 
rural tourism (USD 75 


Grossman 
joined by Minister-Delegate for Economic 


the Primature Secretary General and Bouhia 


provide health care coverage 
and to invest in water 
especially in remote regions. 


trees 


and address poverty. \"We are 
V he said 
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ability to monitor and 


Morocco\'s USD 675 
tree- 


electricity 


palmeries 


Vwe are just waiting for the financing.\" 
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advisor to MFA Bilateral Affairs Director Amrani -- 


but noted the importance of coordinating MCA 
DCM 

inclusion 

and 

but that he believe it 

but 

Oudghiri 


of course 


a process in which much of 


V СОМ officials 


they noted 


GOM officials agreed that when the compact 
a formal consultative process (e.g. 
workshops 


Grossman spent 


the GOM will need to provide details of 


when 
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and EconCouns that 


and 


and 


V Fassi 


including PM Jettou 


the INDH and the 


or informal hearings) that included 


where 
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the GOM 
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however 


confidential negotiations between Bulgaria and Libya. 


who was 


Kalfin added. He said that he looks 
following 


but the new government must do its part 


V he said; \"! don\'t see any reconsideration of the 
however 

and suggested that the Embassy meet with 

who was the most prominent 

VI don\'t think 
\" Kalfin said. He stressed that 

and 


Kalfin said 


and we will 


he seemed familiar with important issues 


Column 5 


when asked about the prospect of 


that the courts would likely 


but the 


ant and revitalizing several industries destroyed by the 16-year civil war. In spite of the recent growth, 
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the Beneficent the Merciful 
\"They killed all the unbelievers just as 

and know that God 

the price of the tyranny and oppression that is being 


here in the 
Turkey( 


the fighters (mujahideen) who are tied to this land 


written by a native speaker or someone 


\" that is using 
religious vocabulary which suggests that the writer 


reminded everyone to practice good personal 
and distributed the Personal Security 
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600 rifles. End Summary. 


000 VZ-58 assault 
2005 (Ref A). The 


mentioning that the 


due to reluctance on the part 
the company had been unable to negotiate 
600 of the assault rifles to 


even with confirmation of 


the GOCR is uncomfortable with the plan to export 
000 assault rifles to the U.S. If the 3 600 figure turns 
it is possible that this is a compromise 
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including progress on a Constitution. On 


Riecken acknowledged that the EU would probably want to 


other EU fora would have to work out specific 


3agram to ISAF. VALLEE NNNN 
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in September or October 


especially in 


during its 


where 


and would 
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would be to review prosecutor 


r 1. The plan details preventative measures, vaccination protocols and appropriate responses to an ¢ 


inform Embassy of any cases of Al in Israel. No cases have been discovered to date. The senior G 


e of Sunni approval of the draft constitution on both military and political grounds. Abdel Mehdi agree 


remove Toth and Zajac, and be assured that he still maintains ample support to pursue his agenda a 
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especially for prevention of HIV and AIDS 
are very 


World Bank and USAID. Just three months 
during the coldest time of year 
were 


| was approached several times by 


GOZ officials from the Ministry 


citing arbitrary requirements for written 


the residents were moved to 
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some 30 
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the GOZ refuses to facilitate 


C-SAFE 

000 MT of food last year 

000 MT due to GOZ restrictions. A 

000 MTs have been denied clearance in Durban 


which had managed 
has only been able 


requiring that they import all seed stocks rather 
contributed to shortfalls in seed 


(see 
while the GOZ does 
\"we are coping\" and the situation is in 


the GOZ does not share data on the 


near the Mozambique border the team visited a 


000 HIV/AIDS victims and affected 


an approach that is important to meet the 
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| made 


the breadbasket is empty 


because there is no place in politics when 


but we can\'t turn our back on the people." 


but the donor 

Malawi 

Swaziland and Zambia. The announcement of a 
but we must urge other donors to assist in 


the equivalent of 357 000 MT. 


resulting from misguided GOZ policies. 


we cannot abandon the people of Zimbabwe. 


ıncies identified by U/S Levey, as well as to exchange actionable information lead to designations of F 
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so long as donors provide adequate 
the 


FAO 


Zimbabwe has major shortfalls 


with plans for 


expanded 
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disengagement protesters barricaded 
but by approximately 1000 
about 100 settlers had quietly evacuated the 


and evacuated them at 


Israeli 
in riot gear 
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and NGO 
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stormed the roof of the old British 


oroposal. Sandoval said that Paraguay had no intention of sending a senior official to the Venezuelar 
iselor Patrick O\'Reilly, office tel.: (595/21) 213-715, Ext. 2015. Home tel.: (595/21) 612-758, cell pho 


a location and what the contents of such a documentation center would be. The MFA library is one [ 


1 low level, if at all. The FM said that the GOH would attend but would be represented by Honduras C 
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Israeli press reported that 246 
with 
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a settler was 


a boarding school 


a bomb 
and vacated bungalows. The Israel Electric 


approximately 400 


the PSF have not been allowed to deploy outside the 


north of Nablus the IDF 


after shots were fired at an IDF vehicle 


ould not agree to support any proposal until all had been considered. FRISBIE 
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south of Homesh settlement 
east of Homesh. 


near 
and torched several olive trees. 


two 


August 22 
Palestinian sources reported that IDF soldiers on 


PA Prime Minister 


including 
Palestinian Islamic Jihad (РІМ) 


PA sources said that the parties 
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and Bizzariya 


and 0600 hours 


PFLP 


dr grants and reviews work permits for foreigners pursuant to Article З, and such permits may only be 


cal security environment since the last meeting. Accordingly, the ЕАС agreed that the Embassy\'s al 
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Abbas praised Sharon for a \"соигадеоиѕ\" and 


chief of staff to PA President Abbas on 


chief PLO negotiator on August 23 said the 


which the GOI 
remain uninhabited. He also said 
203 compensation claims have been filed with the 


Ayoub 

formed the group 

the National Religious Party 

these MKs sharply criticized SELA for 
employment 


which consists of MKs from the Likud 
and the National Union. 


nsumer price index indicates that the general level of prices decreased 2.6 percent in July following a 
team had cleared the ordinance initially found at the site on August 24, but was unable to provide adc 


d Minister of State for Administrative Development Affairs and Kuwait\'s first female minister. Shaykh 
Abu Sayyaf Group (ASG) is a likely suspect, but GRP security authorities are continuing their investig: 


nt urging all states to cooperate with the investigation. The Ambassador responded that the stateme 
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according to 


Erez remains officially closed to 
but the IDF continues to allow a small number 


140 Palestinian workers 


according to 


although coordination 


August 23. 


Kissufim remains open only to 


August 22 
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but he attributed this increase to general inflation 


with heavy rain occurring 


although stalks and ears of corn were 
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ing the reporting period, the average peak generation for each of the last three weeks increased from 


o US$253.62 billion. The BOP would have run a deficit if Taiwan\'s Central Bank of China (CBC) had 
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located at Estrella esq. 15 de Agosto Asuncion; 


post will only provide 


as well as for senior officials. 


000 to 60 000 
approximately 8 to 10 USD. 


especially if you 


please arrive with appropriate visas and obtain 


official and/or personal passports. 


about ten miles east of Ciudad del Este 


Column 4 
and that travelers from Paraguay cross into 


you also obtain a Brazilian visa. If the 
then you 


as well as tourist passports. 


visitors here cannot discount the 
to include random acts of 


most crime 


shootings 
were nonetheless uncommon. However 


and as a 
it is recommended that due caution be exercised when 


May - June and September - October 


and there are few reports of intestinal or stomach 


960 Guaranies to 
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etc. 
incidents 
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ABN-AMRO traveler\'s 


Personal Digital Assistants (PDA) Pilots 


PDAs may not/not be used in the Embassy. 


the laptop can only be utilized outside of the CAA. 


and may not be utilized 


with the RSO in order to have unescorted access 
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which produced petrochemicals, have all been closed for some time. Kaohsiung County Environmen 
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Uniqueness of the Constitutional Battle . . . The Uniquene 
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since the government is comprised of 


have become main concerns for Iraqis because it is a 


nobody claimed that this was eth 


to oppose it because 


though Sunnis did not elect the 


but its also true that the remaining 10% is 
the deliberat 
Sunnis and Kurds. The 


t areas. The flood situation of low lying areas in and around the Narayanganj District (a neighboring d 
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which is a 
even though no one is talking about it y 


which put Iraq in 


and could they give th 


whom Kurds thought were keen on Kurdish rights and were th 
have turned their back on Kurds in favor of Shiites then 


especially after Al-Sistani\'s fatwa. | believe Kirkuk will be 


The Voice of Iraq in Arabic - Editorial by Ameer Al-Ta 


it represents a democratic development 


and they\'re aware that the era where constitutions were imposed 
and that no single group can dictate its will over others a 


000 to express their opinions; in addition to 
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womenWs groups 


and human rights organizations." 
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federalism was an obstacle in the way of reaching a 


the Sunnis call for non-centralism of provinces and totally 


| phone: (0971) 203-420. 2. Per paragraph 3 of reftel, no Embassy assistance is required. 3. Due to 
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the same goes for others polit 
our American brother suggested that they use t 


he used his veto against them! 


and fit into the 


sm, poverty alleviation, and critical water needs. Post requests assistance in the form of $4.4 million 
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and refuse to allow th 
we should show the world that we are a nation that says wha 


Arab and international recognition. It is the fir: 


and two is that dividing Iraq would be an attack against the 
most lragis believe that Ir 


the Consti 
many press s 
and there have been many meetings for the leaders of the poli 


they are bored with the is 
that very act will save Iraq. The completed 


it will need the approval of the TNA. If the Ass 
economic security 


that included a dangerous election they only 


lic statement to Foreign Minister Kasrawi. 2. Per ref B, PAO is making the same points with selectec 


d asked them to review the issue. Their position is that HOKYs appeal is contrary to Croatia\'s GATS 
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or (2) have their agency certify to the Department 


visa prior to arrival to Spain. 4. THREAT ASSESSMENT: In general, Spain is safe. However, Madri 
IREAT ASSESSMENT: In general, Spain is safe. However, Madrid, Barcelona and other large cities 
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the host country police and protective 


Wellington and Auckland have 
but 


once very rare are 
and visitors should be 

such as scams and 

is a daily occurrence in these cities. 

especially at 


to avoid becoming a target of opportunity. 


New Zealand does not play a 


Heroin and Cocaine 


at night visitors 


our renewed request. van Voorst 


«ind of flexibility would the team have to do the briefing later in the week, e.g., 1-2 Sept, to ensure hig 


ә clique, played an uncharacteristically public role in Tungamirai\'s funeral. ------- COMMENT ------- 2 
atements be included in the court file. The court agreed to ask for the statements from the Interior M 
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which are available via the Internet at 


visitors to New Zealand must exercise 


24 hours/day). 
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AHM reports a number of American 


without registering with the Association. 


featuring a delegation of 15-20 


El Salvador 


but 


including world-class firms such as G.E. 


Column 5 


O5TEGUCIGALPA1752 


American 


iined a real possibility in the short term and that the U.S. should continue assistance to civil society. ( 


nister\'s Office convened an inter-agency meeting to consider the issues on the basis of the latest infc 
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garlic and 


Brown 


Rowe & Maw LLP (concerning tariff 
DDGS); and 


including Honduran firm 
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and the August 23 editorial in the New York Times 


he 
Sherwan Wavili said 


and Iraq could not hope to 
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as any 


which is prohibited under 


including from the Sunni Arab 

for the draft constitution. From our many 

he observed it is obvious that 
devoid of all the detail 


he 
that the future national assembly have a role in 


and changing one part of the draft 
but that was not a good 
never 


had plummeted; the Sunni Arabs noticed that U.S. 


DCM underscored the draft 


United States of America on the occasion of requesting its good offices to obtain from the Departmer 
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however he and 


DCM urged that the language in section 6 


he noted and its operations do not depend 
however that this article is provocative to Sunni 
the National 


on refinements to the draft 
much less engaging with the Sunni Arabs. 
they appear to have concluded that they control the 


the Shia Islamist Deputy President agreed to host a 


also at the dinner told PolCouns 
but no deals 


and the gaps this time appear to be very wide. 


---------------------------------. - 2. Two years іп a row, typhoons caused major water shortages in norther 


1 also be serious interlocutors for the Secretary. Gonzalez said the GOC would discuss the names ot 
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Kurds and Sunni Arabs on 
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they 


and escorted them to the United 

the 

rushed back to 

and returned the passports to their original 
the smuggling ring received US$70 


aboriginal villages 


though they claimed they did not know that what 


000 fee 


this investigation started in 


provided 


now appear to be related to the current 


and will update this 
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squash court 


swimming 
exercise room 


and restaurant/bar.) 


payment is permitted only by USD personal 


smaller denomination traveler checks would 


even in hotels. Travelers are 


local 


using mosquito protection and the use of 


including malaria and dengue fever which 
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especially an 


and events in the Middle East. Anti- 
which 

have the 

the longstanding confrontation between 


public demonstrations and 


demonstrations and 


or is transported via diplomatic pouch 


immediate custody of a 


to avoid predictable 
and not to accept packages from unknown 


pick- 
purse-snatching and other forms of street 
especially in areas 


carrying large sums of 
or wearing expensive jewelry. Valuables 
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baby taxis 


you should keep 
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but careful planning had 


000 infiltrators. 


50 percent of the settlers in 


the IDF will then destroy housing 
a process Kaplinsky 


і.е. 


the deputy director for military 
expressed concern 


but on the route 
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and 
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by September 15. In the West Bank 


1als took advantage of the offer, opting to hope for something better in the future. End Summary. ---- 


'ourt has just decided must take place by November 22 (Ref A). In addition, the prospect of a snap о 
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specifically 


Kaplinsky 


very very good\" at all levels. He expressed h 


adding that the Palestinians have much to prove if they 


has not arrested extremists and lacks the 


saying that the current situation 


the 


but noted that Israel remains prepared to respond 


listing withdrawal from 
improvements in border crossings and resumption 


noting 
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as well 


A/S Welch noted that controls 


especially if the GOI decides 


Kaplinsky replied that he believed 
but 


but that the two sides could meet after 


General Ward mentioned 


prior to arrival to Spain. 4. THREAT ASSESSMENT: In general, Spain is safe. However, Madrid, B. 
185 in Spain --including resort/convention areas such as Benidorm-- attract a large number of crimine 
id other large cities in Spain --including resort/convention areas such as Benidorm-- attract a large nt 
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ank. -- Mr. Zakir Ahmed Khan, Alternate Governor, World Bank. -- Mr. Md. Ismail Zabiullah, Secretary 


Column 4 


8/24/2005 7:00 
Y in which information 
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pharmaceutical regulatory issues 
however 


A/S Simonson met with UNDP 
Dr. Peter Horby and Hitoshi 
Anton 


with a focus on Al. 
the 
who is expected 


while the GVN welcomed 
it wants the help to be \"low key" and 
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and food 
that these issues fall beyond 


n his view, the GOES would be open to such a request. Calix promised to have an answer for us as 


lent, Government and people of the United States of America. Our heartfelt sympathies go to the fan 
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before the flu season and well 
Dr. Tripodi (FAO) said that the GVN has devised 
including small 


but pointed out that lack of funding is a problem. 


a solution that is not viable in the 


and 
it may be possible to do focused 


the GVN has been 
the WHO hopes the Ministry of 
MOST has blocked 


it lacks the manufacturing capacity 


even for domestic 


FAO and WHO representatives hope to see 


such as quarantine and closing 


Horby called for greater 


since awareness among rural 


Dr. Horby 


it would be 


ı interim solution to the Rafah crossing problem. End Summary. 2. (SBU) ISRAELI SETTLEMENTS 
е General in Lagos. Mr. Murad takes the lead for reporting on political developments in the South Ea: 


discussion among the representatives of all Iraqi communities and political subjects. We believe the c 
if chickens from Russia. Vit said the poultry industry in the Czech Republic consists of small scale far 
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this delay in identifying cases 
Dr. Horby concluded. 


and inaccurate results are 


in part because of an incident in which 


and asked whether there 


and that 


the VM assured the A/S 


raising Al awareness among 


VM Sinh pointed to the 


Column 5 


ptember 10-September 30, 2005, and (4) Rhoades: September 10-October 8, 2005, for the purpose 


tionwide blackout on August 22 that led to a week-long break in fuel production at IraqVs three main r 
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A/S Simonson stressed that the United States is 


VM Bui Ba Bong of the 
and Dr. Tran 
Head of Planning 


International Cooperation and 


VM 


000 


local governments are responsible for paying 
Director of the 


stated that 


or commune level 


he stated that the GVN 
but would also continue 


VM Huan indicated 


Vice 


Code recognizes the National Council for Children and Adolescents (CONANI) as a non-cabinet, dec 


ıents. Refer to: Licitacion Publica Internacional No. 8/2004. COPACO--Cia. Paraguaya de Comunice 
»presentatives. Specifications cost guaranies 250,000, or USD 42, and can be viewed at the website 


VCEN, but Post has also requested detailed information on the exact delegation and itinerary from thı 
Wadf officials claim that sectarian targeting, allegedly by ISF, continues unabated. It is possible the | 
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he considers 
particularly as the winter 


with the great majority willing to bring their 


who own 65 percent of 
the MARD would like to 


and the presence 
FAO and 


and 


Minister Phat said 


although they have sent swine samples to Hong Kong 


A/S 
the delegation 


and agreed that one possibility would 


WEN 2401, Civil-Mil Response to Terrorism Course at Monterey, CA from 8 Sept - 23 Sept 2005. Er 
nd the WCN 2478, International Defense Management Course at Naval Post Graduate School, CA fr 
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the Government Information Office, Yao Wen- chi, not to interfere with the year-end elections. The ri 


was very cautious about the elections. He cautions were intensified by Ukraine,s request to send, a: 
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r further information about the blocks, please click on http://www.pepa.com.ye/thirdbid.htm 5. The de 
n upon payment of a nonrefundable fee of USD 100 or equivalent. 4. Bids must be delivered to the b 
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x things to come. While the 4.8 percent growth rate exceeded expectations, the consensus forecas 
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refcoord reviewed the 


whom Wilson has 


Maine. As explained in para. 8 


who recruits Arab and Israeli youth to 


s on the issue, hopefully as early as next week. 2. (U) BIO NOTE: De Longevialle informed us that h 


2 Committee of UNESCO and the candidacy of the Republic of Kazakhstan for the Executive Commi 


Yours. --PM Zia is not married. --PM Zia speaks fair English, however, interpretation in bangle should 
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SOP\'s \"Olive BranchW Magazine Editor Seth 
who has overseen this NGOVs two-year-old 


who has 

and new 

whom 

Al Jundi Wilkis 
meeting with Huler Al Jundi and 


refcoord met 
a consultant with the Reston- 


on January 27 to 


refcoord failed to 


Ramallah and Shufat Camp 


SPRMCO04GR131 calls for Seeds of 
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and to 


through a joint-funding 
000 from PRM and 
000 from private donors). SOPVs camp 


enabling SOP to resume working 
SOP was able to recruit 

when PRM first started funding SOPYs 
SOP was only able to 


SOP 


the extensive permit system and 


its new management 


870 PRM has provided to secure the 
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its approach could potentially 


SOP has limited its 


it has yet to secure 


SOP had fully met 


SOP 


SOP maintains 

making it difficult to confirm 
original objective. 

SOP has provided remedial 


but these courses are 
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SOP has used partial 
$49 300 to finance the 


17 


three are 
one is from Bethlehem\'s 
and 11 are from Rafah Camp in 


SOP 


and the particular support of PA 
who served on SOP\'s Gaza selection 


000 to assist SOP in 


SOP received $20 000 in PRM funding to 


refcoord learned that SOP Editor Wilkis had 


greed that Jordan shares an interest in the success of the current process. He said he expected Jor 


жағу of Defense, Attorney General, and SIPDIS Congressional leaders. However, we do not favor a 
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which Wilkis (a non-Arabic 
000. Given limited 


Wilkis told refcoord in 


aimed at a 
by March 2005 
SOP 


Wilkis informed refcoord on August 14 


SOP has not yet 


Wilkis is 
and has 


when Wilson 
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with the aid 


3; Disarmament and International Security (Hamid Ali Rao); and Pakistan, Afghanistan, and Iran (Dili 


s confirmed. Emboff noted that the Slovaks are using these systems at a secure military aviation rep 


activities, Bozek cautioned that the Polish government believes that engagement with the Syrians will 
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language and 


two seminars on civil 


and one lecture on the current 


SOP has not used PRM funding 


and thought 


SOP has used the bulk of the 
870 it requested to secure the participation 


Ramallah and Jenin. Unlike its 
SOP hired two 


SOP had conducted 40 remedial English classes 


hiring part-time instructors 
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and has attempted 


working with the Ramallah-based 


but has also agreed to provide adult 


apparently 


reportedly 


however has forced 


id that the EC was reluctant to reprogram the funds for budgetary support, because Haiti had not yet : 
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meeting 


he appears reluctant to offer former 


particularly the 


are turning to the UNRWA community-based 


and could result in 


and is considering opening a 


SOP has already provided 


ind the Commercial Law Development Program (CLDP), saying that reform was key to his agenda a: 


agarding Syrian behavior. van Voorst 
America that maintains diplomatic relations with Taiwan and supports Taiwan\'s petition for UN memb 
e report is favorable, then the European Commission will send a monitoring team for the November € 
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but it has not yet approached 
nor its 


and 


is a growing issue. SOP managers have 


despite the fact that SOP has 


SOP\'s strategy of aligning 


which is partially 


academic excellence and demonstrated 


relying on private 


er. However, the foreign exchange market remained stable and the GOJ was able to better its fiscal 


lity rates and transportation costs. The price increases have prompted Finance Minister Omar Davie: 
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but is 


WORKPLACE CONDITIONS AND CONTROLS 


but has hired two part-time 
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a former head counselor at SOP\'s Maine 


SOP\'s new Jerusalem 


who has been responsible for 


is not fluent in Arabic 


but was not purchased 


but it employs a 


although it would probably 


cern and offering assistance. We have directed MFAT and other callers to FEMA\'s website. We ha 
3p to the UN. Joan Mosely, Director of UNHC/MFAT, may also attend. 3. (U) Meyer said that this infc 
's from Dhaka, as it has in several other constituencies. 3. (SBU) Country wide, IOJ has only 4 seat 


rmined the document to be severely damaged and therefore called their regional superiors to verify tl 
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particularly if SOP 


000 


recruiting refugees for its summer 
implementing community service programs in 
and producing Arabic 


refcoord 


but its reliance on UNRWA and other 

the activities SOP 

PRM has 

UNRWA wants to introduce 

such as establishing summer camps in its 


that could probably be 


UNRWA Education 
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and would maintain its tolerance 


SOP has done little work to 


and has no current plan to hire Arabic- 
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and that generally Sanader was acting 


although he had elements 


but they expected 


and that they 


namely selling off part of telecom (in that case to 
but then delaying sale of the rest while 


given the rapid 


one had to wonder what the current 


and he thought that something might 


but underscored 
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saying it would depend on 
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«ample, he encouraged the GOK to extend legal protection to domestic employees and restated the r 
ins in a Coalition detention facility pending Iraqi approval of the Turkish extradition re 
al-Wahdat, a possible location for the account noted in the background paper. 2. (S) On August 21, 
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who explained Israel's demand 


Peres dismissed talk 


whose validity 
are no longer valid. 
starting in January 


the 
met 


do you support the disengagement plan 


Netanyahu wins the support of 26 
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left-leaning HaVaretz editorialized: \"The 


which will be followed by more." 


pluralist 


but it is already clear that it 


who was a senior advisor to former prime 
wrote in Yediot Aharonot: 


left-leaning HaVaretz editorialized 


. (S) It is important to point out that: --The GOK remains a strong player in establishing the МЕМА/Ғ; 
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Kadim Homesh and Sa-Nur -- more 


even if Israel continues to 


the 
such 
and to attempts by the PA to 


which will be followed by more." 


pluralist Maariv 


but it is already clear 


wise 


and we can allow ourselves to heave an 
in spite of everything 


itwas 


and whether he is politically capable 


"CA). The Board of Commissioners is the governing and implementing body of the МАС and cons 
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a winner and others view him as a 


once again that we live in a reasonable 
with the exception of 
were evacuated within half a day 


there was a gloomy atmosphere 


and on the evacuation day there 
000 people in Sa-Nur. This did not happen. 


the acceptance of the 
in the face of the courteous columns of 


while 


difficult weak 


the peace camp 


al meetings and the upcoming conference to be held September 28-30, drafted a preliminary version 
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which has split into two 


and the sooner the better. V" 


who was a senior advisor to former prime 
wrote in Yediot Aharonot 


the consecutive stages of the road map must 
and certainly not skipped over 


as they 


as 


based on Binyamin 
will Israel be able 
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including CBMs 


ırcotics Police (DAN) at the INL-constructed vehicle inspection faci 


ral Leonidas Rosa Bautista (prosecutors) of the seminars and both expressed interest in members ol 
tapid Transportation Corporation (КАТС), will be turned down. The consultant firm may be 
convention, but his schedule has not yet been confirmed. Burnett 

to southern Tien Giang Province provided insights into the way in which Vietnam is handling poultry v 
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according to the MEA following PM Singh and 
such 

say that the 

which was one reason why the CD process seemed 


Streamlined Invigorated 


the PMVs back-channel interlocutor to 


holding the rank 


this marks the 


which will allow Lambah to 
including the 


but Don\'t Trust Musharraf 


\" which surveyed a robust 12 000-plus eligible 
yielded 


the same percentage 


however is the 


zkland hotels is approximately NZD55-65. A commercial shuttle service is also offered at the airport 
to the directive in para. 5 of Reftel D. On August 18, additional outbreaks of H5N1 Al were confirmec 
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72 percent say the PM has 


Sarabjit Singh accused 
the accused\'s rural Punjab family 


along with their protests that \"they 


the sense we get from 
and more 


before the all-important UNGA meeting of the two 
and Singh is executed 


Sherry Rehman (PPP) and 
presided over a program that 


without dwelling excessively on the 


journalists and 
by expressing his desire to bring together 


whom he had not seen since 1947. 


nomic section of the Chinese Embassy in Bangkok was arranging details of the visit. PRC Political C 
32, Ratchadaphisek Road, Chankasem Sub-District, Chatuchak District, Bangkok. The Company has 
Address: 33 Burapha Road, Pra Kanhon District, Bangkok. The Company has submitted annual fina 
ares worth 40,000 Baht Mr. Thanin Laohaphiengsak with shares worth 80,000 Baht Ms. Ubon Laohaj 
we requested that the review of human rights reports and files be completed no later than August 29, 
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including politicians and celebrities. 
who was decidedly upbeat over the 


telling us it was \"the most enthusiastic crowd ever." 


particularly the cross-LoC bus and agreement to a 
have taken 


demonstrating the 


an 


the government may be vulnerable to fresh criticism 
but its dedication to 


advancing the Indo-Pak peace process still 
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as the GOl\'s reliance on one man makes it 
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vated to have a market value of USD 310,000. END SUMMARY. 2. On 21 August 2005, inspectors 


jovernment showed to our efforts to bring peace and stability to Iraq. He is pushing Slovenia to 


g the origin of the equipment. A copy of the Note, together with the attachment, will be faxed to PM/F 
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we are not living in the 
they 


and not \"leak out" for use by terrorists. 


and he thought that the GOI 


at the same time 


the Europeans had initially taken significant 
but the Israeli MFA 


as Europe 
the concern is that the 
the NSC is now assembling a dossier that will show 


he said is to make it clear that if 
Al Qaeda will have 


iint of contact at Post is EXBS Advisor, Kevin Lyon, tel. 90-312-455-5555, ext 2525, unclas ema 


sident Bush in September. 3. (U) In support of this objective, and pursuant to guidance set forth іп F 


> in the last six days. On August 16, SPDC shut its 14,200 barrels per/day Agbada 1 flow station, follo 
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the PA will have to 


groups or individuals will be 
he said is to work with European 


1 information was provided to Salvadoran officials by Post DEA. GOES officials suggested in the pre: 
western-style non-profit organization, aimed at helping Malawians facing a food sh 


Column 4 


noting that the European nations have recently 


especially against Hamas 
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and Shinui leader Tommy Lapid on the 


is 
Likud. And Shimon Peres has said that he 
and will remain 


with it 

Sharon remains the 

and with the success of the 

in Israeli politics overall. Likud 
a full third of the 


but still a minority. Within the 


but are not so dismal as to prompt 
Vbig bang" party or list. Simply 


Sharon maintains all his options -- and loses none -- by 


leaving him in the 
he can always change course at that 


Sharon found time in 
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and said 


O5TELAVIV5239 
run Sharon 


and 


Labor. 


the premiership for another four years. F 


? visit of Secretary Rumsfeld, while on the other the U.S. is pressing Paraguay on anti-terrorism legisl 
t its investigation is not yet complete (ref D.) 3. (C) Comment: Investigators from SIMO, FBI, RSO a 
-orces (JAF) (refs B-E.) The JAF has already taken some bold steps to 


:ND SUMMARY. 2. (U) The U.S. company Albemarle began negotiations to establish a bromine p 
iminals and pickpockets and frequent incidents of crime of opportunity against the unwary do oc 


pickpockets and frequent incidents of crime of opportunity against the unwary do occur. 
(U) China has assumed a leading role in the area of economic development in the ROC. The Chin: 
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but 
including the 


criticized the deal for not addressing possible 
Sharon sent his 


and then enhance it to ensure victory 
will depend on his 


IDF disengagement from Gaza will continue 
closing the gap available for any further 


and 
perhaps longer. How the 


and 
eliminating the \"cushion\" of the October 
with rightists 


\" will divide the Likud. 


any lengthy postponement of international demands 
with a 


Sharon -- 
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absent Palestinian violence or 
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independent journalists 


a local reporter and cameraman were outside 


Korniyenko called to inform that the police 


Emboffs arrived at the new location for 
35 Lenin St. Upon arrival 
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political parties 


Poloff noticed 


Column 4 Column 5 
representative from 


\'Gart\' youth group activist Yulia Sivet 
civil 
and 


two police officers entered the 


but the police 


but the officers continued to 


such as Y How long have 
\"Where do you live 2" and What 


the commanding officer went outside to call 
the 
preventing him from 


two more police officers (this time a major) 


Reason 1.4(g) 


claiming it was not a real document and that it 


+421 2 5825 1203 Fax: +421 2 5341 3685 E-mail: rvitkovic@colnasprava.sk Ms. Dihopolcekova Jan: 
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so Poloff presented his diplomatic passport. The 


Korniyenko suggested Emboffs try to 


Korniyenko called 


but a traffic 


he was allowing 


but it was obvious the true reason was to 
photograph them and disrupt their 


this is the 


zmbassy\'s security posture prior to the local weekend. The meeting opened with a discussion of 


ita Rica\'s political and economic situation during the drive to the hotel. The Office of the Defense Re 
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nor wholly 
these popular sites 


generating 1515 hits and 103 responses. Many 


\"This is another trick of Sharon\'s. He would 


more settlements 


while others 
Sharon came to learn that war 
and peace and coexistence are the only 
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rked a selling frenzy. A sharp increase in short-term T-bill rates further spurred the rush to unload sto 


ulation existed as part of the broader telecommunications sector) to reduce piracy and enhance сот 


the change in Finance Ministers and the departure of nearly all of former Minister Borda\'s closest ad 
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V wrote one respondent. Agreed another VThe 


it should be seen as an effort by both sides to move 


al-Sablah members also discussed the prejudices 
V'The American media concentrated heavily on 


while ignoring the killing of innocent Palestinians 


The media in our 


but nothing is free here" Several members singled out 


but 
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his comments now put Spain 


including Croatia Serbia and Montenegro 
including 


and counsel them on how to 


these questions should 
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and they were 


putting the two sides on 


and that the Spanish fully 


looking for ways to contribute to projects 


and the MFA expects Iran will 
and to 


including those 


but added that there are contradictory 
that Spain would 


saying that Spain plans 


they do export 
it would like more 


he said. Fernandez-Arias noted that in 


Column 5 


following the EU code of conduct on 


10, 1972, KARACHI, PAKISTAN - CLASS: POSITIVE 5. NAME: MASOOD, IMRAN - GENDI 


er, due to higher remittances, official inflows to the government in the wake of the December 26 


isitors are reminded that bearers of diplomatic and official passports coming to Spain on o 


fiber materials. To counter pressure from China, local producers want preferential access to U.S. ma 
MFA\'s legal office is already working with the Human Rights Unit to find a compromise on suitable la 
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all parties would have to agree on 


and while developed nations might be in agreement 
developing countries either 
making the 


and that he expected that China would 
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they do not object to the Israeli 
but insisted that 


and emphasized the need for donor countries to begin 


and not to wait until the day after 


but those that could not be 


MK Netanyahu 


that 


according to 


Erez remains officially closed to 
but the IDF continues to allow a small number 
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other large cities in Spain --including resort/convention areas such as Benidorm-- att 
prudent security measures with UNDSS, WFP occasionally experiences disruptions in food aid oper: 
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according to Palestinian 


Rafah remains open 
although 


Kissufim is closed except for 
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a 


V Hagel said advising the US to develop an exit 


Abizaid 


Jones Due in Ankara: Deputy Assistant 


Cyprus and EU \"Yeni Safak\" reports. 


\' and that the unilateral 


with many 


ling to discuss the details of Iraqi federalism with the Sunni Arabs.Q 3. (C) Th 
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one in the Aegean port 


five people from southeast Turkey were detained 


500 people attempted 
but security forces dispersed 


539 displaced villagers have returned to their 

revealing information he received from the interior 

the Mesopotamia News Agency reported. Data by the 

803 people from 58 368 

958 settlements were forced to leave their homes 

roads water or electricity. It is impossible to 
Y Deger 


urging the state to prepare the necessary ground 


Celal 
to join the Democratic Society Movement (DTH) during 
papers report. Papers claim that Zana 


not only the southeast and that democratic 
which is expected 


Dogan invited Zana and other Kurdish politicians 

chairman of the Turkish 

and Sinan Aygun chairman of the 
are preparing to establish 


papers report that the Chief 


including Leyla Zana 


ification for altering Kazakhstan\'s eligibility for GSP on the basis of child labor issues. End Summary 
CIAL RESPONSIBLE FOR IO AFFAIRS --Chifamba, Tadeous Tafirenyika, Director Multilateral-Foreic 


ispect, are complicated and strained by differences over the satellite cha 
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Iran and 


of which two are 
one is an Iranian state channel and 


the 
and Africa as well as Turkey. The broadcasts 


Arabic and Turkish from 
known as 'PKK 


V airs news political discussions 


Me-TV 
educational and music programs in the 


political talk 

musi c and childrens programs 24 hours a da: 
Kurd-Sat TV broadcasts news political 

music and children\'s programs 24 hours a day 
discussions and music programs in Arabic 

which is 


is not yet clear. 


on between IECI and Sunnis. On August 24, UN Electoral Operations Chief David Avery indicated t 


rime of opportunity against the unwary do occur. Carry only essential items including a photocop 
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a joint project of Turkey\'s Southeastern 
Kent State University in Ohio and 
was kicked off in 


000 USD to the program 


but 


Va 


the province where the AKP received 34 percent 
the PM would be put 

the lone inmate of Imrali 

has made public 101 written notes through his 


since the PM has 
comments demanding 


FM Kukan. Kmec noted SlovakiaWs position that CroatiaWs talks should begin as soon as 


Washington October 27. End summary. 2) (C) Deputy Minister of Defense for Policy Martin Belcik in 


ia was accused by the opposition and in the press of being corrupt and unqualified for the job. Post r 
ἡ On August 16, the GOP issued checks totaling $1.5 billion to thirteen members of the Paris Club, in 


Column 4 Column 5 
we are at a very positive 

Sezgin Tanrikulu 

said this: 


| do not think it is right for the 
the Kurdish 
but by enhancing 


but renounce violence as a method 


it will mark a turning-point in Turkey\'s path to 


racist and fanatical 


neo-liberal 


who claim the Gaza pullout has been 


should learn 

as seen in Iraq but you cannot keep it. Sinn 
and the US is 

a 

8/24/2005 15:32 05HARARE!1175 

8/24/2005 15:33 05CAIRO6539 


and perhaps 


Nour and Gom\'a) continue to receive 
which many GOE critics say is 


ar have not yet been set. 3. Our perception is that Dominican ambassador in Washington Flavio Dar 


structed to brief on the GOC\'s domestic social programs, but not to enter into negotiations. Gonzal 
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the National 


PEC Chair Mamduh MaraviVs statement--that domestic 


in fact not formally proceeded with their 


per the new law 


the law stipulates that the PEC members are immune 
except for gross criminal 


shall be punished with 


but there has been speculation that the PEC--in keeping 
poll workers 


and judges to have access to polling 


they will use 


РЕС spokesman Osama Attawiya 


E POUCHED TO STATE L/T IMMEDIATELY. ENTWISTLE 


lection Commissioner Dayananda Dissanayake. He is expected to make an announcement within th 
κα... Alleged Development Plan for Protected Area ------------------------------------------- 
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whose members 
said that the self-imposed isolation of the 
to discuss the possibility of technical assistance to 


but after an introductory meeting 
we\'ll call you." 


the 


via Video Links 


and reflecting both the 
the President has been reaching out to the NDP 


which have so 
Qalubiya 


in his address to the citizens of 
at the northern end of the Suez Canal 


which was revoked in 2002. (Note: A 
and was killed by his 

in Port Said in 1999. The city\'s loss of 
and the subsequent loss of jobs 
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Aswan 


Mubarak 


was 
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1 Million Acres 4 Million Jobs 


which 
reclaiming one million 
and creating four 


but this 


but 


some observers 
and eminence grise Mahmoud 
has his eye firmly fixed on the parliamentary 


\" Abaza might emerge by dint of Wafd 
as the de facto leader of the opposition. 


media access and the law) 


so far 


геге charged for violating Taiwan\'s animal husbandry law and waste cleaning law. End Summa 
on TV throughout Taiwan. The press reports appeared in Taiwan\'s leading print press, which include 
o focus on issues related to EU enlargement, noting the draft agenda did not include Iraq, Iran, Chine 


HIPC) program and has been an important advocate for economic reform in Mozambique. 2. (U) Pri 


Mozambique still maintains a difficult and bureaucratic business environment that tends to raise cost 
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and yet even his fiercest critics concede that we 


for example told 
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V and 


MFA Director General 


Celikkol referred to 


and pointed out that they refer only to TAL 


according to Celikkol the draft constitution 


make it a fait 
he 
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and if the Sunnis were also to 
\"the situation is explosive \" he said. 


KDP leader Barzani and 


but has not discussed specific constitutional 
the Turks want 


not on specific Turkish 


Celikkol argued it may 


but if the language 
we 


and that several 


A/DCM asked if 


which was translating 


including members of the constitutional 


so he felt confident that the text was 


he would be grateful. 
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effectiveness 


control and 
accountability and rank structures. Thus 


Thomas stated that the NIB Advisor was 


he noted that 


the unit remains strapped for 


effective leadership. Ref 


which 


the JCF began advertising in the UK 
Canada and the U.S. for four assistant 


mainly 


Thomas noted that while there are some good 


the expertise \"just isn\'t there. One 


the division responsible 
which is currently 
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accountability and 


outbreak. Darbinyan requested that a Centers for Disease Control (CDC) expert review the 


Ol point of contact for Al preparedness is the Director General of the Ministry of Health, Avi Yisraeli. , 


за, and said that he thought the Shia Coalition would agree to grant a role to the future elected 
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most officers including Grant 


she advised NAS Director that she “һай no problem" 


as she herself had 
other areas in 


operations and firearms 


and 
Post\'s 
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and that we are 


if that option is viewed as needed and useful. 


Sudan and Burma. She reiterated that effective 


her staff 


Ambassador Guerreiro expressed 


Brazil terminated its Nuclear 


following much domestic political 
made any recognition of new weapons states 


ла pass the national budget later in the fall. One of the members of the breakaway group, ANO Vice 


Column 4 


but that the U.S. was not 
but rather was 


along with 
to close supply loopholes that permit 


the additional 
and the IAEA. The A/S briefly discussed the 


Vice President of the Foreign Affairs Committee. A/S 


using Libya as an example of how VC coordinated 


the A/S responded that they were comfortable with 


Column 5 


by this policy 


Column 4 


in contrast to the 


A/S DeSutter first clarified that it was 


we 


they can 


etc.) 
and 
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the newborn constitution has been submitted to the 
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it made the Iraqi politicians 


the Iraqi government proved that they are 


religions 


which is the National 


the Iraqi people will have their final word during 


or religious desire control others. So it 


the majority of Iraqis 
do not know that half of 


many of those who oppose federalism do not want to 


that plan proved to be 
starvation 


we must 


those who oppose federalism are the same 
some of them 


?KK financiers and fronts in Europe and Iraq. This is an unprecedented opportunity to engage deeply 


ı meeting. Instead, Paraguay would send its Ambassador to the OAS and a working level representa 
пе: (0971) 940-001. 2. Per paragraph 4 of reftel, no Embassy assistance is required. 3. Due to buac 


ossible locale for the center, Halim said; however, the library is not currently large enough to facilitate 
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there are still some pending issues that made the 
these issues 


the 


any territory can be merged with other 


why don\'t 


we adhered wanted 


Anti-Coalition) in Arabic 


because they won't be able to 


JAS PermRep Salvador Rodezno, and not at the ministerial level. Post suggests that USOAS discus: 


Column 4 Column 5 
The TNA is the best easy sacrifice because it is 


they have learned a good lesson for the upcoming 
feel the comfort 


because it will collapse 


Anti-Coalition) in Arabic P. 1 Un- 


the phenomenon has gotten 


every time those leaders get together 


we 


but they do nothing. V 


granted to persons 18 years of age and older. The Labor Law for the Private Sector establishes spe 


lready heightened security posture and force protection condition (FPCON) remain appropriate. End 
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the committee members were very 
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in the past year the GOA had 


democratic influence in the region. In April 
the GOA had hosted the ILOVs Second Southeast 


Evans was tasked with delivering 


in increase of 1.0 percent the previous month. The Iraq consumer price index increased 3. 
litional ongoing support because of other commitments. The IMCO team then offered its support and 


Dr. Mohammed said he appreciated the suggestion, but did not indicate whether she would attend. 
ation, with no official conclusions or claims of responsibility as of August 29. Consular has checked a 
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Evans was enthusiastic about the GOAVs 


its seat on 
and its effort to improve labor standards in the 


however 


or ifit has more to do with the GOA defending 
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the monks 


a police 


but Hanh replied that they would proceed 


when the police 


the UBCV van was escorted by two police cars. 


the police stopped them to return 
a verbal 


where 
apparently unattended. The 
the group was allowed to return to 


this time informing 
he is skeptical that 


he is the 


after his meeting with 
Thich Thien Hanh requested permission 
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if the Howard GovernmentVs renewed ini 
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nt, while not mentioning Syria by name, was clearly aimed directly at the Syrian leadership, and provi 


1 4,338 to 4,509 megawatts (MW), finally reaching 4,683 MW. Total electricity generation fo 
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but was denied. The state-owned car 


the 


particularly for the 80 percent who \"follow 


since the UBCV could not be an active 


he recommended that the 


the UBCV 

he expressed 

recounting how it had repressed 
when it had created and recognized 


Vietnamese people would \"lose 


at 
neither side appears prepared to compromise. 
the Chairman of the Thua 


\" even as the province keeps the UBCV under 
Hanh must have known that 


he 


not increased its short-term liabilities through repurchase agreements with its stock of U.S. bonds. 1 
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in time to ensure Labour\'s reelection. 
and drawn instead to 

Labour 

000 families at an 


although others 


son of former Labour PM Sir 
told us that Labour\'s May budget avoided 


he reckons. 


the Government opened up a second front with 


together with questions 
appear to be paying off: Poll results announced 


with Labour at 45 percent approval 
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and these groups 


Labour has done little to counter 
which has 
is taking from taxpayers 


in a land that values the common \"bloke \" 


Labour has had to tread carefully on 
now that many of these traditional 


the Labour Party has taken pains to mollify its Maori 


Labour 


on 


alienates many 


the Labour government\'s decision to 


tal officials report that, while one site has already been converted to residential use, the situation at tt 
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Labour has declared it would maintain its 


however PM Clark has joined Green Party co-leac 


Labour wants the Greens to receive at least 5 
the minimum required for a party to be 


Labour risks belying it\'s hard-won image as a 
however. (NB: We will report septel on the 


55 has served continuously in 


Minister of Health and Deputy Prime Minister 


the former prime minister who died 
wrote in his autobiography that Clark kept out of 


Clark 
now the deputy prime 


in the 1990s. 


Clark is closely engaged in virtually every 


raising concern in the party about who 


listrict of Dhaka) remained unchanged. The Bangladesh Government (BDG) and relief agencies аге г 
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he also at times indicated 


he basically indicated his desire that voters not 


including current House Speaker Jose W Joe!" 
such as 

education 

Alex Magno 

told Acting Pol/C that \"Sin 


the Church has taken steps to try to 


this reaction is due to the 


many of the leaders of the Church today 

Manila Archbishop Gaudencio 

and Catholic Bishops\' Conference of the Philippines 
have made clear 


for example 
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family planning (see para 8) 
a 


Archbishop 
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the CBCP 


despite great pressure from close allies 
the 


Arroyo has been able to recover 


the Vatican repeatedly underscored that members 


Monsignor Adolfo Franco the 
addressed the bishops gathered at the CBCPVs 


but remarked that the 


Bishop Antonio Tobias Bishop Julio Labayen and 


which represents priests and nuns 
among other 


however the Church has 
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the Church in the Philippines 
Van 


and the influence of leftist thinking 


Archbishop 
one of 16 archbishops has been very engaged in 


the Church continues to 

there has been no change from the Sin era. The 

which is illegal in the 

and divorce which is not available as a legal 


the Church supports 
Y (such as the 


the Church 


Y which involved 


at least in the near term due to 


who has been lobbied by 
has not endorsed the bill. 


budget constraints, post will only provide airport expediter for initial arrival and final departure of emp 
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the determination of the Church to 


and throughout the post-war era the Church had 


it remains a very important 
albeit in an indirect manner. 


itis clear that the Church 


from the Vatican and from elements inside the Church 


and not entwine itself too much in political issues. 


8/25/2005 7:45 05MADRID3038 
8/25/2005 8:11 O5TAIPEI3540 
in 


Rumsfeld\'s statement in which he referred 


and topped it 


and 


in concessional loans and $15.5 million in donations. Section 1: Yemen Situation Report Sectio! 


J press contacts, and will meet August 30 with leading opinion columnists 


commitments, which according to Croatian law, supersedes national law but not the Cons 
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both the \"Liberty 


a \"Liberty 


000] editorialized (8/25): 


which will pose a threat to the free 


the Pan-Blue 


Taiwan needs to 


Washington is concerned that once there is an 
it will lead to non-peaceful rising of 


in consideration of a harmonious political 
national security and world peace this 


3, Barcelona and other large cities in Spain --including resort/convention areas such as Benidorm-- а! 
in Spain --including resort/convention areas such as Benidorm-- attract a large number of crimi 
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dominated by primarily by the Pan-Blue 
will not easily change its decision [with regard 


they tend to 'oppose 


or 


V public interests 
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the GOS seemed to waver slightly in its pre-July 
leaving itself room for maneuver in 
since July 


solidifying the previous Spanish 


MFA EU 


Y and offered no reservations 


Turkey is not a country 
but concern about rising 


33% 
and a significant 26% who \"don\'t know." A Real 


while 


but with a big \"don\'t know" or 
many Spaniards 
and that general lack of 


Column 5 


and "political 
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Turkey has 


her-level participation? 2. (SBU) PolMilOff subsequently relayed these questions to 
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V that enlargement beyond those countries that 


and that empty and 


but the context is clear. 


who told Pol-Econ 


he lifted a three-inch 
000 signatures from 


organized by Czech MEP 


Ulicny termed the UK 
with Germany 


but he continued with a strong 


he immediately dismissed the USG 


\"which the Czechs and other Europeans will be 
not the U.S." 


but that the MFA prefers to wait for a ruling by 
which he expects will come in the days 
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Spain and Italy the only 
France 


2. (C) The death of Zimbabwe\'s respected first black Air Force commander comes as 
inistry, but refused the defendants" request to be allowed to benefit from Turkey 


Soltart said Parliament would likely pass the Constitutional Amendment Bill on August 30 and that he 


жтайоп. The government\'s strategic plan to address any future pandemic (last published іп May) w 
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Europe Director General Hana Mottlova 


and further 


as opposed to absence of a 


in the end the 

the level of support is notably softer here than it 

and focus on the Prime Minister himself. 
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the airlines refuse to relocate to the new 


but with multiple entanglements the GRP 


eight 


\" according to German Embassy 
none of the airlines 
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the GRP 
Takenaka to finish the construction and operate 
Sacksofsky said perhaps out of 


which is 30% owned by the Germany company Fraport -- 


he said. 


the Manila trial court that 


the 


such as leasing and awarding concessions. 


the GRP may not feel free to open the new 
Pagunsan said. In addition airlines are unwilling 


he said. 


and considered 


however atthe GRP\'s 
the 


Fraport AG filed a case with the World Bank-affiliated 


using the German-Philippine Investment 
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based on a clause calling for ICC arbitration in 


no one in the airline business 


the government has considered 
but this would require a sovereign guarantee 


however and the 
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multi-year procurements. 
the amount of the tripartite weapons package would 


making for a more complicated 


a \"Major Arms Procurement 


however submitted both bills 


and 
anger at President Chen Shui-bian for criticizing the 


1t of State of the United States of America documentation that is explained below. The legation of Par 


'n Taiwan\'s Taoyuan City and County. Most recently, the August 5 Typhoon Matsa cut off water to 


Column 4 


three-readings process: 


consisting of legislators from 
to be placed on the LY 


after which the bill is referred to the relevant LY 

if uncontroversial 

however 

aptly termed \"the freeze.\" 

though this is less 

NSC SecGen Chiou l-jen insisted to AIT that there 


circumvent the four-month negotiation period. The 
and AIT has not 


after which they \"automatically return to 


followed 


then article-by-article discussion. 


followed by 


however 
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directly to the Second 
any of the five 


never even made it out 


* ColombiaVs participants at an August 31 UNGA planning meeting and inform Embassy accordingly. 
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a simple majority of Pan-Blue-dominated Procedure 


blocking it from entering the LY agenda for a first 


Liu explained 


August 
President Chen publicly invited new KMT Chairman Ma 


the Deputy Director 

to 

Liu 

is most concerned about the stance of the PFP 


James Soong. 


Tantalizing Glimmers 


or at least 
from KMT legislators for moving 


promising that the KMT would now be willing to at 
presumably 


but at 


nor what a Special Budget package that Ma might support 


a 
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reduce the 


means passage 


Column 4 
announced that he 


USD 20 billion procurement 
including Kidd-class destroyers 
P-3C Patrol Aircraft 


s inability to 

DOD 

concludes 

anti-air and anti-submarine 


P-3Cs 


P-3Cs 
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diesel electric 
Apache Attack Helicopters 


and 
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2004 


s revised package 


2. (U) In early August, the ROP eased departure regulations 


eneral election (either right before or right after the presidential poll) is looming large, and regularly sc 
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AND ECONOMIC CHANGE 


POLITICAL AND 


3H 


HE 


ORGANIZATIONS 


AS MOST JORDANIAN 
IP. 


HE FELT THAT THROUGHOUT THE 
SOME OF THE MEETINGS WERE TOO SHORT AND HE WOULD 


IE 
TIME 
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\" JULY 5-22 


AND COMPANIES. HOWEVER 
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HE HAD HOPED FOR MORE OPPORTUNITIES TO MEET REGULAR 
SUCH AS HOMESTAYS OR OTHER SOCIAL ACTIVITIES. 


arcelona and other large cities in Spain --including resort/convention areas such as Benidorm-- 
ıls and pickpockets and frequent incidents of crime of opportunity against the unwary do occur. Carry 
imber of criminals and pickpockets and frequent incidents of crime of opportunity against the unwary 
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Justice Minister Tzipi Livni will 


who is also visiting Washington 


who was a tourist in Israel 

close to Jaffa Gate 

whereas his companion 

was moderately wounded. Leading media reported 
Special 

three of 


a mortar 
along the Lebanese 


Egyptian forces defined as \"border police" 


Jerusalem Post reported that the defense 


and the Knesset during the 
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have 


an 


16 for the implementation and enforcement of proscriptions against the worst forms of child labo 
, External Relations Division, Ministry of Finance. -- Mr. Siddiqur Rahman Chowdhury, Sec 


soon as possible. MFA Multilateral Affairs officer Felix Ulloa, who participated in the meeting, said th: 


nilies of the victims, to you, and to all those affected by this terrible e 


2NMENT OF SPAIN AND THE PRIVATE SECTOR. 2. WE CONFIRM HOTEL RESERVATION FRC 
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which says: “Тһе members of 


but that Sharon thwarted it because he 


HaVaretz reported that most of 


but that 


a Netanyahu-led 


s such as Benidorm-- attract a large number of criminals and pickpockets and frequent incidents of cı 
ttract a large number of criminals and pickpockets and frequent incidents of crime of opportunity 

--including resort/convention areas such as Benidorm-- attract a large number of criminals and pickp 
»sort/convention areas such as Benidorm-- attract a large number of criminals and pickpockets 


jeneral, Spain is safe. However, Madrid, Barcelona and other large cities in Spain --i 


; -- IDF continues to concentrate on the removal of settlers\' possessions, demolition of houses, and 
st zone of the country. He monitors environmental developments related to southern Nigeria, includin 
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a Sharon-led Likud 
\"Sharon\'s LikudW would get 34 


a 


left-leaning HaVaretz: Y After a stormy 
Israel and the U.S. appear to 


pluralist Yediot Aharonot: V'Like an 


assuming that their dull 


a lecturer 
wrote in Yediot 


for Israel 


Orthodox Hatzofe editorialized: Bush 
which 
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a conditioned reflex like that of 


continuing democratic discussion within Iraqi society enab 

ms, rather than large-scale high-density operations found elsewhere in Europe and so 

LIONS --------------------------------------------- --------------- ---- 2. (0) On August 24, Ambassador Keane us 
problem is that the \'old-fashioned\' distribution system whereby Paris-based MTCR country represer 
nteractions with the media.) 3. (C) PolMilOff also spoke to Iraqi Char 


Column 4 
left-leaning HaVaretz (August 25): 


of 


people are happy with the remarks. The ball is 
after a stormy week of 
Israel and the U.S. appear to see eye to 


one 


and this must first be 
it can be discussed." 


pluralist Yediot Aharonot (August 25): 


Sharon swapped ... Greater Israel 
facts began to be 
if no solution is found 


when a somniferous cabinet voted \'yea\' 
and in a way that is destined 
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no political 


of providing training for a basic criminal investigations course. The contact officer for the visit is Res 


efineries. As of August 28, none of these facilities is working at more than 50% capacity. Ministry of 


entralized public agency to coordinate public policy, to protect childrens human rights, and to admini 
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as was the case with 
or it will be completed and will 


Sharon took steps to complete the 
and established facts on 


a lecturer 
wrote in Yediot 


sea and land entry into the Gaza Strip rules out 
it is not certain whether Israel will 


after the terrible sacrifice Israel made it 


since now Gaza is 


Israel must allow the Palestinians in 


for Israel a conditioned reflex like that of 
which connected the sound of a bell 


but in everything concerning life 
the Gaza Strip should be connected with Egypt 


Orthodox Hatzofe editorialized (August 


ıciones is the government telecommunications utility. Tender will be financed with COPACO\'s own fl 
s: http://www.ande.gov.py and http://www.contratacionesparaguay.gov.py/app 


2 MFA for President Maduro, FM Fortin, and any other VIPs. Williard 
<illers were not ISF. However, in the absence of a credible government response, few among our Su 


nbassy Bangkok possesses no credible information of gross violations of human rights by this individ 
от 24 Sept - 9 Dec 2005. Embassy Bangkok possesses no credible information of gross violations ı 
nt\'l Lead & Mgt G-P - OLAM Int\'l Maritime Off Course at CGR from 7 Sept - 9 Dec 2005. Embassy I 
) FOR APPOINTMENT AT THIS DOLLAR LEVEL: MR. BEEKMAN SUPERVISES THE CULTURAL 1 
eallocation policy is, however, expected to move forward after the elections have tak 


s a high-level observer for the elections, the former head of the Slovenian Communist Party. H 

. French Co-Chair Fassier was unable to be present but dispatched his assistant to attend the meetir 
'adline for submitting applications is January 04, 2006. 6. Interested eligi 

elow address at or before 11:00 am on September 17th, 2005. Late bids will be rejected. 5. All bids 
umerous diplomatic notes, and requested meetings with YAF officials without receiving sufficient rest 
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which he\'ll certainly credit to 


which has turned into one big 


the Western world too 


independent Jerusalem Post editorialized: 


independent Jerusalem Post editorialized 
at most 


they pose serious risks to all 
one would hope 


that is not always the case -- with Egypt 
which has been far more reliable in keeping the 


all the more so since Iraqi Al-Qaida 


always acute is 


st remains 4.4 percent for the year. It looks as if the South African government\'s initial 2005 GDP fo 


e has been assigned to replace Veronique Vouland as Francois Richier\'s deputy in the MFA\'s Disarı 


Column 4 


8/25/2005 10:48 
8/25/2005 11:02 


AGE 

) FIRST AMONG THEM A "MOROSE ECONOMIC 
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WITH 


PM DE 
| 


NT HU 


IN LE FIGARO AND LE MONDE. BOTH EMPHASIZE 
IST 


LE MONDEVS REPORT 


ENTER 


ARMSTRONG IS MORE THAN A REMARKABLE CYCLIST 
"IT IS CLEAR THAT THE FRENCH ARE POOR 


KOF 
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HE IS 


ttee of UNESCO in the upcoming elections which will take place during the thirty-third session of the ! 


be required for any substantive bilateral discussions. C. Attendance of Foreign Minister: Foreign Mi 
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ARE AN 


THE WORSE THE 


SS TO 


THIS COULD INTENSIFY THE RAMPANT CIVIL 


SHAKY 
IRS. 
WHOSE IRAQ POLICY IS 


GEORGE BUSH SEEMS TO HAVE 
SEEN MORE AS A 
-TER 


POLITICAL AND MILITARY BOOM 


IND 
N THE 


VENEZUELA AND SUDAN 
IS 


[ANY 


NAN. 
NOT 


AND NEITHER ARE THE PACIFYING REMARKS MADE BY THE 
DONALD RUMSFELD WHOSE CALM FAADE 
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CHINA IS 


WHICH HAS 
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"O 
WHICH THE CHINESE IS TRYING TO STEER AWAY FROM 
EEN 


WITH BUSH 
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\"Sunnis hate the word VfederalismV 


particularly as expressed by the 
had made the climate more difficult 


Arab and Kurd) would hold a conference in 


September 3 in order to call for a rejection of 


as reported in papers 
was that 


Column 4 
he has remained 
and we will 
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but would pay benefits in terms of 
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and of President Nazarbayev in 
post expects the new organization to be much 


Turmagambetova noted bitterly that 


particularly of offices without cash or other high- 


post suspects 
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igers about their rights to Thai citizenship. 
Irganizations (TAO) together with grass roots NGOs and local schoolteachers. 


000 to 50 000 eligible highlanders in Mae Fa Luang 


Wiwat\'s team has faced other 


ere with the profits being made on the citizenship application procedures. Wiwat also complained that the inva 


dan would continue to call for all communities in Iraq to participate in the upcoming referendum and e 
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even though the classes were aimed at unregistered/undocumented hill tribes children under a program supp 


the Center for the Hill Tribes\' 
2 been subject to discouraging gestures from local authorities. 
who heads a hill tribes NGO in Chiang Mai known as the Inter-Moun said that the level of violence aimed at V 


the process offers opportunities for village 


osition. It would be surprising if the 
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Chief Minister Y.S. 


YI am 


Volkswagen issued a 


Helmut Schuster Y the statement said. The statement 


Frank 


as the companys special envoy. Elbe met Chief 
reassuring the 


CBI and to shift 


keep harping on the Opposition\'s attempted deals 


meeting between Minister Jabor and the Vice-President. 5. (SBU) Suggested talking 


2 Sinha) would likely attend the briefing. 3. (S) Mission will al 


air site, inside a locked building, inside a secure aviation electronics and communication rep 
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000) a piece to secure the $400 


however 
the VHoaxwagen story in the 


euphemism for bribe 


and that too 


000 and which 


it is the Opposition Communist Party of 


when he was the state Energy 


Post\'s journalist contacts believe that 


SAYS CONGRESS 


after 


converted a previous consultancy 


Chengulam and 
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are unlikely to absolve 


and not as equity 


without 


| be needed to secure cooperation on the four areas outlined in our presentation. Boze 
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the CAG 


and gave 


which the 


Kairaly. Hassan 


Baby 
a Kerala journalist who regularly 
explained to Post that the issue has 


Achuthanandan 

\" says Ranji. Chief Minister Oommen 
however 

perhaps to shield the ruling Congress 
Karthikeyan 


SNC Lavalin has taken no 


even as the controversy is 


but without going into the 


Column 5 


is helping his enemies in 


believes that the vigilance enquiry is not 


who also might 


fulfilled certain conditions. van Voorst 
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SNC Lavalin\'s silence 
could lead to a total loss of market in 
local politicians have 


one needs to be 
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the Union Solidarity and Development 


and routine soccer reports. 


there have been no public 


such brief absences are 


there has been no 


which includes a scheduled September 1 call on Than 


past regime 


with several missions actually convinced 
that Maung Aye has 


it remains 


there are currently no signs of any significant 
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possibly at a location in V'no-manVs land\" between GSL- 
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probably out 
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though they 
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3 minister. Al Sitry expressed concern for the situation in Iraq, and the Ambassador emphasized the 


ership. This policy is a legacy of the anti-Communist Stroessner regime. In exchange for GOP reco, 
3 elections and (if necessary) December 11 second round. Melan thought it likely that some Austrian: 
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very strong message\" that Kadirgamar\'s assassination 


Sri Lankan Foreign 


Palihakkara sought U.S. assistance in persuading 
including the EU 


details 
venue and level of participation remain 


however 
which had been originally suggested as a 
however 


while the LTTE 
has rejected Colombo. Brattskar said the 


Brattskar said he has suggested that the Norwegians 


but the 
assuming the remaining details 


Brattskar predicted 
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to ban the LTTE and to 


that the talks will be held in Sri Lanka 
remains up in 


citing purported security 
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technical discussions between the military 


Gooneratne observed and proved very helpful 
but the LTTE has stopped participating 
the LTTE 


which \"will talk in 
instead of making firm 
Gooneratne 


V Gooneratne said and Was a way of 


Foreign Secretary 


V the Foreign Secretary 
but \"we\'re faced with a credibility problem." 


the GSL was prepared to accept 


Palihakkara said. 


Gooneratne lamented; 


it is also looking 


target. Economic performance is expected to remain sluggish in the last two quarters, highlighting th 


s and Bank of Jamaica Governor Derrick Latibeaudiere to concede that the single-digit target for the * 
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including the 
to send Va very 


Palihakkara said. 


\"the Foreign Secretary asserted 


Charge\' 


adding that the Sri Lankan Embassy in Oslo had also 
however 


Norway takes no position on what 
Brattskar clarified 


Brattskar said 


if the EU listed the LTTE 


in which Danes 


Brattskar said 
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very strong message\" to the LTTE that 


Norway is 


that 


and Helgesen\'s 


Helgesen had been suggesting that all 


Swedes and Finns 


the GSL 


/e also shared with MFAT the Department\'s guidance about assisting third country national callers se 
mation is also being directly provided to USUN by NZ\'s UN Mission. Burnett 
s out of total 300 in Parliament, and would not be exp 
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it "badly needs help\" from friendly nations like 
\"public indication\" to the Tigers 


Palihakkara said. Acknowledging 


the Foreign Secretary 


including looking at 

possibly via the Tamil 

to LTTE coffers. Listing 

in addition to the LTTE as 

could also have an important symbolic 

Palihakkara said. He asked that the U.S. also urge 
adding 


adding that the 

Y especially 

while Indonesia is much 

he reported \"We\'ve made some 
but haven\'t touched the core of the (LTTE arms 


16 or 19 was under discussion. He added that 


President 


1e credentials of Poloff. According to the MFA investigation, once th 
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that must 


as 
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More Important Clearness\" (Iraq 4 all 
8/24) 


8/24) 


and foiled the 


allowing the evil powers freedom to move and kill 
including 


think that their era of dominance still 
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rather 
turning 
and now find themselves 


he is criticizing representatives of the 
Kurds and Arabs who are engaging in the 


he should 
whoever wants power and 


Al-Rafidayn (www.alrafidayn.com) 


itwas 


the proper formation of respective regions 
but not all of they 


Y mentioned in item 9 of the draft 


who demand it to be omitted despite 
also oppose it. The United Alliance 

since 

the 


but this position 


it cannot be 


More Important Clearness\" 
Iraq 4 all news 


according to indicators coming from 


opening the way for broader 


same date, regarding SAICM PrepCom 3 to be held in Vienna during 19-24 September 2005. As a re 
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especially if it 

it might lead to a hasty 

leaving ambiguous debated issues such as 


only to save face for 


a unified 


as well as the structure of the armed forces and 


Elaph (www.elaph.com) 


\"People 
shouldn't fool us. The 


while today\'s draft classifies it as a main sources. 


Iraqi women 


we will 
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Chapter 20 
Chapter 20 
Article 168) 


Chapter 25 
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and other religions . . . 
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Article 132) 
Article 166) 
disseminating and involving minors 


Article 
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however 


2005 
a new government 


2005 


staff from the now-defunct State Social Insurance 


but has made little 


GOAM officials 
designed the 
and identified 


the new labor code -- which is based on 
has ambiguous 


and is rife with technical errors. 
she says 


Family and Children Lala Ghazaryan told us her 
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primary and basic 


the Armenian National Assembly adopte: 


the State Labor 


will require some 


REA FENNESZ-BERKA COURSE: EXCEL LOCATION: SPC TRAINING CENTER, VIENNA Dé 


nts in Vietnam were previously reported in ref B and C. 2. (SBU) Summary: Vietnamese press repo 
it of avian influenza. Ms. Separovic is also a member of the interagency committee that deals with 


e Department of Civil Aviation, provided said confirmation in a letter to the Embassy dated August 29 
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but that the language was \"too general to be 
according to 


signed a memorandum in August establishing an 


none of the 850 written human rights complaints 


where the GOAM provides education and food free 


000 


which began August 22 2005 


including children 
none of the children for which 


though we know that many had been street 


clothing and food. In 2002 


:elam Peoples Democratic Party (EPDP) and GSL security forces fired rounds towards a place whe 
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UNICEF reported the 


assesses and 


the Armenian National Police have referred more 


2005 Foreign Minister Vartan Oskanian and 


lists Wlessons 

defines national priorities 

including 

\" lists child protection measures the GOAM 
and defines the partnership strategy and 


adopted in November 
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as well as 


r Sing, said that RAB surrounded his house at 3 am and burst int 
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most observers expect Congress to 


and the government just 


where reservoirs are at 20.7 percent of 


Embassy Madrid plans on contacting relevant Spanish 


we hope to be 
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the group will also include experts on economic 


for instance led the briefing team that Baru 


'arka village. Rammal said the Druze population in Israel is 110,000, spread among 17 villages in G 
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Subu is the unchallenged dean of 


Subrahmanyam 


MEA Joint Secretary S. 


the Subrahmanyam panel will help to build political 
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however 
which 


pointing to a lack of transparency and 


Column 5 


05AMMAN6893 


with 


demarches on Arab and European governments; it would be important particularly for Arab 
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ranging from a conservative Islamist leader to a 
and is overseen by the 


Parliament has not been consulted or 


each with its own legislature (ref F). This 
dominated by former ministers and old guard 
is reportedly keen on using decentralization to 


personal assistant to Deputy PM 
provided poloff during two recent meetings with an 


approximately 80% of the 


he stated while others 


but was now strongly encouraged by 


with a finished product ready for public 


Zeitoon said 


but \"without giving away 


rs gathered outside a hospital in Batman and attempted to claim the bodies of six PKK militants 
specificity and counterability issues addressed within this guidance. 3. (C) Charge then described tt 


principle, the GoA supported a reform of the CSSD, but she questioned whether it was feasible to re 


nal will be faxed to NEA/ELA. 3. (SBU) Following is an informal Embassy translation o 


Turkish government to address any outbreak. End Summary. ------------------- Welcomed Initiative ---- 


ition cases to be prosecuted soon and that Nemec might want to remove Benesova before this happe 
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but if that is not possible 


potentially resulting in a very 


and there 


for example have recently complained to 


they 


with a \"workshop\" to discuss agenda 


the Speaker of the 
Abdul Hadi Majali griped to 


even though they will be expected to approve 


Zeitoon 


pointing to 
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the government was 
V to include 
to sell 


a contact in the Royal Court rejected criticism 
telling PAO that the National 
V but 8 


Zeitoon shared with poloff draft recommendations for 


it drops express 


the 


in addition to research and polling 


the most controversial issues remain. If no 
the aggrieved 


and in the current 


despite King 
in 


gned a letter to Interior Secretary Norton to a 


Column 5 
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Was a coalition member \"the CR 
including 


terming the CR one of the few 


and therefore an 


who also oversees 


insisted that the Czechs intend to play a constructive 


and 
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V at the International Conference on 


Imaging and Image Processing 2005. 


ited 14 August, 2005, light to moderate rainfall 
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Spain is safe. However 


alert and aware of their surroundings. 
or experience any 
please contact the Embassy\'s 


it shares credible 
available on the Internet at 


U.S. travelers can hear recorded information by 
D.C. at 

or receive 
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the MFA will alert its Embassy in 


the respective Italian 
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Guinea Morocco 


but also for improved cooperation between its 


the Italian 
and U.S. forces participating in WATC also will take 


Accra Conakry 
where possible 


to explain that these 


and to request that the host 
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500 houses came out in March. 


the housing plans will be ready for public review 


and was 


it is likely that it will not be long before these 
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Y which would provide information for observers and 


and said he hoped to 


but would 


however was quite skeptical and would 


especially if questions arose over 


the 
as CAFTA had 


A TRAIN. HE WAS IN POSSESSION OF A FALSE IRAQI PASSPORT UNDER THE NAME OF MI 
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A/S Welch raised 


it might have been resolved. A/S 


but there had been no movement 


which permitted only government 


would be changed and the Radio Sawa issue could be 


licenses would 
including to Radio Sawa. 


but offered to share his 


as it would be raised in his meetings with 


Nazif 


and that 
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and this is what 
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so additional reform of the assistance 


Nazif asked how the political 


it was now an lraqi process. 


and even Iran was doing a better 


not just on 


as it was growing and occurring 


Welch said 


one had been issued after 
so one was needed for Sinai too. Charge 


Jones inquired how 


it was also looking at the socioeconomic issues 


while the north was poor and filled 


as nobody wanted 
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the rest of the country's hotels 


such 
to which Charge Jones replied that it 


but 


the GOE would consider doing 
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there 


often leaving infected 
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1ent would likel 
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and the isolation of 


Inactivity and Alcohol Abuse 


anecdotally estimated at near 70 to 80 


means there is a high degree of inactivity 


coupled with a high degree 
can be a significant 


including Nata 
the director of Bana Ba Letsatsi 


described the widespread alcohol abuse 


she said 


the 
an NGO that works on 


\"Alcoholism among the Basarwa is terribleW and is 
he opined 


mixed with a lack of employment options for 
has contributed to an increase in both 


which he attributes more to the driversV 


knowledge of HIV/AIDS appears 
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Tsabong 


also sniff glue 


of inactivity and 


mical 
and Finance (MEF) on August 16, repl 
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even in rural areas. 


and all clinics and hospitals engage 
while billboards 


told Econoff that in his opinion there is 100 


its causes and treatment options. He 
however 
the nurse in charge 


despite 


inadequate access to transportation 
and a refusal to change patterns of 


HIV/AIDS adds to the pressures on the 


and often by removing the most productive 
exacerbating the economic 
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that awareness has not translated into 
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Jockets and fre 
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according to press reports (reftel). GOI 


they would file an official complaint with 


a bottle of ammonia left on a kitchen counter) might 
there have been no reports of large items 
being found. 


the IDF killed two PIJ 


two teenaged boys were also killed. The 


one near Kadim village and the other east of an 


- Hall that Zimb 


Column 4 Column 5 


according to UNRWA. One Qassam rocket reportedly 


one at an IDF outpost near Kfar Darom and the 


calling it a 


from the National Religious Party asked 


most of the additional restrictions on 


the IDF continues to demonstrate 
particularly for humanitarian cases. 


according to 


although coordination is still required 


Erez remains officially closed to 
but the IDF continues to allow a small number 


150 Palestinian 


lanning can enhance transparency and is a ri 
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according to 


the main crossing used to enter Gush Katif and 
remains open only to traffic/persons 
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accepting the detainees imposes a security 
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Soliman predicted that 


Soliman said 


along with the rest of the Palestinian Authority (PA) 


Soliman said 

political 

to maintain the confidence of his people. On 
Soliman expressed his frustration at Israel\'s 


as an example 


the GOI refuses to allow the PA to receive 
Soliman said 


they have grown tired of 
Y and some have 


Soliman outlined his vision for 

Soliman predicted that the Labor 

Soliman said 

and Sharon will call for an 

perhaps in May. All of these developments 


would likely create a V'holding period" 


he will propose that Israel 
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Abu Mazen needs 
and economic support 


that the GOI has continued to deny 


the 


the 


AMIS ll/Darfur 


Column 4 


Hamas and the 


Soliman emphasized 
in 
their militias would need to surrender their arms to 


Soliman criticized the USG 


but believes it 


he continued 
and the elections results 


V Soliman underscored. 


Soliman urged 


who 


Soliman 
the Coalition must secure the borders 


and added that thousands of 

intelligence agents and insurgents 

he 

Soliman suggested that the USG must engage 


Soliman said 
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because it would mean the 


even 


is the only way 


he said 


are going to 


that the 


members of the F 


ichael G. Hoxie; Albert S. Ka 
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and the range of issues the GOE and USG face 
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stressing that initiatives to resolve the 


the paper says asking the 


cultural and educational ones. The head of the 
Fahrettin Akyil said that 


but that they saw no results 


V Akyil said. 
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\"practicing homicidal terrorism \" and inciting 


Paraguay su 


Column 4 Column 5 
Oliveirio MEDINA 
and VEI Cura." End Note) 


a former Catholic Priest and FARC Ambassador to 
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and/or lists the occupations considered to be 
represents the most significant 


from 2003 to 2008. The Presidential Declaration 


beginning 
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usually for the affluent and are very rarely paid 


earlier this year an official in the Center for 


living in deplorable conditions. The child 


mostly young girls continue 


these children end-up as \"street children and are 


thus 
given competing priorities will 


integrated system for implementing and 
departmental and municipal levels. The Code 


as the 


1s over the next 18 months. Ambas 
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Departmental and Municipal Councils for 
each of which is composed of public 


plans and procedures at its respective 


which are composed of local 
social and other services in the community. 


the municipal 


when appropriate; 


Articles 55 and 56 require CODENIs to maintain records 
including biographical data 

amount of remuneration 

and hours of attendance. Article 57 requires 


and to provide 


guardian or legal representative to 


Resolution 
issued by the Ministry of Education and Culture 


including residence 
parent/guardian information and if the child works. 
the form requests information regarding 


Column 5 


type of 
working hours 


Column 4 Column 5 
in 

it was recently reported that approximately 

all of 


work in street vending 
during school hours. End Comment. 


full 


and corruption remains an issue for 
the Government relies heavily on NGO 
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which could spell trouble for the 


Consumer Affairs and Fraud Office 
according to 


the Fraud Office found memos and minutes of 


Bouygues is privately- 
and SFR is owned jointly by Vodafone and Vivendi.) 


either to ART the French telecoms regulatory 


in the presence of 


the CEO of FT\'s mobile unit Orange allegedly 


: Ambassador left ref A points as a n 
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according to the press reports the 


at which point the regulator would be required to step 


most of its customers would move to Orange. 


who was CEO from October 2003 to 2005 
shepherded 


in a deal approved by European Commission 
FT bought back all 


and added 


the allegations against Breton 
and could distract public and press from 


a highly visible scandal involving Breton 
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only one prosecuting investigator is 


only one 


which often results in hasty sloppy work. He 


this problem is exacerbated by 


polls show 


some 77 percent of Salvadorans 
while only 6.4 percent 


the nation\'s 


with 37 percent of respondents 
and only 38 


seven of every ten 


civil 


Zar u 


s unable to 
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Minister of Governance Rene Figueroa 
and implement an 

in coordination with 

700 


and incarcerated gang leaders 


but the nation\'s 


these elections will serve as a referendum on the 


who oversees 


is widely viewed as one of three possible ARENA 
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based on four 
which assigns the CNE the 


while ensuring the safety and health of 


cultural factors 
and environmental factors. The evaluation 


which is the 


only to consult. Consultations have been done in 


and 


the DIRAN 
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Pretelt will 


just north of 
is one of the embassy\'s 


with plants up to six feet 


500 


797 hectares. 
707 hectares. 
this latest SIMCI 
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halt action or refer it to the 
the V'Consejo del 


an 


but 


Embassy lawyers believe that a court mandated 
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although that may be 
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economic and 


G-8 debt forgiveness and the direct North American 
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President Uribe has 


which focused on securing Cundinamarca Department 
pushed the FARC presence out of reach 


much more complex 


a parasitic 


2. Public sector borrowing is expecte 
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remained more a political 


the GOC formed an interagency center to 


including documentation 

and establishing longer term projects 

000 

judges 

and public defenders have been placed in all 
and a public 


which had long been dominated by the FARC. 


over 110 
500 hectares of opium poppy had been sprayed since 
and 15 


demobilization 


assist farmers in 
and 
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500 hectares of coca and poppy 
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st places, and heavy to very heavy rainfall at 
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the Military Penal Justice 


slated for Congressional review in the next 
would improve the long-term functioning of the 


and since taking office 


the prosecutor general and other senior GOC 


000 paramilitaries have demobilized thus far. The 
000 more paramilitaries could 


000 paramilitaries have 

and he plans to 

including police aid to prevent FARC 

almost 8 000 illegal 


but is slowly improving. 


but 


but the GOC 


:ontracted by the Unification Church, manages the land that, accordi 


Column 4 Column 5 


turn over all illicit assets release all 
and give reparations to victims. 


and in 
the illegal armed group would be eligible. 


but implementation will be the 


kidnappings 
and forced displacements by 37 percent in 
building on 2003Vs trends. The GOC increased its 


the UN and foreign governments 
according to GOC 
eight civilians including 


a commission of civilian 


investigators ballistics experts 

biological 

personal effects and other items. The team was 
allegedly by FARC guerrillas on March 2 and 


2005 the commission 


ming 
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and photographic evidence. During this 

the Prosecutor General\'s Office determined 

possibly a mortar was detonated in 

the 

took two declarations and 
and many have exacted payback on the GOC 
however was passed by Congress in December. 
and 


both controversial 


respectively. The current 


Colombia\'s gross domestic 


fiscal reform was not addressed during this session 


near 12 percent but 


n-enem 


Wilson, the 
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Ecuador 


and Peru took place 
with 


negotiators 


at the earliest. 


a DOD plane carrying four USG 
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discussions and protests all over; the final phase 


and | have even been a participant in 
of the social proposal to fight against 


and whether or not it is a disadvantage 


because 


powers capable to restore democracy 
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and social justice will be born." 
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who held an unspecified supervisory position 
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but 


two of the plaintiffs 
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and one 


electronics 


although it 
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Holy See Officials Meet 


Biotechnology Advisor for USAIDVs 
met 


and Jack Bobo 

met with Fr. Michael Osborn of the Pontifical 
offering a chance to push the Vatican on 
and an opportunity for Post to analyze the 


and has been quite active 

often working closely with Post (03 VAT 4859; 
the Vatican\'s 

is another potential 

as food aid to the developing world is a great 


Osborn assured Bobo that doubts about the safety and 


raising the alarm 


\" Osborn said 
they will cease to be a factor. Within the Vatican 
the mainstream opinion is that the science is solid. 
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Deputy Chief 


V'but little 
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and directed him to a recent World Health Organization 


nor have been shown to present risks for human 
French and 


the main issue for the Church 


and simply 


Hall also acknowledged this concern 


but 


the advent of biotech crops had brought 
the big losers 


Hall 


primarily in 
peppered the Pontifical Academy of 


as well often through the influential 
the Tablet. (In fact a letter from a 


especially 
continued to be 
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though many seemed uninformed about the science. 


joking that the Filipino Church 


before the papal transition J 


the document never came back 
Post\'s greatest ally atthe Vatican on 
Cardinal Renato Martino of J and P may be through 


Martino no longer feels 


opportunities 


and in turn to 


Cor Unum will be taking 


including the Food and Agriculture Organization of the 


it will be difficult for the Holy See to avoid 


publicizing and sharing data that show the economic 
and explaining the 
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where one family extends a helping 
or mosques provide food to needy 


salaries have been steadily 


570 (USD 1 682) 
243 (USD 1 165) 


Trade and Labor (MOIT) 
the Bedouin community\'s employment rate 
while that of Jewish communities 


this gap exists in large part because only 11 percent 


Israeli-Arab community leaders 


11.5 percent of the Israeli Arab sector entered 
compared to 21.5 percent in the Jewish 
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compared to 81 percent of 


and 3.2 percent 


Israeli-Arab students make up 27.4 percent of 
11.8 percent at Tel Aviv 
and 9 percent at Hebrew University. 


infant mortality 


000 births in the Arab community 


000 births in the Jewish community. Among the Bedouin 
000 births. 


compared to one death 


the Ministry of Health\'s 


and Arab women four years less on 


there was also a general increase 


heart disease and strokes in the Arab sector. 
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Modern Discussion Web-Site 


the termination of 
of granting freedoms setting up 
and acknowledging human rights has faced a 


if approved will be a very harsh lesson for 


ethnicities and tribes. 


and participation in building society... We can 


and 


Iraq 4 All News Web-Site 


compliments 
you either vote in favor of President Bush Tel- 


adv 
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and Tehran\'s constitution 
where the administrative 


with prophets named Bush junior 
Khalilzad 


and under the supervision of Khalilzad and 
failed to meet IragisW ambitions even by five 


but at the expense of Arabic Iraqi people... 
displeased Shiites 
drafted in a purely Zionist manner was 


the south will belong to the Iranians and those 
the north will go to the Kurdish elite 


a foreign 


and 


апа constitutional combination . . . At the end 


and present Iraq to 


Al-Badeal Al-Democrati (The 
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or you reject in favor of a 


Bremmer 
and Satterfield . .. The new 


and wasted Sunnis . . . Provided 
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these statements donVt 


doctrines 
and political parties that are involved... 


it 


they agreed upon another 


but by having the courage and the resolve to 
political and intellectual 
nor will 


will these 


the 
the Persians and the Keldo-Assyrians enjoy are a 


1655 will be increase 
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it is the implementation of its 
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these 


1864 to work closely 


Sharaf reported by te 
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the National Dialogue Council will squander 


which is the responsibility of the 


the referendum process should include 
this is the way our new constitution 


not the minority. And 


Badr Khan Al-Sindi on Kurdish views of the 
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the 


which were agreed upon with various political 


we must not cede our legitimate 
ambitions and right to decide our 


which must be based on equal 


we see that there are some chauvinistic 


we hope that Iraq will enjoy peace 
and deep democratic awareness. We hope 


most of whom lack real political 
will discuss the 


Iragis will and perhaps negatively 


which will 
who 
lack 


they have the 


the role of religion in government and the 


the government's offices are filled with 
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how can a nation that 


the responsibility of those who reject the 


international 
and the media have all witnessed the 


the majority of Iraqis will 


Power and the Constitution" 


the Shiites and the Kurds 


powerful state of Iraq will turn into a number of 


not among teams. 


ATF. --Kuwaiti commercial banks have in place excellent controls 
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within both Sunni and Shiite communities. It 
because the constitution is not 


because each one of us has his own position about 


they believe 


weak and easily swallowed by neighboring 
it is bad and all Iragis must reject it. 

there are those who believe that it will 

Iraq will become like 

one 

one flag and one identity.the people will 
they will express their 


we are 


but that the Arabs in the southern 
claming that Iran or the 


it will speed up the 
and create job opportunities. Furthermore 
by granting 
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of a Conference Declaration and a follow-up Acti 
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diskettes and tapes are prohibited in all mission 


peripherals 


inventory numbers 


but are not limited to suicide 


the terrorists may target 


although 


keep to populous and well-lighted areas. Pay attention 
purse 


preferring locations such as shopping centers 
and 
which can be violent 


which is also 
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and classification marking 


handbag and cellular telephone 


markets 


occur from time 
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is very high in Bratislava. Up- 


contact the embassy duty officer at 


Dr. Capova 


dial 
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at 


and pick 


and markets or while on \"tuk-tuks.\" Vis 


ftheir organizations participating as well, as they hold 


raccinations as a means of halting the spread of avian influenza. Tien Giang is one of tw 


l in villages of North Kazakhstan Oblast, which borders on the Russian Federation. Thousands of do 
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suits 


seek assistance from Tourist 


unconsciousness 
death. 


although there may be a bus lane that 


they remain 


including Al-Qa-ida and 
have utilized Thailand as a transit 


including incidents attributed to armed local 


the indiscriminate nature 
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Ifficer Zhang Yin 

; submitted annual f 

ncial reports for the years 1 

phiengsak with shares worth 10,000 Baht Ms. 

2005, if possible. 3. The Embassy possesses no credible evidence th 
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and to securely 


which are 
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24 hrs/day). On behalf of U.S. Embassy Bangkok 
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and he promised former КМТ 


arguing 
it 


but 


Column 4 Column 5 
which have yet to be ironed 
and hope an 


Ma Ying-jeou called 
the People First Party (PFP). Ma also 


as part of his Old Comrades 
New Comrades Join In\" policy. Leading up to the 
Ma proposed striking the KMT 


who was 
after Soong chose to run as 


Ma promised to 
beginning with 
legislation and 


which he 
would not be possible without PFP cooperation. 


PFP Deputy Director of Public and 


because despite Ma\'s repeated calls to 
no one from the KMT had thus far 

he 

had even approached the PFP to discuss Pan-Blue 


but also in 

Liao asked why the KMT didn\'t offer to 

when the PFP was strong. Now 

Liao said many PFP 

and not appreciative of Mass offer 


by meeting directly with the PFP 


Liao said it would be \"all out war 


from MJIB\' 


{SAT Todd Hughes. Action 
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PFP LY member Hwang Yi-jiau told AIT 


including Hwang who remain 


perhaps the PFPYs most outspoken supporter of 
Soong lobbied heavily for Hwang and 
Lin announced publicly that he has not ruled 


and he 


Y and would not be a viable КМТ candidate for 
especially since the number of candidates will be 


because Taiwan voters are split 
000 votes 
000 votes which decided the 2004 


even with the 

Hwang 

many PFP members consider Ma\'s recent push to absorb 

and to establish its good faith Hwang said 


and the county magistrate races in Hualien 
Miaoli 


and Changhua. Hwang stressed that the 
and will reject any KMT proposal to use 


but 


should the 


the new KMT Secretary General (and 


tef B, Embassy has conveyed the substance of USG 


wing protests by host communities in Mbodo-Aluu, Rivers State, over alleged nonpayment of comper 
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after a forty-minute meeting 


but 


Ma 


with James Soong in the US 
and the PFP will not make any 
Ma wasted little 

as he 

Ma 


in large part due 


PFP leaders are forced to hope 


maybe securing the PFPYs 2008 
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NOTING THAT WHEN PARLIAMENT DISPPROVED THE 
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not accounting 


low per capita GDP and a large population 


the exclusion of Vietnam based on its net exporter 


which is another prime 
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the 


reside where they wish and travel abroad. 
the National Assembly (Vietnam\'s highest 


Vietnam 


identifying government waste fraud and mismanagement 


we believe it meets the definition of a 


although USDA/Washington has removed Vietnam from 
the 


the Mission proposes an approximate $4 


000 to 35 000 MT wheat shipment. In 


the wheat shipment would be 
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and undertake a food 


both local and foreign consumers are demanding 


primary schools 
electricity distribution and drinking 


reforestation and other self-help local 
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nor its 10 percent cap on 


Vietcombank settled a large 
either by seizing 


but this total is based on Vietnamese 


which are more lenient than 


but Vietcombank officials hope the move toward 


fund management and investment banking. 


Vietcombank\'s 


Vietcombank\'s 


but not to foreigners. Vietcombank\'s 
whereas the 


and then to 


Vietcombank recorded the highest growth rate among 


reaching VND 


297 billion (about USD 82 million) in pre-tax profits 
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preparation for Vietcombank\'s equitization has 


as 
have repeatedly led to delays. The 
to attract private foreign and domestic 


Vietcombank will need to disclose much more 
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he said that the Office of the President felt 


former Deputy Permanent 


is expected 


Caribbean and Pacific Group in 
the year of the failed WTO talks in Cancun. He was 


Ntwaagae was 


Lands and Housing (January 1993 - January 
Acting Deputy Permanent Secretary in the same 
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1953. He received his 
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ipresentative and 
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Egypt 
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Germany 
Chief of Protocol 
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who recently left the position 
will exchange desks 
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Permanent Secretary 
and 
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it has been known for weeks that Mpofu was moving to the 


and contacts at the MFA have 
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Luxembourg 


Spokesperson of the MFA. His 


Jetition in the sector 


visors has caused delays and some misunde 


Column 4 Column 5 


8/26/2005 10:41 O5KINSHASA1383 


the utility of such a 


Vice President Ruberwa (who is in the 

Vice President Yerodia (representing the GDRC at the 
the Minister of 

and the Minister of Defense (also in the 


the 


and President 
s chief of staff. 


the military NGOs 
at least to the principal provincial centers from 


albeit 
more than 6 283 


registration will soon end in the province 


877 of a projected 1069 centers are now 


and about 825 000 have been registered. Once 
more kits will become 
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Western Kasai and Eastern 

are far 

only 325 of 1195 centers have 

with more than a half million voters registered 

000 

though only about 30% of the centers are 

with only 230 of 826 centers 

and with only 378 000 citizens registered. 
however only 104 of 792 centers 


000 voters registered) 


000 voters registered) and 24 of 450 centers were open in 
000 voters registered). Malu Malu 


despite general improvement 
the CEI is still confronted by 


and the issue of large 


extending registration 


payments to police officers at 
many have not been able to work 


8 and some officials are poorly trained. The 


the GDRC s performance is wanting. 


ırkets before safeguards expire in 2008. Without this access, industry leaders 
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ations due to security considerations. The UN General Ass 
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they often find 


however 


an individual 
the key GDRC players who had 


for example 


and that message -- along with one about the necessity 


more importantly 
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we met with Phan Thu Hang Pol/Econ Chief in the HCMC Office 


we understood that 
particularly in more remote areas. 


how they respond once they have 
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European Union France 


according to MAP. UNSYG 


V while France and the EU expressed a desire 
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released a statement 
the Minister of Culture 
a senior USFP member stated in an 
Arabic daily Attajdid Abdelilah 


responded with an article indicating that MUR has 


according to 


697 hectares of 


the 


according to MAP. 
who were attempting to illegally emigrate 


were turned over to the Gendarmerie Royale for 


investigation and legal procedure. 
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the conservative family admits their discomfort with 


the 


nor in such sensitive areas as to have a major 
economic environmental or 


following 
has mainly focused 


ans. Nem 
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coverage is sporadic and some 


while 


the business community admires 


while his notoriously corrupt Private Secretary may 


it is unlikely that this 


which 
has 


particularly in light of 
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private gun dealers acknowledge occasionally looking 
in light of difficult US licensing 

they 

consistency and speed to market 


higher-end smuggling via air has 


as evidenced by the July 
makes occasional attempts to establish itself 


it is unlikely 
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with only one of 30 respondents indicating that 


and 
under Polish command at a base where 


having now experienced military 
they would do the same thing over again and 


70 perecent of those 


given the constant danger of attack and 
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daily maximum temperatures in the Hilla area 


together with the absence of more 
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and said he would ask Nicaraguan President Bolanos 


how 
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and assured that those remarks were 
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to 
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an event attended by Shafik Handal. Saca said he 


Saca said 
but was still 


led by Presidential 
who has taken temporary 


Saca asked the Ambassador to convey to 

or on his 

if President Bush agreed to a 

perhaps President Bush would offer Saca a ride to/back 
the Ambassador told Saca that the USAF 

another opportunity to share a very 

as always 

and was enthusiastic about making the Secretary of 


he did not miss 


in Saca\'s view 
especially looking ahead 
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the PLN presidential candidate 
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translates into greater political 
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a PLN member was recently a guest of the 


Tovar guessed that Arias 


after the Pacheco administration ends in May 2006 
as is occurring in Panama. Tovar 


focused the media on the economic aspect of 
including with China (Ref B). 
2005 \"La Nacion" article covered the rapid 


up from USD 30 million in 2000. 


Costa Rica 


Costa Rican imports from China were USD 


imports from China had grown to USD 272.5 million 


imports 


Hong 


exports to China grew 185.5 percent with respect to the 
the PRC 


Column 4 


Column 5 
agro-industrial 
seafood and aqua-culture is increasing especially 
and video- and 
897.3 5 042.8 5 
056.7 2 504.8 2 
373.3 6 546.3 7 
388.0 3 


504.1 3 


Column 4 Column 5 


The Foreign Trade Corporation of Costa Rica 
and the Costa Rican Central Bank (BCCR). 


and all indications are that this 
ChinaWs growing energy needs and its 


a country that imports all of its oil. 
the PRC has directly 


primarily in business infrastructure. This 


Chinese imports offer relatively low-priced goods to 
Costa Rica is running a trade 

and China is seen as a threat to some 

issues surrounding the 


and it is acknowledged that China will be an 


Taiwan is generally 
Taiwanese officials have been 


and this has 


many Costa Ricans 

in some 

an imminent threat. Anecdotal evidence may lead 
especially in the textile 

have moved from Costa Rica to China 
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and the United States-Central 


is seen as the industry\'s only hope to survive 


Costa Rica has not yet ratified 


and South American manufacturers were urged not only 


but also 


the Costa Rican 


000 respondents who 


however is probably far lower than the actual 


400 Chinese and 2 
the annual number 
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000 per year. 


300 Taiwanese currently 


000. 


although a Coast Guard force does 
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the official PRC state-run 
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history 
etc. The local television cable system carries one 
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due to the burgeoning Chinese economy and 


trade between the two 


Costa Rican exports 


it may be difficult to establish 


but it will be difficult to ignore the 


which may bring 
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and that decisive action was required to stop 
Taiwan officials tried to avoid 


and then tried to maintain that they were 


both in security terms and for U.S.-Taiwan 


and emphasized that Washington would find a V'wevll 


and its 


to only wanting to add items like machine 


to a grudging recognition based on its own export 
that the bulk of its trade with Iran/DPRK involved 


but needing to overcome industry opposition -- to 


Taiwan Japan 
transit/transshipment and 
was already partially implementing others and already 


leveraging (a) the fact that 
(b) continual 
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and technology on the Australia Group 
Missile Technology Control Regime 
and Wassenaar Arrangement lists 
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including future additions to those lists. 


Cuba 


but that non-sensitive items should be exempt from 
s familiarity with analyzing Taiwan\'s 


it would develop an expanded list of 4-digit 


including 
would also 


Taiwan Customs revealed that it has never 
and it has not even been 
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and to 


via speech 
etc.) will be covered by the \"Science and 


fax 


and asked for copies of U.S. regulations covering 


transits or transshipments to Iran/North Korea 


North Korea and specified diversion points. BOFT sa 


and undertook 


annotated with the results of Taiwan\'s 
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terrorist victims groups and other NGOs have 
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but on whether the Charter will work. Will 


help reintegrate former 
and dramatically isolate and 
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whatever the 
it will help bring an end to their national 


President Bouteflika 

the GOA published the Charter for 
which discussed the 

though not some of the 


in the short term 


but 

Algeria will 

encourage Algerians 

and persuade the remaining terrorists 


Bouteflika reiterated his message 


the former Islamic Salvation Army 


\" Merzag said 

not because his 

but because he is the initiator of a 
Y he added: \"Politics 

our families and 


he expected 80% of the remaining "200 


such as a group called Hooumat 
will be \"receptive\" to the Charter 
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\"Never 


\"We are 


\"he 
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with reaction 

with varying degrees of 

like the public 

faute de mieux. 

the French-language official daily 


even though they are to be excluded from all 
calling it a \"half solution." La Tribune 
two elite French-language dailies 


and that the President\'s proposal amounted to Va 


V namely social injustice 
the leading French-language 
has expressed skepticism and carried some critical 


the highest circulating 
EI Khabar 
V El Khabar 


Sawt El Ahrar (close to the FLN) 


the broadcast media 
were entirely supportive. 
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corruption 


did its best to present objectively the 


which are owned 
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the song \"On Forgiveness 
is played. The second advertisement centers 
\"From civil concord 


2005 referendum.\" (Posters bearing these words have 
\"My father 
but I think that the time has 


\"We have to do 
let us vote for national 


so the favorable coverage of the initiative 


the political parties both those 
RND MSP) and the 
united behind Bouteflika\'s speech and the Charter 


and is for sure the only way out from the 


but want 


with the hope that 
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which 


V or 
V many of whom vanished or were killed by 
disagreed strongly with 


but not 
V which is a judicial heresy. All criminals are equal 
which a matter of legality and not morality. \" 


we expected to know more about its results 


the victims 
and that can be done only when the latter admit the 
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but 


to forgive these 
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by \"washing\" the deeds of the security 
and not holding accountable on the 
abductions 


Annaba and 
the citizens of these large urban centers are skeptical 


the details of the impact on society are 


with 
\"At least 


but this time no real 


rapes 


judging by press reports 
Algerians remain unsure 


many Algerians believe that 
in addressing those affected by the \"national 
Y did not make a distinction between the victims of 


Bouteflika said he wants 


maintain these 
believe that the President is asking for a blank 
giving him too much authority and power to decide this 
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the EU-3 representatives 


the British Ambassador advised the Ambassador that 


the FM said he did not expect the new 
but he would 


which was currently Wa 


the FM said Kuwait 


however 


given Iran\'s demonstrated determination to obtain 


under 
has demonstrated a clear determination to 


but that Kuwait believed the best 


which would ensure Iran had access to the most 
safest nuclear technology. The FM concluded that 
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that of greater concern was the possibilit 
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who was wounded in an assassination attempt 
will return to Bahrain from Germany this 
where he underwent treatment for his wounds. The 


000 ransom. The GOB refused to pay and the 
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but he did not seem entirely satisfied by King 
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Al-Sabah offered an 


Al-Sabah proposed that an 
hired by the 
provide quarterly reports on charities to the ministry 


Al-Sabah voiced enthusiasm 


the oil boom and repatriated Kuwaiti capital. He 


which is at 2.3 percent 
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the SEC would fall prey to mismanagement and the 


communications system and 


remarking that the lack of oversight of the 


Al-Sabah noted that Citibank had finally 
joining BNP 


stressing the importance of addressing the needs and 
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arms 
and fomenting violence issues not 
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who critiqued existing laws as insufficient but 


KSS was working hard to identify 
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treated humanely and prosecuted under Kuwaiti law. 


returned to Kuwait in January and 
could still be retried and remained under 


commenting the 


SIMO will seek to identify 


who 


but there 


but had limited resources and 


and 
Interdicting 
Critical Incident Management Cyber-Consultation on 


Cyber-Incident Response Course 
Integrating CT 
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Port and 
Task Force Organization and Operations and 


and external threats -- to identify 


and specialized 


OMC-K also hopes to provide 


coordinated 


a message post has often delivered. His comments 


the DATT recommended additional force protection 


daughter 
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had to be fingerprinted because of the 
the 


although she 
was 


omitting that her husband died 


CONS has asked SIMO to brief interviewing 
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Al-Moayad would have been released 


a biweekly 
V which argued that the trial of Sheikh 


starting as a case of anti-terrorism post 
the case 


ended ultimately as no more than another free 


including Al Sahwa Net (www.alsahwa- 
website of major opposition Islah party 
highlighted (8/01) a statement released 


Vwill inflame 


V according to the independent 
000; 8/01). 
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published an opinion piece entitled 


based on relatively weak allegations of 


and 
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\"until their 
V for their release and return. 
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but assumed bad intentions 


but depicted it as a victory for 


including Al Thawra (08/16) 
and the Saba News Agency (the most 


and his 


Al Thawra 


\"If only withdrawal doesn\'t turn out 


site of the main opposition 
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including government 
highlighted the 
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and weekly Al Wahdawi (08/17) 
000) 


who argue in favor of resistance as an 


Hamas 
the prevailing impression is resistance 
there is skepticism 


\"devour\" the 


or execute a plan to 
the view that withdrawal came 
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though on a severely limited scale 


often through menial 
the project aims to 


200 dropouts are taking part in the education 
and there are ten vocational training centers set up 


enabling 
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to advance the interests of 


however has the expanded goal of 


and provides policy recommendations and 


and it 


the MOL announced a USD one million 


and 


this project has 


32 000 children are working throughout 
education and media. It conducted its first worksho 
it has 


with the goal of 


but the corresponding 


but was not 


likely in November. 
draft laws pertaining to 


Column 4 Column 5 


and the Ministry of 


which 
and ILO law 182 which 
the NCFA and 


and by amending 


and provides for a one-hour break after 
working hours for 
this 


there are suspicions among the NGO community that such 
however infrequently. These children are 
both by their families and by 


and to prosecute those who 
on average 20 child 


there is 


there is no financial incentive for families to 
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water and sewage (11.4 percent) industry (10.1 
communication (3.1 percent) 


development banks (2.5 
social (0.8 percent) 


and other (0.4 percent).) 


2005 after having served as Deputy 


International Financial Advisors Company and Bubyan 
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1961 and was 
KFAED has committed over 11.5 billion 


has provided over 323 million USD in 
and has contributed 1.15 


8/28/2005 13:32 05KUWAITS851 


the FM mentioned that although some Iraqi farms 
they did not extend more than 


8/28/2005 14:13 O5KUWAIT3858 
8/28/2005 15:43 05BAGHDAD3498 
even if the 

the Sunni 
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freedom rose 


advancement and prosperity. Today 


whether they agree or disagree with 
need to work towards Iraq\'s 


itis time to 


we 
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the 


| believe that 


the most 


and harmony amongst Iraqi politicians. This 


Arabs and Kurds in 
feel they are real Iraqi citizens. 


attention accuracy 
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in spite of those 


everyone should be aware today that there 


IraqVs society seems to be more united than other 
this must be 


because Iraq\'s foundation 


Iraqis hope to reach harmony through their political 
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due to their suffering 
you can find their 


they act with a 


started wars and 
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Iraq 4 All News Website 


where many conflicting drafts were presented 


the U.S. goblin emerges and dictates his terms 
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he was saying 


clerical garb and Islam doesn\'t 
and our orders must be carried out 


who have distanced themselves far from the lraqi 


alienating themselves from IraqiVs reality and 


Iraq 4 All News Website 


V and if so those responses present voters 
where it\'s not possible to have a 
where the 


but at the time 
this awareness is nowhere to be found in a population 


religious and sectarian parties did have a huge 


and the same 


might issue another 


Al-Dar al-Iragia (The Iraqi 
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V waiving approval of the draft without the 


it is better for Sunni parties and 


Al-Rafidayn (Two Rivers) Website 


in detail the image was clear to me. The 
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this article dealing with democracy 
freedoms 


B 
intellectual 
and the problem of implementation. If ^notV is 


whereas if "notV is obligatory in items B and C 
or 

if there is a guarantee for democracy 

then there 


not to 
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it is widely assumed that National is the more likely 


however. 


New Zealand First paints itself as the party 


anti-immigration 
although in recent weeks it has 
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and Islamic standards is nice and 


and C seem contradictory. 


rights 
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and against special 
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and he was considered a steady 


s September 17 elections. Peters himself could 
s graybeard: At age 60 he is the 


s longest tenured members serving 24 years. His 
s motto \"placing New Zealand and New Zealanders first" 


s core support rests with elderly voters 


NZ First stands in 


if shopworn populist messages 


tried-and-true campaign 


more likely National. 


52 percent of NZ First 
its voting-age 


s promises 
limit immigration constrain privatized 
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it has added 
NZ 
a 
000-member political group for age 50-plus New Zealanders 
NZ First pitches an anti-immigrant message with Peters 


especially refugees. Peters 


who inherited Maori lineage from his father 


s first Maori prime minister is labeled by some 


s Maori loan programs. He has since attacked 
and he has also 

ever since National Party leader Don 

NZ First has struggled to further distinguish 


the party still promotes Maori 
S 


S strengths vulnerabilities are Peters 


5 populist policy. Coupled with 
Peters is well positioned 


it received 10.4 percent of the party vote. A 
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charisma the party 
NZ First S 


especially National and ACT 
S core policy messages 
anti-immigration and race relations) 


Peters is promoting 
iu 


Labour leader Helen Clark 
s Brash have both distanced themselves from 


who has said he would not commit to a coalition plan 


it took 10 weeks for 


which then 

s Clark stands 

political philosophy and since 
needs him less. Given Peters reputation 


some commentators have suggested a 


and this arrangement some insiders 
would be Peters preference. 
S position is 


s rank-and-file increasingly are signaling 


Peters 
his former party and 
NZ First would likely go extinct. 


NZ First supports New Zealand S 
the Party\'s MPs have told us 
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Y such as the one being 

threaten the New Zealand way of life 
s association with 

a coalition government obliged 


some policies notably Peters 


s policy to cap foreign ownership of key 
might be a problem for us. It 


which would make this prospect 
Peters is basically 


60 studied history 

age 33 he entered Parliament 
he 

a seat 


especially those 
just before the general election. 
NZ First captured 17 seats 


demonstrating it had a solid party foundation. It 
making Peters deputy prime 

old tensions reappeared 

resulting in Peters 

with 


s current incarnation Peters has firmly 
where some say he performs 


there are signs he may be losing touch with his home 


with 
18 percent; and NZ First 
extrapolating party vote to electorate seat outcome 
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Labour had 32 percent of 


a prominent 
took 21 percent. 
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of which KUNA is a part (ref. A and 
\" Al-Ajeeri said 


because the minister 


such as the television 
and approved the concept of improving these 


according to Al-Ajeeri 
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he speculated 


but said 


mesticated bir 
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was unable to fire 
the agency avoided a wider malaise with a 


Al-Ajeeri expressed his 


he stated was a disagreement over 
such as 
Al-Ajeeri indicated was insisting on 


while parliamentarians are Wagainst 


Al-Ajeeri asserted there would be no new press 
he said was that high-ranking 

he noted not only suffered criticism 

| should 

\" Al-Ajeeri said. 


where they could 
journalism 
and professional organizations to share expertise 


\" rather than training to “ее what is going on 


the KUNA Center for Training and Development 
which offers introductory training for new 
five-week intensive training workshops 


and encouraged 


Lamia Al-Humaidhi whom he called into the 
as training and exchanges once again 
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the Ambassador said that 
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was outside MEPIYs scope. Shaikh Mohammed said 

as such 

among his other duties could 


and in attracting funding. 


September 9. He asked 
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squash 
swimming pool exercise room 


payment is permitted only by USD personal 


smaller denomination traveler checks would 


even in hotels. Travelers are advised to 


local medical facilities are 


including taking 
using mosquito 


including malaria and dengue 
which is transmitted by a day-biting mosquito. 


especially an up-to-date typhoid 


1Sa 
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and 
which generally 


have the potential to take 
the 


public demonstrations and marches. They can 


with prior 


immediate custody of a laptop while in the 


to avoid predictable 
and not to accept packages from unknown 


pick-pocketing 
especially in areas frequented by 


carrying large sums of money or wearing 


baby taxis and other public transport. In 
you should keep the Embassy\'s 24-hour 
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health workers 


concerns about negative public 


a sign of 


only about half will use a 
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and community organizations to 
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for example 


and has a higher rate of HIV 


despite the illegality of homosexual 
the GOS has recently cancelled gay parties 


a popular gay and 


000 people and generated an estimated S$6 million 


and are responding by trying to 


even if some civil liberties 


more 
an indication that 
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the GOA reiterated during FM 


B). Howarth said that the Cabinet had decided in 


the UK or the Netherlands 
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Howarth said. 


and $1.5M 


of 


PM Howard agreed to negotiate the MOU 
and DFAT passed a draft model of its 


which was likely due to the 


the signing of the CT MOU would 


But No Money for Embassy Kabul 


the embassy was something the 


however 
V it was unlikely that DFAT 


both military and 
to Afghanistan is just the latest affirmation that 
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told us that while the 
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PM Howard replied \"The 


he asked what Washington\'s views were 


saying he found Islamabad\'s treatment 
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including current Vice President Annette 

arrested and sentenced to prison. End Note). Because of 

Justice Alliance and Welfare State 

s political stars. 

headed by President Chen Shui-bian is 


best financed 
and it has an established core of theorists 
and organizers. lts influence continues to 


with many of its leaders now serving in important 
legislative and party positions. New Tide 


originally a member of the Welfare State 


has become an ally of the New Tide apparently in 


Column 4 
s influence has become so pervasive that a proposal 
s DPP National Congress to abolish all 


which 


but the Party Congress adopted a new internal 


Green 


and seems to be exerting 


as the ruling party 
this argument ignores the fact that 


s succession within the DPP remains 
DPP factional competition will likely continue 


a surge in factional infighting appears to 


which observers see as the 


for 
quit the DPP on August 18 to seek reelection in 
after having lost in an 


publicly criticized DPP LY Caucus Leader and New 


of all 


V'if you are not my friend 
V'if you are not my enemy 
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they claimed 


can use government resources to buy 


you are not my enemy; for 
you are my 
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over 23 000 South African-born health 
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U.S. 

the entire public sector 

373 professional nurses 

561 pharmacists. The emergence of HIV 


the re-emergence of diseases such as cholera and the 


only 4 


during the same time 
meaning there 


which is a very 


the health department will be briefing 
professional bodies and 


a program to 


August 9 and Financial Mail 


LEMS 


to discuss 


Nan Pelargon 


525 sites countrywide for the 


and women enrolling 


the shortages were 
which had been exacerbated by a strike at production 


we have reopened our Bethal factory and 
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Canada 


7 
the persistence 


018 new professional nurses were trainec 


the public health sector shifted 


provided by the 
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August 19. 


private hospitals in South Africa perform much 
faster and cheaper than those 


the private hospital industry invests R8 billion 
about 45.7 

the 

drug and 


431 ($2400) 

445 ($4600) in Australia and a quarter of 

602 ($9200) cost in the U.S. The cost of a colonoscopy 

R3 458 ($540) 


R5 305 ($830) 
760 ($1800). A tonsillectomy performed in South Africa is 


883 ($610) which is 10 
900 ($6200) charged in the U.S. The length 


compared with 3.38 days in the U.S. 


while the 
August 15. 
'ONSE TO 
HIVAN and the World Council 
Hoosen Coovadia Professor of 


asserted high unemployment 
poverty and lack of access to basic services is such a 


GHULAM, MUSTAPHA 
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showing that HIV prevalence in South Africa had risen 
indicated 


Coovadia acknowledged the 


and enrolling more than 50 000 people in the 


and 


HIV/AIDS and the abuse of women were often regarded as 


while largely ignoring social factors 


beliefs traditions and inter-personal 
August 18. 
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the PM and the Muslim representatives jointly 


because the PM refused to invite some of 
however saying that his purpose was not to 


\" but 


Australian Values Praised 


Prime Minister Howard on 


Howard 


Column 4 Column 5 


the Muslim leaders agreed that they each had a 


the leaders agreed to take the initiative 


the government said it would seek the cooperation of 


his Junior 
would 


curricula in Islamic schools 
and the role of women. Department of Prime 


with subsequent regional meetings in Brisbane and Perth. 


PM Howard opened the 


Howard said but the 


Column 4 Column 5 
\" Howard was steadfast in reiterating in both 


V the PM 


\" he argued. 


President of the Australian Federation 

said in his opening remarks that 

Ali assured 

(and) that identity must be preserved all 

\" he said. Ali also emphasized again that the 

rejecting the position of a few radical clerics 

however a member of the Council for 


cautioned in his own remarks at the 


arguing that the GOA\'s 


if small first step in 


such as changing the intolerant 


ultimately whether it 
000 Muslim 


Column 4 Column 5 


8/29/2005 7:58 O5TAIPEI3586 
8/29/2005 8:20 05GABORONE!1228 


a location within the Reserve 
at Pilane\'s request (reftel). Although the 
the judges agreed with PilaneVs 


two brought up from South 
and seven four-wheel drive vehicles reportedly were 


the applicantsV attorney Gordon 
informed the court that the applicants\' funds would 

which 

has taken 


as happened in August 


Bennett raised an objection which was 
presumably in tacit concurrence with PilaneVs 


said nothing and questioning continued. In 


when Bennett suggested that Pilane was 
the StateVs attorney lost his temper 


Column 4 Column 5 


FPK was denied a permit to enter the Reserve on 


he or she is doing so illegally. This 


he was referred to 
who was not available for comment. 


Dr. 


belonging to those who have 
apparently including some 


thereby denying the applicants 


human rights group Ditshwanelo 


he said that Ditshwanelo 
but he had little confidence that 


and 
prompted the decision to bar the FPK from 


Column 4 


Column 5 
the court battle and attendant 
it will do so at a much lower level of mutual trust 
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carried a news story on its 


\" in addition quoted Lee as saying that U.S.- 


the pro-unification United Daily News" ran 


landed in the U.S. military base and 


а \"Сһіпа 


conservative 


pro- 
English-language \"China Post 


Y however 
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English-language \"Taipei Times" 


an editorial in the limited- 


pro-independence English-language \"Taiwan 
Y urged the DPP government to carefully reevaluate 
Washington 


pro-status quo \"China Times!" 
000] editorialized (8/29): 


the joint Sino- 


and the 
the more easily it will push the two sides 


without doubt the biggest error in the 


it is difficult to tell 


Column 4 


Column 5 
000] (8/29): 


their statements 
merely shows that the more they 
the better-known they 


and China is eying 


pro-unification 
000] 


the United States 


Taiwan would be frightened 


just on the eve of an official 


who will meet with President George W. Bush on 


that mainland China is a 
militarily and economically. It shows that the 


Column 4 Column 5 


English-language \"Taipei Times" 
000] editorialized (8/26): 


California] is a reminder of the 


as well as brazen hypocrisy 


then what is left? 


the answer seems to be ‘damage control. 


as well as its enemies - or 


China and Japan - ina 


quiet photo-op with a 


the trip is an 
and the most substantial thing that 


the US would do well to remember that 


Column 4 


militant state have 


English-language \"Taiwan News\" 
000] commented in an editorial (8/29): 


under the 
to build a "candid 
and cooperative relationship\' with the 


the DPP government 


Washington and Beijing and understand 


the pressure is on the 
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Mladic and Karadzic. 


Grk expects 


given the informal nature of these meetings. 


Column 5 


O5LJUBLJANA620 
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and a new library section 


Shaykh Dr. Mohammed asked the 


in 
to create 


but rather the 


Shaykh Dr. Mohammed asked. The Ambassador 


8/29/2005 9:42 O5KUWAIT3868 
but that KPC is currently \"having an issue with all 


Column 4 Column 5 
\" he added. Hussain called the 

\" and noted that all KPC subsidiaries are 

KPC\'s refining subsidiary and 


V and that the new refinery should come online by 


while the 

000 gallons per day of jet fuel was very much 
the actual requirements for the near term would 
the 

was hearing from its contacts 


he 


as long as it did 


but that he V'thinks we\'ll resolve this.\" Hussain 
noting that 

\" but that 

like any other commercial entity. 

which has the 

has 


\" including 
and the Halliburton 


But \"We\'re Selling Everything We 


Column 4 Column 5 


adding that KPC was V'selling 


if needed but that \"refined products have the 
he said with 


the KPC subsidiary in charge of the refineries in 
was doing \"very well" and that plans were on track to 
000 barrel/day refinery operational by 2010. 


Hussain 
but added that any participation would \"follow the 


the Embassy and 


It\'s Әсагу 

production for example while other 

like refining would not be doing as well. In this 
though Vall the sectors are doing well 


because it goes in cycles.\" Hussain 


the price of KEC was 
while NYMEX crude for October delivery was $67.47 


and is a big fan of 
especially 
Abdulaziz Hussain was also an 


Column 4 Column 5 


Hussain was told that he could no longer keep saying no 
so he took the CEO 


8/29/2005 9:43 O5CHIANGMAI199 
irms that the resettlement move has upset KNPP leaders who believe it will hurt recruitment of younger Karenn 
key KNPP positions are no longer held by 
according to our NIA contact. Senior fighter Aung 
to be replaced by party leader Tay Bu Peh who has shown more willingness to 
our NIA contact believes that the party\'s response to Rangoon is likely to be more positive than in the past. 


who are torn between continuing the struggle or seizing the chance to live a more normal life in a third 


with likely consequences for their political opposition to Rangoon. 


8/29/2005 9:51 O5DHAKA4268 
8/29/2005 9:57 O5MANILA3994 
the widow of former presidential candidate Fernando 

also attended the mass. Afterward she marched with 


where she observed the hearings 


meanwhile around 4 


most of the protesters belonged to 
Gabriela Anak Pawis 
etc. A large contingent of police prevented the 


Column 4 


but 


unless the Opposition can pull off a surprise 


the turbulence will not end. As with today\'s rally 


press events 


8/29/2005 10:25 


without providing any details 


while noting that the Senator\'s comments 


as it had in the elaboration of the 

Algeria would of course be prepared to help the 
within the framework of 

that honored the principle of 


Column 5 


etc. 


O5ALGIERS1836 


said that 


Column 4 Column 5 
Messahel and Belkheir 


describing its V'autonomy option" and referendum 


since one side 
while perhaps drawing on ideas in 


Messahel continued. He suggested that 


however 

diverting energies and resources 

social Islamic 

but with 

he contended. Sooner or later Morocco would 


one that would have worked in 


he claimed and needed to be patient and prepared 
he argued that Hassan ІІ had reached this 


as a result of BakerVs 
and that there would have been a solution by now 


which the Moroccans canceled abruptly as 


led to a series of ministerial visits 


Column 4 


and 
that to give more impetus to the 
it would be upgraded from the 


it had been determined 
Energy 


both Belkheir and Messahel 
the naming of van Walsum as the 


and Belkheir\'s appointment to Rabat as ambassador 


though they expected 
they 


Belkheir avoided answering a direct 


despite press articles to the contrary 


especially in the King\'s immediate circle. He 


by 
access 
would hopefully be able to improve communication 


Column 5 


and Commerce Ministers plus 


and 


and ability to speak with 


Column 4 Column 5 


noting by way 


it would have been received positively. 


better communication 
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according to 


making it even 


a number of businesses 


Vietnam\'s 
however 
the SBV\'s initial reluctance to 


the IMF 
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from the Israeli perspective the 
Yediot reported that Danny Ayalon Israel\'s 


refuses to release to the 


which some media described as second in 
who talked about 


said that Germany and the rest of 


without coming out for or against either Israel 


who have assisted the defense establishment 
in the 


Column 4 Column 5 


pluralist Yediot 


a state in the making 
could help reduce terror -- this 


independent Jerusalem Post editorialized: 


Abbas continues 


left-leaning HaVaretz: 
which is 


while his bad deeds 


There Is No Connection\" 


pluralist Yediot 


such as public opinion polls -- 


after 


no one can say 


and certainly no one can prove a connection 


which the 


Column 4 Column 5 
do 


a state 


could help reduce 


Shmudna\" 


independent Jerusalem Post editorialized 


time and again.... Abbas 


V which was in fact never genuinely 


having praised the terrorists to the hilt 


air and sea traffic into Gaza.... 


Safed Nazareth and Ashkelon from Israel. 


left-leaning HaVaretz 


it 


largely with the aim of preventing 


Column 4 


if not a binationalist-religious 


while his bad deeds 


pluralist 


pluralist 
can 


the U.S. administration has delayed its 


Column 5 


Column 4 


those were disproved. 


greater weight should be given to 
we 


but we may have to remind them that we hold 
with the 
which means that 


8/29/2005 10:58 
PUBLIC 


WS 


THE MORE THE MIDDLE EAST IS 
) TO 

JU 

IRAQ 


| OF 
LE FIGARO GIVES A HINT OF THE 


ACTING AGAINST THE THREATS TO COLLECTIVE 


USEFUL TO THE TRANSATLANTIC RELATIONSHIP 
J.S.. 
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05PARIS5797 


AS HE 


Column 4 Column 5 
HE IS 
“ТО 


2 
IERS 
ZEVS 
THE 


NAMELY THE AMERICAN ARMY NEVER WOULD THE 


A LITTLE 


THE 
D 
Sv 
BUSH PUSHED HARD FOR THE CONSTITUTION. BUT IF IT 
PRESIDENT BUSH WILL GET THE OPPOSITE OF WHAT HE WANTED. 
HE COULD END UP HAVING LOST TIME. 
IN THE 
IN 
AND THE RUMORS OF TROOP DISENGAGEMENT ARE A 
AME 
IT SEEMS THE PRESIDENT HAS LESS 
THE PRO-SADDAM INSURGENTS 


A CONSTITUTION BUT PROBLEMS REMAIN\" 


IRAQ HAS BEEN SAVED 


NOTHING SEEMS TO HAVE BEEN PERMANENTLY 
ROUS 


WHICH IS EAGER TO SEE A POSITIVE 
JT IN 
THE SAME PROBLEMS APPEAR UNRESOLVED. IN BAGHDAD THE 


15 


VICE-PRESIDENT HUSSEIN CHAHRISTANI 
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ЈЕ 


ТО ALLOW MORE ROOM TO FORMER PRO- 

HE IS ALSO BEING THREATENED BY AMERICAN 
HE 
CE TO 
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in an August 28 


declared four opposition 


blaming the BBC for intentionally 


Major 


although he has not made any public 


Column 4 Column 5 


an official stressed that the ILO had 


despite recent media 


since several people have already been sentenced 


however may indicate that 
although 

his 
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which included trade and investment conferences in 


specifically noting that he expects there 


Column 4 Column 5 


noting that he personally hoped for expansion of the 
but thought that development of the airport 


during his time as 
the Minsk regime had threatened to 


the GOL was not and 


and said that Lithuania had 


regardless of the political situation. 


but that he thought 


Column 4 
it will help to have Cesna 
defending the course of action and 


8/29/2005 11:24 


which does not properly reflect the 
V he said. He 


Voil resources and supplies are plentiful and OPEC 


Mr. Issa 
is planning to visit the U.S. and is planning on 


then arriving in Houston on September 24. He will be 


Column 5 
with his business and 


O5KUWAIT3870 
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and to stop the implementation of the 


but it seems that the 


the government-owned Arabic daily \"Oman\" 


making sure that 


if these images demonstrate how 
how 


quick and painless disarmament by 


and not use tears as a tool for their 


there are many elements that present 


and there is the possibility of 


there are last-minute hopes that these factions will 


Column 4 
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Ricardo Lagos 

son of President Lagos and then the Foreign Ministry\'s 
stated 

to North America and 

but the future is in Asia and we are committed to 

the 


Singapore and 
an FTA with China would be Chile\'s crowning 
given the size of potential 


President Hu Jintao\'s trip 


which commenced in January 2005. 


the two leaders 


Column 5 


05SANTIAGO1794 
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President Hu Jintao invited him to 


including garments 


toys machinery 
fishmeal fruits and - 
trade 


behind Brazil and Argentina. 


the trade between the two countries grew an 


Chilean exports to China 
a 65 percent increase 


CODELCO currently supplies 10 percent of the 


Column 4 Column 5 
the Copper Commission 


CODELCO must contribute all 


there will be a USD 


2005 the Executive Director of Chile\'s 
finance and 

57 million 

a facility in Antofogasta which will 


000 tons of copper per year beginning in 2007. 


without assuming new debts and 


Industry 


CHICIT prepared presentations on 


Column 4 


the Chinese 


although both of these companies have also 


one 
also maintains an 


opting to close their 


CITIFOR (a forestry investment company 


the two governments have 


Vina del Mar 


six Chilean 


the 


the Chilean Army Chief of Staff 


Column 5 


Valparaiso and Chillan to 


Column 4 


two Chinese instructors arrived in Santiago to 


perfecting their skills in-country. 


priorities and techniques 


2005 in Beijing 


there is 


the 
compared to only 23 students two years 


there is a long 


the Institute\'s mission statement says 
seminars 
the 


but it only comes to 


the Chinese government informed Chile\'s 


means Chile can now compete 


Column 5 


Chilean Foreign Minister 


art expositions and 


Column 4 


with an 


Turavion 


Chile is the first 


the World Tourism Organization has estimated that as 


appropriate personnel at Embassy Santiago have 


select Chilean 


and are active 
there are usually three 
and it is assumed that 


Column 5 


Turismo Cocha 


Column 4 Column 5 


2005. Chile 


excluding any formal agreements on 


and he expected China 


Rebolledo said the Chile-China FTA 
and no environmental 


not a full and 


and 


including the creation of a joint entrepreneur 
Foreign Minister Walker took a tough 


sea bass and scads by Chinese 


they would be 


otherwise punitive 


China has stated that it chose Chile as 


Column 4 
although this issue 


Summit in Seoul. In order to 
the FTA negotiation teams may drop a few of 


political 


however 


itis unlikely Chile will independently 
democratic 

labor protections or environmental preservation 
especially if it perceives its continued 
educational and 


such as security and industrial 


they are still a bit naive about the 


but 


Column 5 


educational and tourism fronts. This 


Column 4 Column 5 
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the role of Islam and the limitation of 


but recognize that they do not speak for all 
many of whom will not oppose the new draft. END 


key women 


even with 


religious clerics would play a large 


and women\'s 


especially those uneducated about their rights would 


not only was there compromise on the role of Islam 
but also that 


but they may well seek to mobilize their networks to 
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Buratti 


but did not provide any 


former 


and confirmed that the PL 


Jose Alencar is a PL member. End Note). 
former PT communications Secretary Marcelo 


the now-notorious private 


members of the CPI on Bingos approved a request to 
the brother of Celso Daniel - 
Sao Paulo who was kidnapped 


the Sao civil 


where officials have consistently supported 


the CPI on Vote Buying decided 


including congressmen and 


Column 4 Column 5 
the Chambers Ethics Committee 


requesting his impeachment (refs). The 
if approved by the 
Jefferson will lose his seat and political rights 


with the 


President Lula\'s personal approval 


and in July to 54 percent. End Note.) Lula\'s 


who advocates a major reformation of the party and 


and former minister Jose Dirceu who refuses to 
despite 


with the moderate wing led by Dirceu 


Lula stated on 25 August to an 

and pledged ?patience patience 
who committed suicide 

who resigned abruptly from office Lula 


who endured public scorn to become 


Column 4 
remembered as a great statesman. 


the three CPIs are becoming 
new 


and the electoral polls show the negative impact 


but the next 


decisions are rendered by the congress on the 


and the 62 individuals clearly suspected of 


and the 


but there is emerging a rough but coherent 


but PT schemes for kickbacks on contracts 


Brazilians may start to perceive 
the clear outlines of the monster of massive 


the GOB?s efficacy 
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iISLATION 
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and Lula?s 
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:R AT: HOTEL INTERCONTINENTAL PASEO DE LA CASTELLANA, 49 28046 MADRID TEL.: 34-91 


Column 4 


Fred Burke 

expressed concern to EconOff 
which lists 15 

including warehouse 


then it will not be granted a 
potentially narrowing the ability of 


the decree will require companies to obtain an 


it was unclear how this licensing process 


and it introduces uncertainty into the system of rep 
a system to which foreign companies have become 
Burke noted an irony in the GVN drafting a 


where national treatment is a fundamental principle. 


Dao Nguyen 

told EconOff in a 

in her view 

which include aspects of 

but does not grant broad distribution rights in a 
particularly 


another HCMC lawyer 


which has not yet begun to draft such 


there could be a conflict between the Ministry 


according to Embassy economic 


Column 5 


managing 


logistics 


partner at 


the new Commercial Law does 


Sesto Vecchi 


Column 4 Column 5 
the legislation 


but the two Ministries might want investors 


ES IN 


director of 
met with EconOffs and outlined the kind of expensive and 


which include the likes of 


AIM must adjust the price of its goods to 


but AIM an 

finds it 

for example demand a large amount of 
except 

pharmaceuticals fertilizers 

and some agricultural products which are already 

chemicals pharmaceuticals and cultural 


all areas in which U.S. business is strongly 


Column 4 Column 5 
it means their air conditioning product line is limited 
it means they have to 


thus raising costs 


reducing profits and making doing 
but it is not easy. End comment. 


8/29/2005 12:20 05NEWDELHI6635 
and 
Prime Minister SinghVs globalization and 


however the PM 
it also reflects the Left\'s general political 

they will have to adjust to 

the Indian Left led by 


the Left first pressured 


at the LeftVs insistence 


the passage of the V'National Rural Employment 


despite being the brainchild of 


Column 4 Column 5 


however the PM abandoned his normal 


highlighting the doctrinal 
business-minded communists 


but added Wwe don\'t have 


the Left in 


where the communists will be in 


the center must maintain its \"opposition\" mantle. 

to stimulate its base at the state level the Left must 
the center has the 

and 


Congress not only must indulge the Left\'s 


i.e. a Left-BJP or Left-regional parties 
which for now remains highly unlikely. With an eye 


the PM has apparently recognized this 


we will undoubtedly see 


while the Congress-led UPA government 


¡RANTS PROGRAM AT POST. MR. BEEKMAN HAS MET THE QUALIFICATIONS LISTED IN GR 


Column 4 
they will continually 


“опе must understand that 


who 
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which 


Ministry of Foreign Affairs and Foreign Trade 


Chavez was 

including 

Interior Minister Jesse 

and Minister of State for Integration and Foreign 
Chavez reportedly 


Westmoreland 


to the chagrin of the GOJ. 


Not Politics 


Ministry of Foreign Affairs and Foreign 


not politics. He said that Chavez had 
vulnerable 


Column 5 


O5KINGSTON2026 


but he was hours late 


Column 4 
and that 


and Barbados 
and implied that their reservations were largely 


he said 


sending a Venezuelan military construction 


said Rattray. Asked about the planned 


Rattray replied 


but speculated that it 


Chavez suggested to Patterson 


to 


he explained 
which is why Chavez 


is that it is the 190th anniversary of Simon 


Rattray professed not to know. 


such as GOV 


Column 5 


had expressed concerns about 


simply could not 


had been a 


Column 4 


he said. Rattray then asked the USG\'s 


and his 


Ambassador Douglas Saunders 
described the Chavez visit as \"largely bilateral." 


he said 


but PetroCaribe is a way of securing petroleum at 
as well as development funding. Saunders 


and the 
and that PetroCaribe provides leverage for 
the GOV 


but to expand the types of petroleum it can refine 


a member of the ruling Peoples 


overriding some in his 


something that Jamaica could ill afford. In this 
Denniston specifically mentioned National Security 
although he implied that there had been 


Column 5 


MFAFT Permanent 


had 


Column 4 
Denniston cited favorable oil prices 


however 


there are 


said Denniston 


which must be 


in 
we have worked closely with the current GOJ on a number 


not in which political party governs the country. 


poloff asked the Minister for his 

a PNP insider who is 

replied 

which is why Jamaica is looking more toward Venezuela 


Dalley mentioned that Mexico \"owes\" Jamaica USD 95 
but has not delivered the 


and explained for 
the Patterson government was very keen to sign 
while the terms were still very 


Dalley said that he does not think the Venezuelan 


Dalley replied that PM 


which shows the smiling 


Barbados 


Column 5 
not politics 


Denniston implied that 


the USG \"has cut a deal\" with 


and Curacao recently had all expressed 


Column 4 Column 5 


and observed that while he believes 


many of the Venezuelan military\'s old weapons 


Patterson and Chavez seem polar 
an impression unwittingly reinforced by the 


and of 
particularly 


the Prime Minister likely 
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encouraging the population 


it encourages students to conduct 


suggeste alternatives and design an 


students learn to identify problems in 
investigate all the relevant issues and find 


Column 4 Column 5 


Local Councils 


the Deputy Governor 


the local council\'s cooperation with 
and the rate of unemployment. AlHaj 


the Hayel Saeed Group 
considered moving 


they recently 


more than 150 kilometers 


drawing upon a more 


he finds the 


the Local Council feels the pulse of the 
estimates the needs of the community negotiates 
and monitors 


DCM urged the 


Column 4 


Taiz labors under decreasing 


as the capital of 
it was once a strong center of commerce 


it struggles to regain the attention and 
economic development 


000 people while the population of the greater 


Aden 


potential tourist sites 


DCM 


USTDA agreed to fund a 


this US-WB project will outline a plan to treat and 


the General Manager of Taiz Water Authority. 
the proposals were 
the names announced aloud 


Column 5 


and community 


Hodeidah. 


and education achievement 


and Econ/Commoff 


and processed for the 


Column 4 


this is a rare but 


innovative vision for 


a scion of the Hayel 


they 


specifically 


DCM reported that a USTDA 


saying 


reverse trade missions 


\"the 


electricity 


Column 5 


and joint ventures with US 


and sewage in Taiz. Nonetheless 


Column 4 Column 5 


the 


VI urge and encourage private investors to 
because if we invest 
the process would result in generating power and it 


we can establish a successful project like 
and such projects would reduce 


which were bought in 1974 and are still working 


the GM of Taiz Chamber of Commerce 


many small and medium businesses in Yemen do not 


USAID provided technical assistance 


Column 4 
the Director of The Human 
a 


Column 5 


journalists and teachers to 


noting that the spread of arms is a 


HRITC will conduct a conference in Sanaa 
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trying hard to convince 


open dialogue on the amendments package. 


the August 29 hearings confirmed our 


we believe strong USG support for a transparent 


though public complacency and unrealistically 


both deputy speakers thanked 


Column 4 
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as in the case of the French journalist 
kept foreign journalists 


the journalists mused on activism 


and training as possible approaches. END SUMMARY. 


V said 

a longtime journalist with the daily official 
from the 

pro-Palestinian Authority daily Al Ayyam 


\" he said. 


a soundman for France 3 television 


\" said Bilar 


director of the news agency The Palestinian Independent 


for their part 
the armed factions 


one sponsored by Interior Minister Yousef 
who compete for 


\" he twinkled. V'It was very nice 


Palestinian writers focused too 

and not 

said Hameto. \"Journalists here are not 
\" said Salem 


Column 5 


05AMMAN6944 
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diversity in 


agreed: 


just two 


Salem noted 
and the people: \"It\'s the most 


and 


and the media lack accuracy as a result. 


Column 4 

he 

one underwritten by HAMAS 

the HAMAS station said HAMAS 

the Fatah station said Fatah won. \"I switched them both off" 


the GOI 


did not harass Palestinian media workers 
which on July 20 


libel or harm others 


said Hameto 


under fire 
and was also pleased with his 


and on Israeli 


which al Sheik 


and saw activism 

and English language skills as possible 

I" 

and maybe it will not happen again. Al Sheik noted 
over the past decade 


said Salem 
who runs his agency on the pricey 


to use the 


and to adopt neutral vocabulary: \"neither 
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Column 5 


one by Fatah 


other than banning access for 


\" did not take any other actions 


was interviews of 


and now they are free.\" 


diversity 


the Internet and other new 


and the press is slowly 


05ZAGREB1413 
O5TELAVIV5308 


Column 4 


sharing Israel\'s concerns about 
could also play a positive 


although also 
Sharon could possibly 


Ramon began by reiterating that 


Ramon 


and two-way traffic for both at Kerem Shalom. 


Ramon reiterated PM SharonVs opposition to a third 
Mofaz and others in the GOI doubt a 


V according to Ramon. He cited Israel\'s experience with 


any GOI challenge to 


had placed other 


(for the most 


elements of SaVeb Erakat\'s proposal and was trying to 


Column 5 


Column 4 
he 
who he 


Ramon believed that 


but more funds were 


at most 
but money was needed to accomplish 


otherwise V'Hamas will come." 
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perhaps a generation. Addressing the possible impact 
he said Bahrain is on the \"Sunni/Shia fault line\" 
Bahrain\'s 


he said 
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given Israeli concerns 
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must \"transcend exclusionary 


Column 4 Column 5 


Protect Iraqis 


although 


the CP asserted. While 


he expressed concern that Iraq will not be able to meet 


the CP stated that the sectarian paradigm \"is doomed to 


maybe a generation. 


U.S. forces could take up positions inside 


however that following parliamentary 
Iraq could demand that American forces leave the 


Column 4 


Shaikh Salman said that the 


compromise 
he said that those 


the CP 


relations between Bahrain\'s Sunni and Shia 
the CP stated 


8/29/2005 13:37 
the 2007 inauguration of a privatized 
review of governmental fiscal policy 


he said the goal was to improve the quality of 


8/29/2005 13:41 


Amarasinghe 
the JVP\'s clear (some would say rigid) stand on these 


the JVP Leader wants his party to run its own 
on the other hand 


Column 5 


and accept the idea of give and take. 


and you hear people 


05MANAMA1257 


the next budget 


05COLOMBO1508 


believes the 


Column 4 


however 


the principle of a unitary Sri 
privatization 


Weerawansa said 


\" including the JVP 
the PM has made no direct overtures to 


while a delegation from the 
a right-wing Buddhist religious 
was meeting 


however 


Column 5 


in which 


and a proposed World Bank plan to 


adding that 


many observers are expecting the 


Column 4 


in large degree 
a charismatic public speaker and formidable 
decides to offer her visible support and talents 
according to some SLFP 
Executive Director of the 
\" told poloff on August 27 that such support 


SLFP sources 
especially since the President blames the JVP for 


the Prime Minister has successfully avoided taking 


often telling VIP 


Rajapakse is nonetheless a savvy operator 


it will be difficult for 
noncommital Rajapakse to continue to dodge 


Column 5 


on whether the 


with a 


Column 4 
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Mehmet Gormez. The main 


and asked Gormez whether training by the 


saying that it would be like "our theology faculties 


V 


and doesn\'t support international projects by 


and we explained it to 
Iraq 
or anything like that 


when the EU is 


which followed a protest by 2 


Column 5 
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Y he added. 


000 citizens in the 


Column 4 Column 5 


marking the first-ever direct flight from the 


the Turkish hacker 23-year-old Atilla 
was allegedly involved in the writing and spreading 
which caused enormous damage to 


saying that he "was compiling a data 


Mersin: \"Radikal\" reports 


but were not allowed into 


to be closed. 


and he 


Column 4 Column 5 


US Chief of Staff General Myers told reporters 
the terrorist leader 

and that 

including 


the US is facing growing pressure from 


which would 


Turkey did its best to persuade the US 


General Myers highlighted 


and the role designed for Turkey 


but at the same time it provides 


but at the same time it is projecting Turkey as a 


Column 4 Column 5 
but it seems it will also be very 


which may bring problems 


but nothing is clear as far as the future 


the 


the Iraqi constitution may lay the ground 


Iraq may 


the genuine struggle in Iraq is beginning right 
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to which all five governors belong probably 
Northern 


whichever group or 


that is what this 


currently scheduled for November is not 


Column 4 Column 5 
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the NREG will become a platform to dole 


the NREG 
such 


Left parties and leftists 
and it became a 


led by Prime 


with real progress possible only if a 


the 

especially in Kerala 

where the Left will compete with Congress in 
the jobs plan is 


the Bill may provide the cover Congress 


insurance pension market 


once they break the bank the leftists are 


Column 4 Column 5 


s Common Minimum Program. The scheme enables 
the 


rising to about double this amount if fully 


however 

the 

especially to the states. This year S 

reduce subsidies and improve 


with nine states now 


the 
access to 


the government is promoting 
combined with 
to enable those states 


S 
now estimated by the Indian Planning 


Column 4 Column 5 


expanding to 600 districts 


with 33% of the total applicants reserved 


or jobs under the scheme are not provided. 


s insistence Rural Development Minister Singh 


s gigantic 
push up interest rates 


\"The consequences 


\"The 


Column 4 


s Assembly poll and to rebuild 


Sonia Gandhi boasted that 
calling the 


s major election manifesto promises. The Left 


and not the Congress 


the Left and the BJP made the 


but became a political juggernaut nobody 
the NREG became the 


s political battle. 


we only offer a fraction of the entitlements the 


including the 
these NAC members argue that the newly 


the Bill is the most 


as has happened with a similar scheme in 


Column 5 


which was the moving spirit 


Column 4 Column 5 


passage of the NREG is a pre-condition 


led by Prime Minister Singh. Singh has made 


further 


the politics of 
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Washington and 

passage to the West Bank and other development 
Arab Support 


Abbas met with 

Foreign Minister Aboul 

Information Minister al-Fiki Intelligence Chief 
and Arab League Secretary General Moussa. Speaking 

Abbas said that 


but stated that an airport agreement V'remained to be 


Abbas highlighted the importance of obtaining 


Column 4 


Soliman is 


Hesham 
told poloff August 25 that Abbas\' meeting with 


sea/air ports 
etc); reconstruction finance from the Arab region 


including a possible 
PA concerns over Israeli actions in the West 
security barrier 


Youssef said. How Israel 

more importantly 

Youssef 

is of tremendous concern among Arabs 


yet volatile phase of the Middle East 
most Egyptian commentators 


Column 5 


and 


Washington address the issue of 


and will be 


Column 4 


Column 5 
the recent killing of Palestinian militants in 
and ongoing construction of Israel\'s security 
President Mubarak continues to stake out 
al Ahram newspaper published last week an op-ed article 
Shalom Cohen in 
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claiming that 


business leaders 


he explained. Ambassador offered 
which will 


as examples of U.S. assistance in 
MOF 


Column 4 


saying: WNo one is above 
MOF appeared in good spirits 
once again 

perhaps believing it 


and gave little indication of the 
however 


which shows few signs 


as most observers point 
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although Cyprus is free to exploit the 
it should be careful not to become a single-issue 


although likely not before October 3. 
he said 


Ravagnan added 


Column 5 


pressure for his 


that MOF 


05ROME2874 


makes it too 


Ankara will find it difficult to break 


Column 4 


who just arrived from the Italian Embassy in 


agreed that Israel\'s withdrawal from Gaza was a 


Mercuri warned that the 


as part of the 
continues to support the roadmap strategy and Italy 


but offered that something could be 
Italy is 


De Cardona estimated that Special Envoy 


De Cardona believed Eide would delay releasing the 


Eide may release a simple status report noting what 


but there is a long road 


where relatively minor issues such as police and 


according to De Cardona 


Column 5 


Column 4 


loathe to be 


the international 


said De Cardona 
Bosnia 
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saying it has been 


and expressed 
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because next year many 
etc. 
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pointing out 
drugs and 


both Ministers urged the 


that is where the 


warning 
you should look into it V he 
he continued is the best solution for a 


building a relationship with YSOF presents the 


and 
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the President said that he did 
and asked the poet about his interest in 


Scores of security men 


trying to make a joke in this now awkward 
offered that perhaps Mohammad had been arrested 


Column 4 


man 


diplomacy 


Wafd candidate No\man GomVa has not 
he then 


unaware that his microphone was 
and annoyed by a particularly boisterous supporter 


but 


a senior 

has prompted a new round of 
the relative 

remains in detention 

the MB\'s Deputy Supreme 


but left the door 
in the view of some analysts 


Column 5 


Y advised Mubarak. 


and quick 


he 


along 


to an alliance with Ayman 


Column 4 


perhaps 


his firmly-held view that 
and his 


off-again threat of lawsuits by 


the PEC announced that it had detected 


the PEC has continued 


fair 
however 


however it goes 


the Cairo Institute for Human 
headed by long-time activist and 
lauded the fact that 


two independent channels 


Column 5 


is the nonagenarian Ahmed 


and transparent nature 
has held fast 


will be a major 


and 17 


Column 4 
CIHRS argued that the \"willful and 


which has gravely weakened any opposition to the 
has meant that the significance of the improved 


however 
as well as the unwillingness of tne NDP 
as requested by Ayman Nour 


by contrast 


have provided 


but it remains to be seen if this 


it appears that the civil society 


of varying size and effectiveness. Their 
but they are hampered 


000 customary 
000 


but only if they 
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as he had in our previous 
indicated that the GOCR continues to focus 


Column 5 


that the ban on direct criticisms by one 


had 


especially Al Masry Al Youm 


to 


O5PRAGUE1256 


Column 4 


for instance 


but agreed that on the whole it was a positive 


Ulicny noted a number of potential problems. 


as demonstrated by a speech 


promoted Croatian 
but pointedly failed to mention Turkey. 


as in Germany 


versus only 30% in favor. 


Ulicny noted that the Czech MFA had been 


terming V'one General" insufficient to hold up the 
and expressing his satisfaction that the 


Column 5 


to permit Greek Cypriot 


pre-election 


Column 4 Column 5 


both Turkish and Croatian accession. 


8/29/2005 15:10 O5HARARE1208 
8/29/2005 15:10 O5ISTANBUL1495 
8/29/2005 15:19 05ANKARA5064 


апа God is just to them. V" 


waving over Turkey to 


the 


Column 4 
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SOMO has paid approximately $933 million to the 
covering deliveries through June and part of July. 
Iraqi Oil Ministry Advisor and SOMO 


with 50% of the amount due paid during the first week 


Econ/C 


saying that following last week\'s FTU 


with each side 


he said 


frankly 


or that the Iraqi/KDP 


Column 5 
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the main 


the Turks could not accept 


Column 4 Column 5 


a Japanese firm that 


met with PolMilCouns on Aug. 22. 


Habur 


the Iraqis and the Turks attempt 


some type of USG 
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self-supporting homeless center.) He was most 
the 


and this occupied a necessary role as go- 


the 

long before the 

but 

that only a fair apportionment of 


Column 4 


and elsewhere have impacted the America 


he reiterated. An 


with 


and another one that he 


or even Mozambique 


and that Islam claims as many adherents as 
he 
he 


in response to a question about the domestic 


he argued 


among other things. He assured the audience 
he would send them to Brigham Young University 


he added 
he saw evidence of that general 


because 
Muslim 
articulate style underscores a 


Column 5 


would a leader tolerate a 


that most Muslims 


is that religion be 


and influential within his own 


Column 4 


Column 5 
that getting others to tell 


lending even more weight 


the PAO and 
and influential 
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Nasser 


the 


but said that V'serious points of difference 


but their 


Mutlak said VI must follow my heart" PolOff 


it was difficult to understand major Sunni 


adoon al Zubaydi told Poloff 
noting \"we have 


Column 4 Column 5 


the head of the Iraqi Republican Gathering Party 


the real leader of the Iraqi 
told PolCouns late August 27 that the deal on 


Shia Kurd and other non-Sunni contacts 


it was still a great day for Iraq." 


who should never have been allowed in the TNA. 


he said that most 
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WMD proliferation and the regional 
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with round tables on August 30 scheduled 


enumerated European 
and called on Iran to 


he warned would leave no choice but to seize the 


stressing the 


preferring to stress a 


noting 
1595 and 1614 in 


he called 


Column 4 Column 5 
Chirac saw the 


with \"taboos falling" and Vfear 
however should be achieved through 


and are not imposed from 


he extolled Europe\'s Barcelona 
citing as an 


the environment internal stability 
the president called for 
to be 


security and solidarity to be 


proposed by 
Brazil India and Japan 


at the 
if not by the September summit. He called for the 


the president urged that proliferation 

and peace maintenance be at the center of UN 
to include an international 

a commission on peace consolidation 


on solidarity he reiterated his proposal 
he said by 
Algeria Brazil 


Column 4 Column 5 
he said the December Doha round in Hong 


while originally aimed at 
was now directed also toward 


hosted in December in Bamako 


health 


he called for free presidential 


Vin this multipolar world 


with whom we share so many 
he cites this as the reason at this 
to seek new European momentum. 


Chirac called for ways to associate 


of a Europe that is V'political ambitious 


Column 4 Column 5 


he called for a harmonization of European fiscal and 


arguing indirectly that the failure of the 


echoing 


\" Turkey would need 


Chirac said Europe needed to make its 
\" and enumerated EU 
Kosovo and Darfur. Here also there 


he called for a 


Column 4 Column 5 
citing his upcoming visits to Kazakhstan and 


India and Japan; and his 


the result of the failed 


rather than competitor of 


and/or French weakness within the 
leads to more or less NATO/EU competition in practice 


that France may be content to lie low for the 
so long as EU equities are protected. That said he 


though Chirac may have had little positive 
he muted his skepticism and refrained from 


but he did acknowledge that reform was inevitable. 
by contrast he was explicit in reiterating France\'s 


in those areas where French policy differs 
the UN and the EU vs. NATO -- 


it suggests that the government 
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BPE 
and 


a strike probably will not 
since 


the workers fears may be 
the NNPC 


NNPC after approval from the 
because existing 


NNPC GMD Kupolokun 


or N22 per liter per day. This is more than four times 


when prices 


labor organizations and 


and the Trade Union 


the last hike in first quarter 2005 
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they also have had their 
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\" he said without elaborating. 


and ultimately enhanced 
some 40 


airport officials 


but on condition that they be corralled in 


but the journalists would not be allowed onto the 


however and as soon as Senator Lugar\'s 
a number of the 


or to the Moroccan officials and Ambassador Riley 
they could film his 


however where the 
Ambassador and Moroccan ministers gathered to awa 
was more chaotic. The embassy 


Al-Jazeera and al-Hurra -- for short 


other members of the press corps surged forward 


Column 4 Column 5 


away from agitated 
and 


and all assembled planeside. The Moroccans had staged 
and all of the buses to 


and airport 
along with 
had gathered on the tarmac. A 


but several cameramen 


but newsmen were still plenty close to 


whom they may have seen on the Tindouf side. The 
but a few descended on crutches or with 
and several were placed directly into wheelchairs. 


however: when his feet 
he pitched forward and fell to his knees 


V'Thank you!" and \"Viva George Bush." 
Senator Lugar 


and under bright lights (it was 
read his prepared statement to the press and 
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Y police offices that handle labor issues. 


labor inspectors freed over 2 464 


and manages the PETI program. 


sport instruction and art-related activities. 


the Brazilian Senate approved three bills 
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Brazil and China. Genoino praised ChinaVs 
Rio de Janeiro and 

November 11-15 2004. In Rio de Janeiro 


jointly discuss new approaches 
and expand cooperation. Hu also 


2004 Hu 


and hoped to 


encouraging tourism improving 
and organizing Sino-Latin 


Hu met with Sao Paulo State Governor 


including the UN. The GOB believed 


and was surprised when the PRC refused to support 


the GOB and the 


Brazil is careful not to favor resolutions critical 


Column 4 


Column 5 
Brazil 


Ministry of 


and believe that 


Brazil voted against China on a human rights 


and led to the 


but MRE officials claim 
V Brazilian 


Brazil shares its human rights 


and other areas of reform. The PRC rebuffed all 


the MRE will likely not vote in favor of a China human 
Brazil will continue to abstain 


however; MRE officials have denied 


2004. China and Brazil have been 


Column 4 


CULTURAL TIES 
ETC. 


citizens of 
compared 


000 Chinese in Brazil 
are believed to be in-country illegally. 


even among so-called experts of China. Within 
only a few Chinese Studies programs 

most notably at the University of Sao Paulo and the 
due 


according to the 
although interest in exchanges could increase in the 


and Brazil is not prepared to lobby 

Brazil reiterated its adherence to the 

and agreed that Taiwan and Tibet are Wan 
the GOB opposed any 


or leading to 


Hu reiterated China\'s stance on the Taiwan issue 


Column 5 


EDUCATION 


for example 


mostly residing in Sao 
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TS 


Lula praised GOB/PRC 


military sales 
it appears 


an interim measure between 
and the PRC will finance the remaining 70 
the two governments signed an 


CBERS-III has an anticipated 


the Brazilian aircraft 
on November 15 in Sao Paulo. In 2002 the 


LTD. Embraer recently 
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Werlang said was 


Column 4 


he averred that it could not be discounted. 
Garotinho is not eligible to make such a 


international investors without detailed familiarity 


Brazil\'s current solid economic fundamentals 


the Brazilian Treasury has a 


other 
well-respected 


he argues 
increasing 
backward steps on inflationary expectations and 


Langoni believes 
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Institutional 

the Presidential body guard) Chief 

and close confidant of President Martin 
described the current national dialogue on social 


Column 5 


the 


is irreplaceable. 
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the social 
judicial reform 


Direct Presidential Access 


Solis spoke at length about his 


he will trade his office at 


Solis 


Solis 


more often than not 


Solis said he was unconcerned. \"He will 


not ours 


who could use his position as PRD Secretary 


clearly wants to be 
while president he proposed an 


Column 5 


and the expansion of the 


he is telling it like 


\" he said. (Comment: Perez 
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near bankrupt 


Solis said. For that reason 


Solis said 


but five weeks of strikes and 
construction workers 


the 


the existing 


he said he believes the controversy will 


he became defensive and bluntly 


the 


extra-legal 


Column 5 


the president 


VWe could have achieved a political 


doctors and 
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Y Solis said. 


the Torrijos 
it 
or prosecuting 


underemployment 
is approximately 20-25% 


the government has not said 
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also 
and about 40% of 
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the Iraqi people felt pleased about the 


we are now waiting for 


some groups tried to impose their conditions at the 


they 


2005 when Iraqis will 


V all Iraqi sects will engage in the decisive moment 


this is how Iraqis should discuss and decide 


Column 4 Column 5 
not to gain private benefits. We are 


the Iraqi draft constitution was finally 
Iraq approaches another step forward in the 


Iraq has gone decades without having a 


the Kurds want an Iraqi 


we must remember that the Kurds have approved this 


anti coalition) published a page-five 


Column 4 
political 
all 


Column 5 


then how 


we must 


the post 


crises will not be solved and they will 


a good initiative for Iraqis 


a land and country with one 


they have a right to express 


but we should be aware that this is 
and we must work 


Column 4 Column 5 


private guards and the security and 


in Baghdad by 
secretary general of The Iraqi Islamic 
on the party\'s position on the draft constitution. 


this draft constitution does not 
concerns of lragis nor fulfills 
as much as we had 


through all possible political efforts will not 


but does not reject it in part and 


News conference by Abd- 
members of the Iraqi 


and identity. Therefore we announce that we do not 


the United Nations 
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however will continue to be a vital 


regardless of how the draft constitution will end 


voters will reject the constitution 
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but that he felt that 


but not yet funded. 
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Chavez will continue to consolidate his 


but 


particularly in Bolivia. The 


to the surprise of many Bolivia will achieve 


demonstrating an enduring 
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which will be followed by major 


especially in agriculture comes 


as a left-center coalition government 


social 
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was thrilled by Minister Bitar\'s vision of a bilingual 
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Argentina and Brazil had used the 


but also placing 

who headed the GOES delegation 
and that none of his Central American 
Calix said that the resolution 


passed. Calix vented that it is very difficult for 


especially when El 
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an impressive achievement. Notwithstanding 


Maori 
which votes on 


204 
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with the original harsh 


O5WELLINGTON661 
voter 


519 persons 


Column 4 


Column 5 
822 on the general 


mainly younger 
55 per cent are opting for the Maori roll. The 


younger voters 


but they are polling at less than that now.) 
they will need parliamentary partners to form 


it's more likely that it would team 
although as Maori tend to be more 


the Maori Party has been 


Euro-American sense. 
the Party did publicize the centerpiece of its 


idealistic guiding principles firmly based on 


one must often rely on the ad hoc 


we now know that the 


make tertiary education free for everyone and eliminate 
000. It has also slowly 


affirm Maori authority 


Column 4 Column 5 


a Maori Party 
Charles Joe spoke to a University of 


Joe also confirmed that the party wanted NZ\'s 
supported NZVs 


Joe 


it did support the rightist Federated Farmers in the 


the party has focused instead on 


emotional appeal of its 
middle-class 
it enjoys strong support from 


TV university 


are \"hotbeds\" of 


many 


Maori 


Column 4 Column 5 


however some leads have narrowed; 


a party allied 
also 


who were upset by 


is the Labour tactic of scaring Maori by claiming 


the 
if any of these seats. 


notwithstanding the major parties\' avowed 
when asked about possible 

PM Clark swatted the party off by 

at a July Diplomatic Club lunch in Wellington 


nor would it. But she added 
it would put the issue 


co-leader Pita Sharples told 


Column 4 


it was trying to get the Maori voice 
this 


the 
the Party would undertake a national 


in a subsequent election 
for example 


go for the list vote and choose several non- 


Sharples declared 
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Paal urged Taiwan to revise policies 
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the Party could 
fourteen seats in addition to general 


not much of a long- 
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Column 4 


at that meeting 


Hou has spent most of his time 


mayors and commissioners. 


while Taiwan has done emergency 


more such contingency 


Paal recommended 


and the efforts that 


Column 5 


it was agreed that the two sides 
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Taiwan will employ a strategy of V'meaningful 


Taiwan has been able to participate in 
one 


Paal noted U.S. 


U.S. 


he said. 


Column 4 


Column 5 
medical device issues and NHI reforms. Taiwan 
including the use of 
which it would be willing to share 
but he insisted that he would 
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the host country police and protective 


Wellington and Auckland have 
but 


once very rare are 
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Christchurch and Wellington and visitors 
such as 


to avoid becoming a target of 
New Zealand does not play a significant 


evidence 


Heroin and Cocaine to 


at night visitors 


and to securely safeguard classified or 


which are available via the Internet at 


visitors to New Zealand must exercise 


Column 4 

24 hours/day). BURNETT 
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however 


s advice. End 


to 


telling the 


when the GOF 


s staff made some inquiries and learned 


Sutton argued 


it would be good for us 
we 


and for which there is an extant UN funding mechanism 


Column 5 
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whether 


particularly 


and for the UN 


Column 4 


Column 5 
Sutton said 
if either the GOA or the USG 
Sutton argued this time 


provisioned and 


Vat the very least that we let the current 


however if Minister Hill and the PM will see 
or if they will 
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the 


education and vocational training 


Hasim Utkan 


UNHCR Regional 
Cambodia 


Laos and Vietnam 


the UNHCR team visited Doc Co and Krong 


Column 4 


the 


but this request was declined. 
the UNHCR representatives viewed the 


000-250 
the UNHCR team met with a family that had 


but saw 


but refused to say 


as one member of the family 


in Gia LaiVs southeast 


but the local authorities 


the team met with three returnees who 


Column 5 


000 Dong (about USD 17). 


is more remote 
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although the Krong 


rice and salt. According to UNHCR returnee 


and the authorities are responsive to their 


only a 


and they do not seem to have consistent reasons 


the UNHCR representatives assessed. 
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the UNHCR team expressed 


24 reportedly came from Dak Lak. UNHCR has 


despite this success in reducing the overall 
this final group of six refuseniks seems intent on 


but could not offer any concrete ideas in this 


the 
which UNHCR committed itself to seek funding for 
they had considered 


health 
they have 


and UNHCR and others will undertake further 


the Embassy and ConGen HCMC will send a team to 
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or how Eumatech 
but said BOFT 


but no deal had been reached. 


Su learned from TAITRA that many 


TAITRAVs investigation aroused 
revealed little 
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wv 
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an unregistered company 


and left the investigator 
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AN OP-ED OF 


HE 


TH 


THE QUEST FOR CONSENSUS MAY HAVE REACHED A 


IS THAT IT IS THE US PRESENCE THAT IS FUELING MUCH 


THE PERCEIVED US TILT TOWARDS THE SHIITES AND 


S 


RE 

AL OF 
THERE APPEAR TO BE NO SIGNS OF THIS 
IN FACT 
QUITE THE OPPOSITE. 


THE IRAQIS MUST BE PERMITTED TO MANAGE 


> 
E- 


THINGS WILL CONTINUE TO SLIDE DOWN-HILL. 
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IF RECENT REPORTS ARE TO BE 
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TEARS AND ANGER AS THEY LOST THEIR HOMES AND MANY 


INA 
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the Party will contest all 
as well as 


an educator 


the Party has managed to 

000 new members through \"flaxroots\" 

an impressive achievement. Notwithstanding 
Maori 

which votes on 

204 

822 on the general 


mainly younger 
55 per cent are opting for the Maori roll. The 


younger voters 
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voter 
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it will keep those \"overhang\" seats until the next 


however have incited Turia and Sharples to spurn 


Labour 


the Maori Party has been 


Euro-American sense. 
the Party did publicize the centerpiece of its 


idealistic guiding principles firmly based on 


one must often rely on the ad hoc 
we now know that the 


make tertiary education free for everyone and eliminate 
000. It has also slowly 


affirm Maori authority 


a Maori Party 
Charles Joe spoke to a University of 


Joe also confirmed that the party wanted NZ\'s 
supported NZVs 


Joe 
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it did support the rightist Federated Farmers in the 


the party has focused instead on 


emotional appeal of its 
middle-class 
it enjoys strong support from 


TV university 


are \"hotbeds\" of 


many 
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however some leads have narrowed; 


a party allied 


also 
who were upset by 


is the Labour tactic of scaring Maori by claiming 
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notwithstanding the major parties\' avowed 
when asked about possible 

PM Clark swatted the party off by 

at a July Diplomatic Club lunch in Wellington 
nor would it. But 


it would put the issue 


however 
for now 


co-leader Pita Sharples told 


it was trying to get the Maori voice 


this 
the 
the Party would undertake a national 


in a subsequent election 
for example 


Column 5 


of these seats. 


she added 


Brash\'s August 29 speech has 
speculation about National-Maori Party 


the Party could 
fourteen seats in addition to general 
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go for the list vote and choose several non- 
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due to recently poor polling 
although analysts agree party leader 
United Future has not committed its 


instead making overtures to both 
both 


United Future has been a key peacemaker 
the longest lasting coalition 


United Future will not automatically 


Treaty of 
labor regulation 


being to the left of its 
one 


the 


espousing full employment and 


The Progressives 

and their voice is more often 

Labour views the Progressives as a low risk partner 
the Party hardly registers in 

Anderton is well supported in his 


and along with Robson 


expect The Progressives to once again occupy a similar 
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United Future faces a 


tax and social policy 


influence on 
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Iraq 4 All News Website 
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"Drafting the Iraqi 


they only have the role of translating these 


while Germany took 


and should 


advocates for sectarian confrontations under 
and threatens unity under the 
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if approved will expose Iraq to great 
a collection of 
and convening meetings in 


Modern Discussion Website 


after finding 


deteriorating services and 
in addition to many 


or 
have rejected 


the U.S. seems to be confused about its 
allowing Islamists to impose their Islamic 
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but what seems to me and others is that 
and if 
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the attack against secular and 
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without sectarian divisions where women remain 
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concerning the general principles of political 
we can\'t ignore that each experiment is unique due to 
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from another heaven several 

Saddam Hussein 

QatarWs Foreign Minister the Supreme Leader of the 
Bashar AN Assad Qdaf al-Dam and 


you either agree or disagree with the 
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which 


the Department of Transport 
the Australian Federal Police 
and the Department of Defense (DOD). The GOA hoped to 


GOA 


though 


including market access and 
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it will be unable to accomplish its 


Australia 


and Indonesia at 
it has consistently supported the notion of a 


but needs to assure that: 


Germany is 
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USAID Program Manager 
told officials from 


they will not be offered to 
but to the Indian Ocean Region 


it is noteworthy 


and do not have the same degree of 


TWS cable and tidal 


pending personnel changes. 


however 


coordinating 


the other components of its 


the NDWC 


except 
without major incident (Ref B). 
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CEO and 


stating that he owns 12 percent of 


water and electricity were all 
said Kanaan. Large electric generators were going 


but were not allowed to \"go to companies in 
not shy about promoting his own business pointed to 


which provides complete services to 
he said that many 


Kanaan noted that the 


that the time 


and that prime contractors were at times 
he noted). 


DPM Muasher Add Their Views 


expressing an interest 


arranged a dinner at his residence with 
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or with U.S. alcoholic 


DPM Muasher told 


while critical of the initial U.S. 
agreed with Muasher that an early exit 


he was facing extreme 
which delayed 


a number stressed the need to achieve basic 
before focusing on 


that some former Ba\'ath Party members 
and that these individuals 


Christians and Muslims -- that the 


none could agree that the hasty pullout 
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\" said Minister Darwazeh. The GOJ would 

but the U.S. should not withdraw 

he said. 


Donald 
are preparing what they call a V'white paper regarding 


being prepared for submission to other 
will flesh out some of the themes raised 


there may 
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growth hormones or genetically modified organisms 


the government has licensed four non-profit 


the farmer can label all 


fruits tea and rice. This seal lets consumers 


TOPA (Taiwan Organic 


TOAF (Taiwan Organic Agriculture 


MOA is the most 
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confusing 


president of FOA. 


compliance is voluntary. 


there are a several different organic labels 


the current certification seals can only be used 
fruits tea and rice. Products such as meat 


an official from 
Taiwan\'s equivalent of the USDA 


consumers have to rely on the claims of the 


said \"All of these concerns are 


the main problem is that responsibility 


meat products are 
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until the Agricultural Safety bill 
COA will introduce a new organic seal in 


COA cannot require that organic farmers be 


organic farmers will have to apply 


Lawrence Hsu owner of Mother Nature 
told AIT 


000 sq ft. 
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the retail market 


a larger retail market will push the Taiwan 


purchased USD 6 


Hsu 
estimates that Taiwan consumers 


tofu and soymilk. Mother Nature in addition to 
also supplies the raw materials for 
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believes the actual amount of organic 


many of these 


many U.S. organic exporters have 
the Taiwan market is ideally suited for U.S. 


organic products 


the new 


it is uncertain what the final 


many Taiwan consumers consider U.S. food 
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an agreement should work both ways and said the 


Virgin NigeriaVs efforts to 


to begin direct flights to the 


Virgin 


over several months with the USDOT 
in his talking points for his July 


confirmed that the USDOT had indeed received the 


saying V'It is this lack of a reply from the U.S. 


and that this was the necessary next step for any 
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day 


year in which the Government of 


and also at that time 


it may be worthwhile to remove the excuse 
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it had 1.8 million 
Nov. 2004) Because of the increase of 


UNICEF predicts Nigeria\'s orphans will 
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5.6 percent 
2003) Unless there is 
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Nigeria launched a new drive to improve the 


the director of 
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a Nigerian child born today 
2003) The IMF estimates 


the International Labor Organization (ILO) 


VHIV/AIDS 
V 2004) (Comment: This ILO population projection 
which is 


Nigeria had at least 2.4 million HIV- 


including all persons of working age who are in paid 

gainful self-employment or unemployed but 
2004) The ILO 

2004) 


which does not provide health and death 
HIV/AIDS harms the poorest Nigerians 


where the governmental and services infrastructures 


who because of their mobility and 


in their economic prime and 


declining productivity greater costs of 
and decreased household income and opportunities 

Nov. 2004) While it is difficult to 

the 
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aggregate saving is 


and there is strong Nigerian public 
there is close 


including officials at USAID 
and the Centers for Disease 
U.S. Ambassador Campbell and 


while the 


according to several small studies 


but unlike 
the Nigerian military does not 


both before and after their deployment - but these 


government 


in large part because of HIV/AIDSY stigma in 
where AIDS has been 
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only 25 percent of Nigerians report knowing 


2003) Partly 
Nigerians facing 


most important 
not 


U.S. Government (USG) funding 


five 

including with Nigerian 

to implement the Emergency Plan 

care 

the USG directly supported 

852 individuals on antiretroviral therapy (ART) in the 
Borno 

Oyo 

the USG was rapidly increasing the ART 


222 individuals on ART by March 2006. Currently 


350 patients received basic health care and 
more 
000 clients have received counseling and testing in 


its Office of Defense Cooperation 
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Police Assistant 


according to See. The latter round 
such as his views on the media. See 
courier invoices (from shipping copies of the film to 


as well as the video 


we will need to speak out publicly against it. For now 


the Ambassador discussed the See case with 
Communications and the Arts 
who professed ignorance of 


detailing his 
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trafficking 


one of the worst forms of child labor. 


in July 2003 the RTG 


and mandates cooperation between RTG 


in September 2003 


far from their homes in rural western Cambodia. No 


the RTG implemented guidelines to 
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law 


the victims are returned to 
preferably in the regional program 


which 


the National Strategy will be 


which 
including participation in 


relevant laws and regulations will be 


the RTG folded a National Policy and Plan 


namely: 1) prevention; 2) rescue 


and assessment; 6) management mechanisms; and 7) 
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due to budgetary constraints in the wake of ThailandVs 


with only 1 241 workplaces inspected in 
670 in 1996. Twenty-one of the 

such as 

or a fine not exceeding USD 2 440 

however violators are issued a 


with sporadic follow-up visits performed by MOL 
or 

an employer may be 

880 or both. 

charges 

which has more severe 

depending on the age of 


degree of assault and the physical and mental 


and a fine ranging from USD 190 - 
a conviction can result in a 


as set forth 
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vary according to the age of 
the potential 


273 to USD 9 
threat 
the sentences and fines may be 


728 Thai children employed in domestic 
ranging in age from 12 - 17. Domestic 
as they 


this is a time consuming process not pursued 
or there is physical 


value-added industries 
and educational opportunities broaden 


however. Steady demand and 


Cambodia and Laos. In the employer 
2005 (which will end 

2005) 

588 foreign domestic 

of which permission was granted for 169 
NGO 
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091. Ifthe offense is committed 
physical assault 


fewer and 


the Ministry of Labor 


754 (95 
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000 - 51 000 foreign children 


and their illegal status 
together 
the daily wage averaged 75 cents or about 20 


meaning 
sometimes in hazardous 


often restricting 


and limits 


either among RTG agencies or the 30 private 
are 


highlighted by periodic press and 


290 students at all educational levels were involved in 
a total of 


428 children were prosecuted for drug - related offenses 
299 for selling narcotics. An August 2002 


male Thai nationality 
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and retain a small profit from the drug sold 
older children 


and are normally not charged as adults if 
they are remanded to police-run 


in an effort to \"clean\" streets in Bangkok 
over one hundred children 


many brought to Thailand in 
and the RTG immigration 


evenly split between boys and girls were employed 


but noted that income likely 


a danger street children are particularly 


working conditions for these children 


small children must walk through 


child street workers are recruited into 


and diseases such as AIDS are common 
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however 
000 - 18 000 child prostitutes in the country. The 
or about 22 500 


000. This estimate does not include non-Thai children 
a proportion NGOs and RTG health 


perhaps more than half are non-Thai 
followed by 


000 highland people who do 
have disproportionately large 


a significant minority of pre-pubescent boys are 


which are active in the field. The RTG 


aimed at newly graduating high school 
also received funding during the past year. 


the 


however and do not have an impact 
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000 


the RTG implemented 


000 community leaders in villages throughout the 


staffed by RTG officials and NGO 


traveling to villages 


ІОМ and other international organizations 
in 


including several MOUs on procedures 


and capability 
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most Opposition lawmakers chose to 
asserting that the 


from the leftist party list 
stated: Wwe will not be party to this 


former Department of Social 
a 
publicly 


only one 


which places a premium on precedence. End Note.) 


several hundred left-leaning 


and several injuries were reported among both 
Brother Eddie 


leader of the Evangelical Christian \"Jesus Is 
said that he is willing to lead Opposition 


Susan Roces and Corazon Aquino planned 


Acting Pol/C underscored the 
and ensuring that no 
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the Opposition has promised that it will continue 
such as rallies and 


the crowds appearing in the vicinity of 


no doubt 
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following his meeting with 


Moussa 
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it appears 


Moussa 
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we hope 
as 


however 
given the strains caused by 


Ihab Sherif 
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tense man who deals poorly with pressure 
and loses his head." Sharon added: “А man who 


you have to have good 
and Netanyahu has 
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decided Monday 


President Bush urged PA Chairman [President] 


saying: \"It took political 


reject violence reject terrorism 
which cited a statement issued by the 


according to which Abbas 
calling it a 


who visited 
proposed that Israel continue 


but only for six months. That 


Palestinian officials did not 


the 30th such tunnel found in the 


IDF soldiers 
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a 15-year-old Palestinian 
who was allegedly carrying pipe 
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who is visiting Israel 
was quoted as saying in an interview with 


\" which has been a controversial Jewish 


replacing Prof. Yuval Ne\eman. 


HaVaretz 


according to 


which would garner 


with all his friendship 
is not offering any free lunches; the price 
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who was director-general of the Prime 


pluralist Maariv: WAbandoning the 


former Minister of 
and former Minister of Defense Moshe 


Orthodox Hatzofe editorialized: \"The 


it is important for Sharon that the U.S. 


led by the U.S. does not 
ceded 
with all the legal and political 


with all his 
is not offering any free 


who was director-general of the Prime 


pluralist Maariv (August 30): 
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except for 

whose executors are 

who would discover a Palestinian 
that officer and his subordinates are 
and to reports about increasing 


abandoning the Philadelphi route to 


former Minister of 
and former Minister of Defense Moshe 


[Sharon] is responsible for the map of Israeli 


which he 

that any territory turned 

whether unilaterally or as part 
must first be cleared of any and all 


or can 


Orthodox Hatzofe editorialized (August 


the calm 
despite 
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left-leaning HaVaretz: WNetanyahu is 


pluralist Yediot Aharonot: V'Contrary 
Sharon did not veer to the Right.\" 
pluralist Maariv: \"If [Sharon] fails his 


so will the political future of the 


left-leaning HaVaretz (August 30): \"Like 
Israeli politics also sells fear. Benjamin 


al-Qaida bases and Qassam rockets 


Netanyahu won the elections after 
backed by a warning that VPeres will 
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political declarations must be taken in 


pluralist Yediot Aharonot (August 
the ruling 
the court authorized the party to begin 


the Prime 


if Sharon were not going to 
Mofaz would seek the Likud leadership. The 
who executed the disengagement plan 


but appealed 
a large camp in the Center and the 


Sharon did not veer to the 


pluralist Maariv (August 30): "We can imagine 

silent facing the 
shouting Central Committee of the Likud.... 

and he will be a regal 

balanced prime minister -- a stable captain 


perhaps one of the most 
dismisses one of the most 
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and with all due 
SharonWs political future is 


the only ruling party his assets and 
his rivals are 


his political future 
so will 
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and has spoken out repeatedly and fearlessly on 
he has occupied an important 

but for the greater good. In the current 

he has managed to keep 


even drawing 


and maintains cordial relations with the 


and from NDI 


with his accomplished English-speaking 
Anna. We urge those with whom Artur Baghdasarian is 


and to engage with this young and personable 
we think 


but is not yet fully fluent. 


Baghdasarian is scheduled to meet 
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and MRCA RFI. 


Ambassador 


and the Opposition Parties. Mukherjee 
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he should consider a visit to the 


but if not 


and the VIP day set for 18 November. 


who was KIA in Iraq on 22 
US Naturalized 

and his remains were being 
Gujarat. Mukherjee 

and Ambassador alerted 


underscoring that 


DSCA from 7-10 September 
update on the Indian request 
and follow-up information on the 


and that LTG Kohler will come 
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then heVd like to visit the 


the focus of which is 
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and that there was too much variance in crop 
as well as too many protective 


according to Mukherjee. 


but these had more or less stopped. 


and now he has 


and that this is the 


then the LNO will spend more time in Hawaii. 


who will stay in Hawaii and with whom PACOM can 


access interactions 
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at which 


and OSD staff is considering DPG dates of late October 


instead of D.C. Secretary Dutt responded that MOD 


because he had not yet visited India. DATT 


and 


and would like 


the Ambassador asked Mukherjee about 
and queried Mukherjee 


which now is 
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and prosecutors in recognizing and 


MOL Liaison Officer for the 
the Ministry of Labor uses the 


from October 2003 to March 2005 
psychological 
nutritional 


in cooperation with 

has also provided 4 
literacy 

among other areas. 


the ILO 

271 children have been withdrawn from child 
032 have been withdrawn from sugarcane 

1 

394 from producing fireworks 

and 194 from urban market areas. 


the ILO 

in cooperation with the Ministry of 
have prevented 14 

including 9 

801 in fishing activities 

175 from fireworks production 
and 15 in domestic work. 


or ending 


Santa Ana 
and will 
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and educational attention under 


028 parents with 
productivity 


295 from fishing activity 
200 from 


134 at-risk children from entering 
234 on sugarcane plantations 
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in 2005: 
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San Vicente Department. The program is funded by 
and targets 


begun in June 2004 and implemented via ILO/IPEC and 
to eliminate the worst forms of child labor in 
Usulutan Department; 123 children aged 5 to 17 


begun in 
targeted 4 


267 child workers and 2 


begun in September 2004 


the Civilian National Police (PNC) and 


and prosecution of commercial sexual 


a 24-month program jointly funded by 
targeting 400 child 
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534 at-risk children. 


to 
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500 children from hazardous fishing labor 
790 at-risk children from entering hazardous labor in the 
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Berlusconi praised the document 
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\" Fini nevertheless said that some Sunni political 
and that 


\"the international community must work in order not to 
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Armenian President Robert Kocharian 


who 
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Soghomonian said 


Kocharian told 


President of Georgia Michael Saakashvili 
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however it is possible to ruin it in one or two days. 


\" stressed President Kocharian. In the President\'s 
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according to the press). 
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not by any Likud rule. Likud leaders have 


which means that any primaries 
allowing for the 


but 
000 
and were Netanyahu 


about 


which was supported by the required 20 


they hope 


show that he is not moving ahead on 


as he has 
paint Netanyahu as an unreliable 


the decision on whether to hold 


with right winger Uzi Landau taking an 


he will 
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under the Likud constitution 


Netanyahu as the new 


panicky 
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Likud has control of 40 Knesset 
a full third of the body 


even Sharon\'s 


Sharon benefits from the fact that 
some 17 current Likud parliamentarians 
are prohibited by internal 


they could cut short their terms by nearly a year. 


itself beset by the leadership aspirations of numerous 
could opt to remain in the coalition 
in 


or if Sharon 


perhaps to gain right-wing Likud support 


8/30/2005 13:03 
8/30/2005 13:03 
8/30/2005 13:03 
8/30/2005 13:03 
8/30/2005 13:03 


Spain is safe. However 


Column 5 


and Sharon has survived 


but the predicted 


under Likud 
Sharon 


even up to 


Labor 


O5MADRID3075 
O5MADRID3076 
O5MADRID3077 
O5MADRID3078 
O5MADRID3079 


Madrid 


Column 4 


alert and aware of their surroundings. 
or experience any 
please contact the Embassy\'s 
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Wwe do not forget our debts." He remarked that the 


and he agreed completely with the Secretary\'s 


the FM said that the integration of the 


he 


is the main reason Greece supports Turkey\'s 
\"although they do not always make it 
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and religious property 
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he added 
economic issues 


secure Iraq 


and while Greece could not 
it has already offered to train 


noting Greece is 


and argued that 


and said he 


Rep Markey asked the FM how Greece would 


as the consequences of a 

Molyviatis continued 

that the new Government of Iran V'is not looking 
the FM said it was 

the FM stated 

V since Greece is physically close 


a 
the FM deemed there is time to 


the FM detailed problems with the external 
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banking 


and stated that he 


economic and security 


maybe we need to 
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saying that he did not want to accuse 
but this government has a 


and to improve 


since areas of Greece and Bulgaria are also 


20 percent in Bulgaria 
Molyviatis 


not a helpful move 


saying \"it is obvious that this will create а 


to include hosting an international 
he 


is both a noble and practical objective 


especially Iraq and Turkey. END COMMENT. 
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adopted Iraq\'s constitution as a 


and expresses hope that the constitution would be 


crucial for the development of Iraq 
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but noted that Polish legal experts 


Balkans: The Polish position on Croatia has 
despite pressure from some member states most 
to dismiss concerns about ICTY compliance. 


Kolecka assured us. Concerning Romania and 


Kolecka indicated that Poland wants to stick to the 


and so will provide the 


Poland 
about unhelpful moves by Israeli authorities 
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but this momentum should not be slowed by 


(C) Iran 


while also ensuring that the EU consults 


she noted. On Iraq 


and will urge EU enhanced 


such as judiciary and police training 


Ukraine 


but that FM 


Rotfeld will 
the Polish foreign 


reviewing the challenges of responding to 


energy and other issues. Rotfeld 


but includes all elements of civil 
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especially 


not one of politics. The US-EU positions had 
Shaykh Dr. Mohammed told Ahmadinejad and the GOK 


the FM stated that technological 

and that the Europeans have technology that would 
the Kuwaiti 

Ahmadinejad said that that the Islamic 


which forbade the development and manufacture of 
was moot as Iran\'s use for nuclear 


Shaykh Dr. Mohammed raised 


telling Shaykh Dr. Mohammed that he would 


joking that V'indigenous IranianW technology 


Iran was forced to 


President Ahmadinejad stated that the 


Wall hell would break loose." The FM added 


U.S. troops were present in the region to 
not just for Iraq. The FM went on 


Column 4 Column 5 


Stupid\" 


Shaykh Mohammed asked Ahmadinejad 


the FM counseled 


a topic of interest to 


but Ahmadinejad offered no 


a former Deputy Foreign 


told Shaykh Dr. 


he said that the President 


Mattouki said that the resolution of the 


that the vetoes were actually coming from the 
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he believed that the upcoming 
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and would come from Kuwaiti plants in Europe. The 


including Saudi 
but that small produce growers in Lebanon were being 


with no time frame specified. 
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such as human rights and decentralization and to 


Country Director for the United 


which he described as \"in worse 


tribes and 


budgeting project preparation and 


sees a supportive role for donors to play in 


the UNDP Lembo averred 


\" would not want to over-dramatize it.\" 


in 
and send a message of international support for 


Lembo 
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the United Nations 


Lembo agreed that high level US support for more 


especially if the message is V'we are 


Lembo regards them 


over time some PSTs could be led by other donors 


Salih instructed his deputy to lead ап Iraqi 


Lembo 


such as 


he also wants the UNDP to offer Iraq technical 


which is already supporting the 
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though that Salih would focus more on making 


1Q 


which he described as negative to the idea of 


Lembo mentioned that he had worked with him in the 


administrative support and 


other UN officials working in Iraq 
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organized 
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is 

2006 in Tunisia. 

contact 


New Mexico in 1955. Ishwaran reported 


and examine contemporary environmental 
the study of 
Ishwaran noted. Looking 


an objective of the conference will be to review 


in order to advise policy makers; another goal 


2006 in Tunisia in response to 


including scientific groups with a dry 


decision-makers from arid zones as well as 
UN 
NGOs and foundations. According to the reporl 


\"Raising extra-budgetary 


Column 4 Column 5 


he said that active U.S. participation is key to 


the University 


and Jim Weber (Director of the 


including in 


000 USD in 


The Christensen Foundation is active on dry 
Central Asia and the Southwest 


including funding sources. 
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the Nordic States and the UK are circulating 


including 


though that they would support such a merger 


the idea of a joint audit with the Social 


in effect prejudicing the 
rather than a sharpening of its focus. 


Post Requests 


the deputy at 
who confided that the 
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sponsored by the Nordic states and the 
was the brainchild of the National Commissions of 


Falk replied that the assessment is 
Falk himself believes 
rather than 


Falk said 


stressing that the study 
the 


water is the 


probing her on the 


but stressed that the 


for example in giving short 


currently a 
would be easily integrated 


she 
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although he had not seen the text; the 


the focus of SHS is on human rights although 
000 USD to be paid from funds that would have 
inclusive of all regions and appropriate 


working in close partnership with the 


of 


of conflict 
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and of the fight against 


with the Social and Human Sciences inseparably 
social and cultural 


it is critical therefore that 


UNESCO should better exploit its comparative 
seeking complementarity harmonization and 


other scientific bodies and national 


in particular the Millennium Declaration and the 


the need for reform and adjustments of the Major 


inclusive of all regions and 


working in close partnership 
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with the recommendations of the Executive Board 


harmonization 


tasks and programme delivery 


Johannesburg). At the same time with the ever- 


funds and programs involved in providing 
it is crucial to look 


and specifically that of UNESCO with a 
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the illicit crops are protected by 
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the fight 


and their destruction continues to increase (and 
since it is not being used). 
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and extradition of 
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000) 


because it is a good opportunity. Despite 
no doubt the unconditional 


World Bank 


V a column (08/27) by Rene Mauge 


000) 


as President Bush\'s spokesmen have 
rather it was a declaration from a preacher who 


as the 
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and others. We should demand 
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she said. 


meanwhile 


France will be asking for the adoption of a 
as of 2006 


France maintains the Vprincipled position of 


as well as his counterparts in the MFA Middle 


Jouret 


particularly for the Palestinians. 


particularly 
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said France seeks a strong 
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stressed to us that the EU had already pledged 


October referendum 
the GoF would 


Sept. 3. 


but he underlined that France does not/not support 
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today | am going to ask the nation\'s judicial system 
judges Supreme Court 


the Foreign Minister and | can only say to the 


as a set of institutions all connected. 
these old unresolved cases make for a difficult dialogue 

ittook place 

we have 


we have been 


which happened at end of 


with a greater number of tourists as a result of 


and we experienced this deplorable event on the 


we have a problem 


but the witnesses have not appeared and the 


but they have not done 


our decision is: if the armed forces have committed a 
we have to admit it and bring this error to 


they cannot be falsely accused. 


those with grievances against the armed forces should 


Column 4 Column 5 
which is honorable. 


because it\'s very hard under these circumstances. 


and we have not been able to 
this is what happened һегеу as in 


both within the Administration and the armed 
is to acknowledge the truth. But in those cases in 


that the Government cannot say with certainty: 
we need the cooperation of the 


nor to postponing 
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the forceful campaign led by 
and 
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Maduro claimed that the opposition 
but did not - CDA could 
describing 


who went to jail 


allowing citizenry to 


rather than concurrent 
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actually shutting down several businesses that failed to 


despite 


or such proposals become 


CDA 
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it is hard to imagine how the judge could 
the 


even though the Special Prosecutor had noted 


VI know Romero is guilty. You know Romero is guilty. 


is that Special Prosecutor Doris Aguilar 


it might be advisable for a U.S. 


CDA remarked 


we had used the visa 


but that we could not remain publicly silent on 
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Maduro did roll his eyes and 


Maduro spoke of his own disinterest in 
calling 


Maduro 


the average voter 


CDA remarked that Minister of 


but that he was working on it. CDA 


ifthe 
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alleged threats against 
and a major anti-drug operation about to get 


but relatively 


the 


and CDA noticed that the president\'s 


telling the 


intelligent style. He clearly believes 


it is apparent that 


the record of 
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but will tread carefully so as not to create 
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then let them come 


the FMLN maintains a direct 
and were the FMLN to win the 
there is no doubt that El Salvador would cease to 


an FMLN 


but 


the Chinese notified the FMLN that it was canceling a 


2004 a 


Honduras Nicaragua 
the delegation met with FMLN Mayor of San Salvador Carlos 


the 


given the Chinese support for 


however is the tangible aid 
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a crime to humanity.\' The government says that the 


whose necessity is that? Maybe 


which 
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President 


000 


such as the concern towards the Venezuelan 


lets make some conclusions. \" 
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V [Lee said.]\" The newspaper 


V on the other hand 


Fu said 
unlike its past single-command 
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carried a news 


AIT will be run as \"а two-horse-drawn 
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an 
conservative 


English-language V'China PostW proposed 


which is 
is 


pro- 
English-language \"Taiwan News 
carried an exclusive interview with 


if necessary 


pro-unification 
000] editorialized 


there is a campaign to press Taiwan 
to 


the opposition Kuomintang (KMT) 


12 anti-submarine aircraft 


the basic questions are: how many 


grown by at least 50 a year; 


not to mention the enemyVs size 


the weapons encourage 
raising tensions with Beijing. 


they serve the purpose of deterring a 
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pro- 


Y on the 


to ensure the passage of the 


English-language 


strategic 
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cherished by all except the 
can be assured by neutralizing 
not by selling more arms to 


English-language Taiwan News! 
000] carried an exclusive interview 


the 


of course. 


if necessary. 


but | believe they will grow stronger if we buy 


the U.S. is obligated 
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polls show 65 percent of the people share 
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430 nationwide. 


Kozhumratov explained that the GOK had 
and later provided the 15-page document to the 


and how soon 


but appears to lack specifics. The plan 


given bird migratory patterns and the 


the plan dwells on 
and is 


at least once the virus is 
because of the rapid spread of the virus. They 
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but believe the possibility of a Tamiflu- 


\"Arbidol\" and 


Reference 


itis not one 


one belonging to 


First 


Health 
Transportation and Communications 


and in many 


000 gatherings in agricultural 
183 training sessions 
178 newspaper articles and 18 


over 13 


289 sanitary/veterinary teams from the Ministries of 


and surveillance of over 
000 lakes 
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Environmental Protection 
Finance 


145 TV spots 
000 leaflets 


000 birds culled from 


ponds and rivers for signs of dead or dis: 
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and about the risk of a mutation that 
thus making transmission to 
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they would look at the individual potential refugees 


to determine whether they would 
and 


she would quietly advise staff working on 


she asked that we keep it 
as we have 


but took 


i 
\"10 to 12V) 


as 
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they continue to draw the 
GNZ officials 


quietly approach as well as work 
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both from the years of war 


we unfortunately see 
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there were more journalists 
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who told him that 


when he saw 
he asked him directly if this meant the end of his 


\"Never.\" End Note.) 


none of them felt 


with or without Abdallah journalists 


providing usual daily instruction to 


while Abdallah was often vilified 
he 


the press will remain 


it is also possible that Ben Ali is trying to send a 


we 
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all the Chinese-language 


the news 


DC by Chinese President Hu Jintao. The 


several newspapers discussed 


conservative 
English-language \"China Post \" 
commented on Chinese President Hu Jintao\'s 


pro-unification English-language 
000] noted in an 
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who is scheduled to arrive in Washington on 


unless the U.S. side is 


including a still 
have been only partially to 


apparently have contributed to the 


criticizing the 
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\" Bang 


the Vice Minister said that FM Nien 
after 
the MFA decided that Nien should meet 


particularly plans for APEC 2006 


the GVN considers this the 


the GVN wants to 
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but 


VFM Bang said that the GVN is delighted 
hence better and the GVN will work with the 
Bang raised the issue of 


questioning whether these were \"politically 


and Alabama. He stressed that the FDA ban on 


but the Ambassador assured him that the 
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one section carries a 


Editor of the Sunday Leader and 
Convener of the Free Media Movement who 


Free Media Movement 


the bombing of the 


ranging from the trashing of a 


suspects include the JVP as 
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these incidents have instilled 
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not statements from Corning. 


presided over by Vice Premier Wu Rong-I 


the EY caved to DPP pressure on the less critical 


the bill still 


and may 
as the 


but un-refuted Commercial Times article about Corning 
removing tax incentives for high-tech investment 


Column 4 

8/31/2005 7:55 

8/31/2005 8:01 

pro-Arroyo Congressman Luis 
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which had been done illegally and 


including conversations 


which was not 
there were 


pro-impeachment lawmakers are 


the 


anti-Arroyo 


preferring to 
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the Opposition would still need 


Charlie Serapio 


a pro-Opposition 
told Acting Pol/C that he thought that the 


but he provided no other details. 


the Opposition 
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as well as Japan 
but added we 


particularly 
China 


together with U.S. 
as the key 


noting he does not view the EU\'s actions 


but that no significant WTO 


including Australian industry opposition to 


and mandatory 


based upon 
resource demands 


Column 5 


needed to make 


and India 


and economic considerations. 
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our trade policy energies 


Prime 


said that his Ministry is happy with its 


Chairman of Meat and Wool New 
raised the possibility of working together on 


based upon 


the 
interviewed Secretary Johanns who 
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market-oriented environment was reported 
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hosted by the GOA in Perth August 
covered a wide range of security issues. Australian 
Trade Minister Mark Vaile 


Trade and Industry Minister 
and Defense Minister Teo Chee Hean. 


and Singapore Director Graeme Lade told us on August 


along with 


including instability in Indonesia southern 
and the Philippines. Downer and Yeo emphasized in 


Malaysia and Singapore in 


as it did with eleven other countries Lade 
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which was 
to formalize the relationship. 


the Singaporeans told the 


but 


stating Yudhoyono must have known about 


GOA and GOS ministers agreed 


they recognized the 


would also provide 


the two sides agreed. 
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especially given that the U.S. and the EU were not 


however that this development did have the 


500 Singaporean troops to train annually 
providing valuable assistance to 


and Singapore agreed to 


over 450 Australian companies have with 
won business in Singapore to a total 


208 were new exporters. In 2004 total 


Lade said to 
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but it was 


which 


Yeo Cheow Tong 
more likely intending to put pressure on the 


Open 
Lade said. With the Australian 


there was likely to be much more 
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as agreed 
the 


who also is in Rwanda (and who 


largely revolving around the sensitive issue 


accompanied by about 200 troops 


said that as of August 30 
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visited Australia prior 


O5KINSHASA1398 


and had gone to 


about half of these 
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but of course 


as he 


with attendant expectations of trouble 


however 
particularly given that he has ongoing grievances 


we don\'t expect a broad outbreak 
a la Kanyabayonga 
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irrespective of the objections raised by the Sunni 


who make sovereign 


Poland will continue to support the 
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a potential 
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Dr. Al-Behadli 


the 


Dr. Al-Behadli listed his needs from 


Y such as establishing model villages 
farmers 


and 


V Dr. Al-Behadli indicated that salty soil 


and he implied the need to 


but the Ministry is not informed about 
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and 
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Dr. Al- 


but 


and reducing fodder for 


Director Natsios noted that 
but will continue to 


000 date palm trees; helping the Ministry of 


ponds 


the Administrator reinforced USG views that 


and that a \"better 
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and farms to revive the 


more responsive 
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which is essential 


\" that privatization without production 
and that a multi- 


but he 


at 


but the 


itis doubtful that 


in turn that meaningful 
production and the Minister of 
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000 members to restore the party to power after 


Knesset 


which calls 
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according to Washington sources 
unequivocal findings 


HaVaretz and Jerusalem 


thousands of East Jerusalem children will 


the 
senior State 
and others. The newspaper says 


and social reasons. Maariv reported that the 
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following reports that 
that Israel would welcome such a group. 


which appeared on ¡ts web site on 
the Pakistani newspaper had also 


potentially in billions of dollars from 


Mofaz\'s special assistant 
following the findings of the 


according to which Mazuz has 


who was 


saying in a 
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left-leaning HaVaretz editorialized: 


there is agreement among 
Europeans and Israelis over the way 


and it will close for Sharon and Abbas 
and what is now necessary." 


who was a senior aide to former prime 
wrote in Jerusalem Post: 


Sharon must be seen to suffer a stinging 
such that it will be obvious to all 


left-leaning HaVaretz editorialized 


Europeans and 


but 


he can continue to advance the road map. If 
he will become superfluous. If Sharon 
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he can prove that he still has something 


and Abbas wants next 


and it will 


and what is now necessary." 


who was a senior aide to former prime 
wrote in Jerusalem Post 

the retreat from Gaza and 

but the perils 


which would endanger the state and its 
the Right must 


with a little 

we can and will prevent more Jews from 
practical and 

and it should not be left in the hands of 
the various 

the number-one 


Sharon must be seen to suffer a 
such that it will be obvious 
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pluralist Yediot Aharonot: \"Netanyahu 


he will kill the peace 


pluralist Yediot Aharonot (August 

who on Tuesday spoke about the corrupt 

is 

encourages terror 

and does not respect democracy -- 

during almost 

he was a senior minister in his cabinet. 

Netanyahu may have made a small step Tuesday in his 


he started to intimate that the disengagement 
and started making 


he 
he will 
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forming a right-and-center party 
backed 


United Torah Judaism and the Arab 


pluralist Yediot Aharonot: \"It is hard to 


pluralist Yediot Aharonot (August 31): 
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when they so wish can pronounce that black 


[Amos] Yaron is leaving 
with its tail between its legs 
a man 


is going home as part of a roundabout deal that 


a detailed chronology 

can only lead to one 

as is [the Defense 

which fell on ready ears and a 
became a many-headed monster 


when they so wish can pronounce that 


which is also expressed in the insane 
knows how to be 


and 
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it will encourage them. Vietnam is being 


but then neither should Vietnam. He 


but there are very 
whose support is needed 


the Ambassador added. It may still 


but getting PNTR status by year-end 


Tu had been 


but Tuyen had defended Tu arguing 
while Vietnam\'s goal was still to accede by December 


Va 


the Ambassador stressed that the USG 


at minimum provide for no less than current 


such as human rights and religious freedom. 
with a good package and the support of U.S. 
the Administration would go forward and win 


however the 


IPR protection and investment rights. 
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a number of U.S. companies had complained that they 


the Minister pointed out 
which has been 


but 


the two sides 
it 
half of the value of the Prime Minister\'s visit 


including China 
including Denmark and 


the United States 


he 
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with its praise of a strng 
its messianism 

the 

a well as Lukashenko\'s 
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and its reliance on external 
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has covinced many Belarusians that Belarus is 


after his election he was forced to 


stressing patriotism 
the high prestige of education 


strengthening integration with Russia 
the importance of labor 


published in 2004 under order of the president 
values and 


and cannot withstand internal and external 
Lukashenko said 


any infection 
turns deadly\". He added that the inculcation of 


if the government wishes to see Belarus flourish and 


prosperous 


school 


according to 


to write about them in the printed media and to 


charismatic person. The officer has to 
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collectivism 
and socially useful work 


solidarity of the 
and social justice. 


a society 


even 


sovereign country 


organization and governmental 
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the GOB 

labor unions and youth groups with 

the GOB 

and self- 

character. It borrows heavily from the Soviet ethos 

\"from each according to his ability to each according to his 


it is ¡inevitable that Belarus will 
many peoples around the world look upon 


Belarus should become a place where people are able to 


Y with equal opportunities for state 


growing wages receipt of pensions) for all 


\"The Basis of Belarusian Ideology \" was introduced to all 


since they are the ones who 
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high quality educational programs are available to more 


since the BFTU now unites 


employment and adequate salaries for Belarusian 
\"Reaching a 


the government is attempting to consolidate all 


the ideology directs the 
drinking and drug abuse. The 


the government appears to be fighting a 
as health statistics indicate that the Belarusian 


including radio television 
but according to the ideological 


it has become a \"garbage can\" of conflicting destructive 
regardless of ownership 


but also reflect its failures and 
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accessible in every part of the 
the international media is engaged in an information war and 


it will be deprived of its 


national character the uniqueness of the Belarusian 
its spiritual core and its moral foundation. Belarusian 


who answers to the patriarch in Moscow 


from time to time Lukashenko describes his state 
but as Orthodox Christian. He often 


Y cooperating with the authorities and contributing to 
the BOC has been granted preferred 


the GOB likes to emphasize the 


every Belarusian citizen 


every Belarusian must feel themselves to be an 
who thoughtfully 
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the ideology is very 


such as \"a socially oriented 
could as 


the ideology seems to be best used in dividing the 
V those who say they believe in 


and the \"destructive V those who do not. 
the ideology 

it 

hardworking and orderly. Furthermore while many 
especially the young and cynical might challenge the 


in the absence of alternate points of view they 
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IPENS 
:CTED 
SUCH AS IRANVS NUCLEAR 


- 
THE HURRICANE WILL 
ON FOR 


BUT 

PRESIDENT 

THE 

61 PERCENT OF 

WITH COMPARISONS TO VIETNAM 

A GENERAL PUBLIC UPRISING OVER IRAQ IS 


VILL 
ARS TO 
E 
PRESIDENT BUSH\'S 


Column 4 Column 5 
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a British Embassy 
possibly as a 


Marine Style 


the paper claimed a young 
\"Anastasia \" saw the interview and told 


VLeisure Embassy Style: A Touch of Love and 
she described her 
who the paper describes as 


\"So | hear 
of a young 
of the MSG\'s previous residence of USAID\'s 


and two of \"Anastasia\" dancing with former 


Column 4 
during 
in 


and suggested asking the U.S. 
“һом are 


the day the article was released 


Sergey Kastyan 


who announced that the 


and with Alexey 


deputy chief of counterintelligence for the BKGB 
but the BKGB would not tolerate diplomats 


seized 
that 


Serge Aleksandrov 


Bruno Sanchez 


Column 5 


and Sergey Gaidukevich 


for his work with the 


who allegedly had 


Column 4 


who 


the border guards apologized 


\"Anastasia\" is 
born 13 August 1982. She was 


and a B1/B2 in 


quick reaction by the MFA and 
and immediate replay on state TV. 


Obozrevatel has always been pro-Lukashenko and 


ifthe MFA spokesman\'s 
we can expect the authorities to 


but will raise the issue with the 


Column 5 


but stated they 


Column 4 


Column 5 
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especially those with a large U.S. presence. He 
he 
and urged that the Minister continue to give his 
8/31/2005 11:56 05AMMAN7069 
8/31/2005 11:56 05LAGOS1361 
transport uniforms 


the national net enrollment rate was 


and the transition rate from primary to 


Column 4 Column 5 


awareness-raising and 


or otherwise provide vocational training. A new 


counseling 
presented 


and established prevention and awareness programs 


one child age 10-17 


and 


Column 4 Column 5 


but some 


in spite of programs designed to reduce child 
economic hardship has 


hawkers and bus 


reported approximately 15 million 


transit and destination country 


NGOs say many parents are pleased 


who seek to create a false sense of economic 


many states that arrested traffickers were forced to 


Column 4 Column 5 


which protect trafficking victims. 


and the Foreign Ministry created a 


regional centers to monitor child rights 


and 

undertaken by NGOs the U.N. 

state governments and members 
economic and legal approach. 


and has recorded three successful convictions of 


including 


potentially to wind up as domestic servants. 
police in Cross River State acting on a tip 
and NAPTIP is planning to prosecute 


law enforcement training and the creation of 


focusing 


Column 4 Column 5 
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but 


at which time an Arabic and English copy will be 


especially 
is a significant improvement in OMC-MOD 


their willingness to discuss long-term 


and will allow OMC to more efficiently focus 
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the Iraqi people made an important 
which lays the 


with the 
will succeed in 


sovereignty and territorial 
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at 
they have managed 


on the one hand with a proud history 
modern and 
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Al-Jaburi 


and would engage Shia and Kurdish 


Kurds and Arabs Christians and 
but agreed that the purpose of a 


rather than a 


from 
with the Association of 
urging them to support Sunni political 


liberal state and attributed the success of the 


even 
one Arab. However he said 


Column 4 
adding that V'if you 


keep away external influences.\" 


and views federalism as the best way to 


adding that some Sunni tribes are actually 


000 detainees from the Abu Ghraib prison 
he 


he said 
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members of the International Committee 


representatives from the British 
and European Union High Commissions in Colombo went 


including Nasheed. (Note: The 


but 


Column 5 
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Column 4 
Nasheed\'s current charges 
but rather 


Foreign Minister Ahmed 
\"We\'ve 

but we\'ve let him 

UK poloff Colin Hicks told us 
GORM officials said 


but in the spirit of openness to opposition 
the GORM 

when the August 12-14 

many felt it was time to 


however 
any opposition is tantamount to 


an MDP lawyer based 

told poloff that the International Committee of 

Sri Lankan lawyer Faisz 

to Nasheed\'s pre-trial hearing. The GORM provided 


the AG told 


\"no harm was done\" because Nasheed was 
and he 


and added that his 


the Senior Human Rights Advisor to the 
told poloff that the UN Special 

the Chairperson of the 

and the UN Special 


Column 5 


on 


the GORM 


told 


Column 4 


itis 


although police and 


once detainees were taken to jail 


unlike last 
after this year's August 12-14 demonstrations 


the appointment of a number of 

reform-minded technocrats as Cabinet Ministers (Reftel 

the openness to non-governmental organizations sending in 
and the revisions of the penal 


however 
the GORM consistently takes another step back. 
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the relationship soured in New DelhiVs eyes after 
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they were 


the GORM 


for each of these 
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Bonhomie 


most notably on codifying nuclear 
the talks 


absent a 

well-connected columnists such as \"Times of India\" 
the 

and Musharraf\'s Delhi visit -- have now faded 

and a new symbol of progress is 


not a laundry list of someday-deliverables like that 
but one or two 


PM 


which should give Musharraf a useful 


Soz discounted the role of Kashmir activist 


Jammu and Kashmir Liberation 


D/NSA VK 
and IB chief ESL Narasimhan as potential 


substantial policy change but the 


building on the 


Column 4 


but a public 
we could soft-peddle to the 


such as 
in the greater 


nor do 
but 


we need 


and might help to create an 


such as 
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the 

Tunisian 
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most recently as 


and his own UN experience Morjane 


peaceful country makes it a logical 
financial issues sometimes constrained 


Morjane said that the GOT 


two of his first 
he 


Tunisia 


the Minister 


at 
said 
we recognize that his efforts were visionary and 


because V'we can\'t achieve 


Column 4 


he started the MFA institute for 


President Ben Ali named him the Tunisian 


Morjane said he was again asked to serve in Iraq but 
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Jewish Community 

including Chief Rabbi Haleva 
adding 


however 


spawning increased anti-semitism and even 


DAS Bryza stressed that the Patriarchate and 


as they do in all bilateral 
up to and including at the Presidential level. 
but emphasized that 


he argued that the problem could be easily 
as even Education 


Column 5 
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stressed the tolerance 


Column 4 

he emphasized 

in contravention of the Lausanne 
an issue he said PM Erdogan 


he stressed 


as a V man of faith 
the situation would be better. However 
including the V'deep state 


he 
Vit means the Government of Turkey wants to close 


but the lack of progress on religious freedom 


but instead it is often 
noting that at a 
Erdogan was asked by the 


but instead sought 


including 


V he 


and will set out V'the positives we experience together 


Bryza emphasized the USGVs 


but a true partnership based on shared values and 


though they did note 


Column 5 


but no school 


seeking our legal 


V were free to act as 
other 
V have blocked progress. 


Column 4 Column 5 


anti-semitism and terrorism. 

they stressed they have experienced few 
stemming in part from the fact that they have fewer 

and in part from the fact 


but stressed that they have sought 


rather than involving others. The approach has 
they said as even when they have 


local authorities have winked and looked the other 
permitting construction of unauthorized synagogues and 
they 

Turkey has continued the tradition of the 

which respected the Jewish community\'s 


and in some cases extended them beyond those of the 
as in allowing publication of books centuries 


however Haleva and his colleagues see 


those 
Herman 
that the V'sees of hatred are bearing fruit." 


but also pointed to 


the nted was 


but that he was not concerned 


Bryza 


and it 


Column 4 


forcing it to face up to the fact 
they judged 


however 


however 


and the different ways in 


uness pressing issues are 
his institution\'s 1700-year history in Istanbul is 
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balancing 

like cutting subsidies on basic commodities 
like lowering tariffs on imports. 

especially when compared 


GDP growth is expected to achieve 
every major reform 


Interior 
Foreign Affairs 


and even some reformers 


Column 5 


in that 


that GOT 


has ncreased to the point where it will foı 
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and Parliamentary Affairs) and 


who questioned 


Column 4 


but understood to also 
even audacious 


a close friend and political ally of Anwar 
noted that the reformers were not left with just the 
but with 


but also the public 


while the 


like cutting subsidies on 


with more popular moves 


Changing Minds 


the GOE has: 


which includes privatizing one of the public banks 


Column 5 


given the years of economic 


the reformers moved quickly 


like lowering 


Column 4 


industrial natural gas (an 


which reduced the average weighted tariff from 


standardized deductions for all 
and created a flat corporate tax rate of 2096 


including enterprises the 


including eliminating excessive sales taxes on 


the reform 


by undertaking efforts to move 


with mixed success 
which are chock-full of surplus 


Column 5 


to overcome resistance within 


Column 4 Column 5 
the breadth and depth of 


and recognizing the resistance put 
the reformers record is rather 


which hovered around 3.2 percent 
is 


as compared to only $14 million 


may lie less in the numbers than in a change in 


speculation was rife that 


as every major 
V and some 
like eliminating major subsidies were completely 


and he found plenty of support 


however perceptions have changed. 
the business climate has 


which the old guard 


the reaction has been decidedly low-key. Though 
the public 


Column 4 


however 


with the exception of Minister of Interior El Adly 


no one expects anyone other than a trusted 


there is ample opportunity among the 


however 
who has been touting the desirability and 
but will 
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then using both carrot and stick to 


Obasanjo exuded confidence 


one of Nigeria\'s foremost 

recounted a long one-on-one 

at the president\'s farm 

Ogun State. During a ninety-minute conversation 
particularly 


Column 5 
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Column 4 
even by his former attorney 


concluded Abayomi. 


MAY SUPPORT DARK HORSE GOVERNOR 


declaring he 


one-half dozen of the other 


Obasanjo will do all in his 


the President\'s eyes are fixed on the pool of 


stated Abayomi. 


in foiling an Atiku contrivance against him 


the President moved swiftly to clip Ogbeh 


Column 5 
Obasanjo 


Y both 


replacing 


Column 4 Column 5 


including those currently 
ultimately would cross to his side. The 


presumed Abayomi. 
OBJ indicated that 


\"I will deal with 
V Obasanjo told Abayomi. Abayomi understood this to mean 


if 


OBJ said he would ensure Atiku a 


Obasanjo currently feels the wind at his back and 


the observation rings true that Obasanjo is 


he still has to 


some of which lie outside his control. Thus the 


that test lies somewhere in the 
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simply repeating that a SOFA would 
its Constitution and its 


Column 4 


he said 


which had been discussed 
was not 


the Algerian side would at least hear us out. 


nota 


Ambassador said. But at issue here was not bases 
which were of 

given developments in the 

this was 2005 

including our counterterrorism cooperation 


adding that Algeria was 


Ambassador continued 


we would need an agreement for 


Column 5 


because the issue 


not 2002. Much 


was that U.S. 


Column 4 
although this would be less efficient 


reiterating that 


whereas Algeria had none. It 


made in 2002 to then Foreign 
was the 


compared to 
reflects input from Belkhadem 
we are where we are and the aversion to 


given Algeria\'s colonial 
and will not go away anytime soon. 


where 
and that at a minimum we 


until 


we should also focus our efforts on that institution 


Column 5 


who may have been 


Column 4 Column 5 
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but that the 

should 

effectively 


a program oriented toward closer economic ties with 
formerly Poland\'s WTO 


offered that Ukraine 


however that hopes for a final working group 


and that this is a major change in 
if not substance since the Orange Revolution. 


bilateral trade and 
although growing rapidly do not yet represent 


as evidenced by continued Polish desire 
the WTO 
money isn\'t everything. Long- 
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which focused on practical steps such as 


as long as all incoming traffic is 


future port and airport. 


and claimed that Solana had argued that 


although Solana -- who traveled to Lebanon on 


Column 4 Column 5 


Solana met with 
Foreign Minister Silvan Shalom 
and General Security Services 


Prime Minister Ahmad Quraya\' 
and Egyptian 


8/31/2005 14:10 O5TRIPOLI221 


and the application of 


accompanied by NEA PDAS Gordon 
NSC Director Tim Pounds Chief of Staff Ken Myers 


traveled to Sirte on 


swathed 
greeted the entire 


Qadhafi\'s advisors arranged for a water 


Column 4 Column 5 
initially distracted and 

a branch of desert 

opened up the meeting by saying that the 


especially the Bulgarian and Palestinian 


Libya had no interest in hostilities with 


but that now 


noting \"Egypt is now a 
thatis a big change in the region." 


Vwe 


V said 
as he moved deeper into his opening monologue. 


so it decided to abandon its 
but \"Libya has not 
but V'they say Libya\'s 


and this is true.\" According to 
the Libyans are disappointed that more rewards have not 


Column 4 Column 5 


but rather 


but there has been no 


China the UK and U.S. would reward 


a historic 
Libya was attacked by the Muslim and Arab 


10 


\"we respect and want to enhance Libya\'s security; we 


both the Senate and the U.S. 
would review President Bush\'s decision and Lugar hoped 
Y Lugar said. \"It is an 


V he continued. While the friends of Libya want to 
Lugar said \"we need help with visas 


\" and 


Qadhafi decided to 


Qadhafi repeated his refrain that Libya 
acknowledging that 

but \"not what is requested; Libya is 
an 


Column 4 


as he fears 

Tunis 

Y with the risk of extremist explosions in many 
Qadhafi wanted to demonstrate the 

as in desalination 


Qadhafi plunged 
which he sees as 
and the dangers it 


Qadhafi said. In 
his analysis has nothing to do with the personal 


if the world wants to destroy terrorism root and 
it must remove the base of terrorist activity and 
\" he said -- V'thousands are being 

the more likely it is to be 

Qadhafi argued 

and the U.S. should 

the U.S. should change its political 


V we 


Qadhafi 


saying that we need to work together and need 


but would also like to meet directly with 
\" he said 


growing Chinese 


Column 5 


extremist elements should take control 
Egypt or Sudan (the world is Vliving on a 


for the 


Column 4 


people may say there\'s a boycott.\" 
the Lugar delegation flew back to 


8/31/2005 14:14 
V he said the GOI has finally realized they need to 


but Kumar hopes to improve relations 


especially 


he 


he 
but there is now a recognition that Delhi \"must 


policy towards Bangladesh is now \"more important 


\" and although we 
\"we share common challenges\" in the 


both internally 
M 
\"admits there are camps in Pakistan 


how are we supposed to 


Column 5 
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\" but 


Column 4 
\" he pleaded. Without dialogue 


Kumar 


but the СОВ didn't know who else 


two of India Vs highest security concerns. A/DCM 
he heard widespread concern about the effects of 


but comparatively lesser preoccupation with 


Kumar hoped to use trade and people-to-people 


the only 


V Kumar said the GOI would have to 


Y and hoped to circumvent 


and Kumar commented that the 


Kumar questioned the 


who previously served as DCM to the Indian 


said the assassination showed the \"LTTE 


they believe 


he speculated. 


Column 5 
he wondered 


Column 4 Column 5 


he commented 


much less a solution \" he 


Y due to a lack of resources. 
he 


who indicated that Ottawa is 


Again? 


Kumar responded that PM Singh hoped for a 


coupled with Sri 
may lead to another 


and 


but his view that Indian 


the 
which we are told was 


Column 4 
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\"Malawi News" of 
carried an opinion piece by prominent 
Jika Nkolokosa 


all accusing 
in 


the 


because he could never have 


under whatever 
to bring 


the Kim 


where were they when sanity was 


especially 


the world 


Column 5 
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in his 
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in 


000 MT; the 


following on this year\'s disastrous harvest 


in advance of 
with no broader discussion or comment from 
he then briefed 


ostensibly to discuss the 
though 


both 
disrupting commercial importation 


Column 4 Column 5 


namely the reliance on rain-fed 
fertilizer is best targeted to 


who are more likely to have the 


particularly those from the main opposition party 


INCLUDING GOM 


state-run importation of inputs and helped to 
Finance Minister Goodall 


the GOM 


his philosophical 
he has insisted that he 


an architect of the partial subsidy has 


including the World Bank EC 
and the WFP have all expressed opposition to the 


Column 4 


Column 5 
it is probably impossible 


and indeed Embassy has declared a 


hatched with an apparently deliberate failure to 


as evidenced 


Y but rather open the discussion to reach a more 


using a modest fertilizer subsidy and a safety net 
represents a good point of departure. 
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05BAGHDAD3562 
but undeveloped 


the 


natural gas fields. In 
which 


according to Al-Saadi. Eventually it is likely 


000 B/D) in April to 23.5 million liters/day 
000 B/D) currently. The rise 


which he attributed 
could drive the total cost of importing 
he noted. 


the Ministry has drafted a decree 


Column 4 Column 5 


but promised that the Ministry was 


costing an estimated 


in 
is capable of producing 250 000 
Turkey. Bahr Al-Uloum noted however 


the National Energy Committee 


and from June 24 to 
there had been no attacks on northern pipelines. 
V he told the JCRED 


exceeding the total 


Bahr Al- 


by 


while 


but could 


though a 


and 


and that private sector 


the goal of the petroleum law will be to 


Column 4 


he noted 
would be 


they should be revised 


management of 


and the Ministry of Oil is the 


and Radwan Al-Saadi provided greater details 


rather than oil trading 
due to their greater reliability for lifting 


and is looking to 


Radwan Al-Saadi detailed the Ministry\'s 
and 


with the 

000 B/D of production that is being 
all oil revenues go 

held by the 


Mohsen Shlash 
sanctions and limited investment have 


from a peak generating capacity of 12 
significantly short of the country\'s 
this 


he said 


Shlash estimates 
000 MW by 2010. 


Column 5 


but in recognition of the 


000 


Column 4 


in part 


Latif Rashid 


000 B/D) to get more electricity generated 


enough to provide electricity on a 3 hours-on/3 


the Ministry hopes to get 


in a proposal from a consortium of Kuwaiti 


or perhaps in exchange for Iraqi promises to 


Shlash indicated that 


Column 5 


this measure also required the 


Column 4 


thermal plants are 


residual fuel oil 


the Al-Shimal plant 
with first production within 2 years. He is 


the Al-Musaib plant 


Shlash believes 


microwaves and air conditioners at a rapid 


and he has appeared on Iraqi television on several 


however 


but 


Latif 
stressed the potential for additional hydropower 


located at 
with 1200 MW now available (Note: We assume 


which the 


the ten sites could add 4000-5000 MW of power 


but noted that 


Column 5 


or crude oil) 


the solution has to include the end 


Column 4 Column 5 


Y he lamented. 


out of the USD 3.0 billion budgeted 
only USD 200 


but that of the USD 4.7 billion that was to 
only USD 300 million had been disbursed 
of the USD 37 billion 

only USD 4 billion had 


including the possibility of issuing USD 5 
Allawi 


for example had proposed private 
and the Minister believes that 


Transparency 


however more 


but stressed the need for the 


Column 4 Column 5 


Zoellick emphasized the 


and reiterated 


he said with 


Brodman noted. He accepted that tariff 


and they offered pragmatic solutions for most of 
there now seems to be much 


across the board of the need for 


energy subsidy reform is 

to 

has 

and even if 

would have a limited impact on the overall 
while the Minister of 

any plan 


the transitional government 


Column 4 


the budget cuts could even threaten 


the failure to invest in 2005 
could spell real 
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up from 43 


down from 38 percent 


and 45.2 percent in favor 
respectively) 


and 21.0 percent against). There are many 
such as 
coffee 


which 


57.1 percent expressed 
and 27.7 percent expressed 


Column 5 


particularly if 
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21.1 
and a larger percentage of men 


and flower growers 


Column 4 Column 5 


the stronger the support for CAFTA-DR. 


the poll revealed that respondents from higher 


the under 18-year-old group 


while support was strongest among those 


26.3 

followed by the 30-to-39 year-olds (55.9 

22 percent opposed) 50-to 69-year-olds 
26.4 percent opposed) and the 40- 

29.4 percent opposed). 
62 


which 
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especially University students are 
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the Administration on the same day officially 


the PUSC presidential 
said he 


as well as all five of the ML 
and two independents. The theme of the letter 


2005 reported that Gonzalez 


the Administration officially 

2005 (Ref C). The complementary agenda is 
and as such has 

the 


due to the 


Column 4 Column 5 
the 
Minister 


addressed the press on this issue. 


the complementary agenda is planned as 


increasing efficiency of small- and medium- 


streamlining of governmental processes 
and helping promote 


the World 


and the Central American Bank of 


the legislation necessary to 


Column 4 
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and U.S. 

such 


to encourage U.S. 


and to work to develop a regular 
probably under the auspices of the foreign 


State EUR/DAS Matt Bryza described 


as 

Bryza said 

such as in support of oil pipelines that 
Turkey has the potential to become a gas 


in so 
provide market-based competition that would spur 


Iraqi 
he cautioned that Turkey currently 


its domestic regulatory and legal 
if domestic regulatory shortcomings were 


Turkey would not be able to supply its own 
when a 6 bcm BOTAS purchase 


especially the Ministry of Finance 
he emphasized. 


Column 5 
ОБАМКАНА5080 


Caucasus and Central Asian gas to 


the Treasury 


Column 4 Column 5 
Demirbilek explained why 


Bryza and Demirbilek 


including Trans-Thrace Samsun-Ceyhan 


the most feasible bypass route for 

environmental and safety reasons seemed to be 

the major oil companies were not he 
able to agree on a route. He 


Demirbilek welcomed the interest of 
but said that AES needed to engage more forcefully with 
Treasury and Finance 


the 
\"adventurous\" 


Demirbilek said that Turkish planning was ata 
examining the legal regulatory 


Column 4 


Column 5 
although he 


which Bryza said he would work to ensure. 
and so argued for a mid-December inauguration. 


but they believe that mid-December is still realistic 


Demirbilek said that 


after not before 


he thought ЕМВА\ plan to auction transmission 


which Turkey would return 


the best way to 


Column 4 Column 5 


but those hesitations 


Russia. These hesitations can probably be overcome 
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which he said arose from a 1999 agreement 


he indeed called the deal off though he told us 


HZDS party leader (and 


but that HZDS would not 


five days later the press 


calling the coalition \"Slovakia\'s 


to 


including HZDS but that 


Column 4 Column 5 


\"personal 
and many government 


to 


the GOS approved the proposal of a 


and insure that salaries of regional and local 


and the sales 
regional and central 


the new amendment would 


and their suggestions were 


but noted that it will be closely monitoring the 


the representative of the 
told Poloff 


whose refugee centers 


UNHCR accepted an offer from Romania to take 452 


Column 4 
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Y but because the two countries have shared trade 


it will bring \"these important 


but there would be nothing to bar 
Muslim countries with 


but as a small 
there were limits on what actions it could take with 


Shaikho said that Bahrain could 
Lebanon 
Bahrain could focus on the need 


including Bahrain. On Lebanon 


but perhaps the GOB could deliver 


on Syria\'s human rights record. 


and only became involved in particularly flagrant 
like in Burma. When 
it 
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and Palestinians 


Bahrain has not 
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he played a key role 


however NDP stalwarts 
\"Mr. So-and-so urges Yes! Yes! Yes! to 

\"Mr. So-and-so\" is 

or a prominent local businessman seeking to 


which are 
do nothing to 


as well as speculation about plans for larger 
the most notable development 
which asserted that the 


challenges the legality of the 
which of course 


the GOE must cancel the September 7 
re-do the referendum and then proceed according to 


we do not think it likely 


Column 4 


Column 5 
NCHR President Dr. Boutros 
and 222 volunteer lawyers assigned to each 
will collect 
in 
the NCHR released its 
though everything will depend 
or 700 or 1700 
for a boycott by 
which the GOE is in the process of 
000 to about 9 000 


which they complain prevents them 
or 


Column 4 Column 5 


which is about $3.50 is sizeable sum 


or thirty subway rides or a taxi ride across Cairo. 


we think that the GOE and NDP are more 


the GOE and NDP 


fair and 
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among others Scheide said. 
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of course an Arab nation and that 
Awad 


the Charge shared postVs understanding 


and appeared receptive to ChargeVs request for 


Column 4 Column 5 


echoed 
has focused on 
Raad 


Arab League and Iraqi Sunni views on the 
a Sunni close to former PM Allawi has 


but that a 
Alusi 


had called him that morning to instruct him not to make 
as sensitive 
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including 
sea and air and to ensure genuine Palestinian 
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and urged MKs to vote against 


if the GOI so requests. 


Suleiman said he told Sharon that 


Sharon quieted him 
along with the 
were scheduled to meet in Tel Aviv on 


according to USAID officials. 
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party leaders used the event to start 


Francois Hollande. 
in his self-appointed role as the champion of 


Column 4 Column 5 


offsite sort 
network and 


Jean-Christophe Cambadelis (a National Assembly 


000 or so 
November 9 to be exact 


through a complex proportional system 
as the top party official and Strauss-Kahn 
and 


party establishment. 


who failed to respect 


in his self-appointed role as the 


Column 4 


retains the support even of many party members who 


Hollande 
are 


at 


intend to put their own platform proposal (\"motion\" 


because 
Vhe wouldn\'t dare put 


a current of 


Y anti-globalization populists led by NA member 
is 


Peillon against). 


come the party congress 


the national party 


and Martine Aubry for example -- have 
and less 


Column 5 


and the constellation of PS 


as 


can 


Column 4 


they strengthen their hand in 


BUT POSSIBLE 


in large 
also a rejection of France\'s political class. Fabius 


popular sentiment that is demanding an end to 
the 


it is 


come next November 


however. 


in his closing address to \"University\" 
stressed his conviction that the party would 


at the congress 


in a deal that saw Hollande take the number one 


PS politician -- agree is that 


in the 
there are lots of chips in play to fashion 
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there may be more PS 
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\"neo-radical\" reform and 


asked which PS leaders 
named former Prime 
somewhat surprisingly former 


like Hollande who 
believe that it will -- somehow 


does give Fabius and the \'no\' camp some democratic 


\"Hollande speaks for the party; Fabius 


most seemed quite serene 
as the party members 
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particularly France. 


as 


observed Kelly. The 


IMG 


and any measures supporting disengagement 


observed Kelly. Ireland saw the IAEA as the 


including its breach of the Paris Agreement. 


not a critical appraisal of the EU-3 


and he noted that the 
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to manage the 


would 
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remarked Kelly. 


Ireland has declined 
a position that we believe 


primarily trade/investment ties.) Kelly pointed out 
as 


Member 


the Summit\'s main topics. 


Brazil and Argentina and that the GOl\'s inform 
as with China and the Balkans Venezuela would not be 
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Gono and two Central Bank 
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agricultural inputs fuel 


but may have to abandon its political 


but it also is possible 
unspecified parties made contributions that both 


an 


Masiyiwa remains in contact 
including Gono who was once a 
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2004 after winning a hotly-contested 


but through 
regularly passes legislation 


which has been weakened recently by internal 


there are 


and allegations of \"blacklisting\" of labor 


the result of a broad 
has earned El Salvador an investment-grade debt 
and provided a measure of economic 


the economy has been growing at 


despite its excellent macroeconomic fundamentals. 


creating jobs and improving the nation\'s 
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the first country to do so; U.S. passage of CAFTA has 


including on issues such as UN reform 
and the Middle East peace 


El Salvador has on occasion pursued a 


but has still proven 


and 


and possibly one of the nonpermanent seats 


people 


and gunrunning remain problems due to 


Column 4 


and subordinate to civilian authority. 
the ESAF has approximately 10 
500 administrative personnel. The military 


reflecting its dramatic transformation since the 


000 


one combat death in Najaf on April 4 


ranging 
to the donation 
to the 


most illegally. Since the 2001 earthquakes 
000-280 
and have been able to live and work 


and are an important source of income for 


claiming it cannot 
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000 service members 


2004 and one 


between 
000 Salvadorans have benefited from Tei 
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he continued the GOJ is seeking an 


but opined that \"all 


Saunders expressed 


thereby reducing the 


etc.) before considering 


Saunders thanked 
and asked that it continue. 
Saunders is the 


he is familiar with the workings of the 
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which has been moribund 


and the Minister intends to 


key TRIC members stated that they are wary as to the 


Minister Jabr promised to address TRIC concerns in 


Minister of Interior 
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instructing the Minister to implement the 

the Regulation of 

V was signed into force 


the Prime Minister's memorandum 
which had stopped 


Chairman 


in response to PM al-Jafari\'s order had 


stronger organizational structure and greater 


Saad stated he was witness to an earlier 


ostensibly to ease the financial burden now 


making him 


Director General of 
met 
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any process for 


and it would be unlikely that the IVA could develop the 


the 


leaving open the possibility of 


which prohibits militia V'not 


seeing the 


LTG Petraeus and AMB Yellin again 


which he 


not to subsidizing them. He also agreed 
which made him 
since he will be 


Minister Jabr concluded that there will be no 


Column 4 


Minister 
“We must totally finish the militia.\" 


with the Kurdish Peshmerga effectively legitimized 
any interest in the process from the 


the possibility for tangible 
and this heightened interest on 


and (2) any initiated program must genuinely 
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despite efforts to 
remained alienated from the final result 


MFA officials refuted press reports that the GoF is 


and downplayed a conference idea publicly 
claiming this was not yeta 


and 


particularly the fact sheet on the 


issued by the MFA spokesman on August 29 
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while not taking a position on the 


he 


such as 
the 


describing it as a 
V due to the lack of buy-in from Iraq\'s Sunni 
despite the best 


the final text was largely a 


but added that the reactions which he had heard 


but 


noting 


given the 


October referendum and 

Cvach added that the first class 
under the EU \"JUSTLEX\" program; 
however 


noting thatthe GoF was still waiting 
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but was not optimistic that there would be movement 


Cvach responded that Ambassador Bajolet 
would 


for whom vehicle movements represented the 


in addition to the ambassador\'s residence and 


in which he floated the idea of a 
similar to the Sharm al-Sheikh gathering which 


without the input of the regional 
and noted that he and his colleagues would be 


and 


at 
which for now have been limited to the August 29 


and determine whether it is a 
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2005. 
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Y to ensure the majors refine some of their crude 


who has made a political decision on this 


he warned \"there is no legal argument that can wisl 


Kupolokun explained new 


000 barrels/day to the national refineries 
000 barrel/day 


Warri 


and Kaduna) 
000 barrels/day 


Kupolokun acknowledged the 


and 
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000 barrels/day. Refinery capacity careens wildly from 

depending on whether NNPC has provided funds 

reports indicate the 


they depend on infrequent transfers from 
the Managing Director of the 


there was significant positive movement. 


or 
has consistently centered 


iu 
he would commit NNPC to paying the majors the going 


minus relevant transport 
Creeger indicated most of MDs 


or Face Millions in Penalties 


Kupolokun dropped a bomb revealing the 
the GON wants the 
as well as assume 


the majors would face 


not just access to sufficient crude. He chastised the 


pointing out VI could divert my own (i.e. 
Kupolokun 
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YI strongly encourage you to 


some of the 


far in excess of the country\'s installed refining 


should Kupolokun and Petroleum Minister of 
the 


reflecting the majors\' 


Kupolokun is putting a tight 
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marginal refineries 
including 


and the 


an encounter between the unstable 
and the immovable 
seems to be in the 
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especially those planning to go to the US. Traffickers 


\" 
participants 


a Pernambuco state 
pointed out that in Brazil a kidney originally could 
000 


however 
000 


a human rights lawyer with ILADH 


an associate professor at the University of Sao 
also pointed out that there is a tendency to 


or affirmative action despite the fact that human 


those involved in TIP and organ 
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is even more 
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but now obtains only about $3 
a 
clearly a much stronger 
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the globalized nature of the markets 
and judicial and police failures. Eriosvaldo 


the head of the Human Rights Division of the Federal 
argued that to many Brazilian police 


particularly in light of the 


and various speakers criticized the 


however 
state 


with international committees 
identifying 


the state government and ILADH are 


and they have hired 10 former 


in order to 

488 total 

the number reached 10 

Pimentel noted that Pernambuco 


among others 
a travel agent 


all 
received lesser sentences. 


a former GOB 
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speakers argued that some 
and NGO programs have produced resu 


financing 


204 in 


a doctor 
and a policeman. The Israeli leader 
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such as increasing assistance to victims and 


\"\"alien smuggling 


\" and \"prostitution\" was one of 
given that the 


the issues of TIP and organ 
and understanding 


Mr. Pannunzio\'s opening comment that to be 
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two 

that the Court 

but not consecutive as 


Bogota Law Association President 
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re-review 

were the clause to be 

the law would enter into force only with future 


and a recent poll showed roughly 65 percent 


including 
Carlos Holguin 
have told us that two Court magistrates are 


they are confident that Uribe asked Pastrana to 


we estimate that few if any of the 


they are not 

Supreme 

including the prospect of facing Uribe in 
Liberal Party head and former 


including 


and many members of the legal community 
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and Jesus 


and Council of State) are 
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many Sunni Arabs would come forward 
Sunni Waqf leader Abdelghafur SamaraiVe 


al-Dulaimi 
with the commitment to support the 
the Ambassador pledged he 


within 48 hours. Mashadani recommended that the 


followed by a visit to 


Egypt 
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including the 


and the 


and Saudi 
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Dulaimi requested a 10-day extension for 


000 detainees and urged more of these 
emphasizing they should be done quickly. 
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a close contact of the previous DCM 


and went through key aspects in the 
noting several minor but important errors 


Romero was jailed only on the charge of 
and not the other two charges filed 


but apparently did not appeal this ruling seeking to 


and stated abuse of authority was a particularly 


apparently based on the weakness of the 
while he could vote 


Column 4 
he doubted his two 


corruption 
although a bit blindly. However 


was corrupt. Ruiz noted that the Court 
lacking basic legislation 


something that were rarely applied in any event. 


a U.S. prosecutor who is temporarily 


to work with Special Prosecutor Aguilar to 


Ruiz said that the complaint against EmbOffs 


GOH authorities discovered that the 


each with over 1 
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or both 


Ruiz said he 


000 lempiras (USD 53) that 
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who groomed Romero as his protege 


as he has in the past 


based on Judge Ruiz\'s comments 
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and 


Godet highlighted the need for \"a 
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to describe Swiss planning as we 


Godet was 


but he had heard that some smaller (and newer) 


like other delegations could 


asking for a special role for MDA would be 


MDA-Palestinian Red Crescent operational issues will 


without too much pressure from 


according to 
Godet said he would oppose any linkage 


Syria Egypt and the 


20 \"no\" and 10 \"yes if 
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followed by 


without soliciting 


he said Swiss officials believe they need \"a plan BV" 


the informal discussions will take 


4 route 
on 12 and 13 September starting at 10 am on 


Ambassador Blaise 


the Mission would like to provide you with some 


from 10am to 1pm 


Column 4 Column 5 


that they bring either their UN access pass or 


situated on ... floor. 


translation will be provided in French and English 


the Depositary would like 


in view of the fact that 


i.e. all relevant 
including the question of the 


the Depositary would not like to 


but rather suggest three points only: 


i.e. a Treaty making body 
the Depositary 
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pro-coalition) published a 


first we have to know what the real 


the U.S. 


the second goal 


the only loser in the dissolution of the 


we do not have any time to 


we have to look for a way to reach 
the dissolution 
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the Chief of Staff Gen. Myers blames American 


Bush personally 
it 


pro-coalition) published a 


Saudi Arabia has reservations Syria 
Amman plans to bring BaVathists back to 
and Qatar gets ready to launch a media 


they tried to thwart the 
the time of freedom has 
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we selected our 


the Iraqi people have become the 


who will spread peace 


London-based Saudi owned) 


they held demonstrations raised the dictator\'s 
and at least some of the Sunni representatives have 


the activists politicians 
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which considered an important 


particularly those who had suffered 
that this will never happen again. This can only 


were negligent respecting the 


but 


the drafting of a 
deserves more time for discussion and 


they should offer help 


Column 4 


the issue of the deterioration of 
and the oil-for-food issue that is still 
to resolve in order to ensure the rights of 


not only a formal international welcoming.\" 
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it is. It\'s the only Zionist 
people 
achieving what 


Sharon 
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and Colleagues" 


and Colleagues" 


Persian constitution in 
stones 


Rumsfeld 


Column 4 
and eradicates others of a different nature 
and 


Rumsfeld 


and act like men who 

such 

the Deputy PM who was forced to accept 
and Nuri Al-Rawi 

Ezhar Al-Sheikhli 

Saad 

Minister of Provincial Affairs 

Minister of Industry). These people issued a 


and were accompanied by many other honorable 


the Islamic Scholars\' 
tribal and religious movements 
the Sunni gathering 


and let your goalbe a 
Kurds 
Christians 


all those who have expressed their position 
and those who will reject the constitution for 


Al-Anbar Website (http://www.al- 


but what this man said sent my mind 
for he was not elected nor appointed and | 
have never seen 
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so 


the Minister of Culture and a 
the 


and Osama Al- 


the National 
the Islamic Party 


Turkmen 
and others. 
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to which | have no 
but when did the Wahhabi doctrine come to 


y 


they did so on the basis that no Sunni would 


whom you claim to represent couldn\'t care 


nor do they demand Islam as the sole source 
especially since clerics (both Sunnis and 


would have spared Iraq many of its current 


and | am not calling for voting in favor of 
but only to take an Iraqi and not a Sunni 


An-Nahrain (The Two Rivers) 


the permanent constitution which a lot of 


in the difficult circumstances Iraq is 
is a real lack of crisis among all parties. 
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\ call it whatever you want 


and there simply has not been nor will there be any 


| don\'t 


| think the permanent constitution 


not because it contains lots of gaps but 
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art galleries or other philanthropic 


Column 4 Column 5 


Art and Industry Biennial Trust 


Art and Industry Consultants Ltd 1998 


Kuching Malaysia 


University of Canterbury School of 
Majors Photography and Art History. 
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2002 2004; Operational 
Christchurch City 


that exchange programs for 


to be advised by programmer. 
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International 


exchanges speaking and professional 
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San Francisco 


raised approximately $3.1 million dollars in 


000) which is the largest city in the South Island 


a thriving arts community 
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in 2003 
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The 

Salvation Army Advisory 

Chair of the Christchurch Symphony Foundation 

Patron of the Court Theatre Supporters Judge of the 


holidays or 


South East Asia 
Pacific Islands. 
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Canterbury New 


Lady Stewart\' and in formal 


with a 


NZ Dancer Raewyn Hill. 
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to be advised by programmer. 


International 


Deborah 


compare 


meeting counterparts and others 
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meeting counterparts and others 
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Lady Stewart is one of New Zealand\'s senior 


Deborah 


compare 
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4 
acting 
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affiliated with the Islamic Ad-Dawa Party led by 
published this front-page editorial) 


the democratic and constitutional process 


we must 
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affiliated with the Iraqi National Accord led by 


published this back-page editorial by Abdul 


these 


there is no consensus on this 
the Iraqi people will have their 


independent published this front-page editorial 


Iraqis 


or for the 
but on the contrary it 


BaVath supporters should have been 


let the reasonable people of 


pro coalition affiliated with the PUK led by 


in an effort to isolate extremist 
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its policy turned against Sunnis (in the 
then they went back to them (Saleh Al- 


the Sumnis left the political process 


American policy needed 


the American ambassador said the lraqi 


the paradise that God 
will the 
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including the distribution of printed 
radio and television programs. Outside of Tha 


the general Thai population is not particularly 
the 


has little knowledge about the potential 
the 


or the public health measures 


but that more work remains to effect 


Column 4 
in addition to local police forces. 


particularly in rural areas 


and even that extensive 


the Royal Thai Government could quickly 


the clarity of the message and the 
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pressed for a phone call 
in order to provide a 


LE 


Director General of the MFA 


who was present on 


began by explaining that the RTG is not interested 
but is 
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as a friend of North Korea and the U.S. 


Kantathi traveled to 


meeting with DPRK Foreign Minister Paek 


Kantathi spoke to his counterparts in 
to explain the Thai role and give a 
when pressed for the Chinese 


DPRK officials told their Thai 


given the U.S. policy of 


however 
according to Surapon. 


North Korea could not accept the recent 


dismantling all nuclear programs 


re-entering the NPT was the 


Kantathi will be fresh from 
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Pyongyang could be interested in 


and 
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expected soon on the expanded VAT. Both Tetangco 


especially as a recent 


and both will be meeting with members of 
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especially improving revenue collection and less on 


USAID Director Jon Lindborg and 


Amando Tetangco 


noted that the overall macroeconomic numbers 


but 


according to Tetangco. 


up 21.5 percent in the first 


though initially projected to grow by only 10 percent. 
compared to $8.5 
would offset the higher cost of oil on the 


Y Tetangco predicted the current 


at year's end would remain in surplus by $850 
which would be higher than initial forecasts. 


Tetangco noted that BSP 
trading at 

would be slightly stronger 
if it were not for current 


Column 4 
which froze 


however 
Y which the markets 
according to Tetangco. Markets and the 


Tetangco admitted 


however 


\" 


$17.7 billion 


separately 


the lack of reliable credit information 


he 


overprotects large creditors and borrowers. Other 
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was a much more important 


indicative of 


upgrade the availability and 
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with BSP data indicating a peak of 18.2 percent of 


where it was prior to the Asian financial 


though 


but certain banks are weak according to Tetangco. 
and the broad 
42 


of which about 20 are foreign (including 
JP Morgan Chase and Bank of America). Only ten of 


with average transfers of about $200 while Italy is 


is determined to 
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those Philippine banks encounter difficulties with 


which Guinigando said he would do. 


were not sufficient and that the GRP needs 


he noted. Without that sense of finality 


he admitted. 


Teves 
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so the net effect of the expanded 


according to Teves\'s 
under his management. 
and with 


the deficit in 2005 would 


the GDP growth forecast 
with higher 


improved tax 
and better monitoring of performance in the 


he said would send a strong signal to 
he said that commercial banks 


with greater 
risk premiums might be reduced. 
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he acknowledged that money moving in quickly can 


he said the GRP needs to create more 
but mostly for consumption he added. 
capital 


and pension funds. He said he would wait for a lull 


including 
EU and Japan 
he insisted. Teves also showed little 


especially improving revenue 
and not on areas outside the direct authority of 


where the Philippines will probably 
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including those in the bond market 


they have not 
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asking why the USG has not taken action against him even 


if 


such as smuggling weapons into Vietnam 


Hoang stated 


but that \"circumstances\" prevented such a meeting from 


who use their contacts with ConGenOffs to protect themselves 
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on 


O5HOCHIMINHCITY924 


Column 4 Column 5 
Tran Khue is a 


while we believe that the reasons for the 


the USG repudiates self-immolation as a form of protest. 


where we have been able to take advantage 


PolOff cautioned that we should 


but our requests for meetings had gone unanswered. 


bluster or cajole us 
Y and acknowledged 


August 30 2005 


a number of people in Dong Thap and An Giang provinces 


causing injuries and death) 
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there have been many 


2005 
Long Dinh hamlet 
resided in Dong Thap) was found driving a motorbike 


born 1964 

resided in An Giang) was found driving a motorbike without a 
born 

resided in An Giang); To Van Manh (born 1950 


the traffic control team of Cho Moi district 

Ut 

together 

walked side by side in the middle of the 

drumming a box (which Manh carried with him) 
causing disorder. Buu bought gasoline and poured it 
sitting in the road and causing a traffic jam for 30 


these elements went to Mrs. GamVs house 
Nhon Loi hamlet 

these people 

detaining vehicles of officials and willfully 


inciting the public 
and causing disorder. Local forces and 


An Giang provincial 


To Van Manh 
Vo Van Buu 
violating Article 245 of the Criminal Code of 


Nguyen Thi Ha 
violating Article 257 


violating Article 104 of the Criminal Code of 
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on the inter-village road No. 
Cho Moi district 


resided in Dong Thap); Vo Van Buu (bon 


resided in 


Buu and 


shouting and 


in 
Nhon My commune 


Nguyen Van Dien (resided in Dong 
Mai Thi Dung (resided in An Giang) for c 


Vo Van Thanh Long (resided 
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due to excessively serious burns 
2005. 


we confirmed that these were normal activities of law- 
and had no relation to religious activities. The GVN 


the local public strongly supports 
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Favila had joined 


but the GRP is willing to 
including Malacanang Executive Secretary Ermita 


suggesting that significant hurdles remain before 
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the 


said the Charge. 


and underscored that more 


the Charge nevertheless 


raising its 3% tariff rate to 48%. 


he promised. 


the Charge asked Favila whether DTI has a remedy 


as well 
to 
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contingent on GRP funding for USGS role in 


Favila appears 
notably over inconsistent 


Congress and other GRP officials to 


he faces many interagency conflicts 
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in line with the WTO 


August 15) 


Deputy Chairman of the 
the license for transfer 


the FSA uncovered violations connected 


Y she added. (Interfax - 
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August 16) 

475 000 (approximately $5 million) for the firsi 
versus KZT 985 080 

works and 


158 million in January-June 2005 
028 million (about 
Aktau Seaport 


294 031 tons of freight in January- 
including by ferries compared to 4 
August 8) 


the volume of foreign currency traded by 


according to the press 


August 17). 


178.30 according to real 


despite \"the significant shifts in 


August 18) 

CNPC International a subsidiary of China 

agreed to pay $4.18 

or $55 per share for Canadian firm PetroKazakhstan 


which is subject to the 


but allows 


CNPCI has the right to 
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August 23) 


\" a representative of the Procuracy 


which 
910 tons. 


August 11) 


1997 with OKIOC (currently - Agip 


August 


2005 according 


and also 


August 22) 


1% higher compared to the same period in 2004 


Column 4 
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6.8 million tons of gas condensate up 44% year-on- 
were produced. (Interfax - Kazakhstan August 15) 


12.1% higher compared to the same period 
the exports totaled $8.1 billion 
August 15) 
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the Court gave petitioners another fifteen days 


the Supreme Court cited 
000 pesos ($360). 
one of ten Cabinet-level officials 


on July 8 called for the President Arroyo to step 
had allegedly insinuated that the 


the Supreme 


subject to meeting any 
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majority of the Supreme Court 


rather than an 
if any one of the 


by its 
was a consumption tax. In their petition before 
opposition lawmakers and other parties 


but a majority of the Justices voted 


particularly 


Finance Department Undersecretary 
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the GRP estimates raising 


when 


7.8% (44.8 billion pesos) 
to plug the fiscal deficit and to 


from 72% in 2004 and 70% in 


Column 4 Column 5 


093.5 8.6 13.5 


financial and investment 
and credit rating officials welcomed the 


however have vowed to hold street protests. The 
the 

fight tax 

collect revenues efficiently and improve the 


but the 


Column 4 


Column 5 
9/1/2005 9:36 05CHIANGMAI201 
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with flag star 


visa section hours and a list of the 


\"What documents do | need to get a visa?" and "Why do | have to even if I\'m refused?\" The aim is to der 
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restoration of multi-party 
and press freedom. The full verdict is yet to be 


which would put 


PM Zia asked Attorney General Mohammad Ali to 


as the petitioner\'s main intention 


is known for his bias in favor of the opposition 
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prominent attorneys gave mixed 


and continuation of the constitution. The 


government 

he said adding 

however may die down for the 
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advice 


V but remain constrained by security concerns 


however 


about $10 million is still 


noting the positive reverberations following the 


e.g. 
and why Sadr opposes 
Singh asked if UNSYG 


as he had 


opining that the dynamics of 


Column 5 


and material assistance to assist IraqWs 
MEA 


that Iraq could 
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of the $20 million the GOI 
about $7 million has been 


about $2 million may be used for 
leaving about $10 million for 
as long as equipment is sourced from India. As in 


he expressed special interest in getting 


ideally in areas where India had electricity 
e.g. Khor Zubayr. Action Request for 


Singh mentioned that India will host two 
one focused on 


stating that the date of 


but the Iraqi Ministry of Oil would prepare a 
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Y but have very different ideas about what the 

further work on foods derived 


he suggested work 
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a DVC between participants may be helpful. 


as well 
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TITLED \"TRAGEDIES\" POINTS TO THE "STRANGE 
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TY 

VIN SPITE OF ITS HIGH TECHNOLOGY. V' VA 


ION. 
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THE DEADLY STAMPEDE IN 
QIS 

IS ANALYZED IN THE CONTEXT OF IRAQ\'S 

RUMOR WHICH HAS 
WAS INSTRUMENTAL IN THE 


A FORMER MEMBER OF 
T 
Y 
THEY USED THE RUMOR OF A SUICIDE BOMB TO CAUSE HARM. 
CALLED BY 
ARE NOTHING MORE THAN 
WHATEVER THEIR RELIGIOUS BELIEFS.\" 
A MIDDLE EAST EXPERT: 
THAT 
)BE 
PLUNGE 


Y ARE 
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SE 
TRINA 
WHICH ILLUSTRATES ONCE AGAIN OUR INABILITY 


THE MOST POWERFUL NATION IN THE WORLD IS SUDDENLY 
NAMI. 


IT MAY BE THAT IN THIS 
‚ TO 


ІП 
WHEN THE BARREL OF OIL HAS 
AS 
WHO WANT TO BE REASSURING QUICKLY 
'EGIC 
IN THE HOPES OF MAKING A PSYCHOLOGICAL IMPACT 
STROPHE 


THE MAGNITUDE OF THE DEVASTATION IS STILL LARGELY 


ITS TECHNOLOGICAL AND 


IN SPITE OF ITS POWER THE COLOSSUS REVEALED 
EN 


¡EAN. 
BOTH LOCAL AND FEDERAL ATALOSS 
WHICH IS NEVER VERY 
IS TAKING 
PUNCTUATED BY LOOTING. AFTER THE LAWS OF THE SKIES THE 
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IE 

RUMOR. RUMOR IS AN IMPORTANT 
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IN A COUNTRY SHAKEN BY THE SETTLING OF 
UNVERIFIED INFORMATION 

“HE 
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President Jacques Chirac 


he launched another pet 

the Agency for Industrial Innovation All) which 

health information society 
including \"the 


and 
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Chirac said that Vall the conditions 
\" 


he 
which he stressed were now \"a thing of the 
he said he wanted the new Agency for 


but using the \"instruments adapted 


Chirac unveiled a new effort 


France will also create a new School of 


science and 

from unemployment hovering at 10 around 
to a record trade deficit in the first six months 
as all government support is 


for their part fear that government aid will 


at least Europe-wide effort that 
scientists and educators. 


the 


Column 4 
the GOF is moving forward 


beginning with Germany on the European Google 
all the while abiding by EU rules on state aid. 
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Parisot 


including Denis Kessler 


pointed out that \"politicians remembered the 


relocate or fall into the arms of a foreigner.\" 


\" Parisot 


Y she explained. 


she added. Instead 


Parisot said that the 
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President of 
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many if not all MEDEF speakers 


one French business leader told us. As an 
he mentioned a number of young French people who 


few French politicians would agree 
at least not officially. 
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Germany and Italy 


but it will be 


which forecast on August 11 


which held its benchmark interest 
would help underpin a 


industrial 
that indicators are 


on August 31 he admitted that 
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to 9.9% in July 


IMF revised its forecast of the 2005 French 
and forecast GDP to 


IMF warned \"important 


private-sector economists warned 
weak job market and strong euro 


High Oil Prices Lack 


which declined 
the recent rise in the 


and imports. Lagarde estimated that the energy 


inflation remained under control 


notably well-respected Head of the 
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Unions 


the socialist 
the center-right UDF some ruling-majority UMP 
and unions of transport professionals called for 


which is forecast to raise E 

but was abolished by former 

and therefore to economic growth. At the 
the Greens and the National Federation of 


arguing that drivers must be made aware of 
and were favorable to a decrease in 


Prime Minister 


arguing it was \"extremely expensive\" for the 


Column 4 
and promised that excess 


and to sectors the most exposed to the 


notably transport professionals. 


Ecology and Industry ministers will participate 


which 
would save money. 


who promised after taking office in June to 
said that the government was preparing a set 
the 


wage 
job creation through tax incentives 


just a week before 
and eventually admitted that 
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but complimented 


speaking in 
Poland linked Petrac\'s arrest directly to the 


asserting that the Action Plan had 


which is the only way to achieve \"full 


which is 
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destroying Khasia betel leaf crops on August 3. 
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leaders only mentioned the need for a road 
none 
however that police were 


provided background on land 
the Forest Department initiated two Eco Park projects 


their livelinood source for generations. One 
500 acres and the other for 800 


500 acre project through their protests and activism the 


told us that Eco Parks are designed for 


plant new types of trees and build 
however that there is plenty of other idle land in 
Gomes and Nawab Abu Abbus 


most do not 
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the attack on Khasia betel leaf crops can be read as 
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despite bitter criticism from within. 


as part of his campaign for Likud 


over the PA\'s refusal to compensate relatives of 


Column 4 
the special 
has been permitted to 


Iranian officials said Teheran is trying to 


and work on the nuclear program continues. 


they 
and will defend itself if attacked by the U.S. 


who will 
was quoted as saying in an 


Yaron summed 


who allegedly told the late PM Yitzhak 


because 


Jerusalem 


is one of two USG officials 


and that the 
AIPAC\'s former director 
was accused of passing on to 


will brief Indian officials next months and 


considered the principal 
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IsraelVs largest 
announced on Wednesday it has signed an agreement 


which is registered and operates in the U.S. 


pluralist Yediot Aharonot: 
as well as circles in Israel 


pluralist Yediot Aharonot 

as well as 

are talking about an attempt to 

and the fact is that everything that took 


relative calm on the part of 


but rather from political wishes on 
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including Hamas. Abu Mazen 


to begin an internal Palestinian 
in which the leadership tells the refugees in 


contribute to a reduction of violence and 


and such a failure 


but rather a deterioration into 


pluralist Yediot 


but we must prepare 


pluralist Yediot 


but power is in the 
who constitute no more than 10 


should Bashar Assad\'s regime 


Hafez Assad massacred tens of 
but they will 
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the [UN] Security Council 
but it 


but we must prepare ourselves for the 


one can understand 


which 

might turn out to be the nightmarish sight 
which would cost human lives in all 

one 


and a disaster such as Wednesday\'s could produce 
given the big American 
as of now 


a horrendous number of whom 
would stop playing the 
after the Sunni minority -- the 
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to fulfill pledges of a new Iraq. 
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Orthodox Hatzofe editorialized: Sharon 


Orthodox Hatzofe editorialized (September 
Amos 


they don\'t mention past sins in the same 
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have been uniform in 
Sharon can continue 
while hoping tangible benefits of 


however with primaries already set for April 
Sharon must face a Likud leadership vote at which 


Column 4 


but the immediate impact of disengagement has 
and despite the party 


the Likud Central Committee will meet 


000 registered Likud members may 
Channel Ten 


on 24 
HaVaretz newspaper published a poll among Likud 


26.3% for Netanyahu and 24.2 percent for Landau 


in which no single candidate gains 40% or more of 
a second-round run-off would be held between the 


with the mass-circulation newspaper 


leaving Netanyahu to head Likud in 
the sample came up with a near tie 


MaVariv polled the likely outcome of what 


Column 5 


Column 4 


Column 5 
that alignment 


but would damage Sharon\'s credibility 


Үчһе small bang\" 


but 


MaVariv found 34 seats for a Sharon-led 


with the centrist Shinui 


Likud members will need to decide whether they 


volatile Netanyahu. Sharon will 
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but he is a sitting prime minister in a 
and he 
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hoping the GoA would deny it. 
Schiebel could claim it was the GoA not 


that had prevented the sale of UAVs. Hans Schiebel 
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is Armenia\'s major obstacle to 
election fraud and repression AS 
according to Demirchian and Geghamyan have 


which already 


human rights and the rule of law. 
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who said he 


because it 


despite our efforts members of the Armenian 


it is difficult to 
000 


President 
000 votes amid serious voting 


to win his second term in office. 
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V reftel paragraph 7 

Labor Law No. 4857 the General Health Care Act 
the Code of Obligation the Apprenticeship and 


the GOT signed an MOU to 


Column 4 Column 5 
the GOT initiated a policy to 


the Prime Ministry issued a circular to all public 
instructing how to guide children working in the 


and the ministries have begun work designed to 


Child Labor 
has been tasked with implementing the provisions 


while the total number 


Kizilcanamam 
November-December 2004 and April-May 


unions other NGO\'s 
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No. 2828 children who are subject to the WFCL 


as well as national 
including Come On Girls To School!" and \"Child 


and the Ministry of Education is 


this number could 


magnitude 
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the increase in press coverage of the issue and 
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could provide the first indication of 


but it must take 


students and 


ending up at a public racecourse for a rally and 


Seneviratne said. 
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Seneviratne asserted \"They have to come with us\" 


describing its talks with Rajapaks as 


some former JVP ministers 
he maintained. 


based on results from presidential 

the SLFP can 

Seneviratne 

on the other hand 

000 it received when it ran alone in the 2001 general 
the last presidential election 

the JVP won only .04 percent of the vote. This 


has never exceeded the 


000-900 000 of Sri Lanka\'s 14 million registered v 


presidential and provincial election since 1994. 


JVP support more crucial than ever) 


Seneviratne conceded and realized a complete 


\" he added frankly. In 

the former revolutionaries unlike their more 
include extremely talented 

in 


Column 4 Column 5 
failed to cultivate a similar cadre of 


crowd-pleasing orators he noted 

the party 

as a first step and he has been working ever since 
however appears not 

and the 


Seneviratne indicated. 


Seneviratne said he 
due to be unveiled 


he averred; 
what did she lose an eye for?" While 


with the Liberation Tigers 


Seneviratne conceded the aspiring 


SLFP strategists have determined their 


Seneviratne responded 


however that corruption was 


we have not done anything wrong V he stipulated. He 


Seneviratne 


however 


Column 4 


roads 


000 at 18 percent 
of which 4 percent is subsidized by the 


however 


the current situation--the P-TOMS 


personal loyalty to 


the 
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our contacts say 


who pressured 
are concerned that the PM used 
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after 10 years of an SLFP presidency 
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M 
and assuring the public 


our contacts question whether the GOT can turn the 


to express 


he said 


and 


weary of the 
is ready for a new approach as indicated by the 


although they are more 


president of the Human Rights Association and 
former president of the human rights 
said Kurdish issues have never been 


the AKP government has taken small 

and 

they 

the GOT lacks a program for addressing Kurdish issues 
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\" Ensaroglu said. \"We have been 
and as a result 


but in any case the AKP 


in the form of the 

for pressuring Erdogan to address the Kurdish 
including a July 19 

then deputy chief of the Turkish 

military leaders have emphasized the need for 
including economic 


the military has subtly called attention to 
where rampant 
poor education and backward social traditions 


while groundbreaking 

he did not define what he meant by 

Y nor did he say what \"mistakes\" the State 
there has been criticism from 


for example is among those who have argued that by 
\" Erdogan reinforced the 
possibly strengthening the 


or even negotiating with the terrorist organization. 
when the PKK responded to Erdogan\'s Diyarbakir speech 
some of 


the NSC comprising 
issued a statement emphasizing 
while 


Column 4 
political officer at the European Commission 
told us she views the statement as 


she 
is that the military wants the government to take 


but without referring to a separate 


which emphasizes the \"indivisibility of the 


a Turkish political analyst 

Hacettepe University anthropology professor and expert 
told us they believe Erdogan set a 

into which 


a general amnesty for PKK 
the release of PKK leader Abdullah Ocalan from 
and a constitutional amendment citing Turks and Kurds 


listing each of these examples as long-term goals 


Demir and Aydin agreed 


then 


including Erdogan 
\" Aydin said. 


we agree with our contacts\' assessment that 


other than directing the High Board of 


Column 5 


Kurdish identity 


and Suavi 


can Erdogan follow through on his 


knows what the government will do 


Column 4 
this 


an attorney from the southeastern province 
noted that Kurds in the southeast already receive 


she said 


the GOT will remain hyper-sensitive to 
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V the Israeli ОСМ concluded. 


the Israelis 


saying that disengagement was only one 


nanotech 


water and alternative energy projects. End Note) It 


commercial 
the foreign policy establishment 
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Douste-Blazy said 


and that Europe 


he 


he 


Douste-Blazy acknowledged NATO as a major 
expressing confidence that this would not limit 


economic 


he asserted that the U.S. had now realized \"the 


Douste-Blazy contended 


saying 


the EU retreats to deal with our 
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technological 


the U.S. had 


\"It would be paradoxical if 


Column 4 
he saw a need for French 
given France\'s need to defend \"its vision of the 


the United 


Japan 
he said 


whence the 


subject by subject 
on a case-by-case basis\" with respect to which 


rising or established 


in fact revealed!" by the 
he said 


which had plunged Europeans into a period of 


\" he said 


he called for 


aviation security 
poverty and 
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India 
multipolarity should be 


crisis by 


by the EU\'s 


and French 


and health scares; 
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s declaration of non-recognition 


Douste-Blazy amplified on ChiracYs more general 


\"It\'s hardly 
following remarks European Affairs 
whose accession treaty was signed in April would 


\"inasmuch as they conform to the 
she said were also known: Zagreb must cooperatı 


\"whether it\'s membership or 
\" its future with the EU would only be 


if the path of 
the French people will have the last 


Douste-Blazy said VWe will do 
after the years of drama and 
the virtuous circle leading to peace will be 


calling it an Wexemplary operation" and 
he reiterated the GOF\'s 


while reiterating the red-line against any French 


suggesting that 


Column 4 
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claiming it did 
but conceded they would 
as the Foreign 


noting 


Douste-Blazy asserted 


especially given Africa\'s geographic proximity to 
he continued 


were inseparably intertwined. He 
\" he 
France would 


especially the African Union (AU). 


and 


and the tight budget the Quai faces in 
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V in which a woman was reportedly raped by her 
the Deoband school issued a 


newspapers carrying the story reported that the 


Imrana was given 


but the idea that she should live with her 
\" he said. Nevertheless 


most 
a Member of Parliament 
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summed up many Muslim womenvs feelings in an 
writing that WEvery time a fatwa is issued without 


the brunt is always born by women." 


the Editor of the 
explained to Poloff that ideally 


but a journalist had sent in the question about 


commented senior journalist Zafar 
is to \"build up the politics of the Islam scare and 


but is still looking for an anti-Muslim 
said Agha. Madani complained that the media 


he believes the Left has joined hands with the 
under the guise of the war on terror 


V senior journalist Saeed 


which 


other Indians point to these 


only matters of personal law including marriage 
or 

to be decided according to Shariat law. Qari 
the Editor of the V'Secular Qayadat\" magazine 
emphasized that 


he 


Column 5 


with careless editing and lazy programm 
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the editor noted is healthy for 


pressure within the Islamic 


and that a seven-member \"jury\" under his 


and therefore called for a retraction. 
said Agha 


people saw that the mullahs could not 


and Vfeels protected by Congress. Agha 


he commented and wonder why they 


moderate Muslim community in a 


however serious 


again putting Muslim groups on the 
the ability to debate these issues 
gives the average Indian Muslim 


and allows the common man to rein in 
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\"Damn the PKK.\" The Turks 


and they continue to make 


press policy makers and military 
and threatens our still-recovering relationship with 

all through 

and increasingly among the 

Turks ever more insistently are asking if the United 


fueling the sense of outrage. Mourners now shout \"Damn 


itself a product of 
has sparked a debate about what 


EUR DAS Bryza emphasized measures against 


TGS/J3 MG Zorlu and the media. A long-time contact from 


protesters who went to the local hospital 


resulting in the death of a protester 
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GEN Yasar Buyukanit reflected in an 


V referring to an intifada-type 


Turkish officials tell us they 


and law enforcement measures in Europe. But 


where it appears that the 


we have heard 


or the tracks in order to make the trains 
rarely taking on the Turkish military Jandarma or 
killing 


and seriously 


the 
GEN Hilmi Ozkok previewed this 


and said 


which would be 
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and our 


we still face 


the EU 
should the situation continue to worsen 
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by UN SecGen Kofi 


STILL UNDER EMERGENCY" 
by Caherine Rebuffel 
Interview with Niamey Bishop Michel 


A WAY TO FIGHT SEVERE MALNUTRITION" 
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by Pierre Prier 
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by Olivier Truc in 


THIS ISLAND WAS UNDER LAKE CHAD by 

REFUGEE CAMP OF NO RETURN!" by special correspondent 
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allowing Air France and Aeroflot to carry 


absent a strong compensating advantage. He thought it 


given that the 


Russia 


if at some point the two companies 
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President of the approximately 15 
and Otton Solis 


whose official position is to pursue 


(2) the 
(3) the option of 


and (4) the status of approvals in the other 


2005 edition of La Republica 


therefore 
\" said Chang. Chang specifically 


to upgrade roads 
and to streamline the country\'s customs-clearing 


2005 


2005 
including the funding 
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the Commission has met 
000-member 


the 


qu 


itis necessary 


highways 


the Commission will 


the Administration submitted to 
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on the complementary agenda. The implementing 


and the status of these projects is unclear to 


and the telecommunications- 


y 


which now focuses entirely on 


the ball will be back where it has 
with the President. Still unknown is how 
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it did provide information on the group S 


fifty minutes hike away from Aucayacu in the Upper 
the area where Artemio S group operates. 
carrying 


national and regional 


s economic growth 


s armed actions 
guerrilla 
sabotage and selective annihilation. These tactics 


arguing that 
the GOP\'s anti-drug agency DEVIDA and NGOs benefit 


he called for larger 
e.g. electricity and highways. He 


he asserted are 


he professed support for the 
stating that his group defended cocalero interests 


be they 
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campesino and 


Peru S 
s union. 


even within his own 
though he attempted to gloss over 


Y but did not give 
he asserted that the common 


the Ministry of Interior believes the interview 
who they have identified as 
the Commander of 


\" they believed it was 


although Artemio presents an ambivalent 

the ties between the groups 

as the cocaleros are an important piece of 

s shifting strategy of greater integration with the 


s traditional rigid non-negotiable 


S group remains entrenched in 
political alignment may have emerged as a 
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V the terrorists intentions are discovered when a 


also carrying information about an operation against 
the planned attack is confirmed and Panama 
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PANAMAX is portrayed as a defensive exercise to 


Canada 

Colombia the Dominican Republic 

Panama Peru 

El 

France and Uruguay were observers. (Note: Bri 


Traad made his presentation on PANAMAX 2005 to 


Canada Colombia 
Ecuador El Salvador 
and the United States all sent 


SMN Public Affairs Officer and a 
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a mine field being deployed near the Atlantic 
and terrorist 


dams 


and the narrow Culebra channel. The ak 


Captain Marcelo Barbieri 
and Captain Antonio Adames (Panama). Captain 


the 


preparation and leadership but did not 
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intelligence sharing) and identified areas that 
the need for more 


a former Marine 
will face intense 


founder and 


wrote 

however to 
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commenting 


but that the deadline for electing new officials 


Y with the other levels to follow 


while it is unclear if Obasanjo plans to 
he certainly does not want to release V'the 


Iwu is close 
Anambra 


serious efforts had 


but he never complained about affairs of state 
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funding and 


other than that they share the characteristic of 


often providing funding for their activities. 
the 

Moroccans living abroad 

and the environment attract the most public 
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chairs the Mohammed VI Foundation 
while Princess Lalla Meryem 
heads the Hassan II Foundation for 


but each 


the heads of the national electric 
and aluminum companies sit on the Mohammed VI 


Zoulikha 
moreover 


Y or 


and the Hassan ІІ Foundation for Moroccans Living 
for example 
passed by Parliament 


like the Mohammed V 
rely solely on private funds 
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water 


is President of the Mohammed V Found: 


were established by dahir 
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week-long solidarity campaign across Morocco. In 
for example the Mohammed V Foundation for Solidar 


according to its 2004 financial report. 


V which comprises a group of 
the Mohammed V Foundation for 


and 


according to its 2004 financial report. 


for example recently sponsored one 


according to press reports 


raised 14.4 million 
but also receives 


which receives the bulk of its money through small 
or USD 2-8)) charged to its members and 


they all share a commitment to the responsible use 
including the Mohammed 
are independently audited by the 


the 
which was established 
is a Vstate-approved public 
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and Sustainable Development. Recent 


which was struck by a devastating earthquake 
as well as the provision of food and other 


the foundation has 
tended to the handicapped 


the foundation has partnered with civil 
potable water) 


Social 
Family 


national 


the foundation provides 
trains 
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who has а history of involvement with environmental 
the King created the Mohammed VI Foundation for the 


city 

and air quality. It sponsors national 
equip them with adequate 

and have them certified under the 
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among other things 
and 
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Embassy Yerev CONFIDENTI/ 


Embassy Madri UNCLASSIFIE 
Embassy Kinsh: UNCLASSIFIE 
Embassy Ankar CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Embassy Baghc UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy New [ CONFIDENTI/ 


Column 6 Column 7 


Embassy Baghc UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Baghc UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


and universal 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Bratis CONFIDENTI/ 


Column 6 Column 7 


Minister 


if the piece of the party remain 


Column 6 Column 7 


Embassy Kuwai UNCLASSIFIE 


Singapore Paris 


Jordan and China 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Doha CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Embassy Tel AAUNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


but interested in quiet 


Column 6 Column 7 


Embassy New [ CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Bratis UNCLASSIFIE 
Embassy Tel AACONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Tel AACONFIDENTI/ 
Labor Party 


"or 


Column 6 Column 7 


Column 6 Column 7 


Embassy Minsk CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Musc: UNCLASSIFIE 
Embassy Musc: CONFIDENTI/ 


Embassy Musc: UNCLASSIFIE 


Column 6 Column 7 


Embassy Madri CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Embassy San Jı UNCLASSIFIE 
Consulate Jerus UNCLASSIFIE 


Column 6 Column 7 


Embassy Ankar UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


music and 


y. It 


Column 6 Column 7 


Column 6 Column 7 


Embassy Hararı CONFIDENTI/ 
Embassy Cairo CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


and Assiyut have 


Column 6 Column 7 


Column 6 Column 7 


Embassy Ankar CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 
Embassy Kings! CONFIDENTI/ 


Column 6 Column 7 


\"should 


Embassy San SUNCLASSIFIE 
Embassy Brasili CONFIDENTI/ 


Column 6 Column 7 


bringing 


Column 6 Column 7 


Embassy Asunc UNCLASSIFIE 
Embassy Asunc UNCLASSIFIE 
Embassy Baghc UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Canbe UNCLASSIFIE 


Column 6 Column 7 


terest 


Consulate Ho C UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy Wellir CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


ler 


Column 6 Column 7 


Embassy Paris UNCLASSIFIE 


Embassy Manil: CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Madri UNCLASSIFIE 
American Instit UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy Madri UNCLASSIFIE 
Embassy Madri CONFIDENTI/ 


Column 6 Column 7 


Embassy Colorr UNCLASSIFIE 
Embassy Pragu CONFIDENTI/ 


the Netherlands and 


Column 6 Column 7 


Embassy Madrit UNCLASSIFIE 
Embassy Manil: UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy Manil: UNCLASSIFIE 
Embassy Helsir UNCLASSIFIE 
American Instit. CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Madri UNCLASSIFIE 
Embassy Rome UNCLASSIFIE 
Embassy Amm: UNCLASSIFIE 
2005 - PROGRAM 


HE WAS 


Column 6 Column 7 


Column 6 Column 7 


Embassy Tel AAUNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Baghc CONFIDENTI/ 
Embassy Paris UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy Baghc CONFIDENTI/ 


Column 6 Column 7 


US Office Almat UNCLASSIFIE 


Consulate Chiat UNCLASSIFIE 


charging additional fees as the 


sive ID check conducted on the 


Column 6 Column 7 
drted by a group of pro-human 


especially durin most of the ca 


Consulate Cher UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Rang: CONFIDENTI/ 


Embassy Colon CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Baghc UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy Yerev UNCLASSIFIE 


involving minors in 


child trafficking (three 


Column 6 Column 7 


Column 6 Column 7 


the last year UNICEF 


Column 6 Column 7 


US Office Almai UNCLASSIFIE 
Embassy Hararı UNCLASSIFIE 
Embassy Madri UNCLASSIFIE 


Column 6 Column 7 


Embassy Doha CONFIDENTI/ 
Embassy New L CONFIDENTIZ 


Column 6 Column 7 


Embassy Amm: CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Baghc CONFIDENTI/ 
Embassy Pragu CONFIDENTI/ 


Embassy Madri UNCLASSIFIE 
Embassy Madri UNCLASSIFIE 


Column 6 Column 7 


Barcelona and 


Embassy Rome UNCLASSIFIE 


Column 6 Column 7 


Nigeria and Senegal v 


Dakar and Rabat 


Embassy Maput UNCLASSIFIE 


Column 6 Column 7 


Embassy Tel AACONFIDENTI/ 


Embassy Cairo CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Gabo! UNCLASSIFIE 


Column 6 Column 7 


Maun and Gumare. 


Column 6 Column 7 


Embassy Tel AAUNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Bratis CONFIDENTI/ 
Embassy Wars: CONFIDENTI/ 
Embassy Cairo SECRET 


Embassy Cairo CONFIDENTI/ 


Column 6 Column 7 


from the GOI in 


Column 6 Column 7 


are 


Column 6 Column 7 


Embassy Pragu CONFIDENTI/ 
Embassy Ankar UNCLASSIFIE 


Embassy Asunc CONFIDENTI/ 
Embassy Lima UNCLASSIFIE 
Embassy Brasili UNCLASSIFIE 


Column 6 Column 7 


\" is known in the region for his 


Embassy Asunc UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


school 


Column 6 Column 7 


Embassy Paris UNCLASSIFIE 


Column 6 Column 7 


Embassy San SUNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy Santo UNCLASSIFIE 
Embassy Santo UNCLASSIFIE 
Embassy Bogot UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Baghc CONFIDENTI/ 


Embassy Teguc UNCLASSIFIE 


Column 6 Column 7 


Embassy Bogot CONFIDENTI/ 
Embassy Bogot UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


hosting 


and others 


Column 6 Column 7 


The 


Column 6 Column 7 


Embassy Teguc UNCLASSIFIE 


Column 6 Column 7 


Embassy Colorr UNCLASSIFIE 
Embassy Tel Ay CONFIDENTI/ 


had adrenal gland cancer. 


Column 6 Column 7 


Embassy Vatica CONFIDENTIZ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Colorr UNCLASSIFIE 
Embassy Hararı UNCLASSIFIE 
Embassy Tel AAUNCLASSIFIE 


with wages in the 
31 percent lower than 


Column 6 Column 7 


Embassy Baghc UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Baghc UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


deal with the 


Column 6 Column 7 


Column 6 Column 7 


Embassy Bratis UNCLASSIFIE 


res.no 14549). 


Column 6 Column 7 


as all 


Column 6 Column 7 


American Instit UNCLASSIFIE 
American Instit UNCLASSIFIE 
Embassy Vilnius CONFIDENTI/ 
Embassy Bangk UNCLASSIFIE 


itors 


Column 6 Column 7 


gems or 


Column 6 Column 7 


restaurants hotels 


Embassy Maput UNCLASSIFIE 
American Instit. CONFIDENTI/ 


Column 6 Column 7 


V since the PFP 


Column 6 Column 7 


the 


Column 6 Column 7 


Embassy Maput UNCLASSIFIE 
Embassy Lilong CONFIDENTI/ 


Column 6 Column 7 


Embassy Hanoi UNCLASSIFIE 


soybean meal 


Column 6 Column 7 


Column 6 Column 7 


Embassy Hanoi UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy Саро! CONFIDENTI/ 


Column 6 Column 7 


Kuwait and the 


Column 6 Column 7 


Embassy Kinshi CONFIDENTI/ 


and the church 


000 Congolese 


Column 6 Column 7 


Column 6 Column 7 


l and 


Consulate Ho C UNCLASSIFIE 


Column 6 Column 7 


Embassy Paris UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy Tel AAUNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Bangk CONFIDENTI/ 


E). Despite the government\'s 


Column 6 Column 7 


Column 6 Column 7 


US Office Almai CONFIDENTI/ 


Column 6 Column 7 


compared to an industry norm 


Column 6 Column 7 


Embassy Bratis CONFIDENTI/ 


burst in Vlate behaved 


Column 6 Column 7 


Embassy Bratis CONFIDENTI/ 
Embassy VaticaCONFIDENTI/ 


as 


Column 6 Column 7 


Column 6 Column 7 


Consulate Lago CONFIDENTIZ 


and Agbami) 


Column 6 Column 7 


prior to 


Column 6 Column 7 


Column 6 Column 7 


ENI/AGIP and Total) 


Column 6 Column 7 


Embassy Yerev UNCLASSIFIE 
Embassy New [ CONFIDENTI/ 


UN) meeting on Nepal in New 


Embassy Tel AAUNCLASSIFIE 
Embassy Santo CONFIDENTI/ 


Column 6 Column 7 


Shenzhen and 


Column 6 Column 7 


cement 


and automobile 


minerals and iron. 


Column 6 Column 7 
S 


Column 6 Column 7 


Embassy Baghc CONFIDENTIZ 
Consulate Lago CONFIDENTIZ 


Column 6 Column 7 


Embassy Bratis UNCLASSIFIE 
Embassy Pretor UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy Quito CONFIDENTI/ 


Embassy Pretor UNCLASSIFIE 


Column 6 Column 7 


Embassy New [ CONFIDENTI/ 


Column 6 Column 7 


Embassy New [ CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Dublir CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Embassy Helsir UNCLASSIFIE 


Column 6 Column 7 


and 


Embassy Ankar UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


who have became disconnecte 


Column 6 Column 7 


Column 6 Column 7 


Embassy Vatica SECRET//NOF 


STATE. 


Column 6 Column 7 


Column 6 Column 7 


\"he\'s 


Column 6 Column 7 


interlocutors were 


Embassy Sofia UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Pretor CONFIDENTI/ 


South Africa has good 


Column 6 Column 7 


Column 6 Column 7 


Embassy San Jı UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Minsk UNCLASSIFIE 


Column 6 Column 7 


was up 21.9% over 


300 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Consulate Adan UNCLASSIFIE 


Embassy New L CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Embassy Paris UNCLASSIFIE 


Column 6 Column 7 


Embassy Tel AAUNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy Ankar CONFIDENTI/ 
Consulate Istanl UNCLASSIFIE 


Column 6 Column 7 


)incer 


Column 6 Column 7 


Embassy Pragu SECRET//NOF 


Column 6 Column 7 


Embassy Asunc CONFIDENTI/ 
Embassy Asunc UNCLASSIFIE 
Embassy Rabat CONFIDENTI/ 


Column 6 Column 7 


and 


Column 6 Column 7 


Embassy Rabat CONFIDENTI/ 
Embassy Guate SECRET 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Teguc CONFIDENTI/ 
Embassy Quito UNCLASSIFIE 


Embassy San SCONFIDENTI/ 


Column 6 Column 7 


Embassy San SCONFIDENTI/ 


Column 6 Column 7 


Embassy San Jı UNCLASSIFIE 
Embassy San Jı CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


280.5 6 100.2 6 
650.4 2 834.1 2 
174.5 7 643.1 8 


805.8 3 883.4 3 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


American Instit: SECRET 


Column 6 Column 7 


and others implement \"catch-: 


Column 6 Column 7 


Libya Syria 


Column 6 


e-mail 


and 


Column 7 


Column 6 Column 7 


Embassy Algier. CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Y sung by a famous 


Column 6 Column 7 


Column 6 Column 7 


Embassy Manai UNCLASSIFIE 
Embassy Algier. UNCLASSIFIE 
Embassy Musc: SECRET//NOF 
Embassy Kuwai CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Embassy Мапа CONFIDENTI/ 


Column 6 Column 7 


Embassy Kuwai CONFIDENTI/ 


Embassy Kuwai CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Baghc UNCLASSIFIE 
Embassy Baghc UNCLASSIFIE 
Embassy Kuwai SECRET//NOF 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Kuwai CONFIDENTI/ 
Embassy Manil: CONFIDENTIZ 
Embassy Sana: UNCLASSIFIE 


VFor 


Column 6 Column 7 


Embassy Sana: UNCLASSIFIE 


Column 6 Column 7 


Embassy Amm: UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy Mana: CONFIDENTI/ 


Embassy Kuwai UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy Kuwai CONFIDENTI/ 


Embassy Kuwai CONFIDENTI/ 
Embassy Baghc CONFIDENTI/ 


Column 6 Column 7 


Embassy Baghc CONFIDENTI/ 
Embassy Baghc UNCLASSIFIE 


the 


Column 6 Column 7 


and objectivity to make the 


Column 6 Column 7 


Column 6 Column 7 


Embassy Baghc UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


and 


American Instit. UNCLASSIFIE 
Embassy Wellir CONFIDENTIA 


Column 6 Column 7 


proving on 


Column 6 Column 7 


Column 6 Column 7 


s populist platform and 


Column 6 Column 7 


call for 


10 percent. 


Column 6 Column 7 


Embassy Wellir UNCLASSIFIE 


Column 6 Column 7 


Embassy Wellir UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy Amm: UNCLASSIFIE 
Embassy Kuwai CONFIDENTI/ 


was in a hurry 


Column 6 


but 


Column 7 


Column 6 Column 7 


Embassy Мапа CONFIDENTI/ 


supported 


Embassy Dhake UNCLASSIFIE 


Column 6 Column 7 


and 


Column 6 Column 7 


Column 6 Column 7 


Embassy Singa UNCLASSIFIE 


Column 6 Column 7 


Embassy Canbe CONFIDENTI/ 


attempting to maximize 


Column 6 Column 7 


Column 6 Column 7 


American Instit CONFIDENTIZ 


Column 6 Column 7 


not only dominated party 


Column 6 Column 7 


Embassy Canbe UNCLASSIFIE 
Embassy Pretor UNCLASSIFIE 


Column 6 Column 7 
Australia 


784 doctors 


1. This 


Column 6 Column 7 


is one- 


and 30 percent of the U.S. cos 


Column 6 Column 7 


Embassy Canbe CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


American Instit UNCLASSIFIE 
Embassy Gabo: UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


American Instit. UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Ljublje UNCLASSIFIE 


Column 6 Column 7 


Embassy Kuwai CONFIDENTI/ 


Embassy Kuwai CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


V and he added 


Column 6 Column 7 


Consulate Chiat UNCLASSIFIE 


i to the KNPP army and party. : 


Embassy Dhak: UNCLASSIFIE 
Embassy Manil: CONFIDENTI/ 


000 


Column 6 Column 7 


Embassy Algier. CONFIDENTI/ 


Column 6 Column 7 


and 


Column 6 Column 7 


Column 6 Column 7 


Embassy Hanoi UNCLASSIFIE 


Column 6 Column 7 
Embassy Tel AAUNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Paris UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy Rang: UNCLASSIFIE 


Column 6 Column 7 


Embassy Vilnius CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Embassy Kuwai UNCLASSIFIE 


Column 6 Column 7 


Embassy Musc: UNCLASSIFIE 


Column 6 Column 7 


Embassy Santie SECRET//NOF 


Column 6 Column 7 


electronics and light industry 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


ADS Mundo and 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 
Embassy Baghc CONFIDENTI/ 


Embassy Brasili UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Asunc UNCLASSIFIE 
Embassy Asunc UNCLASSIFIE 
Consulate Ho C UNCLASSIFIE 


Column 6 Column 7 


retail cosmetics anc 


noted he had 


Column 6 Column 7 


cultural 


Column 6 Column 7 


Embassy New LCONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Embassy Kingsi CONFIDENTIZ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Sana: UNCLASSIFIE 
Embassy Sana: CONFIDENTI/ 
Embassy Sana: UNCLASSIFIE 
Embassy Sana: UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Taiz\'s 


Column 6 Column 7 


we 


Column 6 Column 7 


Column 6 Column 7 


Embassy Yerev CONFIDENTI/ 


Column 6 Column 7 


Embassy Amm: UNCLASSIFIE 
Embassy Tel Ay CONFIDENTIZ 


faced attacks from the 


Column 6 Column 7 


one by Islamic 


Embassy Zagre UNCLASSIFIE 
Embassy Tel AACONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


the GOI 


Embassy Мапа CONFIDENTIZ 


Column 6 Column 7 


Column 6 Column 7 


Embassy Мапа CONFIDENTI/ 


Embassy Colon CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Madri UNCLASSIFIE 
Embassy Madri UNCLASSIFIE 
Embassy Ankar UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Consulate Lago UNCLASSIFIE 


Column 6 Column 7 


Embassy New [ CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Cairo CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Embassy Sana: CONFIDENTI/ 


Column 6 Column 7 


Embassy Rome CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


will be coming to a 


Embassy Vienn. CONFIDENTI/ 
Embassy Sana: CONFIDENTI/ 


Column 6 Column 7 


Embassy New [SECRET 
Embassy Cairo CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Pragu CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Embassy Hararı CONFIDENTI/ 
Consulate Istan UNCLASSIFIE 
Embassy Ankar UNCLASSIFIE 


Column 6 Column 7 


Embassy Ankar CONFIDENTI/ 


Column 6 Column 7 


Embassy Maput UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy Hararı CONFIDENTI/ 
Embassy Baghc CONFIDENTIZ 


Column 6 Column 7 


Embassy Paris UNCLASSIFIE 
Embassy Paris CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


and 


as reflecting the need for 


Chile and Spain -- and announ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Consulate Lago UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy Rabat CONFIDENTI/ 


ut 


Column 6 Column 7 


Column 6 Column 7 


Embassy Bogot UNCLASSIFIE 
Embassy Bogot CONFIDENTI/ 
Embassy Brasili UNCLASSIFIE 


Column 6 Column 7 


Embassy Brasili CONFIDENTI/ 


Hu met 


Column 6 Column 7 


Column 6 Column 7 


to Brazilians of Japanese 


Column 6 Column 7 


Embassy Asunc UNCLASSIFIE 
Embassy Brasili CONFIDENTI/ 


Column 6 Column 7 


Embassy Panar UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Baghc UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Panar UNCLASSIFIE 
Embassy Santie CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Santie UNCLASSIFIE 


Embassy San SCONFIDENTI/ 


Embassy Wellir CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


language schools and health a 


Column 6 Column 7 


Column 6 Column 7 


American Instit. UNCLASSIFIE 
American Instit. UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Bogot UNCLASSIFIE 
Embassy Wellir UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy Canbe CONFIDENTI/ 


to have 


Column 6 Column 7 


Embassy Hanoi UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 
American Instit CONFIDENTI/ 


could 


Embassy Dhak: UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy Wellir CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


language schools and health a 


Column 6 Column 7 


Column 6 Column 7 


Embassy Sana: SECRET 


met the USAF C-17 at 


Embassy Sana: SECRET//NOF 


Embassy Lilong UNCLASSIFIE 


Column 6 Column 7 


Embassy Wellir UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy Wellir UNCLASSIFIE 
Embassy Baghc UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Canbe CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Embassy Bangk UNCLASSIFIE 


and Indonesia; more 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 
Embassy Colon CONFIDENTI/ 


Column 6 Column 7 
Embassy Amm: CONFIDENTIZ 


Column 6 Column 7 


Column 6 Column 7 


American Instit. UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 
Embassy Abuja UNCLASSIFIE 


and Virgin 


Column 6 Column 7 


Embassy Paris UNCLASSIFIE 


Column 6 Column 7 


Embassy Musc: UNCLASSIFIE 
Embassy Abuja UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Edo Kano 
and the Federal Capital Territo 


Embassy Colorr UNCLASSIFIE 
Embassy Singa, CONFIDENTI/ 


Column 6 Column 7 


Embassy Bangk UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


or 


Column 6 Column 7 


immoral influen or 


as of mid-Augu 


Column 6 Column 7 


and had left school 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Manil: CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Embassy Cairo CONFIDENTI/ 


Column 6 Column 7 


Embassy Tel AAUNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Madri UNCLASSIFIE 
Embassy Madri UNCLASSIFIE 
Embassy Madri UNCLASSIFIE 
Embassy Paris UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy Dhak: UNCLASSIFIE 
Embassy Dhak: UNCLASSIFIE 
Embassy Yerev UNCLASSIFIE 


Column 6 Column 7 


Embassy New LCONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


working areas/ 


Column 6 Column 7 


Column 6 Column 7 
Embassy San SUNCLASSIFIE 
Embassy San SUNCLASSIFIE 


719 children 


and 


1 156 from worki 


209 on coffee pl 525 


Column 6 Column 7 


Column 6 Column 7 


Embassy Manaı UNCLASSIFIE 
Embassy Bogot UNCLASSIFIE 


Embassy Rome UNCLASSIFIE 


Column 6 Column 7 


Embassy Madri UNCLASSIFIE 
Embassy Yerev CONFIDENTIZ 


Column 6 Column 7 


Embassy Madri UNCLASSIFIE 


Embassy Tel AACONFIDENTI/ 


Column 6 Column 7 


all Central 


Column 6 Column 7 


Embassy Madri UNCLASSIFIE 
Embassy Madri UNCLASSIFIE 
Embassy Madri UNCLASSIFIE 
Embassy Madri UNCLASSIFIE 
Embassy Madri UNCLASSIFIE 


Barcelona and 


Column 6 Column 7 


Embassy Madri UNCLASSIFIE 
Embassy Athen CONFIDENTI/ 


Column 6 Column 7 


and energy. 


Column 6 Column 7 


Embassy Zagre UNCLASSIFIE 


Column 6 Column 7 


Embassy Wars: CONFIDENTI/ 


Column 6 Column 7 


ran 


Embassy Kuwai CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Kuwai CONFIDENTI/ 


Embassy Tel AAUNCLASSIFIE 
Consulate Lago UNCLASSIFIE 
Embassy Baghc UNCLASSIFIE 


Column 6 Column 7 


will try to match those 


Column 6 Column 7 


Column 6 Column 7 


Consulate Lago UNCLASSIFIE 


Embassy Paris UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy Pragu UNCLASSIFIE 
Embassy Pragu UNCLASSIFIE 
Embassy Asunc UNCLASSIFIE 
Embassy Paris CONFIDENTI/ 
Embassy New L CONFIDENTI/ 


Column 6 Column 7 
Embassy Paris UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Bogot UNCLASSIFIE 


Column 6 Column 7 


Embassy Dublir CONFIDENTI/ 


Embassy Asunc UNCLASSIFIE 
Embassy Baghc UNCLASSIFIE 


Column 6 Column 7 


Embassy Quito UNCLASSIFIE 


Column 6 Column 7 


Embassy Paris CONFIDENTI/ 


Column 6 Column 7 


Embassy Bogot UNCLASSIFIE 
Embassy Bogot UNCLASSIFIE 
Embassy Baghc CONFIDENTI/ 
Embassy Bogot UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy Santo UNCLASSIFIE 
Embassy Teguc CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Asunc UNCLASSIFIE 
Embassy Asunc UNCLASSIFIE 
Embassy San S CONFIDENTI/ 


Column 6 Column 7 


Embassy San SSECRET 


and Mexico. On December 


Column 6 Column 7 


Embassy Bogot UNCLASSIFIE 
Embassy Teguc UNCLASSIFIE 
Embassy Baghc CONFIDENTI/ 
Embassy Teguc UNCLASSIFIE 


Column 6 Column 7 


American Instit. UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


US Office Айта! UNCLASSIFIE 


Column 6 Column 7 


128 radio 


eased 


Column 6 Column 7 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.210646Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


SIMO 
and ECA (USCENTAF) 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available.211337Z Aug 0 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
frank unhappiness with the regime as a change from his first meeting with Chinese officials in Kunming in October 


67 million telecom contract signed under Khin Nyunt has come to a halt. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.220349Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available.220635Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


nullDiana T Fritz 08/28/2006 04:04:16 PM From DB/Inbox: Search ResultsCable Text: 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.220842Z Aug ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.220940Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.221109Z Aug 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.221109Z Aug 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.221110Z Aug O 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.221111Z Aug 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.221111Z Aug 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.221111Z Aug 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.221130Z Aug 0 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available.221145Z Aug 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.221400Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.221402Z Aug ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available.221444Z Aug C 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available.221516Z Aug ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.221530Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.221740Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.222250Z Aug ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available.222306Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.230257Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.230552Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.230647Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.230901Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.231125Z Aug 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. ACTION AF-OC 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.231425Z Aug C 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
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Column 9 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 


. The full text of the original cable is not available. 
. The full text of the original cable is not available. 
. The full text of the original cable is not available. 
. The full text of the original cable is not available. 
. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 


. The full text of the original cable is not available. 
. The full text of the original cable is not available. 
. The full text of the original cable is not available. 
. The full text of the original cable is not available. 
. The full text of the original cable is not available. 
. The full text of the original cable is not available.240818Z Aug C 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.240901Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.241012Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.241016Z Aug C 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.241031Z Aug ( 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.241034Z Aug ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 

This record is a partial extract of the original cable. The full text of the original cable is not available. 

This record is a partial extract of the original cable. The full text of the original cable is not available.241224Z Aug ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 

This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


Natalie Brown 09/03/2007 06:13:54 PM From DB/Inbox: Search ResultsCable Text: 
This record is a partial extract of the original cable. The full text of the original cable is not available.241232Z Aug ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available.241305Z Aug ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.241327Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.241358Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.241431Z Aug C 


Column 9 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.241532Z Aug ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.241642Z Aug ( 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.250727Z Aug ( 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.250811Z Aug 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.250854Z Aug ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.250951Z Aug ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.251028Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.251122Z Aug 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.251136Z Aug 0 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.251255Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.251417Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.251418Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. ACTION AF-OC 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.251738Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.252116Z Aug 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.252222Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.260435Z Aug ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.260752Z Aug ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.260956Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.261020Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.261034Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.261101Z Aug 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.261220Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


in addition to 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.271054Z Aug ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.271428Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.280746Z Aug ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.281055Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.281152Z Aug 0 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available.281413Z Aug C 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.282343Z Aug ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.290401Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.290438Z Aug ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.290557Z Aug ( 


This record is a partial extract of the original cable. The full text of the original cable is not available.290606Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. ACTION АҒ-0С 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.290833Z Aug C 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Ngoon. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available.291033Z Aug C 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.291112Z Aug O 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.291220Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.291308Z Aug ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.291317Z Aug C 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.291327Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.291337Z Aug ( 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.291412Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.291415Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.291423Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.291510Z Aug ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.291527Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.291603Z Aug ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.291649Z Aug ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.291716Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.291750Z Aug ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.292011Z Aug 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available.292208Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.292231Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.292304Z Aug ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.300514Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available.300824Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.300902Z Aug ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.301108Z Aug 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.301154Z Aug 0 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.301231Z Aug C 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 


. The full text of the original cable is not available. 
. The full text of the original cable is not available.301303Z Aug C 
. The full text of the original cable is not available. 
. The full text of the original cable is not available. 
. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.301400Z Aug C 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.301455Z Aug ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.301507Z Aug ( 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 


. The full text of the original cable is not available. 
. The full text of the original cable is not available.301531Z Aug C 
. The full text of the original cable is not available. 
. The full text of the original cable is not available.301600Z Aug C 
. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.302134Z Aug ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.310058Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 


. The full text of the original cable is not available. 
. The full text of the original cable is not available. 
. The full text of the original cable is not available. 
. The full text of the original cable is not available. 
. The full text of the original cable is not available.310402Z Aug C 
. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


P 310556Z AUG 05 FM AMEMBASSY TUNIS TO SECSTATE WASHDC PRIORITY 8684 INFO ARAB ISRAELI Ct 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.310702Z Aug ( 
This record is a partial extract of the original cable. The full text of the original cable is not available.310709Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.310734Z Aug ( 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.310849Z Aug ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.310949Z Aug ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.311035Z Aug 0 


Column 9 


VZCZCXRO5077RR RUEHCD RUEHFL RUEHLA RUEHMREDE RUEHSK #1022/01 2431041ZNR UUUUU ZZHI 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO5086RR RUEHDBUDE RUEHSK #1023/01 2431054ZNY CCCCC ZZHR 311054Z AUG 05FM AMEMI 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available.311156Z Aug 0 
This record is a partial extract of the original cable. The full text of the original cable is not available.311156Z Aug 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
R 311243Z AUG 05FM AMEMBASSY TUNISTO SECDEF WASHDCSECSTATE WASHDC 8699 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.311308Z Aug 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.311346Z Aug 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


O 311410Z AUG 05FM USLO TRIPOLITO SECSTATE WASHDC IMMEDIATE 0377INFO ARAB LEAGUE COLLE: 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.311505Z Aug 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.311523Z Aug 0 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.311534Z Aug 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.311605Z Aug 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available.311721Z Aug 0 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.311809Z Aug 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.010446Z Sep ( 
This record is a partial extract of the original cable. The full text of the original cable is not available.010449Z Sep ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXYZ000100 RUEHWEBDE RUEHSK #1026 2440554ZNY CCCCC ZZHO 0105547 SEP 05FM AMEMBA: 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


‘or success. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 


. The full text of the original cable is not available. 
. The full text of the original cable is not available. 
. The full text of the original cable is not available. 
. The full text of the original cable is not available. 
. The full text of the original cable is not available. 
. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.011115Z Sep 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.011115Z Sep 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.011117Z Sep 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.011204Z Sep C 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available.011227Z Sep C 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.011235Z Sep ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.011311Z Sep 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.011322Z Sep C 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 

This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.011414Z Sep C 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.011422Z Sep C 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.011516Z Sep C 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 10 


UNCLAS DHAKA 004102 SIPDIS G/TIP, INL/CTR E.O. 12958: N/A TAGS: PHUM, KCRM, BG SUBJECT: 36 CA 


CONFIDENTIALSECTION 01 OF 02 COLOMBO 001453 SIPDIS E.O. 12958: DECL: 08/18/2015 TAGS: F 


Column 10 


CONFIDENTIALNEW DELHI 006396 SIPDIS E.O. 12958: DECL: 08/19/2015 TAGS: MARR, MOPS, PRE 


Column 10 


UNCLAS SECTION 01 OF 05 MANILA 003811 SIPDIS SENSITIVE STATE FOR EB/IFD/OIA, EB/ESC, AND EAF 
UNCLAS SECTION ΟἹ OF 07 TEL AVIV 005113 SIPDIS STATE FOR ΝΕΑ, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


CONFIDENTIALROME 002734 SIPDIS E.O. 12958: DECL: 08/17/2015 TAGS: MOPS, MARR, PREL, AF, 
CONFIDENTIALLILONGWE 000709 SIPDIS STATE FOR AF/S DAN MOZENA AND KENDRA GAITHER . 


Column 10 


UNCLAS AMMAN 006656 SIPDIS FOR NEA/SA/EX/FM (SCOLEMAN) E.O. 12958: N/A TAGS: ABUD AFIN AMC 
UNCLAS SECTION 01 OF 04 ATHENS 002161 SIPDIS SENSITIVE H FOR CODEL HYDE FROM AMBASSADC 


Column 10 


UNCLAS DOHA 001445 SIPDIS Е.О. 12958: N/A TAGS: EAID, EFIN, PREL, IS, WE, GZ, QA SUBJECT: DATA R 
UNCLAS COLOMBO 001459 SIPDIS E.O. 12958: N/A TAGS: PTER, PGOV, PHUM, CE, LTTE - Peace Process 


Column 10 


CONFIDENTIALABUJA 001526 SIPDIS E.O. 12958: DECL: 08/18/2015 TAGS: PREL, PTER, PGOV, OVI 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 ASUNCION 001037 SIPDIS STATE FOR WHA/BSC AND EB/IFD/OI 


UNCLAS DHAKA 004107 SIPDIS AIDAC DCHA/OFDA FOR ROBERT THAYER AID/W FOR MICHAEL METZLI 
SECRET SECTION 01 OF 02 DHAKA 004108 SIPDIS STATE FOR SAAND DS/IP AND DS/ITA E.O. 12958: 


Column 10 


CONFIDENTIALSECTION 01 OF 02 YEREVAN 001494 SIPDIS DEPT FOR EUR/CACEN, EUR/SE, EUR 


Column 10 


SECRETAMMAN 006686 SIPDIS E.O. 12958: DECL: 08/17/2015 TAGS: PREL, MARR, KPKO, HA, JO, UNS 
UNCLAS SECTION 01 OF 02 PARIS 005563 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


CONFIDENTIALQUITO 001931 SIPDIS E.O. 12958: DECL: 08/16/2015 TAGS: PREL, PGOV, PINR, CU, 
CONFIDENTIALSECTION 01 OF 04 ANKARA 004857 SIPDIS E.O. 12958: DECL: 08/18/2025 TAGS: PG 


Column 10 


UNCLAS NEW DELHI 006410 SIPDIS E.O. 12958: N/A TAGS: PREL, OTRA, OVIP, IN, BT, UNGA, Bhutan SUBJ 
UNCLAS BRATISLAVA 000668 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PINR, SOCI, LO SUBJECT: (U) Ol 


Column 10 


CONFIDENTIAL SECTION 01 OF 03 CAIRO 006370 SIPDIS NSC STAFF FOR POUNDS E.O. 12958: DE 


Column 10 


CONFIDENTIALANKARA 004858 SIPDIS E.O. 12958: DECL: 08/18/2015 TAGS: PREL, TU, CY, GR SUB 


CONFIDENTIALNEW DELHI 006411 SIPDIS E.O. 12958: DECL: 07/27/2015 TAGS: PREL, MASS, IN, PK 
CONFIDENTIAL ALMATY 002985 SIPDIS DEPT FOR EUR/CACEN (J. MUDGE), DRL/PHD (C. KUCHTZ 


Column 10 


UNCLAS SECTION 01 OF 02 MAPUTO 001030 SIPDIS AF/S - TREGER G/TIP - YOUSEY AF/RSA - ZUELHKE | 


Column 10 


SECRET SECTION 01 OF 03 AMMAN 006689 SIPDIS NOFORN E.O. 12958: DECL: 08/17/2015 TAGS: PRE 


Column 10 


CONFIDENTIALGUATEMALA 001993 SIPDIS E.O. 12958: DECL: 08/17/2015 TAGS: PREL, KPKO, MAR 
SECRET PARIS 005566 SIPDIS NOFORN FOR NP/RA AND EUR/WE E.O. 12958: DECL: 08/18/2020 TAG: 


UNCLAS SECTION 01 OF 02 TEGUCIGALPA 001720 SIPDIS SENSITIVE STATE FOR EB/IFD, WHA/EPSC, IN 


Column 10 


UNCLAS MADRID 002970 SIPDIS VISAS VIPER DEPT FOR CA/VO/L/C AND INR/IC/TIPOFF E.O. 12958: N/A 
CONFIDENTIAL VILNIUS 000857 SIPDIS STATE FOR EUR/NB AND EUR/ERA E.O. 12958: DECL: 08/17 
CONFIDENTIALNEW DELHI 006413 SIPDIS E.O. 12958: DECL: 08/18/2015 TAGS: PREF, PHUM, PREL 
UNCLAS LIMA 003575 SIPDIS INL FOR MATANO; WHA/AND FOR MONSERRATE; L/LEI FOR KELLER E.O. 1 
UNCLAS SECTION 01 OF 02 TEL AVIV 005124 SIPDIS E.O. 12958: N/A TAGS: ECON, IS, ECONOMY AND FIN 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 VILNIUS 000859 SIPDIS DEPT FOR EUR/NB, ЕВ/ТРРЛРЕ (JURBA 


Column 10 


UNCLAS SECTION 01 OF 02 BAGHDAD 003407 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, PINS, MC 


UNCLAS SECTION 01 OF 03 PARIS 005573 SIPDIS FROM USMISSION UNESCO STATE FOR IO/T, ECA CRA 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ISTANBUL 001420 SIPDIS DEPT FOR EUR/SE E.O. 12958: DECL 


Column 10 


CONFIDENTIALDUBLIN 001022 SIPDIS E.O. 12958: DECL: 01/31/2015 TAGS: PREL, PGOV, PTER, KC 


UNCLAS LIMA 003578 SIPDIS SENSITIVE DEPT FOR WHA/AND, EB/TRA/AN, WHA/EPSC TRANSPORTATIC 
UNCLAS SECTION 01 OF 05 ANKARA 004861 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE/ 


Column 10 


UNCLAS GABORONE 001179 SIPDIS AF/S FOR MUNCY, DOL/ILAB FOR MCCARTER, DRL/IL FOR HOLT E 


Column 10 


UNCLAS SECTION 01 OF 04 TEL AVIV 005132 SIPDIS SENSITIVE NEA FOR DIBBLE NSC FOR ABRAMS E. 


Column 10 


CONFIDENTIALSECTION 01 OF 03 NEW DELHI 006414 SIPDIS STATE FOR S/CT E.O. 12958: DECL: 


Column 10 


UNCLAS SECTION 01 OF 03 GABORONE 001180 SIPDIS USDOL FOR ILAB STATE FOR AF/S - MUNCY E.O 


Column 10 


UNCLAS PARIS 005575 SIPDIS FROM USMISSION UNESCO STATE FOR IO/S/EA - MADELYN EVANS E.O. * 
CONFIDENTIALDUBLIN 001023 SIPDIS Ε.Ο. 12958: DECL: 01/31/2015 TAGS: PREL SUBJECT: ΙΗΕΙ ΑΙ 


UNCLAS STATE 152885 E.O. 12958: N/A TAGS: AMGT, AINF, AADP, ACOA, ASEC, KRIM SUBJECT: CURRENT 


Column 10 


CONFIDENTIALTELAVIV 005133 SIPDIS E.O. 12958: DECL: 08/18/2015 TAGS: PGOV, PREL, KWBG, E 
UNCLAS SECTION 01 OF 03 SANTIAGO 001739 SIPDIS STATE FOR WHA/BSC; STATE PLEASE PASS TOT 


UNCLAS SECTION 01 OF 02 GUAYAQUIL 001039 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, PINR, E 


Column 10 


UNCLAS SECTION 01 OF 02 BRASILIA 002208 SIPDIS E.O. 12958: N/A TAGS: PHUM, PGOV, SOCI, SNAR, K 


UNCLAS SECTION 01 OF 02 BAGHDAD 003409 SIPDIS STATE FOR INR/R/MR, NEA/PPD, NEA/PPA, NEA/AC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BAGHDAD 003410 SIPDIS E.O. 12958: DECL: 08/18/2025 TAGS: F 


Column 10 


UNCLAS BRASILIA 002216 SIPDIS TOFAS 117 ADMIN STATE PASS USTR FOR LYANG USDOC FOR 4332/IT. 


UNCLAS SECTION 01 OF 02 BAGHDAD 003411 SIPDIS SENSITIVE STATE PASS TO EB WAYNE, NEA:GOD 


Column 10 


UNCLAS SECTION 01 OF 02 ASUNCION 001040 SIPDIS ECA/PE/C/CU-SROUSE Е.О. 12958: N/A TAGS: ОП 
UNCLAS SECTION 01 OF 02 ASUNCION 001041 SIPDIS STATE FOR SMURRAY/WHA/BSC Е.О. 12958: М/А” 
CONFIDENTIALSECTION 01 OF 02 BAGHDAD 003412 SIPDIS E.O. 12958: DECL: 08/14/2015 TAGS: F 


Column 10 


UNCLAS LIMA 003588 SIPDIS WHA FOR MONSERRATE Е.О. 12958: N/A TAGS: PGOV, PHUM, PREL, PE SL 


Column 10 


UNCLAS BAGHDAD 003413 SIPDIS STATE FOR INR/R/MR, NEA/PPD, NEA/PPA, NEA/AGS, INR/IZ, INR/P E. 


Column 10 


UNCLAS LIMA 003593 SIPDIS DEPT FOR WHA/AND E.O. 12958: N/A TAGS: PGOV, ECON, PE SUBJECT: NE 
UNCLAS LIMA 003594 SIPDIS DEPT FOR E, WHA/FO, WHA/AND, WHA/EPSC, INL/B TREASURY FOR OASI/ 
CONFIDENTIALBAGHDAD 003415 SIPDIS E.O. 12958: DECL: 08/18/2025 TAGS: IZ, PGOV, PHUM, Par 
UNCLAS ALMATY 002986 SIPDIS DEPARTMENT FOR EUR/CACEN (J. MUDGE), EUR/PRA (L. BENTHIEN), / 
CONFIDENTIALCOLOMBO 001460 Ε.Ο. 12958: DECL: 08/19/2015 TAGS: PTER, PGOV, NO, CE SUBJI 


CONFIDENTIALSECTION 01 OF 02 WELLINGTON 000635 SIPDIS STATE FOR EAP A/S HILL, EAP/P А 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ANKARA 004862 SIPDIS STATE FOR EUR/SE E.O. 12958: DECL: 
CONFIDENTIALSECTION 01 OF 02 ISTANBUL 001421 SIPDIS USDOC FOR NEWMAN AND FOR 4212 


Column 10 


UNCLAS SECTION 01 OF 02 BANGKOK 005346 SIPDIS DEPARTMENT FOR AC/RSS, EAP/MLS DOD PASS 1 


Column 10 


CONFIDENTIALSECTION 01 OF 02 COLOMBO 001469 SIPDIS E.O. 12958: DECL: 08/18/2015 TAGS: F 


Column 10 


UNCLAS SECTION 01 OF 04 MANILA 003830 SIPDIS DRL/IL FOR LAUREN HOLT DOL/ILAB FOR TINA MCC/ 


Column 10 


UNCLAS MADRID 002980 SIPDIS FOR EUR/WE AND OES/SAT STATE PLEASE PASS ТО NASA/OER:LATIA I 
CONFIDENTIALSECTION 01 OF 02 MANILA 003838 SIPDIS DOT, SINGAPORE, TOKYO ALSO FOR FA 


Column 10 


CONFIDENTIALSECTION 01 OF 04 SINGAPORE 002501 SIPDIS E.O. 12958: DECL: 08/18/2015 TAGS 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MANILA 003843 SIPDIS STATE FOR EAP/MTS, INR/EAP, S/CT, US 


Column 10 


UNCLAS SECTION 01 OF 05 WARSAW 003151 SIPDIS STATE FOR EUR/NCE TARA ERATH AND MICHAEL < 


Column 10 


CONFIDENTIALSECTION 01 OF 03 HARARE 001155 SIPDIS AF/S FOR B. NEULING SENIOR AFRICA 
UNCLAS HO CHI MINH CITY 000872 SIPDIS SENSITIVE DEPARTMENT FOR EAP/BCLTV, DRL, DRL/IRF, DS 


Column 10 


UNCLAS BRATISLAVA 000670 SIPDIS USAID FOR PPC/SPP GHARRIES BUDAPEST FOR USAID/NOWICKI 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MANILA 003846 SIPDIS SECDEF/OSD/ISA/EA FOR ALLEN E.O. 1 


Column 10 


UNCLAS ROME 002743 SIPDIS USDA FAS FOR DUS BUTLER, MCHAMBLISS, LREICH, RHUGHES; STATE 
UNCLAS HO CHI MINH CITY 000878 SIPDIS SENSITIVE DEPARTMENT FOR EAP/BCLTV, DRL, DRL/IRF, DS 


CONFIDENTIALSECTION 01 OF 04 HARARE 001156 SIPDIS AF/S FOR B. NEULING NSC FOR SENIO 
CONFIDENTIALSECTION 01 OF 02 BANGKOK 005366 SIPDIS DEPARTMENT FOR EAP, EAP/MLS, E/ 


Column 10 


UNCLAS SECTION 01 OF 04 HANOI 002154 SIPDIS DEPT FOR EAP/BCLTV; EAP/RSP; DRL STATE PASS T( 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ANKARA 004873 SIPDIS STATE FOR EUR/SE E.O. 12958: DECL: 
SECRET SECTION ΟἹ OF 02 TEL AVIV 005137 SIPDIS Ε.Ο. 12958: DECL: 08/16/2015 TAGS: PREL, MARR 


Column 10 


CONFIDENTIALSECTION 01 OF 03 TEL AVIV 005138 SIPDIS Ε.Ο. 12958: DECL: 08/16/2015 TAGS: PR 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BRASILIA 002219 SIPDIS TREASURY FOR PARODI, STATE PASS 


Column 10 


UNCLAS SECTION 01 OF 02 HO CHI MINH CITY 000879 SIPDIS SENSITIVE STATE FOR EAP/BCLTV AND E 


Column 10 


UNCLAS SECTION 01 OF 02 PARIS 005592 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


CONFIDENTIALASUNCION 001042 SIPDIS SENSITIVE SOUTHCOM FOR POLAD DAN JOHNSON NS 


UNCLAS SECTION ΟἹ OF 07 TEL AVIV 005139 SIPDIS STATE FOR NEA, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


UNCLAS MADRID 002985 SIPDIS STATE FOR EUR/AGS, EB/TPP/ABT - JACK BOBO DEPT OF AGRICULTUF 


UNCLAS SECTION 01 OF 02 ABUJA 001532 SIPDIS Е.О. 12958: N/A TAGS: PGOV, MASS, MCAP, PHUM, КРЕ 
CONFIDENTIALSECTION 01 OF 03 ALGIERS 001753 SIPDIS E.O. 12958: DECL: 08/19/2015 TAGS: PF 


Column 10 


UNCLAS SECTION ΟἹ OF 04 PARIS 005596 SIPDIS FROM ARS STATE FOR AF/PD; AF/RD/RA; IIP/G/AF; ΠΗ͂Ι 


Column 10 


CONFIDENTIALABUJA 001535 SIPDIS E.O. 12958: DECL: 08/19/2015 TAGS: PREL, PGOV, MARR, MO 


UNCLAS SECTION 01 OF 02 BOGOTA 007832 SIPDIS E.O. 12958: N/A TAGS: MOPS, ECON, KCRM, CO SUE 


CONFIDENTIALSECTION 01 OF 02 ANKARA 004880 SIPDIS E.O. 12958: DECL: 08/05/2010 TAGS: EC 


Column 10 


CONFIDENTIALBAGHDAD 003419 SIPDIS Е.О. 12958: DECL: 08/19/2025 TAGS: PGOV, PINS, IZ, Parlii 
CONFIDENTIALSECTION 01 OF 02 ANKARA 004881 SIPDIS E.O. 12958: DECL: 08/19/2025 TAGS: PG 


CONFIDENTIALBAGHDAD 003420 SIPDIS E.O. 12958: DECL: 08/19/2025 TAGS: PGOV, PHUM, KDEM 
UNCLAS SECTION 01 OF 04 ANKARA 004882 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE/ 


Column 10 


UNCLAS MADRID 002988 SIPDIS DOE: G.VERRY; PNNL:E.EISEMNAN; NNSA:P.DILL; NNSA:B.SHORTER ST 
UNCLAS MADRID 002990 SIPDIS DOE FOR LLNL:M.TARGOWSKI AND NNSA:C.DOBBS E.O. 12958: N/A TA 


Column 10 


UNCLAS SECTION 01 OF 02 VIENNA 002786 SIPDIS PASS TREASURY FOR OASIA/ICB/VIMAL ATUKORALA 


Column 10 


UNCLAS ASUNCION 001043 SIPDIS FOR IIP/G/WHA (BARONE) INFO WHA/PDA (DPRINCE) E.O. 12958: N// 
UNCLAS SECTION 01 OF 02 BOGOTA 007840 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: SNAR, PREL, PGC 


Column 10 


UNCLAS BOGOTA 007842 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, lO, PTER, CO SUBJECT: COLO 
UNCLAS SECTION 01 OF 04 TEL AVIV 005154 SIPDIS SENSITIVE NEA FOR DIBBLE NSC FOR ABRAMS E. 


Column 10 


UNCLAS THE HAGUE 002300 SIPDIS E.O. 12958: N/A TAGS: KG, NL, PREF, PREL, UZ SUBJECT: NETHERL/ 
CONFIDENTIAL PARIS 005608 SIPDIS E.O. 12958: DECL: 08/19/2015 TAGS: AF, MARR, PREL, FR, NA 


Column 10 


UNCLAS ROME 002763 SIPDIS DEPT FOR OES/ENV, EUR/WE E.O. 12958: N/A TAGS: SENV, KSCA, IT, El 


Column 10 


UNCLAS SECTION 01 OF 03 DUBLIN 001030 SIPDIS SENSITIVE USDOC FO 6430/ITA/TD/OTEC USDOC FC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 RABAT 001752 SIPDIS STATE FOR NEA/MAG, NEA/PI PARIS FOF 


Column 10 


UNCLAS SECTION 01 OF 02 BRASILIA 002226 SIPDIS SENSITIVE TREASURY FOR PARODI, STATE PASS’ 


Column 10 


UNCLAS ASUNCION 001044 SIPDIS STATE FOR WHA/PPC RICHARD YONEOKA STATE FOR IO/SHA SASH; 


Column 10 
CONFIDENTIALSECTION 01 OF 02 PARIS 005610 SIPDIS Ε.Ο. 12958: DECL: 12/31/2014 TAGS: PREL 


Column 10 


CONFIDENTIALASUNCION 001045 SIPDIS E.O. 12958: DECL: 08/19/2015 TAGS: PGOV, PREL, SNAR, 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BRASILIA 002231 SIPDIS E.O. 12958: DECL: 08/19/2015 TAGS: PF 


Column 10 


UNCLAS SECTION 01 OF 03 LIMA 003609 SIPDIS SENSITIVE DEPT FOR WHA/AND, EB/TPP BMANOGUE C 
CONFIDENTIALSECTION 01 OF 02 BAGHDAD 003424 SIPDIS E.O. 12958: DECL: 08/18/2025 TAGS: F 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 BRASILIA 002237 SIPDIS STATE PASS USTR FOR LEZNY NSC Ft 


Column 10 


UNCLAS SANTO DOMINGO 004036 SIPDIS DEPT FOR WHA, WHA/CAR, EB/IFD/OMA, EB/ESC/IEC/EPC; NC 


Column 10 


UNCLAS SAN JOSE 001940 SIPDIS SENSITIVE WHA/CEN EB FOR WCRAFT, BLAMPRON E FOR DEDWAR 


Column 10 


UNCLAS SECTION 01 OF 02 SANTO DOMINGO 004038 SIPDIS STATE FOR WHA, WHA/CAR, WHA/EPSC, E 


Column 10 


UNCLAS SANTO DOMINGO 004041 SIPDIS SENSITIVE STATE FOR WHA, WHA/AND, WHA/CAR, WHA/EP£ 


Column 10 


CONFIDENTIALSECTION 01 OF 03 TEGUCIGALPA 001726 SIPDIS STATE FOR S/CT, PRM, G/TIP, DR 


Column 10 


CONFIDENTIALSECTION 01 OF 05 PANAMA 001729 SIPDIS DEPARTMENT FOR WHA/CEN SOUTHC 


Column 10 


UNCLAS TEGUCIGALPA 001727 SIPDIS STATE FOR WHA/CEN, WHA/EPSC STATE FOR EB/IFD/OMA (AWC 


Column 10 


UNCLAS KUWAIT 003704 SIPDIS STATE FOR NEA/ARPI, NEA/PPD Е.О. 12958: N/A TAGS: PGOV, КРАО, Kh 


Column 10 


CONFIDENTIALMANAMA 001193 SIPDIS E.O. 12958: DECL: 08/20/2015 TAGS: ECON, ETRD, PREL, P 
UNCLAS KUWAIT 003719 SIPDIS FOR G AND NEA/ARPI E.O. 12958: N/A TAGS: PREL, TBIO, ECON, SOCI, | 
CONFIDENTIALKUWAIT 003720 SIPDIS FOR NEWARPI AND PRM/MCE; GENEVA FOR CAMPBELL AN 
CONFIDENTIALBAGHDAD 003426 SIPDIS E.O. 12958: DECL: 08/20/2015 TAGS: PGOV, KDEM, PREL, 


CONFIDENTIALSECTION 01 OF 03 BAGHDAD 003427 SIPDIS ANKRA PLEASE PASS TO ADANA E.O 


Column 10 


CONFIDENTIALSECTION 01 OF 03 ASUNCION 001046 SIPDIS STATE FOR WHA/BSC E.O. 12958: DI 


Column 10 


UNCLAS DHAKA 004135 SIPDIS FOR I/FW, B/G, IIP/G/NEA-SA, B/VOA/N (BANGLA SERVICE) STATE FOR S/ 


Column 10 


CONFIDENTIALSANAA 002412 SIPDIS E.O. 12958: DECL: 08/17/2015 TAGS: KDEM, KMPI, KWMN, PC 


Column 10 


CONFIDENTIALKUWAIT 003730 SIPDIS FOR NEA/ARPI; LONDON FOR TSOU; PARIS FOR ZEYA E.O 
CONFIDENTIALSECTION 01 OF 02 MANILA 003862 SIPDIS DEPT FOR EAP, EAP/PMBS, EAP/PD, INF 


Column 10 


CONFIDENTIALSECTION 01 OF 03 SANAA 002414 SIPDIS SENSITIVE PINR: C-NE5-00281 E.O. 129! 


Column 10 


SECRET MUSCAT 001288 SIPDIS NOFORN DEPT FOR DS/IP/NEA, DS/IP/ITA, NEA/ARPI, NEA/EX DEPT 


Column 10 


CONFIDENTIALAMMAN 006723 SIPDIS DEPT FOR PRM, NEAAND EUR E.O. 12958: DECL: 08/21/20* 


Column 10 


CONFIDENTIALCAIRO 006414 SIPDIS E.O. 12958: DECL: 08/21/2015 TAGS: PREL, PGOV, EG SUBJE! 
UNCLAS MUSCAT 001289 SIPDIS STATE FOR DRL/IL (LHOLT), NEA/RA, NEA/ARPI STATE PASS USTR FOR 
SECRET SECTION ΟἹ OF 02 AMMAN 006740 SIPDIS LONDON FOR TSOU, PARIS FOR ZEYA Е.О. 12958 


SECRETKUWAIT 003743 SIPDIS NOFORN FOR NEA/ARPI AND S/CT LONDON FOR TSOU; PARIS FOR 


S E C R E T SANAA 002416 SIPDIS NOFORN DEPT FOR DS/IP/NEA, DS/IP/ITA, DS/ICI/PII, S/CT, NEA/EX, NI 
CONFIDENTIALCAIRO 006417 SIPDIS Ε.Ο. 12958: DECL: 08/21/2015 TAGS: PREL, PGOV, PHUM, KP; 


Column 10 


UNCLAS SECTION ΟἹ OF 04 CAIRO 006419 SIPDIS SENSITIVE STATE FOR NEA/ELA, NEA/RA, AND EB/IDF 


SECRET CAIRO 006420 SIPDIS Ε.Ο. 12958: DECL: 08/21/2015 TAGS: PREL, PGOV, MOPS, PTER, EG, IZ 
CONFIDENTIALSECTION 01 OF 02 ALGIERS 001765 SIPDIS E.O. 12958: DECL: 25X1-HUMAN TAGS: 


Column 10 


CONFIDENTIALSECTION 01 OF 05 ALGIERS 001766 SIPDIS E.O. 12958: DECL: 08/20/2015 TAGS: PF 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TELAVIV 005155 SIPDIS E.O. 12958: DECL: 08/18/2015 TAGS: PR 


Column 10 


UNCLAS SECTION 01 OF 03 TEL AVIV 005157 SIPDIS SENSITIVE Е.О. 12958: N/A TAGS: KWBG, KPAL, PRI 


Column 10 


UNCLAS BANGKOK 005368 SIPDIS ISABEL GATES, OES-DRL/EX E.O. 12958: N/A TAGS: AORC, PHUM, TH 


Column 10 


UNCLAS WELLINGTON 000637 SIPDIS DEPT FOR EAP/ANP - DRICCI FOR NP AND EAP E.O. 12985: N/A T 
UNCLAS ALMATY 003047 SIPDIS DEPARTMENT FOR EUR/CACEN (J. MUDGE), DRL/PHD (C. KUCHTA- HE 


Column 10 


UNCLAS SECTION 01 OF 02 CHIANG MAI 000195 SIPDIS SENSITIVE BUT UNCLASSIFIED E.O. 12958: N/A 


2003. 


Column 10 


UNCLAS SECTION 01 OF 06 HANOI 002163 SIPDIS STATE FOR OES MARSHA GOLDBERG STATE PASS TC 


Column 10 


UNCLAS SECTION 01 OF 02 HANOI 002164 SIPDIS SENSITIVE STATE PASS USTR ELENA BRYAN E.O. 12 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ALGIERS 001768 SIPDIS E.O. 12958: DECL: 08/20/2015 TAGS: PF 


Column 10 


CONFIDENTIALPRAGUE 001222 SIPDIS EUR/NCE FOR FICHTE, PM/RSAT FOR GOROG, EUR/RPM 


CONFIDENTIALAMMAN 006742 SIPDIS Ε.Ο. 12958: DECL: 08/21/2015 TAGS: PREL, KPAL, KISL, ASE! 


Column 10 


UNCLAS MUSCAT 001291 SIPDIS DEPT FOR NEA/ARPI, NEA/PPD, NEA/P, INR/R/MR LONDON FOR TSOU 


Column 10 


CONFIDENTIALSECTION 01 OF 05 ACCRA 001679 SIPDIS PLEASE PASS AGR Е.О. 12958: DECL: 0. 


Column 10 


SECRETABU DHABI 003618 SIPDIS E.O. 12958: DECL: 08/22/2015 TAGS: PGOV, PTER, PREL, GCCC, TC 
UNCLAS TAIPEI 003491 SIPDIS DEPT PASS AIT/WASHINGTON AND AID DEPT FOR EAP/RSP/TC AND OES 
CONFIDENTIALSECTION 01 OF 03 ANKARA 004888 SIPDIS E.O. 12958: DECL: 08/22/2025 TAGS: PG 


Column 10 


CONFIDENTIALSECTION 01 OF 03 CANBERRA 001423 SIPDIS DEPT FOR S/CT, EAP/ANP E.O. 129£ 


Column 10 


UNCLAS KUWAIT 003749 SIPDIS DEPT FOR NEA/ARPI, LONDON FOR TSOU, PARIS FOR ZEYA, ROME FOI 
UNCLAS SECTION 01 OF 02 PRETORIA 003369 SIPDIS DEPT FOR AF/S/KGAITHER; AF/EPS; EB/IFD/OMA L 
UNCLAS DHAKA 004151 SIPDIS FOR I/FW, B/G, IIP/G/NEA-SA, B/VOA/N (BANGLA SERVICE) STATE FOR S/ 


Column 10 


UNCLAS SECTION 01 OF 03 DHAKA 004152 SIPDIS DIRECT RELAY E.O.: 12958: N/A TAGS: OTRA, BG, Co 


Column 10 


CONFIDENTIALSECTION 01 OF 03 SINGAPORE 002524 SIPDIS NOFORN CIA FOR NATIONAL INTEI 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TAIPEI 003496 SIPDIS STATE PASS AIT/W Е.О. 12958: DECL: 08, 


Column 10 


UNCLAS DHAKA 004154 SIPDIS E.O. 12958: DECL: N/A TAGS: ECON, ETRD, EINV, BG, Garment Industry SU 
UNCLAS DHAKA 004155 SIPDIS AIDAC DCHA/OFDA FOR ROBERT THAYER AID/W FOR MICHAEL METZLI 
UNCLAS SECTION 01 OF 03 MINSK 000984 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: PGOV, PHUM, ECON, BC 


Column 10 


UNCLAS SECTION 01 OF 02 PARIS 005619 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


UNCLAS WARSAW 003161 SIPDIS FOR IO/SHA SASHA MEHRA; NSC FOR UN/IO DIRECTOR BISA WILLIAM 
CONFIDENTIALSECTION 01 OF 03 BANGKOK 005393 SIPDIS DEPARTMENT FOR EAP, EAP/MLS NS 


Column 10 


CONFIDENTIALSECTION 01 OF 04 ASUNCION 001047 SIPDIS STATE FOR WHA/BSC, WHA/EPSC, E 
UNCLAS SECTION 01 OF 02 AMMAN 006745 SIPDIS ECA/PE/V/R/N (SABED-KOTOB, EDIGGINS); NEA/PPD 


Column 10 


UNCLAS AMMAN 006748 SIPDIS ECA/PE/V/M (MBENSON, AMOYLAN, AZAKI); NEA/PPD (DBENZE); NEA/EL 


Column 10 


UNCLAS SECTION 01 OF 02 AMMAN 006750 SIPDIS ECA/PE/V/M (MBENSON, IZSOLDOS, AZAKI); NEA/PPL 


Column 10 


UNCLAS SECTION 01 OF 02 AMMAN 006751 SIPDIS STATE FOR NEA/ARN, NEA/PA, NEA/AIA, INR/NESA, R 


Column 10 


UNCLAS SECTION 01 OF 02 AMMAN 006752 SIPDIS ECA/PE/V/R/N (RREMEIKA); NEA/PPD (DBENZE); NEA 


Column 10 


UNCLAS AMMAN 006753 SIPDIS ECA/PE/V/M (MBENSON, JBEARD, SROBINSON); ECA/PE/V/C (KYATES); Т 


Column 10 


UNCLAS AMMAN 006754 SIPDIS ECA/PE/V/M (MBENSON, AMOYLAN, DTHOMPSON); NEA/PPD (DBENZE); 


Column 10 


UNCLAS DHAKA 004159 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: TBIO, ECON, PREL, SOCI, BG, KSTH, V 
CONFIDENTIALCAIRO 006435 SIPDIS STATE FOR NEA/RA AND NEA/ELA E.O. 12958: DECL: 08/22/2 
CONFIDENTIALSECTION 01 OF 02 RANGOON 000973 SIPDIS STATE FOR EAP/BCLTV; PACOM FOR 


Column 10 


UNCLAS SECTION 01 OF 03 KINSHASA 001345 SIPDIS SENSITIVE DEPT FOR AF, AF/C, AND AF/RSA AF Ft 


Column 10 


UNCLAS SECTION 01 OF 02 COLOMBO 001478 SIPDIS DEPARTMENT FOR SA/INS, SA/PD HEATHER ROC 


Column 10 
UNCLAS SECTION 01 OF 02 AMMAN 006758 SIPDIS State pass USAID Interior for International/Washburn anc 


Column 10 


CONFIDENTIALALGIERS 001771 SIPDIS E.O. 12958: DECL: 08/22/2015 TAGS: PREL, SNAR, MOPS, A 


Column 10 
SECRET SECTION 01 OF 02 SAN SALVADOR 002333 SIPDIS E.O. 12958: DECL: 08/17/2015 TAGS: PREL, 
CONFIDENTIALRANGOON 000974 SIPDIS STATE FOR EAP/BCLTV; PACOM FOR FPA E.O. 12958: D 


Column 10 


SECRETSANAA 002425 SIPDIS E.O. 12958: DECL: 08/14/2015 TAGS: PREL, PTER, KAWC, YM, DEMARC 
CONFIDENTIALSECTION 01 OF 03 SANAA 002426 SIPDIS PLEASE PASS TO AMBASSADOR GROSS 


Column 10 


UNCLAS MADRID 002996 SIPDIS DHHS FOR NIH/FIC Е.О. 12958: N/A TAGS: TBIO, OTRA, SP, Country Visit: 


Column 10 


SECRETKUWAIT 003755 SIPDIS FOR NEA/ARPI; USUN FOR LAPENN; LONDON FOR TSOU; PARIS FOF 


Column 10 


UNCLAS MADRID 002997 SIPDIS FAA FOR SONIA AMAYA BRUSSELS AND PARIS FOR FAA REPS E.O. 129! 
CONFIDENTIALSECTION 01 OF 02 TEGUCIGALPA 001728 SIPDIS STATE FOR EB/IFD, WHWEPSG, I 


Column 10 


UNCLAS SECTION 01 OF 02 BRASILIA 002242 SIPDIS NSC FOR CRONIN TREASURY FOR OASIA - DAS LE 


Column 10 


UNCLAS MAPUTO 001059 SIPDIS SENSITIVE STATE FOR AF/S - HTREGER DOC FOR RTELCHIN NSC FOR 
UNCLAS ROME 002776 SIPDIS SENSITIVE STATE FOR EB/TPP/IPE (JOELLEN URBAN) STATE PASS UST 


Column 10 


UNCLAS ALMATY 003072 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: KZ, MOPS, PREL, ENRG, ECONOMIC 


UNCLAS MAPUTO 001060 SIPDIS SENSITIVE AF/S - HTREGER E.O. 12958: N/A TAGS: PREF, PHUM, PREL, 
UNCLAS MAPUTO 001061 SIPDIS AF/S - HTREGER, EB - JBOBO, USDA/FAS/BIG - DWILLIAMS E.O. 12958: I 
UNCLAS SECTION 01 OF 08 TEL AVIV 005163 SIPDIS STATE FOR NEA, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


UNCLAS MAPUTO 001062 SIPDIS AF/S - TREGER, EB/IFD/OIA - PROSELI, L/CID - NICOL E.O. 12958: N/A TA 
UNCLAS SAN SALVADOR 002336 SIPDIS STATE PASS MCC, USAID, AND USTR COMMERCE FOR 4332/ITA 
CONFIDENTIALSECTION 01 OF 02 BAGHDAD 003436 SIPDIS E.O. 12958: DECL: 08/22/2050 TAGS: F 


UNCLAS MADRID 002998 SIPDIS DOE FOR SNL:C.MAXWELL AND NNSA:C.DOBBS E.O. 12958: N/A TAGS: 
CONFIDENTIALSECTION 01 OF 02 BAGHDAD 003437 SIPDIS E.O. 12958: DECL: 08/22/2025 TAGS: F 


Column 10 


UNCLAS CAIRO 006446 SIPDIS DEPT FOR PM/DTCC (TWATKINS) E.O. 12958: N/A TAGS: KOMC, ETTC, EC 
CONFIDENTIALBRATISLAVA 000677 SIPDIS E.O. 12958: DECL: 08/22/2015 TAGS: PGOV, KDEM, KP/ 


Column 10 


UNCLAS SECTION 01 OF 04 TEL AVIV 005186 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: KWBG, KPAL, PRI 


Column 10 


UNCLAS SECTION 01 OF 05 ANKARA 004905 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE/ 


Column 10 


SECRET SECTION ΟἹ OF 02 ANKARA 004906 SIPDIS STATE FOR EUR/SE AND ΝΕΑ! Е.О. 12958: DECL 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 CAIRO 006447 SIPDIS E.O. 12958: DECL: 08/21/2015 TAGS: PREI 


Column 10 


CONFIDENTIALBAGHDAD 003438 SIPDIS E.O. 12958: DECL: 08/22/2025 TAGS: PGOV, PINS, IZ, Shia 


Column 10 


CONFIDENTIALSECTION 01 OF 02 CAIRO 006448 SIPDIS SENSITIVE NSC STAFF FOR POUNDS E. 


Column 10 


SECRET SECTION 01 OF 07 THE HAGUE 002309 SIPDIS E.O. 12958: DECL: 08/18/2025 TAGS: PREL, PG 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BAGHDAD 003442 SIPDIS E.O. 12958: DECL: 08/22/2025 TAGS: F 


Column 10 


SECRET SECTION 01 OF 02 ASUNCION 001053 SIPDIS STATE FOR WHA/BSC AND EB/IFD/OIA STATE F 


UNCLAS SECTION 01 OF 02 TEGUCIGALPA 001742 SIPDIS SENSITIVE STATE FOR EB/IFD, WHA/EPSC, IN 


Column 10 


UNCLAS SECTION 01 OF 04 LIMA 003643 SIPDIS DRL for KBrokenshire, CNewling, KCumberland, JSchechter 


Column 10 


UNCLAS BOGOTA 007911 SIPDIS Ε.Ο. 12958: N/A TAGS: ELTN, CO SUBJECT: Federal Highway Administratioi 
UNCLAS SECTION 01 OF 02 BAGHDAD 003443 SIPDIS STATE FOR INR/R/MR, NEA/PPD, NEA/PPA, NEA/AC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BOGOTA 007922 SIPDIS E.O. 12958: DECL: 08/22/2015 TAGS: PH 


Column 10 


UNCLAS GUATEMALA 002014 SIPDIS DOL/ILAB:TINA MCCARTER DRL/IL FOR LAUREN HOLT E.O. 12958: | 
UNCLAS TEGUCIGALPA 001743 SIPDIS DEPT. FOR WHA/PD; IIP/G/WHA DIPASQUALE; AND IIP/T/ES DEPT 


UNCLAS TEGUCIGALPA 001744 SIPDIS DEPT. FOR WHA/PD; IIP/G/WHA DIPASQUALE; AND IIP/T/ES DEP] 


Column 10 


UNCLAS SECTION 01 OF 02 QUITO 001976 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, PREL, EC SL 
UNCLAS SECTION 01 OF 05 TEGUCIGALPA 001745 SIPDIS STATE FOR WHA/CEN, WHA/ESPC, AND EB/IF 


Column 10 


UNCLAS TEGUCIGALPA 001746 SIPDIS DEPT. FOR WHA/PD; IIP/G/WHA DIPASQUALE; AND IIP/T/ES DEPT 


Column 10 


CONFIDENTIALSECTION 01 OF 02 QUITO 001978 SIPDIS E.O. 12958: DECL: 08/22/2010 TAGS: PREI 


Column 10 


CONFIDENTIALSECTION 01 OF 04 WELLINGTON 000642 SIPDIS STATE FOR EAP/ANP, EAP/RSP, E; 


Column 10 


UNCLAS SECTION 01 OF 02 WELLINGTON 000643 SIPDIS SENSITIVE STATE FOR EAP/ANP - DAN RICCI | 


Column 10 


CONFIDENTIAL ALMATY 003075 SIPDIS DEPT FOR EB/ESC EUR/SNEC (MANN) EUR/CACEN (MUL 


Column 10 


UNCLAS SECTION 01 OF 03 TAIPEI 003509 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/RSP/TC, EAP/PA, E 


Column 10 


UNCLAS SECTION 01 OF 02 DHAKA 004188 SIPDIS FOR MARY ALICE KLEINJAN, ASST. GC FOR ANE E.O. 
CONFIDENTIALSECTION 01 OF 02 ANKARA 004911 SIPDIS Е.О. 12958: БЕСІ: 08/23/2025 TAGS: РС! 


Column 10 


CONFIDENTIALSECTION 01 OF 03 ANKARA 004914 SIPDIS E.O. 12958: DECL: 08/23/2015 TAGS: PG 


Column 10 


CONFIDENTIALSECTION 01 OF 03 RABAT 001767 SIPDIS DEPT FOR NEA PDAS CHENEY, NEA/MAC 


Column 10 


UNCLAS TAIPEI 003517 SIPDIS STATE FOR EAP/RSP/TC, IO/UNESCO COWLEY, EB/TPP/MPA NISSEN, STZ 


CONFIDENTIALSECTION 01 OF 03 DHAKA 004189 SIPDIS E.O. 12958: DECL: 08/03/2015 TAGS: PHU 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MANILA 003901 SIPDIS DEPT FOR EAP/PMBS, INR/EAP, INR/B E 


Column 10 


UNCLAS PRAGUE 001229 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PHUM, PREL, EZ, UN SUBJECT: CZE( 
UNCLAS SECTION 01 OF 02 TAIPEI 003522 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/RSP/TC, EAP/PA, E 


Column 10 


UNCLAS PRAGUE 001230 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: OVIP, PREL, EZ, UNGA SUBJECT: CZI 


Column 10 


UNCLAS HO CHI MINH CITY 000886 SIPDIS SENSITIVE DEPARTMENT FOR EAP/BCLTV, DRL/IRF, DS/IP/E/ 


UNCLAS SECTION 01 OF 02 BANGKOK 005419 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PHUM, PROP, S! 


Column 10 


UNCLAS SECTION 01 OF 03 RABAT 001768 SIPDIS SENSITIVE STATE ALSO FOR NEA/MAG AND NEA/PI I 


Column 10 


CONFIDENTIALKINSHASA 001356 SIPDIS E.O. 12958: DECL: 08/23/2015 TAGS: PGOV, KDEM, KPKO, 
UNCLAS SINGAPORE 002536 SIPDIS E.O. 12356: N/A TAGS: ECPS, EFIN, ETTC, ECON, EINV, ETRD, KTFN, 
UNCLAS SECTION 01 OF 02 АПАМА 000154 SIPDIS Е.О. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, TU, ; 


Column 10 


UNCLAS SECTION 01 OF 09 TEL AVIV 005197 SIPDIS STATE FOR NEA, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


CONFIDENTIALKUWAIT 003769 SIPDIS FOR NEA/ARPI AND G/TIP Е.О. 12958: DECL: 08/22/2015 TA 
UNCLAS BAGHDAD 003445 SIPDIS SENSITIVE THIS CABLE IS SENSITIVE, ALBEIT UNCLASSIFIED, AND K 
SECRETAMMAN 006782 SIPDIS STATE FOR EB/ESC/TFS - J SALOOM, S/CT - T KUSHNER STATE ALSO 
UNCLAS SECTION 01 OF 02 PARIS 005661 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


UNCLAS SECTION 01 OF 02 WARSAW 003178 SIPDIS DEPT PASS TO USTR J. HALE E.O. 12958: N/A TAG 


Column 10 


UNCLAS LILONGWE 000729 SIPDIS DOL/ILAB FOR TINA MCCARTER DRL/IL FOR LAUREN HOLT E.O. 128 


Column 10 


SECRET CAIRO 006487 SIPDIS S/WCI FOR AMB PROSPER Ε.Ο. 12958: DECL: 08/22/2015 TAGS: PTER, 


Column 10 


UNCLAS SECTION 01 OF 03 CAIRO 006488 SIPDIS STATE FOR NEA/ELA, NEA/RA, AND EB/IDF USAID FOF 


Column 10 


CONFIDENTIALSECTION 01 OF 03 COLOMBO 001485 SIPDIS STATE FOR SA/INS AND INR/B E.O. 1 


Column 10 


UNCLAS ALMATY 003084 SIPDIS DEPARTMENT FOR EUR/CACEN (J.MUDGE), DRL/PHD (C. KUCHTA- HEL 


Column 10 


CONFIDENTIALSECTION 01 OF 02 NEW DELHI 006485 SIPDIS E.O. 12958: DECL: 07/27/2015 TAGS: 


Column 10 


UNCLAS SECTION 01 OF 02 MINSK 000992 SIPDIS SENSITIVE SIPDIS KIEV FOR USAID DEPT PLEASE P; 


Column 10 


UNCLAS SECTION 01 OF 02 ASUNCION 001062 SIPDIS E.O. 12958: N/A TAGS: ABLD, AMGT, ASEC SUBJEC 


Column 10 


CONFIDENTIAL GABORONE 001203 SIPDIS DEPT FOR AF/S MUNCY Ε.Ο. 12958: DECL: 08/22/201£ 


Column 10 


CONFIDENTIALSECTION 01 OF 02 HELSINKI 000920 SIPDIS E.O. 12958: DECL: 08/23/2012 TAGS: P( 


Column 10 


CONFIDENTIALBRATISLAVA 000682 SIPDIS E.O. 12958: DECL: 08/23/2015 TAGS: PGOV, KDEM, ECC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TEL AVIV 005213 SIPDIS Ε.Ο. 12958: DECL: 08/23/2015 TAGS: PR 


Column 10 


CONFIDENTIALSECTION 01 OF 02 VIENNA 002827 SIPDIS DEPARTMENT FOR EUR, EUR/SE, EUR/E 


Column 10 


SECRET KUWAIT 003774 SIPDIS STATE FOR EB/ESC/TFS IKRUM, S/CT TKUSHNER, NEA/ARPI AMISEN 
SECRET KUWAIT 003775 DEPT FOR G/TIP, NEA/ARPI; LONDON FOR TSOU Е.О. 12958: DECL: 08/22/2 


Column 10 


CONFIDENTIAL BEIRUT 002707 NSC FOR ABRAMS/DANIN/POUNDS E.O. 12958: DECL: 08/22/2015 


Column 10 


CONFIDENTIALCAIRO 006494 SIPDIS E.O. 12958: DECL: 08/23/2015 TAGS: PREL, PGOV, MOPS, KD 


CONFIDENTIALSECTION 01 OF 02 SOFIA 001477 SIPDIS E.O. 12958: DECL: 08/23/2015 TAGS: PREL 


Column 10 
UNCLAS ANKARA 004939 SIPDIS SENSITIVE DEPT FOR DS COMMAND CENTER, DS/ITA, DS/IP/EUR, S/C 


CONFIDENTIALPRAGUE 001236 SIPDIS EUR/NCE FOR FICHTE, PM/RSAT FOR GOROG, BONFANTI 


Column 10 


CONFIDENTIALVIENNA 002828 SIPDIS DEPARTMENT FOR EUR/ERA AND EUR/AGS E.O. 12958: DE 


Column 10 


UNCLAS MASERU 000429 SIPDIS AIDAC Е.О. 12958: N/A TAGS: SENV, SOCI, KHIV, LT, HIV SUBJECT: LON! 
UNCLAS ROME 002787 SIPDIS FROM USUN ROME STATE FOR IO FOR WS SILVERBERG, IO/EDA, ALSC 


Column 10 


UNCLAS SECTION 01 OF 02 ASUNCION 001063 SIPDIS SENSITIVE STATE FOR WHA/BSC AND USAID (MA 
UNCLAS SECTION 01 OF 04 JERUSALEM 003914 SIPDIS SENSITIVE NEA FOR FRONT OFFICE, NSC FOR 


Column 10 


UNCLAS ABUJA 001556 SIPDIS PASS AF/EPS:MNORMAN E.O. 12958: N/A TAGS: EAGR, EAID, SOCI, SMIG 


Column 10 


CONFIDENTIALGUATEMALA 002022 SIPDIS E.O. 12958: DECL: 08/23/2015 TAGS: PREL, SOCI, EAID, 


UNCLAS SECTION 01 OF 02 ASUNCION 001065 SIPDIS WHA/BSC-ESMURRAY, IO/UNESCO-JCOWLEY E.C 


Column 10 


UNCLAS SECTION 01 OF 03 BAGHDAD 003450 SIPDIS SENSITIVE BUT UNCLASSIFIED STATE PASS USA! 


UNCLAS SECTION 01 OF 02 BAGHDAD 003451 SIPDIS STATE FOR INR/R/MR, NEA/PPD, NEA/PPA, NEA/AC 


Column 10 


UNCLAS SECTION 01 OF 02 BAGHDAD 003452 SIPDIS STATE FOR INR/R/MR, NEA/PPD, NEA/PPA, NEA/AC 


Column 10 


UNCLAS SAN SALVADOR 002356 SIPDIS E.O. 12958: N/A TAGS: EFIN, ELAB, PHUM, SNAR, KCRM, KJUS, E 
CONFIDENTIALSECTION 01 OF 02 BAGHDAD 003453 SIPDIS E.O. 12958: DECL: 08/23/2015 TAGS: E 


UNCLAS SECTION 01 OF 02 WELLINGTON 000646 SIPDIS SENSITIVE STATE FOR EAP/ANP - DAN RICCI | 


Column 10 


UNCLAS SECTION 01 OF 02 TEGUCIGALPA 001752 SIPDIS SENSITIVE STATE FOR WHA/CEN AND EB/TPI 


Column 10 


UNCLAS TEGUCIGALPA 001753 SIPDIS SENSITIVE STATE FOR PM/WRA, WHA/PPC, WHA/CEN, INL/LP, ΑΙ 
UNCLAS TAIPEI 003525 SIPDIS DEPART PASS AIT/WASHINGTON DEPT FOR EAP/RSP/TC FROM AIT КАО 
UNCLAS WELLINGTON 000647 SIPDIS STATE FOR IO/UNESCO-JCOWLEY, EB/TPP/MTA-TNISSEN AND EA 
UNCLAS SECTION 01 OF 02 HO CHI MINH CITY 000891 SIPDIS --------------------------------------------- -- CORR 
CONFIDENTIALSECTION 01 OF 02 BAGHDAD 003455 SIPDIS Ε.Ο. 12958: DECL: 08/23/2025 TAGS: 1; 


Column 10 


UNCLAS AUCKLAND 000329 SIPDIS SINGAPORE FOR ICE ATTACHE E.O. 12958: N/A TAGS: OTRA, NZ SUI 
UNCLAS ALMATY 003085 SIPDIS DEPARTMENT FOR EUR/CACEN MUDGE, AND EUR/RUS NOLL ALSO FC 
UNCLAS TAIPEI 003527 SIPDIS SENSITIVE BUT UNCLASSIFIED DEPARTMENT FOR EAP/TC AND CA/FPP 


UNCLAS SECTION 01 OF 03 DHAKA 004197 SIPDIS DIRECT RELAY Е.О. 12958 TAGS: OTRA, BG SUBJEC” 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 TEL AVIV 005219 SIPDIS Ε.Ο. 12958: БЕСІ: 08/22/2015 TAGS: PR 


Column 10 


UNCLAS SECTION 01 OF 06 HANOI 002192 SIPDIS USAID WASHDC PRIORITY/GH/ANE SENSITIVE BUT L 


Column 10 


CONFIDENTIALBANGKOK 005443 SIPDIS DEPARTMENT FOR ΕΑΡ/ΜΙ 5, ЕАР/СМ PACOM FOR FPA t 
UNCLAS BANGKOK 005444 SIPDIS DEPARTMENT FOR EAP/MLS, PM/DTCC -- BLUE LANTERN COORDINA 
UNCLAS SECTION 01 OF 02 BANGKOK 005445 SIPDIS DEPARTMENT FOR EAP/MLS, PM/DTCC -- BLUE LA 
UNCLAS SECTION 01 OF 02 BANGKOK 005446 SIPDIS DEPARTMENT FOR EAP/MLS, PM/DTCC -- BLUE LA 
UNCLAS BANGKOK 005447 SIPDIS STATE FOR EAP/BCLTV, L/EAP, L/PM, PM/ISO, INR AND DRL PACOM FC 
CONFIDENTIALSECTION 01 OF 08 AMMAN 006832 SIPDIS DEPT FOR PRM/ANE FROM REGIONAL F 


Column 10 


UNCLAS TAIPEI 003533 SIPDIS SENSITIVE DEPT FOR EAP/PD, EAP/TC AND INL/AAE PLEASE PASS - AIT. 
CONFIDENTIAL LJUBLJANA 000610 SIPDIS DEPT FOR EUR/NCE, EUR/RPM, NSC FOR D. WILSON 


Column 10 


UNCLAS TEL AVIV 005224 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: IS, KPAL, OREP, PREL, XF, ISRAELI-P 


Column 10 


CONFIDENTIAL LJUBLJANA 000611 SIPDIS DEPT FOR EUR/NCE, EUR/RPM E.O. 12958: DECL: 08/1 
UNCLAS YEREVAN 001529 SIPDIS SENSITIVE DEPT ALSO FOR EUR/CACEN DEPT FOR CA/VO/F/P AND F 


Column 10 


CONFIDENTIALANKARA 004944 SIPDIS STATE FOR EUR/SE, PM/DDTC AND PM/RSAT E.O. 12958: [ 
UNCLAS SECTION 01 OF 03 HO CHI MINH CITY 000894 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, I 


Column 10 


UNCLAS ANKARA 004946 SIPDIS STATE FOR NP/ECC JGABRYSZEWSKI E.O. 12958: N/A TAGS: ETTC, KS 
SECRET SECTION ΟἹ OF 02 THE HAGUE 002318 SIPDIS Е.О. 12958: DECL: 08/25/2005 TAGS: NL, VE, P 


Column 10 


UNCLAS SECTION 01 OF 02 AMMAN 006835 SIPDIS STATE FOR NEA/ARN, NEA/PA, NEA/AIA, INR/NESA, R 


Column 10 


UNCLAS BANGKOK 005454 SIPDIS DEPT FOR EB, EB/TRA/AN, EAP, EAP/BCLTV, AND ШЕВ TRANSPORTAT 
CONFIDENTIAL DHAKA 004205 SIPDIS Ε.Ο. 12958: БЕСІ: 08/22/2015 TAGS: PHUM, EAGR, SENV, ВС 


UNCLAS ALMATY 003091 SIPDIS DEPARTMENT FOR EUR/CACEN JMUDGE, OES/STC AND EUR/RUS NOI 


Column 10 


CONFIDENTIALBANGKOK 005455 SIPDIS DEPARTMENT FOR EAP, ΕΑΡ/ΜΙ 5 DEFENSE FOR OSD/IE 


Column 10 


UNCLAS LAGOS 001332 SIPDIS STATE FOR AF/W STATE FOR EB/ESC/IEC/SGALLOGLY STATE FOR EB/ES 
UNCLAS SECTION 01 OF 02 PARIS 005693 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


CONFIDENTIALBANGKOK 005456 SIPDIS DEPARTMENT FOR EAP, EAP/MLS, EAP/RSP DEFENSE F 


Column 10 


UNCLAS SECTION 01 OF 02 CAIRO 006508 SIPDIS NEA/PD FOR FRANK FINVER E.O. 12958: N/A TAGS: P! 


Column 10 


CONFIDENTIALCAIRO 006509 SIPDIS AF/SPG FOR MARY FLEMING AND PHIL DROUIN E.O. 12958: 


Column 10 


UNCLAS CAIRO 006510 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, PGOV, EAID, ECON, ETRD, EFIN 


Column 10 


UNCLAS SECTION 01 OF 02 PARIS 005694 SIPDIS SENSITIVE STATE FOR EUR/ERA, EUR/WE, DRL/IL ANI 


Column 10 


CONFIDENTIALSECTION 01 OF 02 RANGOON 000979 SIPDIS STATE FOR EAP/BCLTV, DS/IP/EAP, D 


CONFIDENTIALSECTION 01 OF 02 ОНАКА 004206 SIPDIS Е.О. 12958: DECL: 08/24/2015 TAGS: PTE! 


Column 10 


CONFIDENTIALSAN SALVADOR 002357 SIPDIS STATE FOR INL E.O. 12958: DECL: 10 YEARS TAGS 
UNCLAS LILONGWE 000731 SIPDIS STATE FOR AF/S E.O. 12958: N/A TAGS: EAID, ECON, PGOV, KDEM, lv 
SECRET DHAKA 004207 SIPDIS STATE FOR SAAND DS/IP AND DS/ITA E.O. 12958: DECL: 08/24/2015 T/ 


Column 10 


CONFIDENTIALWARSAW 003194 SIPDIS E.O. 12958: DECL: 08/22/2015 TAGS: PREL, TU, PL, EUN SI 


Column 10 

UNCLAS ASUNCION 001066 SIPDIS SENSITIVE NSC FOR SUE CRONIN TREASURY FOR OTA WARFIELD, 
SECRETAMMAN 006845 SIPDIS E.O. 12958: DECL: 08/24/2015 TAGS: PTER, MOPS, ASEC, IS, IZ, JO SU 
CONFIDENTIAL SECTION 01 OF 02 AMMAN 006848 SIPDIS E.O. 12958: DECL: 08/23/2015 TAGS: PRE 
UNCLAS SECTION 01 OF 02 ADANA 000155 SIPDIS E.O. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, TU, ı 


Column 10 


UNCLAS SECTION 01 OF 02 AMMAN 006849 SIPDIS E.O. 12958: N/A TAGS: EINV, EIND, EMIN, JO SUBJECT 
UNCLAS MADRID 003023 SIPDIS STATE PLEASE PASS TO SEC:CLIVETTE JONES E.O. 12958: N/A TAGS: I 
CONFIDENTIALYEREVAN 001531 SIPDIS DEPARTMENT FOR EUR (DAS BRYZA) AND EUR/SNEC (A 


UNCLAS MADRID 003024 SIPDIS E.O. 12958: N/A TAGS: TBIO, OTRA, SP, Country Visits SUBJECT: SPAIN C( 
UNCLAS SECTION 01 OF 02 KINSHASA 001365 SIPDIS SENSITIVE DEPT FOR AF, AF/C, AF/RSA, EB, AND | 
CONFIDENTIALSECTION 01 OF 02 ANKARA 004951 SIPDIS E.O. 12958: DECL: 08/24/2015 TAGS: PR 


Column 10 


UNCLAS SECTION 01 OF 03 BAGHDAD 003458 SIPDIS STATE FOR INR/R/MR, NEA/PPD, NEA/PPA, NEA/AC 


Column 10 


CONFIDENTIALNEW DELHI 006519 SIPDIS E.O. 12958: DECL: 07/27/2015 TAGS: PREL, PTER, KDEN 


Column 10 


UNCLAS SECTION 01 OF 03 BAGHDAD 003459 SIPDIS STATE FOR INR/R/MR, NEA/PPD, NEA/PPA, NEA/AC 


Column 10 


UNCLAS SECTION 01 OF 03 BAGHDAD 003460 SIPDIS STATE FOR INR/R/MR, NEA/PPD, NEA/PPA, NEA/AC 


Column 10 


CONFIDENTIAL BRATISLAVA 000683 SIPDIS E.O. 12958: DECL: 08/24/2015 TAGS: PGOV, ECON, ETI 


Column 10 


UNCLAS SECTION 01 OF 03 KUWAIT 003809 SIPDIS SENSITIVE STATE FOR EB/ESC/TFS IKRUM, S/CT Tk 


Column 10 


CONFIDENTIALDOHA 001468 SIPDIS E.O. 12958: DECL: 08/23/2015 TAGS: PREL, KDEM, PTER, KISL 


Column 10 


UNCLAS SECTION 01 OF 08 TEL AVIV 005227 SIPDIS STATE FOR NEA, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


CONFIDENTIAL SECTION 01 OF 03 NEW DELHI 006520 SIPDIS E.O. 12958: DECL: 08/23/2015 TAGS: 


Column 10 


UNCLAS BRATISLAVA 000684 SIPDIS STATE FOR NP/ECC JOANNA GABRYSZEWSKI, ANNE GALER, EVAN 
CONFIDENTIALSECTION 01 OF 03 TEL AVIV 005233 SIPDIS Ε.Ο. 12958: DECL: 08/24/2015 TAGS: РТ 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TEL AVIV 005239 SIPDIS Ε.Ο. 12958: DECL: 08/24/2015 TAGS: PC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MINSK 001006 SIPDISCORRECTEDCOP Y(DECLAS DATE 


Column 10 


UNCLAS MUSCAT 001302 SIPDIS SENSITIVE DEPT FOR DS/IP/NEA, DS/IP/ITA, NEA/ARPI, NEWEX DEPT A 
CONFIDENTIALMUSCAT 001304 SIPDIS STATE FOR NEA, NEA/ARPI, NP/MNA E.O. 12958: DECL: 08 


UNCLAS MUSCAT 001305 SIPDIS STATE FOR NEA/ARPI, NEA/PPD, NEA/P, IIP/G/NEA E.O. 12958: N/A TAG 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 MADRID 003035 SIPDIS E.O. 12958: DECL: 08/03/2015 TAGS: KP/ 


Column 10 


UNCLAS SAN JOSE 001995 SIPDIS DEPARTMENT FOR H (JCOOPER), WHA/CEN (MKOPOLOW) E.O. 1295 
UNCLAS SECTION 01 OF 03 JERUSALEM 003983 SIPDIS SENSITIVE NEA FOR FRONT OFFICE, NSC FOR 


Column 10 


UNCLAS SECTION 01 OF 05 ANKARA 004955 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE/ 


Column 10 


CONFIDENTIALSECTION 01 OF 02 HARARE 001175 SIPDIS AF/S FOR BNEULING NSC FOR SENIOR 
CONFIDENTIAL SECTION 01 OF 03 CAIRO 006539 SIPDIS NSC STAFF FOR POUNDS E.O. 12958: DE 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ANKARA 004965 SIPDIS E.O. 12958: DECL: 08/23/2015 TAGS: PR 


Column 10 
CONFIDENTIALSECTION 01 OF 02 KINGSTON 002003 SIPDIS STATE FOR INL/LP AND WHA/CAR E. 


Column 10 


UNCLAS SAN SALVADOR 002364 SIPDIS SENSITIVE STATE PASS USTR COMMERCE FOR 4332/ITA/MAC/I 
CONFIDENTIALSECTION 01 OF 04 BRASILIA 002282 SIPDIS E.O. 12958: DECL: 08/24/2015 TAGS: AC 


Column 10 


UNCLAS ASUNCION 001068 SIPDIS E.O. 12958: N/A TAGS: PHUM, OTRA SUBJECT: AMEMBASSY ASUNCIC 
UNCLAS SECTION 01 OF 03 ASUNCION 001069 SIPDIS STATE FOR WHA/BSC, WHA/EPSC, EB/IFD/OMA 5 
UNCLAS SECTION 01 OF 03 BAGHDAD 003468 SIPDIS STATE FOR INR/R/MR, NEA/PPD, NEA/PPA, NEA/AC 


Column 10 


UNCLAS SECTION 01 OF 02 CANBERRA 001433 SIPDIS SENSITIVE STATE FOR DRL/IL and IO/S GEORGE 


Column 10 


UNCLAS SECTION 01 OF 02 HO CHI MINH CITY 000896 SIPDIS SENSITIVE Е.О. 12958: N/A TAGS: PHUM, . 


Column 10 


CONFIDENTIALSECTION 01 OF 04 WELLINGTON 000650 SIPDIS STATE FOR D (CASTRO), EAP/ANF 


Column 10 


UNCLAS PARIS 005719 SIPDIS DEPT ALSO FOR DRL/IL LAUREN HOLT AND EUR/WE AND EAP/ANP DEPT 


CONFIDENTIALSECTION 01 OF 03 MANILA 003946 SIPDIS DEPT FOR EAP/PMBS, EAP/IET, INR/EAP 


Column 10 


UNCLAS SECTION 01 OF 02 MADRID 003038 SIPDIS VISAS VIPER DEPT FOR CA/VO/L/C AND INR/IC/TIPC 
UNCLAS SECTION 01 OF 02 TAIPEI 003540 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/RSP/TC, EAP/PA, E 


Column 10 


UNCLAS MADRID 003039 SIPDIS PM/DTCC FOR JUDD STITZIEL E.O. 12958: N/A TAGS: ETTC, KOMC, SZ, 
CONFIDENTIALMADRID 003040 SIPDIS E.O. 12958: DECL: 08/24/2015 TAGS: PREL, SP, European Un 


Column 10 


UNCLAS SECTION 01 OF 03 COLOMBO 001492 SIPDIS STATE FOR SA/INS MCC FOR SGROFF, DNASSIRY 
CONFIDENTIALSECTION 01 OF 02 PRAGUE 001243 SIPDIS E.O. 12958: DECL: 08/23/2015 TAGS: PR 


Column 10 


UNCLAS MADRID 003041 SIPDIS Е.О. 12958: N/A TAGS: AMGT, ASEC, PREL, OTRA, SP, Country Visits SUBJ 
UNCLAS SECTION 01 OF 02 MANILA 003955 SIPDIS SENSITIVE Е.О. 12958: N/A TAGS: ЕЛІН, ECON, RP SI 


Column 10 


UNCLAS SECTION 01 OF 03 MANILA 003956 SIPDIS STATE FOR EAP/PMBS, EAP/EP, EB/IFD, EB/TPP/BTA/, 
UNCLAS HELSINKI 000924 SIPDIS E.O. 12958: N/A TAGS: PREF, PREL, PHUM, NL, SW, Fl, KG, UZ, Human F 
CONFIDENTIALSECTION 01 OF 04 TAIPEI 003551 SIPDIS STATE PASS AIT/W Е.О. 12958: DECL: 08, 


Column 10 


UNCLAS MADRID 003043 SIPDIS E.O. 12958: N/A TAGS: OTRA, SP, Country Visits SUBJECT: COUNTRY CLE 
UNCLAS ROME 002819 SIPDIS FROM US MISSION TO THE UN AGENCIES IN ROME USAID FOR AA/DCH 
UNCLAS SECTION 01 OF 02 AMMAN 006874 SIPDIS ECA/PE/V/R/N (SABED-KOTOB, EDIGGINS); NEA/PPD 


Column 10 


UNCLAS SECTION ΟἹ OF 07 ΤΕΙ AVIV 005253 SIPDIS STATE FOR ΝΕΑ, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


CONFIDENTIALBAGHDAD 003469 SIPDIS E.O. 12958: DECL: 08/25/2025 TAGS: PGOV, PINS, IZ, Natic 
UNCLAS SECTION 01 OF 02 PARIS 005732 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


CONFIDENTIALBAGHDAD 003470 SIPDIS E.O. 12958: DECL: 08/25/2025 TAGS: PGOV, PHUM, KDEM 


Column 10 


UNCLAS ALMATY 003107 SIPDIS DEPARTMENT FOR EUR/CACEN (J.MUDGE), DRL/PHD (C. KUCHTA- HE 


UNCLAS CHIANG MAI 000196 SIPDIS E.O. 12958: N/A TAGS: PHUM, TH, PREF, PGOV SUBJECT: CHIANG R 


Column 10 


UNCLAS SECTION 01 OF 03 CHENNAI 002075 SIPDIS SENSITIVE BUT UNCLASSIFIED Е.О. 12958: N/A TAI 


Column 10 


CONFIDENTIALRANGOON 000989 SIPDIS STATE FOR EAP/BCLTV, DS/IP/EAP, DS/IP/ITA; PACOM FC 


CONFIDENTIAL SECTION 01 OF 04 COLOMBO 001493 SIPDIS STATE FOR SA/INS AND 5/СТ Е.О. 12 


Column 10 


UNCLAS SECTION 01 OF 02 BAGHDAD 003473 SIPDIS STATE FOR INR/R/MR, NEA/PPD, NEA/PPA, NEA/AC 


Column 10 


UNCLAS SECTION 01 OF 03 YEREVAN 001550 SIPDIS SENSITIVE DEPT FOR EUR/CACEN AND DRL/IL-LA 


Column 10 


UNCLAS ALMATY 003112 SIPDIS DEPARTMENT FOR EUR/CACEN JMUDGE, DRL/IL MHARPOLE LABOR F( 
UNCLAS SECTION 01 OF 02 HARARE 001177 SIPDIS SENSITIVE IO/UNP (HARRIS), USUN (POL), NSC (WII 
UNCLAS MADRID 003044 SIPDIS DEPARTMENT FOR EUR/WE AND OES/ETC; USDA FOR FOREST SERVIC 


Column 10 


CONFIDENTIALDOHA 001474 SIPDIS Е.О. 12958: БЕСІ: 08/24/2015 TAGS: PARM, MARR, PREL, KTI/ 
CONFIDENTIALNEW DELHI 006545 SIPDIS E.O. 12958: DECL: 07/27/2015 TAGS: PREL, ETTC, KNNP 


Column 10 


CONFIDENTIALSECTION 01 OF 03 AMMAN 006898 SIPDIS E.O. 12958: DECL: 08/25/2015 TAGS: PGC 


Column 10 


CONFIDENTIALBAGHDAD 003477 SIPDIS E.O. 12958: DECL: 08/25/2025 TAGS: PREL, PGOV, KDEM, 
CONFIDENTIALPRAGUE 001245 SIPDIS E.O. 12958: DECL: 08/25/2015 TAGS: PREL, EZ, EUN SUBJE 


UNCLAS MADRID 003045 SIPDIS FOR EUR/WE AND OES/SAT STATE PLEASE PASS TO NASA/GRC E.O. 1 
UNCLAS MADRID 003046 SIPDIS DHHS FOR NIH/FIC Е.О. 12958: N/A TAGS: TBIO, OTRA, SP, Country Visit: 


Column 10 


UNCLAS ROME 002835 SIPDIS SENSITIVE DEPARTMENT FOR EUR, РМ, AF Е.О. 12958: N/A TAGS: MOF 


Column 10 


UNCLAS SECTION 01 OF 03 MAPUTO 001086 SIPDIS STATE FOR AF/S - HTREGER AND DRL/IL - LHOLT DC 


Column 10 


CONFIDENTIALTELAVIV 005257 SIPDIS E.O. 12958: DECL: 08/25/2015 TAGS: PGOV, PREL, KWBG | 


CONFIDENTIAL SECTION 01 OF 03 CAIRO 006577 SIPDIS STATE FOR NEA/ELA, NEA/RA NSC FOR £ 


Column 10 


UNCLAS GABORONE 001212 SIPDIS E.O. 12958: N/A TAGS: ECON, PREL, EAID, KHIV, BC, HIV and AIDS, | 


Column 10 


UNCLAS SECTION 01 OF 02 TEL AVIV 005258 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: KWBG, KPAL, PRI 


Column 10 


CONFIDENTIALBRATISLAVA 000686 SIPDIS E.O. 12958: DECL: 08/25/2015 TAGS: PREL, EU, TU, LO 
CONFIDENTIALWARSAW 003210 SIPDIS E.O. 12958: DECL: 08/24/2015 TAGS: PARM, PREL, PL, MTC 
SECRET CAIRO 006582 SIPDIS NEA FOR FO, ELA S/WCI FOR AMB. PROSPER, R. MILLER AND D. HOD! 


CONFIDENTIALSECTION 01 OF 02 CAIRO 006583 SIPDIS E.O. 12958: DECL: 08/24/2015 TAGS: PREI 


Column 10 


CONFIDENTIALPRAGUE 001247 SIPDIS EUR/NCE FOR FICHTE, PM/RSAT FOR BOCKLAGE, EUR/RF 
UNCLAS ANKARA 005003 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NEA/PD, DRL JCS PASS 


CONFIDENTIALSECTION 01 OF 02 ASUNCION 001071 SIPDIS STATE PASS TO USAID FOR LAC/AAT 
UNCLAS LIMA 003687 SIPDIS DEPT FOR E, EB/IFD/OMA WHA/FO, WHA/AND, WHA/EPSC TREASURY FOR 
UNCLAS BRASILIA 002287 SIPDIS E.O. 12958: N/A TAGS: PGOV, PREL, PINR, BR, CO, External Relations SU 


Column 10 


UNCLAS SECTION 01 OF 03 ASUNCION 001072 SIPDIS LABOR FOR DOL/ILAB TINA MCCARTER STATE FC 


Column 10 


UNCLAS SECTION 01 OF 02 PARIS 005750 SIPDIS STATE FOR EB/CIP, EUR/ERA AND INR/B USDOC FOR | 


Column 10 


UNCLAS SECTION 01 OF 02 SAN SALVADOR 002374 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: KCRM, PG 


Column 10 


UNCLAS SANTO DOMINGO 004096 SIPDIS SENSITIVE DEPT FOR WHA, WHA/CAR, S/S E.O. 12958: N/A T 
UNCLAS SANTO DOMINGO 004097 SIPDIS SENSITIVE DEPT FOR WHA, WHA/CAR, WHA/AND, WHA/OAS 
UNCLAS SECTION 01 OF 02 BOGOTA 008041 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: SNAR, CO SUBJE 


Column 10 


CONFIDENTIALBAGHDAD 003480 SIPDIS E.O. 12958: DECL: 08/25/2025 TAGS: PGOV, PINS, IZ SUB. 


UNCLAS TEGUCIGALPA 001773 SIPDIS DEPT. FOR WHA/PD; IIP/G/WHA DIPASQUALE; AND IIP/T/ES DEPT 


Column 10 


CONFIDENTIALBOGOTA 008050 SIPDIS E.O. 12958: DECL: 08/25/2015 TAGS: SOCI, KSUM, VE, CO, ( 
UNCLAS SECTION 01 OF 04 BOGOTA 008051 SIPDIS SENSITIVE SANTIAGO, PLEASE PASS TO CODEL Ct 


Column 10 


UNCLAS TEGUCIGALPA 001774 SIPDIS DEPT. FOR WHA/PD; IIP/G/WHA DIPASQUALE; AND IIP/T/ES DEP] 


Column 10 


UNCLAS COLOMBO 001501 SIPDIS FOR STATE L/T, ROOM 5420 NS, DEPARTMENT OF STATE E.O. 12958 
CONFIDENTIALTELAVIV 005261 SIPDIS Е.О. 12958: DECL: 08/25/2015 TAGS: PINR, MNUC, TRGY, IS 


Column 10 


CONFIDENTIAL VATICAN 000514 SIPDIS DEPT. FOR EB; EB/TPP/ABT/BTT; EUR/WE (TCUNNINGHA 


Column 10 


UNCLAS COLOMBO 001503 SIPDIS SENSITIVE STATE FOR SA/INS E.O. 12958: N/A TAGS: PGOV, CE, Elec 
UNCLAS HARARE 001180 SIPDIS AF/S FOR BNEULING NSC FOR SENIOR AFRICA DIRECTOR C. COURVE 
UNCLAS SECTION 01 OF 02 TEL AVIV 005265 SIPDIS E.O. 12958: N/A TAGS: ECON, PGOV, SOCI, PREL, EF 


Column 10 


UNCLAS SECTION 01 OF 03 BAGHDAD 003482 SIPDIS STATE FOR INR/R/MR, NEA/PPD, NEA/PPA, NEA/AC 


Column 10 


UNCLAS SECTION 01 OF 03 BAGHDAD 003483 SIPDIS STATE FOR INR/R/MR, NEA/PPD, NEA/PPA, NEA/AC 


Column 10 


UNCLAS BRATISLAVA 000689 SIPDIS SECDEF FOR DTSA/ARLINGTON SITE DOC/BIS FOR LOCKWOOD-S 


Column 10 


UNCLAS SECTION 01 OF 02 TAIPEI 003566 SIPDIS DEPT PASS AIT/WASHINGTON DEPT FOR EAP/RSP/T( 
UNCLAS TAIPEI 003568 SIPDIS STATE PASS AIT/W AND USTR STATE FOR EAP/RSP/TC AND EB/TRA DHS 
CONFIDENTIAL SECTION 01 OF 02 VILNIUS 000884 SIPDIS DEPT FOR EUR/NB, EUR/ERA, AND EUR 
UNCLAS SECTION 01 OF 02 BANGKOK 005482 SIPDIS SENSITIVE DEPARTMENT FOR H SEOUL FOR SAM 


Column 10 


UNCLAS MAPUTO 001099 SIPDIS SENSITIVE STATE FOR AF/S - HTREGER NSC FOR CCOURVILLE E.O. 12 
CONFIDENTIALSECTION 01 OF 02 TAIPEI 003571 SIPDIS STATE PASS AIT/W Е.О. 12958: DECL: 08, 


Column 10 


UNCLAS SECTION 01 OF 02 MAPUTO 001101 SIPDIS STATE FOR AF/S - TREGER USDA/FAS/EXPORT CREI 
CONFIDENTIALLILONGWE 000738 SIPDIS E.O. 12958: DECL: 08/26/2015 TAGS: PREL, PGOV, KMCA 


Column 10 


UNCLAS SECTION 01 OF 02 HANOI 002220 SIPDIS USDA FOR J.B. PENN USDA/FAS/EXPORT CREDITS FC 


Column 10 


UNCLAS HANOI 002221 SIPDIS STATE PASS USTR FOR EBRYAN STATE ALSO PASS USAID ANE TREASUF 


Column 10 


CONFIDENTIAL GABORONE 001224 SIPDIS DEPT FOR AF/S MUNCY Ε.Ο. 12958: DECL: 08/25/2015 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KINSHASA 001383 SIPDIS E.O. 12958: DECL: 08/26/2015 TAGS: F 


Column 10 


UNCLAS HO CHI MINH CITY 000910 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PHUM, SOCI, PREL, PGOV, 


Column 10 


UNCLAS SECTION 01 OF 02 PARIS 005767 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


UNCLAS SECTION 01 OF 08 TEL AVIV 005275 SIPDIS STATE FOR NEA, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BANGKOK 005503 SIPDIS DEPARTMENT FOR EAP, EAP/MLS, IN 


Column 10 


CONFIDENTIAL ALMATY 003143 SIPDIS DEPT FOR EB/ESC; EUR/SNEC (MANN); EUR/CACEN (MUL 


Column 10 


CONFIDENTIALBRATISLAVA 000692 SIPDIS E.O. 12958: DECL: 08/26/2015 TAGS: PGOV, ECON, ETF 


Column 10 


CONFIDENTIALBRATISLAVA 000693 SIPDIS E.O. 12958: DECL: 08/26/2015 TAGS: MARR, PREL, LO, 
CONFIDENTIAL VATICAN 000515 SIPDIS DEPT. FOR EUR/WE (TCUNNINGHAM); EUR/SE E.O. 129£ 


Column 10 


CONFIDENTIALSECTION 01 OF 05 LAGOS 001340 SIPDIS STATE FOR AF/W STATE FOR CA/OCS/SI 


Column 10 


UNCLAS YEREVAN 001562 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: TBIO, ECON, PREL, SOCI, GA, AM, K 
CONFIDENTIALNEW DELHI 006594 SIPDIS KATHMANDU PASS RICHELSOPH E.O. 12958: DECL: 08 


UNCLAS SECTION 01 OF 02 TEL AVIV 005279 SIPDIS SENSITIVE STATE FOR OES/PCI, NEA/IPA AND NEA/ 
CONFIDENTIALSECTION 01 OF 04 SANTO DOMINGO 004104 SIPDIS DEPT FOR EAP/CM KAYE LEE 


Column 10 


CONFIDENTIALBAGHDAD 003484 SIPDIS Е.О. 12958: DECL: 08/25/2025 TAGS: PGOV, KISL, PREL, Iz 
CONFIDENTIALSECTION 01 OF 03 LAGOS 001341 SIPDIS STATE FOR AF/W STATE FOR CA/OCS/SI 


Column 10 


UNCLAS BRATISLAVA 000694 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, KDEM, ECON, ETRD, PINF 
UNCLAS SECTION 01 OF 03 PRETORIA 003475 SIPDIS SENSITIVE STATE FOR S/OFFICE OF GLOBAL AID 


Column 10 


CONFIDENTIALQUITO 002008 SIPDIS DEPARTMENT PLEASE PASS USOAS E.O. 12958: DECL: 08/2 


UNCLAS SECTION 01 OF 03 PRETORIA 003476 SIPDIS DEPT FOR AF/S/KGAITHER; AF/EPS; EB/IFD/OMAL 


Column 10 


CONFIDENTIALSECTION 01 OF 02 NEW DELHI 006595 SIPDIS KATHMANDU PASS RICHELSOPH E 


Column 10 


CONFIDENTIALSECTION 01 OF 04 NEW DELHI 006596 SIPDIS STATE FOR S/CT E.O. 12958: DECL: 


Column 10 


CONFIDENTIALSECTION 01 OF 02 DUBLIN 001050 SIPDIS E.O. 12958: DECL: 01/31/2015 TAGS: PRE 


Column 10 


UNCLAS SECTION 01 OF 02 HELSINKI 000930 SIPDIS STATE FOR EUR/ERA AND EUR/NB E.O. 12958: N/A 


Column 10 


UNCLAS SECTION 01 OF 03 ANKARA 005035 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE/ 


Column 10 


SECRET VATICAN 000516 SIPDIS NOFORN DEPT. FOR EUR/WE (TCUNNINGHAM), EUR/SCE (BBELL, 


Column 10 


UNCLAS SECTION 01 OF 02 SOFIA 001504 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PHUM, PGOV, PREL 


Column 10 


CONFIDENTIALSECTION 01 OF 02 PRETORIA 003477 SIPDIS DEPT FOR NP/NE/ABURKART, AF/S/K 


Column 10 


UNCLAS SECTION 01 OF 02 SAN JOSE 002008 SIPDIS SENSITIVE WHA/CEN EB FOR WCRAFT, BLAMPR( 


Column 10 


UNCLAS SECTION 01 OF 03 MINSK 001013 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: PGOV, PHUM, ECON, BC 


Column 10 


UNCLAS ADANA 000157 SIPDIS E.O. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, TU, ADANA, Press Sumn 


CONFIDENTIALSECTION 01 OF 02 NEW DELHI 006598 SIPDIS E.O. 12958: DECL: 08/26/2015 TAGS: 


Column 10 


UNCLAS SECTION 01 OF 02 PARIS 005783 SIPDIS FROM ARS STATE FOR AF/PD; AF/RD/RA; IIP/G/AF; I/RI 


Column 10 


UNCLAS SECTION 01 OF 03 TEL AVIV 005285 SIPDIS SENSITIVE Е.О. 12958: N/A TAGS: KWBG, KPAL, PRI 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ANKARA 005037 SIPDIS TREASURY FOR U/S LEVEY, RACHEL LE 
UNCLAS SECTION 01 OF 02 ISTANBUL 001492 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: EINV, ECON, EFI 


Column 10 


SECRETPRAGUE 001252 SIPDIS NOFORN EUR/NCE FOR FICHTE, PM/RSAT FOR BOCKLAGE, INR/SF 


Column 10 


CONFIDENTIALASUNCION 001076 SIPDIS STATE FOR OAS E.O. 12958: DECL: 08/19/2015 TAGS: PF 
UNCLAS SECTION 01 OF 02 ASUNCION 001077 SIPDIS TREASURY FOR IET/FLORA DJAVADKHANI STATE 
CONFIDENTIALSECTION 01 OF 02 RABAT 001809 SIPDIS STATE FOR NEA/MAG, NEA/OFI PARIS FC 


Column 10 


CONFIDENTIALRABAT 001810 SIPDIS STATE FOR EUR/RPM, EUR/SCE, NEA, NEA/MAG, IO DOD FC 
SECRET SECTION 01 OF 03 GUATEMALA 002050 SIPDIS EAP KAYE LEE, WHA/PPC JEFF BISCHOFF AN 


Column 10 


CONFIDENTIALTEGUCIGALPA 001776 SIPDIS STATE FOR WHA/USOAS, WHA/PPC, AND WHA/CEN 
UNCLAS QUITO 002013 SIPDIS STATE FOR INR/R/MR, WHA, WHA/AND, WHA/PDA DIRONDCP FOR PA EM 


CONFIDENTIALSAN SALVADOR 002391 SIPDIS E.O. 12958: DECL: 08/23/2015 TAGS: ES, IZ, MARR, I 


Column 10 


CONFIDENTIALSECTION 01 OF 02 SAN SALVADOR 002392 SIPDIS E.O. 12958: DECL: 08/26/2020 TA 


Column 10 


UNCLAS SAN JOSE 002019 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, AORC, KSUM, SOCI, CS SUB. 
CONFIDENTIALSECTION 01 OF 04 SAN JOSE 002020 SIPDIS EAP/CM FOR KLEE WHA/PCP FOR JB 


Column 10 


SECRET SECTION ΟἹ OF 03 TAIPEI 003573 SIPDIS DEPT FOR EAP/TC, EAP/EP, NP/ECC, NP/CBM DEPT 


Column 10 


CONFIDENTIALSECTION 01 OF 04 ALGIERS 001810 SIPDIS E.O. 12958: DECL: 08/22/2015 TAGS: PC 


Column 10 


UNCLAS SECTION 01 OF 02 MANAMA 001234 SIPDIS STATE PASS TO DOL/ILAB FOR TINA MCCARTER AN 
UNCLAS ALGIERS 001811 SIPDIS E.O. 12958: N/A TAGS: KCRM, TBIO, PTER, AG, Terrorism SUBJECT: ALGE 
SECRET SECTION 01 OF 02 MUSCAT 001311 SIPDIS NOFORN DEPT FOR DS/IP/NEA, DS/IP/ITA, NEA/A 
CONFIDENTIALKUWAIT 003827 SIPDIS STATE FOR NEA/ARPI, LONDON FOR TSOU, PARIS FOR ZE 


Column 10 


CONFIDENTIALMANAMA 001237 SIPDIS E.O. 12958: DECL: 08/27/2015 TAGS: PREL, PGOV, BA, IZ S 


Column 10 


CONFIDENTIALKUWAIT 003830 SIPDIS STATE FOR NEA/ARPI E.O. 12958: DECL: 08/26/2015 TAGS: 


CONFIDENTIALSECTION 01 OF 02 KUWAIT 003831 SIPDIS STATE FOR EB/ESC/TFS IKRUM, S/CT T 


Column 10 


UNCLAS BAGHDAD 003488 SIPDIS SENSITIVE STATE PASS USAID E.O. 12958: N/A TAGS: ECON, EFIN, E 
UNCLAS BAGHDAD 003490 SIPDIS E.O. 12958: N/A TAGS: IZ, KHDP, PGOV, PREL SUBJECT: STATE DEPAR 
SECRET SECTION 01 OF 03 KUWAIT 003835 SIPDIS NOFORN FOR NEA/ARPI AND S/CT; NSC FOR TO! 


Column 10 


CONFIDENTIALKUWAIT 003841 SIPDIS STATE FOR NEA/ARPIAND IO/UNP E.O. 12958: DECL: 08/27 
CONFIDENTIALMANILA 003963 SIPDIS STATE FOR EAP, S/CT, EAP/PMBS, INR/EAP, CA/OCS/ACS № 
UNCLAS SANAA 002451 SIPDIS DEPARTMENT FOR NEA, NEA/ARP, NEA/PD, NEA/RA, DS/OP/NEA AND S/C 


Column 10 


UNCLAS SANAA 002453 SIPDIS DEPARTMENT FOR NEA, NEA/ARP, NEA/PD, NEA/RA, DS/OP/NEA AND S/C 


Column 10 


UNCLAS SECTION 01 OF 02 AMMAN 006925 SIPDIS DOL/ILAB FOR TINA MCCARTER AND DRL/IL FOR LAL 


Column 10 


CONFIDENTIALMANAMA 001243 SIPDIS E.O. 12958: DECL: 08/27/2015 TAGS: PREL, KPAL, BA SUBJ 


UNCLAS SECTION 01 OF 03 KUWAIT 003850 SIPDIS SENSITIVE STATE FOR EB/ESC/TFS IKRUM, S/CT Tk 


Column 10 


CONFIDENTIALKUWAIT 003851 SIPDIS STATE FOR NEA/ARPI, LONDON FOR TSOU, PARIS FOR ZE 


CONFIDENTIALKUWAIT 003858 SIPDIS STATE FOR NEA/ARPI E.O. 12958: DECL: 08/27/2015 TAGS: 
CONFIDENTIALBAGHDAD 003498 SIPDIS E.O. 12958: DECL: 08/27/2015 TAGS: PGOV, PREL, PHUM, 


Column 10 


CONFIDENTIALSECTION 01 OF 05 BAGHDAD 003500 SIPDIS NOFORN E.O. 12958: DECL: 08/28/201 
UNCLAS SECTION 01 OF 03 BAGHDAD 003501 SIPDIS STATE FOR INR/R/MR, NEA/PPD, NEA/PPA, NEA/AC 


Column 10 


UNCLAS SECTION 01 OF 03 BAGHDAD 003502 SIPDIS STATE FOR INR/R/MR, NEA/PPD, NEA/PPA, NEA/AC 


Column 10 


UNCLAS SECTION 01 OF 02 TAIPEI 003574 SIPDIS STATE PLEASE PASS AIT/W AND USTR STATE FOR EA 
CONFIDENTIALSECTION 01 OF 03 WELLINGTON 000658 SIPDIS NOFORN STATE FOR EAP/ANP, E 


Column 10 


UNCLAS SECTION 01 OF 02 WELLINGTON 000659 SIPDIS USDA FOR FAS/FAA/YOUNG, USDA/FSIS/OPEE 


Column 10 


UNCLAS SECTION 01 OF 02 WELLINGTON 000660 SIPDIS USDA FOR FAS/FAA/YOUNG, FAS/ARS E.O 129 


Column 10 


UNCLAS AMMAN 006930 SIPDIS E.O. 12958: N/A TAGS: TBIO, EAGR, JO SUBJECT: Jordan - Avian Influenza 
CONFIDENTIALSECTION 01 OF 02 KUWAIT 003860 SIPDIS STATE FOR NEA/ARPI (DBERNS) NEA/P 


Column 10 


CONFIDENTIALMANAMA 001247 SIPDIS STATE FOR NEA, NEA/ARPI, NEA/PI, E, ΕΒ Е.О. 12958: DE! 


UNCLAS SECTION 01 OF 03 DHAKA 004255 SIPDIS AID/W FOR USAID/EGAT/AG/EAI/TFCA SECRETARIAT : 


Column 10 


UNCLAS SECTION 01 OF 02 SINGAPORE 002584 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: KHIV, TBIO, Pl 


Column 10 


CONFIDENTIALSECTION 01 OF 02 CANBERRA 001453 SIPDIS E.O. 12958: DECL: 08/26/2015 TAGS: 


Column 10 


CONFIDENTIALSECTION 01 OF 03 TAIPEI 003580 SIPDIS STATE PASS AIT/W Е.О. 12958: DECL: 08, 


Column 10 


UNCLAS CANBERRA 001454 SIPDIS SENSITIVE VISAS VIPER DEPT FOR INR/IG/TIPOFF AND CA/VO/L/C | 
UNCLAS SECTION 01 OF 04 PRETORIA 003481 SIPDIS DEPT FOR AF/S; AF/EPS; AF/EPS/SDRIANO DEPT І 


Column 10 


CONFIDENTIALSECTION 01 OF 02 CANBERRA 001455 SIPDIS DEPT FOR S/CT, EAP/ANP E.O. 129£ 


Column 10 


UNCLAS SECTION 01 OF 02 TAIPEI 003586 SIPDIS DEPT PASS AIT/WASHINGTON AND AID DEPT FOR EA 
UNCLAS GABORONE 001228 SIPDIS SENSITIVE AF/S FOR MUNCY Е.О. 12958: N/A TAGS: PHUM, PGOV 


Column 10 


UNCLAS SECTION 01 OF 03 TAIPEI 003596 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/RSP/TC, EAP/PA, E 


Column 10 


UNCLAS LJUBLJANA 000620 SIPDIS Е.О. 12958: N/A TAGS: PREL, KPAL, SI SUBJECT: SLOVENIA IN ADVAI 


Column 10 


CONFIDENTIALKUWAIT 003867 SIPDIS STATE FOR NEA/ARPI LONDON FOR TSOU E.O. 12958: DE 


CONFIDENTIALSECTION 01 OF 02 KUWAIT 003868 SIPDIS LONDON FOR TSOU DEPARTMENT OF 


Column 10 


UNCLAS CHIANG MAI 000199 SIPDIS SENSITIVE BUT UNCLASSIFIED E.O. 12958: N/A TAGS: PREF, PREL. 


UNCLAS DHAKA 004268 SIPDIS AIDAC DCHA/OFDA FOR ROBERT THAYER AID/W FOR MICHAEL METZLI 
CONFIDENTIALSECTION 01 OF 02 MANILA 003994 SIPDIS DEPT FOR EAP, EAP/IET, EAP/PMBS, INF 


Column 10 


CONFIDENTIALSECTION 01 OF 03 ALGIERS 001836 SIPDIS E.O. 12958: DECL: 08/28/2015 TAGS: PF 


Column 10 


UNCLAS SECTION 01 OF 03 HANOI 002237 SIPDIS STATE PASS USTR FOR EBRYAN STATE ALSO PASS U 


Column 10 
UNCLAS SECTION 01 OF 08 TEL AVIV 005302 SIPDIS STATE FOR NEA, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


UNCLAS SECTION 01 OF 02 PARIS 005797 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


UNCLAS RANGOON 000996 SIPDIS SENSITIVE STATE FOR EAP/BCLTV; PACOM FOR FPA Е.О. 12958: М// 


Column 10 


CONFIDENTIALSECTION 01 OF 02 VILNIUS 000888 SIPDIS STATE FOR EUR/NB E.O. 12958: DECL: 


Column 10 


UNCLAS KUWAIT 003870 SIPDIS SENSITIVE LONDON FOR TSOU DEPARTMENT OF ENERGY FOR IE, MV 


Column 10 


UNCLAS MUSCAT 001321 SIPDIS DEPT FOR NEA/ARPI, NEA/PPD, NEA/P, INR/R/MR LONDON FOR TSOU 


Column 10 


SECRET SECTION 01 OF 07 SANTIAGO 001794 SIPDIS NOFORN EAP/CM FOR KAYE LEE WHA/PCP FC 


Column 10 
CONFIDENTIALBAGHDAD 003516 SIPDIS Е.О. 12958: БЕСІ: 08/29/2015 TAGS: PGOV, PHUM, KWMP 


UNCLAS SECTION 01 OF 03 BRASILIA 002305 SIPDIS SENSITIVE CORRECT ED COPY (TEXT MISSIN( 


Column 10 


UNCLAS SECTION 01 OF 02 ASUNCION 001078 SIPDIS BUENOS AIRES FOR AGUSTINA HUGHES TREASL 
UNCLAS ASUNCION 001079 SIPDIS E.O. 12958: N/A TAGS: AORC, PREL, KSEP, PA, WHO SUBJECT: PARAC 
UNCLAS SECTION 01 OF 03 HO CHI MINH CITY 000914 SIPDIS SENSITIVE STATE FOR EAP/BCLTV AND E 


Column 10 


CONFIDENTIALSECTION 01 OF 02 NEW DELHI 006635 SIPDIS E.O. 12958: DECL: 08/26/2015 TAGS: 


Column 10 


CONFIDENTIAL SECTION 01 OF 03 KINGSTON 002026 SIPDIS DEPARTMENT FOR WHA/CAR, WHA/, 


Column 10 


UNCLAS SECTION 01 OF 05 SANAA 002460 SIPDIS STATE - PASS TO USDA FAS. USDA - PASS TO USDA/F 
CONFIDENTIALSANAA 002461 SIPDIS E.O. 12958: DECL: 08/28/2015 TAGS: PREL, PTER, YM, KWAC 
UNCLAS SANAA 002462 SIPDIS E.O. 12958: N/A TAGS: TBIO, ECON, PREL, SOCI, YM, DEMARCHE SUBJEC 
UNCLAS SECTION 01 OF 04 SANAA 002463 SIPDIS STATE -- PASS TO USTDA MERCEDES FITCHETT. E.O 


Column 10 


CONFIDENTIALSECTION 01 OF 02 YEREVAN 001566 SIPDIS DEPT FOR EUR/CACEN, DRL NSC FOF 


Column 10 


UNCLAS AMMAN 006944 SIPDIS E.O. 12958: N/A TAGS: PGOV, PREL, IZ, JO SUBJECT: PRESENTATION OF 
CONFIDENTIALSECTION 01 OF 02 TELAVIV 005307 SIPDIS STATE FOR NEA/IPA, NEA/PPD, IIP/G/NI 


Column 10 


UNCLAS ZAGREB 001413 SIPDIS E.O. 12958: N/A TAGS: ECON, ECIN, ETRD, HR, Trade SUBJECT: CROAT! 
CONFIDENTIALSECTION 01 OF 02 TEL AVIV 005308 SIPDIS Ε.Ο. 12958: DECL: 08/29/2015 TAGS: EC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MANAMA 001256 SIPDIS E.O. 12958: DECL: 08/29/2015 TAGS: PF 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MANAMA 001257 SIPDIS STATE FOR NEA/ARPI, NEA/PI STATE P 


CONFIDENTIALSECTION 01 OF 02 COLOMBO 001508 SIPDIS Е.О. 12958: DECL: 08/28/2015 TAGS: F 


Column 10 


UNCLAS MADRID 003063 SIPDIS FOR OES/ST STATE PLEASE PASS TO INT/USGS/RESTON:J.SAFFER E. 
UNCLAS MADRID 003064 SIPDIS FOR OES/STC STATE PLEASE PASS TO INT/USGS/RESTON:JSAFFER E 
UNCLAS SECTION 01 OF 03 ANKARA 005061 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE/ 


Column 10 


UNCLAS SECTION 01 OF 02 LAGOS 001348 SIPDIS SENSITIVE BUT UNCLASSIFIED - HANDLE ACCORDIN 


Column 10 


CONFIDENTIALSECTION 01 OF 04 NEW DELHI 006637 SIPDIS DEPT FOR SA/INS DEPT PASS USTF 


Column 10 


CONFIDENTIALSECTION 01 OF 02 CAIRO 006653 SIPDIS E.O. 12958: DECL: 08/29/2015 TAGS: PREI 


Column 10 


CONFIDENTIALSECTION 01 OF 02 SANAA 002464 SIPDIS E.O. 12958: DECL: 08/29/2015 TAGS: PGO 


Column 10 


CONFIDENTIAL ROME 002874 SIPDIS Е.О. 12958: DECL: 08/29/2015 TAGS: PREL, KPAL, TU, IT, EU! 


Column 10 


CONFIDENTIALVIENNA 002893 SIPDIS STATE FOR S/WCI AND EUR/AGS - VIKMANIS-KELLER E.O. 
CONFIDENTIALSANAA 002465 SIPDIS E.O. 12958: DECL: 08/24/2015 TAGS: PREL, MASS, PTER, PAF 


Column 10 


SECRET NEW DELHI 006638 SIPDIS Ε.Ο. 12958: DECL: 08/30/2015 TAGS: KNNP, PARM, PREL, IR, IN, Inc 
CONFIDENTIAL SECTION 01 OF 03 CAIRO 006654 SIPDIS NSC STAFF FOR POUNDS E.O. 12958: DE 


Column 10 


CONFIDENTIALPRAGUE 001256 SIPDIS E.O. 12958: DECL: 08/29/2015 TAGS: PREL, TU, HR, EZ, EUI 


Column 10 


CONFIDENTIALHARARE 001208 SIPDIS AF/S FOR B. NEULING SENIOR AFRICA DIRECTOR C. COU 
UNCLAS ISTANBUL 001495 SIPDIS Ε.Ο. 12958: N/A TAGS: ASEC, PGOV, PREL, PTER, TU, Istanbul SUBJEC 
UNCLAS ANKARA 005064 SIPDIS DS COMMAND CENTER, DS/ITA, DS/IP/EUR, S/CT Е.О. 12958: N/A TAGS 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ANKARA 005065 SIPDIS E.O. 12958: DECL: 08/29/2010 TAGS: ETI 


Column 10 


UNCLAS SECTION 01 OF 02 MAPUTO 001112 SIPDIS DEPARTMENT FOR AF/PD; AF/S (HTREGER) PARIS F 


Column 10 


CONFIDENTIALSECTION 01 OF 02 HARARE 001209 SIPDIS AF/S FOR B. NEULING NSC FOR SENIO 
CONFIDENTIALBAGHDAD 003525 SIPDIS E.O. 12958: DECL: 08/29/2015 TAGS: PREL, PGOV, IZ, Nati 


Column 10 


UNCLAS PARIS 005816 SIPDIS SENSITIVE FOR С, U/S DOBRIANSKY, OES, OES/IHA, EUR/WE; HHS FOR | 
CONFIDENTIALSECTION 01 OF 04 PARIS 005818 SIPDIS E.O. 12958: DECL: 12/31/2014 TAGS: PREL 


Column 10 


UNCLAS SECTION 01 OF 02 LAGOS 001350 SIPDIS E.O. 12958: N/A TAGS: ELAB, EPET, KDEM, PGOV, NIS 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 RABAT 001821 SIPDIS DEPT FOR NEA/MAG, NEA/PD E.O. 1295t 


Column 10 


UNCLAS BOGOTA 008122 SIPDIS E.O. 12958: N/A TAGS: PREL, EAID, HA, CO SUBJECT: HAITI ELECTIONS 
CONFIDENTIALBOGOTA 008123 SIPDIS E.O. 12958: DECL: 08/29/2015 TAGS: PREF, PHUM, PREL, IS 
UNCLAS BRASILIA 002316 SIPDIS DOL/ILAB FOR TINA CARTER DRL/IL FOR LAUREN HOLT Ε.Ο. 12958: N, 


Column 10 


CONFIDENTIALSECTION 01 OF 03 BRASILIA 002317 SIPDIS E.O. 12958: DECL: 08/29/2025 TAGS: PF 


Column 10 


UNCLAS ASUNCION 001087 SIPDIS E.O. 12958: N/A TAGS: PHUM, PREL, MOPS, PA SUBJECT: HUMAN RIG 
CONFIDENTIAL SECTION 01 OF 02 BRASILIA 002318 SIPDIS STATE PASS USTR FOR LEZNY NSC Ft 


Column 10 


UNCLAS SECTION 01 OF 02 PANAMA 001779 SIPDIS DEPARTMENT FOR WHA/CEN SOUTHCOM ALSO FO 


Column 10 


UNCLAS SECTION 01 OF 04 BAGHDAD 003533 SIPDIS STATE FOR INR/R/MR, NEA/PPD, NEA/PPA, NEA/AC 


Column 10 


UNCLAS PANAMA 001781 SIPDIS DEPT FOR WHA/CEN, WHA GREGORY SCHIFFER PANAMA DESK SENS 
CONFIDENTIALSECTION 01 OF 02 SANTIAGO 001799 SIPDIS CODEL E.O. 12958: DECL: 08/29/201£ 


Column 10 


UNCLAS SANTIAGO 001800 SIPDIS E.O. 12958: N/A TAGS: PGOV, SCUL, PREL, Cl, CODEL SUBJECT: COD 


CONFIDENTIALSAN SALVADOR 002415 SIPDIS E.O. 12958: DECL: 08/28/2015 TAGS: PREL, ES SUB. 


CONFIDENTIALSECTION 01 OF 03 WELLINGTON 000661 SIPDIS STATE FOR EAP/ANP, EAP/RSP, E, 


Column 10 


UNCLAS SECTION 01 OF 02 TAIPEI 003597 SIPDIS STATE PLEASE PASS TO AIT/W AND EAP/RSP/TC STA 
UNCLAS SECTION 01 OF 03 TAIPEI 003598 SIPDIS STATE FOR EAP/RSP/TC AND OES/IHA STATE PASS Tt 


Column 10 


UNCLAS BOGOTA 008156 SIPDIS E.O. 12958: N/A TAGS: KDEM, KWMN, PREL, CO, UNGA SUBJECT: COLO 
UNCLAS SECTION 01 OF 02 WELLINGTON 000662 SIPDIS USDA FOR FAS/FAA/YOUNG, USDA/ARS/PWA/£ 


Column 10 


CONFIDENTIALCANBERRA 001460 SIPDIS E.O. 12958: DECL: 08/30/2015 TAGS: PREL, MARR, PGO\ 


Column 10 


UNCLAS SECTION 01 OF 03 HANOI 002245 SIPDIS SENSITIVE STATE FOR EAP/BCLTV AND PRM, BANGK 


Column 10 
CONFIDENTIALTAIPEI 003600 SIPDIS DEPT FOR EAP/TC, EAP/EP, NP/ECC, NP/CBM DEPT PASS Al’ 


UNCLAS SECTION 01 OF 02 DHAKA 004290 SIPDIS FOR l/FW, B/G, IIP/G/NEA-SA, B/VOA/N (BANGLA SERV 


Column 10 


CONFIDENTIALSECTION 01 OF 03 WELLINGTON 000663 SIPDIS STATE FOR EAP/ANP, EAP/RSP, E; 


Column 10 


SECRETSANAA 002468 SIPDIS STATE PASS TO NEA/ARPI PATRICK WORMAN. E.O. 12958: DECL: 08/z 


SECRETSANAA 002469 SIPDIS NOFORN DEPT FOR DS/IP/NEA, DS/IP/ITA, DS/ICI/PII, S/CT, NEA/EX, N 


UNCLAS LILONGWE 000744 SIPDIS FOR AF/PD, AF/S, AF/RA Е.О. 12958: N/A TAGS: KMDR, КОСІ, KPAO, N 


Column 10 


UNCLAS SECTION 01 OF 02 WELLINGTON 000664 SIPDIS SENSITIVE STATE FOR EAP/ANP, EAP/RSP, EA 


Column 10 


UNCLAS WELLINGTON 000665 SIPDIS SENSITIVE FOR NP/CBM AND EAP/ANP E.O. 12958: N/A TAGS: PA 
UNCLAS SECTION 01 OF 03 BAGHDAD 003540 SIPDIS STATE FOR INR/R/MR, NEA/PPD, NEA/PPA, NEA/AC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 CANBERRA 001461 SIPDIS DEPT FOR EAP/ANP AND S/CT E.O. 


Column 10 


UNCLAS SECTION 01 OF 02 BANGKOK 005559 SIPDIS SENSITIVE DEPT FOR OES/ETIRPAK AND OES/AS 


Column 10 
CONFIDENTIALCOLOMBO 001512 SIPDIS E.O. 12958: DECL: 08/30/2015 TAGS: PREL, PTER, NO, CE 


Column 10 
CONFIDENTIALSECTION 01 OF 02 AMMAN 006975 SIPDIS E.O. 12958: DECL: 08/29/2015 TAGS: PRE 


Column 10 


UNCLAS SECTION 01 OF 04 TAIPEI 003606 SIPDIS USDA FAS FOR CMP/PPD/TRINGE STATE FOR EAP/TC 


Column 10 
UNCLAS SECTION 01 OF 02 ABUJA 001609 SIPDIS SENSITIVE PASS DOT FOR OIA, ALSO FAA E.O. 1295€ 


Column 10 


UNCLAS PARIS 005824 SIPDIS STATE FOR EB/TRA, EUR/WE BRUSSELS FOR FAA E.O. 12958: N/A TAGS: 


Column 10 


UNCLAS MUSCAT 001327 SIPDIS SENSITIVE DEPT FOR NEA/ARPI, G/TIP DEPT FOR DOL (JSHEA) DEPT 
UNCLAS SECTION 01 OF 03 ABUJA 001610 SIPDIS E.O. 12958: N/A TAGS: KHIV, SOCI, TBIO, ECON, PREL, 


Column 10 


UNCLAS COLOMBO 001514 SIPDIS DEPARTMENT FOR DRL AND SA/INS DEPARTMENT PLEASE ALSO PA: 
CONFIDENTIALSINGAPORE 002609 SIPDIS Е.О. 12958: DECL: 08/29/2015 TAGS: PHUM, PGOV, SN : 


Column 10 


UNCLAS SECTION 01 ОҒ 08 BANGKOK 005569 SIPDIS DRL/IL FOR LAUREN HOLT DOL/ILAB FOR TINA MC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MANILA 004019 SIPDIS DEPT FOR EAP, EAP/IET, EAP/PMBS, INF 


Column 10 


CONFIDENTIALCAIRO 006673 SIPDIS E.O. 12958: DECL: 08/29/2015 TAGS: PREL, PGOV, MOPS, PTI 


Column 10 


UNCLAS SECTION 01 OF 08 TEL AVIV 005319 SIPDIS STATE FOR NEA, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


UNCLAS MADRID 003070 SIPDIS DOE FOR GERMANTOWN MD:BETH LORATTO E.O. 12958: N/A TAGS: El 
UNCLAS MADRID 003071 SIPDIS DOE FOR SNL:C.KELLY AND NNSA:C.DOBBS E.O. 12958: N/A TAGS: ENF 
UNCLAS MADRID 003072 SIPDIS FOR EUR/WE AND OES/SAT STATE PLEASE PASS TO NASA/OER:LISA H, 
UNCLAS SECTION 01 OF 02 PARIS 005835 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


UNCLAS SECTION 01 OF 02 DHAKA 004291 SIPDIS DOL/ILAB FOR TINA MCCARTER STATE FOR DRL/IL-F( 
UNCLAS DHAKA 004293 SIPDIS DEPT FOR EB/CBA; EB/IFD/OMA; EB/IFD/ODF DEPT FOR SA/PAB E.O. 128 
UNCLAS YEREVAN 001573 SIPDIS SENSITIVE G FOR UNDER SECRETARY DOBRIANSKY EUR FOR A/S F 


Column 10 


CONFIDENTIALSECTION 01 OF 03 NEW DELHI 006655 SIPDIS E.O. 12958: DECL: 08/30/2030 TAGS: 


Column 10 
UNCLAS SAN SALVADOR 002416 SIPDIS E.O. 12958: N/A TAGS: PREL, EAID, HA, ES SUBJECT: HAITI ELEC 
UNCLAS SECTION 01 OF 02 SAN SALVADOR 002417 SIPDIS DOL/ILAB FOR TINA MCCARTER DRL/IL FOR 


Column 10 


UNCLAS MANAMA 001259 SIPDIS FOR NEA/ARPI DAVID BERNS E.O. 12958: N/A TAGS: PREL, BA SUBJEC 
UNCLAS BOGOTA 008157 SIPDIS E.O. 12958: N/A TAGS: KMDR, KPAO, OPRC, PREL, SNAR, PGOV, CO SU 


UNCLAS ROME 002885 SIPDIS Е.О. 12958: N/A TAGS: PREL, MOPS, PGOV, IZ, IT, IRAQI FREEDOM SUBJE 


Column 10 


UNCLAS MADRID 003073 SIPDIS 4212/MAC/CEA/PDACHER; 3133/CS/OIO/EUR/PBUCHER/TMOORE E.O. 1 
CONFIDENTIALYEREVAN 001576 SIPDIS E.O. 12958: DECL: 08/30/2015 TAGS: PREL, PGOV, ECON, 


Column 10 


UNCLAS MADRID 003074 SIPDIS DEPARTMENT FOR UNDERSECRETARY DOBRIANSKY, EUR/WE, AND Ol 


CONFIDENTIALTELAVIV 005324 SIPDIS E.O. 12958: DECL: 08/30/2015 TAGS: PGOV, PREL, KWBG I 


Column 10 


UNCLAS MADRID 003075 SIPDIS FOR EUR/WE AND OES/SAT STATE PLEASE PASS TO NASA/OER:HELEN 
UNCLAS MADRID 003076 SIPDIS FOR OES:V.COX STATE FOR THE NSF MPRITCHA E.O. 12958: N/A TAGS 
UNCLAS MADRID 003077 SIPDIS FOR EUR/WE AND OES/SAT STATE PLEASE PASS TO NASA/OER:HELEN 
UNCLAS MADRID 003078 SIPDIS STATE PLEASE PASS ТО NIH/FIC Е.О. 12958: N/A TAGS: TBIO, OTRA, SF 
UNCLAS MADRID 003079 SIPDIS STATE PLEASE PASS ΤΟ NIH/FIC Е.О. 12958: N/A TAGS: TBIO, OTRA, SF 


Column 10 


UNCLAS MADRID 003080 SIPDIS DOT FOR MARAD/DOT E.O. 12958: N/A TAGS: EAIR, OTRA, ASEC, AMGT 
CONFIDENTIALSECTION 01 OF 02 ATHENS 002263 SIPDIS DEPARTMENT EUR/SE FOR PARENTE, | 


Column 10 


UNCLAS ZAGREB 001422 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, HR, IZ SUBJECT: GOVERNME 


Column 10 


CONFIDENTIALWARSAW 003234 SIPDIS E.O. 12958: DECL: 08/29/2015 TAGS: PREL, PGOV, PHUM, 


Column 10 


CONFIDENTIAL KUWAIT 003902 STATE FOR NEA/ARPI, LONDON FOR TSOU, PARIS FOR ZEYA E.C 


Column 10 


CONFIDENTIALKUWAIT 003903 SIPDIS STATE FOR NEA/ARPIAND IO/UNP E.O. 12958: DECL: 08/2£ 


UNCLAS TEL AVIV 005343 SIPDIS SENSITIVE NEA FOR DIBBLE NSC FOR ABRAMS E.O. 12958: N/A TAGS 
UNCLAS LAGOS 001356 SIPDIS DOL/ILAB FOR TINA MCCARTER; DRL/IL FOR LAUREN HOLT E.O. 12958: 
UNCLAS SECTION 01 OF 02 BAGHDAD 003547 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: ECON, EFIN, PR 


Column 10 


UNCLAS LAGOS 001359 SIPDIS NOFORN SENSITIVE E.O. 12958: N/A TAGS: EINV, EFIN, NI SUBJECT: AN/ 


UNCLAS SECTION 01 OF 02 PARIS 005855 SIPDIS FROM USMISSION UNESCO STATE FOR IO/T JANE CC 


Column 10 


UNCLAS PRAGUE 001263 SIPDIS E.O. 12958: N/A TAGS: IZ, EZ, PREL PGOV SUBJECT: CZECHS WELCOM 
UNCLAS PRAGUE 001264 SIPDIS E.O. 12958: N/A TAGS: TBIO, EZ, KSTH, WHO SUBJECT: CZECH READIN 
UNCLAS SECTION 01 OF 02 ASUNCION 001090 SIPDIS STATE FOR WHA/BSC AND EB/IFD/OIA STATE PAS 
CONFIDENTIALPARIS 005861 SIPDIS DEPT FOR NP/CBM, MADRID FOR POLECON KFORDER, LON 
CONFIDENTIALNEW DELHI 006660 SIPDIS E.O. 12958: DECL: 08/30/2015 TAGS: PGOV, PREL, KDEN 


Column 10 
UNCLAS SECTION 01 OF 04 PARIS 005862 SIPDIS FROM USMISSION UNESCO STATE FOR IO/T JANE CC 


Column 10 


UNCLAS BOGOTA 008174 SIPDIS E.O. 12958: N/A TAGS: KMDR, KPAO, OPRC, PREL, SNAR, PGOV, CO SU 


Column 10 


CONFIDENTIALDUBLIN 001068 SIPDIS E.O. 12958: DECL: 10/27/2014 TAGS: PREL, PGOV, PTER, KC 


UNCLAS SECTION 01 OF 02 ASUNCION 001091 SIPDIS TREASURY FOR IET/M. ANDERSON STATE FOR W 
UNCLAS BAGHDAD 003549 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, EAID, ELAB, IZ, KCRS SUBJE 


Column 10 


UNCLAS QUITO 002022 SIPDIS STATE FOR INR/R/MR, WHA, WHA/AND, WHA/PDA DIRONDCP FOR PA EM 


Column 10 


CONFIDENTIALSECTION 01 OF 02 PARIS 005864 SIPDIS E.O. 12958: DECL: 08/30/2015 TAGS: KPAL 


Column 10 


UNCLAS BOGOTA 008181 SIPDIS E.O. 12958: N/A TAGS: AORC, PREL, KSEP, OPDC, CO, UNESCO SUBJEC 
UNCLAS BOGOTA 008182 SIPDIS Е.О. 12958: N/A TAGS: SCUL, CO SUBJECT: COLOMBIA WILL SUPPORT | 
CONFIDENTIALSECTION 01 OF 02 BAGHDAD 003550 SIPDIS E.O. 12958: DECL: 08/30/2015 TAGS: E 
UNCLAS SECTION 01 OF 02 BOGOTA 008183 SIPDIS E.O. 12958: N/A TAGS: KMDR, KPAO, OPRC, PREL, S 


Column 10 


UNCLAS SECTION 01 OF 02 SANTO DOMINGO 004145 SIPDIS DOL/ILAB FOR TINA MCCARTER; DRL/IL FC 
CONFIDENTIALSECTION 01 OF 05 TEGUCIGALPA 001790 SIPDIS STATE FOR WHA, WHA/CEN, WH 


Column 10 


UNCLAS ASUNCION 001093 SIPDIS USDOC FOR 3310/USFCS/EPS USDOC FOR MYLES DENNY BROWN L 
UNCLAS ASUNCION 001094 SIPDIS USDOC FOR 3310/USFCS/EPS SECSTATE FOR EB/CLP/AWHITE E.O. 
CONFIDENTIALSAN SALVADOR 002425 SIPDIS E.O. 12958: DECL: 08/30/2015 TAGS: PREL, KSUM, € 


Column 10 


SECRET SECTION 01 OF 02 SAN SALVADOR 002426 SIPDIS Е.О. 12958: DECL: 08/30/2025 TAGS: ECON 


Column 10 


UNCLAS BOGOTA 008197 SIPDIS DEPARTMENT ALSO FOR S/CMS E.O. 12958: N/A TAGS: PREL, EAID, PC 
UNCLAS TEGUCIGALPA 001791 SIPDIS STATE FOR IO/UNP, IO/SHA, WHA/PPC, AND WHA/CEN USUN FOF 
CONFIDENTIALBAGHDAD 003552 SIPDIS E.O. 12958: DECL: 08/30/2015 TAGS: PHUM, PGOV, PTER, 
UNCLAS TEGUCIGALPA 001792 SIPDIS STATE FOR WHA/PD, WHA/CCA, WHA/PPC, AND WHA/CEN STATE 


Column 10 


UNCLAS SECTION 01 OF 02 TAIPEI 003611 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/RSP/TC, EAP/PA, E, 


Column 10 


UNCLAS ALMATY 003147 SIPDIS DEPARTMENT FOR EUR/CACEN (MUDGE), EUR/RUS (NOLL), EUR/PGI ı 


Column 10 


UNCLAS BANGKOK 005573 SIPDIS STATE FOR EAP/BCLTV, L/PM, PWISO, INR AND DRL PACOM FOR FPA 
UNCLAS BANGKOK 005574 SIPDIS STATE FOR EAP/BCLTV, ШРМ, PM/ISO, INR AND DRL PACOM FOR FPA 
UNCLAS BANGKOK 005575 SIPDIS STATE FOR EAP/BCLTV, L/PM, PWISO, INR AND DRL PACOM FOR FPA 
UNCLAS LJUBLJANA 000627 SIPDIS SECSTATE FOR A/OPE (MAKELL/HUBERT) Е.О. 12958: N/A TAGS: Αἱ 
UNCLAS SECTION 01 OF 02 TAIPEI 003612 SIPDIS SENSITIVE DEPT PASS AIT/WASHINGTON DEPT FOR 
CONFIDENTIAL SECTION 01 OF 02 WELLINGTON 000666 SIPDIS STATE FOR S/WCI - AMBASSADO! 


Column 10 


CONFIDENTIALLJUBLJANA 000628 SIPDIS Е.О. 12958: DECL: 08/30/2015 TAGS: PREL, PGOV, MD, € 
CONFIDENTIALLJUBLJANA 000629 SIPDIS E.O. 12958: DECL: 08/30/2015 TAGS: PREL, PGOV, SI SU 
UNCLAS SANAA 002481 SIPDIS RIYADH - PASS TO FCS NANCY CHARLES-PARKER. JEDDAH - PASS TO ΕΙ 
UNCLAS SANAA 002482 SIPDIS RIYADH - PASS TO FCS NANCY CHARLES-PARKER. JEDDAH - PASS TO Fi 
UNCLAS SANAA 002483 SIPDIS STATE - PASS TO PM/DTCC PETER DADE. E.O. 12958: N/A TAGS: ETTC, k 
CONFIDENTIALCOLOMBO 001522 SIPDIS E.O. 12958: DECL: 08/31/2015 TAGS: MOPS, PREL, PTER, 


CONFIDENTIALTUNIS 001915 STATE FOR NEA (GRAY), NEA/MAG (WILLIAMS, LAWRENCE), NEA/PF 


Column 10 


UNCLAS PRETORIA 003528 SIPDIS DEPT FOR AF/S/KGAITHER; AF/EPS; EB/IFD/OMA USDOC FOR 4510ЛТ. 
UNCLAS TAIPEI 003615 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/RSP/TC, EAP/PA, EAP/PD - ROBERT P/ 


Column 10 


UNCLAS SECTION 01 OF 02 HANOI 002265 SIPDIS SENSITIVE DEPT PASS TO EAP/MLS; EAP/RSP; EAP/E 


Column 10 


UNCLAS SECTION 01 OF 02 COLOMBO 001523 SIPDIS DEPT FOR SA/INS (BRENNIG, SIM) SA/PD (SCENS 


Column 10 


CONFIDENTIAL TAIPEI 003623 SIPDIS DEPT PASS TO AIT/W AND USTR DEPT FOR EAP/TC, EAP/EP 


Column 10 
UNCLAS PARIS 005866 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: KNNP, PARM, TRGY, ENRG, FR, IAEA SU 
CONFIDENTIALSECTION 01 OF 02 MANILA 004040 SIPDIS DEPT FOR EAP, EAP/PMBS, EAP/IET, INF 


Column 10 


UNCLAS SECTION 01 OF 02 WELLINGTON 000667 SIPDIS STATE FOR EAP/ANP/RICCI AND EB/TPP/BTA/A 


Column 10 


CONFIDENTIALSECTION 01 OF 03 CANBERRA 001471 SIPDIS DEPT FOR EAP/ANP AND S/CT E.O. 


Column 10 


CONFIDENTIALKINSHASA 001398 SIPDIS E.O. 12958: DECL: 08/31/2015 TAGS: PGOV, PREL, CG SU 


Column 10 


UNCLAS ALMATY 003157 SIPDIS DEPARTMENT FOR EUR/CACEN, IO/UNP SENSITIVE E.O. 12958: N/A T/ 
UNCLAS WARSAW 003242 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, PGOV, PHUM, IZ, PL, Iraqi Fre 


Column 10 


UNCLAS SECTION 01 OF 02 DHAKA 004330 SIPDIS STATE FOR IO/UNO HARRIS USUN FOR POL NSC FOF 
UNCLAS SECTION 01 OF 03 BAGHDAD 003555 SIPDIS SENSITIVE STATE FOR МЕАЛ, EB/EX WAYNE, D 5 


Column 10 


UNCLAS SECTION 01 OF 09 TEL AVIV 005350 SIPDIS STATE FOR NEA, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


UNCLAS SECTION 01 OF 03 HANOI 002276 SIPDIS STATE FOR EAP/BCLTV AND EB/TPP/BTA/ANA JBELLE 


Column 10 


UNCLAS SECTION 01 OF 03 MINSK 001022 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, SOCI 


Column 10 


UNCLAS SECTION 01 OF 02 PARIS 005871 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MINSK 001023 SIPDIS SIPDIS FRANKFURT FOR DOD/COA WIN' 


Column 10 


CONFIDENTIALSECTION 01 OF 02 МАМАМА 001261 SIPDIS NOFORN DEPT FOR DS/IP/NEA, DS/IP, 


SECRETAMMAN 007069 SIPDIS E.O. 12958: DECL: 08/31/2015 TAGS: PGOV, PREL, PTER, JO SUBJECT 
UNCLAS SECTION 01 OF 04 LAGOS 001361 SIPDIS DOL/ILAB FOR TINA MCCARTER; DRL/IL FOR LAUREN 


Column 10 


CONFIDENTIALSANAA 002487 SIPDIS E.O. 12958: DECL: 08/28/2015 TAGS: PREL, PGOV, PTER, MA: 


UNCLAS SOFIA 001527 SIPDIS SENSITIVE Ε.Ο. 12958: N/A TAGS: PREL, IZ, BU, Bulgaria-Iragi Freedom SUE 


Column 10 


CONFIDENTIALBAGHDAD 003558 SIPDIS Е.О. 12958: DECL: 08/31/2015 TAGS: PGOV, PHUM, IZ, Sur 


Column 10 


CONFIDENTIALSECTION 01 OF 02 COLOMBO 001530 SIPDIS E.O. 12958: DECL: 08/31/2015 TAGS: F 


Column 10 


CONFIDENTIALSECTION 01 OF 02 NEW DELHI 006691 SIPDIS E.O. 12958: DECL: 08/30/2015 TAGS: 


Column 10 


CONFIDENTIALAMMAN 007071 SIPDIS E.O. 12958: DECL: 08/31/2015 TAGS: PREL, PGOV, IZ, JO, PB 
CONFIDENTIAL TUNIS 001934 STATE FOR NEA/MAG - WILLIAMS, LAWRENCE E.O. 12958: DECL: 0 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ISTANBUL 001506 SIPDIS E.O. 12958: DECL: 08/30/2015 TAGS: P 


Column 10 


UNCLAS BAGHDAD 003559 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: OVIP, PGOV, PREL, PINS, IZ SUBJE 
CONFIDENTIALSECTION 01 OF 03 CAIRO 006703 SIPDIS USTR FOR SAUMS TREASURY FOR MILL 


Column 10 


CONFIDENTIALSECTION 01 OF 02 LAGOS 001363 SIPDIS STATE FOR AF/W STATE FOR INR/AA E.( 


Column 10 


SECRET NEW DELHI 006693 SIPDIS Ε.Ο. 12958: DECL: 08/31/2015 TAGS: KNNP, PARM, IR, IN, India_lrar 
CONFIDENTIALSECTION 01 OF 02 ALGIERS 001853 SIPDIS E.O. 12958: DECL: 08/30/2015 TAGS: M/ 


Column 10 


UNCLAS BRATISLAVA 000700 SIPDIS FOR PM/DTCC BLUE LANTERN COORDINATOR E.O. 12958: N/A TA 
UNCLAS BRATISLAVA 000701 SIPDIS TALLINN FOR PAO JOHNSON AND IRC DIRECTOR SEPPER STATE F 
SECRET PRAGUE 001266 SIPDIS EUR/NCE FOR FICHTE E.O. 12958: DECL: 08/30/2015 TAGS: PGOV, P 
UNCLAS SECTION 01 OF 02 WARSAW 003249 SIPDIS SENSITIVE BUT UNCLASSIFIED STATE FOR EUR/N 


Column 10 


CONFIDENTIALWARSAW 003250 SIPDIS E.O. 12958: DECL: 08/31/2015 TAGS: PREL, PTER, SY, PL, | 
CONFIDENTIALSECTION 01 OF 02 TEL AVIV 005359 SIPDIS Е.О. 12958: DECL: 08/30/2015 TAGS: PR 


Column 10 


SECRET TRIPOLI 000221 STATE FOR NEA/MAG, PLEASE PASS TO SENATOR LUGAR LONDON FOR T: 


Column 10 


CONFIDENTIALSECTION 01 OF 03 NEW DELHI 006694 SIPDIS E.O. 12958: DECL: 08/31/2015 TAGS: 


Column 10 


UNCLAS LILONGWE 000748 SIPDIS FOR AF/PD, AF/S, AF/RA E.O. 12958: N/A TAGS: KMDR, KPAO, PTER, | 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 LILONGWE 000750 SIPDIS STATE FOR AF/S KENDRA GAITHER 


Column 10 


UNCLAS SECTION 01 ОҒ 06 BAGHDAD 003562 SIPDIS SENSITIVE STATE FOR МЕАЛ, EB/EX WAYNE, D 5 


Column 10 


UNCLAS VIENNA 002922 SIPDIS SENSITIVE DEPT FOR EB/IFD, WHA/CAR, EUR/ERA AND EUR/AGS Е.О. 
UNCLAS SECTION 01 OF 02 SAN JOSE 002037 SIPDIS WHA/CEN EB FOR WCRAFT, BMANOGUE E FOR D 


Column 10 


UNCLAS SECTION 01 OF 02 SAN JOSE 002038 SIPDIS SENSITIVE WHA/CEN EB FOR WCRAFT, BLAMPR( 


Column 10 
UNCLAS SECTION 01 OF 03 ANKARA 005080 SIPDIS SENSITIVE USDOE FOR CHUCK WASHINGTON USE 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MANAMA 001265 SIPDIS COMMERCE FOR CLDP E.O. 12958: DE 
CONFIDENTIAL BRATISLAVA 000702 SIPDIS Е.О. 12958: DECL: 09/01/2015 TAGS: PREL, PGOV, SMI 


Column 10 


UNCLAS MANAMA 001266 SIPDIS STATE FOR NEA/ARPI, EB/TPP-JSHANNON STATE PASS USAID-DSKOR 
SECRETMANAMA 001267 SIPDIS STATE FOR NEA/ARPI, IO E.O. 12958: DECL: 08/31/2015 TAGS: PGO\ 


SECRET VIENNA 002924 SIPDIS STATE FOR NEA AND EUR/AGS - VIKMANIS-KELLER Е.О. 12958: DECI 
SECRETASUNCION 001095 SIPDIS NSC FOR SUE CRONIN SOUTHCOM FOR DAN JOHNSON E.O. 129 
UNCLAS VIENNA 002925 SIPDIS SENSITIVE STATE FOR EUR/AGS - VIKMANIS-KELLER E.O. 12958: N/A T. 


Column 10 
CONFIDENTIALSECTION 01 OF 02 CAIRO 006710 SIPDIS NSC STAFF FOR POUNDS E.O. 12958: DI 


Column 10 


UNCLAS VIENNA 002926 SIPDIS STATE FOR EUR/AGS -- VIKMANIS-KELLER E.O. 12958: N/A TAGS: PGOV 


CONFIDENTIALCAIRO 006711 SIPDIS E.O. 12958: DECL: 08/31/2015 TAGS: PREL, PGOV, PTER, PHL 
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CONFIDENTIALSECTION 01 OF 02 TELAVIV 005360 SIPDIS SENSITIVE E.O. 12958: DECL: 08/31/20 
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UNCLAS PARIS 005921 SIPDIS SENSITIVE FROM USMISSION UNESCO STATE PASS USTR BALASSA IO/L 
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CONFIDENTIALSECTION 01 OF 04 PARIS 005922 SIPDIS SENSITIVE DEPT ALSO FOR DRL/IL, EUR, 
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CONFIDENTIALSECTION 01 OF 02 DUBLIN 001075 SIPDIS E.O. 12958: DECL: 01/31/2015 TAGS: PRE 
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CONFIDENTIALPRETORIA 003543 SIPDIS DEPT FOR AF/S B. NEULING AND M. TABLER-STONE, EB 
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UNCLAS SECTION 01 OF 02 SAN SALVADOR 002429 SIPDIS SENSITIVE FROM AMBASSADOR BARCLAY * 


Column 10 


UNCLAS SECTION 01 OF 02 KINGSTON 002052 SIPDIS STATE FOR WHA/CAR/ (WBENT), WHA/EPSC (JSL 
CONFIDENTIALALGIERS 001861 SIPDIS E.O. 12958: DECL: 08/30/2015 TAGS: ETTC, KOMC, MASS, / 


UNCLAS SECTION 01 OF 02 KINGSTON 002053 SIPDIS STATE FOR WHA/CAR/ (WBENT), WHA/EPSC (JSL 
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CONFIDENTIALSECTION 01 OF 03 BAGHDAD 003565 SIPDIS E.O. 12958: DECL: 08/31/2015 TAGS: F 
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CONFIDENTIALSECTION 01 OF 02 PARIS 005926 SIPDIS E.O. 12958: DECL: 07/27/2015 TAGS: PREL 
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UNCLAS ASUNCION 001098 SIPDIS MANILA FOR RPC STATE FOR IIP/T/CP, WHA/PDA E.O. 12958: N/A TAC 
CONFIDENTIALSECTION 01 OF 03 LAGOS 001369 SIPDIS DOE FOR DAS JBRODMAN AND CGAY TF 
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UNCLAS ASUNCION 001099 SIPDIS MANILA FOR RPC STATE FOR IIP/T/CP, WHA/PDA E.O. 12958: N/A TAC 
UNCLAS SECTION 01 OF 02 RECIFE 000113 SIPDIS E.O. 12958: N/A TAGS: PHUM, PGOV, SOCI, BR, Humaı 
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CONFIDENTIALSECTION 01 OF 02 BOGOTA 008241 SIPDIS E.O. 12958: DECL: 08/31/2015 TAGS: PG 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BAGHDAD 003566 SIPDIS E.O. 12958: DECL: 08/31/2015 TAGS: F 
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UNCLAS SECTION 01 OF 03 BAGHDAD 003569 SIPDIS STATE FOR INR/R/MR, NEA/PPD, NEA/PPA, NEA/AC 
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UNCLAS SECTION 01 OF 07 WELLINGTON 000671 SIPDIS FOR ECA/PE/VFE-MCAIN, CMROZOWSKI, RMA 
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UNCLAS SECTION 01 OF 02 BAGHDAD 003570 SIPDIS STATE FOR INR/R/MR, NEA/PPD, NEA/PPA, NEA/AC 
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Column 10 


UNCLAS SECTION 01 OF 03 HO CHI MINH CITY 000924 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, 


Column 10 


UNCLAS SECTION 01 OF 02 MANILA 004111 SIPDIS SENSITIVE STATE FOR EAP/EP, EB/IFD, EB/TPP, EAP, 
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UNCLAS SECTION 01 OF 02 ANKARA 005107 SIPDIS DEPT PLS PASS GENERALIZED SYSTEM OF PREFEF 
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Orange 
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independent" 
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ç, NP, CH, India-Nepal SUBJECT: INDIA ALLEGES PAKISTANI AND CHINESE WEAPONS SALES TO N 
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QUALITY PROVISION IN CROSS-BORDER 
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dissidents\" within the 
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welcomed Turkey\'s 


simple 
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ΞΩ, IS, GAZA DISENGAGEMENT, GOI EXTERNAL, GOI INTERNAL SUBJECT: SHINUI LIKELY TO SUI 
least desirable" list in 
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Human Rights Campaign in Public Security 
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Iraq is a free union of people 
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STEP 21 PROGRAM AND THE GSM 103 
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The Ministry of Foreign Relations 


Column 11 
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Serving Abroad for 
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the government" and 
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М. MILLS Ε.Ο. 12958: N/A TAGS: TSPA, OTRA, SP, Country Visits SUBJECT: SPAIN COUNTRY CLEAI 
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DIRECTOR C. COURVILLE ROME PLEASE PASS TO FODAG E.O. 12958: DECL: 08/19/2015 TAGS: 
in 


Column 11 


comparative advantage" 


Column 11 


Column 11 


| told my service chiefs that | want 


Column 11 


Column 11 


Column 11 


FOR IO DAS MILLER, IO/EDA, OES/E, E, EB; AID FOR EGAT, DCHA/OFDA, DCHA/FFP FROM THE | 
contacts" in the Mekong Delta informed him that they 


R AFRICA DIRECTOR C. COURVILLE TREASURY FOR J. RALYEA E.O. 12958: DECL: 12/31/2010 TZ 
THAI-U.S. DIALOGUE\" 


Column 11 


Column 11 


to be frank 


Column 11 


Column 11 


Column 11 
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BLACK LIST OF UNSAFE AIRLINES 
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A TAGS: OEXC, KPAO, PTER, PA, CI, AR, UY, PE, IIP SUBJECT: ASUNCION REQUEST FOR U.S.SPE 
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‚DA Bruce Wharton for reasons 1.4 (b) & (d). 1. (C) Polcouns delivered reftel demarche to Guatemal 
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\TE 145439 1. Per reftel, Asuncion plans to send Political Officer Sterling D. Tilley, Jr. to the Democr: 
AUREEN WAFER COMMERCE ITA SARAH COOK NSC FOR MIKE DEMPSEY, SUE CRONIN SOU 


AM ET AL) SUBJECT: VISAS VIPER SUBMISSION 1. POST WISHES TO SUBMIT THE FOLLOW 
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with Ambassador Jose Joaquin Chaverri, Director General for Foreign Policy at the Ministry of Foreig 
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